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Abstract

This document contains the assembled requirements for a system of interoperable public safety
communicationsfor use across all federal, state, local, and tribal “first responder” communications
systems.

Disclaimer

The U.S. Department of Homeland Security's Science and Technology division serves as the
primary research and development arm of the Department, utilizing our nation's scientific and
technological resources to provide federal, state and local officials with the technology and
capabilities to protect the homeland. Established in 2002 as part of the President's Management
Agenda, SAFECOM s the overarching umbrella program within the Federal Government that
oversees al initiatives and projects pertaining to public safety communications and
interoperability.
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The SAFECOM Program

Background on Public Safety Wireless Communications

Inadequate and unreliable wireless communications have been issues plaguing public safety
organizations for decades. In many cases, agencies cannot perform their mission- critical duties.
These agencies are unableto sharevital voice or datainformation viaradio with other jurisdictions
in day-to-day operations and in emergency response to incidents including acts of terrorism and
natural disasters.

According to areport done by the National Task Force on Interoperability (February 2003), the
public safety community hasidentified the following key issuesthat hamper public safety wireless
communications today:

* Incompatible and aging communications equipment
» Limited and fragmented budget cycles and funding
» Limited and fragmented planning and coordination
e Limited and fragmented radio spectrum

* Limited equipment standards

In short, the Nation is heavily invested in an existing infrastructure that is largely incompatible.
The SAFECOM Program was established by the Office of Management & Budget and approved
by the President’ s Management Council to address these public safety communications issues.

The SAFECOM Program

SAFECOM’s mission is to serve as the umbrella program within the federal government to help
local, tribal, state, and federal public safety agenciesimprove public saf ety response through more
effective and efficient interoperabl e wireless communications. Communicationsinteroperability is
the ability of public safety agenciesto talk across disciplines and jurisdictions viaradio
communications systems, exchanging voice and/or datawith one another on demand, in real time,
when needed.

SAFECOM isthefirst national program designed by public safety for public safety. Asapublic
safety practitioner driven program, SAFECOM isworking with existing federal communications
initiativesand key public saf ety stakehol dersto addressthe need to devel op better technol ogiesand
processes for the cross-jurisdictional and cross-disciplinary coordination of existing systems and
future networks. SAFECOM harnesses diverse federal resources in service of the public safety
community. The scope of this community is broad. The customer base includes over 50,000 local
and state public safety agencies and organizations. Federal customers include over 100 agencies
engaged in public safety disciplines, such as law enforcement, firefighting, public health and
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disaster recovery.

SAFECOM makesit possiblefor the public safety community to leverage resources by promoting
coordination and cooperation across all levels of government.

SAFECOM's Near-Term Initiatives

Develop a process to advance standards necessary to improve public safety communications and
interoperability.

Integrate coordinated grant guidance across all agencies, providing grants for public safety
communications and interoperability.

Provide training and technical assistance for public safety communications and interoperability.
Create a one-stop shop for public safety communications and interoperability.

Research, develop, test, and evaluate existing and emerging technologies for improved public
safety communications and interoperability.

SAFECOM’sLong-Term Goals

* Provide policy recommendations.

» Develop atechnical foundation for public safety communications and interoperability.
* Coordinate funding assistance for public safety communications and interoperability.
* Create and implement a national training and technical assistance program.

The SAFECOM Program, with its partners, is assuring a safer America through effective public
safety communications.

David Boyd, Ph.D.
Director, SAFECOM Program Office

safecom@dhs.gov
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| ntr oduction

“In times of emergencies, the public looksto government, particularly their Public
Safety officials, to act swiftly and correctly and do the things which must be doneto
save lives, help the injured, and restore order. Most disasters occur without
warning, but people still expect a rapid and flawless response on the part of
government. Thereis no room for error. Whether a vehicle accident, crime, plane
crash, special event, or any other Public Safety activity, one of the major
components of responding to and mitigating a disaster iswireless communications.
These wireless communications systems are critical to Public Safety agencies
ability to protect lives and property, and the welfare of Public Safety officials.”

This statement comes from the highly regarded Public Safety Wireless Advisory Committee
(PSWAC) Final Report, presented to the Chairman of the Federal Communications Commission
(FCC) and the Administrator of the National Telecommunicationsand Information Administration

(NTIA) in September 19961, The PSWAC Final Report defined and documented critical public
safety wireless communication needs in 1996, and projected anticipated needs through the year
2010. The report focused on the requirements for communications resources and the radio
frequency spectrum to support those requirements. While the report mentioned the crucial need to
promote interoperability, its emphasis was clearly on the necessity of taking immediate measures
to alleviate spectrum shortfalls. Fortunately, for public safety, and for the benefit of all Americans,
the report spurred the allocation of precious spectrum for use by public safety practitioners.

Unfortunately, the communication challenges for those working on the front linesin public saf ety
have not been eliminated. In fact, at atime when more attention is being paid to interoperability

among different disciplines and jurisdictions within the community, there still exists fundamental
communication deficiencies within disciplines and jurisdictions as practitioners strive to perform
the most routine and basic elements of their job functions. Agencies must be “operable,” meaning
they must have sufficient wireless communications to meet their everyday internal requirements
before they place value on being “interoperable,” meaning being able to work with other agencies.

Thisdocument, the Statement of Requirements (SoR) for Public Safety Wireless Communications
and Interoperability, isthe natural follow-on to the PSWAC Final Report, but differsin threeways.
First, this SoR is not keyed to the issue of spectrum allocation, but focused on public safety
requirements from a broader perspective. Operationa and functional requirements delineated in
this SoR are not based on a particular approach or technology.

L 1n 1994, the FCC and NTIA established PSWAC to evaluate the wireless communications needs of local,
tribal, state, and federal public safety agenciesthrough the year 2010, identify problems, and recommend pos-
sible solutions.
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Second, this SoR was developed 8 years after the PSWAC Final Report was published. While the
Final Report did not explicitly identify specific technological approaches along with the stated
requirements, it isimportant to realize that advancesin technology have helped to fashion the way
practitioners think about their jobs over the years. Because users expect more from technology
today, their needs and desires have been affected, sometimes subtly, by industry advances and
solutionsthat exist intoday’ scommercial and consumer world. Additionally, current technological
advances promote futuristic thinking about what the user may be ableto expect 15 yearsfrom now.
That said, the methodologies used, and the general projections made in the PSWAC Final Report
remain asvalid today as when they were first published. Based on the rapid changes and potential
of technology, this SoR addresses current requirements for 2004 and future requirements through
20109.

Third, this SOR emphasizes the “information” aspects of communications, that is, the need for the
wireless exchange of data, video, and other non-voice mediums. The need for voice
communications was clearly made in the PSWAC Final Report as well as the need for additional
bandwidth for other dataresources. This SoR definesthe information requirements of public safety
practitioners more explicitly to guide how practitioners will use information resourcesin thefield
in mission-critical situations.

Scope

In general, this SOR is focused on the functional needs of public safety first responders—
Emergency Medical Services (EMS) personndl, firefighters, and law enforcement officers—to
communicate and share information as authorized when it is needed, where it isneeded, and in a
mode or form that allows the practitionersto effectively use it. The communications mode may be
voice, data, image, video, or multimedia that includes multiple forms of information.

Because the emphasis of this document is on functional requirements, there has been a conscious
effort to avoid specifying not only technologies but business models as well (i.e., whether
requirements should be addressed through owned products and systems or viacommercial
services). Similarly infrastructure is not specified, except to note that consistent with first
responder operations, it is assumed that terminal linksto and from users are wireless unless stated
otherwise.

This SoR has been written to address a number of complementary objectives. First and most
importantly, it is rooted in the goal of improving the ability of public safety personnel to
communicate among themselves, with the non-public safety agencies and organizations with
whom they work, and with the public that they serve. In addition, this document can assist the
telecommunication interoperability and information-sharing efforts by and among local, tribal,
state, and federal government agencies, and regional entities, by delineating the critical operational
functionsand interfaces within public safety communications that would benefit from research and
development investment and standardization.

This SoR can assist federal programsthat work with public safety practitionersto facilitate wireless
interoperability at all government levels to develop a comprehensive vision for public safety
communications that satisfies the defined needs. This vision would be reinforced by developing
federal grant programs that promote government research and devel opment, aswell asinvestment
in communications equipment and systems, in a manner consistent with the SoR.
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This SoR providesinformation that can assist the communicationsindustry to prioritizeitsresearch
and development investment and product and service development strategies so that they are
aligned with public safety communications needs.

Finally, this SOR can be used to clearly identify public safety operational issues so that discussions
regarding existing and proposed regul ations and laws can be dealt with expeditiously by regulatory
and legidative bodies.

SoR Organization

Section 1.

Section 2.

Section 3.

Section 4.

Section 5.

Appendix A.

Appendix B.

Appendix C.

March 10, 2004

Public Safety Requirements and Roles, defines public safety communication
needs and public safety roles and functions.
(See Section 1.  Public Safety Requirements and Roles’ on page 1.)

Communications Services Definition, defines communications services—
interactive and non-interactive voice communications and interactive and non-
interactive data communications.

(See Section 2. “ Communications Services Definitions” on page 3.)

Public Safety Wireless Communications Scenarios, outlines several public
safety scenarios based on typical operations to provide aview of future public
safety communications.

(See Section 3. “ Public Safety Wireless Communications Scenarios’ on page 5.)

Operational Requirementsof Public Safety for WirelessCommunicationsand
Information Capabilities, identifies the wireless communications operational
needs of public safety.

(See Section 4. * Operational Requirements of PSWC&I1” on page 19.)

Wireless Communications Functional Requirements, defines the wireless
communications functional requirements.
(See Section 5. *“ Wireless Communi cations Functional Requirements’ on page 51.)

This contains a complete glossary of the terminology and acronyms used in this
report.
(See Appendix A. “ Glossary and Acronyms” on page 85.)

Thiscontainsthelist of System Capabilities developed at the SAFECOM-AGILE-
NIST [National Institute of Standards and Technology] Summit on Interoperable
Communications for Public Safety.

(See Appendix B. * SAFECOM-AGILE-NIST Summit” on page 91.)

This contains a number of additional Operational Scenarios.
(See Appendix C. “ Operational Scenarios’ on page 99.)

The SAFECOM Program - Department of Homeland Security
Version 1.0
viii



SAFECOM
PSWC&I| Statement of Requirements TOC

Table of Contents

......................................................................................................................................................... [
(U] 0] FTor= 4 oo TN AN (o) A o =SSR i
N 15 = o I
RS o= T SRR i

(@4 7= 1 [ 1o o USSR i
ACKNOWLEDGMENTS ...ttt sttt sttt re e i
CONTACT INFORMATION: ..otieieeiieieiesiesiestesiessesseseseeseessessessessessessessesssesssssessessessessessenns iii
THE SAFECOM PrOQE@AIM ..ottt b et sb b st sse e e e s e s e seesbeneesne e \Y
Background on Public Safety Wireless COmMmMUNICALIONS...........cceoveeeriererenesesiesieseseeeeeas iv
The SAFECOM PrOQIaIM......cccieieiieeieeieseeseseeseessesseesseessesssesseessessesssesssessesssesssesesssesssessenns \Y
SAFECOM’ S Near-Term INITIAliVES......cceeeiirieriesie ettt %
SAFECOM’SLONG-TEM GOAIS........cciieieeieeitieiesee st esee st e steeaesreesteeaesseessesseesseessesneesseesesneens vV

a8 oo [ T o o USRS Vi
o0 0TSSP R PSPPSR Vii
SOR OFQANIZALION......eeeiiteitieieeieee ettt bbb e b s bt b e s bt e st e e e s e e e snenbesreabenee s viii
TaADIE OF CONTENTS.....cctieiiectee et et esaa e e be e s as e e beesaeeebeesareenbeesaeesnseenseenns iX
List Of TableSand MatriCeS.......c.oiiiiieiiiierieeee et XV
RS 0 T U =S TP XVil
1. Public Safety RequirementSand ROIES..........ccueiiiiiie it 1
2. Communications ServiceS DEfiNITIONS........c.coviiiiieiiee e nres 3
3. Public Safety Wireless CommuniCations SCENAITOS.......cceueruerererenereseeeeseesee e seeseesseseeas 5
100 R 1 011 [F 1 o o TSSOSO PPN 5
3.2  EMSHeart AttaCk SCENAIMO ....cceveiiiiiesiesie sttt s nne s 7
321 Initial WOrK Shift TaSKS......eceeerieieieieniesie et s 7

3.2.2 EMSResponseto Heart Attack Call........cocoiiiiieriinieieeeeee e 7

3.23 EMS CommuniCationNS SUMIMAIY .......cccceerieeieereereeriessessesseseessesiesseseseessessesseseeseenes 9

3.3  Fire-Residential Fire SCENAIO ......ccoovevieiiereee et ee et nreas 9
3.3 1 Initial WOrK Shift TaSKS......ecereririeieieniesie et 9

3.3.2 FireResponseto aResidential Fire Call.........cccoeeveeieiiciece e, 10

3.3.3  Fire CommuniCatioNS SUMIMAIY ........ccceieereeieeieesieeeeseesseseesseeseesseesseensesseessesnees 11

34  Law Enforcement-TraffiC SIOP SCENANO......oceeiieiiiriereeee e 12
3.4.1  Initial WOrk Shift Tasks.......cccveiviiiieeeseese et 12

3.4.2 Law Enforcement Response to aHigh-Risk Traffic SIOP ....ccccovevvvveevecieeiecieenee, 12

3.4.3 Law Enforcement CommuniCations SUMMAIY ........ccceveerueeeesieereeseeseeeseeseessennens 14

3.5  Multi-Discipline/Multi-Jurisdiction-EXploSion SCENario .........ccccceveeveevieseesiecie s 15
TR0 R = o] [0 o] o PP 15

3.5.2 Multi-Discipline/Multi-Jurisdiction Communications SUMmary ............cceceeeveenee. 17

The SAFECOM Program - Department of Homeland Security
Version 1.0
iX March 10, 2004



SAFECOM

TOC PSWC&I| Statement of Requirements
4. Operational Requirements of PSWCE | .....ooiuiiiiiiiiece et 19
4.1  Public Safety Operations Background.............ccooeeiiiiininiinienee e 19
N R B £ ol o] 11 USSP 19
O AN U 4 o o 1o L RSSO 20
4.1.3 Hierarchy and Modes of Operations..........ccccecveeereenesieeseere e e eseeseesse e sseees 20
4.1.3.1 Modes of Routine Intra-agency Operability: .......ccccccevveieiieiiicevieienns 21
41.3.2  Modesof Interagency Interoperability: ........ccocooiiiirieniiinieieree e 21
4.1.3.3  Overlap and MOES........cccceiieieiieiieeeseeste et ee et ae e nne e 22

= ol | | Y 22
4141  Attack detection and Prevention ...........ccooeeereenenieeneese e 23

4.1.5 Command and CONLIOl .........cooeeieririeiieseee e sre e ens 23
4.1.6  SyStEM Of SYSEEIMS.....cceeiieeeceese et e e e nte e e nneenes 24
4.1.7 Communications Needs for Public Safety Operations...........cccceevveeeeveeieseesieennn. 25
4.2  Structure Fire and Wildfire SUPPression SErVICES........ccoucvvieereeieeseese e seeee e 26
4.2.1 Routine Operability and Day-to-Day Interoperability.........cccooeiiriiiienienennennn. 26
N - = [ o) o= P 26
e T Y/ U | (0= N T PSS 26
4.2.4 Voice CommuniCatioNS-INEEraCtiVe ........c.ereririerierie e e 27
4.25 Voice CommunicCationsS-NON-INEraCtiVe.........ccoeieierine s 28
4.2.6 Data CommunicCationS-INEIaCHIVE.......cccueeriririerie e 28
4.2.6.1  Accountability COMMUNICELIONS .........cceeiierierieeie e 28
4.2.6.2  TEXEIMESSAGES.....ccueerieerieieesteere st seesse e st e saeesreseesbeen e s e e sreenesanennennneas 29
4.2.6.3  ImMage COMMUNICALIONS..........ccveiueeeerieeieseesteeieesee e eee e sreeaesreenneeseenreas 29
4.2.6.4  Video COMMUNICALIONS ......cceriuieierieeeeseesieeee e ste e e e ee b e e e sae e 30

4.2.7 Data Communications-NON-iNtEraCtiVe........ccccveeereerenieeseee e 30
4271  TEXLIMESSAGES. ...eeeiueeeiteeesireeesieeessieeessseeesseessseessbeesssseesssseessssessnseeesnseeesns 30
4.2.7.2  Image COMMUNICALIONS.........c.ccveiueeeerreeiesreesteeieeseeste e sreesreseesseennesneenrens 31
4.27.3  VideO COMMUNICALIONS ......cceeierrierieeiesieesteeeesieeseeseesseeseeeeesseeeesseessesnenns 31

4.3  Emergency MediCal SEIVICES........ccceiieieiierieeieseeseeiesteeste e seesae e sreesteeeesneenseennens 31
4.3.1 Routine Operability and Day-to-Day Interoperability..........ccccoceverieveeieeeenieennn. 31
A I = L 0] (o ST 32
R T Y/ U | (0= N T PSP 32
4.3.4 Voice CommuNICatioNS-INEIraCtIVE ........ccccceeieeieiieie e 34
4.3.5 Voice CommunicationS-NON-INEraCHIVE ........ccoeeerieierieseee e 35
4.3.6 Data CommuniCatioNS-INEIACHIVE........cceiereriiieerie e e 36
4.3.6.1  TEXLIMESSAGES. ...eiiiueiiiieeesiteeesiteesssteessseesssaeessseessbeesssseessssesssssessnsaeesreeesns 36
4.3.6.2  ImMage COMMUNICALIONS ........coruieriiareenieriesiee e eeesreeseeseesreeseesseesseessesaeeseeas 37
4.3.6.3  VideO COMMUNICALIONS ......cceeierierieeiesieesteeeeseeseeeeesseeseeseesreeeesseessesneens 37

4.3.7 Data Communications-NON-INtEraCtiVe .........cceruerererene s 38
4.3.7.1  TEXEIMESSAGES. ...eiiiuiriiieeesireeesiteessseeessseesssseessseessseesssseessssesssssessnseessnsenesns 38
4.3.7.2  ImMage COMMUNICALIONS........c.ciuerierierierteriesiesesee e sre st b sre s ene s 38
4.3.7.3  Video COMMUNICALIONS ......ccereriirierieeieieerie st see e e e sne e 38

44 LaW ENfOrCEMENL......coiiieieeeeeeee et ne e 39
4.4.1 Routine Operability and Day-to-Day Interoperability..........cccoceieriiiiennenceenennn. 39
4411  Local law enforcement agenCi€sS:........ccevveruerererierienereseeeeee e 39
4.4.1.2  Tribal law enforcement agENCIES: ........ccveieeriereereseeseere e 39
4413  Statewidelaw enforcement agenCies: ........ccoovveerererreeiesieesesee e 39
4414  Federa law enforcement ageNCIES: .......cccovvererererienere e 39

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 X



SAFECOM

PSWC&I Statement of Requirements TOC
N - = (o (o= TS 40
4421 Loca law enforcement agenCiesS:.......ccooveieeieereenieneerieenie et ee e 40
4422  Tribal law enforcement agenCies: .......ccooevererereresesesee e 40
4423  Statewidelaw enforcement agenCies: ........cccoeveeverieeseeresieeseereeseesee s 40
4424  Federal law enforcement agenCI€sS: ........ccoveriereerieneerieenie e 40
T T |V 101 (87 A T P 41
4.4.4 Voice CommuNiCatioNS-INEIraCtiVE.........cceieeieeeeieese e 42
4441  Routine operability and day-to-day interoperability operations................ 42
4442  Taskforce interoperability ... 43
4443  Mutua aid interoperability ........ccoceoirerenireeee s 44
4.45 Voice Communications-NON-INtEraCtiVe........c.ccceevveeieiieiece e 45
4.4.6 Data CommuniCationS-INtEraCtiVe.........cccueieeiiiiecece e 46
44.6.1  TEXEMESSAGES ...cueeeiueieieesieeeieeaeeeieeeaseesseasseeseeesseasaseessessasesaseesnseensessnneans 46
4.4.6.2  ImMage COMMUNICALIONS. ........eiueriereereenterieeiesieeeee e see s b e snesre e ene s 47
4.4.6.3  Video COMMUNICALIONS ......cceeiieiiertieieeceesteeie e ste e sre e e ee e e re e e sreeneeas 48
4.4.7 Data CommunicationsS-NON-INtEraCtiVe........cccoveeereeienierecesee e 49
44.7.1 TEXE IMESSAGES....ceeieeeeetieeetee et ettt e st e s be e s be e e sab e e e san e e e snneesneeesnneeaas 49
4472 [Mage COMMUNICALIONS .........cciieieeierieeeeseeseseeseesteeeesreeseeseesseeneesneessens 50
4473  VideO COMMUNICALIONS .......eeeiireieiireieiirieeeiteeeeireessbeesssbeessseesssseesssbeessreneens 50
5. Wireless Communications Functional Requirements...........ccoceveveninennieienesese e 51
oI RS = o o= USSR 53
o300 I R Vo o= S 53
o300 I I O 1 01 (= - (Y= USSR 53
5112  NON-INEErACHVE....cccvii ettt et 54
ST I - - WSS 55
oIt 0 R 1 01 = o 1 AV S 55
oI 2 [0 0 ST 01 = = o Y OSSR 58
52  REQUITEH FEAIUMNES ..ottt bbbt nr b 60
o325 R |V 1o o1 1 /S 60
30220 I R O £ = g |V o 11 o o S 60
3220 N7 U 1= g o 1o 11 oo OSSR 61
5.2.2  Security (VOICE AN TaLA) ........crveruerieeieieierie ettt 62
5,221  ACCESS CONIOl ....eiiiiiiiieieii et eiesee st ee st eee e e e eesneesteeneesneenee e 62
A 1 0 (=0 ) YOS 63
5.2.2.3  MONITOING weeuviriieieeiesiiesie ettt st s aesee e sbesseesseesbesneesseensesneeas 64
5.2.24  PrIVACY ettt bbbt n e b s 65
5225  Attack Detection and Prevention ...........cccceceeieeceeieesiesiee e 66
5.2.3  Call IYPES ettt nre e 66
5231 Individual commUNICaLioNS SIFEAMS .......cocvveiirieie e 66
5.2.3.2  Multicast cOmmMUNICatioNS SLIEAMS.........cccveeeerieeieeseesteeeeseeseeseesreesseseens 67
5.2.3.3  Group communications streams (an extension of multicast communications
streams)67
524 SCA@DHITY c.veiveieieiieieeee et 67
5241 Vertica Scaling (NUMDEr Of USErS) .....cccvveieiieriecie e 67
5.24.2  Horizontal Scaling (COVErage ar€a)...........ccureeruereerieeseeseesesseeseeseesseesneens 68
5.25 Command and Control, Maintenance, and Operations............ccceeereereesreeressennenns 69

The SAFECOM Program - Department of Homeland Security
Version 1.0
Xi March 10, 2004



SAFECOM

TOC PSWC&I| Statement of Requirements
5251 Maintenance and OPEratioNS .........cccoceererierreerierieesessiesee e see e seeeneesneens 69

5252  Command and Control ProviSIONINg .........ccceeereererenereneseseseseseseenens 71
5253  Communications PrioritiZation ...........cccceverereneneneneseeeeee e 73

5.2.6 COTSDased PrOUUCES.........cooerieerieriesieesiesee et se e s sseeeessee e 74
5.2.7 Standards-based deSIgN........cccoeieiiriiniireeie e e e 74
5.2.8 Backwards compatiDility ..........ccocriiririiiie s 75
5.2.9 Migration path for 1€gacy SYStEIMS.........cccueierierieere e 75
5.2.10 Spectrum and Network effiCIENCY .......ccecveieciicieseee e 76
5.2.10.1 Allow for greater extensibility and scalability..........ccccoevvvieiiiceiicienn, 76

5.2.11 Ergonometric and ENVIrONMENTal ...........ccooieiiiiiinenenesereeeseeee e 77
5.2.11.1 Products Suit the Environment and the USer .........cccevvvevneennnnseeniennns 77

5.2.12 EXTENSIDHITY ..veviiviieieiieieiese et 78
52121 System-widerevision and enhanCement...........cccccevveeveeieeseesesieeseeseesnens 78

5.2.13 MOUUIAMITY ..ttt bbbt 78
52131 Component feature add ON..........cceoeeieiereneresee s 78

5.3 PEIfOIMENCE.... .ot 79
5.3 1 QUAEIILY OF SENVICE ... cciieiieeiecte ettt et eneens 79
ST 11 I R ¥ oo TSRS 79

CSIC 50 B I - - VS 80

5.3.2  AVAIEDIILY .oveeicieciieeee e e 81
5321 Reslienceto hostile RF environments..........coccoevevenenienieneenenese e 81

5322  Temporal availability ... 81

5323  Spatial AValability .....cccoooeriiiiiiereee 81
5324  Administrative Logging reqUIreMENtS..........cccoeeieeieereesieeseese e seeneesneens 82

LG T = (= Lo T L) Y25 83
534 SUNVIVADIHITY ..ot 83
TG H T = 0= o 1 1 S 84
Appendix A, GloSSary and ACIONYIMS .....cc.coiuiriiiiesieeee ettt ee e sre e saes 85
Appendix B. SAFECOM-AGILE-NIST SUMMIt ...cccooiiiiiiirieieeeee e 91
Appendix B.1 Wireless Voice Capabilities ........ccooveeeieiieneneeeeeeie e 92
Appendix B.2  Wireless Data Capabilities ..........ccceoeeiieiiiiininereseeeeeeee e 9
Appendix B.3 Information Systems Capabilities ..........cccceevvvievecieiece e 96
Appendix C.  Operational SCENAITOS ........ccceeiuiiiii et e e sreesneens 99
Appendix C.1 SCeNaio: TraffiC SEOP ..covevereeriiriieieee e 100
Appendix C.1.1 (@0 1111 1 S 100
Appendix C.1.2 NP2 T = (Y= S 100
Appendix C.1.3 TransmiSSION HISIOMY .....c..oveiiiiiieieesee e 103
Appendix C.2 SCENANTO: HOUSE FITE ...ttt 105
Appendix C.2.1 (@0 11 1 SR 105
Appendix C.2.2 NBITBLIVE ...ttt 106
Appendix C.3 Scenario: Emergency Medical SErVICES .....covvvvvvevieseere e 111
Appendix C.3.1 (@0 11 1 SR 111
Appendix C.3.2 NBITBLIVE ...ttt sn e 111
Appendix C.3.3 TranSmMiSSION HIiStOIY .....ocueeceieieceecece e 117
Appendix C.4 Scenario: College Football Game ... 122

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 Xii



SAFECOM

PSWC&I| Statement of Requirements TOC
Appendix C.4.1 (@70 11 1 1 SR 122
Appendix C.4.2 NN F= T = (YRR 123
Appendix C.4.3 TranSmMiSSION HiStOIY .....cc.eeceieieceeceee e 126

Appendix C.5 Scenario: Terrorist Car BOMD ........cceovevieiiciesiecee e 129
Appendix C.5.1 OULIINE . e 129
Appendix C.5.2 NP2 T = (Y= S 130
Appendix C.5.3 TranSmMiSSION HiStOIY .....cc.ceivieieciececce e 136

Appendix C.6 SCENANO: HUIMICANE ...t 149
Appendix C.6.1 NP2 T = (Y= S 149
Appendix C.6.2 HUITICANE SCENAIO .....coveeveceie et 149

Appendix C.7 Scenario: Earthquake ... 152
Appendix C.7.1 (@1 11 1 S 152
Appendix C.7.2 NP2 T = (Y= SR 154
Appendix C.7.3 TransmiSSION HISIOMY .....c..overiiiiieesesese e 162

The SAFECOM Program - Department of Homeland Security
Version 1.0
Xiii March 10, 2004



SAFECOM
TOC PSWC&I| Statement of Requirements

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 Xiv



SAFECOM

PSWC&I| Statement of Requirements LOT

List of Tablesand Matrices

Table 1.

Table 2.

Table 3.

Table 4.

Tableb.

Table 6.

Table 7.

Table 8.

Table 9.

Table 10.
Table 11.
Table 12.
Table 13.
Table 14.
Table 15.
Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.
Table 27.
Table 28.
Matrix 1.
Matrix 2.
Matrix 3.
Matrix 4.
Matrix 5.
Matrix 6.
Matrix 7.
Matrix 8.
Matrix 9.

Matrix 10.
Matrix 11.
Matrix 12.
Matrix 13.
Matrix 14.
Matrix 15.
Matrix 16.

XV

First Responder Roles and FUNCLIONS ...........ooviiiiiinineeeeee e 2
Supplemental Responders Roles and FUNCLIONS...........coceevevienenieniese e 2
Related Agencies Roles and FUNCLIONS............ccoieiiereninenesee s 2
Fire Voice CommuniCation INEEIraCtiVE..........coovcuveeeiieeiee e eeeie e et e e sraeee e 27
Fire Voice Communication NON-INtEraCtiVE. .........ceeeveeveeeeeeieeeeeseieee e e e e e s sereeee s 28
Fire Data CommuniCation INEErACIVE L........ooviveveeeiieeeeieeeeeeeeescrie e s esereeesseneeee s 28
Fire Data CommuniCatioN [NEEIACLIVE 2.....vveeeeeieieeeeeeieee e eeseeeee et e e e s e s esaaee e e e e e 29
Fire Data CommuniCatioN INEEIACLIVE 3......eeeeeeee e e e e e e e eee e 29
Fire Data CommuniCatioN [NLEIACLIVE 4.......ooee oo e eeeeeeeee e 30
Fire Data Communication NON-iNtEraCtivVe L.........ccoovceeeeeivceiieeeciee e eeereee e 30
Fire Data Communication NON-IiNLErACIVE 2........oeveiveveieeieeeieeeseeeee e e eereeeseseraeee s 31
Fire Data Communication NON-IiNtEraCtiVE 3.........eveiieveieeieeeieeeeeeeee s eereeesesneeee s 31
EMS Voice CommuniCation INEEIrACLIVE. .......ocovi i eeeeeee et e e eeieeee e e e e 34
EMS Voice CommuniCation NON-IiNtEraCtiVe. ......ooeeeeeeeeeeee e 35
EMS Data CommuniCatioN INEEIACHIVE L......eeeeeeeeeeeeeeeeeeeee e e e e 36
EMS Data CommuniCation INEErACLIVE 2......ccoeeveeeiieceiiee e eeeeieeeeeeeee s seveee s s svneee e 37
EMS Data CommuniCation INEErACIVE 3......oooeeveiei et eeeeeee e seveee s s svaeee e 37
EMS Data Communication NON-interaCtiVe L.........covceveeevivceieeeseieeeeeeeeeesssseeees 38
Law Enforcement Voice Communication Interactive 1.........ccoocveeeevvcvveeeeeinvenenn. 42
Law Enforcement Voice Communication INteractive 2 .........ooeevcveeeevvceeeeeeivenenn. 43
Law Enforcement Voice Communication INteractive 3.........cocovevveeeiivcveeeeeivneenn, 44
Law Enforcement Voice Communication NOon-interaCtive .........cocceeeveevveeeevcvveeen. 45
Law Enforcement Data Communication INteractive L ......cccveeevvcvveeeeveceeee e, 46
Law Enforcement Data Communication INtEraCtiVE 2 ......ccveeeeevcveee e eeieeenn 47
Law Enforcement Data Communication Interactive 3........ccceevevcveeeiicvieeeceiivenenn, 48
Law Enforcement Data Communication Non-interactive 1 ........cooceevvveeeeeecveenen. 49
Law Enforcement Data Communication NOon-interactive 2 ........coceeeveeveeeeeinveenen. 50
Law Enforcement Data Communication Non-interactive 3........cocceevveevveeevecveeenn, 50
Interactive Voice Service REQUINEMENES..........ccveveieeiieeee e see s esee e 53
Non-interactive VOoice REQUITEBMENTS........c.ooiiiieiieie et 54
Interactive Data REQUITEMENTS..........coeiiririeieeee e 55
Non-interactive Data REQUITEMENLS..........cceevueieeriicie e eese et 58
Mobility Feature ReqUIrEMENES L .........cceeiieieiieeiiesee e s 60
Mobility Feature REQUITEMENTS 2..........ooiiiriirieeeeeeee e 61
Security Feature REQUITEMENES L........ccvviieiicie et 62
Security Feature REQUITEMENTS 2........ccouiiiiiiiieniesieeie e 63
Security Feature ReQUITEMENES 3........ooiiieeeiieeere e 64
Security Feature REQUITEMENES 4........cueeueeieee ettt 65
Security Feature REQUITEMENTIS 4 ........cooi i 66
Call Types Feature ReqQUITEMENES L.......ccccevveiieeierieee et 66
Call Types Feature REQUITEMENES 2.......cc.ceiuieieieeciecee et 67
Call Types Feature REQUITEMENTS 3.......cc.eoiiriiiierieeee e 67
Scalability Feature ReqUIreMENtS 1 ........cccveveveeieeieeiese e 67
Scalability Feature REQUIFEMENIS 2.........c.eciuiiieieeie et 68

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004



SAFECOM

LOT PSWC& I Statement of Requirements
Matrix 17. CCMO Feature REQUITEMENES 1 ........ooeiiieiieieesieeie et saeas 69
Matrix 18. CCMO Feature REQUITEMENTS 2 ........coeiiereeriesie e 71
Matrix 19. CCMO Feature REQUITEMENES 3 ........eceeieeieeeesieeiesteesse e steesee e sseeae e enaesnaennees 73
Matrix 20. COTS Feature REQUITEIMENES.........coiiiierieie ettt enaeas 74
Matrix 21.  Standards Feature REQUITEMENTS ........occoiiiiieeese et 74
Matrix 22. Backwards Compatibility Feature ReEQUIrEMENES..........cccocvveeereeiesieeseceeseesieseens 75
Matrix 23. Legacy Migration Feature REQUIEMENLS ........oceeiuirieieerieeee e 75
Matrix 24.  Spectrum Efficiency Feature RequirementS L .........ccccooeieneneneneneneneseeeeeenas 76
Matrix 25. Ergonometric Feature ReqUIrEMENS L ........cccviieiiiiieciecee et s 77
Matrix 26. Extensibility Feature ReQUITEMENES L........cooouiiiriiiiesieeie e e 78
Matrix 27. Modularity Feature REQUIFEMENTS L ........coeririeieeiesiesie s 78
Matrix 28.  QOS Feature REQUITEMENES L ......cc.ccivieieciesie et 79
Matrix 29. QOS Feature REQUITEMENES 2 ......ocveeiieiesieesieeeesiee et es s s ssee e see s nes 80
Matrix 30.  Availability Feature ReqQUIrEMENIS L ........cciiviiiiiiniieieeeeeee e 81
Matrix 31.  Availability Feature REQUIFEMENES 2........c.ocoveiueeieeeeceece et 81
Matrix 32.  Availability Feature REQUIrEMENES 3.........ooiiiiiiieiereee e 81
Matrix 33.  Availability Feature REQUITEMENIS 4 ........ooviiviiiieeieeeeee e 82
Matrix 34. Reliability Feature REQUIFEMENLS .........cccueiieiiecie e 83
Matrix 35. Survivability Feature REQUITEMENES .........coveiieienieree e 83
Matrix 36. Restorability Feature REQUITEMENTS.........coviiiieieeie e 84
Table 29. Transmission History Traffic Stop SCENArio .........ccceveeveecie v 105
Table 30. Transmission History of Emergency Medical Services Scenario...........cceveee.. 121
Table 31. Transmission History College Football Game Scenario.........cccoeevveeiencenienee. 129
Table 32. Transmission History Terrorist Car Bomb Scenario ..........cceeevvecvveecesciencenee, 148
Table 33. Transmission Record Earthquake SCenario ..........covvevenereneeieeieeesesesesieine 173

March 10, 2004

The SAFECOM Program - Department of Homeland Security
Version 1.0
Xvi



SAFECOM

PSWC&I| Statement of Requirements LOF
List of Figures
figurel Map of Emergency Medical Services SCeNario........cceveeereeniesieesieeseeseesieenens 122

The SAFECOM Program - Department of Homeland Security
Version 1.0
Xvii March 10, 2004



SAFECOM
LOF PSWC&I| Statement of Requirements

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 Xviii



SAFECOM
PSWC&I| Statement of Requirements 1. - Public Safety Requirements and Roles

1. Public Safety Requirements and Roles

Public safety operations require effective command, control, coordination, communication, and
sharing of information with numerous criminal justice and public safety agencies, aswell aspublic
utilities, transportation companies, and private industry. Thousands of incidents that require
mutual aid and coordinated response occur every day High-profileincidents, such as bombings or
plane crashes, test the ability of public safety service organizations to mount well-coordinated
responses. In an erawhere technology can bring news, current events, and entertainment to the
farthest reaches of the world, many law enforcement officers, firefighters, and emergency medical
service (EMS) personnel cannot communicate with each other during routine operations et alone
during major emergencies, such as the Oklahoma City Bombing.

There are more than 18,000 law enforcement agencies in the United States. Approximately 95
percent of these agencies employ fewer than 100 sworn officers. Additionally, there are over
32,000 fire and EM S agencies across the Nation. Due to the fragmented nature of this community,
most public safety communications systems are stovepipe, or individual systems that do not
communicate with one another or facilitate interoperability. Just asthe public safety community is
fragmented, so is radio spectrum. Public safety radio frequencies are distributed across four
isolated frequency bands from lowband VHF (25-50 MHZz) to 800 MHz (806-869 MHZz).

V oice communications are critical, but voice communication requirements are not the only issue.
Because of advances in technology, public safety operations are increasingly dependent on the
sharing of data, images, and video. New technol ogies promote the convergence of information and
communication systems with the result that mobile units are increasingly being viewed as merely
wireless nodes within information networks.

The public safety community requires interoperable communications-the ability to communicate
and share information as authorized when it is needed, where it is needed, and in amode or form
that allows the practitionersto effectively useit. Broadly defined, the public safety community
performs emergency first response missions to protect and preserve life, property, and natural
resources and to serve the public welfare. Public safety support includes those elements of the
public safety community whose primary mission might not fall within the classic public safety
definition, but whose mission may provide vital support to the general public and/or the public
safety official. Law enforcement, fire, and emergency medical servicesfit thefirst category, while
transportation or public utility workers fit the second.

The SAFECOM Program - Department of Homeland Security
Version 1.0
1 March 10, 2004



SAFECOM

1. - Public Safety Requirements and Roles

PSWC&I| Statement of Requirements

Table 1. First Responder Roles and Functions

First Responders

Community Element

Functions

Emergency Medical Services

Public protection, public health, emergency medication/
medical services

Fire Services (fire marshal, volunteer and professional fire
protection districts, etc.)

Public protection, protection of property, identification of
hazardous situations

Law Enforcement (identification services, laboratory, oper-
ations, juvenile department, etc.)

Public protection, law enforcement, identification, investi-
gation/evidence gathering, arrest, filing of charges

Table 2. Supplemental Responders Roles and Functions

Supplemental Responders

Community Element

Functions

Emergency Management

Public protection, central command and control of public
safety agencies during emergencies

Environmental Health/Hazardous Materials specialists -
environmental health personnel

Homeland Security and Defense units

Search and Rescue teams

Transportation personnel

Table 3. Related Agencies Roles and Functions

Agencies Related to Public Safety

Community Element

Functions

Corrections (institution, community corrections, jails, juve-
nile corrections, etc.)

Inmate welfare, rehabilitation, incarceration, timeliness

Courts (court administrations, judges, bailiffs, court record-
ers, municipal courts, etc.)

Evidence evaluation, fairness, impartiality, timeliness

Defense (public defenders, private attorneys, etc.)

Evidence review, response to charges, suspect's rights, bail
recommendation, timeliness, trial preparation

Probation and Parole (parole board, probation officers, etc.)

Reintegration, victim notification, oversight, timeliness

Prosecution (district attorneys, etc.)

Evidence review, prosecution decision, suspect's rights, bail
recommendations, trial preparation
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2. Communications Services Definitions

Thissection defineswhat communications servicesarerequired by public saf ety agencies. Because
voice services are the most important for mission-critical operations, it islisted by itself; all other
forms of communications are considered as data. In general, data communications will have a
lower priority than voice communications.

While this section discusses the communications services that are identified as required by today's
environment, the demands of tomorrow'sfirst responders may change regarding communications.
Thus this SOR is aliving document to define those services as they change or become new
requirements for public safety agenciesto carry out their missions.

I nter active voice communications between public safety practitioners and their supervisors,
dispatchers, members of the task force, etc., require immediate and high quality response, with
much higher performance demands than those required by commercial users of wireless
communications. Commands, instructions, advice, and information are exchanged that often result
in life and death situations for public safety practitioners, as well as for the public.

Non-inter activevoice communicationsarethosethat occur when adispatcher or supervisor alerts
members of a group about emergency situations and/or to share information. In many cases, the
non-interactive voice communications have the same mission-critical needs as the interactive
service.

Datacommunications are becoming increasingly important to public safety practitionersto provide
theinformation needed to carry out their missions. I nter active data communicationswill provide
practitioners with maps, floor plans, video scenes, etc. In the context of the type of
communications, interactive means that there is aquery made and aresponse provided. The query
and response need not be initiated by a practitioner and can include automated queries/responses.
Commanders, supervisors, medical staff, etc., can make moreintelligent decisions more efficiently
with data from field personnel. Similarly, personnel entering a burning building armed with
information about the building, such as contents, locations of stairwells, hallways, etc., can also
perform their duties more efficiently.

Finally, non-inter active data communications are a one-way stream of data, such asthe
monitoring of firefighter biometrics and location, which greatly increases the safety of the
practitioners. This form of communications also makes the command and control requirements
easier when the commander is aware of the condition and location of the on-scene personnel.

These types of communications are described in greater detail in Section 3 (Public Safety Wireless
Communications Scenarios on page 5), through examples presented by typical public safety
scenarios. The scenariosinthe Appendix ( See Appendix C. “ Operational Scenarios’ on page 99.)
provide more detail about the communications operational needs of public safety in the three areas
of interagency interoperability: day-to-day, task force, and mutual aid.
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3. Public Safety Wireless Communications Scenarios

3.1 Introduction

This section includes several scenarios of typical public safety operationsto provide aview of
future public safety communications. These scenarios describe credible, realistic incidents,
activities, and responses that involve public safety agencies and personnel. While these scenarios
do not cover all possible activities and situations, this collection provides a comprehensive vision
of the future of public safety communications. Additional scenarios that depict increasingly
complex events and their associated communications requirements are included in the Appendix (
See Appendix C. “ Operational Scenarios’ on page 99.). These scenarios provide descriptions of
the voice and data communications used in routine, day-to-day operations and include a traffic
stop, a structure fire, and amedical emergency. In the Appendix, two scenarios-a pre-planned
event, represented by a college football game, and aterrorist car bomb-reflect the interaction of
multiple servicesin alocal area, and, finally, two scenarios-a hurricane and an earthquake-
represent large-scale regional events.

There are several common elements in the following scenarios defined below.

a Public Safety Communications Devices - Public safety personnel in these scenarios
communicate using a device that is portable (handheld or wearable), unless specifically
noted for Command Post or other in-vehicle use. Throughout this document, these devices
will be referred to as Public Safety Communications Devices (PSCD). These devices
perform the communi cationsfunctionality asdefined in the scenario. Becausethe emphasis
of these scenarios is on communications capabilities, other important considerations for
technology development, such as form (e.g., how text datais input to the device via
keyboard, stylus, or spoken language) are not discussed. The scenarios aso do not
distinguish as to whether a public safety individual is carrying one or more such devices,
however, it isnoted that minimizing the number of separate devicesrequired to providethe
described functionality is preferred, consistent with other requirements, such as
affordability and maintainability.

b. Public Safety Communications User Group - Public safety personnel and resources that
are recognized by the system to share communications and information. Thisimplies that
traffic related to thisuser group only traversesthe portion of the network necessary to reach
all members of particular user group. Each user group can be a permanent unit or a
temporary unit created by an authorized user for a particular task.

C. System of Systems- The communications devices are associated with systems or networks
that range in size from small to large. Whether large or small, the systems work with each
other to pass information and communications back and forth seamlesgly. In other words,
all systems together become a system of systems.

d. Personal Area Networ k (PAN) - On the small scale, the communications device interacts
with other devices that belong with the public safety individual. A first responder is
equi pped with wireless devices used to monitor thefirst responder's physical location, pulse

The SAFECOM Program - Department of Homeland Security
Version 1.0
5 March 10, 2004



SAFECOM
3. - Public Safety Wireless Communications Scenarios PSWC&I| Statement of Requirements

rate, breathing rate, oxygen tank status, aswell as devices for hazardous gas detection and
voice communications. The devices are al linked wirelessly on a personal area network
(PAN) controlled by the first responder's communications device.

e Incident Area Network (IAN) - Anincident area network (IAN) isanetwork created for
aspecific incident. This network is temporary in nature.

f. Jurisdiction Area Network (JAN) - The JAN is the main communications network for
first responders. Itisresponsible for all non-1AN voice and datatraffic. It handlesany AN
traffic that needs accessto the general network, aswell as providing the connectivity to the
EAN.

g. Extended Area Network (EAN) - The city systems are in turn linked with county,
regional, state, and national systems or extended area networks (EAN).

h. Permanent and Temporary Networks - JANs and EANSs are networks that exist at all
times whereas the |ANs are created on temporary basisto serve a particular purpose, such
as an incident and then are dissolved. The nature of the IAN is such that it may not reach
all areas of an incident. In such cases, the user would either connect to the JAN, or create a
temporary network to extend the AN to the area not covered.

i. Public Safety Communications User Registration and Authorization - The PAN is
created every time a public safety individual begins awork shift and turns on his
communications device. The individual needsto provide a positive identification, such as
through abiometric scan, to hiscommunications device, which then registerstheindividual
on the network. From that moment on, all voice or data communications from that
communications device are associated with only that individual. All the pieces of
equipment that can monitor the environment, monitor the health of the individual, locate
his exact position, etc. register with the individual's identification on the systems so that
every time amonitor provides a measurement, the measured value is associated with that
public safety individual. Each individual also has privileges, permissions, and authorities
to communicate with others and to access databases and systems to compl ete the
individual'swork assignments. The systemswill allow communications and system access
based upon the user's profile and authorizations.

j. Temporary Network Creation and Growth - An emergency event or incident can
happen anywhere, and those responding to the incident must have communications on-
scene as well as away from the scene for command, control, and information to complete
their missions. As public safety individuals and resources, such as ambulances and fire
engines, come into an incident, the incident communications system or IAN will
automatically recognize the new entry, register and authorize the resource, and allow an
authorized user to assign the resource to user groups for communications and information
exchange. Additionally, in the absence of a network, such asan IAN or JAN, the
communications system is designed to allow continued operation in the absence of this
infrastructure.

The following scenarios include three that relate future communications capabilities for the first
responder disciplines and one that describes future command, control, communications, and
information sharing for alarge incident.

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 6



SAFECOM

PSWC&I| Statement of Requirements 3. - Public Safety Wireless Communications Scenarios

3.2

EMS-Heart Attack Scenario

3.2.1 Initial Work Shift Tasks

At 3:00 p.m., two paramedics report for their shift with the Brookside ambulance service.
After being assigned to ambulance A-34 and receiving the day's situation updates from the
shift supervisor, they go to their ambulance and begin their system initialization tasks. Both
paramedicsturn on the Public Safety Communications Devices (PSCDs) that areintegrated
with the medical equipment and the ambulance's wireless incident area network (IAN),
which allows them to have contact with the network when they operate outside the
ambulance. At power up, all medical devices, including the video cameras, go through their
self tests and report their status to the local command and control system on board the
ambulance; the PSCDs go through their network registrations and the ambulance wireless
network linksto the hospital network to register and download the latest information from
the county public health center, emergency procedures from sources, such as the poison
center and instructional aids with the latest EM S training packages.

Both paramedics must go through a biometric identity check with their PSCDs. After
authenticating each paramedic, the ambulance system sets up the profiles of the two
paramedics on the medical equipment and the PSCDs, establishes the level of authorized
data access for each paramedic across available databases, and initiates personal tracking
of each paramedic so that arecord can be made of all instructions given to each paramedic,
and the treatment each paramedic provides.

Beforeformally alerting dispatch that A-34 isin an active status and availablefor calls, one
paramedic goes through atraining exercise (using alife-like mannequin) that smulates a
situation in which parents have reported their child has stopped breathing. The other
paramedic runs the “ Required Inventory” program that identifies all the medical supplies
needed on board, locates the inventory present via radio frequency identification (RF D)
tags, and restocks the supplies that the system identifies as insufficient.

At 3:25p.m., A-34 reportsto the dispatcher viaits on-board datasystem that it isactive and
availablefor calls, and follows up with aradio voice call corroborating the same message.
The dispatcher acknowledges that A-34 is active and that dispatch is properly receiving
location datafrom the unit. He assigns the unit to patrol a prescribed grid in the Brookside
area.

3.2.2 EMSResponsetoHeart Attack Call

At 4:19 p.m., the Brookside Public Safety Answering Point (PSAP) receivesa 9-1-1 call

from therelative of aman who hasreturned home from playing tennisand isreporting chest
pains. From the PSAP’ s computer aided dispatch (CAD) display, the dispatcher knowsthat
the A-17 teamisavailable and is close to the address but will require 7 minutesto reach the
address because of heavy rush hour traffic near severa factories. The CAD showsthat A-
34 isfarther away from the address, but has little traffic in its path, and is therefore only 4
minutes away. The dispatcher notifies A-34 and simultaneously sends a digital message
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providing the patient's name and address. A-34 leavesits|ocation and the ambulance driver
notifies the dispatcher who in turn relays the information to the relative stating that
paramedics are on their way.

2. The ambulance driver views the patient's address on the cab monitor display, which also
maps the route for the driver; a computer-activated voice directs the driver to the
appropriate lanes and where to turn. As the ambulance approaches traffic lights along the
route, the on-board signaling system adjusts the traffic light sequence to alow the
ambulanceto travel through quickly and the on-board system also interrogates the county's
transportation system for road closures, blockages, train conflicts, or slow traffic conditions
to route the ambul ance around impediments and provide the fastest route to the patient. At
the sametime, the geo-location system providesinformation on the ambulance location and
progress on the dispatcher's CAD display.

3. A-34 arrives at the patient's house at 4:23 p.m. and the paramedics enter the home to find
the patient barely conscious on the living room couch. While one paramedic begins a
preliminary medical assessment, the second paramedic acquires personal information
about the patient through the other person present. The patient's information is entered by
the attending paramedic who uses the ambulance's on-board facilities to capture the data-
patient's name, address, gender, age, etc., through a voice recognition system. One
paramedic checksthe most recent list of available hospitalsand confirmsthat the Brookside
Hospital's Emergency Room (ER) will be able to accept the patient. The paramedics
discover the patient iswearing amedic alert RF 1D bracel et; the paramedics scan the RF 1D
tag and find that the patient has a severe allergy to penicillin-based medicines.

4, The paramedics attach awireless 12-lead el ectrocardiogram (EKG) unit to the patient and
the unit begins transferring its digital information to the PSCD. The Brookside Hospital's
ER staff pullsthe EKG information from A-34's database. The staff route the information
directly to the hospital's emergency physician, who views information from all 12 leads of
the EKG simultaneously, zeroing in and enlarging the waveforms for specific leads as
required.

5. The cardiologist quickly determines the patient needs a cardiac catheterization and orders
the paramedic team to bring the patient directly to the hospital's catheterization lab. The
same order activates the hospital'steamsto staff thelab and prepare for the patient'sarrival.

6. The patient is transported from the house to the ambulance with al medical monitors
wirelessly attached to him, including the EKG unit, arespirator monitor, and a blood
pressure monitor. The attending paramedic rides in the ambulance's patient module and
communicates to the driver viatheir hands-free PSCDs. As the ambulance approaches the
hospital, the catheterization lab staff retrieves the patient's information and vital statistics
from the ambulance's database.

7. When the ambulance arrives at the hospital from the house 19 minutes later, the
catheterization lab is ready for the patient. After another 33 minutes, the cardiologist and
the catheterization |ab team successfully establish good blood flow to the affected coronary
artery.
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3.2.3 EMSCommunications Summary

Throughout the scenario, the ambulance, the paramedic team, and the patient are tracked by the
network providing geo-location information in real time. All patient information and vitals are
recorded through wireless monitors and voice recognition systems with no reliance on paper
reports and notes. All EMS hospital staff orders as well as paramedic treatments are recorded by
the hospital and ambulance databases. All monitors and devices used with the patient are wireless
to allow easy patient transport and mobility. All conversations between dispatcher and paramedics
and between paramedics and hospital staff are conference call, simultaneous discussions.

3.3 Fire-Residential Fire Scenario

3.3.1 Initial Work Shift Tasks

1 Three firefighters begin their shift at the Brookside Fire District Station BFD-7. After
completing their administrative check-in, they completetheir biometricidentity check with
their Public Safety Communications Devices (PSCD). After authenticating each firefighter,
the system sets up their profiles on their PSCDs and the network, establishes the level of
data accessthat each isauthorized to have across avail able databases, and initiates personal
tracking of each firefighter so that arecord can be made of all instructionsthat are given to
each, and the actions and responses provided by each firefighter. The firefightersinitiate
the equipment self-tests of the vests they will wear during afire situation. The vests
measure each firefighter's pulserate, breathing rate, body temperature, outside temperature,
and three-axis gyro and accelerometer data. Each vest also provides geo-location
information for each firefighter and measures the available air supply in the firefighter's
oxygen tank. The vests have a self-contained wireless personal area network (PAN) that
interrogates each of the sensors and monitors. The vests code their information with the
firefighter'sI D and then conduct their registration/authorization steps and report their status
to the wireless network.

2. The firefighters begin their check-out of the fire equipment, the fire engine, E7, and fire
ladder, L7, at the station. Each apparatus has sensorsto measure water pressure, water flow,
water supply, fuel supply, and geo-location. Each apparatus aso has its own PAN for
interrogating al apparatus monitors. The apparatus codes the apparatus 1D with the
measured values and geo-location information for routing to the network. After
successfully completing all the self tests, the firefighters provide a digital statusto the
network that they have completed all initial set-ups and they are ready. The fire station
network reports to the dispatcher, viathe station's and on-board data systems, which
personnel and equipment are active and available for calls. The station battalion chief
follows up with a PSCD voice call with the same message. The dispatcher acknowledges
that BFD-7 is active and that dispatch’'s Geographical Information System (GIS)/CAD
systems are properly receiving location and status data from the units.
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3.3.2 FireResponseto a Residential Fire Call

1. At 3:17 am., the Brookside PSAP receivesa9-1-1 call from acab driver that the apartment
building at 725 Pine is smoking and appears to be on fire. From the CAD display, the
dispatcher findsthat the BFD-7 station isavailable and close to the address. The dispatcher
notifies BFD-7 to send E7 and L 7, and to send BFD-7 battalion chief as the fire'sincident
commander (IC). AsE7 isleaving thefire station, firefighter F788 jumps onto the back of
the vehicle. The vehicle registers that F788 has become part of the E7 crew for
accountability and tracking. The dispatcher simultaneously sends a digital message
providing the apartment building's address. The dispatcher notifies another Brookside Fire
Department, BFD-12, to also send an engine to the fire. By 3:19 am., E7, L7, and the
incident commander leave BFD-7 and report their status to the dispatcher. Asthe incident
commander's command vehicle leaves the station, a nearby wireless PSCD sends the
apartment's building plans and the locations of nearby fire hydrants, the building's water
connections, the elevator, and the stairwells to the command vehicle's GIS. The dispatcher
sends areverse 9-1-1 call message to al residents of the building, which has eight
apartments on each of three floors. The nearest ambulance is alerted by the dispatcher to
proceed to the scene. The local utility is alerted to stand-by for communications with the
IC at 725 Pine.

2. TheE7,L7,and I C driversview the apartment's address on the cab monitor displays, which
also maps the route for the drivers; a computer-activated voice tells the drivers what lane
to bein and which turnsto make. Asthefire vehiclesapproach traffic lightsalong theroute,
the on-board signaling system changes the lights to the emergency vehicles favor and the
geo-location system provides the vehicles' location and progress on the dispatcher's CAD
display. The on-board system also interrogates the county's transportation system for road
closures, blockages, train conflicts, or slow traffic conditions to route the vehicles around
impediments and provide the fastest route to thefire.

3. The IC arrives on scene at 3:22 a.m., assesses the situation, noting that smoke and fire are
visible, and aerts dispatch that 725 Pineisaworking fire. The IC directsthelocal utility to
shut off the gasto 725 Pine. AsL7 and E7 arrive and get into position, all fire personnel
and equipment are shown on the IC's GIS display. The system automatically sets up the
tactical communications channels for the IC and the fire crews. The fire crews are able to
talk continuously with each other, reporting conditions and warning of hazards. Because
the apartment building is not large enough to require a built-in wireless incident area
network (IAN) for emergency services, thefirst fire crew into the apartment drops self-
organizing wireless IAN pods on each of the floors at they progress through the building.
Soon E12 and the assigned EM S unit arrive on site. The new personnel and equipment are
automatically registered with the IC command post network and their PSCDs are
automatically reprogrammed to operate on the incident's PSCD radio channels and
protocols.

4, Several families have aready evacuated the building. Asfirefighters ask for their names
and apartment numbers, they use the voice recognition capabilities of their PSCDs to
capture the information, applying an RF 1D wrist strap to each resident to track thelir status
and location. Other firefighters enter the building to guide survivors out and to rescue those
who are trapped. The IR cameras on the firefighter's helmets provide the IC aview of fire
conditions within the building and where the hot spots are located. Additionally, the
firefighters monitor the temperature of the surrounding air in their location; this
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informationisdirectly availableto thefirefighter, aswell asthe |C and EM S unit on-scene.
Other passive sensors, such as hazardous gas detectors, are al so operating in thefirefighter's
PAN. With the IC's guidance, the firefighters search each apartment for survivors and the
source of thefire. The IC is able to monitor the location of each firefighter and is aware of
which apartments have been searched by the information provided on the GIS displays.

5. The EM S unit outside the apartment monitors the vital signs of all the firefightersin and
around thefire scene. The unit aertsthe I C that firefighter F725 isshowing signsof distress
and the IC orders F725 and his partner F734 out of the building for a check-up with the

EMS team.

6. Firefighter F765 pushes his emergency button when he becomes disoriented in the smoke.
ThelCimmediately directsfirefighter F788 to hisaid by providing F765'slocation relative
to F788.

7. While the firefighters check every apartment for victims, the main fireis discovered in a

second floor apartment kitchen where an electric range is burning. Two adults and two
children are discovered in the apartment suffering from smoke inhalation. RF IDs are
attached to their arms and each is given an oxygen tank and mask to help their breathing.
They are carried outside the building where the EM S unit is ready to take over medical aid.

8. While the firefighters put out the fire in apartment 202, the I C checks the GIS display,
which shows where the fire personnel are and where all the survivors and rescued
individualslive in the apartment building. Two top-floor apartments have not been
searched and the |C movesfire personnel to those apartments. The apartment database
indicates an invalid may beliving in apartment 321. Thefirefighters break down the doors
of both apartments and in 321 find abedridden individual, who isin good condition, and a
pet dog in the other apartment. Both are outfitted with RF ID devices and taken from the
building.

Q. The fireis brought under control. The IC releases E12 and the I C network controller
reconfiguresE12'sPSCDsfor returnto thefire station. E7 and L 7 wrap their fire operations
and A34 has to transport one fire victim to the hospital. The IC releases all remaining
equipment and gives control to dispatch.

3.3.3 FireCommunications Summary

Throughout the scenario, the fire personnel and equipment, EM S support personnel, and the fire
victims are tracked by the network providing geo-location information in real time, providing the
Incident Commander with current accountability of public safety personnel and of the fire's
victims. All victim information and vitals are recorded through wireless monitors and voice
recognition systems with no reliance on paper reports and notes. All fire personnel and equipment
have monitorsto measurevital conditionsand statusthat are reported by thewirelessPAN and IAN
systemsto the IC's GIS. The GIS aso has access to city building department databases, which are
searched and queried for building information and plans, fire hydrant locations, etc.
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L aw Enforcement-Traffic Stop Scenario

3.4.1 Initial Work Shift Tasks

A police officer enters his 10-hour shift at the Brookside jurisdiction. After completing his
administrative check-in, the officer takes his duty equipment to the squad car assigned to
him for the shift. In the vehicle, the officer initiates his biometric identity check with his
Public Safety Communications Device (PSCD). After authenticating the officer, the system
sets up a profile of the officer on the PSCD and the network, establishes the level of data
access the officer is authorized to have across avail able databases, and initiates tracking of
the officer's activities. The officer initiates the equipment self tests of the devices he will
be using within the vehicle. The data terminals, status monitors, video cameras, displays,
three-dimensional |ocation sensor, etc., areintegrated into awirel ess personal areanetwork
(PAN). All of thedevices codetheir information with the officer'sID and then conduct their
registration/authorization steps and report their statusto the wireless network. Each device
will be associated with the officer and will provide the officer with capabilities based upon
the officer's profile. When the officer starts the vehicle, a wireless hub recognizes the
officer's PAN and uploads the pertinent database files, the latest |aw enforcement alerts,
and the current road and weather conditions to the PAN.

After successfully completing all the self tests and receiving all the updates from the
wireless hub, the officer provides a digital status to the network indicating that he has
completed all initial set-ups and is ready. The Police Center network reports to the
dispatcher, viathe center's and on-vehicle data systems, which personnel and equipment
are active and available for calls. The officer follows up with a PSCD voice call with the
same message. The dispatcher acknowledges that the officer is active and that dispatch's
GIS and CAD systems are properly receiving location and status data from the officer's
vehicle and monitor units.

3.4.2 Law Enforcement Responseto a High-Risk Traffic Stop

While on routine traffic patrol, the officer observes a car that runsthrough ared light at an
intersection. The officer presses the “Vehicle Stop” button on his vehicle's PSCD. The
PSCD issues a message to dispatch, noting the operation underway, the officer's 1D, and
the location information of the officer's car. Asthe officer drives his squad car, the license
number of the vehicleis captured by license plate recognition software and queried back to
the Motor Vehicle Department. The video cameraon the officer's vehicle dashboard begins
recording video of the vehicle stop onto aRAM buffer video storage device on thevehicle's
network; the video can be accessed at any time, on-demand, by the dispatcher and other
authorized viewers. Other unitsin the area are alerted to the vehicle stop.

Shortly, the State Motor Vehicle Registration, Stolen Vehicle, and Wants/Warrants
systems return their information to the officer's PSCD. The officer also receives a picture
of and information about the registered owner; theinformation indicates (both on the PSCD
screen and with an audio signal) that there are no WantsWarrants.
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The vehicle pulls over and stops. The video feed will be available to dispatchers and
supervisors on demand, or automatically displayed in the case of an emergency. When the
officer leaves his squad car, he has accessto al of his communications and data devices as
the devices continue to communicate between his PAN and the vehicle's network. The
officer approaches the car and notes that there is a single occupant, the driver. The officer
requeststhedriver'slicense and registration, but the driver doesnot provide documentation.

While obtaining the information from the driver, the officer observes what he believes to
be the remains of marijuana cigarettes in the ashtray. The officer decides to search the
suspect's vehicle and contacts dispatch to request a backup unit. The dispatcher enters the
“Dispatch backup” command for theincident on her dispatch terminal and the CAD system
recommends the dispatch of the closest unit based upon automatic vehicle location (AVL)
information provided by the vehicles on patrol and known road and traffic conditions. The
dispatcher glances at the console map to confirm the recommendation and presses the key
to confirm the CAD recommendation. The dispatch of the backup unit is transmitted
electronically to terminalsin that vehicle, aswell asto other nearby units and the area
supervisor'scar for informational purposes. A user group iscreated on the network between
the original and backup officer to share information. The backup officer acknowledges
dispatch and asks the on-scene officer to confirm location and circumstances.

The supervisor brings up the real -time video of the event in her vehicle and briefly observes
the situation. All appears under control and she releases the video link. The backup unit
arriveson-scene. The responding officer ordersthe suspect to get out of hiscar. The backup
officer watches the driver while the original officer searches the car. The original officer
finds anumber of bags of awhite substance that appearsto be cocaine. The original officer
then places the driver under arrest and restrains him with handcuffs equipped with an RF
ID tag. The RF ID tag islater loaded with the officer'sidentity code, the nature of the crime,
and acasenumber. Theoriginal officer radiosdispatch to request atransport vehicle. The
unit is dispatched and is linked to the original officer to communicate and obtain
information as needed.

After the arrest, the officer takes the driver's biometric sample with his PSCD. The PSCD
submits the scan datato the biometric ID database for identification. Soon after, the PSCD
returnsanimage, name, date of birth, and physical characteristics of theindividual fromthe
biometric sample that matches the name and DOB of one of the aliases returned by the
license plate check, and matches the driver's license picture. This indicates that the driver
isthe registered owner of the vehicle. The officer queriesthe criminal history database for
information about the driver and receives aresponse that the individual has previously been
arrested for drug possession.

When the transport unit arrives on scene, its PAN and vehicle network is automatically
linked with the original officer's network. Based on the incident and location, the system
establishes a single user group so that the officers can exchange appropriate case
information. The transport unit takes control of the arrested driver and transports him to
the jail. The backup unit departs the scene and resumes patrol.

The original officer takes photo images of the suspect's car and the suspected drugs and
collects the evidence. He conducts field tests of the substances and confirms that the
suspected drugs are cocaine. He places RF ID tags on all evidence bags.
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Theoriginal officer radios dispatch to request atow truck to impound the vehicle. Dispatch
notifies the tow company and the original officer communicates directly with the tow truck
operator to confirm location and status. Whilewaiting for the tow truck, the original officer
completes preliminary suspect and vehicle information on the crime to automatically
populate the electronic Tow Report and Inventory Form and the Jail Booking Form. This
information is transmitted electronically to the Sheriff's Central Records System.

Thetransport officersarriveat thejail located in Central City. The officersbring the suspect
in for booking. The booking officer queries the suspect's RF ID tag on the handcuffsto
begin the booking record, which is automatically populated from the information
previously sent to the Central Records System. Information on the handcuff RF ID tag is
cloned to awristband that is then affixed to the suspect after the handcuffs are removed.

Asthe tow truck arrives, the truck's network is recognized on the incident area network
(IAN) at the scene. The tow truck and driver are registered and authorized to exchange
information on the network. The tow truck company information automatically populates
thetow report. Thetow truck driver reviewsthe tow report with the associated officer code
and case number and adds his electronic signature. The officer then continues to work on
the arrest report, adding a narrative section describing the events, along with descriptions
of the confiscated property and associated arrest information. The officer also updates the
State Motor V ehicle database to show the vehicle status as “towed/stored.”

The officer completes the arrest report in electronic form. The report is transmitted to the
officer's supervisor. The supervisor notes one deficiency in thereport and sheissuesit back
to the officer. The officer corrects the report and re-transmitsiit to the supervisor. She
electronically signs off on the report and forwardsiit to the Central Records System and to
the District Attorney's office.

The officer clears the incident on his PSCD, which automatically shuts off the video
camera, and resumes patrol.

3.4.3 Law Enforcement Communications Summary

Throughout the scenario, the law enforcement personnel and equipment as well as the arrested
suspect are tracked by the network providing geo-location information in real time to provide the
field supervisor as well as dispatch with current accountability of all personnel. All suspect
information and evidence are recorded through wireless monitors and voice recognition systems
with no reliance on paper reports and notes. All information is tagged with the original officer's
identity code. All evidence istracked with RF IDs to provide an audit trail. All law enforcement
personnel and equipment have monitors to measure vital conditions and status that are reported by
thewireless PAN and AN systemsto the IC's GIS. National and state criminal justice records and
state civilian records are searched and queried for information relating to the traffic stop, etc.
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3.5 Multi-Discipline/Multi-Jurisdiction-Explosion Scenario

This scenario focuses on the command and control, asset status and tracking, and major
communications interoperability aspects of an incident involving first responders. The scenario
occursfrom the perspective of the Incident Commander and Emergency Commander, and does not
includefirst person, first responder perspectives. The communications capabilities described inthe
three first responder scenarios are implied (but not described) in this scenario. The italicized text
indicates actions or responses of the Emergency Manager.

15

3.5.1 Explosion

A large explosion occurs at achemical plant in Barberville, a suburb of Brookside. There
isthe potential for hazardous chemical leaks as well as toxic smoke from the chemicals
burning.

Incident Command (IC) arrives on-scene and assessesthe situation. After briefly surveying
the area, the IC team initiates their mobile command center and begins to receive
information from the temporary network created by the on-site first responder vehiclesand
personnel.

The Emergency Manager (EM) is aerted that a major incident has occurred and brings up
the command terminal in the Emergency Operations Center (EOC) to monitor the regional
situation. All of the region's assets are available for query by the EM.

The mobile command center's display registersall of the assetsthat are currently on-scene,
including EMS, Law Enforcement (LE), and Fire. The status of each asset isalso available,
but is displayed on demand.

|C shiftsthe display to aGISoverlay of the explosion, with thelocation of all assets shown.
Areas are marked to display casualties, fires, evidence, the incident perimeter, etc. The
information for the GIS displays comes from a site survey already underway by LE, Fire,
and EMS personnel.

Information is available on the EM's system as the information is gathered by IC. This
information is shown both in aGIS-map format aswell asatextual set of data. On demand,
the EM can call up theinformation on theincident asif the EM were on site in the capacity
of IC.

As new units arrive on-scene, they are authenticated into the incident and added to the list
of assetsavailableto IC.

The on-scene Fire Branch monitorsthe status, location, and current duties of the Fire assets
on their command screen, and reassigns them as necessary. Any datathat is pertinent to the
other Branches and IC isautomatically forwarded onto their command systems. This same
situation is repeated for both the LE Branch as well asthe EM S Branch.
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After completing all of the pre-defined tasks for this particular type of incident, 1C begins
coordinating withthe LE, EMS, and Fire command posts. As |C begins directing the assets
in the field, the Fire Branch informs I C that the incident is too large to be handled by the
assets on hand. IC then putsin arequest to the EM for the acquisition of more fire units.

Asthe request for more fire assets comes into the EM, the EM initiates the Mutual Aid
agreementsin place, and units are dispatched from the Brookside Metro areato Barberville.

The EM S Branch sets up atriage/treatment areaand beginsto direct the resources available
to identify and handle casualties. The location of the triage/treatment area is disseminated
to all first responders on-scene, and the areamedical facilities are alerted asto the status of
the triage/treatment area.

The Fire Branch is notified of an emergency on their command screen as one of the
firefightersin the field has a passive sensor triggered by the detection of a hazardous
chemical. The sensor determines that the hazardous chemical would not be ignited by a
radio transmission, allowing the network to notify all first responderswithin 100 feet of the
particular firefighter along with LE, EMS, and IC. The Fire Branch designatesthis area as
aHot Zone that alerts any personnel entering the designated area as to its status.

Because of the potential for therelease of hazardous chemicals, the EM directsall available
Hazardous M aterials (HazM at) teamsto thelocation, and putsthese assets under the control
of IC.

| C sets up a secondary perimeter five blocks back from the incident.

The EM notes the perimeter change and initiates a Reverse 9-1-1 warning call that is sent
to all fixed and cellular telephones inside the secondary perimeter. This call instructs the
people inside the perimeter to find shelter in the area quickly and to close off all outside
ventilation.

The LE Branch is directed by I1C to coordinate with the Department of Transportation
(DOT) to configure traffic management assets, such astraffic lights and electronic signs, to
divert traffic away from the incident.

The LE Branch has enough assets to establish a perimeter, but needs more assets to
maintain the security of the incident. IC putsin arequest for LE assets to the EM.

The EM begins to coordinate with the public utilities and other pertinent private
organizationsfor the appropriate responses, such as shutting down gaslinesto the area, and
dispatching electrical crewsto handle situations, such asdowned power lines. The EM also
directs additional LE assets into the area upon receiving the request from IC.

Upon further investigation by LE and Fire assets, |C determines that this explosion was not
an accident, directs LE to treat the area as a crime scene, and assigns Detectives to begin
an investigation of the crime scene in coordination with Fire Investigators. This
information is also available to the EM.
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20. After determining that the probable cause of the situation is abomb, IC directsthe LE
Branch to begin directing traffic away from the scene and to initiate a secondary explosive
device search by the Explosive Ordinance Disposal (EOD) team.

21. The EM S Branch continues to coordinate the efforts of EM S assets. As casualty
information comes onto the command screen viathe RF D tags used by personnel in the
field, themost critical casesare selected for transport to the nearest avail able hospitals. The
EMS Branch believes that the on-scene casualties will overburden the medical facilities
selected to handle them. The transportation officer is directed to query the local medical
facilitiesasto their status, and their capacity for casualties and what types of casualties can
be taken. Casualty statistics are available on demand by IC and the EM. Additionally, the
local medical centers coordinate among themselves regarding resource availability.

22, The EM beginsto monitor the status of the casualties, aswell asthe status of the responding
medical facilities. Seeing the casualties from the incident will overburden the nearby
facilities, the EM puts a neighboring medical facility on alert for incoming casualties. The
EM aso directs additional EM S crews to respond to the incident.

23. As EMS assets arrive on-scene, the assets are registered and their capabilities are
authorized for placement into the EM S asset pool for assignments given by the EMS
Branch.

24, The Unit Commander of the EOD team notifies the LE Branch that no secondary devices
have been found. The LE Branch pushes thisinformation to IC. IC then automatically
forwards this information to the EM.

25. The Fire Branch alerts IC that al of the fires have been identified and are marginally
contained. Additionally, the hazardous chemical spill has been contained and eliminated by
the HazM at teams dispatched by the EM. All but one HazMat team is released back into
the asset pool.

26. The FireBranch alertsIC that all of thefires have been eliminated, and that all but oneFire
Crew has been released back into the asset pool.

27. The EMS Branch aerts I C that all of the casualties have been evacuated to appropriate
medical facilities. The coroner has been contacted to begin removal of the corpses.

3.5.2 Multi-Discipline/Multi-Jurisdiction Communications Summary

The abstracted view of Incident Command is very different than that of afirst responder reacting
to asituationinthefield. Assuch, their communications needs and capabilities are tailored to meet
those differences. While the communications and actions depicted in the scenario are
oversimplified versions of what would actually have occurred in real life, what has been captured
isthe general nature of the communications, the command and control functionality, and examples
of access to awide variety of information on an on-demand basis. The command and control of
Incident Command on-scene and the Emergency Manager provides for the safety and
accountability of all the assets at theincident and providesinformation on additional resourcesthat
could be brought to the incident. The networks for communications and information exchange are
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created on an ad hoc and/or temporary basis at the scenes. They overlay on one another to provide

interoperability and integrate with the larger jurisdiction areanetworksto form asystem of systems
for command and control.
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4. Operational Requirements of PSWC& |

Practitioners in public safety agencies rarely need to talk only among themselves in the course of
their missions. There are multiple levels of interaction that occur among public safety disciplines
and jurisdictions. This section defines the levels of intra-agency “operability” and interagency
“interoperability” that occur for each major public safety discipline.

Public safety communications are defined in the area of operability and three areas of
interoperability (Day-to-Day, Task Force, and Mutual Aid) based upon their internal and external
interactions.

Note! Itiscritical that thereader not confusethesethree communications-based
definitions (from the PSWAC Final Report) with the common operational
use of the same terms. For example, agencies also use “ Task Force” to
refer to functionsthat occur within an agency, and theterm*“Mutual Aid”
iscommonly used operationally to reference all types of interoperability.
For the purpose of thisreport, theterm “Mutual Aid” in its
communications context is used to describe events of such magnitude that
a state's mutual aid pact is activated.

The following subsections first define the operations of public safety agencies with general
requirements associ ated with those operations and, second, describe specific operationsfor each of
the first responder groups with their specific communications requirements. All of these services
areprovided by first respondersat thelocal, county, state, and tribal levels. Thefederal government
hasfew first responder organizations, primarily providing such serviceson largefederal properties,
such as National Forests and Parks and on military bases.

4.1 Public Safety Operations Background

4.1.1 Disciplines

Previous sections of the SoR have referred to public safety agencies and the supplemental agencies
that provide support, such as departments of transportation, or related agencies that provide
complementary functions, such asjudicial systems. In this section, the discussion will concentrate
on the public safety first responders:

«  Structure Fire and Wildfire Suppression Services
- Emergency Medical Services (EMS) The components of the EMS system include the
following:
— First responders (people and agencies that provide non-transporting first aid
care before the ambulance arrives on-scene).
- Ambulance services (basic and advanced life support, etc.).
- Specialty transport services (helicopter, boat, snowmobile, etc.).
- Hospitals (emergency, intensive, cardiac, neonatal care units, etc.).
— Specialty centers (trauma, burn, cardiac, drug units, etc.).
- Thissection will refer to EMS personnel including paramedics and emergency
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medical technicians (EMTs) who are on-scene at the incident
« Law Enforcement Services

The SoR concentrates on first responders operationa needs for communications because their
performance requirements exceed those of all other agencies for most performance metrics, such
as ease of operation, reliability, respirability, scalability, ability to operate in harsh environments,
etc.

4.1.2 Jurisdictions

As noted earlier, public safety first responders are either found in all jurisdictions or operate with
othersin al jurisdictions.

« Loca/Regional
- State

« Triba

+ Federa

Public safety agencies interact with one another by discipline as well as by jurisdictions.
Communi cations systems must be ableto cut acrossall levels of interaction just asthe practitioners
of the agencies cut across al levels.

4.1.3 Hierarchy and Modes of Operations
The hierarchy levels of communications include:
a Intra-agency:

- Single Discipline/Single Jurisdiction
b. Interagency:

- Single Discipline/Multiple Jurisdictions
« Multiple Disciplines/Single Jurisdiction
« Multiple Disciplines/Multiple Jurisdictions

The hierarchical levels define increasingly complex communications interactions and
administration as the hierarchy moves from the single discipline/singlejurisdiction situation to the
multiple disciplines/multiple jurisdictions events. The level or hierarchy of the communications
operations interaction should not cause confusion and frustration for the first responder. The first
responder must be able to respond and react to each level without regard to the communications
reguirements and the communications functionality must be invisible to the user.

There are many modes of public safety operations and an equal number of ways to classify them.
The PSWAC Fina Report defined the interagency modes based upon the needs for
“communications interoperability,” according to characteristics that clearly define each of the
three modes. In the following, the PSWAC modes are identified as well as agency internal modes
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that are common to public safety.

21

4.1.3.1 Modes of Routine Intra-agency Oper ability:

Normal operations within adiscipline.

Communications that are rehearsed and practiced every day.

Day-to-day patrols/duties and responses to dispatches from emergency call  centers.

Task force operations within a discipline/agency for a specific mission.

4.1.3.2 Modes of I nteragency Interoperability:

Day-to-Day:

Communications that are rehearsed and practiced every day.
Routine operations with neighboring agencies to provide support or backup.

It is estimated that this form of interoperability makes up 90 percent of an individual
first responder's multi-agency activities.

Task Force:

Cooperative effort among mixed yet specific agencies/disciplines.
Extensive preopening with practice.
Operations that are planned/scheduled and proactive.

Operations that have a common goal, common |leader, and common communications.

Mutual Aid:

Major event that causes alarge number of agenciesto respond and requires
considerable coordination.

Major event that requires response from multiple jurisdictions from the local level to
the state and national level.

Communications that operate under a state or regional mutual aid pact.

Operations that are usually not planned or rehearsed, but are reactive to the situation.
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4.1.3.3 Overlap and Modes

While there is much overlap of the modes of operation, it isuseful to divide the discussion among
the four modes. The operability and day-to-day interoperability modesfit a general normal
structure for public safety personnel and should not tax their ability to deal with communications
processes and procedures. Many of these operations may be strictly within the discipline or agency
with no communications interoperability requirements with other disciplines or agencies at all.
However, as described in the PSWAC Final Report, day-to-day operations can routinely include
the need for city law enforcement personnel to communicate with county law enforcement
personnel and vice versa. This ability to communicate minimizes the need for dispatcher-to-
dispatcher interaction in the exchange of information among unitsin the field. Day-to-day
operations can also include intra-agency task force operationsto carry out a specific mission, such
asaDUI (Driving Under the Influence) checkpoint where the communications are within the
agency and do not require interoperability with other agencies. Also on a day-to-day basis, an
agency, such as onefire district, can routinely back up another, while one agency covers an
emergency. Thisform of interoperability (often called “mutual aid” from an operational
perspective) is different than the mutual aid interoperability discussed below. Because these first
two modes fit within the normal operating patterns of agencies, they are included together in each
of the three first responder discipline-based discussions below.

The task force mode defines a cooperative effort between specific agencies with extensive pre-
planning and practice of the operation. Asthe PSWAC Final Report indicates, the communications
tend to be at close range and the traffic requires rapid or immediate response times. In today's
environment, task forces, such as aterrorism task force, may cover a broad regional area and not
operate exclusively at close range. These operations present additional challenges.

The mutual aid mode describes those major events with large numbers of agencies involved,
including agencies from remote locations. Their communications are not usually well planned or
rehearsed. The communications must alow the individual agenciesto carry out their missions at
the event, but follow the command and control structure appropriate to coordinate the many
agencies involved with the event.

While the PSWAC Fina Report defined these modes of operation to stress the need for
communications interoperability among the first responders, the majority (as much as 90 percent)
of the communications usage falls under the day-to-day operations mode. Thus, the
communications systems must support the day-to-day operationswith all the performance features
that may be required to support the other modes of operation. Unless the systems provide the first
responders with seamless functionality regardless of the mode of operation, the first responders
will not usetheir systemsefficiently or effectively, especially when they need to operate in the task
force and mutual aid modes.

414 Security

In much of the following discussion, the need for security in communications and information
sharing is specified.

As ageneral specification, the principles of security for public safety communications and
information sharing include the following requirements.
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a Access control

Both the public safety usersaswell asthe public safety user's device(s) must
be authenticated before they are given access to network resources, and the
communication networks must ensure users do not exceed their allowed
authorities

b. Data integrity

The communication networks must not allow unauthorized interception/
modification of communications or information; they must not allow
communications replay attacks; and, they must have non-repudiation
capabilities to ensure evidence in the event of a dispute.

C. Privacy

The communications systems must allow only intended and authorized
recipients to hear/see/read information as well as follow national and state
policies (e.g., Health Insurance Portability and Accountability Act-
HIPAA).

Although security isidentified as a separate topic for discussion, it must be fully integrated in the
development and implementation of the communications systems. Security cannot be added on
after the fact or as alast resort.

4.1.4.1 Attack detection and prevention

The communications networks must be resistant to jamming; they must be capable of passive/
active attack monitoring and defense deployment; they must be able to geo-locate the source of an
attack; and, they must be capable of monitoring of all functional aspects by authorized users/
devices.

415 Command and Control

Public safety operations follow a command and control hierarchy that alows public safety
personnel to work seamlessly on situations that may begin small, but can evolve into large
incidents, requiring many resources and assi stance from numerous jurisdictions. As an incident
grows in magnitude, the incident commander has to know what resources and capabilities are
becoming available for use. Each of the first responder disciplines may have their own branch
commander at alarge incident, and these branch commanders must be able to coordinate,
communicate, and share information with the overall incident commander.

The communications systems that support these operations must also be capable of the same
command and control features.
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a Incident command structure

the communi cations systems must support the agency's incident command
policies.

b. System administration of users

the communications systems must allow authorized system administrators,
aswell asincident and branch commanders, to establish user profiles for
network access and usage, depending upon the role that the public safety
user is asked to satisfy during an incident.

C. User identification and location

the communi cations systems must provide user identification to others
during communications and, when required, must provide user geo-location
information to incident commanders and other authorized resources.

Finally, the system must allow communications and information sharing between incident
command and/or unified command operations with an Emergency Operations Center (EOC). In
some instances, access on-demand is required by the EOC to Geographic Information System
(GlS)-based displays, video, and communications as they are happening at the incident.

4.1.6 System of Systems

The communications systems must be integrated with the public safety user's operations. For
example, as a police officer leaves a squad car to respond to atraffic stop or to investigate a
domestic dispute, the critical communi cations capabilities-whether voice or data-must remain with
the officer. As afirefighter enters a burning building, the biometric monitoring devices, the
equipment status devices, and the firefighter's location device must indicate to the incident
commander the firefighter's status and location at all times. These wireless devices used by law
enforcement personnel, by firefighters, and by EM S personnel must work in avariety of networks.
Together, they will form the system of systems, with the following components.

a Personal Area Network (PAN)

On the small scale, the communications device interacts with other devices
that belong with the public safety individual. A first responder is equipped
with wireless devices used to monitor thefirst responder's physical location,
pulse rate, breathing rate, oxygen tank status, as well as devicesfor
hazardous gas detection and voice communications. The devices are all
linked wirelessly on a personal area network (PAN) controlled by the first
responder's communications device.

b. Incident Area Network (IAN)
Anincident areanetwork (IAN) isanetwork created for a specific incident.

This network istemporary in nature.
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C. Jurisdiction Area Network (JAN)

The JAN isthe main communications network for first responders. It is
responsiblefor all non-1AN voiceand datatraffic. It handlesany IAN traffic
that needs access to the general network, as well as providing the
connectivity to the EAN.

d. Extended Area Network (EAN)

The city systemsarein turn linked with county, regional, state, and national
systems or extended area networks (EAN).

Because public safety operationsare usually conducted in the field and emergency operations must
take place in the vicinity of the emergency, the networks must allow for mobile members, or the
networks themselves must be mobile and temporary in nature. They must be dynamic and scalable
to allow new resources to come on to atemporary network, and they must allow temporary
networks to integrate with larger temporary or fixed networks.

4.1.7 Communications Needsfor Public Safety Operations

The following subsections describe the activities of public safety agencies and how wireless
communications and information resources are needed to support those activities. This sectionis
similar to the scenario section, but it further identifies how communications and information will
be used by the first responders during intra- and inter-jurisdictional operations.

The modes of communications are divided into four categories.

« Voice communications-interactive.

« VVoice communications-non-interactive.
«  Data communications-interactive.

« Data communications-non-interactive.

For each of the modes of operational communication and for each of the categories of public safety
first responders, the following subsections describe the operational uses of communications and
information in the context of the following parameters. The communications occur:

« withwhom

« for what purpose

- with what special considerations, needs, and requirements (time limits, encryption,
access to sensitive information, etc.)

In the following discussions, al intra- or inter-agency communication and information sharing are
assumed to be allowed only when the users are authorized by their agencies.
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4.2 StructureFireand Wildfire Suppression Services

4.2.1 Routine Operability and Day-to-Day | nteroper ability

These activities are centered on response to building fires and wildfires, specialty fires, such as at
airports, search and rescue missions, emergency calls (9-1-1), traffic accidents, water recreation
accidents, hazardous materials incidents, medical emergencies, and other emergency events. In
larger cities, fire suppression services are provided by full-time municipal government employees,
who also may provide emergency medical assistance and other related services. In other morerural
settings, fire suppression services are often provided by organized and trained volunteers. States
have Divisionsof Natural Resourcesor State Forestry Departmentswith teams experienced to fight
wildfireswithin the state. Federal land management agencies, such as the Department of Interior's
Park Service and Bureau of Land Management or the Department of Agriculture's Forest Service,
have wildfire suppression programs and personnel.

The mgjority of fire operations are within the routine operability and day-to-day interoperability
categories. Fire departments often use interoperability on a day-to-day basis. For example, when a
particular fire station respondsto a structurefire, aneighboring fire station essentially increasesits
response area by covering for the first fire station, which is responding to the structure fire.

422 Task Force

Routinefire suppression scenarios often meet the definition of task force operations. With sporting
events and other large public gatherings that can be planned in advance, fire response teams will
be coordinated. They may have staged equipment and other resources at the event that need to
communicate with alocal command post. This section assumes the same operational needs as day-
to-day operations, though they may need to be expanded in scope for these larger events.

4.2.3 Mutual Aid

Mutual aid for thefire services can occur in awide range of situations, including extreme weather
conditions, such as hurricane, flooding, and tornadoes, earthquakes, major explosion (terrorist or
accidental), plane crash, mgor fires, riots, etc.

Mutual aid operations are characterized by alarge number of neighboring agencies, personnel, and
equipment brought in to assist the affected jurisdiction. These include agencies from neighboring
regions, neighboring states, federal agencies, and occasionally agenciesfrom outside of the United
States. Communicationswith all of these additional personnel and atemporary command structure
will berequired, viaexisting infrastructure (if still operational) and extratemporary infrastructure
brought in for the duration of the emergency. Contacts may include law enforcement, traffic
control, Fire, EM S, hazardous materials units, urban search and rescue, military, National Guard,
relief agencies, weather information, temporary housing and food organizations, volunteers, etc.,
depending on the scale and type of the event.

The mutual aid communications functions needed for firefighting are similar in nature to everyday
operations except for the greatly increased scale of the effort, shortages of equipment, personnel,
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and water. In large-scale disasters, there is often greater uncertainty about the location and
condition of victims, while contending with multiple fires, water shortages, rescue operations,
police actions, overloaded communications and transportation resources and other serious and
dangerous distractions that accompany these events.

During these events, firefighting operations must continue at a high level of efficiency, with
intensive dependence on large numbers of extra workers from neighboring agencies and
jurisdictions.

Also falling into the category of mutual aid are extremely large planned events, such as political
conventions, the Olympics, and international meetings where a host state's mutual aid pact is
activated in advance. In such events, as with smaller task force-based events, fire suppression
response will be coordinated. It isanticipated that large amounts of resources will be staged nearby
to support these events, including potential disruption and civil unrest that might occur in
conjunction with the event. The provision of day-to-day level services will be expected by the
public throughout the event, while the host agency continues to provide the same level of services
to the remainder of itsjurisdiction.

4.2.4 Voice Communications-Interactive

Table 4. Fire Voice Communication Interactive

The communication occurs:

Public Safety Answering Point (PSAP), public safety communication center (9-
1-1 center), supervising officers and incident commanders, other firefighters at
scene, police and other emergency workers on selected user groups, and selected
user groups in neighboring areas, agencies to control traffic and crowds, coordi-
nation with local hospitals, emergency rooms, and doctors. Dispatcher and super-
vising officers, incident command officers and other participants, or any other
persons on a person-to-person basis, including Public Switched Telephone Net-
work (PSTN) when authorized.

with whom

These voice calsareto receiveinstructions from the dispatcher and to coordinate
with the incident commander, coordinate efforts with local and neighboring fire
departments or natural resource management agencies for additional assistance
for what purpose and equipment, coordinate with local and neighboring police and other agencies
for traffic and crowd control, for information on building ownership/ contents/
personnel, obtaining detailed medical advice on treatment of victims and instruc-
tions for transportation, etc.

Many of these calls are very high priority, are mission critical, and may need to

with what special constraints be secured to protect privacy and maintain chain-of-command authority.
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4.25 Voice Communications-Non-inter active

Table 5. Fire Voice Communication Non-interactive

The communication occurs:

Dispatchers, via voice pagers, or other fire officialsin local and neighboring
with whom agencies using paging receivers. Incident commanders and supervisors via
radios.

Voice paging is used to alert volunteer fire personnel concerning an immediate
for what purpose need for their services. These voice calls are to transmit instructions from dis-
patcher and to coordinate with the incident commander.

Many of these calls are very high priority and need to be secured to protect pri-

with what special constraints vacy and maintain chain-of-command authority.

4.2.6 DataCommunications-Interactive

4.2.6.1 Accountability Communications

Table 6. Fire Data Communication Interactive 1

The communication occurs:

Firefighters share a unique responsibility to each other and to those under their

with whom command to provide immediate aid relative to afirefighting activity.

These communications are for firefighter safety and accountability. The goal isto
know where every firefighter islocated, to know the firefighter's health and con-
dition, and to have the ability to remove the firefighter from life-threatening situ-
for what purpose ations. Also all firefighting equipment needs to be located and tracked through an
Automatic Vehicle Location (AVL). The data must be continuously updated on
the Incident Commander's GI S and the dispatcher's CAD displaysto indicate the
location and health of all firefighter assets.

This data must be current, accurate, time sensitive, and have a high priority. The
data would include the firefighter's three-dimensional location with high resolu-
tion; the firefighter's biometrics such as heart rate, temperature, respiratory rate,
with what special constraints | and blood pressure; and the firefighter's equipment status, such as an oxygen tank
remaining supply. The data must be able to be used to notify nearby firefighters
of the location of the firefighter seeking aid and to “vector” the rescuing fire-
fighter to the firefighter requiring aid.
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4.2.6.2 Text messages

Table 7. Fire Data Communication I nteractive 2

The communication occurs:

with whom

Exchange information among firefighters and others via interactive messaging.
Exchange information with systems that may include data repositories, databases
and active files on awide range of public safety activities from local and neigh-
boring jurisdictions and agencies. These exchanges will require immediate
responses from the other individuals or the data systems.

for what purpose

Text data communication is used for accessto current and archived computerized
information, e.g., information about contents, uses, ownership of buildings, med-
ical records of patients, etc., and for printing backup of incident-related commu-
nications sent earlier viaavoice cal. In addition, data communications are used
to file reports remotely and electronically (using office-in-a-vehicle capabilities),
so that they are rapidly available to local and neighboring public safety officials.

with what special constraints

Much of this datais very high priority and needs to be secured to protect privacy
and maintain chain-of-command authority.

4.2.6.3 Image communications

Table 8. Fire Data Communication Interactive 3

The communication occurs:

with whom

To communicate with local, state, and national databases, various local and
neighboring public safety personnel working on the incident, dispatchers, and
command officers. Databases include archived maps, photographs, building
drawings, etc. and active files on awide range of public safety activities from
local and neighboring jurisdictions and agencies.

for what purpose

The images are transferred for awide range of purposesto assist firefighters on
the scene or to aid the incident commanders with visual information. Maps and
drawings of buildings, roads, utilities, hazardous locations, hydrants, and terrain
serve awide range of planning, firefighting, traffic control, and search functions.
Current picturestaken at afire scene (ground level and aerial) are useful immedi-
ately for tactical firefighting decisions; pictures of victims are needed to help
doctors at distant sites recommend best medical response to injuries.

with what special constraints

These communications require rapid response and thus are considered interac-
tive. These images are high priority and require rapid transmission. Encryption
will be needed to preserve privacy and prevent the release of critical data.
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4.2.6.4 Video communications

Table 9. Fire Data Communication Interactive 4

The communication occurs:

with whom

To send video images between fire personnel in the field and remote dispatchers
or incident commanders, and medical doctors. Video images are also used to con-
trol robotic devices to observe inside burning buildings, collapsed structures,
underwater rescues and recoveries, etc.

for what purpose

Video pictures (ground based and aerial) taken at the scene of afire or other
emergency sitesare extremely useful for immediate tactical firefighting response,
to coordinate rescue efforts, to help distant medical personnel evaluate patient
condition and treatment, etc. These video pictures can also include specialized
non-visual imaging to warn of spreading fire, chemical hazards, etc. Robotics
video is needed at the site to aid in controlling robotics devices, but is also useful
for tactical direction by the incident commander.

with what special constraints

Real-time video is extremely valuable in numerous firefighting and medical situ-
ations, both locally and remotely, even though it may require substantial
resources to transport it from the scene to observers. Many situations will require
very high resolution to provide the observer clear video pictures. Some of this
video should be encrypted.

4.2.7 Data Communications-Non-inter active

4.2.7.1 Text messages

Table 10. Fire Data Communication Non-interactive 1

The communication occurs:

with whom

To send each firefighter's personal biometrics (heart rate, breathing rate, body
temperature, etc.), from the fire scene, resources status (oxygen tank, water pres-
sure, battery capacity, etc.) and physical location to the Fire Department (FD)
command post. To send large equipment resource status (tanker water pressure,
location, etc.) to the FD command post. To send warning pages to firefighters to
indicate hazardous conditions.

for what purpose

The fire scene personnel and equipment status allow the FD command post to
track and control all resources.

with what special constraints

Much of thisdataisvery high priority and the datawould be polled from the field
units or the field units would need to “push” the information to the command
post about every second from personnel and about every 30 seconds from large
equipment resources.
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4.2.7.2 |mage communications

Table 11. Fire Data Communication Non-interactive 2

The communication
OCCUrS:;

To communicate with the incident command post. At the fire scene, head
with whom mounted infrared (IR) cameras on the firefighters send images to the FD com-
mand post. Firefighters also receive images from the command post.

Theimages are transferred for awide range of purposes to assist firefighters on
the scene or to aid the incident commanders with visual information. IR images
allow the FD command post to track the development and suppression of the
fires by mapping the IR hot spots. Maps and drawings of buildings with room
locations as presented on afirefighter's heads-up display assist in fire suppression
and search and rescue functions.

for what purpose

with what special constraints These images are high priority and require rapid transmission.

4.2.7.3 Video communications

Table 12. Fire Data Communication Non-interactive 3

The communication occurs:

with whom To send video images from fixed locations in the field to incident commanders.

Video pictures (ground based and aerial) taken at the scene of afire or other
emergency sites are used to monitor situations without requiring fire personnel to
for what purpose be on-scene observers. By using video aswell asinfrared (IR) images, weather
data, wind speed, etc., all chained to a GIS application, the incident commander
has a highly useful tool to predict fire behavior and progress.

with what special constraints Usually, high-resol ution video images are not needed for monitoring purposes.

4.3 Emergency Medical Services

4.3.1 Routine Operability and Day-to-Day | nteroper ability

These activities are centered on response to emergency calls (9-1-1) for medical emergencies,
traffic accidents, water recreation accidents, building fires, hazardous materials incidents, and
other events. Although the services provided are similar in various areas, the administrative
arrangements to provide these services may differ substantially. In many cities, EM S services are
provided as part of municipal government, usually as part of the EM S/FD activities. In other cities,
private ambulance companies, hospital -based ambulance services, volunteer EM T-ambulance
services (making up as much as 60 percent of some state's providers), and other agencies perform
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more of the EM S functions. The basic servicesinclude patient stabilization from medical
emergencies, such as cardiac and respiratory events, motor vehicle and other trauma, often in
concert with extrication by fire and/or search and rescue teams. It also usually includes transport
of the victim/patient to more intensive care in hospital/emergency room facilities or to medical
specialty centers (trauma, burn, cardiac, etc.). Every day mutual aid operations occur when one
hospital provides resources to another hospital for EM'S purposes.

These day-to-day incidents, along with inter-facility emergency and non-emergency transports,
form the bulk of the operations performed by EMS personnel. An expanded role of EM S for the

future! may provide more requirements for assistance to physicians and hospitals with routine
patient care; these additional operations may impact communications.

4.3.2 Task Force

EM S scenariosusually consist of aseriesof high-priority incidentsinvolving task force operations,
working with other first responder agencies. With sporting events and other large public gatherings
that can be planned in advance, EM S teams will be coordinated. They may have an emergency
clinic at the event and the clinic may need to communicate with hospitals and ambulances. This
section assumes the same operational needs as day-to-day operations, though they may need to be
expanded in scope and/or targeted to specific areas for these larger events.

4.3.3 Mutual Aid

Mutual aid for the emergency medical services can occur in awide range of situations, including
extreme weather conditions, such as hurricanes, flooding, and tornadoes, earthquake, major
explosions (terrorist or accidental), multi-vehicle car crash, plane crash, mgjor fires, and riots.

Also falling into the category of mutual aid are extremely large planned events, such as political
conventions, the Olympics, and international meetings where a host state's mutual aid pact is
activated in advance. In such events, as with smaller task force-based events, EM S teams will be
coordinated. There will be emergency clinics at the event and these clinics will need to
communicate with hospitals and ambulances. It is anticipated that |arge amounts of resources will
be staged nearby to support these events, including potential disruption and civil unrest that might
occur in conjunction with the event. The provision of day-to-day level serviceswill be expected by
the public throughout the event, while the host agency continues to provide the same level of
services to the remainder of its jurisdiction.

L From the 1996 National Highway Traffic Safety Administration's EMS Agenda for the Future (http://
www.nhtsa.dot.gov/people/injury/ems/agenda/emsman.html) is the vision statement: “Emergency medical
services (EMS) of the future will be community-based health management that is fully integrated with the
overall health care system. It will have the ability to identify and modify illnessand injury risks, provide acute
illnessand injury care and follow-up, and contribute to treatment of chronic conditions and community health
monitoring. This new entity will be developed from redistribution of existing health care resources and will
be integrated with other health care providers and public health and public safety agencies. It will improve
community health and result in more appropriate use of acute health care resources. EM Swill remain the pub-
lic's emergency medical safety net.”

The SAFECOM Program - Department of Homeland Security
Version 1.0
March 10, 2004 32


http://www.nhtsa.dot.gov/people/injury/ems/agenda/emsman.html
http://www.nhtsa.dot.gov/people/injury/ems/agenda/emsman.html

SAFECOM
PSWC&I| Statement of Requirements 4, - Operational Requirements of PSWC& |

Mutual aid operations are characterized by alarge number of neighboring agencies, personnel, and
eguipment brought in to assist the affected jurisdiction. These include agencies from neighboring
regions, neighboring states, and national agencies. Communications with all of these additional
personnel and atemporary command structure will be required, via existing infrastructure (if still
operational) and extra temporary infrastructure brought in for the duration of the emergency.
Contactsmay includelaw enforcement, traffic control, Fire, EM S, hazardous material sunits, urban
search and rescue, military, National Guard, relief agencies, weather information, temporary
housing and food organi zations, volunteers, etc., depending on the scale and type of the event. As
the scale of the event increases in magnitude, the communications and control must be handed off
from the local dispatcher and PSAP to a county dispatcher and Emergency Operations Center
(EOC) or to astate EOC.

The communications functions needed for EM S functions at large disasters are similar in nature to
everyday EMS operations except for the greatly increased scale of the efforts. There may be a
requirement to communicate with Disaster Medical Assistance Teams (DMATS), or to request
resourcesfrom the Strategic National Stockpiles (SNSs) for pharmaceuticalsand medical supplies.
In large-scale disasters, there will often be greater uncertainty about the location and identity of
victims, more intense pressure to provide adequate medical treatment with overworked and
overloaded treatment providers and facilities. There may be a need to transport large numbers of
patients to many hospitals, including the movement of lessinjured patients to more remote
hospitals or temporary facilities. There will be aneed to solve immediate life-threatening medical
problems while contending with fire, water, rescue operations, police actions, overloaded
communications and transportation resources, and other serious and dangerous distractions that
accompany these events.

During these events, EM S operations must continue at a high level of efficiency, with intensive
dependence on large numbers of extraworkers from neighboring agencies and jurisdictions.

Two notable exceptions to the day-to-day mode of operations will be the need to provide remote
medical staging and to engage more levels of medical services, such as the county or state public
health agencies.

At alargeincident, the medical branch commander will need to do the following: Provide staging
of paramedics, emergency medical technicians, supplies, and ambulances at asite remote from the
incident scene; request resources, know who is available; know the resources estimated time of
arrival (if they are not at the staging site); know their capabilities; and know what hospitals and
health centers are avail able to receive patients.

Some large incidents deal with toxic spills, weapons of mass destruction, etc., that can affect more
of the public beyond those who may be close to the incident site. In those incidents, the medical
branch commander will need the ability to communicate with public health officials to help plan
the evacuation of citizens, to coordinate public responses and preparations, etc.
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4.3.4 Voice Communications-Interactive

Table 13. EMS Voice Communication Interactive

The communication
OCCUrS:

with whom

9-1-1 dispatchers; local hospitals, emergency rooms, and doctors; incident com-
mand officersfor fires, special police operations, traffic accidents, boating and
aircraft accidents; other emergency workers on selected user groups; special ser-
vice providers (other specialty transportation providers, search and rescue teams,
and extrication teams); traffic and crowd control; and utility and public service
providers. Also with dispatchers, supervising officers, selected user groups, and
hospitals in neighboring areas and jurisdictions, and other individuals (such as a
patient's personal physician) on a person-to-person basis viathe PSTN. To talk
between the cab of an ambulance (also aircraft cockpit, snowmobile, etc.) and the
patient care compartment of ambulance (also aircraft patient area, snowmobile
ded, etc.). To tak with life line electronic medical emergency service providers
and automatic crash notification service providers.

for what purpose

These voice callswould be used to receive instructions and assignments from the
dispatcher; coordinate with the incident commander; inform the dispatcher of
progress; ask other EMS providers or other agencies for help or information; to
obtain medical directions and consultations with physicians and emergency med-
ical centers; to inform receiving facilities of patient's conditions and needs; to
consult with supervising physicians for patient diagnosis and treatment for non-
emergent conditions where EM S provides routine community health care ser-
vices; and to consult with the patient's own physician. Communications can be to
multiple jurisdictions, especially during the transport of patients to distant facili-
ties. Communications could be between emergency medical dispatch personnel
and patients or those who have called 9-1-1 to provide pre-arrival aid instruc-
tions, such as bleeding control and cardiopulmonary resuscitation (CPR), and to
determine the level of EM S responders required, based upon the patient's needs.

Communications between the ambulance driver and the patient attendant has to
be via wireless head phone capability to allow hands-free operation as well as
private communications between driver and attendant without the patient and/or
the family listening to both sides of conversation. Communications between
EMS and firerescue unitsfor extrication, lifting patients, and locating emergency
scenes. Communications between EM S and law enforcement ensuring scenes are
safe for EM S personnel, protecting response crewsin violent areas, etc. These
communications are considered routine.

with what special constraints

Many of these calls are very high priority. Most of these calls need to be
encrypted, especially those discussions between EM Sincident personnel and the
hospitals/medical emergency centers. Because physicians need to know the iden-
tity of EMS incident personnel before they issue medical directions and proce-
dures, the voice communications system needs to authenticate and authorize the
personnel for the physicians and provide the field personnel's identity to the phy-
sicians. Full-duplex with three or more people (physicians, paramedics, EMTS,
etc.) with conference call-like features will be required in some cases. EMSfield
personnel require communications directly with hospitals and physicians and not
through dispatchers.
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4.35 Voice Communications-Non-inter active

Table 14. EMS Voice Communication Non-interactive

The communication occurs:

with whom Incident commanders and supervisors for alerts and advisories viaradios; dis-
patch for voice paging; automated status systems.

These voice calls are to transmit instructions from the dispatcher and to coordi-
for what purpose nate with the incident commander; and for automated weather notifications, fire
conditions, water and sea states.

Many of these calls are very high priority and need to be secured to protect pri-

with what special constraints vacy and maintain chain-of-command authority.
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4.3.6 Data Communications-Interactive

4.3.6.1 Text messages

Table 15. EMS Data Communication Interactive 1

The communication occurs:

with whom

Local and neighboring agencies, using directed text messages, and local and
neighboring EM S agencies. To communicate patient medical telemetry to local
hospital s’emergency treatment centers. Patient vital statistics collected by EMS
personnel at the incident with voice-activated recorders. Status of EMT skills/
knowledge/licensing levels and drugs/equipment and other resources on-board
the ambulance for medical direction physicians to accessin order to provide
appropriate medical orders. Accurate location information is needed to guide
EMS resources to the patient location. Also AVL information along with vehicle
and crew status is needed by dispatchers and incident managers for closest ambu-
lance availability, etc. Information on assignment of patients to hospitals.

for what purpose

Text data communications are used to access current and archived computerized
information, to establish the identity and medical background of patients, to com-
municate with responsible medical and incident personnel. To provideimmediate
transport of diagnostic patient medical telemetry to doctors at emergency treat-
ment facilities and EM S command post supervisors. To provide EMS personnel
with data on specia hazards (toxic materials, etc.) at a site that may affect the
diagnosis and treatment of patients. Although the transmission of real-time vital
statistics from an incident or from an ambulance to the hospitalsis not currently
used (or little used) by EM S personnel, the capability may be useful in the future,
especially for high-risk patients. The service would need to be controlled on-
command/on-demand by the hospital physicians. To allow EMS personnel to col-
lect a patient's vital statistics and to record the information using “hands-free”
voice recognition data entry; for example, an EM S person's statement of “ Enter
patient's blood pressure of 136 over 95" would be recorded as “BP: 136/95.” To
allow information flow between EM Sfield personnel and hospitalsto bedigitally
transmitted and recorded; for example, patient information and vitals would be
transmitted to the hospital and available to the physicians without needing to
write the information provided, following the “enter once, use often” philosophy.
To alow patient monitors to have wirel ess connections between the patient and
the monitors, such as EKGs, stethoscopes, blood pressure monitors, which allows
for easier transport of the patient with al monitors still functioning.

with what special constraints

Much of this information needs to be secured to protect privacy concerns and
chain-of-command for lifesaving procedures.
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4.3.6.2 Image communications

Table 16. EMS Data Communication Interactive 2

The communication occurs:

Various public safety officialsin the field, dispatchers, and command officers,
and local and neighboring databases. Databases include archived photographs,
building drawings, road and terrain maps, etc., and active files on awide range of
public safety activities from local and neighboring jurisdictions and agencies.

with whom

Theimages are transferred for avariety of purposes, including identifying
patients. Maps and drawings of buildings, roads, and geographic areas serve a
wide range of planning functions, including location, rescue, and transportation
of patients, traffic control, and search functions. Pictures of victims and injuries
at distant sites are helpful to doctors, enabling them to recommend best medical
responses, and to law enforcement officials, enabling them to identify victims.
Images of a car accident, for example, are useful to physiciansidentifying the
forces applied to victims within the car during the crash.

for what purpose

These images are high priority, require rapid transmission, and may need secu-

with what special constraints ity

4.3.6.3 Video communications

Table 17. EMS Data Communication Interactive 3

The communication occurs:

To send video images between EM S workersin the field and remote dispatchers
or incident commanders, and medical doctors. Although video communications
with whom services are not currently used (or little used) by EMS personnel, the capability
may be useful in the future. The service would need to be controlled on command
by the hospital physicians.

Video pictures (ground based and aerial) taken at the scene of afire or other
emergency sites may be useful to help distant medical personnel evaluate patient
condition and treatment, etc. Telemedicine techniques require high-resolution
video imagesto allow viewing a patient's burns, skin and bone details, etc.

for what purpose

Real-time video may be valuable for the correct diagnosis and treatment in some
emergency situations, but has tremendous potential for application of routine
community health services, particularly in remote, rural areas where EMS per-
with what special constraints | sonnel provide such services. The options for treatment in pre-hospital emer-
gency setting do not depend on remote physician's viewing of the patient. Some
of this video should be encrypted. Additional legal requirements may not allow
compression techniques to be used with telemedicine video communications.
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4.3.7 Data Communications-Non-inter active

4.3.7.1 Text messages

Table 18. EM'S Data Communication Non-interactive 1

The communication occurs:

To communicate with local and neighboring agencies using e-mail connections,
web browsers, etc. To monitor incident personnel’s biometric status; traffic status
with whom monitors, traffic control devices, and road conditions; hospital and health center
status monitors; patient-history smart cards as carried by patient; and state public
health services and Health Alert Network services.

Text data communications are used to access current and archived computerized
information, to establish the identity and medical background of patients, to com-
municate with responsible medical and incident personnel. To provide EMS per-
sonnel with data on specia hazards (toxic materias, etc.) at the site that may
affect the diagnosis and treatment of patients. To provide EM S personnel with the
medical history and records from a patient's portable medical records devices. To
provide EMS personnel on scene with the real-time biometric status of fire fight-
ers, search and rescue team members, and others on scene who are operating

for what purpose under hazardous conditions and whose vital statistics are to be monitored. To
provide EMS ambulance personnel with real-time traffic status (such as, Intelli-
gent Transportation System (ITS) information) for traffic congestion updates and
to provide drivers with the capability to control traffic lights during an emer-
gency. To provide EMS ambulance personnel with hospital updates on diversion
status, capability status, and resource availability (such as, ER, cardiac care, etc.).
To display the medical history of patient from the patient's smart card that would
contain information about allergies, prescription drug usage, heart pacemaker,
etc.

Much of this information needs to be secured to protect privacy concerns and
chain-of-command for lifesaving procedures. Communications must include the
with what special constraints | ability to access state public health information services aswell asthe Centersfor
Disease Control and Prevention (CDC) Health Alert Network and need to ensure
that EM S systems and public health systems are not “ stove-piped” solutions.

4.3.7.2 Image communications
There are few “non-interactive” image communications needed by the EMS incident field

personnel, but pictures of buildingsto which EM S may be dispatched would be useful for location
identification.

4.3.7.3 Video communications

There areno “non-interactive’ video communications needed by the EM Sincident field personnel.
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4.4 Law Enforcement

4.4.1 Routine Operability and Day-to-Day | nteroper ability

Day-to-day activities are in the class of general/routine law enforcement services, such astraffic
law and motor vehicle enforcement, crime prevention efforts, patrol operations, search and rescue
operations, domestic disturbances, arrest warrant executions, investigative operations, court
security, administrative communications, and information exchange.

4.4.1.1 Local law enfor cement agencies:

These activities take place in office, patrol car, and pedestrian environments, and within building
structures. The area of operation is usually within the agency's jurisdictional boundaries and
usually within the nominal communications range of thelocal radio infrastructure. Operations may
extend to the remote edges of the jurisdiction and to in-building situations, as well asto irregular
operations into neighboring jurisdictions. The routine operations also include those that bring
together law enforcement officialsfrom more than one agency and may involve other public safety
providers, such as Fire and EM S units. Examples would include: a multiple car accident with
injuries and possible deaths on an interstate highway in an urban area requiring state patrol, local
police, fire, and EM S response; a burglary in progress and suspect pursuit across several
jurisdictions; and a search and rescue of a private plane crash on remote mountainside.

4.4.1.2 Tribal law enforcement agencies:

Tribally operated law enforcement agencies operate in avariety of environments from large land
arealaw enforcement (e.g., the Navajo Nation law enforcement department covers 22,000 square
miles in three states) to urban city enforcement (such as the Reno, Nevada, Police Department).
Most of these activities are similar to those of county law enforcement.

4.4.1.3 Statewide law enforcement agencies:

Most of these activities are centered on patrol car monitoring of vehicles on mgor state highways,
though responsibilities are statewide. Some states have state police functions that mimic local law
enforcement tasks but occur on a statewide level.

4.4.1.4 Federal law enfor cement agencies:

Federal activities take place in airports, in seaports, at border crossings, along borders, in federal
courts and prisons, in office and pedestrian environments, and in rural and urban areas. Federal

agencies require that most voice communications use Type 1 National Security Agency (NSA)-
approved encryption, end-to-end. To support the federal agencies’ missions, communicationsis
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needed along al borders, along major highways, and citywide in mgjor metropolitan areas.

442 Task Force

Task force operations are those that bring together law enforcement officials from more than one
agency and may involve other public safety providers, such asfireand EM Sunits. Exampleswould
include an arson task force formed to review the causes of a suspiciousfire; ajoint drug/alcohol/
firearm enforcement operation of local police, county sheriff, and federal agents; and aterrorism
task forcein continuous operation with multiplelocal, state, and federal law enforcement agencies.
Such operations may include the use of covert communications placed on a decoy officer or on an
officer who has infiltrated a criminal group.

With sporting events and other large public gatherings that can be planned in advance, a
coordinated law enforcement responseisalso required. Field unitswill typically communicate with
command posts established at the site of these events. For this latter class of planned events, this
section assumes the same operational needs as day-to-day operations, though they will be
expanded in scope.

4.4.2.1 Local law enfor cement agencies:

Task force situationsinclude officersin patrol carsor on foot. These may involverapidly changing
locations outside of nominal local infrastructure communications, including remote locations
where no infrastructure communications is available, areas where in-building communicationsis
required, and areas where communications is available only from neighboring infrastructures.

4.4.2.2 Tribal law enforcement agencies:

Operationsinclude tribal law enforcement officersin mobile units, in rural areas, on the street in
urban areas, and within buildings. Many situations involve rapid changes in the scene of the
operation, where communications may be limited or non-existent from the infrastructure.

4.4.2.3 Statewide law enfor cement agencies:

Most situations will involve officersin patrol cars or mobile units. These may involve rapidly
changing locations, including remote locations where no infrastructure communicationsis
available, areas where in-building communicationsis limited, and areas where additional
communications is available from neighboring city or county infrastructures.

4.4.2.4 Federal law enforcement agencies.
Task force situations include agents in mobile units or on foot. The situations may involve rapidly
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changing locations asthe cause and effects of theincident change. Communications may be needed
outside of the agency's nominal infrastructure communications area, including remote and in-
building locations, where direct unit-to-unit radio communicationsis required.

4.4.3 Mutual Aid

Most situations will involve law enforcement officialsin office, car, pedestrian, airborne, or
search/rescue environments. Mutual aid operations can occur in awide range of situations,
including weather-related (hurricane, flooding, tornadoes), natural causes (earthquake), major
explosions (terrorist or accidental), transportation incidents (commercial plane crash), major fire,
riot, etc. These large-scale disaster events are not planned. Disaster events are those that stress
communications capabilities the most and will be discussed in the following sections.

Large-scale disastersrequiring mutual aid are characterized by alarge number of external agencies
and personnel brought in to assist. These include agencies from neighboring regions, neighboring
states, national organizations, and federal agencies. Communicationsamong all of these additional
personnel and with atemporary command structure will be required, viaexisting infrastructure (if
still operational) and extra temporary infrastructure brought in for the duration of the emergency.
Contacts may include law enforcement, traffic control, Fire, EMS, emergency management,
hazardous materials units, urban search and rescue, military, National Guard, utility and
transportation companies, relief agencies, weather information, temporary housing and food,
volunteers, etc., depending on the scale and type of the disaster.

Also falling into the category of mutual aid are extremely large planned events, such as political
conventions, the Olympics, and international meetings where a host state's mutual aid pact is
activated in advance. In such events, all response teams will be coordinated. Numbers of special
units, such as SWAT and Bomb Disposal teams, will be staged and must be coordinated. It is
anticipated that large amounts of resourceswill be staged nearby to support these events, including
potential disruption and civil unrest that might occur in conjunction with the event. The provision
of day-to-day level serviceswill be expected by the public throughout the event, while the host
agency continues to provide the same level of servicesto the remainder of itsjurisdiction.
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4.4.4 Voice Communications-Interactive

4.4.4.1 Routine operability and day-to-day interoper ability operations

Table 19. Law Enforcement Voice Communication Interactive 1

The communication occurs:

with whom

Coordinate with other officers on selected user
groups from within agency, selected user
groups in neighboring areas, selected user
groups in neighboring agencies, connect to
incident dispatch, dispatcher and supervising
officers, special task force command officers
and other activity participants, or any other per-
SONS 0N a person-to-person basis.

L ocal law enforcement agencies.

As criminal jurisdiction over offenses occur-
ring within tribal territories depends upon the
Tribal law enforcement agencies: particular offense, the offender, the victim, and
the location of the offense, the prevailing juris-
diction may betribal, state, or federal.

Tak with other officers on selected user groups
across the state, and selected user groupsin
overlapping areas, particularly counties and cit-
Satewidelaw enforcement agencies: | ies. Connect with the dispatcher and supervis-
ing officers, specia task force command
officersand other participants, or any other per-
SONSs on a person-to-person basis.

Talk with other agents on selected user groups
within the agency, with agents of other agen-
Federal law enforcement agencies. | cies, and with law enforcement personnel from
local, state, and international law enforcement
agencies.

for what purpose

These voice calls would be for the routine purposes of receiving instructions and assignments
from the dispatcher, informing the dispatcher of progress, assisting agents/officers on task force
operations and incidents, asking other agents/officers for help or information, keeping current on
incidents in neighboring (city and county) areas, and responding to requests for assistance, etc.
They would also be to coordinate with assignment dispatch and incident dispatch for determina-
tion of availahility, assign calls, route, and disposition. CAD is used to assign resources in some
locations.

with what special
constraints

Law enforcement administrators need to be able to set access and usage priorities for all users and
to control usage so that only authorized individuals are allowed to talk to one another. Some of the
communications, especially those of federal agents, need to be encrypted for privacy and tactical
situations. An “emergency” button on the radio providesfor high-priority treatment of emergency
cals.
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4.4.4.2 Task forceinteroperability

Table 20. Law Enforcement V oice Communication Interactive 2

The communication occurs:

Other agents/officers or dispatchers involved with the task force incident. These
contacts may be from user groups from within the agency, selected user groupsin
neighboring agencies operating inside or outside the range of their infrastructure,
with whom PSTN, dispatcher and supervising officers, incident task force command officers
and other participants, or other individuals on a person-to-person basis. Contacts
may include federal agents, state officers and tribal/local city/county law
enforcement, traffic control, Fire, EMS, hazardous materials units, special opera-
tions, etc.

Communicate immediate intelligence and coordination with respect to an inci-
for what purpose dent in progress. These may involve agent/officer safety and safety of the public.

with what special constraints Theﬁe communications must be available with high reliability, rapid (apparently
instantaneous) response times, and may need to be encrypted.
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4.4.4.3 Mutual aid interoper ability

Table 21. Law Enforcement Voice Communication Interactive 3

The communication occurs:

Among agents and officers from various agencies at the incident scene, between
with whom the agents and officers with their supervisors, and between the supervisors and
the incident commander.

Communications will be needed to coordinate the activities of large numbers of
for what purpose external workers and local workers, and possibly to re-establish civilian order
and safety, at atime when the local infrastructure may or may not be operational .

This may require establishing communications with alarge number of local,
state, and national agencies and personnel who have been rapidly moved into the
disaster area, with many critical missions that must be performed as soon as pos-
sible. Local communications infrastructures (including local phone service and
local law enforcement radio infrastructure) may or may not be operational, with
the result that direct unit to unit communications may play acritical role. In other
situations, there may be no initial infrastructure, such as awildfire incident, etc.
It is desirable to capture arecord of communications when the infrastructure is
with what special constraints | not available so temporary communications systems may need to be set up to
partially replace non-functioning local systems, aswell as providing communica-
tions for alarge number of additional workers. Some of these communications
should be encrypted. The incident administrators need the ability to rapidly
establish user groups with priorities, to validate the users attempting to use the
system, to create temporary networks on the fly, and to provide authorizations as
to whom the users may have communications with. The users need to have
access to communications that are seamless and transparent in accordance with
their public safety roles and responsihilities.
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4.45 Voice Communications-Non-interactive

Table 22. Law Enforcement V oice Communication Non-interactive

The communication occurs:

with whom

All law enforcement agencies may use voice paging and alerting between dis-
patchers and officers/agents, from dispatchers and task force commandersto task
force members, and from dispatchers and mutual aid incident commandersto
mutual aid members.

for what purpose

These voice calls would inform the officer/agent of arequest for assistance or
service, of administrativeinformation, or of other routine matters; provide paging
and alerting of task force or mutual aid operations.

with what special constraints

Law enforcement administrators need to be able to set access and usage priorities
for the non-interactive communications to ensure priority calls receive proper
treatment. Some of the communications, especially those of federal agents, need
to be encrypted for privacy and tactical situations. These communications must

be available with high reliability and rapid (apparently instantaneous) response
times.
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446 DataCommunications-Interactive

4.4.6.1 Text messages

Table 23. Law Enforcement Data Communication Interactive 1

The communication occurs:

with whom

Other agentg/officersin local and neighboring agencies using directed text mes-
sages, and accessto local, state, and national databases. These include databases
and active files on awide range of public safety activities from local and state
agencies, and other state or federal information sources. Examples of federal
databases include the Federal Bureau of Investigation's (FBI) National Crime
Information Center (NCIC) and the Integrated Automated Fingerprint Identifica-
tion System (IAFIS), the U.S. Immigration and Customs Enforcement Auto-
mated Biometric | dentification System (IDENT), Joint Automated Booking
System (JABS), etc. Communications with other components of the criminal jus-
tice system, such as corrections facilities, judges, prosecutors, and defense.

for what purpose

Text data communications are used for awide range of functions to access cur-
rent and archived computerized information on vehicle license plates and driver's
licenses, printed updates and supplements to current duty assignments or situa-
tions, wants and warrants, stolen properties and vehicles, additional background
and criminal histories on particular subjects, etc. Data communications (agent/
office-in-a-vehicle capabilities) are used to file reports and traffic citations
remotely and electronically, making them rapidly and efficiently available to
local and neighboring public safety officials and/or state public safety officials.

For amutual aid operation, text data communications may be needed asageneral
organizational tool to coordinate the activities of large numbers of external work-
ers and local workers; to help re-impose organization on a chaotic situation; and
to organize, catalog, and disseminate alarge number of known facts about the
current emergency (lists of survivors and missing, lists of damaged infrastruc-
ture, lists of needed supplies, etc.). Printed and recorded digital information is
particularly valuable to help clarify the confusion immediately following a disas-
ter.

with what special constraints

Much of this data needs to be encrypted to protect privacy concerns and ongoing
criminal investigations. Access to much of thisinformation will be restricted to
certain individuals and purposes; the individuals as well as the information will
have to be authenticated and tracked.

For amutual aid operation, it is necessary to establish communications quickly
with alarge number of local, state, and national agencies and personnel who have
been rapidly moved into the disaster area, with many critical missions that must
be performed as soon as possible. Local communications infrastructures (includ-
ing local phone service and local law enforcement radio infrastructure) may or
may not be operational, so temporary communications systems may need to be
set up to partially replace non-functioning local systems, aswell as providing
communications for many additional workers. Some of these communications
should be encrypted.
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4.4.6.2 |mage communications

Table 24. Law Enforcement Data Communication Interactive 2

The communication occurs:

Communicate with local, state, and national databases, various public safety
agents/officersinthefield, dispatchers, and command officers. Databasesinclude
archival databases and active files on awide range of public safety activitiesfrom
local and neighboring jurisdictions and agencies, as authorized and required.

with whom

Theimages are transferred for awide range of purposes, including persons, vehi-
cles, or things that are either being searched for, or which have been found and
arein need of identification. Fingerprintstaken in the field can be sent in for
rapid identification. Maps and drawings of buildings, roads, and geographic areas
serve awide range of planning, investigative, traffic control, and search func-
tions. Pictures taken at a scene are useful immediately as planning and tactical
tools, identification of suspects by witnesses, and are useful later as evidence and
for investigation purposes.

for what purpose

Encryption will be needed to preserve privacy and to prevent the release of criti-
cal data. Accessto thisinformation will be restricted to certain individuals and
purposes, i.e., authenticated and tracked. Some time-critical information will
need to be delivered in a short time. Other information will be requested only by
individuals, but again the information will be needed in a short time to be effec-
tive.

with what special constraints
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4.4.6.3 Video communications

Table 25. Law Enforcement Data Communication Interactive 3

The communication occurs:

with whom

To send video on demand between various public safety agents/officersin the
field, dispatchers, and command officers, or store and forward on demand and
transmit in real time video in agent's vehicle or officer's patrol car. Include air
support downlink from helicopter, other specialized usages, such as underwater,
etc. Send to dispatch or incident commander from private, non-public safety
sources, such as schools, banks, etc. Officers, dispatch, or incident commander
can access video from private, non-public safety sources, such as schools, banks,
area surveillance cameras, news cameras, traffic cameras, etc.

for what purpose

Video pictures taken at the scene of a stakeout, atraffic stop, or an arrest, or
obtained from surveillance cameras are useful as evidence, for further investiga-
tion purposes, to document officer conduct, and to send assistance in the case of
trouble. These recordings may be recorded for later viewing, or sent directly to a
dispatcher or investigator. Video from cameras located to monitor traffic flow
provide situation information.

For amutual aid operation, there will be a requirement to rapidly assess damage
caused by the disaster, sending on-site views to recovery coordination officials at
remote command posts. Real-time video will also be used by robotics operators
and search and rescue teams, where the situation is too risky to allow personnel
to go, and to rapidly assess the current situation.

with what special constraints

Real time needed, if the video is used to provide agent/officer assistance. If the
video is used for the surveillance of alarge building or field, for example, the
required resolution may not be sufficient to determine details of the people or
objectsin the frames. If the video is used during traffic stops or drug raids, for
example, the resolution should be detailed enough to read license plates and to
determine an individual's characteristics.
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4.4.7 DataCommunications-Non-interactive

4.4.7.1 Text messages

Table 26. Law Enforcement Data Communication Non-interactive 1

The communication occurs:

Dispatchers and supervisors viashort messages; other agents/officersinlocal and
neighboring agencies using e-mail connections; databases using web browsers.
To communicate with status monitors or by telemetry from task force site moni-
with whom tors to the commander or other central location. Communicate by telemetry from
task force site monitors to commander or other central location. Communicate
with incident command at major events, including locations and status informa-
tion.

Text data communications are used to provide continuous location and status
information on vehicles and personnel; e-mail messages are used to exchange
files, discussions, strategies, etc.; databases are used to locate information as well
asto provide reports, modify or add entries, etc. Text data might be used to rap-
idly distribute detailed background information, resource and personnel informa-
tion, or planning information among a number of incident participants, where the
participants are not required to respond to the communications. Status monitors
for what purpose include up-to-date reports on traffic congestion, weather forecasts, fire and water
states, etc. Telemetry data might include weather and environmental (toxic gas
content, etc.) information. Reports may be used to support law enforcement inter-
action with other components of the criminal justice system, such as booking a
suspect into ajail, obtaining a search warrant, etc. Status monitors include up-to-
date reports on traffic congestion, weather forecasts, fire and water states, etc.
Input to traffic control systems and Intelligent Transportation Systems (such as

variable message displays).

Much of this data needs to be encrypted to protect privacy concerns and ongoing

with what special constraints criminal investigations.
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4.4.7.2 |mage communications

Table 27. Law Enforcement Data Communication Non-interactive 2

The communication occurs:

with whom

Disseminate images from a dispatcher to alarge group of agents, patrol officers,
and law enforcement personnel and vice versa (e.g., the picture of amissing child
can be transmitted).

for what purpose

The images of missing children, mugshots of wanted individuals, etc., are trans-
ferred to field personnel to ensure many individuals are able to watch for and rec-
oghize missing or wanted people.

with what special constraints

Encryption will be needed to preserve privacy and prevent the release of critical
data. Accessto thisinformation will be restricted to certain individuals and pur-
poses, i.e., authenticated and tracked. Some time-critical information, such asan
image of an abducted child, will need to be delivered in a short timeto all law
enforcement personnel.

4.4.7.3 Video communications

Table 28. Law Enforcement Data Communication Non-interactive 3

The communication occurs:

with whom

Send video from field sites to central location, to dispatcher, or to investigator.

for what purpose

Video pictures taken at the scene of a stakeout or monitoring location where the
field of view and subject is fixed.

with what special constraints

Real-time review of the video pictures may not be required and the video may be
used to archival or evidentiary purposes. If the video is used for surveillance of a
large building or field, for example, the required resolution may be low. If the
video isfor a stakeout to observe who enters or leaves a building, for example,
the required resolution may be high. Video must be of good enough quality to
generate a still picture.
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5.  Wireless Communications Functional Requirements

The following subsections describe the functional or qualitative requirements of the wireless system with the features of each requirement presented in atable
format immediately following the subsection heading. Where appropriate, quantitative requirements have been added to supplement the associated qualitative
requirement. Each of the functional requirements isimportant; therefore, the order in which they are presented does not imply priority.

These requirements are intended to be “ blue sky” in nature and are not limited to current implementations or technol ogies; however, performance in the current
environment is sometimes referenced as a baseline requirement for specific sections.

Not all capabilities defined for “a system” are required for all devices. For example, some capabilities by their very nature may be applicable only to fixed
infrastructure or to mobile/portable subscriber equipment. In some cases, equipment may support specialized applications designed for non-network use or for
specialized networks.

The format of this section follows the general outline listed below.
1 Services ( See section 5.1 " Services’ on page 53.)

This section defines the types of servicesthat will be required for public safety communications. There are two main categories of services. voice and data.
Voiceisbroken out as aseparate servicefrom datadueto itskey rolein first responder responsibilities. V oiceisthe primary means of communication for public
safety, and is treated with the highest regard in the definition of its requirements. Voice is treated separately regardless of the transport method, including a
convergent network carrying both voice and data.

- Voice
« Data

2. Required Features ( See section 5.2 “Required features’ on page 60.)

This section defines the required set of features that must be available in a public safety communications solution. These features range from defining the
requirements for securing the communications network to the command and control features for maintenance and operation of the network.

Mobility

Security for voice and data

Call Types

Scalability

Command and Control, Maintenance, and Operations
COTS-based products

Standards-based design
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Backwards compatibility
Migration path for legacy systems
Spectrum and network efficiency
Ergonomic and environmental
Extensibility

Modularity

3. Performance ( See section 5.3 “ Performance” on page 79.)

The performance of the public safety communications system needs to be defined to a specific set of values, down to the amount of bandwidth required for
each application/service. This section definesthe performance received within the scope of the system, but does not supply hard numbers due to the assumptions
that would be required and the solution alternatives that proposing numbersin this section would eliminate. The following five subsections define the areasin
which the performance of the system will be measured and provide specific pieces of functionality that are required to be measured. These sections also define
the method that will be used to measure the particular parameter in question.

Quality of Service
Availability
Reliability
Survivability
Restorability
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5.1 Services

This section defines the types of services that will be required for public safety communications. There are two main categories of services; voice and data
Voiceisbroken out asaseparate servicefrom datadueto itskey roleinfirst responder responsibilities. Voiceisthe primary means of communication for public
safety and is treated with the highest regard in the definition of its requirements. Voice is treated separately regardless of the transport method, including a
convergent network carrying both voice and data.

5.1.1 Voice

5.1.1.1 Interactive

Matrix 1. Interactive Voice Service Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
The system must support voice communications where NA
two or more participants/units are involved in an interac-
tive session.
The system must support interactive multicast voice. Multicast occurs when one device sends data across the
network to multiple devices; however, depending on the
Section5.1.1.1 multicast protocol, only nodes that are on the path from

the originating device to the receiving device receive and
forward the data.

Cdller ID must be embedded in the voice frames.

Information regarding the identity of avoice caller will
be embedded in voice frames that are transmitted at an
appropriate interval.

The system must support the capability to interface with
the Public Switched Telephone Network (PSTN), cellu-
lar, or their equivalent.

Includes but is not limited to Plain Old Telephone Sys-
tem (POTS), cellular, etc.
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5.1.1.2 Non-Interactive

Matrix 2. Non-interactive V oi ce Requirements

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.1.1.2

The system must support voice paging.

NA

The system must support non-interactive multicast voice.

This requirement is similar to Section 5.1.1.1
Requirement 2; however, the data stream is one-way.
This capability could be used for emergency notifications
and staff callbacks.
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5.1.2 Data

5.1.2.1 Interactive

Matrix 3. Interactive Data Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation

The system must support instant messaging. NA

The system must support video conferencing. NA

The system must support biometric identification tech- Thisrequirement is provided in the context of the ability

niques. to identify a user through an appropriate device. Usersin
this context can be both first responders and non-first
responders in the case of a suspect in acrime. Not all
devices must be capable of this feature, but the network
must support queries of this nature.

The system must support real-time voi ce commands. Real timein this context implies 200ms or less from spo-
ken command to action being taken.

Section5.1.2.1

The system must support voice language translation tech-
niques.

If amember of the publicis speakingin aforeign lan-
guage, the first responders’ communications device must
support a best effort trandation of the language. Addi-
tionally, this requirement implies that the first responder
then be able to use the device to communicate back to the
member of the public. Thisis not meant to be used for
critical communications.

The system must support interactive multicast data trans-
fer.

See Section 5.1.1.1 Requirement 2 for the definition
of multicast.

The system must support near real-time satellite imaging
of variouskinds, i.e., infrared.

Near real timein this context implies 1 minute or less
from query to response.

The system must support interfacing with public utilities
information, such as the power grid, natural gas distribu-
tion systems, etc.

The system must be capable of making queries to public
utilities to obtain the most current and accurate informa-
tion possible and made accessible by the public utility
system operators.
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Matrix 3. Interactive Data Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Information
9 The system must be capable of submitting automated Thistype of requirement implies no human interaction or
database queries. human impetus in the start of an automated query; e.g.,
license plate recognition software must be able to auto-
matically query a database using the parsed information
from the input data source.
10 The system must support database queries from any Criminal database queries, such as criminal records,
authorized object on the network from any location. National Crime Information Center (NCIC), arrest
reports, incident reports, and other information main-
tained by state and local agencies.
11 The system must support status queries regarding an An object can be afirst responder, a communications
object participating in the network in real time. device, avehicle, a passive sensor, Radio Frequency
Identification (RF ID) tags, smart cards, etc.
12 The system must be capable of supporting web-based NA
applications.
Section5.1.2.1 — : :
13 The system must support the capability to interfacewith | NA
non-public safety data networks, including the Internet,
in a secure manner.
14 The system must support communications between any | See Section 5.1.2.2 Requirement 10, for a definition
two or more objects/devices on the network. of an object.
15 The system must provide human performance support NA
systems (e.g., online help functions, operator and mainte-
nance training, etc.).
16 The system must support TTY/TDD devices. NA
17 The system must support real-time command and control | Command and control functionality must not be limited
functionality with remote devices. to fixed assets, but instead allow for mobile assets to
maintain the same level of functionality as the fixed
assets.
18 The system must be able to support continuous, interac- | For example, if afirst responder requests periodic status
tive streams of data. reports from a sensor on the network or alive video feed
from afirst responder vehicle, etc.
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Matrix 3. Interactive Data Requirements

Additional Infor mation

SoR Section Requirement # Qualitative Requirement Description
19 The system must be capable of capturing data entered For example, if an officer arrests a suspect for Driving
Section 5.1.2.1 into the system in any manner, into the appropriate Under the Influence (DUI), when the transporting unit

reporting formats.

arrives at the jail, the booking officer automatically has
accessto the data entered into the system by the arresting
officer.
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5.1.2.2 Non-interactive

Matrix 4. Non-interactive Data Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Information

1 The system must support bulk file transfer (including Thistype of datatransfer includes transmission from and
images, GIS overlays, building floor plans, etc.). to vehicles, communications devices, etc.

2 The system must support email. NA

3 The system must support passive video transmission. NA

4 The system must be capable of storing an appropriate The local communications device must be capable of
amount of datalocally prior to any outside transmission, | storing levels appropriate for portable, mobile, etc.
if any.

5 The system must be capable of transmitting three-dimen- | An object can be avehicle, person, etc.

Section 5.1.2.2 sion geo-location information per object.

6 The system must support non-interactive multicast data | For example, an incident commander could send a text-
transfer. based status update to all of their personnel inthefield at

agiven incident.

7 The system must be capable of accessing real-time Real time in this context implies 30 seconds or less from
weather information available on request or pushed to query to response. Weather information can take theform
specified users for critical weather changes. of aforecast, current weather at a given site, network

Sensors, etc.

8 The system must be capable of pushing data to objects The policy surrounding this requirement will be defined
without having received a request from the object, based | by each agency.
on policy that allows authorized users to define the crite-
riaunder which datais transmitted automatically.

9 Theinformation received in database queries must be If an officer isinvolved in atraffic stop, adispatcher can
available upon request to someone outside the incident, query the status of the incident, i.e., downloading alive
e.g., adispatcher or supervisor. video feed from the police car.

10 An object on the network must be capable of initiatingan | NA
automated transmission to other objects based on geo-
location information (location of the transmitting object,
the receiving object, or both).
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Matrix 4. Non-interactive Data Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation

1 The system must be capable of supporting a variety of One example of these types of sensorsis a chemical
passive/active sensors on the network that transmit data | sniffer, which is capable of detecting anomaliesin theair
at periodic/non-periodic intervals. Information must be at agiven location.
available on request or pushed to specified usersfor criti-
cal data.

12 The system must be capable of supporting real-time Real timein this context implies amaximum or 100ms or
transmission of vital statistics of an object on the net- |ess between transmission and reception of data.

Section 5.1.2.2 work, e.g., the heart rate of an officer, the oxygen level of

the tank for agiven firefighter.

13 The system must support the creation and implementa- Using the same example, the officer could have a
tion of automated communications triggers, e.g., if abul- | response to abullet impact on his vest preprogrammed
letproof vest detects a bullet impact, it notifies the such that if the vest detects an impact, it sends amessage
appropriate objects. to the appropriate parties without the officer needing to

initiate it.

14 The system must be capable of interfacing with and/or NA
controlling traffic control systems and the Intelligent
Transportation System (ITS).

15 The system must support the administrator defined useof | NA

digital signatures.
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5.2 Required features

This section defines the required set of features that must be available in a public safety communications solution. These features range from defining the
requirements for securing the communications network to the command and control features for maintenance and operation of the network.

52.1 Mobility

5.2.1.1 User Motion

Matrix 5. Mobility Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Information
The public safety user/device must be able to have con- | A reasonable speed in this context implies speeds up to
stant communications while traveling at a reasonable and including aircraft, such as helicopters or small pro-
Section 5.2.1.1 speed. peller-driven planes.

The public safety user/device must be able to interface
with communications systems across multiple jurisdic-
tions while maintaining constant communications and
full user functionality.

This requirement includes the ability to roam from juris-
diction to jurisdiction, and maintain communications
with user/devicesin any jurisdiction as defined by policy.
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5.2.1.2 User Location

Matrix 6. Mobility Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
The public safety users three dimension geo-location The baseline resolution implied in this requirement is
must be determinable to some resolution based solely on | accuracy to within 1 meter.
functionality provided through the communications sys-
tems.
The public safety user/device must be able to communi- | The device must be capable of operating in such ahostile
cate regardless of location: city street, highway, parking | environment and still maintain a minimum level of con-
garage, high-rise, airport, air/waterborne, etc. nectivity to the network, i.e., perhapsincreasing the
transmission power level until connectivity is reached.
. The system must be able to analyze received signal(s) to | If atransmission isreceived by the network, but the mes-
Section 5.2.1.2 e Y gral(s Y

derive user location when no location datais available
within the transmission content.

sage location contents are unreadabl e, the system must
be capable of determining, within reason, the last known
location of the originator of that transmission.

The system must have a definable period in which asset | NA
status and ocation information must be sent as defined

by an administrator.

The system must have the ability to query asset tracking | NA

information from any point on the network at any time.

The system must automatically create an alert for any
asset that fails to respond to two or more consecutive
asset tracking requests.

This system must be capable of creating the alert within 2
seconds of detecting afailure.
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5.2.2 Security (voice and data)

5.2.2.1 Accesscontrol

Matrix 7. Security Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
The public safety user/device must be authenticated This requirement must work in conjunction with Sec-
before use of network resources. tion 5.3.4 Requirement 3.
The public safety user/device must be authorized to use | This requirement must work in conjunction with Sec-
specific network resources. tion 5.3.4 Requirement 3.
. The public safety user/device must be able to be authenti- | This requirement implies that a user be able to authenti-
Section 5.2.2.1 cate/authorize at any geographic location that is sup-

cated/authorized anywhere on the network.

ported by a network adhering to this body of
requirements. This does not imply that any user be able
to access services outside their normal geographic loca-
tion without proper authorization.

The public safety users/devices' authorization must be
tied to arole-based access control method.

Roleswill be created which predetermine auser'slevel of
accessto services, i.e., adog catcher is not entitled to the
same level of services as an incident commander.
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5.2.2.2 Integrity

Matrix 8. Security Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation

The communication system must be immune to attacks NA

againgt the integrity of communications traffic.

The communication system must have non-repudiation. | Thelevel of non-repudiation must be at least sufficient
for transmissions to be entered into court proceedings as
evidence.

The system must conform to the current Federal Informa- | For example, this currently implies Advanced Encryp-

tion Processing Standards (FIPS) publication for data tion System (AES) encryption for data integrity.

. integrity or its current equivalent.
Section 5.2.2.2 ind =

The system must allow the administrator to implement
policies as to the appropriate level of information protec-
tion.

Thislevel is set by the administrator and can be attached
to the transmission type, the device type, etc., at the dis-
cretion of the administrator. One policy definition isthe
extent to which users have control over the level of infor-
mation protection directly.

The system must provide safeguards to detect and pre- NA
vent unauthorized access, reading, and modification or
destruction of data.

The system must be capable of meeting each requirement | NA

in this document in the face of adenial of service attack,
whether distributed or not.
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5.2.2.3 Monitoring

Matrix 9. Security Feature Requirements 3

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.2.3

The communication system must be able to be monitored
by authorized/authenticated users/devicesin every aspect
of its functionality anywhere on the network.

NA

The system must maintain and protect the audit trail from
modification, unauthorized access, and destruction.

NA

The audit trail must provide sufficient detail to recon-
struct events in determining the cause and magnitude of
compromise should such a security violation/system fail-
ure occur.

Information, such aslogin attempts, logs of attacks repre-
sented in Section 5.2.2.2 , and other anomaliesin the

network traffic and system usage will be used to analyze
an event.

The system must provide the capability to validate the
correct operation of system security services and proper-
ties.

NA
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5.2.2.4 Privacy

Matrix 10. Security Feature Requirements 4

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
The communication system must only allow intended NA
and authorized recipients to hear/see/read/modify infor-
mation.
The communication system must be immune to traffic Attackerswill beincapable of doing traffic flow analysis.
Section 5.2.2.4 flow monitoring analysis from unauthorized users/ Examples of traffic flow analysisinclude the incident

devices.

when several thousand pizzas were ordered at the Penta-
gon prior to the start of the Iraq war, or individual s listen-
ing to an encrypted channel who could detect impending
law enforcement action by increased traffic levelseven if
they couldn't hear actual transmissions.

The communication system must be capable of support-
ing low probability of detection techniquesaswell aslow
probability of interception.

For example, covert operations.
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5.2.2.5 Attack Detection and Prevention

Matrix 11. Security Feature Requirements 4

SoR Section Requirement # Qualitative Requirement Description Additional Information
1 The communication system must beresistant to jamming | NA
where possible.
2 The communication system must be capable of passive/ | NA
Section 5.2.2.5 active attack monitoring and defense deployment.
3 The communication system must be able to geo-locate NA
the source of an attack.
4 The communication system must be able to geo-locate NA
the source of jamming.
5.2.3 Call types
5.2.3.1 Individual communications streams
Matrix 12. Call Types Feature Requirements 1
SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
1 The communication system must support full-duplex NA

user/device to user/device communications.

The communication system must be capable of support-

Section 5.2.3.1 2 _ Sysi¢
ing peer-to-peer applications.

For example, if the communications infrastructurein a
given areais damaged, first responders within transmis-
sion distance of each other would be able to maintain
communications with each other as necessary in the
absence of that infrastructure.
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5.2.3.2 Multicast communications streams

Matrix 13. Call Types Feature Requirements 2

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.3.2

The system must be able to support one-to-many (multi-
cast) communications without saturating the network as
with broadcast traffic.

Broadcast, in this context, implies that information
passes through every node within a network, regardless
of whether a particular nodes' participation isrequired, to
ensure that the information reaches the final destina-
tion(s).

5.2.3.3 Group communications streams (an extension of multicast communications streams)

Matrix 14. Call Types Feature Requirements 3

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.3.3

The system must be able to support many-to-many
(multi-multicast) communications without needing to

broadcast traffic.

See the explanation for Section 5.2.3.2 Requirement
1

524 Scalability

5.2.4.1 Vertical Scaling (number of users)

Matrix 15. Scalability Feature Requirements 1

SoR Section

Requirement #

Qualitative Requirement Description

Additional I nformation

Section 5.2.4.1

The communication system must be capable of dynamic
scaling to accommodate a growing number of userson a
constrained network.

The system must be capable of scaling to accommodate
any reasonable number of users simultaneously access-
ing the system with no noticeable performance degrada-
tion.
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5.2.4.2 Horizontal Scaling (coverage area)

Matrix 16. Scalability Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Information
Section 5.2.4.2 The communication system must be ableto scalein Adding more coverage areathrough anew base station or
terms of coverage areain a very cost-efficient manner repeater will be affordable as determined by the first
while still maintaining high availability and reliability, as | responder community, and will not decrease the perfor-
well as vertical scalability. mance of the network regardless of the density of such
infrastructure devices.
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5.25 Command and Control, Maintenance, and Oper ations

5.2.5.1 Maintenance and Operations

Matrix 17. CCMO Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation

1 The agency and system administrators must be able to NA
control and configure the user groups within the agen-
cies responsibility.

2 The agency and system administrators must be able to NA
control and configure the attributes of the members of
user groups with characteristics like telephone intercon-
nect abilities, priorities, and roaming.

3 User groups must be organized and classified asto use. NA

4 User groups must be assignable by function. NA

5 The agency and system administrators must be able to NA

Section 5.2.5.1 establish user groups for specific agency and jurisdic-
tional needs.

6 The agency and system administrators must be able to NA
manage the user group members quickly and easily.

7 The agency and system must be able to disable users/ NA
devicesover the air.

8 Devices on the network must be reprogrammable over A baseline value for on-air reprogramming timeis less
the air in a reasonable amount of time. Multiple device than 2 minutes from start to finish. Thisis not meant to
reprogramming can occur simultaneoudly. imply seria reprogramming.

9 Routine maintenance must be performed without any Such maintenance will consist of replacing failed
noticeable degradation on the system. objects, performance testing, etc.

10 User configurations must be transferable between radios. | Thisincludes full/partial radio cloning.

11 Devices must be capable of storing and maintaining con- | NA

figurations of user-selectable parameters.
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Matrix 17. CCMO Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Information

12 The system must support the ability to drop in infrastruc- | The setup and configuration time of drop-in infrastruc-
ture and go operational with little to no configuration or | ture must be lessthan 10 minutes. A drop-in configura-
setup. tionisadevicethat is portable and is capable of being

run off of a generator or other portable power supply.

13 The system must have a minimum defined period in The system will detect and report errors within 500ms of
which, through monitoring and self tests, hardware or adetectable failure.
software component failures are detected and reported.

14 The self tests and diagnostics that the system performs NA
must not cause any failure or degradation of any system

. function as defined in the performance section.
Section 5.2.5.1 P

15 The system must be able to operate through power fluc- | NA
tuations.

16 The system must be able to operate through commercial | The system must be capable of continuous, uninterrupted
power losses up to adefined period of time. service for aminimum of 4 hours of power loss.

17 The system must be capable of operating 24 hoursaday, | NA
7 days aweek.

18 The system must support separate operator and adminis- | NA
trator functions.

19 The system must support separate system security officer | NA
and auditor roles.

20 The system must enforce individual accountability by NA
providing the capability to uniquely identify each system
operator and administrator.

The SAFECOM Program - Department of Homeland Security
Version 1.0
70 Mar ch 10, 2004




PSWC&I Statement of Requirements

SAFECOM

5. - Wireless Communications Functional Requirements

5.2.5.2 Command and Control Provisioning

Matrix 18. CCMO Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
Communications system operations must be transparent | Background information, such as routing information
and seamless to the users. and other maintenance/operational data, will be transpar-
ent to the user. For example, if a user attemptsacall and
the route to the destination is out of date, it will be recal-
culated dynamically while being transparent to the user.

The users must be provided with the capability of quickly | NA

and easily establishing and maintaining jurisdiction-wide

dispatch communications and on-scene voice and data

networks for command and control.

User authentication and authorization onthe systemmust | The baseline value for authentication/authorization is

be effortless and rapid. 500ms or less from initial authentication/authorization
reguest. The authentication can include both authentica-
tion into a particular device, as well as authentication
into the network. Effortlessimplieslittleto nointeraction

. with the user.
Section 5.2.5.2

Public safety practitioners must have interoperable com-
munications regardless of technologies, infrastructures,
and frequency bands.

NA

Public safety agencies need the ability to establish spe-
cific user groups for networks for mutual aid.

A user group isadynamically selectable set of users that
require intercommunication capabilities for atemporary
duration.

Subscriber units and console units must be capabl e of
displaying and sending identification information.

NA

The communications system must be administered from
both afixed location as well as from a mobile command
center with no loss of functionality.

This means that an administrator will have the same
capabilities in administering the system from adesk at
the headquarters as from a communi cations device, such
asalaptop in the field.

Theincident commander must be able to query in real
time, the status of all assetsinvolved in the situation.
This includes personnel, equipment, vehicles, etc.

Real timein this context implies a maximum query/
response time of 500ms. Status types could be as general
aslocation or as granular as heartbeat information.
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Matrix 18. CCMO Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Information
9 The command center must be able to interface with the An example is maintenance of the lAmAlive service or
public for information purposes. the ability to create and maintain a live website with
information pertinent to the general public with regard to
aparticular incident.
10 The system must have the capability to automatically NA
determine, on aperiodic or on-demand basis, what assets
are operating within a specific geographic area, the loca-
tion of these assets, and the operationa status of these
assets.
11 The administrator must have the ability to disable auto- NA
matic asset status reporting to prevent unwanted trans-
missions and to maintain emission control.
12 The system must provide the ability to archiveany aspect | Archiving in terms of content captured must be policy
Section 5.2.5.2 of pertinent data traversing the network. based.
13 An authorized communications systems administrator NA
can change authorizations for membership in a user
group inreal time.
14 An authorized user can change the operating parameters | NA
of auser group (e.g., operating frequencies, power out-
put, level and type of encryption used for transmissions,
waveforms, membersinvolved, late entry requirements,
etc.)
15 User group membership can include users from different | NA
agencies, jurisdictions, services, efc.
16 User group membership can include users interfacing NA
from the commercial PSTN or other such telecommuni-
cations systems.
17 User groups can be pre-defined by an authorized commu- | NA
nications systems administrator.
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Matrix 18. CCMO Feature Requirements 2

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.5.2

18

Administrator capabilities will include broad policy defi-
nitions that will encompass most of the feature/function-
ality aspects of the system.

NA

5.2.5.3 Communications Prioritization

Matrix 19. CCMO Feature Requirements 3

SoR Section Requirement # Qualitative Requirement Description Additional Information

1 There must be some appropriate number of priority lev- | The system will support aminimum of 256 distinct prior-
els available to the communications system. ity levels.

2 The communications system must be capable of handling | NA
(with better than best-effort performance) all top priority
traffic on a network simultaneously (including during a
crisis or emergency).

. 3 Pre-emption of network traffic is required as a feature, NA
Section 5.2.5.3 based on priority.

4 The system will provide capabilities to automatically For example, bandwidth can be traded for quality, i.e., if
reduce bandwidth requirements based on predefined cri- | there are several video transmissions with the same prior-
teriawhen the system approaches capacity. ity resulting in more bandwidth consumption than band-

width available, the system should respond by using
dynamically adjustable compression techniques, frame
transmission rate, etc.

5 An authorized user will be able to designate/modify pri- | NA

oritiesin real-time. This capability will be available from
anywhere on the network.
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526 COTS-based products

Matrix 20. COTS Feature Requirements

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.6

COTS-based products must be leveraged or used wher-
ever possible.

NA

5.2.7 Standards-based design

Matrix 21. Standards Feature Requirements

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.2.7

The communications system must be based on standards
and must not contain Intellectual Property Rights (IPR)
that is not in the public domain or licensed at afirst
responder determined fair and reasonable cost.

This system will not contain proprietary objects of any
kind (code, protocols, devices, etc.) that does not meet a
first responder definition of fair and reasonable cost.

Standards should be those that provide or take advantage
of the broadest possible market base while meeting the
public safety requirements.

NA
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5.2.8 Backwardscompatibility

Matrix 22. Backwards Compatibility Feature Regquirements

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
1 The system must provide as much backwards compatibil- | The system designed to meet the requirements set forth
ity with prior implementations asis cost effective and in this document must be backwards compatible with
Section 5.2.8 feasibly efficient. prior implementations of public safety communications
system (i.e., P25) but not at the cost of not meeting each
regquirement stated in this document.

5.2.9 Migration path for legacy systems

Matrix 23. Legacy Migration Feature Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation

Section 5.2.9 1 A well-defined migration path must be created for legacy | NA
systems to migrate towards the communications system
defined here in a cost-effective manner.
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5.2.10 Spectrum and network efficiency

5.2.10.1 Allow for greater extensibility and scalability

Matrix 24. Spectrum Efficiency Feature Requirements 1

SoR Section

Requirement # Qualitative Requirement Description

Additional Infor mation

Section 5.2.10.1

The Radio Frequency (RF) system must be spectrally
efficient to a minimum quantifiable degree.

TBD

The goodput (information to overhead ratio) of the net-
work must be specified to a minimum quantifiable
degree.

TBD
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5.2.11 Ergonometric and Environmental

5.2.11.1 Products Suit the Environment and the User

Matrix 25. Ergonometric Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Infor mation
Hands-free operation must be made available for the NA
appropriate applications.
A maximum weight limit for all equipment carried by 1. Firelimit - TBD lbs.
practitioners must be defined. 2. Law enforcement limit - TBD Ibs.
3. EMSIimit - TBD Ibs.

The shape of the practitioners' equipment must be appro- | NA
priate to the application in which it is used.
The equipment must be durable to a specified set of stan- | NA
dards.
Usability aspects of the equipment, such as button size NA

Section 5.2.11.1 and screen size, must be based on a set of specified stan-
dards.
The system must not introduce undue operator fatigue NA
during continuous usage over a 12-hour period every 24
hours, as evidenced by compliance with applicable
design criteriaof MIL-STD-1472E or its current equiva-
lent.
Users must be able to operate the system when wearing NA
personal environmenta protection equipment, such as
foul-weather gear, survival suits, battle dress, etc.
The system must accommodate a 5th percentilefemaleto | NA

a 95th percentile male as described in ASTM F 1166-95a
or its current equivalent.

Devices on the system must support a minimum accept-
able battery life.

1. Fire minimum battery life - TBD hours
2. Law minimum enforcement battery life - TBD hours
3. EMS minimum battery life - TBD hours
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Matrix 25. Ergonometric Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Information

Section 5.2.11.1 10 Devices must conform to a safety standard. For example, intrinsically safe for hazardous environ-

ments.

5.2.12 Extensibility

5.2.12.1 System-widerevision and enhancement

Matrix 26. Extensibility Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Information

1 The system must be extensible with respect to perfor- NA
mance enhancements and feature/functionality improve-

Section 5.2.12.1 ments through routine maintenance cycles.

2 The equipment must be extensible through physical add- | NA
on components through a standardized interface.

5.2.13 Modularity
5.2.13.1 Component feature add on

Matrix 27. Modularity Feature Requirements 1

SoR Section Requirement # Qualitative Requirement Description Additional Information

Section 5.2.13.1 1 The system must be extensible with respect to feature/ NA

functionality additions through routine maintenance
cycles.
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The performance of the public safety communications system needs to be defined to a specific set of values, down to the amount of bandwidth required for

each application/service. This section definesthe performance received within the scope of the system, but does not supply hard numbers due to the assumptions
that would be required and the solution alternatives that proposing numbersin this section would eliminate. The following five subsections define the areasin
which the performance of the system will be measured and provide specific pieces of functionality that are required to be measured. These sections also define

the method that will be used to measure the particular parameter in question.

5.3.1 Quality of Service

5.3.1.1 Voice

Matrix 28. QOS Feature Requirements 1

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

The communications and messages must be clear and
understandabl e.

Techniques, such as voice activity detection and echo
cancellation, must be used to maintain the integrity and
quality level of the voice stream.

The speaker's voice must be recognizable and identifi-
able.

TBD

Section 5.3.1.1

The number of required transmission repeats due to
added system distortion of the originator's voice are few.

As opposed to packet re-transmission, in a data context,
due to system noise or packet errors.

The delay between mouth to ear is small if not negligible.

The maximum acceptable mouth to ear delay will be
200ms. Thisisan end-to-end delay, from the transmitting
party speaking the message to the receiving party hearing
the message.

The delay for call setup timeis short.

The maximum call setup time will be 250ms.

The tone of the speaker's voice must be recognizable.

A listener must be able to detect the level of anxiety in
the speaker's voice.

Background sounds, such as glass breaking or gunshots,
must be identifiable while removing unwanted back-
ground sounds.

These types of “non-voice” sounds must be capabl e of
being captured and transmitted at the discretion of the
system administrator.
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5.3.1.2 Data
Matrix 29. QOS Feature Requirements 2
SoR Section Requirement # Qualitative Requirement Description Additional Information
Deployable communications networks and network con- | On-scene data communications must be available within
nections must be established quickly. 200ms of thefirst arrival of a public safety vehicleto the
scene.

The system should recognize units/devices asthey enter | NA

the on-scene location.

The controllers must authenticate and authorize the units/ | NA

. devices with little or no interaction by practitioners.
Section 5.3.1.2 yP

The controllers must authenticate the users for access
control and data auditing.

The controller in this context can be manual administra-
tion or automated through a pre-programmed mecha-
nism.

The network must allow priorities based upon the user NA
and service/application required.
Video captured on any device must be capable of render- | NA

ing still images of acceptable quality.

The system must be capabl e of recognizing units/devices
within a specified/defined geographic area.

For example, an incident commander designates that
anyone who enters a defined area will be automatically
sent a message pertaining to that area.
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532 Availability

5.3.2.1 Resilienceto hostile RF environments

Matrix 30. Availability Feature Requirements 1

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.3.2.1

The communications system must be able to continue to
operatewithin the parameters set forth in Section 5.3.1
in harsh/hostile RF environments.

The communications system must be capable of operat-
ing in an environment where the received signal level is
less than -150dBm.

5.3.2.2 Temporal availability

Matrix 31. Availability Feature Requirements 2

SoR Section Requirement # Qualitative Requirement Description Additional Information
Define temporal availability within the context of the TBD
Section 5.3.2.2 public safety communications system.
Define a method to measure temporal availability. TBD
5.3.2.3 Spatial Availability
Matrix 32. Availability Feature Requirements 3
SoR Section Requirement # Qualitative Requirement Description Additional Information
_ Define spatial availability within the context of thepub- | TBD
Section 5.3.2.3 lic safety communications infrastructure.
Define the method to measure spatial availability. TBD
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5.3.2.4 Administrative Logging requirements

Matrix 33. Availability Feature Requirements 4

SoR Section Requirement # Qualitative Requirement Description Additional Information
The communications system must be able to log device NA
failure, including details, such as model, serial number,
hardware and software version, etc.

The communications system must be ableto log thetime | NA

an outage started.

The communications system or system administrator NA

. must be able to log the time an outage was recognized.

Section 5.3.2.4 9 - 9

The communications system must be ableto log thetime | NA

the cause was diagnosed.

The communications system must be ableto log thetime | NA

the solution was implemented.

The communications system must be ableto log thetime | NA

the system was restored to full functionality.

The communications system must be able to determine NA

whether the failure was partial or full.

The communications system must be capable of main- NA

taining arecord of communications events both locally
when access to the wide areais not possible and on the
wide area network when available.
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5.3.3 Réliability

Matrix 34. Reliability Feature Requirements

SoR Section

Requirement #

Qualitative Requirement Description

Additional Infor mation

Section 5.3.3

The dependability of the system will be defined as the
percent of packets delivered within arequired limit of
time on the first try.

NA

Define the minimum dependability within the context of
the public safety communications system.

The minimum dependability of the system will be 99.999
percent.

5.3.4 Survivability

Matrix 35. Survivability Feature Requirements

SoR Section

Requirement #

Qualitative Requirement Description

Additional I nformation

Section 5.3.4

The system architecture will be such that there are no sin-
gle points of failure.

NA

The system will be capable of detecting link/device fail-
ures and other network performance issues and reconfig-
uring communications paths to maintain performance.

NA

If there is no infrastructure avail able, the communica-
tions objectsthat arrive on an incident must be capabl e of
automatically setting up and configuring an ad hoc com-
munications network.

This requirement implies that in the absence of infra-
structure, communications devices will be capable of
“becoming” the infrastructure in an ad hoc fashion. This
will enable first responders to communicate in the
absence of traditional fixed infrastructure.

Some form of self healing will be available in the net-
work.

For example, given a situation where traffic is flowing
through a particular tower dueto it being part of the “ best
path” to adestination, and that tower fails, the network
will retain the knowledge of devices using that tower per-
sistent until anew routeis discovered from source to des-
tination.

March 10, 2004

The SAFECOM Program - Department of Homeland Security

Version 1.0

83




SAFECOM
5. - Wireless Communications Functional Requirements PSWC&I| Statement of Requirements
5.3.5 Restorability

Matrix 36. Restorability Feature Requirements

SoR Section Requirement # Qualitative Requirement Description Additional Information
1 The system will have a maximum amount of time The maximum amount of time required for restoration or
required for restoration or replacement of critical compo- | replacement will be 4 hours or less from failure detec-
Section 5.3.5 nents of communications system infrastructure. tion.
2 A local parts depot will be setup and managed whererea- | TBD
sonable to decrease the overall mean timeto repair.
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Appendix A.  Glossary and Acronyms

ACN-Automatic Call Notification
ACS-American College of Surgeons
ATF-Bureau of Alcohol, Tobacco and Firearms
AVL-Automatic Vehicle Location

Access control: Both the public safety users as well as the public safety user's device(s) must be
authenticated before they are given access to network resources.

Attack detection and prevention: The communications networks must be resistant to jamming;
they must be capable of passive/active attack monitoring and defense deployment; they must be
ableto geo-locate the source of an attack; and, they must be capable of monitoring of all functional
aspects by authorized users/devices

Authorization: Once a user has been granted access to the system, the services and information
that the user has access to will be determined by that users authorization level.

CAD-Computer Aided Dispatch
CBR& E-Chemical, Biological, Radiological, and Explosive

CERT-Community Emergency Response Teams:. Trained civilian volunteer auxiliary responders
that assist victims and provide support for professional responders during a major disaster.

DFFP-Department of Forestry and Fire Protection

DMAT-Disaster Medical Assistance Teams. A mobile medical field unit staffed and equipped to
treat large numbers of injured.

DOT - Department of Transportation

Data security: The communication networks must not allow unauthorized interception of
communications or information; they must not allow communications replay attacks; and, they
must have non-repudiation capabilities to ensure evidence in the event of a dispute.

Day-to-day: Routine or day-to-day operations fit ageneral normal structure for the public safety
personnel and should not tax their ability to deal with communications processes and procedures.
Many of these operations may be strictly within the discipline or agency with no communications
interoperability requirementswith other disciplinesor agenciesat all. However, asdescribed in the
PSWAC Final Report, day-to-day operations can include the need for city law enforcement
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personnel to communicate with their county law enforcement personnel and viceversa. The ability
to communicate minimizes the need for dispatcher-to-dispatcher interaction in the exchange of
information among unitsin the field. Day-to-day operations can also include task force operations
to carry out a specific mission, such as a DUI (Driving Under the Influence) stake-out, where the
communicationsare within the agency and do not requireinteroperability with other agencies. Also
on aday-to-day basis, an agency (such asonefiredistrict) can provide mutual aid to another agency
(asecond fire district) while the first agency covers an emergency. Thisform of mutual aid is
different than the mutual aid interoperability discussed below.

EM S2-Emergency Medical Services Event Management System: A database containing
information on the real -time status of emergency medical personnel, resources, hospital's, and
patientsthat is accessible by command personnel, authorized responders, health carefacilities, and
SO on.

EMT-P-Emergency Medical Technician-Paramedic

EOC-Emergency Operations Center

Extended Area Network (EAN): Jurisdiction Area Networks that are linked with county,
regional, state, and national systems or extended area networks (EAN).

FBI-Federal Bureau of Investigation

FEM A-Federal Emergency Management Agency

GPS-Global Positioning System

HAZMAT - Hazardous Materials

HI1PAA-Health Insurance Portability and Accountability Act

| AF1 S-Integrated Automated Fingerprint Identification System

| C - Incident Command or Incident Commander

I DENT-Immigration and Customs Enforcement Automated Biometric Identification System
IR-Infrared

| ST-Incident Support Team: Provides support to US& R teams with tasking, material, and
coordination. US& R teams are task forces equipped with the necessary tools and equipment and
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the required skills and techniques for the search, rescue, and medical care of victims of structural
collapse.

| TS-Intelligent Transportation System

Incident AreaNetwork (IAN): Anincident areanetwork (IAN) isanetwork created for aspecific
incident. This network istemporary in nature.

Incident command structure: The communications systems must support the agency's incident
command policies.

I nter active data communications: These communications will provide practitioners with maps,
floor plans, video scenes, etc., during an emergency. In the context of the type of communications,
interactive meansthat thereisaquery made and aresponse provided. The query and response need
not beinitiated by a practitioner and can include automated queries/responses. Commanders,
supervisors, medical staff, etc., can make more intelligent decisions more efficiently with data
from field personnel. Similarly, personnel entering a burning building armed with information
about the building, such as contents, locations of stairwells, hallways, etc., can also perform their
duties better.

I nter active voice communications. Communications between public safety practitioners and
their supervisors, dispatchers, members of the task force, etc., that require immediate and high
quality response, with much higher performance demands than those required by commercial users
of wireless communications. Commands, instructions, advice, and information are exchanged that
often result in life and health situations for public safety practitioners, as well as for the public.

JABS-Joint Automated Booking System
JIC-Joint Information Center
Jurisdiction Area Network (JAN): The JAN isthe main communications network for first

responders. It isresponsible for all non-IAN voice and datatraffic. It handlesany AN traffic that
needs access to the general network, as well as providing the connectivity to the EAN.

L AN-local area network

MCC - Mobile Commander Center
M CT-Mobile Computing Terminal
M SO-Mobile Switching Office

Multicast: Occurs when one device sends data across the network to multiple devices; however,
depending on the multicast protocol, only nodes that are on the path from the originating deviceto
the receiving device receive and forward the data.
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Mutual aid: This mode describes those major events with large numbers of agencies involved,
including agencies from remote locations. Their communications are not usually well planned or
rehearsed. The communications must allow the individual agencies carry out their missions at the
event, but follow the command and control structure appropriate to coordinate the many agencies
involved with the event.

NAWAS-National Warning System

NCIC-Nationa Crime Information Center

NIM S-National Incident Management System

NIRSC-National Incident Radio Support Cache

NPST C-Nationa Public Safety Telecommunications Council

Non-interactive data communications. A one-way stream of data, such as the monitoring of
firefighter biometrics and location, which greatly increases the safety of the practitioners. This
form of communications also makes the command and control requirements easier when the
commander is aware of the condition and location of the on-scene personnel.

Non-inter active voice communications. These communications occur when a dispatcher or
supervisor aerts members of a group about emergency situations and/or to share information. In

many cases, the non-interactive voice communications have the same mission-critical needsasthe
interactive service.

OEM-Office of Emergency Management

P1O - Public Information Officer
PSAP-Public Safety Answering Point: The answering center for 9-1-1 calls.

PSCD-Public Safety Communications Devices. A term devel oped for the public saf ety operational
scenarios, the PSCD is a portable (handheld or wearable) wireless communications device.

PSTN-Public Switched Telephone Network: The public telephone system.
PSWAC-Public Safety Wireless Advisory Committee

Personal Area Network (PAN): A first responder is equipped with wireless devices used to
monitor the first responder's physical location, pulse rate, breathing rate, oxygen tank status, as
well asdevicesfor hazardous gases detection and voice communications. Thedevicesareall linked
wirelessly on a personal area network (PAN) controlled by the first responder's communications
device.
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Privacy: The communications systems must allow only intended and authorized recipientsto hear/
see/read/modify information as well as follow national and state policies (e.g., Health Insurance
Portability and Accountability Act-HIPAA).

RACES-Radio Amateur Civil Emergency Service

Reverse 9-1-1: REVERSE 911 ® isaMicrosoft Windows ® -based program that uses a patented
combination of database and GI S technologies that can target a precise geographic area and
saturate it with thousands of calls per hour. The software can also create alist of individuals with
common characteristics (such asaNeighborhood Crime Watch group or emergency personnel) and
contact them rapidly whenever necessary.

SNS-Strategic National Stockpiles

System administration of users. The communications systems must allow authorized system
administrators as well as incident and branch commanders to establish user profiles for network
access and usage, depending upon the role that the public safety user is asked to satisfy during an
incident.

Task force: This mode defines a cooperative effort between specific agencies with extensive pre-
planning and practice of the operation. Asthe PSWAC Fina Report indicates, the communications
tends to be at close range and the traffic requires rapid or immediate response times. In today's
environment, task forces, such as aterrorism task force, may cover a broad regional area and not
operate exclusively at close range. These operations present additional challenges.

Temporary network: JANsand EANs are networksthat exist at all timeswhereasthe IANs are
created on temporary basisto serve aparticular purpose, such asan incident and then are dissolved.
The nature of the AN is such that it may not reach all areas of an incident. In such cases, the user
would either connect to the JAN, or create atemporary network to extend the IAN to the area not
covered.

US& R-Urban Sear ch and Rescue: A task force equipped with necessary toolsand equipment and
the required skills and techniques for the search, rescue, and medical care of victims of structural
collapse.

User/User group: Public safety personnel and resourcesthat are recognized by the system to share
communications and information. Thisimpliesthat traffic related to this user group only traverses
the portion of the network necessary to reach all membersof particular user group. Each user group
can be a permanent unit or atemporary unit created by an authorized user for a particular task.

User identification and location: The communications systems must provide user identification to
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others during communications and when required, must provide user geo-location information to
incident commanders and other authorized resources.

Department of Homeland Security (Project Safecom)
Version 1.0
March 10, 2004 90



SAFECOM
PSWC&I| Statement of Requirements Appendix B. - SAFECOM-AGILE-NIST Summit

Appendix B. SAFECOM-AGILE-NIST Summit

SAFECOM-AGILE-NIST - Summit on I nteroperable Communications for Public Safety

The Summit on Interoperable Communications for Public Safety, held at the National Institute of
Standards and Technology (NIST) in Gaithersburg, Maryland, on June 26 and 27, 2003, was ajoint
effort between NIST, the Department of Homeland Security's Science and Technology (S&T)
Directorate, the SAFECOM Program, and the National Institute of Justice's AGILE Program. The
summit brought together a variety of programs that were created to assist public safety
practitioners, including the first responders.

This summit was restricted to federal agencies and national, state, and local organizations with
responsibility for first responder communications.

The summit was the initial step in familiarizing key interoperability players with the work being
done by others so that mutually beneficial coordination and collaboration among the various
technical programs could be established. The summit also provided insight into where additional
federal resources might be warranted and has hel ped stakehol ders maximize the limited resources
that are available across all government levels by leveraging program successes and devel oping
standards, approaches, products, and services for the benefit of all.

The information resulting from the summit may prove to be significant in helping to formulate a
coordinated approach or approaches toward nationwide communicationsinteroperability. Some of
the information developed by the summit participants included alist of system capabilities that
were considered essential by the participants for wireless voice, wireless data, and information
systems. The List of System Capabilities follows.
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Appendix B.1 Wireless Voice Capabilities

1 Communi cations Regardless of Technologies, Infrastructures, and Frequency Bands

Ability for usersto transparently communicate, as authorized, among multiple agencies/
jurisdictions some of which may use different technologies, infrastructures and/or frequency bands
regardless of system. Includes the transitioning between commercia systems and private LMR
systems.

2. Communication with Own Jurisdiction

Ability to communicate with members of own agency/jurisdiction while using the infrastructure of
another agency/jurisdiction.

3. Communication with Other Jurisdictions

Ability to communicate with other agencies/jurisdictions using the infrastructure of that agency/
jurisdiction.

4, One-to-One Communications

Ability for usersto transparently communicate, as authorized, with members of other agencies/
jurisdictions on a unit-to-unit (one-to-one) basis.

5. One-to-Many Communications

Ability for users to transparently communicate, as authorized, with members of other agencies/
jurisdictions on a unit-to-group (one-to-many) basis.

6. Communications Outside Wireless Infrastructure Coverage

Provide direct communications (talk around) between user radios where wireless infrastructure is
unable to support communications (such in some rural areas, underground parking garages,
tunnels, and inside some buildings).

7. Jurisdictional Signal Coverage

Provide jurisdictional-wide signal coverage to system users; optionally, provide ways to enhance
or improve jurisdictional coverage into rural areas, underground parking garages, tunnels, and
inside buildings that are usually not sufficiently covered.

8. | dentification and Authorization

Ability to initiate wireless voice communications by requiring the user to enter (on his’her radio)
auser identification that authenticates and validates the user and loads the user's profile. This
profile defines talk groups for the user and completes all radio network administration for the
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user’ s voice communications with other members of the user’ s agency/jurisdiction and with other
agencied/jurisdictions, as authorized.

9. Priority Levelsfor Access and System Use

Ability of the agency/jurisdiction to administer the priority for voice communications of particular
users and particular public safety applications (such as task force operations, incidents, etc.).

10. Emergency Voice Communication

Ability to communicate an emergency voice message (e.g. after pressing a panic button) that has
priority over other voice communications.

11. Emergency Signal

Ability to broadcast an emergency signal (e.g. viaa panic button) that has priority over other
communications.

12. Secure Communications

Ability to have secure (encrypted) voice communications to fit users’ environment and which
satisfies applicable laws, regulations, policies of the agencies and jurisdictions of the users.

13.  System Administration

Ability to effectively initiate and sustain flexible and dynamic system administration for purposes
of multi-agency interoperability, including administration of talk groups, encryption key
management, emergency alerts, networks, and channels for mutual aid.

14. Remotely Re-Program User Radios

Ability to remotely (over-the-air) re-program aradio’s parameters (i.e., frequency channels, talk
groups, squelch control, encryption keys, etc.) and/or modify functionality (e.g., encryption
algorithms, waveforms, etc.)

15. Resilient Operations

Ability to sustain resilient operations including tolerance to individual system failures, redundant
coverage from adjacent sites, resistance to impact of catastrophic events, etc.

16. Reliable System Performance

Ability to maintain reliable system performance over disparate interconnected systems.
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Appendix B.2 Wireless Data Capabilities

17. On-scene Wireless Data Networks

Ability to quickly and transparently establish and maintain on-scene wireless data networks (e.g.,
on-scene to include in-building).

18.  On-scene Exchange of Data
Ability of on-scene personnel to transparently exchange data.
19. High-Speed Data Transfer

Capability of high-speed data transfer with ability to sustain performance at network
interconnections.

20. Communication with Own Jurisdiction

Ability to exchange data with members of own agency/jurisdiction while using the infrastructure
of another agency/jurisdiction.

21. Communication with Other Jurisdictions

Ability to exchange data with members of other agencies/jurisdictions using the infrastructure of
that agency/jurisdiction.

22.  Sensor Networks
Ability to exchange datainvolving sensors (e.g., biometric, environmental, personnel location).
23. | dentification and Authorization

Ability to initiate wireless data communications by requiring the user to enter (on his/her terminal/
radio) auser identification that authenticates and validatesthe user and loadsthe user'sprofile. This
profile defines data resource capabilities for the user and completes all radio network
administration for the user’ s data communications with other members of the user’ s agency/
jurisdiction and with other agencies/jurisdictions, as previously authorized.

24.  System Administration

Flexible and dynamic system administration (includes administration of wireless data networks,
adding users, giving permissions).

25. Data Security
Ability to ensure secure exchange of information.
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26. Information Protection
Ability to protect information according to applicable laws and statutes.
27. Resilient Operations

Ability to sustain resilient operations including tolerance to individual system failures, redundant
coverage from adjacent sites, resistance to impact of catastrophic events, etc.

28. Reliable System Performance

Ability to maintain reliable system performance over disparate interconnected systems.
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Appendix B.3 Information Systems Capabilities

29. Rapid Information Source Access

Ability to provide the exchange of information in atimely fashion to support critical decision
points from both field and base locations, including but not limited to information regarding
identification (photos, fingerprints, etc.) and activity (criminal history, wants/warrants, reporting/
contact history, CAD info, building diagrams, building sensors, transportation info, etc.).

30.  Query/Access Multiple Data Sources with One Request

Ability to query/access multiple data sources using one request that is routed to multiple entities
simultaneousdly.

31.  “Enter Once— Reuse Forever” Approach to Data Gathering

Ability to enter validated information once, then share and reuse that information among
authorized entities.

32. Data Exchange with Computer-Aided Dispatch

Ability to exchange information with Computer-Aided Dispatch (CAD) and Record Management
Systems (RMS).

33. Data Accessto Logistical Resource Information

Capability to obtain logistical resource information on all personnel and equipment responding to
an incident.

34. Emergency Notifications
Ability to broadcast critical information by means such as text messaging to multiple organizations
35. Formatting

Ability to effectively and efficiently exchange data between agencies/jurisdictions (e.g., by
employing common data representation structures and exchange formats and protocols).

36.  Open Source Formatting

Ability to effectively and efficiently exchange data between agenciedjurisdictions, e.g., by
encouraging open source format.

37. Data Security

Capability of maintaining the security requirements of any entity within a broader security
framework.
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38. Field Image Capture and Distribution

Capability of field image capture and distribution

39. Data Access to Background Information Sources

Ability to access information related to hazardous materials, water sources, floor and building
plans, fire pre-plans, utility maps, weather forecasts, topographic terrain, transportation, and other
background data to support public safety incident management.

40.  DataAccessto Medical Information

Ability to manage medical information.

41. Data Accessto Legal Information

Ability to access legal information such as investigation/litigation records, court scheduling
records, disposition data and charge data.
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Appendix C.  Operational Scenarios

This section includes operational scenarios that have been outlined to provide aview of future
public safety communications. These scenarios describe credible, realistic incidents, activities, and
responsesthat involve public saf ety agenciesand personnel. Whilerecognizing that these scenarios
do not cover the infinite number of possible activities and situations, this collection provides a
comprehensive vision of the future of public safety communications.

The scenariosin this section are designed to demonstrate increasingly complex situations. Thefirst
three scenarios include detailed descriptions of the voice and data communications used in
fundamental, daily operations. These scenarios include:

* A traffic stop (law enforcement)
( See Appendix C.1 * Scenario: Traffic Sop” on page 100.)

* A housefire (fire)
( See Appendix C.2 “ Scenario: House Fire” on page 105.)

* Emergency medical situations (EMS)
( See Appendix C.3 “ Scenario: Emergency Medical Services” on page 111.)

The next two scenarios reflect the interaction of multiple servicesin alocal area:

* A pre-planned event (college football game)
( See Appendix C.4 “ Scenario: College Football Game” on page 122.)

* Aterrorist car bomb
( See Appendix C.5* Scenario: Terrorist Car Bomb” on page 129.)

The final two scenarios represent large-scale regiona events:

* A hurricane
( See Appendix C.6 “ Scenario: Hurricane” on page 149.)

e An earthquake
( See Appendix C.7 “ Scenario: Earthquake” on page 152.)

As the scenarios become more complex, details are assumed and not explicitly defined in the
scenario. Each scenario begins with an Outline of the hypothetical event, followed by the
Narrative, which explainsin detail the events of the scenario in chronological order with time
stamps. The focusis on those aspects of the scenarios that impact communications, activities that
do not impact communications are not described or described only briefly. The Narrative is
followed by a Transmission History Table, which describes step-by-step the communication
events that occur during the scenario. The level of detail included in the Transmission History
Table varies, based on the level of detail of the scenario itself, but it generally includes alist of all
of the types of communications occurring during the scenario. In many cases, the information in
the Transmission Tables describes the creation or dissolution of a user group. While active, there
are numerous individual transmissions that are not enumerated; rather, a relative measure of the
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amount of traffic is provided-from low to very high-to indicate the relative loading the
transmissions place on the communications infrastructure.

Appendix C.1 Scenario: Traffic Stop
Appendix C.1.1 Outline

1. Scenario initiation: Officer spotstraffic violation.

2. Officer runs plates and pulls car over; officer receives owner info and picture.

3. Officer requests license & registration; driver does not provide. Officer matches info
provided by driver to alias returned by license plate check.

4 Officer spots evidence of drugs, requests assistance.

5. Officer searches vehicles, finds drugs, places driver under arrest

6 Officer takes afield one-print fingerprint.

7. Transport unit transports driver to thejail.

8. Officer completes preliminary form suspect and vehicle information.

9. Suspect booked into jail.

10.  Tow truck removes vehicle, officer completes report and updates the state motor vehicle
database to update vehicle status as “towed/stored” .

11.  Officer completes arrest forms.

12.  Officer closesincident, resumes patrol.

Appendix C.1.2 Narrative

This scenario includes a“simple” activity, in which an officer on routine patrol observes atraffic
violation, pulls the car over, and observes drugs in the vehicle, resulting in an arrest. Throughout
this scenario only the voice communications relevant to the scenario are identified; however, the
officersinvolved in this scenario are listening to voice communications involving other officers
responding to other incidents.

11:00 PM
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An officer with the Liberty County Sheriff's Department is on routine traffic patrol (single
officer in the car) one evening when he observes a car that runs through ared light at the
intersection of Routes 19 and 52. The officer presses the “Vehicle Stop” button on his

vehicle's computing device!, which sends a message to dispatch; the location information
of the officer's car is aso transmitted. The video camera on the officer's dashboard, which
is continually recording to atemporary buffer, stores the current buffer of data and begins
recording video captured by the camera onto a storage device in the vehicle. Pressing the
“Vehicle Stop” button also resultsin the auto-capturing of the license number of thevehicle
being stopped from a frame taken from the video camera on the officer's dashboard. The
license plate number is entered into a query that is automatically sent to obtain vehicle
registration, stolen vehicle, and wants/warrants information. The dispatcher “voices back”
the vehicle stop for other unitsin the area, and the in-vehicle display for all units on patrol
shows atraffic stop icon at that location on a geographic information display.

The vehicle pulls over and stops. Before leaving his vehicle, the State Motor Vehicle
Registration, Stolen Vehicle, and Wants/Warrants systems return their information to the
officer's computing device; the return information provides information about and picture
of the registered owner, which indicates (both on the computing device screen and with an
audio signal) that there are no Wants/Warrants.

11:05 PM

3.

The officer then switches the camera to begin transmitting real-time video to dispatch in
addition to recording the video in the car. (The dispatcher brings up adisplay in a portion
of her console and glances occasionally at it while continuing to perform her duties.) The
officer approaches the car and notes that there is a single occupant, the driver. The officer
requests driver's license and registration, but the driver does not provide documentation.
However, the officer notes that the name and DOB given by the driver matches one of the
aliases returned by the license plate check, and the driver's license picture associated with
the registered owner resembles that of the driver of the vehicle. The officer queries the
criminal history database for information about the driver and receives a response that the
individual has previously been arrested for drug possession.

11:10 PM

4.

While obtaining the information from the driver, the officer observes what he believesto
be the remains of marijuana cigarettes in the ashtray. The officer then contacts dispatch to
request a backup unit. The dispatcher enters the “dispatch backup” command for the
incident on her dispatch terminal and the Computer Assisted Dispatch (CAD) system
recommends the dispatch of the closest unit based upon automated vehicle location (AVL)
information provided by the vehicles on patrol and known road and traffic conditions. The
dispatcher glances at the console map to confirm the recommendation and presses the key
to confirm the CAD recommendation. The dispatch of the backup unit is transmitted

101

L This scenario assumes that the officer has some type of portable computing device that can be carried with
him outside of the patrol car. Such adevice could be sufficiently powerful to encompass the functionality of
today's mobile computers or a combination of a small portable device that can be synchronized with a more
powerful computing device in the patrol car. Inthelatter case, any critical dataisrouted to both thein-car and
the portable device.
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electronically to terminalsin that vehicle, aswell asto other nearby units and the area
supervisor's car for informational purposes. The backup officer acknowledges and avoice
link is established to the on-scene officer to confirm location and circumstances as needed.

11:15PM

5.

The supervisor brings up the real-time video of the event and briefly observesthe situation;
once satisfied that the situation isunder control and being properly handled, the supervisor
terminates the video and continues previous tasks. The backup unit arrives on scene. The
driver gets out of the car. The backup officer watches the driver while the responding
officer searches the car. The original officer finds a number of bags of awhite substance
that appears to be cocaine. The original officer then places the driver under arrest and
restrains him with handcuffs equipped with an RF 1D tag. The RF ID tagislater loaded with
the officer'sidentity code, the nature of the crime, and a case number. The original officer
radios dispatch to request a transport vehicle. The unit is dispatched and is linked to the
original officer to communicate and obtain information as needed.

The original officer takes a fingerprint of the driver! and forwards it to the state database.
There is amatch on the database and the information provided from the name/DOB check
is confirmed.

11:25 PM

7.

The transport unit arrives. The transport unit computing device downloads relevant case
information from the original officer's computing device for the transport officer's report
and the car driver istransported to the jail. The backup unit departs the scene and resumes
patrol.

The original officer radios dispatch to request atow truck to tow the vehicle to be
impounded. The original officer takes photo images of the suspect's car and the suspected
drugs, and collectsthe evidence. He conductsfield tests of the substances and confirmsthat
the suspected drugs are cocaine. He places RF ID tags on all evidence bags. The original
officer completes preliminary suspect and vehicle information on the crime to
automatically populate a Tow Report and Inventory forms and the jail booking form. This
information is transmitted electronically to the Sheriff's Central Records System.

11:40 PM

0.

Thetransport officersarriveat thejail located in Central City. The officersbring the suspect
in for booking. The booking officer queries the suspects RF ID tag on the handcuffsto
begin the booking record, which is automatically populated from the information
previously sent to the Central Records System. Information on the handcuff RF ID tag is
cloned to awrist band that is then affixed to the suspect after the handcuffs are removed.

11:55 PM

L This scenario assumesthat fi ngerprints are still the preferred biometric identifier. Other identifiers could be
used if and when the technology matures for them to be used routinely for identification
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10.

The tow truck arrives at the scene and devices are authenticated, and the Tow Report is
transmitted electronically to the tow truck driver. The tow truck driver reviews the Tow
Report with the associated officer code and case number and adds his electronic signature.
The officer then continues to work on the arrest report, adding a narrative section
describing the events, along with descriptions of the confiscated property, and associated
arrest information. The officer also updates the state motor vehicle database to update
vehicle status as “towed/stored” .

12:45 AM

11.

The officer completes the arrest report in electronic form. The report is transmitted to the
shift supervisor located at the Sheriff's Department headquarters. The supervisor notes one
deficiency in the report and transmits it back to the officer. The officer corrects the report
and transmitsit back to the supervisor. The supervisor electronically signs off on the report

and forwards it to records and to the District Attorney's office.

1:00 AM

12.  Theofficer clearstheincident on his computing device, which automatically shuts off the
video camera, and resumes patrol.

Appendix C.1.3 Transmission History

There are severa specific transmissions in the following table, such as acknowledgements and
notificationsthat are assumed in the narrative section. Security Indicates whether the transmission
is secured (S) or unsecured (U).

Time ID Dispatch Police Xmission Type Security
23:00 AVL (continuous) Binary S
23:00 al Acknowledge & voiceoverto | Notify dispatch following Binary Bin. S Voice: U
other units vehicle
23:00 a2 Automatic query for registra- Binary U
tion information, stolen vehi-
cle, wants/warrants
23:00 bl License plate/stolen vehicle/ Binary and image S
wants and warrants checks,
license picture of registered
owner
23:05 cl Cameraturned on Streaming video S
23:05 c2 Previous arrest info Criminal history check Binary S
23:10 dl Acknowledge Requests assistance from dis- | Voice U
patch
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Time ID Dispatch Police Xmission Type Security
23:10 d2 Dispatches backup Binary
23:10 d3 Backup acknowledges, con- Voice

tinuing conversation with
officer on scene
23:15 el Supervisor views video Video
23:15 e2 Acknowledge Officer requeststransport unit | Voice
from dispatch
23:15 e3 Dispatches transport Binary
23:15 6 Transport acknowledges, con- | Voice
tinuing conversation with
officers on scene
23:15 f1l Biometric transmitted Binary
23:25 f2 Receive confirmation on sus- Binary
pect identity
23:25 gl Acknowledge Transport notifies dispatch Binary or Voice
with status upon arriving at
scene
23:25 g2 Transport officer's comput- Binary
ing device downloads case
information from original
officer's computing device
and handcuff RF ID tag
23:25 g3 Acknowledge Backup radios dispatch that Voice
heisresuming patrol
23:25 hl Completes preliminary sus- Binary
pect and vehicle information
and sends to Sheriff's Dept.
Records System
23:40 il Booking officer at jall Binary
requests arrest report infor-
mation from suspect's RF ID
tag and Central Records Sys-
tem
23:55 j1 Tow Report transmitted to Binary
tow truck.
23:55 j2 Tow truck operator's elec- Binary
tronic signature attached to
electronic copy of report on
original officer's computing
device
23:55 i3 Transmit tow report Binary
23:55 j4 Update motor vehicle data- Binary
base
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Time ID Dispatch Police Xmission Type Security
12:45 k1 Officer transmits report to Binary S
supervisor
12:50 k2 Supervisor returns report to Binary S
address deficiency
12:55 k3 Officer transmits report to Binary S
supervisor
1:00 11 Acknowledge Officer notifies dispatch that Binary or Voice U
incident closed
Table 29. Transmission History Traffic Stop Scenario
Appendix C.2 Scenario: House Fire
Appendix C.2.1 Outline
1 Scenario initiation: A call to 911 from woman claiming her houseis on fire.
2. Dispatch assigns units to house fire
3. Several units respond
4. CAD System recommends additional units
5. Dispatch pages units
6. Police are Dispatched
7. Additional unit respond
8. 1st unit enters neighborhood
0. Dispatch arrives and describes scene
10. Power Company vehicleis requested
11.  Additional Unitsarrive and are assigned
12.  Gas Company vehicle is requested
13. Unit arrives and is tasked with stageing fire
14. Power cutoff being confirmed
15.  Another Unit arrives
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16. People out of structure confirmation

17. Units begin fighting fire

18.  Additional unitsarrive

19.  Water problems

20.  Command tells people to get out of structure

21. Units fighting fire from rear

22.  Water department is requested

23. Fighting Fire on 2nd floor

24, House is surrounded and being fought

25.  Water challenges

26. Ladder Pipe knocking down fire and re-entry is considered
27. Roof and Ladder Pipe Status

28.  Air challenges addressed

29.  Visual requested by Command

30. Ladder pipe has been effective and people are going to be re-entering
31.  Unit enters from front

32.  Unit entersfrom rear

33. Fan requested to blow out smoke

34. 4 unitsin house but staying away from structural hazards
35.  Getting personal Items for family

Appendix C.2.2 Narrative

This scenario includes a 2 story house fire. Multiple units areinvolved and several challenges are
addressed.

00:12:11
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1 A woman calls 911 screaming that her house is on fire. All occupants are out of the
residence. Dispatch captures the information in Computer Assisted Dispatch (CAD)
system.

00:12:24

2. Dispatch types in the address of the residence and it provides alist of unitsthat arein the
vicinity including their location and travel distances. The systems assigns several unitsto
the house fire including: 3 engines (E46, E43, E38), 2 battalion commanders (BC7,
BC281), 1 ladder truck (L43), 1 Rescue/Ambulance Vehicle (R43). The system also
displays capahilities of each unit.

00:12:52

3. Fire engines (E38 and E46) aswell as Battalion commander (BC7) respond that they arein
route with lights and siren via their communication device. The roster of people with the
unit is automatically transmitted.

00:13:17

4, The CAD system recommends the dispatch of additional units including: Fire Engine
(E284), Utility truck (U29), Alternate Response Vehicle (AR12), Rehab Vehicle (RH3)
and notifies them.

5. Dispatch pages al units that have not responded as well as a Public Information Officer.
00:13:22
6. A police unit (PHXP2) is dispatched viathe Computer Assisted Dispatch (CAD) system.
00:13:34

7. Latter truck (L43), Fire engine (E43) Utility vehicle (U29) and Battalion commander
(BC281) responds in route with lights and siren as well as a Rescue/Ambulance Vehicle
(R43) Rehab Vehicle (RH3) and aresponds in route. Alternate Response Vehicle (AR12)
responds in route their communication device. The roster of people with the unit is
automatically transmitted.

00:21:25

8. Having been guided to the scene by GPS, Fire Engine (E46) broadcasts that they have
entered into the gated community of the house and confirms their status viatheir
communication device.

00:21:54

0. Battalion Commander (BC7) broadcasts viaradio that they are On-Scene and confirms
thelir status via their communication device. The Battalion Commander aso provides
additional sceneinformation including video. It isalarge 2-story house with fire on the 1st
floor. Being the first officer on scene, the Battalion Commander assumes the role of
Incident Commander.
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00:21:54

10. Dispatch requests power company vehicle as aresult of a recommendation by the CAD
System

00:22:00

11. Ladder Truck (L3) and Rescue/Ambulance Vehicle (R43) broadcasts that they are On
Scene and confirms their status via their communication device. Battalion commander
(BC7) tells L43 to make sure everyone is out and then get water source. L43 locates
hydrants via electronic map on communication device.

00:22:33

12. Dispatch requests gas company vehicle as aresult of arecommendation by the CAD
System

00:23:21

13. Fire Engine (E43) broadcasts that they are staged a block away and confirms their status
with their communication device. The roster of people with the unit is automatically
transmitted and they are linked into the incident. Upon looking at the capabilities of E43
viathe Portable Command Unit, Command tells them to use to come on-scene so they can
“Stang thisthing”.

00:23:47

14.  Stang gun operation delayed while checking for power. Status is being conveyed viathe
Power Company's communication device that is now linked into the incident.

00:23:59

15. Fire Engine (E284) broadcasts that they are staged a block away and confirms their status
with their communication device. The roster of people with the unit is automatically
transmitted and they are linked into the incident.

00:24:06

16. Command looks to make sure that all people are out of structure viatheir electronic
locators. Defensivefire.

00:25:59

17.  Command tells Engine (E43) there is no room for 2nd supply line. Ladder Truck (L43)
broadcasts that they have water and Command looks for their position. He sees that they
areintherear of the house. Command asks (E43) to knock down most of firein Garage and
then make way to rear.

00:28:00
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18. Battalion commander (BC281), Rescue/Ambulance V ehicle (R38), and Fire Engine (E38)
broadcasts that they are staged a block away and confirms their status with their
communication device. The roster of people with the units are automatically transmitted
and they are linked into the incident. Pumper (P43) is hooking up to the hydrant.

00:29:00

19. Instructions given to vent from rear. Engine (E43) asks for line change. Pumper (P38)
broadcasts viatheir communication device INM that they are working on changing lineand
getting hydrant pumped. Ladder (L43) repeats urgent request for water to the rear of house
or house could be lost.

00:32:00

20.  Command tells respondersto stay out of structure until they get water and stay defensive.
An electronic page goes out to all incident responders telling them to pull out, account for
their group, and to go defensive.

00:34:40

21.  Command directs Pumper (P38) to get hydrant pumped and for Ladder Truck (L43) to get
water to their ladder and get it up and working. Engine (E38) is unable to vent from their
position and are directed via portable communication deviceto relieve Ladder (L43) inthe
rear where they can get more water.

00:35:00

22.  Thewater department isnotified and atechnician isassigned to the scene by dispatch. They
acknowledge viatheir communication device.

00:36:00

23. Engine (E38) isrelieving Ladder Truck (L43). Ladder Truck (L43) hasitsladder up andis
getting itswater pipe going. Fire has become heavy on the second floor. Engine (E46) isin
front of the house working toward the garage.

00:38:00

24.  Engine (E43) isready for reassignment. House is now surrounded. Ladder Pipe and multi
hand lines are in operation. The Ladder Pipe is providing a heavy amount of water to the
second floor.

00:39:00

25. Engine (E43) tells Pumper (P43) they are low on pressure. Utility Truck (U29) isnow On
Scene and confirmstheir status with their communication device. Theroster of peoplewith
the unit is automatically transmitted and they are linked into the incident

00:44:00
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26.  Command tells safety that Ladder Pipeisknocking down the fire well and needsfor safety
to check on unit positions and determine if re-entry is safe.Command also asks Rescue
(R43) to confirm that they have a hand linein their possession. Safety notices on their
Communication Devicethat many of the respondersare running low on air. Command asks
all unitsto check their air and rotate crews as much as possible in case they are able to re-
enter. Command asks L adder (L43) to report on roof, look for sagging and video if possible.

00:45:00

27.  Ladder Truck (L43) broadcasts that the roof isintact and Ladder Pipeis still operational.
Command observes first hand via video.

00:50:00

28.  Some crews state they arelow on air. Command requests Utility Vehicle to comein closer
and take care of the air. (AR12) arrives and confirmstheir status with their communication
device. Theroster of people with the unit is automatically transmitted and they are linked
into the incident.

29.  Command sees only smoke from Engine (E38)s Video and IR Camera. Command asks
Engine(E38)foraconfirmation.

00:54:00

30. Engine (E38) reports that there is nothing but smoke. Ladder Pipeis going al the way
through the house now and spraying responders through the other side. If that line is shut
down they can make their way inside. R38 is requested to come up and relieve crews with
ahand lines viatheir Communication Device.

00:57:00

3L Engine (E284) is making entry in the front and up the stairs and hitting hot spots. Their
location is being tracked by the GPS and they are using IR to look for hot spots.

32. From the Command Panel the Commander sees that Engine (E43) company is going
through front door and that (R38) isin rear with hand line waiting for Engine (E38). Once
they hear from Engine (E38) they will work in from rear checking for hot spots.

00:58:00
33.  Command request Ladder (L43), Truck (T43), to get fan and blow the house out.
01:09:00

34. Four Companies are now in the house but staying off the second floor because of potential
structure problems. Command has al so told them to stay out of the Garage areaal so because
the roof is burned through. Their location and biometrics are being tracked. They are

firetaping garage.
01:27:00
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35.  Companiesareexiting. Command asks Engine (E284), who arein the bedroom area, to find
some clothes and see if they see a purse and some glassesin ajewelry box for the owners.

Appendix C.3 Scenario: Emergency Medical Services
Appendix C.3.1 Outline

a Two person team (EMT-P and EMT) begins shift with EM S service in the village of

Bayport.
b. Crew follows up requests for non-emergency service calls.
C. EMT-P conducts home check of post-operative patient while EMT conducts free blood

pressure screening at local coffee shop.

d. EMT-P responds to request to check monitoring equipment in use by patient in area that
appears to be malfunctioning.

e EMT returns to health clinic and assists Physician’s Assistant in seeing patients.

f. A car accident signals an Automatic Call Notification (ACN) center which alertsthe EMS
dispatcher who dispatches the ambulance to the scene. Based on ACN information,
hospitals are alerted, second ambulance and extrication equipment are dispatched.

0. First ambulance arrives on scene, determines that single car crash was likely caused by
driver suffering a heart attack; passenger has open skull injury. Medevac helicopter
dispatched to scene.

h. Second ambulance and extrication equipment arrive on scene.

i Driver removed from vehicle placed in first ambulance and transported to hospital with
cardiac catheterization facility.

. Passenger removed from vehicle and placed in ambulance, transported to helicopter which
transports her to specialized Trauma Center.

k. Helicopter arrives at hospital.

Appendix C.3.2 Narrative

Thisscenario takes placein late autumn on Masland Island, acoastal island in Liberty County. The
island includes a State Park with public beaches, along with a mix of seasonal and year-round
residences. The Central City Hospital runs a health clinic in Bayport, staffed by a Physicians
Assistant. The Bayport Ambulance service staff support the physician’ s assistant when not on call.
Also key in this scenario: the Faith Hospital, which islocated in Central City, approximately 40
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miles from Bayport, has aregional Cardiac Care Center and has a cardiac catheterization
laboratory, and Central City Hospital which hasan ACS level 1 trauma center. Central City
Hospital also operates a medevac helicopter service called Med Flight-1.

Much of the information on the real-time status of respondersis maintained in a database referred
to as the Emergency Medica Services Event Management System (EMSEMS, or EMS2). This
system receives all data on EM S-relevant events in ageographic area. All EM S service providers
(non-transporting first responder units and ambulance services), hospital ERs, trauma center
coordinating staffs, specialty serviceresponders(e.g., helicopter EM S, extrication and other rescue
services) have EM S2 monitors which include a large map of their service area. EMS services,
hospitals and other resources are represented on the map, as are locations and status of EMS calls.
By selecting an icon, one can see the status of resources (e.g. level of providers on an ambulance)
and of events (e.g., location of ambulance call, patient information as available, destination).

6:00 AM

1. The two person crew (one EM T-Paramedic and one EMT) come on-duty for their 12 hour
shift. They begin by conducting vehicle and equipment checks. Once checks are completed,
they enter “available for call” into the EM S2 while in the ambulance.

6:30 AM

2. The crew checksthe Patient Scheduling Status on EM S2. There are two requests. Thefirst,
Dr. Smith, asurgeon in Central City, has requested a home check of a 75 year old female
post-op patient who has had awound infection. Dr. Smith has requested a video feed
showing the wound, and blood drawsto be picked up later at the clinic to be brought to the
Central City Hospital Laboratory. The EMT-P calls the patient to set up the visit and then
contacts Dr. Smith to confirm the visit, and then travels to the house in a Bayport EMS
“interceptor” vehicle (a non-transporting four wheel drive utility vehicle with lights and
siren). Meanwhile the EMT drives the ambulance to alocal coffee shop and conducts a
scheduled free blood pressure screenings. The nature of the calls/status of the crew (non-
emergency calls) are updated in the EMS2

7:00 AM

3. The EMT-P arrives at the patient's home, contacts Dr. Smith, and sets up the camerato
provide the video feed to show the wound. Dr. Smith, the patient, and the EMT-P converse
briefly on the patient's condition, the EM T-P rebandages the wound per Dr. Smith's
direction and draws the blood samples.

7:45 AM

4, The EMT-Ptravelsto the home of a60 year old male patient who is bedridden with acold,
but whose cardiologist at Faith Hospital has had him on a Holter monitor which is now
failing to send signals. Again the EMT-P updates status on the EMS2 to indicate that heis
responding to the entry in the Patient Scheduling Status, which automatically sends an
notification to the cardiologist of the patient’s condition.
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8:30 AM

5.

The EMT returns to the health clinic and begin to assist the physician's assistant in seeing
patients

8:40 AM

6.

113

County dispatch receives a call from an Automatic Crash Notification call center of an
airbag deployment on Rte 1-A 12 miles southwest of Bayport in Robert Hayward State
Park. The ACN operator is unable to establish contact with the occupants. The ACN data
feed indicates a 50 MPH head-on collision and roll-over, with two occupants. Thereisa
belted driver who remained in front seat and a passenger now in the back seat. Thereis 12"
engine incursion into the front area, and the roof is compressed 9" with possible
entrapment. The county dispatcher viewsadisplay of thelocation and status of ambulances
in the area from the EM S2 and the location of the crash site; the computer system assists
by calculating estimated traversal times for the various ambulances based on current
ambulance status, distance to crash site, road types, road conditions, and traffic conditions.
(Road and traffic information is also downloaded to the dispatched ambulance.) Based on
this information the Bayport ambulance crew is dispatched. Police and awrecker are also
dispatched.

The EMT-P and EMT agree on a meeting point. County dispatch dispatches a second
Bayport ambulance, as well asfire department extrication and manpower service. The
Bayport ambulance crew requests dispatch to contact Fisherville Hospital (which isthe
closest to the crash site and Bayport's local medical direction facility) and also to put the
Med Flight-1 helicopter and Central City Hospital Trauma Center on aert.

The EMT-P calls up the EMS2 and verifies the crash site on the map display on the
computing device in the ambulance, which also maps the route for the driver; a computer-
activated voice tells the driver what lane to be in and which turns to make. Asthe
ambulance approachestraffic lights along the route, the on-board signaling system changes
the lights to the ambulance's favor. The on-board system also interrogates the county's
transportation system for updates on road closures, blockages, train conflicts, or slow
traffic conditions to route the ambulance around impediments and provide the fastest route
to the crash site. The EM T-P requests additional information on the crash to verify the ACN
data and identifies a helicopter landing site in Robert Hayward State Park which isamile
from the crash scene. The EM S2 personnel information shows the status of the backup
ambulance, which has an EMT-level crew on board and that a Fisherville volunteer EMT-
Intermediate residing near the crash scene hears the radio traffic and is also responding.

At Central City Hospital Trauma Center, the Med Flight-1 crew and lead trauma nurse
check their EM S2 screen. The Bayport crash isindicated, but there is no information yet
reflecting patients' destinations. They check ACN dataand elect to start the helicopter. The
EM S2 also shows another vehicle crash in town with one of four patients coming to the
Trauma Center with an isolated long bone fracture. The EM S2 showstwo other ambulance
callsin the area (aworkplace accident and an overdose), both of which indicate the Central
City Hospital Trauma Center ER as their destination. Since these calls (along with the
patients already in the ER) will occupy currently available staff, the secondary traumateam
is paged and put on 15 minute alert. Each team member confirms receipt of the page and
the information is entered automatically into the EM S2.
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10.  Thetriage nurse at Fisherville Hospital checksthe EMS2 in response to an audible alarm
and notices the Bayport crash just as the ER secretary tells her of the call from Bayport
EM S alerting them. She accesses information concerning the Bayport EM S ambulance and
notes that two ambulances are responding, with one 10 minutes and one 15 minutes from
the scene. She also accesses the Central City Hospital Trauma Center status and notes that
the secondary Trauma Team has been put on aert and the Med Flight-1 helicopter is
prepared to head to the Bayport scene. She accesses personnel information on the EMS2
that showsthat the ED physician at the Fisherville Hospital isin the sleep room. She selects
automatic notification of the ED physician who responds (and the information is entered
into the EMS2).

11. En route, the ambulance, now with both crew members, notifies dispatch of extremely icy
road conditions and puts this information into the EM S2. The second ambulance and
responding fire vehicle crews hear their EM S2 alert and see the road condition warning
flash. Roads crews are dispatched to sand. The volunteer EMT responding in his own
vehicle receives averbal warning from dispatch on their communications devices.

9:00 AM

12.  TheBayport ambulancearriveswiththe EMT-Pand EMT partners. The EM T-P establishes
the safety of the scene by turning off the ignition, disconnecting the battery, and ensuring
that there isno leaking gasoline. Meanwhile the EMT begins entering information into the
EMS2. The EMT-P examinesthe patients and verifiesasinglevehiclecrashinto atreewith
roll-over. There are two patients, male (the driver) and femal e approximately 50 years ol d.
The male patient is semi-coherently responding to voice, has no visible injuries, and is
complaining of chest and shoulder pain. The EMT-P determines that there is no tenderness
to touch in the chest area and suspects cardiac pain. The female patient is trapped in the
back seat with doors pinned by a collapsed roof, is unresponsive but is breathing, and
appears to have an open head injury with possible skull fracture. The EMT-P requests
dispatch to alert the Central City Hospital Trauma Center and to request the Med Flight-1
helicopter. The Central City Hospital secondary traumateam is ordered to come into the
Trauma Center.

13. A communications net is established linking the EMT, EMT-P, and the Fisherville ED
physician. The physician reads EM S2’ Ts Cardiac Care Center and the Central City Trauma
Center ER physician, who are added to the temporary communications net. The EMT-P
does a pulse oximetry and capnograph readings, places the patient on oxygen, determines
history, administers aspirin, then immobilizes and moves the patient to the ambulance. The
EMT-P then startsan 1V, does a 12-lead EKG, and administers Nitroglycerin. The patient
also indicates that heis carrying a persona medical data medallion; the EMT-P reads the
information into the computing device in the ambulance. The medallion includes allergy
information, medication information, and a baseline EKG. The pulse ox shows below
normal blood oxygen concentration with and without oxygen being administered. The 12-
lead EK G clearly indicates that the patient has suffered a heart attack. The Faith Hospital
cardiologist issues immediate alert to the cardiac catheterization team. To confirm the
absence of any severeinjuries, the Central City Trauma Center physician ordersthe EMT-
Pto perform aportable body scan, which issent to aradiologist at the Central City Hospital
Trauma Center who verifies the absence of traumatic injury. Based on consultation
between the EMT-P, the Fisherville Hospital ED physician, the Faith Hospital cardiologist,
and the Central City Hospital Trauma Center physician, the decision is made to administer
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14.

afast-acting “ clot buster” medication in the ambulance, to bypass Fisherville Hospital, and
transport the patient by ground to the Faith Hospital for cardiac catheterization. This
information is entered into the EM S2.

The volunteer EM T-intermediate arrives (via private vehicle).

9:10 AM

15.

The second ambulance (Bayport EMS with EMT crew) and fire department heavy rescue
vehicle arrive. EM S2 indicates helicopter is on ground at landing site. Doorposts are cut
and roof is removed.

9:20 AM

16.

Thefirst ambulance (with EM T-P) headsto Faith Hospital, 40 milesaway. The EMT-P and
Faith Hospital cardiologist are removed from the existing temporary communications net
but linked via a separate temporary net. Repeat 12 lead EKG (periodically transmitted to
hospital) are performed to monitor progression of the heart attack and “ clot busting”
treatment. Medications administered en route seem to have improved oxygenation of the
heart muscle and have stopped the progress of the heart attack.

9:30 AM

17.

18.

19.

20.

Thefemale patient is collared, boarded and removed from the car to the second ambul ance.
The EMT-Intermediate accompanies the patient and EMT crew to the landing site. The
patient receives an IV and breathing tube en route to the helicopter landing area.

The volunteer EMT-I is added to the temporary communications net with the Central City
Hospital trauma surgeon.

The EM S2 now shows two ambulances and two patients, one coded as cardiac transfer to
Faith Hospital and one coded as destination helicopter landing pad for transfer to trauma

center. A body scanisordered en route to the helicopter and transmitted to the Central City
Hospital Trauma Center. Based on consultation among the EMT-I, the Fisherville Hospital
ED physician, and the Central City trauma surgeon, the decision is confirmed to transport
to the Central City Hospital Trauma Center.

The Med Flight-1 helicopter lifts off.

9:50 AM

21.

115

The Med Flight-1 helicopter is greeted by the Trauma Team at Central City Hospital,
including a neurosurgeon prepared deal with a swelling brain shown on body scan and a
trauma surgeon and orthopedic surgeon ready to deal with a pelvic fracture that has caused
significant bleeding into the pelvis, also asindicated on body scan. Statusis updated on the
EMS2.
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22.  Approximately 20 minutes later, the male patient arrives at Faith Hospital and is
immediately wheeled into the catheterization lab where it is determined that despite
improvement from the medi cations administered emergency angioplasty is still required
and so is performed and a stent placed. Thisimproves blood flow and oxygenation of the
heart muscle and leaving the patient with minimal damage.
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Appendix C.3.3 Transmission History

There are several specific transmissions in the following table, such as acknowledgements and
notificationsthat are assumed in the narrative section. Security Indicates whether the transmission

is secured (S) or unsecured (U).

: Dispatch/ :
Time ID < EMS Other Xmsn Type Security
EMD2 DB

AVL (continuous) Binary S

6:00 al Devicesregister with Binary U
EM S/hospital net-
works

6:00 a2 Biometric authenti- Binary U
cation information
transmitted for user
authentication

6:00 a3 Updates, alerts, etc. Binary, Image & U

downloaded to Voice
ambulance

6:20 a4 Enter “ Available for Binary U
call

6:30 bl Scheduled requests Query Patient Sched- Binary S
uling Status

6:35 b2 Calls patient for Voice/PSTN S
home visit

6:35 b3 Confirmsvisit with Voice S
Dr.

6:35 b4 EMT-P updates sta- Binary U
tusto en-route in
EMS2

6:35 b5 EMT updates status Binary U
to en-route to restau-
rant

6:45 b6 EMT arrives at res- Binary U
taurant, updates sta-
tus

7:00 cl EMT-P arrives at Binary U
patient's home,
updates status
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. Dispatch/ .
Time ID EMS Other Xmsn Type Security
EMD2 DB
7:05 c2 Temporary net set up Voice
with patient and sur-
geon
7:05 c3 Video of wound sent Video
toDr.
7:15 c4 Temporary net with
patient and Dr. dis-
solved
7:30 c5 Notification to cardi- | EMT-P leaves Binary
ologist patient's house,
updates status
7:45 dl EMT-P arrives at Binary
patient's home,
updates status
7:50 d2 Temporary net set up Voice
with patient and car-
diologist
8:00 d3 12 lead EKG data Binary
sent to cardiologist
8:10 da Temporary net with
patient and Dr. dis-
solved
8:15 d5 EMT-P leaves Binary
patient's house,
updates status
8:15 dé EMT leaves restau- Binary
rant, updates status
8:30 el EMT-Pand EMT Binary
both arrive back at
clinic, update status
8:40 fl ACN notifiesdis- Voice
patch of accident
8:40 f2 Dispatch Fire and Acknowledge Voice
Police
8:40 f3 Fire and PD update Binary
status information in
EMS2
8:40 f4 Dispatch second Acknowledge Voice
ambulance
8:40 f5 Second ambulance Binary
updates status infor-
mation in EMS2
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Time

Dispatch/
EMD2DB

EMS

Other

Xmsn Type

Security

8:40

6

Volunteer EMT-I
hears dispatch,
responds, entersinfo
inEMS2

Binary

8:40

7

Request dispatch
notify Fisherville
Hospital (FH), Cen-
tral City Hospital
Trauma Center
(CCHTC), Med-
Flight 1 (M-F1), and
Faith Hospital Car-
diac Care Unit
(FHCCU)

Voice

8:40

8

Notify Fisherville
Hospital FH,
CCHTC, M-F1, and
FHCCU

Voice

8:40

9

Ambulance signals
traffic control to set
traffic signals

Binary

8:40

f10

Ambulance queries
transportation infor-
mation for traffic and
road conditions

Binary

8:40

f11

EMT-P retrieves
crash site data,
responder statusfrom
EMS2

Binary

8:40

f12

CCHTC accesses
info from EMS2

Binary

8:40

f13

Secondary trauma
team paged/acknowl-
edge

Binary

8:40

f14

FH triage nurse
accesses info from
EMS2

Binary

8:40

f15

FH triage nurse noti-
fies ED physician

Binary

8:50

f16

EMT-P notifies dis-
patch of icy roads,
enter datainto EMS2

Voice & Bin

8:50

f17

Broadcast road con-
dition alert

Voice
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Time

Dispatch/
EMD2 DB

EMS

Other

Xmsn Type

Security

8:50

18

Notify DPW

Voice

9:00

gl

EMT arrives on acci-
dent scene, updates
statusin EMS2

Binary

9:00

g2

Acknowledge

EMT-P reguests noti-
fication to CCHTC,
FHCCC, M-F1

Voice

9:00

g3

Notify CCHTC,
FHCCC, M-F1

Voice

9:00

g4

CCHTC notifies sec-
ondary traumateam
to come to hospital

Binary

9:00

95

Temporary net links
EMT-P, EMT, Fisher-
svilleED

Voice

9:05

g6

CCHTCand FHCCC
physicians added to
temporary net

Voice

9:05

g7

FHCCC cardiologist
downloads patient
medical datafrom
ambulance

Binary

9:05

g8

Body scan transmit-
ted to Fishersville &
CCHTC

Video

9:05

g9

FHCCC notifies car-
diac cath team to
come to hospital/
acknowledge

Binary

9:05

g10

Volunteer EMT-I
arrives at accident
scene, updates status
on EMS2, added to
temporary net

Voice & Binary

9:10

hl

2nd ambulance
arrives, enters status
update in EMS2

Fire Rescue arrives,
updates statusin
EMS2

Binary

9:10

h2

Med Flight helicop-
ter lands, updates sta-
tusin EMS2

Binary
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Time

Dispatch/
EMD2DB

EMS

Other

Xmsn Type

Security

9:20

1st ambulance leaves
for Faith Hospital
Cardiac Care (update
EMS2)

Binary

9:20

Temporary net split
into two: EMT &
Fisherville& Trauma
Ctr & volunteer
EMT-I, EMT-P and
cardiologist at Faith

Voice

9:20

FHCCC cardiologist
continues periodic
downloads of patient
medical datafrom
ambulance

Binary

9:30

2nd ambulance
departs for helicop-
ter (update EM S2)

Binary

9:35

Body scan transmit-
ted from helicopter to
CCHTC

Video

9:40

Medi Flight 1 takes
off (updates EM S2)

Binary

9:50

k4

Med-Flight arrives at
CCHTC (update
EMS2)

Binary

10:10

k5

2nd ambulance
arrives at Faith
(update EM S2)

Binary
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Figure 1 Map of Emergency Medical Services Scenario

Appendix C.4
Appendix C.4.1 Outline

Pre-planning.

Scenario: College Football Game
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1 Columbia State Police provide escort for Metropolis football team from their hotel in
Harvest Junction.

2. Initial traffic detail deployed.

3. Columbia State Police escort meets Central City Police Department escort at city line.

4, Traffic backs up off 1-107 due to disabled vehicle, alternative routing established.

5. Traffic detail notices a car fire; fire department responds.

6. Rain begins to freeze in some areas, so DPW is notified and adjusts their priorities to salt
areas where traffic is most affected first.

7. Frivl?te citizen calls 911 with parking complaint; unit sent to investigate and calls for tow
ruck.

8. Patient with chest pains removed from stadium.
9. Officers apprehend a suspect that has broken into a car parked in the parking lot.

10.  Al12year old boy is separated from family taking a shuttle bus back to a satellite parking
area; police find him in a different parking lot.

11.  Traffic detaill completed.

Appendix C.4.2 Narrative

This scenario outlines the activities associated with a college football game between Columbia
State University and their archrival, Metropolis University, taking place at McDonald Stadium on
the campus of Columbia State University in Central City on agray, chilly November evening.

Several Days Prior

1 The Central City PD officer assigned to coordinate the traffic detail contacts the Columbia
State University (CSU) Parking Bureau to coordinate placement of “no Parking” barrels
and other details of the upcoming game. The officer also contacts atowing company to
provide atow truck at the Command Center during the game, and also contacts the Central
City Public Works Dept. to inform them of the anticipated traffic during the game day.

3:45PM

2. The Columbia State Police begin escorting the Metropolis University football team from
the Holiday Inn in Harvest Junction to McDonald Stadium. CSP provide escort to the
Central City line.

4:00 PM
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3. The Command Post at McDonald Stadium is activated and the officers assigned to traffic
detall are assigned to their posts. At key intersections, the officers park their carsto alow
camerasinthe carsto take video of thetraffic situation (which ismade availableto Incident
Command upon request). Officers on traffic detail are placed in a user group with the
command post. Officersinside the stadium are part of a separate user group with the
Command Post aswell. Thelocation assignments of the officersare displayed asan overlay
on amap display in the Command Center.

4:15PM

4. The CSP escort approaches the City Line. A user group linking the CSP escort and CCPD
escort is established when the CSP escort is about five minutes from the handoff point.
After the CCPD begins the escort, this user group is dissolved.

5:30 PM

5. Officers on traffic detail at two interchanges along 1-107 begin to report in that trafficis
backing up aong I-107. The commander of the traffic detail checks a monitor in the
Command Post, and brings up avideo display from each of the police cars deployed along
the interstate. She also hears a dispatch from the 911 Center that thereis a disabled vehicle
on 1-107. She brings up a video feed from a news station traffic cam mounted on the
Highland Park Building and queriesreal -timeinformation from the Dept. of Transportation
sensor grid to confirm the location of traffic tie-up and the traffic patterns on side streets.
Thisinformation is displayed as an overlay to a map display. She creates atemporary net
to link the officers on traffic detail in the affected area, and officers begin to route traffic
heading for the gameto exit theinterstate further north. The Traffic Detail Commander also
sends amessage to update V ariable M essage Signs along the interstate inform motorists of
the detour, and sends a message to the DoT Traffic Control Center to change the traffic
signal pattern along the alternative route. The Commander then periodically brings up the
various feeds to monitor how well the rerouting is working.

6:15 PM

6. Officersdirecting traffic into a parking lot notice flamesinside a parked car. They contact
the traffic detail commander who contacts the 911 center. A user group is established
between the responding fire truck and the traffic detail officersin that parking lot. The
traffic detail commander also reassigns some traffic detail officersin the areato assist in
clearing a path for the fire truck to reach the vehicle in the parking lot. Thefireis quickly
extinguished. Thetraffic detail commander contacts University Security inside the stadium
to page for the car's owner.

6:30 PM

7. A light mist beginsfalling and freezing on the road surface. Cars using the alternate routing
from I-107 must go up a steep hill to get to McDonald Stadium, and cars are beginning to
dide. A traffic detail officer reports the conditions to the traffic detail commander, who
contacts the Dept. of Public Works, who reassign a salt truck to the area. A user group is
set up between the traffic detail officer and the salt truck operator to alow the officer to
hold up traffic and allow the truck operator to salt the hill.
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7:00 PM
8. The 911 Center receives acall that a car isblocking a private driveway near the stadium.

The dispatcher informs the traffic detail commander, who dispatches a unit to handle the
parking complaint. The officer runs a plate check to identify the owner; thisinformationis
automatically put into the towing report. The officer then contacts the Impound Post which
dispatches an on-call tow truck to tow the car.

7:15 PM

0. A woman approaches an officer inside the stadium and tells him that her husband is having
chest pains. The officer contacts emergency medical personnel via his PSCD inside the
stadium. Medical personnel come to the section where the man is sitting; they quickly
conclude the man's symptoms warrant further attention and contact the on-duty physician
at the stadium medical station, via PSCD. The physician directs the medical personnel to
move the man to the medical station, where an ambulance is located. There the physician
concludes that the man should be transported to the Cardiac Care Center at Faith Hospital.
The physician contacts the Hospital to notify them of the incoming patient. The patient is
then placed in the ambulance and transported to the Faith Hospital Cardiac Care Center
(following similar procedures as described in the EM S scenario.) Asthe ambulance |eaves
the stadium, the Commander informs the traffic detail officers outside the stadium who
direct traffic to allow the ambulance quick departure to the hospital.

8:15PM

10.  Officerssitting intheir patrol cars periodically download real-time video from surveillance
camera deployed around the parking lots. One officer observes ayoung male pulling
something through the window of a car and then running away. Thisinformation is
broadcast to the traffic detail users group, and officers on the far side of the lot chase and
catch the suspect. The arresting officer requests a transport vehicle to take the suspect to
thecity jail and completesan arrest report (similar to the procedures described inthe Traffic
Stop scenario).

10:00 PM

11.  Asthegameends, City Transit busses, which are connected to a user group for all traffic
units, shuttle people back to satellite parking areas. As one family arrives at the satellite
parking area, they inform atraffic detail officer that they have been separated from their 12
year old son. Thetraffic detail officer obtains a photograph of the boy from the mother and
captures the image electronically (via scanner or camera). The officer broadcasts the
information to the traffic detail officersand the transit bus drivers and forwards the picture
of the boy to thetraffic detail officersand transit busses on the users group. One bus driver
indicates that he had a passenger that may have fit that description who left hisbus at a
particular lot. The traffic detail officers at that lot identify the boy in the crowd from his
picture and reunite him with his family. The busses are removed from the traffic users

group.
11:30 PM

The SAFECOM Program - Department of Homeland Security
Version 1.0
125 March 10, 2004



SAFECOM
Appendix C. - Operational Scenarios PSWC&I| Statement of Requirements

12.  TheMetropolis University team is escorted from the stadium. Shortly thereafter the traffic
detail is completed and the user groups are dissolved. And Columbia State wins, 27-21.

Appendix C.4.3 Transmission History

There are several specific transmissions in the following table, such as acknowledgements and
notificationsthat are assumed in the narrative section. Security Indicates whether the transmission
is secured (S) or unsecured (U). Many of the transmissions described in the narrative occur over
the identified user group. In addition, there are “routine€” communications on this net that are not
identified explicitly in thistable. In some cases, specific transmissions are identified here to help
illustrate the logical flow of events,

Transmission

Time ID LE Other Type and Net Security
Utilization
16:00 cl User group established Voice/Low U

among officers assigned to
traffic detail and the Event
Command Post

16:00 c2 User group established Voice/Low U
among officers assigned to
stadium detail University
Security, on-site medical per-
sonnel, and the Event Com-
mand Post

16:00 c3 Location of traffic detail cars Binary/Continuous U
sent to Event Command Post
and displayed on map

16:15 d1 User group established Voice/Medium U
between Columbia State
Police and Central City PD
escorts

16:20 d2 User group dissolved between
Columbia State Police and
Central City PD escorts

17:30 el Traffic detail commander Video u
downloads video from cam-
eras of police cars at intersec-
tions

17:30 e2 Traffic detail commander Video U
downloads video from news
station traffic cam
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Time

LE

Other

Transmission
Type and Net
Utilization

Security

17:30

Traffic detail commander
downloads datafrom Dept. of
Transportation sensors

Binary

17:30

User group established
among Event Command Post
and traffic detail officersin
areas where traffic is backed

up

Voice/Medium

17:30

Traffic detail commander
sends messages to Dept of
Transportation to update
VMS and traffic signal pat-
tern to accommodate re-
routed traffic

Binary

18:15

f1

Traffic detail commander
contacts 911 Center re care
fire

911 dispatches fire truck

Voice

18:15

f2

User group established
between traffic detail and
responding fire truck

Voice/Medium

18:25

3

Fire truck arrives on-scene,
extinguishes fire, User group
dissolved

Voice

18:30

gl

Traffic detail commander
contacts DPW regarding haz-
ardous road situation

Voice

18:30

g2

User group set up linking
traffic detail officersand
DPW truck; net dissolved
when truck arrivesin areaa
few minutes later

Voice

19:00

hl

Citizen call comesinto 911
center complaining of ille-
gally parked car blocking
driveway; dispatch notifies
Event Command Post

Voice

19:00

h2

Event Commander assigns
traffic detail unit to handle
complaint

Voice

19:05

h3

Traffic detail officer runs
license plate check to id
owner

Binary
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Time ID

LE

Other

Transmission
Type and Net
Utilization

Security

19:05

ha

Officer contacts Impound
Post

Voice

19:05

h5

Impound Post notifies on-call
tow truck

Voice

19:05

h6

Officer generates Towing
report and submits to supervi-
sor

Binary

19:15

Officer communicates with
EMSin stadium regarding
potential heart attack victim.

Voice

19:20

Medical personnel contact the
on-duty physician at the sta-
dium medical station

Voice

19:25

Physician contacts Cardiac
Care Center and updates
patient statusin EMS2

Voice & Binary

19:30

Event commander notifies
traffic detail that ambulance
leaving stadium; traffic detail
directs traffic accordingly.

Voice

20:15

Officer downloads video
from surveillance camera

Video

20:15

Officer broadcasts alert to
traffic detail net.

Voice

22:00

k1

Parents inform traffic detail
officer that child is missing;
officer captures image of
child and sends to other traf-
fic detail officers.

Image

22:.00

k2

Temporary net linking traffic
detail officers and shuttle bus
driversset up and information
about missing boy is broad-
cast.

Voice

22:00

k3

Bus driver responds on tem-
porary net about passenger
who might fit description.

Voice

22:10

k4

Traffic detail officer in identi-
fied parking arealocates boy
based on photograph and bus
driver information, temporary
net dissolved.

Voice
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Transmission
Time ID LE Other Type and Net Security
Utilization
23:30 11 Detail completed and all tem-
porary nets dissolved.
Table 31. Transmission History College Football Game Scenario

Appendix C.5 Scenario: Terrorist Car Bomb
Appendix C.5.1 Outline

1 An explosion occurs on a downtown street. Numerous calls are received by the PSAP.
Police, fire and EM S dispatched to scene.

2. Police arrive on scene, and Incident Command established. A processisinitiated to
automatically update the roster of on-scene responders using geolocation capabilitieswith
the communications devices and ameansfor respondersto “login”. The police arriving on
the scene establish a perimeter by blocking intersections and clear the area of non-
responder individuals and witnesses.

3. EOD unit arrives at the scene and performs a CBR& E sweep of area. Ambulances and fire
trucks arrive.

4, Incident Command structure evolves to a Unified Command structure, including Joint
Information Center.

5. Mass casualty alert issued, and additional ambulances are dispatched.

6. EOD completes sweep.

7. Fire units begin attacking the fires

8. EMS triage officers begin tagging bodies.

0. Police begininterviewing witnessesthat have been moved into awitnessarea. Investigation
begins, conclusion reached that explosion caused by car bomb; surveillance video
identifies vehicle.

10.  EOC becomes active, contacts Public Works and Utilities.

11.  Ambulances begin transporting patients to hospitals.

12.  Statetroopers assigned to secure other areasin city.
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13.  Additional law enforcement support arrives, and police begin to evacuate other buildings
in area. Perimeter control user group divided.

14. Police and firefighters assist people evacuating buildings.

15. 7 user group suffers performance problems; Comm Officer assigns different frequenciesto
net.

16. Investigators identify high probably that bomb was planted by terrorist group and identify
Suspects.

17.  APB on suspected perpetratorsissued, roadblocks set up. Investigators broadcast picture of
suspects to officersin region and to transportation sites,

18.  Ambulances complete transport of victims to hospitals.

19.  Officersidentify and apprehend suspect at airport, obtain warrants for suspected
accomplices.

20. Electronic case file prepared and warrants requested from judge.

21. Building evacuations are completed. Police officers from outside agencies are rel eased.
22. Evidence technicians begin collecting evidence at the site.

23. Firein the 1st National Bank building is extinguished, fire trucks return to station.

24, Law enforcement command moved to vacant storefront as investigation continues.

Appendix C.5.2 Narrative

Electronic communications between all of the personnel involved in thisincident is authenticated.
For local on-duty personnel, this authentication takes place when each radio or computing terminal
isinitially logged on. For personnel responding from other local, state and Federal jurisdictions,
the authentication takes place at the time the unit initially joins the incident, and as different
databases are queried or additional communications links established. Responders equipped with
radios that do not support automatic authentication and registration report to the staging area.
Information on the real-time status of emergency medical personnel, resources, hospitals, and
patientsis contained in adatabase accessi ble by command personnel, authorized responders, health
care facilities, and so on. The database is referred to as the Emergency Medical Services Event
Management System, or EMSEMS, (or EMS2). This concept is introduced in the Emergency
Management Services scenario.

5:00 PM

1 An explosion rocks the downtown area of Central City just as rush hour is beginning. The
explosionisonY Street near 20th Street, outside the 1st National Bank Building. The
explosion destroys several carsin the immediate vicinity, blows out the glass doors of the
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bank building, and starts firesin the bank lobby. Numerous calls areimmediately placed to
the 9-1-1 Center. A number of the calls come from wireless devices; location information
accompanying the calls allows the dispatchers to quickly identify the area affected by the
incident. There are over 50 victimsin the street and in the entryway to the bank, fires have
ignited, and there may be structural damage to the bank building. The dispatcher initiates
first response of the Central City Police Department (CCPD), Central City Fire Department
(CCFD), and EM S Central City, acontract EM S service. In addition, dispatch requests the
EM S Mass Casualty Suppliesthat are cooperatively stored at Fire Station #2, be brought to
the scene. Dispatch also contacts the Liberty County Emergency Manager, who authorizes
activation of the emergency notification network to aert the county emergency
management team.

5:05 PM

2.

Within minutes, the first law enforcement personnel arrive on the scene. Since Police
Headquartersislocated on X Street and 20th, a number of police officers who heard the
explosion, including the Assistant Chief of Police, run to the scene. The Assistant Chief
assumes Incident Command (1C) for the initial response. He observes the scene and
identifies the possibility that the explosion was caused by a car bomb. He immediately
requests dispatch of an Explosive Ordnance Disposal (EOD) team. A roster of officerson
the sceneis quickly compiled by electronically querying PSCDs for GPS coordinates. The
Incident Commander then organizes several teams to clear the area of bystanders and
establish an outer perimeter that extendstwo blocksin each direction from the bomb scene.
Entry through the outer perimeter is permitted only for authorized first responder
personnel, and only oncethe Safety Officer confirmsthat the areais safe. Asadditional law
enforcement officers approach the area, their identification infor’s computing device;
where feasible he assigns tasks to officers responding to the incident; auto’—oneis set up
for officer working the outer perimeter, one for officers clearing the immediate area.

3. Aninner perimeter around the immediate blast damage area s established. The Ins Office
(LCSO) and the Columbia State Police (CSP). The CSP helicopter with its stabilized
platform video camerais al so requested.

4, Shortly thereafter thefirst ambulances and firetrucks arrive at the outer perimeter. Thefirst
EMT-P on the scene assumes the role of Medical Scene Commander. However, entry into
the inner perimeter is delayed until the areais determined to be safe.

5:15 PM

5. The police officers on the scene continue to clear the area of bystanders, “walking

wounded”, people attempting to evacuate the area, and anyone other than authorized
responders and victims that cannot move. Witnesses are moved to an areafor later
interviews. They clear a corridor to allow the arriving EOD team to conduct a Chemical,

Biological, Radiological, and Explosive (CBR&E) sweep of the areal. While the CBR& E
sweep is underway, and video from a camera mounted on one of the police carsthat is
responding to the explosion is transmitted to the dispatch center and supervisory officesin

131

L The topic of secondary explosive devices will be addressed in subsequent versions of the SoR. For more
information, refer to the National Institute of Justice (NIJ) 2002 Guide for Explosion and Bombing Scene In-
vestigation.
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the fire and police departments. The video isal so transmitted to the fire battalion chief who
isbeing driven to the scene. EM Tsarriving on the scene begin assisting injured people who
are able to walk from the scene and reach the perimeter.

5:20 PM

6.

When the Fire Battalion Chief arrives, a Unified Command Structure is estabs computing
device, showing users assigned to the nets, loading, and so on.

The Medical Scene Commander requests EM S dispatch to initiate a mass-casualty aert to
all area hospitals. Hospitals page on-call emergency room staff in anticipation of the need
to treat asignificant number of casualties. Additional ambulancesarerequested by theEM S
dispatch from the Harvest Junction and Apple Valley ambulance companies, and
Paramedic supervisorsare requested to respond. Asambulances are dispatched, there status
isupdatedinthe EM S2. The Medical Scene Commander sel ectstriage/treatment, transport,
and logistics (equipment storage) areas and identifies them on amap display; thislocation
information is transmitted to the computing devicesin other emergency medical vehicles.
The Medical Scene Commander begins querying the EM S2 to identify inventory of bed
spaces at hospitals in the region, etc. Hospital administrators begin evaluating patientsto
determine if some can be released or moved to increase capacity for accommodating
patients from the explosion.

Asresponders are dispatched and/or arrive on the scene, the EMS2 is updated. Their
communications devices provide identifying information and geographic location.

| dentifying information includes name and agency as well as qualifications and skill sets.
This datais available to the Unified Command, and hospitals as required. Authentication
of personnel from outside agenciesis processed through a national database of qualified
first responders.

5:25 PM

9.

10.

The EOD unit samplesfor any CBR release, and concludes that the device was a
conventional explosive. Because of the initial explosion, the EOD unit is unable to
conclusively check for a secondary explosive device using chemical sensors or canine
units. The EOD personnel do not observe anything particularly unusual that would indicate
asecondary device. The EOD unit commander communicates status to the Safety Officer,
who informs the Incident Commander that responders may enter the inner perimeter. The
Incident Commander broadcasts that responders can enter the inner perimeter but to be on
the lookout for anything that could indicate the presence of a secondary explosive device.

Fire units begin attacking the burning cars as well as the lobby of the 1st National Bank
building. The battalion chief quickly reviewsthe building plans and devel ops the approach
for moving people out of the building, including those on upper floors. Firefighters also
work their way to a stairwell where they can move to upper floorsto aid in evacuation of
the building. The firefighters deploy a series of short range high bandwidth devicesin an
ad hoc network to transmit firefighter vital signs and video from helmet mounted cameras
back to the Fire Command.
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11.

12.

13.

EM Striage officers begin to attend to the victimsin the area around the explosion, tagging
people with transmitter tags. These tags have unique identifiers that include the color
coding (red, yellow, green, black) and an embedded GPSreceiver. A timestamped location
of these victimsis periodically transmitted to update the EM S2s language (while
continuing to perform the primary communications functions of the PSCD.)

Thoseindividualsin’ stag and enter patient information (e.g., name, address, and so on) and
condition into the EMS2. The Medical Transportation Officer assigns patient transport
based on status of hospital capacities, services available and patient transports. As each
assignment is made, the information is updated in the EM S2.

A Joint Information Center is aso established and the Information Officer beginsto
coordinate with media as they begin arriving on the scene.

5: 30 PM

14.

Investigators arrive on the scene and begin interviewing witnesses. I nvestigators download
stored video from the bank's surveillance cameras. The investigators rerun the video on a
computer terminal and are able to reconstruct events occurring during the 30 minute period
prior to the explosion. A late model sports car is seen being parked next to the bank; it is
apparently the source of the explosion. The investigators are able to identify the last three
characters of the license plate. A wild-card query of that license plate with model
information on the car isthen run against local and state registration and stolen vehicle
databases, and the NCIC stolen vehicle database. A matching vehicleis reported stolenin
Metropolisin the northern part of the state. At this point the FBI Special Agent in Charge
(SAC) for the Liberty County areais en route to the incident scene from his Central City
office, along with other Federal agentsinthearea. The SAC islinked into the investigators
conversation. Theinvestigators download the stolen auto report from the Metropolis Police
Department (MPD) and then contact the MPD investigator assigned to the case. The MPD
investigator provides information on the primary suspect in the case, a student at the
university identified by an eyewitness who placed the student with the stolen vehicle. A
check by the FBI SAC confirms that this student is a known member of aforeign militant
group; herequests aerting of the Central City and Metropolis Joint Terrorism Task Forces
JTTF).

5:35PM

15.

16.

133

At this point command staff from CCPD beginsinitia staffing of the Emergency
Operations Center (EOC), providing minimal coordination of resource management and
interfaceto public and private organizations. The Central City Dept. of Public Works Street
Maintenance Division is contacted to change traffic signals to steer traffic away from the
area of the explosion and the key routes to the hospital s. Utilities are then contacted to shut
off gasand electricity in affected area, and to monitor datafor any signs of damage that may
have occurred to subterranean utilities running underground beneath the seat of the
explosion.

As ambulances begin removing injured victims from the area, police provide passage
through the perimeter and provide traffic corridorsto hospitals. The Transportation Officer
notifies hospitals as ambulances depart for the hospitals; ambulance and patient status is
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17.

updated in the EMS2. At Central City Hospital, the ED doctor accesses the informationin
the EMS2’ svital signs and EKG monitor through EM S2 on a continuous basis until the
patient arrives the ER.

CSP units are assigned to secure other key sitesin Central City and other citiesin the state.

5:45 PM

18.

19.

Liberty County Sheriff's Deputies and Columbia State Police begin arriving on the scene.
The CSP helicopter video systemislinked to the Command Post and the EOC and ageneral
sweep of theareaisinitiated, allowing Command staff to get an overall view of theincident
scene; the video isalso recorded for later use. The additional law enforcement officerstake
over perimeter control, freeing up Central City Police to control traffic along corridorsto
be used by ambulances transporting victims to hospitals, and to assist in the orderly
evacuation of the other buildings on the street.

As more officers are assigned to perimeter control, the loading for that user group
approaches 100%. The Communications Officer brings up adisplay of the user group
assignments and informs the Incident Commander of the problem. The Incident
Commander decidesto break the perimeter control unit into two operating units, onefor the
east perimeter and one for the west perimeter. The change in operationsis broadcast to the
perimeter control user group. The Communications Officer splitsthe perimeter control user
group into two separate user groups. The revised parameters of the PSCDs (such as
operating frequencies) based on user group are automatically transmitted to the PSCDs
assigned to that user group.

6:00 PM

20.

21.

CCPD officers assist in the evacuation of the buildings on either side of Y Street. Where
feasible, they direct foot traffic to side and rear entrancesto avoid crowding the areaaround
the explosion scene. Officersidentify persons with medical situations-one person
apparently suffering a heart attack, sixteen with non-life threatening cutsfrom flying glass.
The CCPD officer notifiesthe police lead for evacuation, who requests assistance from the
medical scene commander, who directs triage officers to provide assistance. The 3-D
geolocation information of the police officer requesting assistanceisdisplayed on thetriage
officer's computing device. The officer moves to the location and moves patients to the
triage/treatment area where they are attended to by EM S personnel.

EMSunitsare ableto get to bodiesthat are trapped or near the previously-burning vehicles.
The triage officer tags nine victims dead at the scene. Firefighters reach one badly injured
victim who was apparently near the lobby windows when the explosion occurred. EMS
personnel and firefighters enter the building and bring the victim back to the treatment/
triage area to attend to the patients.

6:15 PM
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22.

23.

24,

Firefighters report poor performance on their network to the Fire Battalion Chief at the
Unified Command. The Fire Battalion Chief directs the Communications Officer to
identify a solution. The Communications Officer assigns different frequencies for the net.
The new performance parameters are then downloaded to the communications devices of
all of the users on that temporary net.

The Investigation continues. The MPD investigator identifies three people that she was
preparing to interview as part of the stolen auto investigation. The first is a professor at
Metropolis University; a conference call is setup involving the MPD and CCPD
investigators, the FBI, and the professor. The professor also states that the student has been
in class during the time period up to and including the explosion. Investigators query all
Arrest, Incident, and Citizen Stop reports from the databases of all agencieswithin the state
that con’ sassociatesidentified by the professor. Members of the Me’ network, and identify
the associate as under investigation for being a member of aterrorist cell located in
Metropoalis.

Theinvestigators accessthe JT TF database, obtaining avehicle description and photograph
of the second individual. Thisinformation is broadcast to all law enforcement agenciesin
theregion, and to handheld computing devicesbeing carried by officersand agentsworking
around the incident scene. An All Points Bulletin isissued to CCPD, Liberty County
Sheriff's deputies, surrounding county sheriff's departments, and the Columbia State
Police. The CSP set up roadblocks at |ocations around the perimeter of the city. The
Transportation Security Administration is notified at the airport, and the Coast Guard is
notified to watch areas such as the marina at Bayport. FBI agentsin Metropolis are also
dispatched to the residences of the associate and other members of the cell.

6:40 PM

25.

26.

Thelast of the victimsis transported to hospitals. Local ambulances are staged away from
the scene, and other ambulances return to their home bases.

A CCPD officer patrolling the airport identifies the accomplice's vehicle parked in the
parking garage and notifies the CCPD dispatch who notifies TSA. A user group is set up
including CCPD and TSA officers. The airport management is notified and the airport
closed down. County Sheriff deputies, CSP, and FBI agents arriving on the scene are added
into the user group. After a 20-minute search, the suspect islocated and immediately taken
into custody.

7:00 PM

27.

28.

135

An electronic casefile is begun collaboratively by the FBI, CCPD investigators, and MPD
investigators, including an electronic request for warrants on the members of the terrorist

cell under investigation; the warrant requests are sent to ajudge who electronic signsthem.
FBI agents working in conjunction with Metropolis PD officers then execute the warrants.

Evacuation of the buildingsis completed. CCPD officersinvolved in the evacuation are
reassigned to inner perimeter control to protect the scene for evidence. Liberty County
Sheriff's Deputies and Columbia State Police personnel are reassigned to the outer
perimeter, and excess personnel are released.
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7:15PM

29.  ATF, local and FBI evidence technicians begin to work at the site to collect evidence,
reconstruct the blast, etc.

8:25 PM

30.  Thefire commander verifiesthat the firesin the 1st National bank Building are out.

Firefighters remove the short-range network that was deployed in the building. All but one

fire truck are released from the scene and return to firehouses.

9:00 PM

31 Final fire truck leaves scene, fire command post is removed. The law enforcement
command is moved into a vacant storefront office and investigators begin the task of

locating al bomb-related debris. The inner perimeter is expanded to include all of this
debris. Bomb scene investigators begin the arduous effort of marking, photographing and
collection of al evidence debris that will consume most of the next 24 hours.

Appendix C.5.3 Transmission History

Security Indicates whether the transmission is secured (S) or unsecured (U).

Trans
mission
Type .
. . yp Securit
Time ID PSAP EOC EMS Fire LE Other and
Net y
Utilizat
ion
17:00 al Receives Voice U
numerous
cdls;
geoloca-
tioninfor-
mation
including
from cdll
phones
indicates
area of
impact
17:00 a2 Dispatches Acknowl- Voice or U
Fire edge Binary
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Trans
mission
Type ,
. . yp Securit
Time ID | PSAP EOC EMS Fire LE Other and v
Net
Utilizat
ion
17:00 a3 Dispatches Acknowl- Voice or U
LE edge Binary
17:00 a4 Dis-patches Acknowl- Voice or U
EMS edge Binary
17:00 a5 Emergency | Acknowl- Voice and U
notification | edge Binary
to key staff
17:05 bl Dispatches LE notifies EOD Voice and U
Explosive dispatch acknow!- Binary
Ordnance possiblecar | edges
Disposal bomb
item
17:05 b2 Police per- Binary S
sonnel from
HQ arrive
on-scene;
I1C begins
compiling
roster of
on-scene
responders
from geolo-
cation
informa-
tion of
responders
17:05 b3 LE officers Binary S
arriving on
the scene
send
authentica-
tion infor-
mation and
areregis-
tered in the
on-scene
responder
database
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Trans
mission
Type .
. . yp Securit
Time ID PSAP EOC EMS Fire LE Other and
Net y
Utilizat
ion
17:05 b4 Officersas- Binary U
signed to
perimeter
control
receive
auto-mated
notifica-
tions
17:05 b5 User group Voice/High U
established
for outer
perimeter
control
17:05 b6 User group Voice/High U
established
for officers
clearing
area
17:05 b7 User group Voice & S
established Data/High
linking IC
and EOC
(command
net)
17:05 b8 CCPD dis- CCPD IC
patch to requests
LCSO and additional
CSPdis- LE support
patch for
additional
units
17:10 cl Download Binary & U
building Image
plansand
sitein-for-
mation
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Trans
mission
Type ,
. . yp Securit
Time ID | PSAP EOC EMS Fire LE Other and v
Net
Utilizat
ion
17:10 c2 Video Video Video Police car Video U
received received receivedby | arriveson
from on- from on- battalion scene,
scene scene chief being begins
police car police car driven to transmit-
scene ting video
from car-
mounted
camera
17:20 d1 CommTech Binary S
Officer
accesses
informa-
tion from
all respond-
ers com-
munica-
tions
devices
17:20 el IssuesMass Reguests Voice or U
Casualty dispatch Binary
alert issue Mass
Casualty
dert
17:20 e2 Hospitals Binary U
page on-
call staff
17:20 e3 Additional Acknowl- Voice or U
ambu- edge Binary
lances dis-
patched
from other
jurisdic-
tions
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Time

PSAP

EOC

EMS

Fire

LE

Other

Trans
mission
Type
and
Net
Utilizat
ion

Securit

17:20

Medical
Scene

Com-
mander
identifies
triage, treat-
ment, logis-
tics,
transport
areas, map
overlay sent
to respond-
ing vehicles

Binary
(geospatial)

17:20

EMS
responder
status up-
dated in
EMS2

Binary

17:20

User group
established
for
responding
EMS per-
sonnel

Voice

17:20

(=14

Medical
Scene
Com-
mander
queries
EMS2 to
inventory
bed space,
etc.

Binary

17:25

fl

EOD noti-
fies Safety
Officer that
areaisclear

Voice
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Time

PSAP

EOC

EMS

Fire

LE

Other

Trans
mission
Type
and
Net
Utilizat
ion

Securit

17:25

f2

Incident
Com-
mander
broadcast
announce-
ment that
responders
can enter
inner
perimeter

Voice

17:25

gl

User group
established
for fire
units on
scene

Voice/
medium

17:25

g2

Asfire
units arrive
on scene,
authoriza-
tion infor-
mation is
transmitted
to update
theroster of
on-scene
responders

Binary

17:25

g3

Fire unit
de-ploys
net for
video and
“biometry”
from
inbuilding
to fire com-
mand

Binary
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Trans
mission
. . Type Securit
Time ID | PSAP EOC EMS Fire LE Other and
Net y
Utilizat
ion
17:25 hl EMStriage Binary S
units begin
tagging vic-
timswith
RFID tags
which
transmit
location
and status
informa-
tionto
Medical
Scene
Com-
mander
17:25 h2 Medical As patients Binary S
informa- areas
tion entered signed to
into EMS2 different
for victims, hospitals,
including medical
informa- staff at hos-
tion on tags pitalscan
download
informa-
tion as
needed
from EMS2
17:25 il User group Voice & S
established Binary &
for investi- Image &
gators Video/
Medium
17:25 i2 Investiga- Video S
tors down-
|oad stored
surveil-
lance video
from bank
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Trans
mission
Type .
. . yp Securit
Time ID | PSAP EOC EMS Fire LE Other and v
Net
Utilizat
ion
17:25 i3 Query on Binary S
partial
license
number and
car model
info
17:25 i4 FBI added Voice & S
to investi- Binary &
gators net Image &
Video
17:25 i5 Download Binary S
Incident
Re-port on
stolen car
17:25 i6 MPD inves- Voice & S
tigator Binary &
added to Image &
investiga- Video
tor's net
17:35 j1 Contact Voice U
utilitiesand
Public
Works
17:35 k1 Central Binary S
City Hospi-
tal ED
access info
inEMS2,
downloads
patient vital
informa-
tion from
enroute
ambulance
17:35 11 CSPdis Voice ]
patched to
protect
other sites
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Time

PSAP

EOC

EMS

Fire

LE

Other

Trans
mission
Type
and
Net
Utilizat
ion

Securit

17:45

ml

CSP heli-
copter
downloads
video to
EOC, Uni-
fied Com-
mand

Video

17:45

m2

CSPand
Sheriff's
deputies ar-
riving on-
scene are
added to
various
User groups

Voice

17:45

m3

User group
established
for officers
working
trafficdetall
for EMS
ingress/
egress

Voice/
Medium

17:45

m4

Incident
Com-
mander
notifies
officerson
perimeter
control
User group
that net will
be split

Voice

March 10, 2004

Department of Homeland Security (Project Safecom)
Version 1.0

144




PSWC&I| Statement of Requirements

SAFECOM

Appendix C. - Operational Scenarios

Time

PSAP

EOC

EMS

Fire

LE

Other

Trans
mission
Type
and
Net
Utilizat
ion

Securit

17:45

m5

Comm
Officer
downloads
new param-
etersto split
existing
User group
for perime-
ter control
into two
nets

Binary

17:45

m6é

Automatic
acknow!-
edge from
radios
receiving
parameter
changes
sent to
Comm
Officer

Binary

18:00

nl

Police
officers
assisting
evacuation
request
medical
assistance
for victims

Voice

18:00

n2

Policeteam
leader for
evacuation
request
assistance
from Medi-
cal Scene
Com-
mander

Voice
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Trans
mission
Type .
. . yp Securit
Time ID PSAP EOC EMS Fire LE Other and
Net y
Utilizat
ion
18:00 n3 Medical Voice & U
Scene Binary
Com- (location
mander informa-
directstri- tion)
age officers
to assist
police
18:15 ol Firefight- Voice U
ersreport
communi-
cations
problems
on their
user group
18:05 02 Comm Binary S
Officer
downloads
new fre-
quencies
for PSCDs
on user
group
18:05 03 Automatic Binary S
acknow!-
edge
received
from radios
to confirm
download
18:05 o4 Firefight- Voice U
ersconfirm
improved
perfor-
mance
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Trans
mission
Type ,
. . yp Securit
Time ID | PSAP EOC EMS Fire LE Other and v
Net
Utilizat
ion
18:15 pl Professor Voice S
on commer-
cia phone
service
added to
investiga-
tor net
18:15 p2 Investiga- Binary S
tors query
records for
al agen-
ciesin state
18:15 p3 JTTF mem- Voice & S
bers added Binary &
to investi- Image &
gator's net Video
18:15 p4 Investiga- Binary & S
tors query Image
JTTF data-
base and
obtain pic-
tures of sus-
pects
18:15 ql APB, Binary & S
including Image
suspect's
pictures, is-
sued
18:40 rl User group
for EMS
responders
dissolved
18:40 sl CCPD Voice S
officers
identified
suspect's
car parked
at airport
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Trans
mission
Type .
. . yp Securit
Time ID PSAP EOC EMS Fire LE Other and
Net y
Utilizat
ion
18:40 2 Unitsas- Voice S
signed to
airport,
User group
set up with
CCPD,
CSP, FBI,
TSA agents
19:00 t1 Agents Voice & S
compile Binary &
electronic Image &
casefile Video
and for-
ward to
judge
19:00 t2 Judge signs Binary S
search war-
rants for
execution
19:00 ul LCSO and
CSP per-
son-nel
removed
from net as
they arere-
leased
20:25 wl Short range
user group
for fire
units dis-
solved
21:00 x1 User group
for fire
units dis-
solved
Table 32. Transmission History Terrorist Car Bomb Scenario
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Appendix C.6 Scenario: Hurricane

Appendix C.6.1 Narrative

This scenario isdirectly derived from Hurricane Scenario from the July 2002 version of NIMS. It
was chosen so that interoperable communications can begin working toward consistency with the
current version of NIMS. Some information was eliminated and some added only so that the
communication aspects of the scenario would be the primary focus and it would remain brief.
Deletions do not reflect a difference of opinion on any aspects of the original scenario.

149

Appendix C.6.2 Hurricane Scenario

The National Hurricane Center is forecasting a very active hurricane season, with the
potential for a significantly above normal number of hurricanesto develop. A few months
following the hurricane prediction, the hurricane forecast center issues awarning that a
rapidly developing storm could directly impact the East Coast. The storm has the
indications that it could strengthen to a Category 5 hurricane.

Within days of theinitial spawning of the hurricane, a slow-moving Category-5 hurricane
churns ashore with the eye passing close to alarge southern city. The forecast callsfor a
turn to the northeast where it could regain strength over open water again and make a
second landfall further north where the scenario takes place.

During the first landfall, the hurricane spawns heavy winds and rains, causing widespread
wind and surge damage and flooding. Tens of thousands areforced to evacuate their homes,
with damages to property and infrastructure forcing adelay in their return. Looting is
reported to have occurred along empty coastal areas evacuated but not as affected by the
storm. Flooding closes down several key highways and accessto and from the damage area
is problematic.

Asthethreat of animminent incident getscloser, thelocal, state, and regional EOCsrapidly
gear up to preparefor (e.g., pre-evacuate special needs populations, direct citizensto begin
boarding up windows, etc.) and respond to incidents that the hurricane might spawn. The
planning and preparedness actions that have occurred in the PPC prior to an incident
transition into the execution of response plans within the EOCs.

Within 12 hours of landfall, alarge fire starts in awarehouse district along the intercoastal
waterway (close to the ocean). The fire department responds establishing a Unified
Command with several engine companies being required to fight the fireaswell asa
Fireboat company. The Unified Command works with the local EOC who coordinates
other efforts undergoing hurricane preparations. The local EOC coordinates with the State
and regional EOCsto ensure the correct info is passed regarding the extent of the firesand
that the Unified Command receives information about the Hurricane. The Unified
Command has access to browse extensive weather related information viatheir Command
Unit aswell asreceive special advisories and forecasting support from the EOC. The
Command Unit is able to view the fire from several perspectives including the trucks,
severd firefighters helmets, from the fireboat and from a dock camera. The EOC also has
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the ability to watch live video from the fire scene. Evacuations are ordered in anticipation
of the hurricane, but some of the resources normally used to facilitate the evacuation are
tied up in the fighting of the warehouse fire including police units.

6. The oncoming hurricane requires tremendous inter-state cooperation as large areas are
ordered to be evacuated. The evacuationsinvolve Loca and State law enforcement as well
the highway department. The highway department is communicating hotspots directly to
law enforcement assigned to the evacuation and law enforcement is providing feedback and
video back to the highway department so they can make better routing decisions. The
extensiveness of the evacuations are problematic as they tie up major routes and
coordination with police, fire, and EM S units become strained. The ongoing fire has pulled
significant police and fire resources away from the evacuation priority exceeding the
existing mutual aid resources, requiring the Local EOC to ook to other inland jurisdictions
for support. The Local EOC begins coordination of resources and establishing public
information announcements to ensure the public understands the gravity of the situation.
The Public Information Officer (PIO) in the EOC is communicating directly to afire
department PIO in the Unified Command at the fire scene. The Fireboat company from
discussionswith the Incident Commander, the Coast Guard, and the EOC has been rel eased
from the warehouse fire to take cover and prepare for the hurricane’ s landfall.

7. As the hurricane gets closer, and forecasts are more positive of itsintensity and land fall
within 30 miles of the city, the Local EOC recognizes that mutual aid resources and
capabilitieswill be overwhelmed by the threatened level of potential damage, and requests
assistance from the state in evacuation and pre-staging response equipment in anticipation
of the hurricane’ s effects. State Police from outside jurisdictionsare pulled into helpinthe
evacuation. Because of the challenges from traffic they used video, €l ectronic maps, and
other real timetraffic datato navigate to the affected areas. Asthey arrive on scenethey are
plugged into the existing command structure so that they can be effectively used aswell as
provided with current weather and situational information. They can a so be accounted and
planned for as the storm approaches.

8. A category 5 hurricane affecting potentially several large metropolitan areaswould require
activation of, at aminimum, state EOCs of the affected areas, as well drive increased
staffing at Regional and National EOCs to support State and local planning and
preparedness. The local EOCs would work closely with the State EOCs to coordinate
resources. The Regional EOC would be reviewing the situation to ensure proper federal
assistance was being offered and provided in atimely manner.

9. Thefire at the local warehouse district continues to be fought but the winds have whipped
the fire out of control and it has jumped to an adjacent warehouse complex. The Incident
Command (1C) hasrequested additional resources, and aseparate | C hasbeen set up to fight
the second fire. The operations as well as the communications have been segmented into
the two commands. An Area Command, run by the local fire department, is headed by the
local Fire Chief, who is allocating now scarce firefighting resources has direct access to
both. The Local EOC is coordinating the evacuation, made more difficult by the shutdown
of abridgewithin the vicinity of the warehousefire and by the shortage of public resources
to run the evacuation. The Local EOC requests assi stance from the State EOC for National
Guard assistance to facilitate the evacuation. The National Guard is able to come on site
and communicate both with the EOC and existing Local Incident Commanders.
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10.

11.

12.

13.

14.

15.

16.
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The hurricane landfall isimminent amidst the confusion of the ongoing warehouse fire.
Using the real time weather information and the advisories from the EOC, the fire chief
makes the decision to abandon the fire in the interest of the safety of the firefighters, and
orders the firefighters to move inland out of the danger of the predicted storm surge. Due
to the rapid development of the storm, roads are still at a virtual standstill with thousands
of evacuees headed inland.

As the slow-moving hurricane hits with 145 m.p.h. winds, the initial devastation is
immense. The eye remains a half-mile offshore as the storm parallels the coast. While the
ensuing heavy rains douse the warehouse fire, the storm surge, winds and rain are
combining to seriously impact the areas ability to respond effectively. The response
community is essentially in a survival mode as winds continue to batter the area.

After landfall of the hurricane, the local first responders become victims themselves.
Severa Fire stations receive damage as well as alarge number of patrol cars. The
communication infrastructure has been significantly damaged. The Cellular network is
down and the landlines have exceeded capacity and have received some damage as well.
With several towers damaged. individual communications devices must rely on the close
proximity of aresponse vehicle, which act as a high power access point/repeater to the
surviving tower infrastructure. Asfirst responder resources arrive from outside of the
typical regional response area, they must also be able to integrate into the existing
Commands with their communication devices.

The evacuation was so extensive and the storm so strong that vehicles were caught trying
to evacuate during the storm and many deaths and injuries have been reported along the
highways. Because of thefallen treesit could be days before some areas are reached. Many
small communities have lost both landline communications as well as official radio
communications because of extensive damage. Amateur radio operators are relaying some
status information to the Area EOCs. Hospitals are full and Disaster Medical Assistance
Team (DMAT) and Disaster Mortuary Operational Response Team (DMORT) team will
be arriving and will need to communicate to the hospitals as they set up field sites. Search
& Rescue teams have been activated and will be arriving. Amateur Radio will provide the
communication for many of these groups.

Theforecast isfor the storm to move further offshore, regain strength, and hit further north
with the same relative intensity. The storm has rapidly taken on the gravity of anational
incident as the damage is widespread and the storm has only begun to makes its ultimate
affects known.

All affected state EOCswould be coordinating with regional EOCsin each potential major
disaster areato work with local response organizations. At the regional level they will be
closely coordinating with each of the local federal incident manager officials (FIMOs) to
coordinate resources. The immediate need for National Guard resources is apparent at
several locations, and requests are working through several state governor offices, through
the State EOCs to deploy those assets.

Reports begin to come in regarding looting in some counties that were evacuated but
dlightly further south, out of the main fury of the storm. National Guard assets have been
requested to patrol those areasthat have been evacuated, but the requirement is outstripping
available State Guard assets. As National Guard units arrive they find it necessary to
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17.

communicate with local responders more than usual because of the variety of support that
they must provide because of the extensive damage to the area and disruption of first
responder infrastructure. The Bureau of Prisons has been asked to bring in some low risk
prisonersto aid in the cleanup. They must aso integrate into the existing command and
communication structure. The number of responders and variety of response activities
require existing systemsto be flexible as the incidents grow and shrink and as massive
resources are redeployed on avery frequent basis. Thereis aneed to track these resources
both within the incident and between incidents for safety and accountability.

Because of the extensive damage, outside resources will be deployed for an extended
amount of time in the effected communities.

Appendix C.7 Scenario: Earthquake

»

© © N o u

11.
12.
13.
14.
15.
16.

Appendix C.7.1 Outline

Scenario Initiation: A 7.2 magnitude earthquake hits Central City.
State Warning Center begins automated notifications.
PSAP receives continuous calls.

PSAP dispatches first responders and alerts Emergency Management; helicopters
requested.

Emergency Operation Center is Activated.

Fireand EMS arrive at scenes.

RACES begins providing communications support.

Mayor notifies Governor.

Unified Command is formed onsite.

US& R and CERTSs requested.

Central City requests County/State resources, State Mutual Aid System activated.
RACES assist outlying areas to report damages.

Staging areas defined.

Governor activates National Guard and requests Federal assistance.
Conference call to identify additional resources requirements.

Joint Information Center formed.
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17.  State US&R arrive.

18. CERT Communication Team sets-up.

19. Red Cross establishes shelters, public bus systems are commandeered for disaster support.
20. DMAT team arrives, coroner establishes body collection and processing center.
21.  CERT Team provide information.

22.  Structural specialists survey garage.

23.  Structural specialists warn of potential building collapse.

24.  Searchteam looks for victims,

25.  GasMain broken and area cordoned off.

26.  Search Teams enter building; DMAT consults with other medical specialists
27.  Operational Period ends IC Rotates team.

28. National Guard units begin arriving.

29. A Federal Urban search & Rescue Team arrives.
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Appendix C.7.2 Narrative

Santa L uisa County encompasses an area of about 2,800 square miles, bisected by the SantaL uisa
Mountains. The County hasapopulation of approximately 450,000. Thereare 4 incorporated cities
(Central City, Fernwood, and Otsego on the southeast side of the mountains, and Cooney on the
North side of the mountains). There are two airports - Cooney Regional Airport (the former
Cooney Air Force Base), and Santa LuisaAirport at Otsego. It isa Summer weekday. At 9:00 am.
the temperature at Santa L uisa airport was already 80 degrees with acalm wind.

An earthquake of magnitude 7.2 hitsthe Central City areaat 9:02 am. at the end of “rush hour.”
Damage to buildings and infrastructure is severe. Utilities are disrupted throughout the city and
outlying area. The Cooney Canyon Nuclear Power Plant, located 11 miles outside of Cooney,
suffers moderate damage requiring an emergency shutdown of the plant, and the declaration of a
Site Area Emergency. Damaged power linesignite a number of brush firesin the mountains
between the CCNPP and Central City. Ruptured Natural Gas lines find ignition sources, and a
number of residential structure fires result. Ground-based communications (wire and fiber) to the
outsideworld istemporarily disrupted and lineswithin the city, where operational, areimmediately
overloaded by tel ephones that were knocked off-hook by the shaking and by residents attempting
to make calls; delay to getting dial-tone isinitially many minutes due to this overload. While the
9-1-1 system remains fully operational from the TelCo tandem switch into the PSAPs, many
subscriber cables have been damaged and the system suffers overall from the overload. The 9-1-1
system will be severely taxed for the first 12 hourswith only about 1 of 100 callers able to connect
to the Central City PSAP.

The cellular system remains minimally operational though the disruption to long distance service
generally prohibits callsto outside of the city. The disruption to ground-based circuitsleaves many
tower sitesisolated and out of service. M obile-to-mobile callswithin each cellular system function
properly within areas served by operational towers, though circuits quickly overload from heavy
traffic. Cellular 9-1-1 trunks linking the Mobile Switching Office (MSO) to the PSAP remain
operational and cellular 9-1-1 calls are asignificant source of information reaching the PSAP from
public calers, particularly at the scenes of some of the major damage. As the incident proceeds,
additional cell sitesdrop off the air asthe site battery systems deplete due to the loss of commercial
power.

The countywide microwave system, designed to withstand an event of this magnitude and linking
all trunked public safety radio sites throughout Santa L uisa County remains fully operational,
including the dedicated PABX switch that links all of the 9-1-1 PSAPs and Public Safety Dispatch
Centers. Thetrunked radio system remains operational asdoes communicationswith all subscriber
units (mobiles/portables) not damaged by the event. Additionally, as the county seat, the Santa

L uisa County Emergency Operations Center (EOC) has aground station that is part of a statewide
non-terrestrial (satellite-based) network operated by the Governor’s Office of Emergency
Management (OEM). Thissystem providesaT-1 equivalent datacircuit to Santa L uisaCounty that
can be used for voice telephony, FAX, data, or video conferencing circuits; all are routed through
adedicated switch at the State EOC backed up by aredundant switch at the Alternate State EOC.

City, county and state EOCs are equipped with integrated situational information systems designed
to provide eagle eye views of the overall incident as appropriate for that level of management, with
the ability to drill down on any specific event/location to show details of the response to, and
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management of, that event/location. This information can be shared in real-time with field
command posts, as well as with responding state and Federal resource, Through this integrated
system, information can beretrieved from, and pushed to, field units. Thisinformation system also
givesresource managersthe ability to monitor, query and control resources at staging areas, aswell
asindividual assets, in real-time.

Notel!

Electronic communications between all of the personnel involved in this
incident isauthenticated. For local on-duty personnel, thisauthentication
takes place when each radio or computing terminal isinitially logged on.
For personnel responding from other local, state and Federal
jurisdictions, the authentication takes place at the time the unit initially
joinstheincident, and as different databases are queried or additional
communications links established. Authentication of personnel from
outside agenciesis processed through a regional database

This scenario depictsthefirst 12 hours of Federal, state, county and local public safety operations
in response to this event.

9:.02 AM

1.

155

Thelocal 9-1-1 PSAP immediately initiates internal operational and safety checks, noting
it is operating on generator power with about 8 hours of fuel. As part of this effort,
firefighters and building inspection personnel are dispatched to the PSAP. As the safety
checks proceed, investigators use Personal Wireless Devices (PWDs) to annotate areas of
concern on building layout diagrams.

The nature of the event automatically activates the city Emergency Operations Center
(EOC) located in the Police Department immediately adjacent to, but separate from, the
city PSAP per the city's All-Hazard Emergency Management Plan (EMP). The County
EOC, located across the street from the city EOC, is automatically activated. The Regional
Hospital Patient Management System isautomatically activated, and communicationslinks
between hospitals are tested to insure operability.

City and county public safety management personnel, many of whom were already at work,
and other key city/county staff and volunteers who are assigned to these EOCs begin
making their way to the centers. Staff includes members of the Public Works Departments
and local public utility representatives who will track much of the disruption to gas,
electricity, sewer and water systems using areal-time Gl S-based system in the city and
county EOCs. The nature of the event also causes automatic call-back of al off-duty city
and county personnel. Call back confirmations are made via voice radio and/or PWDs as
off-duty personnel begin responding. However, disruption to roadsand thelight rail system
will delay many of these persons from reaching the EOCs for several hours.
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In Capital City, an automated sensor system has detected the seismic event. The
preliminary calculated magnitude of 7.0 causes a number of immediate and automated
actions at the State Warning Center operated by the OEM. Actions are based upon a series
of preprogrammed instructions for this type of event:

* Withasingle “approval” entry to the OEM's Computer Assisted Dispatch (CAD)
system, the State EOC is automatically activated, with computer generated text paging
alerts being transmitted across the state to state personnel viaanumber of commercial
paging services. Automatic alerts are also sent to county and local officials and staff/
volunteers within a 100 mile radius of the calculated epicenter of the earthquake. The
transmission of these notifications activates the State Mutual Aid System. Notification
confirmations are made viatelephone, voice radio and/or PWDs as personnel begin

responding.

* The State Warning Center operator immediately contacts the Control Terminal for the
National Warning System (NAWAYS) headquartered at the Federal Emergency
Management Agency's (FEMA) Operations Center outside of Washington, DC.
NAWAS isawire-based tie line system linking all 50 states and major federal
government facilities, including the Department of Defense. Thisaert is heard
simultaneously by all of thesefacilities, many of whom initiate a preplanned call-up of
personnel. Two centers monitoring thisinitial alert are the region and national
headquarters for FEMA. This alert begins a sequenced notification process to disaster
personnel across the country who may be needed.

* The State Warning Center operator then notifies by telephone the governor's staff, key
legidators, and directors of all state public safety, resource and transportation agencies.

9:10 AM

5.

Thelocal 9-1-1 PSAP center responds to continuous emergency calls originating from
cellular handsets and the few operating wireline telephonesin the city. Observers state that
10-story and a 14-story office building have collapsed, a Federal building is near collapse,
and many other buildings have sustained damage but appear to be structurally sound. Many
people arereported injured. The strong odor of natural gasin the downtown areaindicating
the possibility of agas explosion isalso reported. Reports of smokein residential areas are
received from citizens,

The PSAP dispatchersinitiate first response to the various scenes by alerting the nearest
available PD, FD, and EM S units. FD units, following the CCFD’ s established Seismic
Event Response procedure, report the locations of structure fires on their PWDs as they
survey their initial responsedistricts. The city's Mobile Command Center (MCC) isreadied
for deployment. The Emergency Manager also requests that State Police helicopters be
deployed to provide airborne video of the area; the helicopter is also equipped with a
forward-looking infrared (FLIR) enabling it to scan for hotspots indicating surface fires.
The county PSAP, operated by the Santa L ouisa Sheriff's Department (SLSD) Dispatch,
receives acall from the State Warning Center via the satellite telephone to obtain a
preliminary damage assessment for forwarding to state and federal agencies.

9:15 AM
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The Emergency Manager, mayor and key city staff arrive at, and activate the EOC to
provide support to the Incident Commander (1C) and to coordinate the City's resources.
Simultaneously, the County's Emergency Manager, County Executive, and key staff
activate the County EOC to coordinate the response in the unincorporated areas to the
CCNPP Site Area Emergency, and to coordinate information flow and resource allocation
to the incorporated jurisdictions within Santa Luisa County.

9:20 AM

8.

Hampered by disrupted roadways and debris, EMS, fire and police units respond to the
various scenes. Injured persons who can be self-extricated, or easily extricated, are
removed from the rubble and collected for transport to treatment centers. Assistanceis
offered to public safety personnel by many citizenswho are now stranded at work sites. Al
patient names, medical conditions, receiving hospitals, etc. are entered into the EM S units
PWDs o track the earthquake victims. Additionally, “captured public safety resources’ -
public safety personnel who work in other jurisdictions but can not physically get there due
to the damage - begin to check in at local fire houses and at CCPD. Those who have their
PWDs with them are able to log into the local interoperability network and aert the EOC
to their presence in Central City. The regional authentication database, housed at SLSD,
provides authentication and privilege information as these personnel log into the system,
and their location and personal information are added to the Available Personnel roster
maintained by the Logistics Section at the City EOC; asimilar process takes place within
the County EOC for captured resources outside of the city, but within Santa L ouisa County.

Preassigned members of the Amateur Radio community begin arriving at the EOCs and
manning the amateur radio units located there. These units of the Radio Amateur Civil
Emergency Service (RACES) provide logistics support to outlaying agencies aswell as
communications support between the EOC and each of Central City FDs stations which
have been designated as neighborhood emergency centers.

9:30 AM

10.

11.

157

Communications is established between the city and county EOCs, and with the State
Warning Center viathe satellite system. The Governor, county manager, mayor and city/
county emergency management directors are partied into a conference call viathe VSAT
system. Based upon preliminary reports, the governor directs his staff to begin preparing a
disaster declaration. Critical response information is passed to responding mutual aid
personnel asthey log into their local networks, and as they progress toward the scene
through authenticated shared network access.

Field supervisors from CCPD begin arriving on scene at the major incidents, and assume
therolesof local Incident Commanders. The assistant fire and police chiefs accompany the
MCC to the field and assume overall I1C responsibilities in a Unified Command structure,
coordinating each of theindividual sites. The |Cs and Communications Unit L eader, based
upon information being received from thefield, set up the MCC in acentral location to the
major downtown high-rise collapses. Inthe MCC, the | C usesthe PWD to talk with the gas
utility administrator and request the gas mainsto city center shut off. The IC requests that
the DoT administrator and Public Works redirect traffic from city center and begin setting
up an incident perimeter barrier that covers a 16-block areathat allows only Public Safety
traffic to enter. DoT usesthe ITS system to reconfigure traffic signal lights (where
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12.

13.

14.

15.

connectivity and electrical power permit) and also initiate warning messages to vehicle
mounted displays and Variable M essage Signs along major roadwaysin surrounding areas
warning motorists to stay out of the incident zone. The |C makes additional resource
requests to the EOC.

Two State Police helicoptersarriveintheareaand their video systemsand FLIRs arelinked
to the MCC and the EOC and a general sweep of the areais initiated, allowing Command
staff to get an overall view of the area; the video is also recorded for later use.

Thelocal jurisdiction's rescue and medical units are quickly being overwhelmed. The
Operations Section Chief requests assistance from severa specialized Urban Search and

Rescue (US&RY) teams as well as Community Emergency Response Teams (CERT?).

Central City contacts the County EOC to request assistance from the County and State,
including additional Fire suppression resources, US& R Task Forces, communications and
logistics support. This request constitutes the formal activation of the State Mutual Aid
System. One of the local US& R teams from the State Department of Forestry and Fire
Protection (DFFP) is dispatched from Otsego and assigned to the search and rescue of
victimsin the two partially collapsed buildings. A Disaster Medical Assistance Team

(DMAT?) from Capital City has been activated by the state and a US& R Incident Support

Team (1ST?) is also deployed into the area. The state also dispatches an OEM
Communications Coordinator to the MCC to assess communications system integrity and
to coordinate DMAT and US& R communications resources. In anticipation of need, the
OEM Communications Coordinator requests a State OEM ICS Type 1 Communications
unit and atrailer-mounted high capacity satellite terminal be deployed to Central City.

Amateur Radio operators communi cating through the RACES Communications Unit at the
county EOC have been reporting the vegetation fires, damage to county roads and bridges,
and rural residential damage in the County. The cities of Cooney, Fernwood, and Otsego
report to the Santa L uisa County EOC via Amateur Radio and the County microwave voice
and data network on conditionsin their jurisdictions, and start requesting Fire, EMS, and
public works resources.

10:45 AM

16.

Based upon GPS information coming from the field, the Logistics Section Chief uses the
PWDs city-map monitor that shows the locations of the reported damage and displays
command post and critical information for EMS, FD, PD and PW staff in the Operations
Section, allowing the most appropriate selection of staging areas. Thisinformation is
simultaneously transmitted to displaysin the MCC.

L A Urban Search and Rescue (US&R) team is atask force, complete with necessary tools and equipment,
and required skills and techniques for the search, rescue, and medical care of victims of structural collapse.
2 Community Emergency Response Teams (CERT) are trained civilian volunteer auxiliary responders that
assist victims and provide support for professional responders during a major disaster.

3. A Disaster Medical Assistance Team (DMAT) isamobile medical field unit staffed and equipped to treat
large numbers of injured.

4 The Incident Support Team (IST) supports US& R teams with tasking, material, and coordination.
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17.

The Governor activates National Guard units. The Governor requests Federal assistance
including National US& R teams and a Mobile Emergency Response System (MERS) unit
be sent to Centra City.

11:00 AM

18.

Using their PWDs and the satellite network, a conference call takes place between the
Logistics Chiefs at the MCC, in the Central City EOC, Santa Luisa County EOC, State
EOC, and the US& R IST; and with the on-scene OEM Communications Coordinator.
Decisions are made to establish aresource Mobilization Center at the Santa L uisa County
Fairgrounds; to co-locate the IST at the Mobilization Center, and to establish a unified
communi cations resource coordination point. The OEM Communications Coordinator is
designated to serve as the Area Communications Coordinator. Using the vehicle-mounted
satelliteterminal inthe Center City MCC, the OEM Communications Coordinator contacts
the State EOC with arequest for a DFFP Communications Unit Leader, and a

Communi cations Coordinator from the National I ncident Radio Support Cache (NIRSC) to
assist with the unified resource coordination. The OEM Coordinator then orders the OEM
transportabl e satellite unit and the Type 1 Communications Unit be set up at the
Fairgrounds; and requests two caches (56 units) of OEM-owned PWDs be staged at the
Mobilization Center for potential use. A request for fuel trucks to support city/county
facilities, particularly the EOCs, isissued.

11:30 AM

19.

20.

21.

159

Asreporting teams from the local and regional media arrive on the scene, the Central City
Public Information Officer (PIO) forms a Joint Information Center (JIC) in abuilding
adjacent to the EOC and uses PWDs to produce maps directing the placement of camera
teams away from areas requiring unrestricted emergency access. The JIC will also provide
press rel eases with supporting video and still imagery that will be made directly available
to media data feeds using the capabilities of their PWDs. The J C will distribute
information to the public regarding the location of food, potable water, shelter, and
operational waste disposal facilities.

Upon arrival at the collapsed building, the DFFP Urban Search & Rescue unit setsup abase
of operations at asafe distance from the building as directed by the Staging Manager. Using
their PWDs, they begin surveying for structural integrity and for likely victim locations.
Their PWDs set up awireless mobile Adhoc network that links with the M CC database and
obtain blueprints & building drawings. The node alows various voice, video, and data to
be transmitted to similarly equipped units, including the IST and the DMAT. It also
provides 3-dimensional location information for all PWD-equipped personnel that is
plotted into a Gl S-based tracking system. Asunitssurvey the scene, they are ableto overlay
major structural displacements into the pre-event GIS database to allow improved
structural analysis and determination of potential victim locations.

A CERT Communication unit (Amateur Radio) setsup in close proximity to the MCC and,
working through the liaison officer, verifies a process to pass intelligence and logistics
information from CERT to the US& R. Branch.
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22.

Red Cross has set up a Command Post next to the MCC, and has activated sheltersin
several local schools. They are capturing the names of every person showing up to the
shelters on their PWD and relaying it to a central database that can be accessed by other
parties. Thisinformation is available to the Red Cross representative in the EOC, as well
asto key city officials. City public buses and public school buses, both of whom operate on
the public safety trunked radio system, are alerted and organized to support transport of
victims and the public to treatment facilities or shelters.

2:00 PM

23.

24,

The Disaster Medical Assistance Team (DMAT) from Capital City hasarrived and is
setting up its unit. When set-up, all patient names, medical conditions, etc. will be entered
into PWDs to track the earthquake victims. The SLSD Coroner's Unit begins setting up a
central Disaster Mortuary (DMORT) center for processing the dead, including collection
of names and identifying information, as well as for the long-term storage of bodies. As
bodies are brought to the collection point, critical data including the location where they
were found is stored in a special central database.

CERT teams are becoming more organized as they search though residential areas for
trapped victims. Asthey come across larger or more questionable structures they request
assistance from a US& R team as well as provide damage information through the CERT
Communications Unit. PWDs are linked to the city GIS system to log activities of these
teams.

4:00 PM

25.

26.

Structural specialists begin the structural survey of the parking garage, using handheld
PWDs to sketch the structure perimeter, noting entrances and areas of structural concern.
The survey datais wirelessly sent to the US& R's node where it is coordinated with pre-
event Gl Sinformation. At the sametime, agroup of structural engineersbegin looking over
the drawing and blueprints for the buildings. Data collected indicates that the larger
building is on the verge of collapse within the next 24 hours. Thisinformationisrelayed to
all public safety unitsviathe PWDs and to the command post established at the park. This
information is then transmitted to the |C who can make entry plans from this data. Using
this data, Incident Command establishes the hazard zone for tracking entry into the garage
and the collapsing building. At the same time, the data is relayed from the MCC through
the satellite network to the IST at the Mobilization Center to assist in their long range
planning.

The structural speciaistsfind that one outside wall of the parking garage has fallen away
and the concrete T-bars of the parking garage have detached from the outside wall,
collapsing. The engineering team at the Federal building found that agas main on the north
side of the building was ruptured, with leaking/trapped gas posing an explosion hazard. The
gas utility representativeinthe EOC isrequested to ensure that gas mainsare off and, where
the gas valve control system may have failed, dispatch personnel to manually check and
secure valves. The police are directed to cordon off afour-block-square area and begin

necessary evacuations. The structural specialists set up two theodolites! to monitor any
movement of the federal building. These units contain video cameras that transmit images

L A theodoliteis asurveying instrument that may be used to measure and monitor movement of an object
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27.

28.

29.

30.

31

viaan integrated broadband transmitter to the base of operations, where the specialists can
safely monitor the structure. Once a preliminary structural assessment is complete, the IC
assigns the search teams to enter the structure to search for victims. The teams are assisted
by hazardous materials specialists, which detect any nuclear, biological, or chemical
hazards to the rescue personnel. A search of the appropriate data bases allow for an
inventory of the building contents to be reviewed, examined and results transmitted to all
officialsinvolved.

Two search teamsthat will enter the garage area and federal building turn on their personal
safety systems that include activity monitor and 3-dimensional location tracking systems.
As the teams enter the hazard zone, they check in with a Safety Officer, who notes their
entry using aPWD. Thisinformation is used at the base of operationsto track all personnel
inside the hazard zone. As the search teams search, they note the presence or absence of
victims on their PWDs and the datais displayed on thefloor plan of the structure at the base
of operations. Astheteams move through the garage, thelocations of all team membersare
logged for use if amember becomes lost or incapacitated.

The HazMat Team links their hand-held monitoring equipment into a PWD, which relays
any detection information to a Safety Officer's terminal at the MCC. As Search Team 2
proceeds into the parking garage, the HazMat team detects a potentially dangerous level of
gasolinevapor intheair. A Safety Officer'sinstrument indicates the danger and he decides
that thisroute into the garage is too hazardous and orders the team out of the garage, and to
find another entrance. Before the team exits, they leave aremote combustible gas detector.
Thisterminal will continuously monitor the air and, if an explosive condition is detected,
will send an evacuation signal to all personnel in the structure.

Search Team 2 uses their voice radios and PWDs to coordinate their search and the search
team leader uses his PWD to report their progressto the IC. Team 2 locates several victims
trapped in vehicles under the concrete T-bar sections and notes the locations on their

PWDs. The IC callsfor arescue team to go to the garage to assist in the rescue operation.
Rescue Team 1 begins work on the extrication of the victims. As the rescue team accesses
each patient, medical specialiststreat the patient as much as possible in the confined space.

The medical team managers use their PWDs at the base of operationsto inform the IST and
the DMAT of the number of victims, the severity of their injuries and the estimated time of
their extrication. When it isdecided that one of the victims requires aleg amputation before
extrication, themedical specialists consult with the medical team managers using voice and
video exchange with their PWDs.

Due to the number of victims in the immediate area, the demands for communications
exceed the available capabilities. The PWDs execute prioritization routines that prioritize
communications based on need. V oice communications are given top priority; vital
medical dataisgiven second priority; medical video datais scaled back to fewer frames per
second; on-scene medical personnel prioritizeindividual cases so that video isperiodically
dropped for lower priority patients.

6:00 PM
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32.

33.

The IC, Safety Officer, and Operation Section Chief use data on the total time each team
has been in the structure to rotate teams for rest and rehabilitation. Eventually, all victims
in the garage are extricated, stabilized, and transported to the DMAT. The I C then contacts
the Logistics Section Chief for re-supply of expended equipment and material and
discusses priorities and the team'’s next assignments with the Planning Section Chief.

National Guard units activated by the governor begin arriving. These units are seamlessly
integrated into the communications network utilizing their own PWDs.

9:00 PM

34.

A Federal Urban Search and Rescue Task Force, flown by military air transport to Cooney
Regional Airport, arrives to support the ongoing effort. Their voice and data PWDs are
entered into the regional authentication database and the Communications Unit Leader
authorizes their participation. They join the Incident's Network. The Task Force's leader
uses his PWD to send the personnel and equipment manifeststo the I ST at the Mobilization
Center. The Task Force uses robotic units capable of remotely providing video, audio, and
sensing information from inside the building. The units transmit their information to the
US&R incident base.

Appendix C.7.3 Transmission History

Time ID

PSAP

EOC

Police

Fire

EMS

Other

Xmissio
n Type

9:02 al

Fireand
building
inspectors
dispatched to
PSAP

Dispatched to
PSAP

Building
inspectors
dispatched to
PSAP

Binary (Fire)
& Voice
(Inspectors)

9:02 a2

Building
inspectors
download
building plans

Binary

Transmissions a2 and a3 are repeated numerous times during the course of the scenario as teams check
the structural integrity of key facilitiesin the area

9:02 a3

Temporary Temporary Voice &
network network Binary
established established

for firefight- for firefight-

ersand build- ersand build-

ing inspectors ing inspectors

at PSAP at PSAP

building building
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Time

PSAP EOC

Police Fire EMS Other

Xmissio
n Type

9:02

City/county
EOC acti-
vated and key
staff alerted

Binary & Text

0:00

Temporary
net estab-
lished for key
staff (emer-
gency man-
ager, mayor,
county exec,
etc.) en route
to Ops Center

\Voice

9:02

Callback of
off-duty
workers

Binary

9:02

bl

State EOC
activated,
State Warn-
ing Center
(SWC) auto-
matically
notifies state
personnel

Text

9:02

b2

SWC notifies
surrounding
counties

Text

9:02

b3

SWC notifies
NAWAS

Binary via
wire-basedtie
line

9:02

FEMA
regiona and
national
Operations
Centers begin
derting of
disaster per-
sonnel across
the country

Binary via
wire-basedtie
line

9:02

b5

SWCoperator
notifies gov-
ernor's staff,
key legisla
tors, state
agency heads

Voiceviatele-
phone
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | <M'SS©
n Type
9:10 cl Continuous
incoming
calls
9:10 d1 Dispatch Unitsdis- Unitsdis- Unitsdis- Binary
police, fire, patched to patched to patched to
and EMS area area area
9:10 d2 Fire units Binary
report loca-
tions of struc-
ture fires
9:10 d3 Receives SWC sends Binary via
request for request for VSAT
preliminary preliminary
damage damage
assessment assessment
9:15 el Emergency
Managers,
and key city
and county
staff arrive; as
they arrive
on-scene they
are removed
from tempo-
rary net
9:20 f1 Police, fire, Voice
and EMS
begin arriv-
ing at various
scenes; at
each scene
temporary net
established
for all first
responderson
scene
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | <M'SS©
n Type
9:20 f2 EMS units Voice and
begin trans- binary
porting vic-
timsto
hospitals;
patient vital
signs relayed
to hospitals;
status infor-
mation
relayed to
EOC
9:20 ol RACES sets Voice &
up at EOC, Binary
Fire Dept. sta-
tions, and out-
lying agencies
9:20 hl Network Voicevia
established VSAT
between city/
county EOC,
SWC, and
governor's
office
9:30 il Field supervi- | Mobile Com- Voice
sors being to mand Center
arive at deployed at
scenes, estab- | scene of
lish Incident building col-
Command lapse; tempo-
rary net
established
linking site
command-ers,
MCC and
EOC
9:30 i2 Temporary Temporary Voice
net estab- net estab-
lished linking | lished linking
on-scene on-scene
commanders commanders
to EOC to EOC
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | <M'SS©
n Type
9:30 i3 Asfirst Binary
responders
arrive at each
scene, register
electronically
to be added to
on-scene ros-
ter and
included in
temporary net
9:30 i4 State Police Video &
helicopters Voice
sent to areato
performaerial
reconnais-
sance; video
linkedto EOC
and MCC;
pilots added
to temporary
net for com-
mand
9:30 i5 Overal IC Voice
contacts gas
utility to shut
off gas mains
to city center
9:30 i6 I1C contacts Voice
city Dept. of
Public Streets
to redirect
traffic and
establish bar-
ricades
9:30 i1 Ops Section Voice
Chief requests
US&R and
CERT
9:30 k1 Mayor Voiceviatele-
requests state phone
US&R and
DMAT teams
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Time

PSAP

EOC

Police

Fire

EMS

Other

Xmissio
n Type

9:30

k2

State dis-
patches OEM
Communica-
tions capabil -
ity to Central
City with
reachback
capability to
State OEM

Voice &
Binary &
Image &
Video via
infrastructure
& VSAT

9:30

RACES oper-
ators report
damage out-
side Central
City andrelay
requests for
assistance
form outlying
cities

Voice &
Binary

10:45

ml

Display
shows loca
tion of units
(from
reported
GPS), dam-
agereportson
map; info
used to select
staging areas

Display
shows loca
tion of units
(from
reported
GPS), dam-
agereportson
map

Binary (GPS)

10:45

nl

Governor
activates
National
Guard,
requests
national
US&R and
MERS assis-
tance

11:00

ol

Conference
call

Voicevia
VSAT
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | <M'SS©
n Type
11:30 pl PIO uses Binary &
location and Image &
damage infor- Video
mation for
placement of
mediateams,
generates
video and
images that
are transmit-
ted electroni-
cally tomedia
representa-
tives
11:30 ql DFFPUS&R
arrives, added
to temporary
command net;
tactical net
aso estab-
lished
11:30 g2 Short range
broadband net
established to
relay video,
marked up
blueprints,
images
among
11:30 rl CERT comm Binary &
team sets up Image &
link to US&R Video
11:30 sl Red Cross Voice &
sets up emer- Binary
gency shel-
ters;
temporary net
to link Red
Crossrepre-
sentatives
with EOC;
link used to
ex-change
data on survi-
vors, status
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | iSO
n Type
14:00 t1 DMAT Voice &
deploys; links Binary
to EOC Medi-
cal Coordina-
tor and
hospitalsto
exchange vic-
tim data;
DMAT com-
mander added
to command
net
14:00 ul CERT team
commanders
arelinkedina
temporary net
with EOC;
when neces-
sary linked
into US&R
temporary net
aswell
16:00 vl Structural Voice &
specidistsare | Binary
linked into
US&R tem-
porary net
16:00 v2 Structural
dataisover-
laid with
blueprint
information
16:00 v3 Parking lot Voice &
structure risk Binary
broadcast to
dl units
16:00 v4 Incident Voice
Command
establishes
hazard zone,
requests barri-
cades from
Central City
DPW Streets
Maint. To
establish
perimeter
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | <M'SS©
n Type
16:00 wl Engineering Voice
team informs
I1C of ruptured
gasline
16:00 w2 IC directs Voice
policeto
establish
perimeter area
around gas
leak
16:00 w3 Structural Binary &
specidistsset | Video
up theodolites
16:00 w4 HazMat team Binary
queries data-
base to iden-
tify any
potential haz-
ardsin build-
ing
16:00 w5 Structural Voice
speciaists
verify struc-
tural integrity
16:00 w6 IC directs Voice
search and
HazMat
teamsto enter
building to
search for vic-
tims; tempo-
rary net for
personnel in
building
established
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | iSO
n Type
16:00 x1 Search teams Binary
entering
garage area
establish net
for activity
monitoring
and location
information;
data (such as
location and
status of vic-
tims) isaso
transmitted
16:00 yl HazMat team Binary
links monitor-
ing equipment
to communi-
cations net-
work;
information
transmitted to
on-scene
commander
and MCC
16:00 y2 Units ordered Voice
out from
structure
16:00 y3 Units leave Binary
behindremote
monitor
16:00 z1 Search teams Voice &
continue binary
searching
garage
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Time | ID | PSAP | EOC | Police | Fire | EMS | Other | misSO
n Type
16:00 z2 Rescue team Voice &
attends to vic- binary &
tims; medical video
status and
video trans-
mitted to hos-
pitals; due to
data exceed-
ing available
bandwidth,
degraded
bandwidth
management
isin effect
18:00 aal Incident Voice &
Command Binary
staff uses
activity data
to rest and
rotate search
and rescue
teams
18:00 bbl National Voice &
Guard begins Binary
arriving; com-
mand added
to command
net; officers
added in to
temporary
nets at spe-
cific scenes
where they
areworking
with first
respond-ers
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Time

PSAP EOC Police Fire EMS

Other

Xmissio
n Type

21:00

ccl

Federal

US&R team
arrive; com-
mand added
command net-
work; unit
personnel
added to on-
scene
responder ros-
ters; robotic
unit deployed
with short
range com-
munication
for transmit-
ting video
frominside
collapsed
buildings;
video trans-
mitted when
requested to
MCC and
EOC

Voice &
Binary &
Video
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