September 12, 2007

The Honorable Thomas R. Carper
Chairman, Subcommittee on Clean Air
and Nuclear Safety
Committee on Environment and Public Works
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

On behalf of the U.S. Nuclear Regulatory Commission (NRC), | am responding to your
and Senator Voinovich’s July 17, 2007 letter, regarding your concerns about the Government
Accountability Office’s (GAQ’s) ability to set up a false company and obtain a license to buy
radioactive material and safety procedures and controls at Nuclear Fuel Services (NFS) in
regard to a leak involving a solution containing highly enriched uranium. You noted in your
letter that the safety and security of our Nation’s nuclear infrastructure and radioactive devices
is the NRC’s most basic duty. | want to assure you that the NRC takes that duty very seriously.
The Commission took quick action to address the two issues you highlighted in your letter and
continues to make changes to our policies and processes to ensure the public health and
safety. Details about these actions are included in the enclosed reports.

| also want to assure you that the Commission’s goal is to strike an appropriate balance
between a regulatory process that is open to the public and the protection from disclosure of
sensitive information which would be helpful to potential adversaries. The NRC, working with
the Department of Energy’s (DOE’s) Office of Naval Reactors, reconsidered its August 2004
policy on the criteria used for withholding from public disclosure information deemed to be
security related for those fuel cycle facilities where NRC and DOE's Office of Naval Reactors
have a role, which includes NFS. Consistent with this effort, the NRC has already made publicly
available a number of recent documents related to NFS and will make additional documents
publicly available once they have been screened for sensitive information.

The Commission agrees that there is also room for improvement in terms of NRC
interactions with Congress involving potentially “alarming” reports such as the one regarding
GAO'’s undercover operation. We fully understand and will endeavor to comply to the extent
practicable with your expectation that if such similar “alarming” reports concerning the NRC are
being presented to Congress in the future, you will receive a personal briefing either on the day
the report is presented or as close to that date as possible.
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Please be assured that NRC is working very hard to ensure we protect public health and
safety while keeping our processes as transparent as possible.

| thank you for the opportunity to respond to your letter. Please let me know if you wish
to discuss this matter further.

Sincerely,

/IRA/
Dale E. Klein

Enclosures:

1. Government Accountability Office
Radioactive Material License Incident

2. Information on Nuclear Fuel Services Spill
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Government Accountability Office (GAO) Radioactive Material License Incident

1. Synopsis of the incident.

After creating a fictitious company, GAO investigators were able to obtain a valid radioactive
materials license from the U.S. Nuclear Regulatory Commission (NRC) Region | office. NRC
processed the license application in accordance with established license review guidance and
procedures. The reviewer determined that the application was deficient in some safety-related
areas, asked the applicant for needed information, and received the required information in the
form of a letter faxed to the Region office. Using the discretion afforded them by NRC'’s
procedures in place at that time, NRC staff did not conduct a pre-licensing visit for this
application, which involved a Category 4 quantity of sources under the International Atomic
Energy Agency (IAEA) Code of Conduct on the Safety and Security of Radioactive Sources.
Pre-licensing visits are required for applications for Category 1 or 2 sources and in certain other
cases where license reviewers have reason to question the validity of the license application.
NRC'’s reviewer believed that there was no reason to be suspicious. NRC approved the license
and, after final approval, the reviewer sent the license to the applicant (four weeks after the
initial application arrived).

After obtaining the license from NRC, GAO investigators altered the license so it appeared that
the fictitious company was authorized to purchase larger quantities of radioactive sealed
sources than the maximum listed on the approved license. GAO then sought to purchase, from
two U.S. suppliers, soil moisture density gauges containing sealed radioactive material.

Letters of intent to purchase, which included the altered NRC license as an attachment, were
accepted by two suppliers. According to the GAO, these suppliers gave GAO price quotes and
commitments to ship the devices containing radioactive materials. When queried later, one
supplier of the sources indicated to GAO that his company does not check with NRC to confirm
the terms listed on the licenses that potential customers fax to them. The supplier stated that
his company checks to see whether a copy of the front page of the license is faxed with the
intent to purchase and whether the requested order exceeds the maximum allowable quantity a
licensee is allowed to possess at any one time.

One of the two potential suppliers subsequently contacted Troxler Electronic Laboratories, the
company that it expected would help it fill the order for the devices requested by GAO. Ina
July 20, 2007 letter to Chairman Levin of the Permanent Subcommittee on Investigations,
Senate Committee on Homeland Security and Governmental Affairs, a Troxler official stated
that the company informed the potential supplier that due to the unconventional nature of the
request, it would not supply the requested devices and refused to provide a price quote.

The amount of radioactive material GAO agents say they could have acquired from these
suppliers was sufficient to reach the IAEA definition of Category 3. According to IAEA, Category
3 sources are dangerous if not safely managed or securely protected and could cause
permanent injury to a person who handled them, or was otherwise in contact with them, for
some hours. GAO indicated that with patience and the proper financial resources, their agents
could have accumulated substantially more radioactive source material.

Enclosure 1
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GAO also attempted to obtain a license from the State of Maryland, an Agreement State, but
withdrew the application after State license reviewers stated that they would visit the fictitious
company office before granting the license. An official with the Maryland licensing program told
GAO that conducting a site visit is a standard procedure for the State of Maryland before
radioactive materials license applications are approved and issued.

2.

A complete listing of institutional and episodic failures of the Commission and/or
of the licensee.

NRC did not do enough before closing its response to the recommendation in an April
2003 GAO report (GAO-03-804) with respect to Category 3 quantities of concern and
below. NRC has concluded that:

0 the November 2006 guidance was ineffective, allowing a weakness in the
process that NRC uses to approve license applications to prevent a fictitious
company of obtaining an NRC license for malicious intent; and

0 NRC missed the vulnerabilities in its licensing process that resulted in a
seemingly legitimate licensee obtaining a license, followed by an alteration of that
license for the purchase of a larger amount.

NRC has not yet conducted an impartial and comprehensive look inward at its own
materials regulatory processes, in particular the licensing process.

NRC was unable to detect GAO'’s covert intent to procure material for purposes other
than their intended purpose. NRC has concluded that:

0 licensing review procedures contained inadequate guidance for examining a
license application; and

o NRC did not have a requirement to perform site visits for new licensees of this
type.

NRC was unable to prevent the use of an altered issued license and the use of altered
licensing documents to obtain purchase commitments for more than authorized
guantities of radioactive material.

There was inadequate communication between manufacturers and licensing authorities
to verify that the license was valid, and that the licensee was not attempting to acquire
more than authorized on the license.

The National Source Tracking System under development by the NRC would have
tracked sources of Category 1 and 2 quantities of concern, but would not have captured
aggregated sources of Category 3 quantities of concern.

Web-based licensing would have validated the license and the authorized levels, but
would not have indicated the quantities in possession of the licensee, or the licensee’s
procurement from multiple vendors.
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3. A full report on corrective actions the NRC has identified and a timeline for their
implementation.

NRC took immediate action to address the weaknesses identified by GAO. NRC suspended
licensing actions for all new applications for materials licenses until it could determine what
interim corrective actions were necessary to resolve the weaknesses. NRC held a
teleconference with a majority of the 34 Agreement States to discuss the issues. On June 12,
2007, NRC issued supplemental guidance with additional screening criteria intended to help the
license reviewers determine whether a site visit or face-to-face meeting with the new license
applicant is required. NRC has also convened a pre-licensing working group to develop
improved guidance addressing the weaknesses found by GAO.

The NRC staff has developed an Action Plan (Attachment 1) to address the recommendations
from the GAO testimony, "Actions Taken by NRC to Strengthen Its Licensing Process for
Sealed Radioactive Sources Are Not Effective (GAO-07-1038T)," the Senate Permanent
Subcommittee on Investigations report associated with the July 12, 2007 hearing, "Dirty Bomb
Vulnerabilities," and the NRC Inspector General's report, "Summary Report and Perspectives on
Byproduct Material Security and Control (OIG-07-A-12)." In the Action Plan, the NRC staff
proposes to address each recommendation in the foregoing documents, including a schedule
for completing the tasks and the resources needed for each task. The Commission is reviewing
this Action Plan prior to implementation by the staff to assure that it meets our objectives in
responding to the recommendations. We will inform Congress when the Action Plan is
approved by the Commission.

4. A list of suggested corrective actions that the NRC does not have the statutory
authority or resources to implement in a timely fashion.

The Action Plan (Attachment 1) described above contains this information.
Attachment 1: SECY-07-0147 Response to U.S. Government Accountability Office

Recommendations and Other Recommendations to Address Security Issues in
the U.S. Nuclear Regulatory Commission Materials Program.



Information on Nuclear Fuel Services (NFS) Spill

1. A synopsis of the incident itself.

On March 6, 2006, during the transfer of a solution containing Highly Enriched Uranium (HEU)
through a transfer line, approximately 35 liters of HEU solution leaked into a glove box and
passed through drains to the floor. When the HEU solution reached the floor, it flowed and
began spreading under a door. Neither the worker posted at the vessel being drained nor the
worker posted at the vessel being filled were close enough to the glove box to detect the spill.
Another worker in the hall outside the door room noticed the spilled solution coming under the
door and alerted the other workers. The transfer was completed before actions were taken to
address the spill. The operator promptly stopped all processing of HEU in the facility. The
Commission summarized the incident in its May 2007 report to Congress on Abnormal
Occurrences in 2006.

2. A complete listing of institutional and episodic failures of the Commission and/or
the licensee.

Licensee Failures

On June 9, 2006, the U.S. Nuclear Regulatory Commission (NRC) documented special
inspection team results in report 70-143/2006-006. The inspection team identified eight (8)
apparent violations of NRC requirements. The violations involved:

. untimely notification to NRC in accordance with 10 CFR 70;

. failure to verify proper installation of the tray dissolver filter enclosure drains prior
to use;

. failure to meet performance requirements of 10 CFR 70.61(d) for accident
sequences related to handling of HEU material in the tray dissolver system;

. failure to meet performance requirements of 10 CFR 70.61(d) for accident
sequences related to HEU solution accumulation on the solvent extraction room
floor;

. failure to assume that fissile solution could be misdirected from the solvent

extraction feed transfer line in nuclear criticality safety analysis for the tray
dissolver system;

. failure to ensure that process systems not approved for use were isolated from
active special nuclear material bearing systems and failure to implement facility
change process requirements of 10 CFR 70.72;

. failure to use a valid procedure to conduct licensed activities;

. failure to capture unusual conditions of yellow solution in the filter enclosure
within the corrective action program.

As documented in NRC’s most recent assessment of NFS performance (December 2006),
licensee actions are still necessary to provide additional assurance that facility operations will
continue to be conducted safely. At the heart of the safety and security compliance issues at
NFS, the NRC determined that “safety culture” was a common thread for which an independent
review was necessary.

Enclosure 2



NRC Failures

Given the significance of the event, numerous opportunities existed following the HEU spill
event at NFS, in which the NRC should have promptly informed Congressional Oversight
Committees. The Commission believes that some conditions which would have been
appropriate for immediate Congressional notification and/or briefings (prior to the 2006
Abnormal Occurrence Report) included the March 13, 2006 second event notification from NFS,
dispatch of the special inspection team to the site, and the March 18, 2006 issuance of the
Confirmatory Action Letter (CAL). In reviewing the above opportunities, we are instituting
actions to ensure that Congress is informed in a timely fashion for future events involving our
regulated facilities. Regardless of the sensitivity or classification of information, we will inform
Congress of significant events and agency actions.

We also recognize that the NRC should have shared more information about the event with
other agencies and the public. As a result, the Commission directed the staff to review existing
guidelines and procedures to ensure that information on licensed activities involving the
Category | fuel facilities is publicly available and only that information that poses a significant
security risk is withheld from the public. Due to the need to keep the public informed of past
agency actions associated with NFS, the Commission determined it was important to release
certain documents immediately. On July 18 and July 19, 2007, the NRC released the following
documents: Commission transcripts from Agency Action Review Meeting on May 30, 2007, the
most recent Licensee Performance Report at NFS dated December 1, 2006, and the alternate
dispute resolution Order dated February 21, 2007. The NRC staff, working with the Department
of Energy’s (DOE’s) Office of Naval Reactors, has completed its review and submitted its
recommendations to the Commission. The Commission has approved a revised policy which
will ensure appropriate material will be made publicly available and that appropriate sensitive
material will be protected.

3. A full report on corrective actions the NRC has identified and a timeline for their
implementation.

With regard to licensee corrective actions identified by the NRC, the NRC conducted an on-site
special team inspection of the event between March 13 -17, 2006. The inspection at NFS was
conducted by a team consisting of five inspectors from NRC Region Il and headquarters. On
June 9, 2006, the NRC documented the results of that inspection in inspection report 70-
143/2006-006. NRC staff met with NFS on March 17 and May 10, 2006, to discuss the
preliminary conclusions of the special team inspection. The NRC identified eight apparent
violations of NRC requirements related to the spill event. The team also concluded that the
immediate safety consequences were very significant in that operators were unaware that their
actions resulted in the transfer of highly enriched uranium to a filter enclosure. An additional
significant safety concern was the lack of criticality prevention controls for the unsafe
accumulation point on the Blended Low-Enriched Uranium (BLEU) preparation facility (BPF)
floor. The team concluded that NFS’s identification of causal factors and contributing factors
surrounding the event had been adequate.
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The NRC continues to apply an increased level of oversight to NFS. Oversight of the spill event
included substantial enforcement actions (Confirmatory Action Letter and Alternate Dispute
Resolution [ADR] Order), senior management meetings, readiness inspection efforts, a
Commission Meeting with NFS, and on-going verification and validation efforts towards the
ADR Order. A number of NRC team inspections confirmed NFS’s short-term corrective actions,
independently verified through a selective sample of proper system configuration controls, and
confirmed that operations were safe to restart the BPF operations. The chronological activities
below provide specific NRC actions taken after the special inspection team.

March 18, 2006

NRC issues Confirmatory Action Letter (CAL) 02-06-003 to assure that
NRC has the opportunity to review BPF prior to restart and asking NFS
for justification for continued operations of the Naval fuel operations.

March 24, 2006

NFS response back to NRC’s CAL 02-06-003.

March 27, 2006

NRC Management Meeting with NFS to discuss event investigation.

NRC team inspection sent to verify NFS'’s response to the CAL and to

April 3, 2006 verify that Naval Fuel Operations did not suffer from issues similar to
these of BPF.
April 26, 2006 NRC Management Meeting with NFS to discuss corrective actions.

June - July, 2006

NRC conducts inspections verifying BPF corrective actions to support
facility startup.

July 25, 2006

NRC authorizes restart of solvent extraction material.

July 24-28, 2006

NRC conducts inspections of BPF.

September 18, 2006

NRC management meeting with NFS on status of remaining BPF
corrective actions.

September 28, 2006

First Alternate Dispute Resolution Session between NFS and NRC.
Purpose was the disposition of a willful violation. From the session both
parties entertain a broader ADR to resolve all significant outstanding
enforcement issues, including those from the March 6, 2006 HEU spill.

October 18, 2006

NRC authorizes restart of BPF.

November 30, 2006

Final ADR session to reach agreement on Order.

December 1, 2006

Licensee Issues Performance Report.

February 21, 2007

NRC lIssues Alternative Dispute Resolution Order.

March 15, 2007

NRC approves charter for Safety Culture and Configuration
Management Oversight Panel.

May 30, 2007

Closed Commission Meeting to Discuss NFS performance Issues.

July 19, 2007

Re-issuance of ADR Order to make publicly available. Release of
Closed Commission meeting transcripts.
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The NRC has already implemented interim corrective actions as described in the preceding
paragraphs. In addition, NRC staff has initiated an internal “lessons learned” review of the
specific events associated with the spill to determine if there is any additional appropriate
generic actions that should be taken. This review is expected to identify corrective actions,
which will be reviewed by NRC management and implemented in a timely manner. The
Commission is expected to be provided the results of this review by the end of October 2007.

4. A list of suggested corrective actions that the NRC does not have the statutory
authority or resources to implement in a timely fashion.

At this time, the Commission believes that statutory authority and resources are appropriate and
adequate to timely implement proposed corrective actions. As requested, we will provide a
progress report at the agency’s next oversight hearing on the status of actions taken to date.
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POLICY ISSUE
(Notation Vote)

Augqust 25, 2007 SECY-07-0147
FOR: The Commissioners
FROM: Luis A. Reyes

Executive Director for Operations

SUBJECT: RESPONSE TO U.S. GOVERNMENT ACCOUNTABILITY OFFICE
RECOMMENDATIONS AND OTHER RECOMMENDATIONS TO
ADDRESS SECURITY ISSUES IN THE U.S. NUCLEAR REGULATORY
COMMISSION MATERIALS PROGRAM

PURPOSE:

To request Commission approval of the staff's propcsed Action Plan and associated funding ic
respond to recommendations to address security issues in the U.S. Nuclear Regulatory
Commission’s (NRC’s) and Agreement States’ materials programs.

SUMMARY:

Early in 2007, the U.S. Government Accouniability Office (GAQ) staff used the name of a
bogus company to obtain a valid NRC materials license authorizing the possession of portable
gauges containing radioactive sources. Following notification of this fact by GAO, the staff
ook immediate actions to respond to the identified vulnerability. After a Congressional
nearing in July, the NRC received recommendations from the GAO and the Senate Committee
on Homeland Security and Governmental Affairs, Permanent Subcommittee on Investigations
(PSI) staff. As directed by the Commission in the Staff Requirements Memorandum (SRM)
dated August 17, 2007, the staff has developed a proposed Action Plan to address needed
changes in NRC's process for issuing licenses for radioactive sources.

CONTACTS: John D. Kinneman, Region |
{301) 415-8009
(610) 337-5252

Janet R. Schiueter, FSME/DMSSA
(301) 415-3340

Attachment ioc Enclosure 1
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The plan includes specific actions and recommends that three working grcups develop
additional recommendations: a proposed independent panel, a Pre-Licensing Guidance
Working Group (already working), and a proposed Materials Program Working Group. In crder
to implement the plan, the staff requests additional resources: 15.5 Full Time Equivalent (FTE)
and $2.58 million in FY08 and 12.0 FTE and $8.26 million in FY09.

BACKGROUND:

in late May 2007, staff members from the GAO notified the NRC staff of the resuits of an
investigation, where GAO staff used the name of a bogus company to obtain a valid NRC
materials license authorizing the possession of portable gauges containing radioactive sources.
The GAO staff then modified the license using computer software to make it appear that a
much greater number of gauges were authorized than allowed by the original license.

In the same time frame, GAO attemnpted to obtain a license from the State of Maryland using a
similar bogus application. GAO investigators abandoned the effort when Maryland informed
them that Maryland would conduct a pre-licensing visit prior to issuing a license.

Previously, in a 2006 Congressional hearing, GAO presented testimony (GAO-06-583T), which
described a 2005 GAO investigation where GAO staff successfully brought small radioactive
sources into the U.S. using counterfeit documentation, even though the sources were exempt
and did not require a license. Also, in 2003, GAO issued a report (GA0O-03-804) that concluded
that NRC needed to improve the security of radioactive sources.

The Energy Policy Act of 2005 required the establishment of the Radiation Source Protection
and Security Task Force, which is chaired by the NRC. The Task Force issued its first report
on August 15, 2006. The report contains 10 recommendations and 18 actions, some of which
relate to verification issues similar to those raised by the GAO investigation. Appropriate
reference is made to them in the Action Plan that is the subject of this Commission Paper.

In response o the GAQ notification in late May 2007, the NRC staff promptly took the following
actions:

. We immediately informed our Federal partners and the Agreement States
of GAO's findings.

s We promptiy terminated the license issued to the bogus company.

» Within 24 hours, we suspended issuance of all new materials licenses for
about two weeks, pending issuance of revised interim procedures to
address the GAO concerns.

» In mid-June, we issued revised interim procedures that require on-site
inspections or in-office meetings for new materials license applicants
Exceptions may be made for applicants who already possess, or are listed
on, an NRC or Agreement State license.
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o We completed a retrospective examination of certain licenses issued by the
NRC to verify that the licensees are legitimate.

When members of the Senate were notified of the GAO investigation, a hearing was scheduied
by the PSI for July 12, 2007, entitled “Dirty Bomb Vulnerabilities: Fake Companies, Fake
Licenses, Real Consequences.” Commissioner McGaffigan and representatives of GAO
testified at the hearing. In its testimony, GAO made three recommendations, calling for: (1)
improved pre-licensing guidance, including consideration of mandatory site visits for new
applicants; (2) periodic oversight of license application reviewers; and (3) improved measures (o
prevent counterfeiting of licenses (GAC-07-1038T).

In conjunction with the July 12, 2007, hearing, the PSI released a staff report, “Dirty Bomb
Vulnerabilities,” which contained four additional recommendations to improve NRC's materials
program. The recommendations called for NRC to: (1) re-examine its apparent “good-faith”
presumption in the licensing process; (2) physically inspect applicants’ facilities before issuarce
of licenses for Category 3 radioactive sources; (3) consider including Category 3 scurces in the
proposed National Source Tracking System (NSTS); and (4) quickly establish the planned
Web-Based Licensing (WBL) system.

Earlier in 2007, the NRC Office of the Inspector General (OlG) released its Audit Report
“Summary Report and Perspectives on Byproduct Material Security and Control” (OIG-
07-A-12, March 30, 2007). The OIG report concluded that, while NRC has taken a number of
steps to improve security of byproduct material, the efforts are incomplete. The OIG report
recommended that NRC convene an independent panel of experts external io the

agency to identify agency vulnerabilities concerning NRC's material licensing and tracking
programs, and validate the agency's byproduct material security efforts.

Since the initial GAO notification in May 2007, the Commission and staff have continued to
pursue both short-terrn and long-term actions to address materials security vulnerabilities. As
part of these efforts, the staff discussed the issues with the Executive Boards of the
Organization of Agreement States (OAS) and the Conference of Radiation Program Control
Directors (CRCPD), and coordinated with the Federal Nuclear Government Coordinating
Council (GCC) through contacts with the Department of Homeland Security (DHS).

in addition, the staff is preparing a generic communication to material licensees, which will
provide updated guidance on verifying license and possession authorizations prior to transfers
of licensed material. (Verification requirements have already been imposed by orders issued to
licensees who transfer higher risk sources, and general verification guidance was included in an
information notice (IN 2006-12) to all materials licensees in 2006.) In conjunction with
preparation of the new notice, the staff is considering suggestions from a major portable gauge
vendor on how to improve the verification process for licensees.

The staff discussed these security issues with the Commission in a closed meeting on July 18,
2007 Following the meeting, the Commission issued a SRM dated August 17, 2007, directing
the staff to prepare a comprehensive plan to address needed changes in NRC'’s process for
issuing licenses for radioactive sources, including the role of pre-licensing visits to verify
applicant authenticity and mechanisms for source suppliers to verify the authenticity of a
license; appropriate strategies for aligning Agreement State licensing with recommended
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changes; and an independent review of NRC's licensing process. This paper responds to that
SRM and presents a comprehensive Action Plan.

DiSCUSSION:

Reasons for Continuing Concerns About Materials Security

Although NRC has worked continuously since the 9/11/01 attacks to improve security for all
licensees, the GAQ, PSI, and OIG reports illustrate continuing concerns about security
vulnerabilities in the NRC's materials licensing process. Two of the key reasons for these
continuing concerns are:

1. NRC efforts have focused on higher risk sources. This is consistent with the
agency’s policy of risk-informed regulation, and with the International Atomic Energy
Agency (IAEA) Code of Conduct on the Safety and Security of Radioactive Sources.
However, both the GAO and PSI reports raised questions as toc why lower risk sources
are not being protected to the same degree as higher risk sources. It is difficult to
explain the differences to a large segment of the stakeholder population, who may not
generally think in terms of the relative risks associated with varying levels of radiation
exposure, and the relative costs and benefits involved in reducing the risk.

2. As pointed out by the PSi report, NRC retains an apparent “good faith” presumption
in its licensing approach, which assumes that applicants do not harbor malicious
motives. According to the PSi repont, this presumption is manifested not just by the lack
of pre-licensing visits for applicants involving low-risk licensees, but also by NRC
licensing guidance which provides applicants with model language and stock responses.

The implications of the security concerns are broad. Some solutions to these concerns are
straightforward - for example, increasing pre-licensing visits - but some are not. For example,
10 CFR Section 30.41(d) is a longstanding regulation which specifies acceptable methods for
verification of authorization to receive a particular amount and form of licensed material. This
regulation allows transfers based on copies of licenses, written certifications from transferees,
and even (for emergency shipments) oral certifications from transferees. This regulation may
have to be revised to strengthen the verification requirements, and, if so, Agreement States
would need to make compatible revisions. The impact of revisions to this regulation would be
broad, because many small vendors and other licensees who transfer material directly to other
licensees would be affected, as well as large vendors and their customers.

The Comprehensive Action Plan

As directed by the Commission in the SRM dated August 17, 2007, the staff has developed a
proposed Action Plan (enclosed) to address needed changes in NRC's process for issuing
licenses for radioactive sources. The Action Plan contains short-term, mid-term, and long-term
actions, with timeframes ranging from a few months to more than two years. A milestone chart
for the planned actions is included in the plan.

The Action Plan addresses all eight recommendations contained in the recent GAO, PSI, and
OIG reports. Six of the recommendations are specific, and two are broad. In developing the
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Action Plan, the staff took a comprehensive approach. Therefore, some of the proposed
actions address issues that go beyond the recommendations, but that are nevertheless
appropriate in order to address potential security vulnerabilities.

One of the broad recommendations (from OIG) calls for an independent review by an external
panel of experts. The staff has developed a proposed charter for this panel (attached to the
Action Plan), and, following Commission approval, will convene the panel in accordance with
the agency’s advisory committee process including consuitation with the U.S. General Services
Administration in accordance with 10 CFR 7.5. The panel will be chaired by a former
Agreement State program manager, and will include another member who has not had
substantial involvement in design or implementation of the current NRC materials program.
The staff has identified specific individuals to fill these roles. These individuals have been
selected based on their individual qualifications, knowledge of NRC regulatory programs, and
impartiality with respect to the existing NRC materials policies and procedures. it is expected
that another Federal agency, most likely the Defense Threat Reduction Agency, will provide a
third qualified member.

The second broad recommendation (from the PSI report) calls for a reevaluation of the
apparent “good-faith” presumption in the licensing process. As reflected in the enciosed Action
Plan, the staff recommends that this issue be assigned to the external panel, because it
challenges a fundamental premise of NRC's regulatory approach.

The plan proposes that the report of the independent review be completed by January 31,
2008. The panefl's report will be provided io the Director, Office of Federal and State Materials
and Environmental Management Programs (FSME) and a newly formed Materials Program
Working Group, to consider adoption of the findings and recommendations for changes in the
materials regulatory program. FSME and the working group will provide recommended actions
to the Commission by Spring 08.

The Action Plan envisions two phases: development and implementation. initially, proposals
and actions must be developed to respond tc recommendations and other known
vulnerabilities. In addition to specific actions already identified, at least three working groups
will be developing additional recommendations: the proposed independent panel, the
Pre-Licensing Guidance Working Group, and the proposed Materials Program Working Group.
Further, the plan recommends that consideration be given to expanding the NSTS and the
associated rulemaking to include Category 3.5 sources, which are an order of magnitude
smaller in amount of radioactivity than Category 3 sources. Category 3.5 does not appear in
the IAEA Code of Conduct on Safety and Security of Radioactive Sources and is not well
understood outside the agency. Adding Category 3.5 will require explanation and coordination
with other government agencies to assure consistent implementation of the final NSTS. Also,
in addition to the planned general license rulemaking, the plan recommends that a review be
undertaken to identify any gaps or modifications that might be appropriate to ensure a
consistent, risk-informed, graded approach for the general license program based on boih
safety and security.

As described in more detail in the Action Plan, the Pre-Licerising Guidance Working Group will
develop and issue revised guidance to address pre-licensing reviews and visits, while the
proposed Materials Program Working Group will identify other short-term and long-term
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measures o be implemented for both specific and general licensees. Subsequently, the
additional activities and recommendations arising from these groups must be evaluated, and
implementation actions must be determined. Therefore, the proposed Action Plan focuses on
the developmental phase, because full information on implementation will not be available until
further progress is made by the working groups.

Strategies for Attaining Alignment with the Agreement States and NRC Regional Offices

To assure the consistent, nationwide implementation of the plan, it is likely that many of the
actions implemented by the NRC will involve consideration of Agreement State compatibility.
The resources required for the Agreement States to implement the recommendations and
additional activities as a result of the Action Plan will be significant, because the Agreement
States administer a much larger number of licenses than NRC (about 17,500 State licenses vs.
about 4,500 NRC licenses). Funding for these activities will need to come from existing
budgets which, in most States, are already stretched. In addition to programmatic changes, the
plan also proposes enhancements to information technology systems (i.e., NSTS and
Web-based Licensing (WBL)) that would include participation by Agreement States.

Coordination with other Federal agencies and the States during the development of these
systems is ongoing and will continue. The elements of the Action Plan have been discussed
with the Office of infrastructure Protection, DHS and the major elements of the plan were
entered into a list of important actions to improve security of radioactive sources discussed at a
meeting of the GCC.

The staff initially coordinated with the Agreement States by discussing the Action Plan with a
State program manager who oversees the license for a major portable gauge vendor, and with
the Executive Boards of the OAS and the CRCPD. The State manager indicated a willingness
1o work with NRC to make improvements on license verifications. The OAS Executive Board
recently sent a letter dated August 10, 2007, tc Senator Carl Levin, which expresses concerns
that the GAO testimony and PSI staff report do not provide adequate evidence or other basis to
support the GAO and PS| recommendations, and that those recommendations could have a
serious impact on the regulation of radioactive materials nation-wide. However, discussions
with representatives of the OAS and CRCPD Boards indicate their willingness to work with the
NRC staff to develop solutions in response to the Action Plan. Working groups established in
conjunction with the pian will include Agreement State representatives. The staff will continue
to coordinate closely with the Agreement States, to assure consistent, nation-wide
implementation.

The plan has also been coordinated with the NRC Regions; regional representatives will
participate in proposed Materials Program Working Group and in the planning and
implementation of actions developed in response to the Action Plan.

The staff believes that implementation of the Action Plan and resulting regulatory improvements
will improve safety, security, and public confidence by reducing the risk of fraudulent transfers,
and establishing a more integrated, comprehensive regulatory framework for all radioactive
sources.
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RESOURCES:

While some of the activities in the Action Plan are ongoing and budgeted, the majority are
unplanned activities that were not included in either the FY08 or FY09 budget process. The
following table summarizes the unbudgeted NRC resources required for the Action Plan.
Further details for each action item and the associated resources are included in the enclosed
Action Plan.

FY08 FY09
Unbudgeted Unbudgeted

FTE $ (Thousands) FTE 3 (Thousands)

15.5 2,580 12.0 8,260

The table includes 1.0 FTE and $400,000 in FYO08 for the independent pane! activities.

The resource estimates in this paper are a subset of the resource estimates recently provided
o the Commission. Resource estimates for a few items, such as NSTS Categories 1 and 2,
that were previously provided, have been excluded from this Action Plan, based on further
reexamination of their relationship to the GAO findings. Estimates for comparable items in this
paper have increased from the resource estimates previously provided by 3.0 FTE and
$110,000 in FY 2008.

The staff does not believe that the needed additional resources can be reallocated from other
activities in the key program offices (FSME, the Office of Nuclear Security and Incident
Response (NSIR), and the Office of Information Services (O1S)) without significantly impacting
ongoing programs, given current resource constraints and the large amount of unbudgeted
resources involved.

In addition to resource impacts for the NRC, the Agreement States will likely incur substantial
unbudgeted costs to carry out recommendations coming from implementation of the Action
Plan.

RECOMMENDATION:

That the Commission:

Approve the enclosed Action Plan to respond to the recommendations from the GAG,
PSI, and OIG to address security issues in the NRC materials program.

Approve, as part of its review of the FY09 budget proposal and the supplemental
information provided by the staff, the allocation of resources to fund the Action Plan.

Note that if the Action Plan is approved, the staff will prepare a communication plan in
conjunction with its implementation.
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COMMITMENTS:

The proposed commitments, subject to Commission approval, are included in the enclosed
Action Plan.

COORDINATION:

This paper has been coordinated with the Office of the General Counsel which has no lega!
objection. The Action Plan involves significant unbudgeted resources, and the resource
astimates have been coordinated with the Office of the Chief Financiai Officer.

The Action Plan has alsc been coordinated with the Agreement States and Regions as
discussed above.

Luis A. Reyes
Executive Director /
for Operations

Enclosure:

Action Plan to Respond 1o
Recommendations to Address Security
Issues in the NRC Materials Program



ACTION PLAN TO RESPOND TO RECOMMENDATIONS TO ADDRESS
SECURITY ISSUES IN THE
{J. S, NUCLEAR REGULATORY COMMISSION MATERIALS PROGRAM

INTRODUCTION

This action plan provides a comprehensive, integrated set of proposed staff actions to respond
io recommendations from three reports:

1. U.S. Government Accountability Office (GAQ) Testimony, GAO-07-1038T, “Actions
Taken by NRC to Strengthen lts Licensing Process for Sealed Radioactive Sources
Are Not Effective,” July 12, 2007

N

Senate Homeland Security and Governmentai Affairs Committee, Permanent
Subcommitiee on Investigations (PSI) Staff Report: “Dirty Bomb Vulnerabilities,”
July 12, 2007

3. U.S. Nuclear Regulatory Commission (NRC) Office of the Inspector General (OIG)

Audit Report, OIG-07-A-12, "Summary Report and Perspectives on Byproduct
Material Security and Control,” March 30, 2007

The reports contain eight recommendations. For reference purpeses, the recommendations
are numbered as follows:

i. GAQ Testimony: G-1, G-2, and G-3

o

PS} Staff Report: S-1, S-2a, S-2b, and S-3
3. NRC OIG Report: N-1

Also, two additional actions, which are not specifically covered by the eight recommendations,
are included as Additional Actions A-1 and A-2:

A-1 Enhance communication with the public on the risk of exposure to radicactive
materials

A-2. General license rulemaking (ongoing, budgeted) and review of the general
license regulatory framework (unbudgeted)

For each recommendation, the Action Plan presents the proposed action, completion date,
discussion, office lead and supporting offices, and unbudgeted resources. If the action is
already budgeted, this is indicated in the resources section.

The totai unbudgeted resources to implement the Action Plan are as foilows:

Enclosure



Recommendation FYog FYO09
Unbudgeted Unbudgeted
FTE $ (Thousands) FTE $ (Thousands)
G-1, G-2, G-3, S-2a 11.5 310 9.0 500
(Increase from previous
estimate: 2.0 FTE and
$100,000 in FY08)
S-2b 1.0 760 1.0 5910
S-3 1.5 1,100 20 1,850
N-1, S-1 1.0 400 0.0 0
(increase from previous
estimate: 0.5 FTE for FY08)
A-1 (Budgeted) {Budgeted)
A-2 0.5 10 0.0 0
{Not included in previocus
estimate)
TOTAL 15.5 2,580 12.0 8,260
{(increase from previous
estimate: 3.0 FTE and
$110,00 for FY08)

Recommendation G-1:

Action:

The NRC should deveiop improved guidance for examining NRC
license applications, in order to avoid allowing a malevolent group
to obtain a license. The improved criteria shouid consider
whether pre-licensing siie visiis to new licensees should be
mandatory.

1. A Pre-Licensing Guidance Working Group has been
convened, with an Agreement State program director as co-chair.
The Group will develop and issue revised guidance to address
pre-licensing reviews and visits. Exceptions will be addressed.
The staff will coordinate with Agreement States to assure that the
States implement compatible guidance.

2. A Materiais Program Working Group will be formed, composed
of NRC Headquarters, NRC Regional, and Agreement State
representatives. The Group will identify short-term and long-term
measures {o be implemented for both specific and general
licensees, pending completion of the Web-Based Licensing
(WBL) system, the National Source Tracking System (NSTS), the
interface between NSTS and WBL, the NSTS rulemaking and the




Completion Dates:

Discussion:

Dffice Leads:
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general license rulemaking. Licensing of imports and exports will
be included, as well as prevention of counterfeiting as discussed
under Recommendation G-3. The measures to be considered will
include guidance or other actions to source suppliers with the
objective of preventing unauthorized transfers. The staff will
coordinate to assure that compatible compensatory measures are
implemented in all Agreement States. The working group will also
address the recommendations from the independent pane!
discussed under Recommendation N-1. A proposed charter for
the group is Attachment 1 to this plan.

1. Compete revised guidance for pre-licensing visits:
November 30, 2007
2. Develop corrective measures:
a. Short-term measures:

Improve license verification: October 30, 2007
Reduce counterfeiting: December 31, 2007
Reduce vulnerabilities in GL program: March 30, 2008

b. Follow-up to independent review: April 30, 2008

¢. lIssue final corrective measures: September 30, 2008

Based on recently revised inlerim procedures, the staff is currently
conducting pre-licensing visits or in-office meetings with new
materials applicants, except those who already possess or are
listed on an NRC or Agreement State license. The Pre-Licensing
Guidance Working Group will further develop and issue revised
guidance toc address pre-licensing reviews and visits. This
guidance would be implemented in FY08 after training of the
Regional staff.

With respect to potentially broader requirements, the 2006
Radiation Source Protection and Security Task Force Report,
Action 6-1, states that NRC should expeditiously implement
fingerprinting provisions for Category 1 and 2 sources. NRC has
already imposed fingerprinting requirements for a large number of
Category 1 and 2 licensees, and is coordinating with the
Agreement States to impose similar requirements on the
remaining Category 1 and 2 licensees. In addition, in a followup
to Action 6-3 in the Task Force Report, the staff is pursuing a
Memorandum of Understanding with the Department of Homeland
Security, which would allow access to the Systematic Alien
Verification for Entitlements (SAVE) database in connection with
background checks for materials licensee personnel.

1. Revised Pre-licensing Guidance: Region |

2. Materials Program Working Group: FSME
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‘ Support: NSIR, OIP, OGC, ADM, Regions, Agreement States
l
k Resources:
Action FY08 FYO09
Unbudgeted Unbudgeted
FTE | $ (Thousands) | FTE | $ (Thousands)
Pre-Licensing Working Group 0.5 10 0.0 0
NRC Inspection Resources to Conduct 3.0 0 1.0 0
Additional Site Visits
Development of Corrective Measures by | 4.0 200 0.0 0
the Materials Program Working Group
(Increase from previous estimate:
2.0 FTE and $100,000 for FY08)
NRC Implementation of Corrective 4.0 100 8.0 500
Measures
TOTAL 11.5 310 9.0 500
{Increase from previous estimate:
2.0 FTE and $100,000 for FY08)

Recommendation G-2: The NRC should conduct periodic oversight of license application
examiners so that NRC will be assured that any new guidance is
being appropriately applied.

Action: The Materials Program Working Group (see G-1 above) will
develop recommendations addressing current training and

Completion Date:

Discussion:

oversight procedures for both NRC and Agreement State
licensing programs and staff, in order to assure effective,
consistent implementation.

March 31, 2008

NRC materials license reviewers undergo a rigorous, structured
training and qualification program that takes approximately 24
months, with formal course work and on-the-job training. The
integrated Materials Performance Evaluation Program (IMPEP)
periodically evaluates license reviewer training and qualification
programs, as well as the actual performance of license programs
and reviewers, in both NRC offices and the Agreement States.
Also, the NRC Regions engaged in materials licensing conduct
internal performance assessments at least twice per year. Until
the working group completes its review and makes
recommendations, the Regions wili place emphasis in their




Office Lead:

Support:
Resources:

Recommendation G-3:

Action;

Completion Date:

Discussion:
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performance assessments to assure that pre-licensing guidance
is consistently followed.

The working group will evaiuate the existing training provided to
reviewers, and the effectiveness of IMPEP procedures and
regional assessments, and make recommendations for
improvements. With regard to IMPEP, the working group will
consider the topics that are addressed, the depth of the review,
and the frequency of the review.

FSME
NSIR, Regions, OGC
{Included in G-1 above.)

The NRC should explore options to prevent individuals from
counterfeiting NRC licenses, especially if the counterfeiting allows
the purchase of more radioactive materials than authorized.

The Materials Program Working Group (see G-1 above) will
address and make recommendations on the issue of
counterfeiting, as well as related verification issues. Import and
export licenses will be included.

March 31, 2008

As discussed in the PSI Staff Report, licenses may be copied or
faxed, so it is not sufficient to prevent counterfeiting of the original
license alone. Other verification methods must also be
implemented. The 2006 Radiation Source Protection and Security
Task Force Report, Action 4-1, states that NRC should consider
imposing additional measures to verify the validity of licenses prior
to transfers of risk-significant sources. NRC regulation 10 CFR
Section 30.41(d) currently allows transfers of licensed materiai
based on copies of licenses, written certifications from customers,
or (for emergency shipments) oral certifications from customers.
(Manufacturers and distributors have been issued orders which
impose more stringent verification requirements for transfers of
Category 1 and 2 sources.) This regulation and similar provisions
will be reviewed. The working group’s efforts will be coordinated
with the Agreement States to assure development of a nation-
wide solution to the counterfeiting issue. However, this is a short:
term measure and is not comprehensive; the long-term solution
requires the development of the integrated WBL and NSTS and
associated rulemaking, and the inclusion of Agreement State
licenses in WBL. Completion of these activities will make
counterfeiting ineffective (see Recommendation S-3).



QOffice Lead:
Support:
Resources:

Recommendation S-1;:

Action:

Completion Daie:

Discussion:

Office Lead:
Resources:

Recommendation S-2a:

Action:

Completion Date:

Office Lead:
Support:
Resources:

Recommendation S-2b:

FSME
ADM, OIP, NSIR
(Included in G-1 above.)

The NRC should reevaluate the apparent good-faith presumption
that pervades its licensing process.

Include this topic within the scope of the independent, external
review to be conducted under Recommendation N-1 below.

January 31, 2008

This recommendation is broad in scope and calls into question a
fundamental premise of the licensing approach used by the NRC
staff and the Agreement States. Therefore, the staff has included
it in the proposed charter for the independent, external panel
(Attachment 2) to this Action Plan.

FSME
(Included in N-1 below.)

The NRC should physically inspect applicants’ facilities before the
issuance of a Category 3 Materials License.

See G-1 above. Based on recently revised interim procedures,
the staff is currently conducting pre-licensing visits or in-office
meetings with new materials applicants, except those who aiready
possess or are listed on an NRC or Agreement State license. The
Pre-Licensing Guidance Working Group will further develop and
issue revised guidance to address pre-licensing reviews and
visits.

November 30, 2007

Region |

FSME, OIP, NSIR, OGC, Regions, Agreement States
(See G-1 above.)

The NRC should consider inciuding Category 3 sources in the
proposed NSTS.
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As previously directed by the Commission in the Staff
Requirements Memorandum (SRM) dated June 9, 2006, the
NSTS rutemaking will include consideration of Category 3
sources. The staff currently plans to expand the NSTS to include
Category 3 sources. (This is consistent with Action 11-3 of the
Radiation Source Protection and Security Task Force Report.)

The staff recommends that the scope of the NSTS rulemaking be
expanded to include Category 3.5 sources. This will require the
additional resources listed in the table below. Note that Category
3.5 sources are a factor of 10 smaller in amount of radioactivity
than Category 3 sources.

For Category 3 Sources:
Proposed Rule to the Commission: March 2008
Final Rule : Late 2008 - Early 2009

Implement Expanded NSTS - Category 3: October 2009

Note: The schedule listed above is to complete the expansion of
the NSTS and ruiemaking to include Category 3, as directed by
the SRM. If the recommendation in this Action Plan {o include
Category 3.5 sources is approved, the additional resources listed
below will be needed. The staff is developing the technical basis
that will allow the rulemaking including Category 3.5 fo meet or
exceed the dates above.

The current budget covers inclusion of Category 3 sources in the
NSTS rulemaking. Even though the recommendation covers
Category 3 sources only, the staff's resource estimates below
would aliow for inclusion of additional sources, down to Category
3.5, in order to more comprehensively address the concerns
underlying the recommendation; that is, that smaller sources
could be aggregated into larger sources which would pose a
significant safety and security hazard.

Most of the additional cost to expand the NSTS is not associated
with the rulemaking or the NSTS database itself, but rather the
cost of adding and certifying a larger number of additional
licensees, who will be authorized to access the system to enter or
verify data.

FSME

OIS, NSIR, Agreement States



Resources:
Action FY08 FY09
Unbudgeted Unbudgeted
FTE | % (Thousands) | FTE | $ (Thousands)
Expand Scope of NSTS Rulemaking from | 0.5 10 05 10
Category 3 to Category 3.5 Sources
Maintain Interim Inventory Database 0.0 250 0.0 300
Dcwn to Category 3.5, Pending Launch
of NSTS
Expansion of NSTS to include 0.5 500 0.8 5,600%

Category 3 and 3.5 Sources {Note:
These resources do not include
additional resources needed for initial
development of the NSTS to include
Category 1 and 2 sources. )

TOTAL 1.0 760 1.0 5,810

*A large part of this amount reflects the cost of adding and certifying additional licensees. so
that they can access the system to enter or verify data.

Recommendation S-3: The NRC should act quickly ic establish a WBL system to ensure
that scurce materials can be obtained only in authorized amounts
by legitimate users.

Actions: The staff will expand the WBL system to allow on-line verificatior:
of licenses, establish an interface with NSTS, and make the
system externally accessible to licensees and government
agencies who need to enter or verify data.

Completion Dates: 1. Develop and implement exiernai WBYL, including NRC
iicensees: October 2008

2. Add Agreement State licensees io WBL: FY-2010 and
FY-2011

Discussion: if the action to expand the WBL system is approved and
budgeted, the externally accessible system would be impiemented
in October 2009, with NRC licensees included in the database.
Addition of the much greater number of Agreement State
licensees would begin in FY10 and extend through FY11, costing
about $6 million. Most of the cost for FY09 and beyond would be
for verification of outside parties authorized to access the WBL
system. The WBL activities will require extensive coordination
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with Agreement States and other Federal agencies, so resources
are included for that purpose. In addition to expenditures by
NRC. the Agreement States wiil incur unexpected costs to support
entering their data into WBL.

Recommendation S-3 addresses the concern that licensees could
“shop around” and exceed their authorized quantities by buying
authorized quantities from multiple vendors, a concern that
intersects with the license counterfeiting considered in
Recommendation G-3. The proposed solution includes an
interface between the NSTS and WBL to allow vendors to review
proposed purchases against the licensee's current inventory and
license possession limits. This interface, along with establishment
of current information about NRC and Agreement State active
licenses in WBL, will require the ongoing cooperation of the
Agreement States to continually update the database. Other
Federal agencies, including the Domestic Nuclear Detection
Office and Cusioms and Border Protection are interested in
assisting with the development of and using such a system. In
addition, the Radiation Source Protection and Security Task Force
Repori, Action 6-2, states that the NRC should evaluate the
feasibility of establishing a national database for materials
licensees that would contain information on pending applications
and information on individuals cleared for unescorted access.
Action 11-2 states that NRC should consider programming the
NSTS to provide automatic daily information to Customs officials
on export/import shipment notifications. External accessibility will
allow direct access by licensees and government agencies to
verify or enter data.

Office Lead: FSME
Support: OIS, NSIR, Agreement States
Resources:
Action FY08 FY09
Unbudgeted Unbudgeted
FTE | $(Thousands) | FTE | $ (Thousands)
Expand WEBL System to Allow On-line 0.5 1,000 1.0 1,750

Verification, Establish an Interface with
NSTS, and Allow Access by Outside

Parties
Coordination with Agreement States 1.0 100 1.0 100
TOTAL 1.5 1,100 2.0 1,850
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The NRC shouid convene an independent panel of experts
external to the agency to identify agency vulnerabilities
concerning NRC’s material licensing and tracking programs, and
validate the agency’s byproduct material security efforts.

NRC will arrange the independent, external review, as
recommended. The proposed charter for this independent panel
includes Recommendation S-1 above. As noted earlier, the
panel's recommendations will be provided to the Materials
Program Working Group for implementation.

January 31, 2008

The panel will be chaired by a former Agreement State program
manager, and will include and another person who has not had
substantial involvement in design or implementation of the current
NRC materials program. The staff has identified specific
individuals to fill these roles who have been selected based on
their individual qualifications, knowledge of NRC regulatory
programs, and impartiality with respect to the existing NRC
materials policies and procedures. It is expected that another
Federal agency, most likely the Defense Threat Reduction
Agency, will provide a third qualified member. The panel will be
convened in accordance with the agency’s adviscry committee
process including consultation with the General Services
Administration in accordance with 10 CFR 7.5. The panel's
review will include an assessment of the existing and potential
security vulnerabilities related to the NRC specific, import, export
and general license programs. Their assessment will include, as
a minimum, pre-licensing guidance, licensing procedures, the
licensing process, possession limits on licenses, and license
reviewer training and oversight. The panel will gather data by
reviewing NRC licensing procedures and appropriate background
documents, interviewing staff and selected licensees, visiting NRC
Regionai Offices and Agreement State Offices, evaluating
business processes, etc.

FSME

ADM
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Resources:
Action FY08 FYO09
Unbudgeted Unbudgeted
FTE | $(Thousands) | FTE | $ (Thousands)
independent Panel Review 1.0 400 0.0 0
{Increase from previous estimale:
0.5 FTE for FY08)

Additional Action A-1:

Action:

Completion Dates:

Office Lead:

Support:

Resources:

Additionaj Action A-2:

Action:

Enhance communication with the public on the risk of exposure to
radioactive materials.

1. The staff will continue to participate on the interagency Public
Education Subcommittee, chaired by the Department of
Homeland Security, established under the Chairman’s Radiation
Source Protection and Security Task Force. This subcommittee is
preparing an Action Plan to improve public education on
radioactivity and potential radiological attacks.

2. As directed in the Staff Requirements Memorandum dated
June 25, 2007, the staff will support OPA to upgrade the MRC
website to improve information on radiation and radiation risk.

1. Interagency Public Education Subcommittee Action Plan:
December 31, 2007

2. NRC website improvements: Ongoing

OPA, FSME

NSIR, RES

{Budgeted)

General License Rulemaking and Regulatory Framework Review

The staff, with the additional resources shown below, will conduct
a review of the regulatory framework associated with the general
license program for byproduct material, and prepare a report
specifying the desired "end state” for that program.

The staff will continue planned, budgeted efforts in the current
general license rulemaking for byproduct material. The scope of
this rulemaking includes consideration of specifically licensing
certain sources, devices and materials that are currently eligible
for a general license.
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Discussion:

Office Lead: FSME
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1. Review general license regulatory framework: June 2008

2. General license rulemaking for Byproduct Material:
Proposed Rule: September 2008
Final Rule: September 2009

The review of the general license regulatory framework will be
undertaken to identify any gaps in regulatory control or
modifications that might be appropriate tc ensure a consisient,
risk-informed, graded approach for these sources, devices, and
materials, based on both safety and security. This review will also
include examining whether various types of sources and devices
should be regulated through general or specific licenses, and
whether other mechanisms, such as a more formal registration
process, should be considered. The information and
recommendations developed will be used as input to the general
license rulemaking. The recommendations from this effort will
also be provided to the Materials Program Working Group for its
consideration and integration into its recommendations. Such an
examination is important to ensure that the long-term result of the
combined set of activities in this Action Plan create a defensible,
complete system of regulatory controls for sources, devices, and
materials which are currently generally licensed. Although these
actions are outside the scope of the recommendations considered
in this Action Plan, they are relevant, because general licensees
by definition can cbtain radicactive material without prior approval
or screening by NRC. Therefore, the same security concerns thai
prompted the recommendations for specific licensees need to be
considered for general licensees.

The general license rulemaking could result in a significant
increase in the number of specific licenses. If this occurs,
significant additional, ongoing costs would be incurred for both the
NRC and Agreement States for licensing, inspection,
enforcement, allegation resolution, etc.

Support: NSIR, Agreement States
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Resources:
Action FY08 FY09
Unbudgeted Unbudgeted
FTE | $(Thousands) | FTE | $ (Thousands)
Review of General License Regulatory 0.5 10 0.0 0
Framework {not included in previous
estimates)
General License Rulemaking (Budgeted) (Budgeted)

Attachments:

1. Proposed Charter for Materials Program
Working Group

2. Proposed Charter for Independent External
Review to ldentify Vulnerabilities in the NRC
Material Licensing Program

3. Action Plan Milestones




MATERIALS PROGRAM WORKING GROUP

PROPOSED CHARTER

PURPCSE

The working group will identify short and long term measures in response to security
vulnerabilities identified in the reports discussed below and through its own assessment.

The Working Group is o assess specific and potential security vulnerabilities and weaknesses
in the NRC Materials Program and provide recommendations to address them The Group is to
consider potential vulnerabilities in Agreement State Programs and the effect and likely
effectiveness of its recommendations on Agreement State Programs.

BACKGROUND

in late May 2007, staff members from the U. S. Government Accountability Office (GAO)
notified the NRC staff of the results of an investigation, where GAO staff used the name of a
bogus company to obtain a valid NRC materials license authorizing the possession of portable
gauges containing radioactive sources. The GAO staff then modified the license using
computer software to make it appear that 2 much greater number of gauges were authorized
than allowed by the original license.

Previously, in a 2006 hearing, GAO presented testimony (GAO-06-583T), which described a

2005 GAO investigation where GAO staff successfully brought small radioactive sources into
the U. S. using counterfeit documentation. Also, in 2003, GAO issued a report (GAO-03-804)
that concluded that NRC needed to improve the security of radioactive sources.

When the Senate was notified of the GAQ investigation, a hearing was scheduled for July 12,
2007, entitled "Dirty Bomb Vulnerabilities: Fake Companies, Fake Licenses, Reai
Consequences.” GAO and Commissioner McGaffigan testified at the hearing. In its testimony,
GAQ made three recommendations, calling for: (1) improved pre-licensing guidance, including
consideration of mandatory site visits for new applicants; (2) periodic oversight of license
application reviewers; and (3) improved measures to prevent counterfeiting of licenses (GAO-
07-1038T).

in conjunction with the July 12, 2007 hearing, the Senate released a staff report, “Dirty Bomb
Vulnerabilities,” which contained four additional recommendations to improve NRC’s materials
program. The recommendations called for NRC to: (1) re-examine its apparent “good-faith”
presumption in the licensing process; (2) physically inspect applicants’ facilities before issuance
of licenses for Category 3 radioactive sources; (3) consider including Category 3 sources in the

'Security Vulnerability, as used in this charter, means a weakness which would allow or
significantly increase the possibility that an entity could obtain radioactive material and use it to
harm the public, the environment or the national interest.

Aftachment 1
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proposed National Source Tracking System; and (4) quickly establish the planned web-based
licensing system.

Earlier in 2007, the NRC Office of the Inspector General (OiIG) released an audit repori (O1G-
07-A-12, March 30, 2007). The OIG report concluded that, while NRC has taken a number of
steps to improve security of byproduct material, the efforts are incomplete. The OIG report
recommended that NRC convene an independent panel of experts externai to the

agency to identify agency vulnerabilities concerning NRC's material licensing and tracking
programs, and validate the agency’s byproduct material security efforts. That recommendation
is being addressed by a separate independent panel, which may interact with this group.

The Energy Palicy Act of 2005 required the establishment of the Radiation Source Protection
and Security Task Force, which is chaired by the NRC. The Task Force issued its first reporl
on August 15, 2006. The report contains 10 recommendations and 18 actions, some of which
relate to verification issues similar to those raised by the GAO investigaticn. Reference is made
in the Action Plan, to those actions which are similar to tasks assigned to this working group.
The group should take into consideration the activities undertaken by other groups as part of
the Task Force.

MEMBERSHIP

The working group will operate as an NRC/Agreement State working group as described under
NRC's Management Directive 5.3 “Agreement State Participation in Working Groups.” The
working group will be co-chaired between NRC and a representative from the Organization of
Agreement States (OAS). In addition to the co-chair, the OAS and Conference of Radiation
Control Program Directors (CRCPD) will be requested te provide a staff member between them
for the group. If CRCPD participates, the applicability of the Federal Advisory Committee Act
{FACA) to the group must be considered.

The foilowing personnel will serve on the working group:

NRC personnel:

FSME

Regions

NSIR

ADM

OIS

0OGC

OIP

{Not all will contribute full time members, some offices may provide resource representatives as
noted beiow.)

Agreementi State Personnel:
CRCPD Representation:

Resource Representatives: At least representatives from offices listed above, that are not
included in Working Group.
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OBJECTIVES
This Working Group has three tasks:

1. Review the following areas and recommend specific actions that can be taken quickly io
respond to the security vulnerabilities contained in them. The recommendations shouid
focus on achieving reductions in vulnerabilities in the quickest possible time:

E improve verification of authorization before transfer of radioactive materiai to a
new licensee or licensee who has recently had a significant increase in their
possession limit. Assess, among other possibilities, the effectiveness of issuing
additional Orders to Manufacturers and Distributors that would require them to
use specific methods, such as direct contact with the regulator, to verify
authenticity/legitimacy of a license prior to making such a transfer. Recognize
that existing Orders address verification for Category 1 and 2 sources.
Determine what amount of radioaclive material should require additional
verification. Consider whether additional verification should apply to portable
gauges.

. Reduce the ability to successfully counterfeit NRC and Agreement State
licenses. Assess NRC's and Agreement States’ license documentation (specific.
import and export) for vulnerability to modification, use afier an amendment, eic.
Consider what actions could be taken to reduce those vuinerabilities such as
special paper or special stickers. Note that many such solutions will require a
change to 10 CFR 30.41 for the affected licensees and might be best
accomplished in coordination with Task 1.a above. The working group should
focus on changes that can be accomplished quickly, even if they are not fully
sffective; long term changes will be considered as part of the NSTS.

C. Evaluate the NRC's general license (GL) program including: appropriateness of
devices required to be registered as specified in 10 CFR 31.5 (c)(13)(1); ease of
purchasing multiples of devices; ease of obtaining a large aggregate activity;
controls that could be implemented in the short term to prevent aggregation;
device/source transfer requirements; and Agreement State differences. The
staff is engaged in rulemaking on this issue. The working group should
coordinate staff preparing the rule to avoid duplicating the analysis involved in
the rulemaking, but rather focus on short term actions such as requiring
compliance with Increased Controls for general licensees possessing
appropriate quantities of material. The working group should consider whether
additional controls should be placed on the distribution of a subgroup of
generally-licensed devices until the rulemaking is completed.

2. Review the results provided by the Independent Advisory Panel to identify Vulnerabilities
in the NRC Materials Licensing Program. Recommend to Division of Materials Safety
and State Agreements (DMSSA) management what actions recommended by that panel
should be implemented and describe actions to respond to any identified security
vuinerabilities for which the Independent Advisory Panel did not make a specific
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recommendation. Coordinate this activity with Task 3, below, to reduce duplication of

sffort.

Conduct a comprehensive review to assess the existing and potential security
vulnerabilities in the NRC materials program including specific, import, export and
general licenses. The review will include licensing, inspection and management controf
aspects of the program. The working group is to conduct the assessment using a
risk-informed/significance approach and will take into consideration the Congressional
and public perception of security as reflected in the reports discussed in the Background
Section of this Charter. The working group will identify and propose resolutions for each
vulnerability identified. The working group should identify those elements of the existing
program that are effective in mitigating security vulnerabilities.

The working group should include in its review, as a minimum:

a.

NRC's specific licensing process for existing and potential vulnerabilities and
weaknesses. The assessment will include pre-licensing guidance, procedures,
the licensing process, pre-licensing inspection, possession limits, renewal
frequency and license reviewer training. The review of the prelicensing guidance
should be broader than that conducted by the recent Pre-Licensing Working
group, including consideration of more exiensive and expensive background
checks, fingerprinting for smaller quantities of radioactive material, background
checks by another agency cr other entity before applying to NRC. Should NRC
require additional documentation or information in support of a license
application? Should there be additional training for reviewers in how to identify
applicants with intentions to misuse radioactive material? Should additional
attention be paid to license transfers or significant personnel changes by a
licensee? Should procedures that broad licenses or Master Materials Licensees
use to issue permits to their own personnel be strengthened to provide a level of
assurance similar to NRC procedures?

NRC'’s Inspection Manual Chapter 2800 and the inspection process. Determine
whether inspection frequencies are appropriate in light of concerns about
security vulnerabilities and the possible misuse of radioactive material. Note that
Manual Chapter 2800 has been reviewed by the Increased Controls subgroup
which is recommending inspection frequency changes.

Integrated Material Performance Evaluation Program (IMPEP). Consider the
appropriateness of IMPEP frequency, procedures, and whether there are
additional areas that should be reviewed or areas that should receive more
scrutiny. Particularly consider the effectiveness of the oversight of license
reviewers.

NRC's import and export licensing process.

The importance of identifying radionuclides that are not aiready included in the

Internationai Atomic Energy Agency Categories, (e.g., Pc-210) as needing
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additional security controls. This subject is addressed in the Radiation Source
Protection and Security Task Force Report, Recommendation 3-1.

f. Review appropriate studies of safety and economic consequences of a
radiological dispersal device io provide perspective on those events.

g. To the extent consistent with accomplishing Task 1 rapidly, evaluate ihe effect of
short-term actions on long-term recommendations and minimize undesirad
effects.

f. The ongoing general license rulemaking and regulatery framework review that

will be conducted by the staff.

L The expected effect of each recommendation on Agreement States and the
regulated community.

SCHEDULE
Offices, Agreement States and CRCPD identify representatives by October 1, 2007.
For Task 1, above, provide a complete report o the Director, DMSSA by March 31, 2008.

For Task 2, above, provide a complete report ¢ the Director, DMSSA within 45 days of
receiving the External Panel’s report.

Meet with Director DMSSA and Steering Committee monthly to discuss progress and seek
guidance. Additional interactions with the Steering Committee should take place as necessary.

Complete and submit a comprehensive report with recommendations to the Director, DMSSA
by September 30, 2008.

In addition to documenting recommendations and the bases for those recommendations, the
working group is to be particularly careful fo document other options or recommendations which
were considered and the reasons for not adopting them.

LEVEL OF EFFORT EXPECTED OF PARTICIPANTS
It is expected that the working group will consist of NRC staff and Agreement State Co-chairs

and 3 NRC staff and one Agreement State staff member who will work essentially full time on
this working group until completed. Clerical support will be provided by DMSSA.

STEERING COMMITTEE
A steering committee will be established for this working group. The steering committee will be

composed of NRC management from DMSSA, NSIR, OIS and ADM as well as representatives
from OAS.



MEETINGS

Working group meetings are not subject to the requirements of the FACA, but they will be
announced in advance through the NRC Public Meeting Notice System. (If CRCPD participates,
the applicability of the FACA to the working group must be considered.) Maximum use will be
made of other appropriate media for facilitating interaction with the working group, for example,
conference calls, facsimiles, and electronic mail. Working group meetings will be open to the
public (unless predecisional information not normailly publicly disclosed will be discussed) and
will be held in the Washington, D.C., area or other locations as agreed upon by the working
group members. Other persons attending working group meetings wili be welcome to provide
comments to the working group for its consideration in either written form or orally at times
specified by the working group chair. Meeting minutes and draft and final documents produced
by the working group will be publicly available from the NRC Public Electronic Reading Roorm,
with the exception of exempt information.
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UNITED STATES NUCLEAR REGULATORY COMMISSION
INDEPENDENT EXTERNAL REVIEW TO IDENTIFY
VULNERABILITIES IN THE U.S. NUCLEAR REGULATORY COMMISSION
MATERIAL LICENSING PROGRAM

PROPOSED CHARTER

Committee’s Official Designation:

independent Advisory Panel to Identify Vulnerabilities in the NRC Materials Licensing
Program

This committee is established pursuani to Section 9 of Public Law 92-463 as an NRC
discretionary committee.

Committee’s objectives, scope of activities and duties are as foliows:

As stated in the Action Plan to Respond to Recommendations to improve the U.S.
Muclear Regulatory Commissicn Materials Program {Action Plan), the principal objective
of this panel is to respond te the NRC Office of the Inspector General (OIG)
recommendation (O1G-07-A-12), *...that the Executive Director for Operations convene
an independent panel of experts external to the agency to identify agency vulnerabilities
concerning NRC's material licensing and tracking programs and validate the agency's
ongoing byproduct material security efforts.”

The OIG report also stated, “Such an assessment should necessarily include
examination of the management, operational, and technical security controls and the
extent to which these controls are: (1) implemented correctly, (2) operating as intended,
and (3) producing the desired outcome with respect to mitigating security
vulnerabilities.”

In responding to this recommendation, the panel will include in its review an assessment
of the existing and potential security vulnerabilities related to NRC's specific, import,
export and general license programs.

The panel is to also evaluate the apparent good-faith presumption that pervades the
NRC licensing process (See Recommendation S-1 in the Action Plan).

The panel is expected to develop an agenda and plan for the review; this plan will
include, as a minimum, assessment of pre-licensing guidance, licensing procedures, the
licensing process, possession limits on licenses, and license reviewer training and
oversight.

The panel will document each significant issue identified and make appropriate
recommendations and propose corrective actions.

Attachment 2



The panel will establish criteria for identifying vulnerabilities and will rank-order the
vulnerabilities identified on a risk-informed basis and the perceived security risk based
on the members’ knowledge and experience.

The panel will also identify elements of the existing program that are effective in
mitigating security vulnerabilities and should, therefore, be preserved.

The panel will provide a project plan to the Director, Office of Federal and State
Materials and Environmental Management Programs (FSME) for comment within 30
days of initiating work.

The panel will complete and submit a repoit with recommendations to the Director of
FSME by January 31, 2008. In addition to documenting its recommendations and the
bases for those recommendations, the panel should be particularly careful to document
other options that were considered and the reasons for not adopting them.

Time period (duration of this Commitiee):

Approximately 120 days.

Official to whom this Committee reporis:

Director,

Office of Federal and State Materials and Environmental Management Programs
U.S. Nuclear Regulatory Commission

Washington, DC 20555

Agency responsible for providing necessary support to this Commiitee:

U.S. Nuclear Regulatory Commission.

A description of the duties for which the the Committee is responsibie, and, if
such duties are not solely advisory, a specification of the authority for such
functions:

The duties of the Committee are set forth in item 2 above.

Estimated annual direct cost of this Committee:

Members are appointed by the Director, FSME as Special Government Empioyees
{SGEs). Approximately 3 members will utilize 1 FTE (includes approximately 0.75 FTE
for working group members and 0.25 FTE for NRC staff). it is estimated that $400,000
will be expended for travel and other expenses of the panel.
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Estimated number of meetings per year:

There will be between four and six meetings of the panel, including an initial meeting
with the Director of FSME to provide the charge to the panel, a meeting when the panel
presents its plan and another when it presents its findings. Additional meetings will
ikely be held fo develop recommendations, as weli as to prepare an early draft report,
interim updates and a final report.

The Commitiee’s termination date.
No later than two years after the work begins.
Filing date:

September 77, 2007

Andrew L. Bates
Advisory Committee Management Officer
Office of the Secretary of the Commissior:



£ lJuswiyaeny

{qz-s}
donewiawsidy] $ISN
1102 50/01 5007
010¢
]
*
“
|
(e9) P (az-S)
Buisueal paseg-gsp (z-Y) Buisusory Pesed-usm (z-v) 9Ny [eUl4 SLSN
1IN+ uawaidw 3|y [eulq | asetd juswajdiyj 3Ny [eul4 60/€
LLOZAL - 0LOZAS (leuaeyy jonpoidég) 600t (1uareyy 8aunos;)
Buitewsiny 19 Bunewainy 19
60/ 60/6
{¢-v) (£-9)
8|ny pasodold (1-0) uonuAAaIg BuniaIsiunog uo (eg-s'1-9)
(leusiepy 82un0g) dn-mojo4 SUOBPUBLILIODBY BNSS| 8aUBpING
Bupjelusing asuadi [e1ausc) MBIAY [eulalXT] q0/c Buisuaoly-ald anssi
6002 80/6 901y - LO/bL 4002
™~ -~ 8002
!
* |
(1-9) (2-v) {1-8 "L-N) (1-v)
dnoss) Buniiop MBINGY Homawe. SUOHEPUSLILLOOBL - \gyyawianoidiu) 915 Gam DMN
weiboid sjeusiepy CHUClel FI-TETIETS) . Sanss} [auey BuiobuG Kepo |
o uoday [euig 20/9 \ MBINSY [BUIBIXT
(2-v) 80/6 e 80/1 \
ajny pasodeouy (92-5) ~ N
(jeusiepy 1onpodAg) ainy pasodoiy {1-9) {1-v)
Buptelusiny asusoit jersuss) SISN SBINSEaY 8AII08LI0D UOHEINPT OHgnyg UC
20/ L S0/E UL | -uoug ue|d uonoy Aouasbeiajuj
80/€ L0121
(2-9)

wbissano wesboidyiamaings uo
SUOIIEPUSWILLCIRI BNSS|

80/€

S9UO0)SI|IN URjd UONOY




	Enclosure 1
	Attachment

	Enclosure 2

