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ATTACHMENT G

SENSITIVE FOREIGN NATIONS CONTROL

In accordance with the Clause 1.92, Sensitive Foreign Nations Controls, this Attachment sets forth
the requirements the contractor shall comply with under this coniract. (Reference DOE Order
142.3, or superseding directives.)

Foreign National access to DOE sites, programs, information and technologies will be approved
provided the access is needed to support the program objectives of DOE and/or objectives of U.S.
nationa] interests,

(a) Definitions

Assignee — A foreign national who has been approved to access a DOE site, information, or
technology for a period of more than 30 consecutive calendar days.

Foreign National — A person bom outside the jurisdiction of the United States, is a citizen of
a foreign government, and has not been naturalized under U.S. law.

Host — The DOE or DOE contractor employee responsible for the day-to-day activities
associated with the visit or assignment.

Indices Checks — A procedure whereby a request is made to appropriate U. 8. Government
agencies to determine whether information exists on a particular foreign national.

Legal Permanent Resident (LPR) ~ One who has the right to reside permanently and work in
the United States. An LPR may also be known as a permanent resident alien or Green Card
holder. '

Nonsensitive Country Nationai - A foreign national who was born in, is a citizen of, is
employed by, or represents a government, company, organization, or institution that is
located in a country not on the Sensitive Countries List or the Terrorist Countries List.

Security Plan — A security plan is required to address specific site security concerns relating
to foreign national visits or assignments.

Sensitive Countries List — A list of countries to which particular consideration is given for
policy reasons during the DOE internal review and approval process for visits and
assignments by foreign nationals. Countries may appear on the list for national security,
nuclear nonproliferation, or terrorism support reasons. Those countries follow:

Algeria
Armenia

AzerbaiJan

Belarus

China (Peopie's Republic of China )
Cuba - Terrorist

Georgia

India

Iran - Terrorist

Iraq

Israel

Kazakhstan

North Korea (Democratic People’s Republic of) - Terrorist
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Kyrgyzstan
Libya - Terrorist
Moldavia
Pakistan

Russia

Sudan - Terrorist
Syria - Terrorist
Taiwan (Republic of China)
Tajikistan
Turkmenistan
Ukzaine
Uzbekistan

Sensitive Visit/Assignment — A visit/assignment will be considered sensitive if:
®  Sensitive Country (Citizen or Birth)
®  Sensitive Subject/Sensitive Areas

®  Secured Facilities (Limited Area, Protected Area, Material Access Area or
Exclusion Area)

® Represent a company, business, organization or institute from countries
identified as sensitive,

Sensitive Country National - A foreign national who was born in, is a citizen of, or is
employed by a government, employer, institution or organization, of a sensitive country,

Visit — Access by a foreign national for 30 calendar days or less.

(b} Prior Approvals Relating to Foreign Nationals

(<}

(1) Foreign visits and assignments pertaining to DOE programs must be in accordance with
DOE Order 142.3, or superseding directives and other DOE policies furnished in writing
to the contractor. All visits and assignments must be approved in advance by the DOE
Approval Authority.

(2) Sensitive visits or assignment requests must be submitted 45 days in advance in order to
allow time for an indices check to be completed.

{3) Non-sensitive visits or assignment requests must be submitted 5 days in advance.
Reports Relating to Foreign Visits and Assignments

Host Report Requirements — To enable the approving official to evaluate the effectiveness of
visits and assignments, and to assist in determining the desirability of future visits and

assignments, host reports are required within 5 days of the completion of the visit or
assignment.



