awows

. 3
¥ Pt
AT
ry
i
- s
¥

i

'
h g

S

Sandy Berger’s Theft of Classified Documents:
Unanswered Questions

Staff Report
U.S. House of Representatives
110™ Congress
Committee on Oversight and Government Reform

Tom Davis, Ranking Member
January 9, 2007



IL.
III.

moaowpy

2

ZQMEOOwE

<
Caowp

<

>

Table of Contents

EXECULIVE SUMIMATY ......overvivireciiieressninnesssin sttt snssebe e sseeeseesseeessesessesens 3
FINAINES oottt es e e e e s sn s e 4
Background ..ottt et ee e seaes 6
The National ATChIVES ..........cvcvurviiiiniiniiirc et seeas 6
O/1T COMIMUSSION ...cvvvevviiivriirerereseiseesiee ettt st sessse e st sesssessessesenens 6
SANAY BEIET... .ottt ettt se e ne 7
Criminal Investigation, Prosecution, and Guilty Plea............cccovveerecerirereresrsnsnnn, 8
The Committee’s INVEStIGAation..........cccecriiievieriiieieisieicises st seeee e reee e ensenes 9
Berger’s FOUT ViSitS.....coivuniiiiinennneninieesesiseset sttt erese s esenesesessessnnsns 10
Designation by President CHNON .........ecvveveriivnieievereennsiesei e seesseens 10
Highly Classified Materials ..........covereveiveieeriineriisiiceessiseseseesessnseseenesenns 12
First Visit — May 30, 2002 .........ccccoevuenrerreninerinisiesesensiersesescseesessssessesssessesssnes 15
Second Visit — July 18, 2003 .......occcovrrrriiieeinnreirineesresssseseressteeseesessesesens 16
Third Visit — September 2, 2003.........c.cceveerecriieienrerereeieseereeerereseseeseeseneesnas 18
Fourth Visit — October 2, 2003 ........oveieririeienieiereesesreeseeseeeseseeseesesesssssssessssenes 22
Berger Is Caught .......c.ooivriniiiiiiirircinscss et ne 28
Berger’s Public Statements..........cccviieevienirenininiinnsieesesesiesessecssseseeseessessessesenes 30
Lax Procedures at National Archives Created an Environment Where Berger
Easily Removed Highly Classified DOCUMENLS........cc.oucvererereererneeceerereesseenennenn, 31
Classified Documents Handled Inappropriately ...........ccocueerveerireeeisreneeresressenn. 31
After Breach, Law Enforcement Not Engaged Quickly ......cocccoovvvvrvvirieenerrnennen, 34
Personnel ACHON .......c.ccirieeeeeieniiterere ettt st ae e ene 36
Archives Substantially Revises Procedures ........c.oooivvverereevrioiinereseeenseeennn, 38
Effects on 9/11 Commission’s Work — Not Knowable Whether All Documents
WETE PTOAUCEM ..ottt s e ssensenen 40
Inspector General and Justice Department Clash Over Notifying 9/11

COMMUSSION c..vtviviiiireec sttt et beb e erer e en e se s e e s e e 40
Justice Department Convinced Berger’s Document Theft Limited to What He
AdMIIEd oot 50
Hillman’s Public Statements Are Incomplete and Misleading; 9/11 Commission
May Have Been Deprived of Original DOCUMENTS.........coeeveveeereeereereeiernsssenns 53
9/11 Commission Relies on Assurances by the Justice Department ................... 55
CONCIUSION ...ttt e e e e e se e e 61



|. Executive Summary

In May 2002 and in the summer and fall of 2003, President Clinton’s former
National Security Advisor Sandy Berger visited the National Archives and Records
Administration (hereinafter, National Archives or Archives) to review highly classified
documents in preparation for being interviewed by a Congressional panel and the 9/11
Commission. In addition to preparing for testimony, Berger was to conduct a
Presidential privilege review of documents responsive to official 9/11 Commission
requests. The documents were “code word” documents and only a very small number of
people had the security clearance to view them — mostly National Security Council
officials. It is now known that on these visits Berger unlawfully removed some of the
documents he examined. In the Spring of 2005, Berger pleaded guilty to this.

The release of the Archives Inspector General’s report and the further inquiry
reflected in this report now reveal the extraordinary lengths to which Berger was willing
to go to deliberately compromise national security, apparently for his own convenience.
The criminal case involved documents that Berger was caught removing and ultimately
admitted removing. There is no reason to doubt that those documents were forwarded to
the 9/11 Commission for its use. The Justice Department and the Archives apparently
accounted for them all and assured the 9/11 Commission that it received them all.

The full extent of Berger’s document removal, however, is not known, and never
can be known. The Justice Department cannot be sure that Berger did not remove
original documents for which there were no copies or inventory. On three of Berger’s
four visits to the Archives, he had access to such documents.

During Berger’s visits to the National Archives, he was provided access to three
categories of documents: original NSC numbered documents, printed copies of electronic
mail messages and attachments, and uncopied, original Staff Member Office Files
(SMOFs). NSC numbered documents are briefing and position papers prepared by the
staff of the National Security Council. The SMOFs contain the working papers of White
House staff members, including Berger and terrorism advisor Richard Clarke. The
contents of the SMOFs are not inventoried by the National Archives at the document
level. The SMOFs provided to Berger during his first two visits to the National Archives
— including the personal office files of Richard Clarke — contained only original
documents.

Consequently, the Department of Justice could not assure the 9/11 Commission
that it received all responsive documents to which Berger had access. Additionally, the
9/11 Commission was not informed that Berger had access to original documents that he
could have removed without anyone’s knowledge. Officials from the National Archives,
the Office of Inspector General for the National Archives, and the Department of Justice
have acknowledged there is absolutely no way to determine if Berger removed any of
these original documents. Because the Staff Member Office Files are not inventoried at



the document level, Berger could have removed critical documents and no official would
ever be able to know.

While the Staff Member Office Files provide the greatest opportunity for missing
documents, the NSC numbered documents also present a serious problem. The NSC
numbered documents are only numbered at the document level, not by page. Berger
could have removed portions of NSC numbered documents and the National Archives
officials would never know. Because Berger was provided with so many original
documents, there is no way to ever know if the 9/11 Commission received all required
materials.

The facts of this case raise some peculiar and disturbing questions about the
conduct, and more importantly, the motivations of the former National Security Advisor.
For example, Berger admitted to leaving highly classified documents at a construction
site near the main National Archives facility in downtown Washington, D.C. where they
could have been easily found. Additionally, one of the archivists with a very high
clearance level (and therefore presumably reliable) who worked on the document
production for the 9/11 Commission reported that he saw Berger hiding some documents
in his socks and under his pants. These acts of concealment show the lengths to which
Berger was willing to deliberately go to compromise national security.

More than previously understood, Berger’s actions portray a disturbing breach of
trust and protocol that compromised the nation’s national security. This report examines
the specific facts concerning Berger’s four visits to the National Archives, the lax
procedures in effect at the Archives that allowed these events to unfold, the effects
Berger’s actions had on the work of the 9/11 Commission, and the actions by the
Department of Justice in advising the 9/11 Commission of relevant facts concerning
Berger’s Archives visits.

II. Findings

e On May 30, 2002, Sandy Berger reviewed original NSC numbered
documents and original Staff Member Office Files, including the
office files of White House terrorism advisor Richard Clarke. After
receiving document requests from the 9/11 Commission in 2003,
Archives staff made available the same original document files Berger
reviewed in May 2002.

e OnJuly 18, 2003, after reviewing original NSC numbered documents
and original Staff Member Office Files, Sandy Berger removed the
classified notes he took on that visit.

e On September 2, 2003, after reviewing original NSC numbered
documents, copies of Staff Member Office Files, and copies of e-mail
documents, Sandy Berger removed classified documents from the



Archives. He admitted to removing a classified version of the
Millennium Alert After Action Review and his classified notes.

On October 2, 2003, after reviewing copies of NSC numbered
documents, copies of Staff Member Office Files, and copies of e-mail
documents, Berger again removed classified documents from the
Archives. He admitted to removing numbered e-mail documents.
Berger also removed the classified notes he took. Berger admitted he
also temporarily left highly classified documents at a construction site
where they could have been found by anyone.

On these four occasions, Archives officials allowed Sandy Berger to
review highly classified documents outside of a Sensitive
Compartmented Information Facility. On several occasions, Berger
deliberately procured the absence of Archives staff so that he could
conceal and remove classified documents.

Failure to engage law enforcement at the appropriate time
compromised a proper investigation. Archives staff failed to notify law
enforcement officials when there was a reasonable suspicion classified
government property had been removed by Berger.

The Archives Inspector General and Justice Department officials
clashed over notifying the 9/11 Commission of the extent of Berger’s
document removal and the fact that Berger had access to original
documents that may have been responsive to Commission document
requests. No one told the 9/11 Commission that Berger had access to
original documents.

There is no basis for concluding Berger did not remove original
documents responsive to 9/11 Commission requests during the May
30, 2002 and July 18, 2003 visits to the National Archives.
Nevertheless, the Justice Department’s representations to the 9/11
Commission left the impression that Berger’s document theft was
limited to what he admitted to taking.

The public statements of the former chief of the Justice Department’s
Public Integrity Section, Noel Hillman, were incomplete and
misleading. Because Berger had access to original documents on May
30, 2002, and July 18, 2003, there is no basis for his statement that
“nothing was lost to the public or the process.”

The 9/11 Commission relied on assurances from the Department of
Justice that a full and complete production was made, and that no
original or any other responsive documents were withheld. No one
told the 9/11 Commission that Berger had access to original



documents. The 9/11 Commission was specifically interested in the
office files of White House terrorism advisor Richard Clarke, and
never was told that Berger had access to Clarke’s original office files
on May 30, 2002, and July 18, 2003.

lll.Background
A. The National Archives

Established by statute in 1934', the National Archives and Records
Administration is an independent agency charged with maintaining and protecting the
records of the Federal Government.”

The retention of Presidential records is governed by the Presidential Records Act
(PRA) of 1978 and Executive Order 13233.> The Act provides that all official
Presidential and Vice Presidential records created after January 20, 1981 are the property
of the Federal Government and establishes the legal basis for access to the records of
Presidents, beginning with the Reagan administration. Upon the conclusion of a
President's term, the Archivist of the United States assumes responsibility for the
custody, control, preservation of, and access to the Presidential records.’

B. 9/11 Commission

The National Commission on Terrorist Attacks Upon the United States (9/11
Commission), was an independent commission created by an act of Congress and signed
into law by President George W. Bush in 2002. The 9/11 Commission was chartered to
prepare a full and complete account of the circumstances surrounding the September 11,

! 44 U.S.C. §§2101-2118 (2000).

2 Nat’l Archives and Records Admin. [hereinafter NARA], Ready Access to Essential
Evidence, 2006 Performance and Accountability Rep., (2006),
http://www.archives.gov/about/plans-reports/performance-accountability/2006/par2006-

summary.pdf.
344 U.S.C. §§ 2201-2207 (2000); Exec. Order No. 13233 (2001).

* The Nat’l Archives, Presidential Libraries, http://www.archives.gov/presidential-
libraries/laws/1978-act.html (last visited Jan. 5, 2007).

544 U.S.C. § 2203(H)(1).



2001 terrorist attacks on the United States, including preparedness for and the immediate
response to the attacks.®

On July 22, 2004, the Commission released its Final Report. The Commission
ceased operations on August 21, 2004.” The documents used and created by the 9/11
Commission are federal records and are maintained by the National Archives.

C. Sandy Berger

During President Clinton’s second term, Samuel R. (Sandy) Berger was Assistant
to the President for National Security Affairs, a position commonly known as the
National Security Advisor.® Berger served President Clinton as National Security
Advisor from March 14, 1997 to January 20, 2001.°

The National Security Advisor is a principal to the National Security Council
(NSC), and oversees the NSC staff within the White House.'

The National Security Council is the President's principal forum
for considering national security and foreign policy matters with
his senior national security advisors and cabinet officials. Since its
inception under President Truman, the function of the Council has
been to advise and assist the President on national security and
foreign policies. The Council also serves as the President's
principal arm for coordinating these policies among various
government agencies.''

Berger’s misconduct occurred as he was reviewing highly classified documents at
the National Archives while preparing to represent President Clinton’s NSC staff before
the 9/11 Commission.

% The Comm’n on Terrorist Attacks Upon the U.S. [hereinafter The 9/11 Comm’n],
http:/www.9-11commission.gov/about/index.htm (last visited Jan. 5, 2007).

" The 9/11 Comm’n, http://www.9-11commission.gov/ (last visited Jan. 5, 2007).

® NARA, Nat’1 Sec. Council Bio graphy of Samuel R. Berger,
http://clinton4.nara.gov/WH/EOP/NSC/html/bergerbio.html.

® White H. website, http://www.whitehouse.gov/nsc/history.html#summary, Appendix,
Assistants to the President for Nat’l Security Affairs, 1953-1997.

19 White H. website, Nat’l Security Council, http://www.whitehouse.gov/nsc/ (last visited
Jan. 5, 2007).
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D. Criminal Investigation, Prosecution, and Guilty Plea

On October 10, 2003, the Inspector General of the National Archives (Archives
IG) was advised that Berger removed classified documents from the Archives.'? After a
preliminary investigation, on October 15, 2003 the Archives IG referred the matter to the
Department of Justice for criminal investigation.'” The Department accepted the criminal
referral and requested the Archives IG temporarily suspend 1ts mtemal investigation
pending the criminal investigation and prosecution of Berger On April 14, 2004,
Justice Department officials advised the Archives IG’s office it could resume its
mvestlgatlon with specific limitations on the witnesses with which the IG was permitted
to speak.'”> On April 1, 2005, Berger pleaded guilty to one misdemeanor count of
Unauthorlfgd Removal and Retention of Classified Documents, in violation of 18 U.S.C.
§ 1924(a).

On September 8, 2005, Magistrate Judge Deborah A. Robinson sentenced Berger
to two years probation, 100 hours of community service, a $50,000 fine, and revoked his
security clearance for three years.!” Judge Robinson’s sentence was much more costly to
Berger than that recommended by the De g)artment of Justice.'® The Justice Department
initially had proposed a fine of $10,000." Judge Robinson stated, "The court finds the
fine is inadequate because it doesn't reflect the seriousness of the offense."*°

12 Rep. of Investigations, Office of Inspector Gen. [hereinafter OIG], Office of
Investigations, NARA, Case No.: 04-001-GC (Apr., 2005), at 15 [hereinafter IG Report].

B
Y14
B

1® Factual Basis for Plea at 93, U.S. v. Samuel R. Berger, No. CR-05-0175M-01 (D.D.C.
Apr. 1, 2005) [hereinafter Berger, Factual Basis for Plea].

7 Carol D. Leonnig, Berger Is Fined For Smuggling Classified Papers, WASH. POST,
Sept. 9, 2005, at A7.

8 Jerry Seper, Berger Fined For Taking Papers; Judge Boosts Cost To 850,000, WASH.
TIMES, Sept. 9, 2005, at Al.
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E. The Committee’s Investigation

In August 2004, pursuant to the Committee’s jurisdictional authority over the
National Archives, it commenced an investigation into allegations that former National
Security Advisor Sandy Berger improperly removed highly classified documents from
the Archives.”! The unauthorized removal of such documents raised serious questions
about the procedures at the Archives for safeguarding these documents and specific
questions as to whether the 9/11 Commission received all documents responsive to its
document requests.

After consultation with the Department of Justice and the Archives IG’s office,
the Committee’s investigation was held in abeyance while the Justice Department
pursued criminal charges, and to allow an internal investigation by the IG. The IG
completed work in November 2005 and issued a Report of Investigation. Following the
Archives IG Report, the Committee’s investigation remained in abeyance as the agency
considered personnel action with respect to the relevant employees. The internal
personnel review, actions, and subsequent appeals continued into October 2006. At the
conclusion of these personnel inquiries in October 2006, the Committee resumed its
investigation. Around the same time, on October 11, 2006, then Committee Chairman
Tom Davis received a letter from 10 members of Congress, including then House Armed
Services Committee Chairman Duncan Hunter and Judiciary Committee Chairman F.
James §2ensenbrenner, Jr., asking Chairman Davis to further investigate the Berger
matter.

Interviews were conducted with officials from the National Archives, the Office
of Inspector General for the National Archives, the 9/11 Commission, the Department of
Justice, and the Office of Inspector General for the Department of Justice. Noel Hillman,
a former Justice Department official, declined to be interviewed. The Committee
requested an interview with Sandy Berger. Through his lawyer, Lanny Breuer, Berger
declined to be interviewed.

2l Letter from Tom Davis, Chairman, H. Comm. on Gov’t Reform [hereinafter Gov’t
Reform Comm.], to John W. Carlin, Archivist of the U.S., NARA (August 5, 2004) (on
file with Gov’t Reform Comm.); The Committee’s jurisdictional authority over the
National Archives is contained in Rule X(h)(7) of the Rules of the House of
Representatives, 109th Cong. (2005).

22 1 etter from Reps. John L. Mica, Dan Burton, Daniel E. Lungren, Mark E. Souder,
Patrick T. McHenry, F. James Sensenbrenner, Lynn A. Westmoreland, John J. Duncan,
Jr., Curt Weldon, and Duncan Hunter to Tom Davis, Chairman, Gov’t Reform Comm.
(October 11, 2006) (on file with Gov’t Reform Comm.).



IV. Berger’s Four Visits

A. Designation by President Clinton

On April 12, 2002, President Clinton designated Berger as his representative to
review NSC documents and prepare testimony for the Joint Intelligence Committee
(Graham-Goss Commission) re%arding its inquiry into Osama bin Laden, Al Qaeda, and
other terrorism-related matters.” That designation led to Berger’s involvement as a
Clinton administration rePresentative in reviewing documents responsive to the 9/11
Commission’s requests.2

Pursuant to the Presidential Records Act, the 9/11 Commission’s document
requests relating to the Clinton administration were coordinated through the incumbent
Executive Office of the President, the equity holder of the NSC documents.”> For the
Clinton years, numbered document requests were made to the Executive Office of the
President, identified as numbered EOP requests, such as EOP 1, EOP 2 and EOP 3. In
responding to the 9/11 Commission requests, officials from the National Archives’
Presidential Materials Staff reviewed the Presidential records for responsive documents.?®

While documents contained in the Staff Member Office Files were uninventoried
originals, the NSC numbered documents were inventoried at the document level and
organized in an archival database. NSC documents from the Clinton administration were
transferred to the National Archives accompanied with an electronic records management
system which serves as a basic index to the collection.?” As a result, each document was
given a seven-digit identifying number.”® The document summary from the electronic
records management system was used to locate the original version of the NSC
document.”

211G Report at 4.
> Id. at 3.

> Id. at 4.

% 1d.

2T Memorandum of Interview by Staff of OIG, NARA, with Billy “John” Laster,
Presidential Materials Staff [hereinafter PMS], NARA, in Coll. Park, Md. (May 25,
2005), at 3 [hereinafter Laster Interview].; Memorandum of Interview by Staff of OIG,
with John Laster, PMS, NARA, Kate Dillon-McClure, PMS, NARA, and Beth Fidler,
PMS, NARA, Archives I, Wash., D.C. (May 31 — June 2, 2005), at 2 [hereinafter PMS
Interview].

28 Laster Interview at 3; PMS Interview at 2.

2 Laster Interview at 3.

10



Archives staff reviewed the EOP document requests and established a list of
search terms to identify all responsive documents for Berger to review.*’ Relevant
documents also were suggested by the incumbent administration’s NSC.>' After culling
all the potentially responsive documents, the documents were further reviewed by
Archives staff for a final determination of responsiveness.*> After the universe of
potentially responsive documents was identified, representatives from the Clinton
administration were provided access to the documents — originals in many cases — for a
Presidential privilege review.>

The representatives for the Clinton administration were Sandy Berger and former
Deputy National Security Advisor Nancy Soderberg.34 After these individuals
determined if any responsive document could be withheld on the basis that it a was
privileged presidential communication, the National Archives forwarded the responsive
documents to the incumbent NSC for final review. They were then submitted to the 9/11
Commission.*

Sandy Berger visited the National Archives to review Presidential records on four
occasions. Berger reviewed documents in the office of Nancy Smith, Director of
Presidential Materials Staff. The first visit, May 30, 2002, was in advance of his
testimony before the Graham-Goss Commission. The subsequent three visits related to
the 9/11 Commission document production, and in preparation for interviews with
Commission staff and public testimony before the Commission.’® The three 9/11
Commission-related visits occurred on July 18, September 2, and October 2, 2003.%

.

31 PMS Interview at 5.

2 Id. at 4-6.

3 I1G Report at 3-4; PMS Interview at 6; Memorandum of Interview by Staftf of OIG,
with Nancy Keegan Smith, Dir. of PMS, NARA, in Wash., D.C. (Sept. 7-8, 2004), at 4
[hereinafter Smith Interview I].

*1G Report at 3-4; Smith Interview I at 4.

$1G Report at 4; Smith Interview I at 4.

3% Memorandum of Interview by Staff of OIG, with Samuel R. Berger, former Nat’l
Security Advisor to President William J. Clinton, in Wash., D.C. (July 8, 2005), at 2

[hereinafter Berger Interview].

37 Berger, Factual Basis for Plea.

11



The majority of the materials Berger reviewed were highly classified Sensitive
Compartmented Information and Special Access Program documents.>®

B. Highly Classified Materials

During the relevant period, and before to the establishment of the position of the
Director of National Intelligence in 2005, the Director of Central Intelligence had the
authority for the establishment of intelligence policies for agencies such as the National
Archives. These policies were formalized through Director of Central Intelligence
Directives (DCIDs).*® Unless rescinded or superseded by the National Intelligence
Director through Intelligence Community Directives, DCIDs remain in force.*

Sensitive Compartmented Information (SCI) “is classified information concerning
or derived from intelligence sources, methods, or analytical processes, which is required
to be handled within formal access control systems established by the Director of Central
Intelligence.”*!

SCI material must be stored within an accredited Sensitive Compartmented
Information Facility (SCIF).* The Director of Central Intelligence is charged with
accrediting SCIFs for executive branch departments and agencies outside the intelligence
community, such as, the National Archives.* SCI material must be reviewed, processed,
handled, and discussed in an accredited SCIF.*

Special Access Program (SAP) materials relate to any program which imposes
need-to-know or access controls beyond those normally required for access to

38 Laster Interview at 2.

3% Nat’l Security Act of 1947, 50 U.S.C. §§ 401-442 (1947); Exec. Order No. 12333
(1981); Exec. Order No. 12958 (1995).

0 Office of the Dir. of Nat’l Intelligence, Intelligence Cmty Policy Memorandum, No.
2006-100-1, at 3 (2006).

*I Dir. of Cent. Intelligence Directive [hereinafter DCID] 1/19, Sec. Policy for Sensitive
Compartmented Info. and Sec. Policy Manual, [hereinafter DCID 1/19] at 1.1.18 (Mar. 1,
1995); Exec. Order No. 12333 (1981); Exec. Order No. 12958 (1995).

2 DCID 1/19 at 3.0; Exec. Order No. 12333 (1981); Exec. Order No. 12958 (1995).
Y DCID 1/19 at 3.2.

* DCID 6/9, Physical Sec. Standards for Sensitive Compartmented Info. Facilities, at
2.3.2 (Nov. 18, 2002).

12



Confidential, Secret, or Top Secret information.*> SAPs are established in circumstances
where normal management and safeguarding procedures are not sufficient to limit need-
to-know or access, and the number of persons who need access will be reasonably small
and commensurate with the objective of providing extra protection for the information
involved.*® Special Access Programs are assigned a classified code word, or an
unclassified nickname, or both.”" To be cleared into a SAP program, an individual has to
hold a minimum of four SCI clearances.*®

At the National Archives, the procedures for safeguarding and handling classified
information are contained in the Archives’ Information Security manual, known with the
agency, as the “Red Book.”® The Red Book, last updated in 1989, is supplemented from
time to time with “Interim Guidance” memoranda from Archives officials.*

At the conclusion of the Clinton presidency, the administration’s records were
transferred to the National Archives and placed under the supervision of the Presidential
Materials Staff.>! The Clinton records are stored in both Little Rock, Arkansas at the
William J. Clinton Presidential Library, and in Washington, D.C. at the National
Archives main facility.”> The materials stored in Washington contain the Clinton
administration’s classified intelligence files, specifically 153 boxes, designated as the
“W” intelligence files.”> The W files included Sensitive Compartmented Information
(SCI) and National Security Council-controlled Special Access Program (SAP)

* Exec. Order No. 12958 (1995); See also, Army Regulation 380-381, Special Access
Programs and Sensitive Activities.

% Exec. Order No. 12958 (1995); See also, Army Regulation 380-381, Special Access
Programs and Sensitive Activities.

*7 Exec. Order No. 12958 (1995); See also, Army Regulation 380-381, Special Access
Programs and Sensitive Activities.

*8 Smith Interview I at 13.
* Info. Sec. Manual 202 (1989) at 19 2, 5 [hereinafter Red Book].

50 See, e. g., Lewis J. Bellardo, Deputy Archivist of the U.S. and Chief of Staff, NARA,
Interim Guidance 1600-5, Access to Materials Containing Classified Info. in NARA
Research Rooms by Non-Governmental Persons (Mar. 31, 2004).

S (€] Report at 3.

2 1d.

53 During times relevant to the Berger matter, the Archives had possession of 153 boxes.
An additional box was added after the last Berger visit on Oct. 2, 2003; See Laster
Interview at 2; PMS Interview at 1.

13



materials.>* According to the Archives IG’s interview memorandum, Smith “commented
all items reviewed for the EOP requests were considered to contain some documentation
classified at the SAP level.”>

The material contained in the 153 boxes included National Security Council
(NSC) numbered documents and Staff Member Office Files (SMOFs).*

The National Security Council numbered documents have a cover sheet with a
classification stamp.’’ The numbering scheme reflects the year the document was
prepared, the sensitivity level, and a sequential numerical identifier.”® NSC numbered
documents come in various forms, some with attachments. These documents do not
contain page numbers and are not inventoried by Archives staff.” Accordingly, if
attachments or specific pages within a NSC numbered document were removed but the
base document and cover page remained, Archives staff would have no way to know that
these portions were missing,*

Staff Member Office Files (SMOFs) contain the papers of individual White
House staff.®" SMOFs include a variety of papers, such as, draft NSC numbered
documents, memos, e-mails, and handwritten notes, among other items.? These files are
not inventoried by the Archives. Rather, there is only a log of what folders exist.
Consequently, had Berger removed papers from a SMOF, it would be almost impossible
for the Archives staff to know.

At the Archives, only four staff members within the Presidential Materials Staff
had the requisite security clearances to handle and view the SAP W files.*> Sandy Berger
was the only approved person from the Clinton administration with the required
clearances to review the files. Berger’s former Deputy Nancy Soderberg was cleared to

54 Laster Interview at 2.
>% Smith Interview I at 4.
36 PMS Interview at 1.

T Id at 2.

*Id.

¥ Id.

“rd.

' Id.

% Id.

8 1G Report at 4.

14



view some SCI material, and Steven Naplin, a former staffer to Berger at the NSC, was
cleared to the lower top secret clearance level.*!

C. First Visit — May 30, 2002

FINDING: On May 30, 2002, Sandy Berger reviewed original NSC
numbered documents and original Staff Member Office Files,
including the office files of White House terrorism advisor
Richard Clarke. After receiving document requests from the 9/11
Commission in 2003, Archives staff made available the same
original document files Berger reviewed in May 2002.

Berger came to the National Archives on May 30, 2002 to review documents in
preparation for his testimony before the Graham-Goss Commission, a Congressional
panel comprised of members of the House and Senate intelligence committees, charged
with looking into the 9/11 terrorist attacks.5’

On that visit, Berger reviewed materials in Smith’s office at the main National
Archives facility.®® Smith prepared the documents for Berger’s review and also
supervised Berger during the review.”” According to Smith, Berger reviewed three boxes
of NSC W files, and he examined original NSC numbered documents and original Staff
Member Office Files.®® The Staff Member Office Files Berger reviewed contained
original documents.

According to the Archives staff, on that visit, Berger was especially interested in
White House terrorism advisor Richard Clarke’s personal office files.* Clarke’s files

%% Nancy Kegan Smith Report, Dir. of PMS, NARA, Special Access Visits of Samuel
Berger, a Designated Agent of President Clinton’s at NARA’s Presidential Materials
Staff for Reviewing Materials Deemed Responsive to Two White H. Requests for Access
to the Comm’n on Terrorism, [hereinafter Smith Report] (Oct. 24, 2003), at 1, 4; Laster
Interview at 2.

%5 Thomas H. Kean & Lee H. Hamilton, Without Precedent: The Inside Story of the 9/11
Comm’n at 16 (2006) [hereinafter Kean & Hamilton].

56 Smith Report at 2; IG Report at 4.

57 Smith Report at 2.

% Id. According to Nancy Smith’s staff, however, Berger reviewed five boxes of
materials. The Archives IG reported the staff supplied Berger with one box of NSC

numbered documents and four boxes of Staff Member Office Files. PMS Interview at 3.

14
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were contained in box W-049." The materials from this visit were among the first
documents identified by Archives staff as responsive to 9/11 Commission requests.’’
Except for lunch, Berger spent the entire day at the Archives.”” During the document
review, Berger took handwritten notes.” Pursuant to conditions of reviewing classified
documents, Berger’s notes were to be left behind, and forwarded to the NSC for
classification.” Berger claimed that he complied with these rules on May 30 when he
left notes which were later forwarded by Archives staffto NSC for classification.”
Following classification, the notes were returned to the Archives.’”®

D. Second Visit — July 18, 2003

FINDING: On July 18, 2003, after reviewing original NSC numbered
documents and original Staff Member Office Files, Sandy Berger
removed the classified notes he took on that visit.

According to Smith, Berger visited the National Archives on July 18, 2003 to
review five boxes of documents responsive to the EOP 2 request from the 9/11
Commission.”” The staff interview notes prepared by the Archives IG state that Berger
was only provided four boxes; three boxes of Staff Member Office Files, and one box
containing NSC numbered documents.”® These materials were reviewed in Nancy
Smith’s office.”” According to the Archives IG report, during that visit, Ber%er reviewed
original NSC numbered documents, and original Staff Member Office Files.* According
to Smith, for a large part of that visit, Smith sat at a table with Berger reviewing each
item for relevancy.®’ In her report, Smith raised some issues with the manner in which
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Berger reviewed the documents on the July 18 visit.? “I did not like the way Mr. Berger
archivally handled the records, ie (sic) sometimes he was not clear as to where to refile a
tabbed item; so as the day continued, I checked what he had been through to make sure
the folders and documents were in good order.”® She stated, “Mr. Berger did voice on
this visit t£14at he would prefer to see the items in chronological order if that was at all
possible.”

Smith told the Archives IG that Berger believed he was rushed and indicated
some disgust with the burden and responsibility of conducting the document review.

According to an account of his interview prepared by Archives IG investigators,
Berger was advised by Smith that all notes he took during his document review were to
be retained by the Archives.* Berger, however, admittedly removed his handwritten
notes on three of his four visits to the Archives."’

According to the Archives IG’s interview report, Berger realized during his
document review that he needed to remove his notes from the Archives.*® The report
stated: “He realized he was not going to be able to reconstruct in detail all the documents
he had reviewed, so he needed to take his notes with him, about ten to twenty pages.”*’
The Archives IG’s interview notes further state:

At the end of the day, Mr. Berger tri-folded his notes and put them
in his suit pocket. He took the opportunity to do this when Ms.
Smith was out of her office due to him being on a private phone
call. Mr. Berger said he did not recall being hesitant to remove his
suit jacket during this visit. However, at some point, him not
removing his jacket could have been related to the fact he placed
the notes in his jacket. Mr. Berger knew he had to leave some
notes behind so it would not be obvious he removed notes. He had
been making notes and if he did not leave any behind it would
have been noticeable.
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The Archives IG investigators’ notes state that Berger was surprised to learn that
he left only two pages of handwritten notes.”® Berger reportedly told the IG investigators
“some notes were better than none.””!

E. Third Visit — September 2, 2003

FINDING: On September 2, 2003, after reviewing original NSC numbered
documents, copies of Staff Member Office Files, and copies of e-
mail documents, Sandy Berger removed classified documents
JSrom the Archives. He admitted to removing a classified version
of the Millennium Alert After Action Review and his classified
notes.

To review documents responsive to EOP 3, Berger visited the Archives on
September 2, 2003. ** For that visit, Archives staff photocopied Staff Member Office
File materials and placed them in chronological order to satisfy Berger’s request from the
July 2003 visit.”®

Berger reviewed this material, in addition to original NSC numbered documents,
in Smith’s office at the main Archives building.”* The Archives IG reported that
Archives staff provided Berger three folders containing materials from Staff Member
Office Files, one redwell containing NSC numbered documents, and printed e-mails
deemed responsive to EOP 3.% During that visit, according to Smith, Berger “was
difficult to deal with including demanding that I leave my office on several occasions so
that he could make or take private phone calls.” *°

One document reviewed by Berger on September 2 was in response to EOP 2.7
Shortly after Berger’s July 18 visit, staff from the Clinton Library faxed a document to

O 1d. at 4.
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the Archives (hereinafter “Little Rock Fax”), after discovering code-worded classified
materials were stored in Little Rock.”® Smith advised staff in Little Rock that the code
worded document was to be stored in Washington at the Archives.” The fax was
transmitted over a secure telephone unit (STU) in accordance with relevant procedures.
After reviewing the Little Rock Fax in July, Smith determined it was to be reviewed by
Berger on his next visit.'”" That occurred on the September 2 visit.'” The Little Rock
Fax later proved to be one of the documents removed by Berger.'®

100

The Little Rock Fax was a version of the Millennium Alert After Action Review
drafted by White House terrorism advisor Richard Clarke.'™ Following the arrest of
Ahmed Ressam, who had planned acts of terrorism at Los Angeles International Airport
on December 31, 1999.' Berger had asked Clarke to prepare an after-action review to
identify national vulnerabilities.'® In his March 24, 2004 public testimony to the 9/11
Commission, Berger said he had ordered the review, and Clarke’s report contained 29
recommendations, most related to funding specific initiatives.'”” Clarke’s report, for
example, led President Clinton to request $300 million in funding from Congress for
domestic security programs. 108

The Archives IG investigators recounted what Berger told them about removing
the Little Rock Fax:

Mr. Berger took the first opportunity when Ms. Smith was out of
her office to remove the document. He most likely put it in his

% 1d
P 1d.
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jacket pocket, after folding it, but he does not have a precise
recollection of where he put the document. It is perceivable he put
it in his pants pocket. It was also possible he placed it in his

portfolio and took it out. The document was twelve to thirteen
109
pages.

A peculiar incident occurred during the September 2 visit. A member of the
Presidential Materials Staff — one of the four staff members with the required security
clearances to handle the W files — reported suspicious activity by Berger to Smith.''" In
an e-mail to Smith, this staff member wrote:

Okay, I know this is odd. He walked out the door in front of me
and into the hallway. The door closed. Shortly after it closed, I
proceeded to go get him a Diet Coke. When I opened the door and
started down the hall, he was stooped over right outside the
doorway. He was fiddling with something white which looked to
be a piece of paper or multiple pieces of paper. It appeared to be
rolled around his ankle and underneath his pant leg, with a portion
of the paper sticking out underneath.

He turned his head toward my direction as I went by him. We did
not make eye contact.

I can’t be 100 percent sure of what I saw because it happened so
quickly. But there was clearly something there more than his pants
and socks.'"!

In his interview with the Archives IG, Laster’s account is explained as follows:

Mr. Laster’s office is in the next suite from Ms. Smith’s. Ms.
Smith stepped out of her office asked (sic) Mr. Laster to buy her
and Mr. Berger a diet coke (sic). Mr. Laster got up and headed
towards the reception area. Mr. Berger stepped out of Ms. Smith’s
office and out of the suite. Mr. Laster came out of the suite and
had to side step Mr. Berger so he would not run into him. Mr.
Laster noticed the (sic) Mr. Berger was fiddling with something
around his left ankle, between his sock and his pant leg. It could
have been paper. Mr. Berger was bent over or crouched down,
possibly on one knee. His pant leg was pulled up around his calf

109 Berger Interview at 5.

1% Smith Report at 4.
" E-mail from John Laster, PMS, NARA to Nancy Smith, Dir. of PMS, NARA (Sept. 2,
2003, 5:58 p.m. EST) (on file with Gov’t Reform Comm.).
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area. The white material extended beyond the hem of Mr. Berger’s
pant leg. Mr. Laster said that he could see Mr. Berger’s sock
below, and underneath, the white material. The white material was
around Mr. Berger’s sock, not in it. It was an odd place to see
something white on someone. The white material had more of an
appearance of paper than fabric. Mr. Laster was 100 percent sure
the white material was not Mr. Berger’s skin. It all happened very
quickly.'"?

In her report, Smith stated, “I was concerned by what John told me.”!"* She
speculated that Berger may have been suffering from a health problem, possibly
phlebitis.''* Those suffering from phlebitis sometimes don prescription leg compression
stockings.

Although Berger reviewed copies of e-mails during the September 2 visit, one
member of the Archives staff explained to the Archives IG that had Berger removed
copies of the e-mails, it would be very difficult to re-locate or re-create the e-mail
because of the labor intensive process of identifying the responsive e-mail documents.
In response to the 9/11 Commission EOP document requests, Archives staff searched the
electronically stored e-mails for a list of pre-identified search terms or key words.''®
Once an e-mail was identified as potentially responsive bPI the staff, a single print was
made and passed on to Smith. She provided it to Berger.''’ Since no other print-outs
were made, if an e-mail was removed from the document collection, Berger could have
prevented the 9/11 Commission from having access to it.''®

115

"2 L aster Interview at 4-5.
3 Smith Report at 4.

14 pg

'3 pPMS Interview at 7.

16 74

07 g

118 Id

21



F. Fourth Visit - October 2, 2003

FINDING: On October 2, 2003, after reviewing copies of NSC numbered
documents, copies of Staff Member Office Files, and copies of e-
mail documents, Berger again removed classified documents
from the Archives. He admitted to removing numbered e-mail
documents. Berger also removed the classified notes he took.
Berger admitted he also temporarily left highly classified
documents at a construction site where they could have been
Jfound by anyone.

Berger visited the Archives on October 2, 2003 to complete the review of
documents responsive to EOP 3. The document review also occurred in Smith’s
office.'”” On that date, Berger arrived at 11:30 a.m. and departed at 7 p.m., without
taking a tunch break."® Because of the concerns raised by John Laster’s e-mail during
the September 2 visit, Berger was only provided with copies of NSC numbered
documents, copies of Staff Member Office Files, print-out copies of e-mails, copies of
Steven Naplan’s notes, and a document identified by Naplan as one that Berger needed to
examine before it was produced.'?' In total, on October 2, Berger reviewed one box of e-
mail documents and one box containing the NSC numbered documents and SMOF
materials.'”? These documents were reviewed by Berger one redwell at a time.'?>

Smith and her staff took the additional step of numbering each document that was
reviewed by Berger.'** Smith penciled a number on the reverse side of each document.'?’
When Berger left Smith’s office to visit the men’s room, Smith examined the documents
he had reviewed and verified that no numbered documents were missing.'*® The
Archives IG reported that John Laster of the Presidential Materials Staff observed what
he considered “agitated” behavior by Berger. 127 The Archives IG’s interview notes of
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Laster stated, “Mr. Berger visited the bathroom more frequently than he had on previous
visits. Especially considering that he did not have much to drink.”'*® The interview
notes prepared following Berger’s interview by the Archives IG stated that he
acknowledged visiting the restroom every 30 minutes as a general practice.'?’

During one of Berger’s afternoon restroom visits, Archives staff determined that
an e-mail was missing.””® After conferring with her staff, Smith had another copy printed
and placed in with the document set Berger was in the process of reviewing.'*' At the
time, Smith and her staff concluded that it was possible that there was a numbering error,
and no document number 217 ever existed. > Her report stated:

They [her staff] gave me the e-mail, which were (sic) number 217.
I brought it in to Berger and stated that apparently when we had
provided e-mail this number had been skipped, that we had a way
of controlling the e-mails and that we had noticed that this number
was absent from what he had returned. Berger looked at the e-mail
and said he was sure he had seen this e-mail and that it must be
included already. He asked me if I did not remember seeing it? I
said that I had knew I had seen similar information, but that this
unique e-mail number was missing, that the archives considers
each separate e-mail a unique record unless it is totally duplicative
in its information, and that he need (sic) to look at this e-mail
because we needed to provide it as a separate document. About 5
minutes later, Berger said he was sorry but that had (sic) to make a
private phone call and demanded that I leave the office.
Reluctantly, I did leave, but checked [a colleague’s] phone which
is right outside of my office and noticed that no phone
conversation was going on. I also remembered at the beginning of
the day that Berger had said that his cell phone was not working.
So I immediately returned to my office at which point I almost ran
into Berger who was going down to the bathroom again. He had
just been a few minutes ago.133
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On October 3, Smith and her staff examined the documents Berger reviewed.'**
Smith’s staff reported that three numbered e-mails were missing, including the document
numbered 217."% Other missing numbers were 150 and 323."° The staff then recreated
the e-mails that were missing.”’’ According to Smith, they were all copies or drafts of the
same highly classified Millennium Alert After Action Report."*® The only difference
among the missing documents were e-mail responses. 139 The missing documents were
also the same base document (copies or drafts) as the Little Rock Fax. 4 Document
number 150 was an e-mail with no content, just a subject line, and the attached after-
action report.'*' Document number 217 contained three lines of e-mail text and the
attachment.'* Document number 323, contained three paragraphs of e-mail text and the
attached report.143

Document number 150 was also mistakenly reviewed by Steve Naplan when he
was reviewing top secret documents.'** The SCI and SAP material Berger was reviewing
was too highly classified for anyone without the high security clearances Berger had. 145
Naplan, however, was provided document number 150, during his review because of a
misclassification error.' During the course of Naplan’s review, he placed a pink sticker
on the document with a note that Berger must review.'’
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After examining the documents Berger was provided, Smith and her staff knew
that document number 150 was missing.'*® The pink sticker had been placed on
document number 156."* By moving the pink sticker from document number 150 to
156, it appears Berger was carefully thinking through his document theft, knowing that if
he failed to leave the pink-stickered document behind, he would be caught. In the report
she prepared, Smith stated, “[m]y staff and I were almost physically ill with the discovery
of missing e-mails.”"*

Although control sets were established for the NSC numbered documents and the
SMOFs, a control set was not used for the e-mails reviewed by Berger.'>' When the staff
suspected Berger had taken e-mail documents, they had to go back and recreate the
search process based on the dates of document numbers 216 and 218.'%

The process of relocating document number 217 was explained to the Archives IG
by Archives staff.

Ms. Fidler was reviewing the folders at someone’s desk, outside
Ms. Smith’s office, when she discovered #217 missing. Mr. Laster
believed he verified it was missing,

Mr. Laster gave Ms. Dillon-McClure the date of the document
before the missing email and the date of the document after the
missing email, from email #216 and #218. This was the time
frame in which Ms. Dillon-McClure searched the emails, using the
same search terms which were responsive to the EOP request. The
staff was able to verify there was an email that should have been
printed and produced to Mr. Berger in that time frame. Ms.
Dillon-McClure located the missing email. Ms. Dillon-McClure
then left for the day, before printing the missing email. Ms.
Dillon-McClure called back to the office to ensure Ms. Fidler
knew what to look for on the email system in order to find the
email in question. Ms. Fidler told Mr. Laster another copy of this
email was printed, she wrote #217 on the back, and provided to
Ms. Smiht (sic).'>
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The interview notes prepared by the Archives IG following their interview
with Berger stated:

Ms. Smith first provided Mr. Berger the documents marked for
review by Mr. Naplan. A version of the MAAR was with these
documents, market SECRET. Mr. Berger did not know why it was
classified differently than the version he removed in September
which was TOP SECRET CODEWORD. It was obvious to him
this was a different version of the MAAR. Mr. Clarke had
mentioned the MAAR went through several iterations but the
changes were over money not substantive (sic). Mr. Berger placed
this version under his portfolio while Ms. Smith’s assistant was in
the office.

About mid-day, Mr. Berger came across another version of the
MAAR. ... Mr. Berger saw a version of the MAAR and now
had doubts that what he removed in September was the final
report. At this point, he wanted to track the evolution of the
MAAR. He slid the document under his portfolio.

Ms. Smith told Mr. Berger there was a missing document, one that
she could not find. Mr. Berger said at this point “the bomb should
have burst in the air, but obviously it did not.

* % %

Ms. Smith gave him another copy of the document. Mr. Berger
slid this document under his portfolio also. Ms. Smith did not ask
for it back. If she had asked for it back, it would have “triggered”
a decision for him to give the documents back.'**

At around 6 p.m., Berger expressed his desire to leave for the day.'> Smith
wanted Berger to stay and complete the review.'*® Smith suggested Berger take a walk
and come back and finish up. What Berger did next is another bizarre and peculiar twist
in the story. The Archives IG reported it as follows:
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Mr. Berger left the building with all the documents he put in his
pockets. He was aware of the risk he was taking, but he also knew
the guards were not there in the evening.

Mr. Berger exited the Archives on to Pennsylvania Avenue, the
north entrance. It was dark. He did not want to run the risk of
bringing the documents back in the building risking the possibility
Ms. Smith might notice something unusual. He headed towards a
construction area on Ninth Street. Mr. Berger looked up and down
the street, up into the windows of the Archives and the DOJ, and
did not see anyone. He removed the documents from his pockets,
folded the notes in a “V” shape and inserted the documents in the
center. He walked inside the construction fence and slid the
documents under a trailer."’

After leaving the Archives on October 2 and retrieving the documents left at the
construction site, Berger told the IG’s investigators that he went to his office and
destroyed three of the documents he removed by cutting them into small pieces and
disposed of them in his office trash can.'®® Berger’s acknowledgement that he cut the
documents into small pieces contradicted his statement made to the media in July 2004:
“When I was informed by the Archives that there were documents missing, I immediately
returned everything I had except for a few documents that I apparently had accidentally
discarded.”"”

During his interview with Archives IG investigators, Berger admitted to removing
four documents during the October 2 visit plus copies of his handwritten notes.'®® That
brought his tally of admittedly removed documents to five — four from the October 2
visit, and one, the Little Rock Fax, from the September 2 visit. In addition, on all three of
his 9/11 Commission-related visits, Berger also removed his personal handwritten notes,
which because based on classified data, are automatically themselves classified. '¢!
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G. Berger Is Caught

On October 3, after concluding that documents were missing, Smith telephoned
Archives General Counsel Gary Stern.'®? Smith also left a message for her supervisor,
Richard Claypoole, who was out of town, to call her as soon as possible.163 After bein
briefed by Smith, Stern contacted the then Archivist of the United States John Carlin. "%

The next day, Saturday, October 4, after having been briefed by Stern, the
Archivist contacted Smith to discuss the matter.'®> On the afternoon of October 4, Smith
met with Stern and Steve Hannestead, Director of Space and Security for the Archives.'®
Not knowing precisely the best way to approach Berger about the matter, Smith, Stern,
and Hannestead settled on contacting Bruce Lindsey.'®” After some back and forth
between Lindsey and Berger, and then Lindsey and the Archives staff, the Archives
contacted Berger directly. '®® According to Smith, Berger was insistent that he did not
have the documents.'®® In her report, Smith writes of a conversation with Berger:

He said that he remembered that e-mail well, because the topic was
of interest to him and that he had been comparing several copies of
it to try to find the most final copy. Berger said that he
remembered turning in the e-mail that Steve Naplan had marked
with the pink tab. I said that he did return a folder with an e-mail
with a pink tab, but that when we checked the e-mail he had
handed back in with the pink tab, it was not the right e-mail. I told
Berger we could tell this because we had checked Steve Naplan’s
notes that had described the e-mail in detail by subject and date,
and the e-mail that now had the pink tab on it did not match the
note. The e-mail that Steve Naplan had tabbed had been numbered
as 150 which was now missing and the tab was on a different
numbered e-mail. Berger said perhaps in comparing the copies of
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these e-mails to find the most final he made (sic) moved them out
of order, but that is all he could think of. I said that we had already
checked, that copies that we had served him of these three
numbered e-mails were missing and could he please continue to
look.

After the dinner hour on October 4, Berger called Smith, and according to Smith,
implied that the Archives was responsible for losing the documents.'”® To this end,
according to Smlth, Berger advised “that we too should check” for the missing
documents."” Reversmg course, at approximately 11 p.m., Berger called Gary Stern, and
according to Smith, notified Stern that he had “found” two documents 2 Stern made
arrangements with Berger to have the documents retrieved.'”

On Sunday, October 5, Archives staff met Berger, and he returned document
number 323 and the Little Rock Fax.'”* Also on Sunday, Archives staff notified
personnel from the NSC, the equity holder of the documents.'” A formal meeting with
the NSC was scheduled for October 7.

On October 7, 2003, Archives staff met with NSC officials. At that meeting, NSC
General Counsel John Bellinger advised Archives staff of the NSC’s desire to have the
matter handled by the Archives, the entity with legal custody of the documents.'”®
Bellinger told the Archives staff that he had spoken with White House Counsel Alberto
Gonzales, and Gonzales wanted the matter handled by the National Archives.'”’

Bellinger also provided the Archives staff with the names of lawyers at the Department of
Justice to contact regarding a formal criminal investigation. '’
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On October 10, Archives staff was notified by Berger’s lawyer, Lanny Breuer,
that Berger had additional documents to return. Arrangements were made to pick up
notes Berger took while at the Archives and that he had improperly removed.'”

H. Berger’s Public Statements

Berger’s public statements months after the incident took place differ substantially
from his later admissions. In an Associated Press article on July 19, 2004, Berger stated,
“I inadvertently took a few documents from the Archives.”'*’

This is false. Berger later admitted that he intentionally, and in a premeditated
fashion, procured the absence of Smith, and hid the documents on his person, both in his
pants pocket and his suit coat pocket. In the July 19 article, Berger lied when addressing
whether he destroyed some of the documents he removed. He said, “When I was
informed by the Archives that there were documents missing, I immediately returned
everything I had except for a few documents that I apparently had accidentally
discarded.”'®!

This is also false. Berger had destroyed documents by cutting them into small
pieces. His lawyer, Lanny Breuer, told the Associated Press for the July 19 article, that
Berger believed he was looking at copies of documents.'® This is false. Berger was
provided with original documents on three of his four visits to the Archives, including
original Staff Member Office File that contain personal handwritten notes and other
obviously original materials that would be found in anyone’s personal office files.

In a July 20 Washington Post story, Breuer stated, Berger’s actions were the result
of sloppiness and were unintentional.'®® As Berger later admitted, this proved untrue. In
a July 22 Washington Post story, through spokesman Joe Lockhart, Berger continued to
publicly depict the facts in a false manner. Assuming the role of the victim, Berger “also
feels a sense of injustice that after building a reputation as a tireless defender of his
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country that many Republicans would try to assassinate his character to pursue their own
ends,” Lockhart said.'®

V. Lax Procedures at National Archives Created an
Environment Where Berger Easily Removed Highly
Classified Documents

A. Classified Documents Handled Inappropriately

FINDING:  On these four occasions, Archives officials allowed Sandy Berger
to review highly classified documents outside of a Sensitive
Compartmented Information Facility. On several occasions,
Berger deliberately procured the absence of Archives staff so that
he could conceal and remove classified documents.

According to Jason Baron, the representative from the National Archives’ General
Counsel’s office interviewed by Commiittee staff, Smith and her staff were under the
mistaken impression that Smith’s office was a CIA-designated Secure Working Area, and
consequently, a permissible area to review classified documents.'® This mistaken belief
had held among Archives personnel perhaps since 1993, according to Baron.'®®

Pursuant to CIA directive, SCI material must be reviewed in a SCIF.'®” Director
of Central Intelligence Directive 6/9 relating to Physical Security Standards for Sensitive
Compartmented Information Facilities, section 2.3.2 states, “SCI shall never be handled,
processed, discussed, or stored in any facility other than a properly accredited SCIF
unless a written authorization is granted” by the appropriate security authority.'®
Executive Order 12958 on Classified Information specifies agency heads to “establish
controls to ensure that classified information is used, processed, stored, reproduced,

'8 John F. Harris and Susan Schmidt, Archives Staff Was Suspicious of Berger; Why

Documents Were Missing Is Disputed, WASH. POST, July 22, 2004, at A6 [hereinafter
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transmitted, and destroyed under conditions that provide adequate protection . . . . »'%

Updated Archives guidelines, as of March 2004, specify those reviewing classified
materials are to “use a Sensitive Compartmented Information Facility (SCIF) or
dedicated conference room or other limited-access area, not an active office.”'*

Each visit by Berger occurred in Smith’s office in the main Archives facility in
Washington, D.C.""" Berger was not briefed by Smith about the procedures for reviewing
the documents.'** Berger believed he was afforded the opportunity to conduct the
document review in Smith’s office as it was a more comfortable room than the SCIF,
which was described to him as a less comfortable work area.'

The records were brought from the SCIF to Smith’s office for Berger’s review. '**
According to Archives staff, despite it not being a CIA-approved SCIF, Smith’s office
was sometimes used to review SCI material.'®> The Archives IG reported, John Laster, a
staff member on the Presidential Materials Staff, stated he “did not believe there were
any issues with reviewing SCI material in Ms. Smith’s office.”'*® Laster claimed that
SCI material could be viewed in Smith’s office “as long as it was a controlled
environment, the reviewer was monitored, and the reviewer had the appropriate
clearances.”"’ The notes prepared by the IG, however, are clear that Laster knew
Smith’s office was not a SCIF."** Cell phones, for example, Laster is reported to have
said, were permissible in Smith’s office, and not in the SCIF where the Presidential
Materials Staff stored sensitive documents.'® The Archives 1G reported Laster said that
Berger is not the only person to have reviewed sensitive documents in Smith’s office.??

' Exec. Order No. 12958 (1995), Part 4 Safeguarding, §4.2(f).
" NARA Interim Guidance J4(b).
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Others were two Clinton representatives — Nancy Soderberg, and Bruce Lindsey — and
John Mince, President Reagan’s representative.””'

Berger also was permitted to bring his portfolio to Smith’s office during his
document review.’”> The Archives IG’s interview notes prepared following an interview
with Smith stated, “[m]ost officials reviewing documents in the SCIF were allowed to
bring in brief cases, notebooks, and paper. She assumed because of the security
clearances granted these individuals they were aware of the prohibition of cell phones in
a SCIE.”® Berger often procured Smith’s absence, leaving him unmonitored for periods
of time. While usually she was bullied into this, she told the IG it made her feel
uncomfortable.*** The Archives IG’s interview notes stated:

Mr. Berger would normally use her phone to make calls. Mr.
Berger would say “Sorry, I have to make a private phone call” and
Ms. Smith would take this as her cue to leave. Mr. Berger would
normally use her phone to make calls. Ms. Smith left as she
trusted Mr. Berger and was aware that Mr. Berger, as National
Security Advisor, had generated most of the documents that he was
reviewing. However, Ms. Smith did not like leaving her office.
This was because she works with sensitive items of the incumbent
President and did not feel comfortable leaving Mr. Berger alone
with this material, especially on her desk where her phone was
located.*®

The interview notes prepared following Berger’s interview with the Archives IG
investigators concur. On the July 18, 2003 visit, for example, Berger reportedly stated
that his secretary called him “half a dozen times.”?*® The notes stated:

Mr. Berger told Ms. Smith he was happy to go outside her office to
take the calls. Ms. Smith asked Mr. Berger if he needed privacy to
which he said ‘yes.” Ms. Smith said instead that she would go
outside her office while he was on the phone, which she did. Once
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this pattern was established, he thought the offer for her to leave
her office was ‘standing.’*"’

Baron confirmed to Committee staff that Berger was provided original documents
in the form of Staff Member Office Files and NSC numbered documents during his first
two visits to the Archives.””® Likewise, Berger reviewed original NSC numbered
documents on September 2, 2003.

The Archives cannot be certain that Berger did not remove documents during
these first two visits.”* Whole original documents from the SMOFs and parts of original
numbered NSC documents — which are inventoried only by their cover page — could be
removed without any way to detect their removal. Baron acknowledged that it is
conceivable that the 9/11 Commission may not have received all documents responsive to
the EOP document requests.”'® There is no way to verify that Berger did not remove
original documents on May 30, 2002, July 18, 2003, and September 2, 2003.

B. After Breach, Law Enforcement Not Engaged Quickly

FINDING: Failure to engage law enforcement at the appropriate time
compromised a proper investigation. Archives staff failed to
notify law enforcement officials when there was a reasonable
suspicion classified government property had been removed by
Berger.

At the Archives, security procedures and requirements are contained in the
Information Security Manual, also known as the “Red Book.”'! The Red Book,
however, was last published in 1989.%'> Some at the Archives consider it out of date for
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reference purposes.’”> Ms. Smith told the Archives IG the Red Book was out of date,
and to this end, was in the process of being updated by the Archives.*'*

Under Red Book guidelines, if Archives personnel discover a possible
compromise of classified information, they are required to notify the agency’s security
manager.”'> By notifying Archives General Counsel Gary Stern and Director of Space
and Security Stephen Hannestad, Archives officials say they believe Smith complied with
her Red Book obligations.?'® Archives officials maintain the Red Book only requires the
Department of Justice to be notified when espionage is suspected.’’” The Archives IG
concluded that since espionage could not be ruled out, Justice Department officials

should have been notified immediately.?'®

Smith was familiar with the Director of Central Intelligence Directives (DCIDs)
but believed their reach extended only to agencies formally within the intelligence
community.”"® Since the National Archives is not part of the intelligence community, its
applicability to Archives personnel was not clear to Smith.”*° Had they been applicable
to the Archives, Smith told the Archives IG, she thought they would have been
incorporated into the Red Book.??! According to the Archives IG’s Report, the Red Book
does reference and incorporate the DCIDs.**

Archives officials made a terrible mistake in not notifying law enforcement
officials, which has serious consequences for the integrity of the Archives documents.
Immediate notification in response to suspicions that Berger had stolen classified
documents may have allowed for the government to retrieve the materials Berger
removed. Whether espionage is a motive for removing classified materials or not, law
enforcement should have been notified. The purpose of classified document control is
national security broadly, not only counter-espionage. The ad hoc inquiries by Archives
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staff to Berger following the October 2 document removal may have substantiaily
compromised a proper law enforcement investigation and the recovery of all stolen
documents. If Berger took other documents than those he was caught with or that he had
admitted taking, a surprise search was more likely to recover them. In any event, the
public would have more confidence that he did not take other documents.

C. Personnel Action

Following its investigation, the Archives IG determined that Archives staff erred
in facilitatin§ access to classified information in an unauthorized setting on five
occasions.? Additionally, the Archives IG found fault with the manner in which
Archives staff notified the approzpriate authorities following the removal of classified
information from the Archives.””* The Information Security Manual requires Archives
personne212t50 immediately notify the Department of Justice by the fastest means
possible.

The Archives IG identified a series of violations by five Archives employees.
The Archives IG determined the provision of access to SCI and SAP materials in an
unauthorized setting violated 18 U.S.C. § 793(f) relating to losing defense information,
18 U.S.C § 1924 (a) relating to the unauthorized removal and retention of classified
documents or materials, Director of Central Intelligence Directive 6/9, Section 2.3.2
relating to Sensitive Compartment Information Facilities, and the agency’s own
Information Security Manual.**® Once there was a suspicion that Berger may have
removed classified information, first raised during the September 2 visit, Archives
officials should have reported the incident immediately to a law enforcement entity.
Failure to do so was a violation of National Archives procedures.”?® Archives staff
repeatedly failed to contact law enforcement when Berger’s suspicious activity resurfaced
during the October 2 visit.”*® Archives staff thwarted a proper investigation by law
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enforcement bg/ contacting Berger, the subject of a criminal investigation, several times
by telephone.>**

Following the receipt of the Archives IG Report, Allen Weistein, the current
Archivist of the United States delegated the personnel inquiry to Henry Leibowitz, the
agency’s human resources director.”’! Leibowitz’s inquiry examined the actions of four
Archives employees — Smith, her supervisor Sharon Fawcett, Gary Stern, and Lewis
Bellardo, the deputy Archivist.”*? Ultimately, Leibowitz issued three administrative
sanctions, a “Counselling (sic) Letter” to Bellardo, and written “Reprimand Letters” to
Stern and Smith.*** All three employees appealed the sanctions to the Archivist.>** On
appeal, Bellardo’s letter was withdrawn.”*® Sharon Fawcett received a letter stating that
there was no grounds for discipline.”*® None of the Archives employees received a
reduction in pay or any changes in their job titles or professional responsibilities. >’

Gary Stern received a written Letter of Reprimand on June 27, 2006.2® Such
letters remain in the employee’s official personnel file for two years. Leibowitz found
Stern to have exercised a lack of judgment for failing to notify law enforcement officials
in a timely manner.”*® Stern, however, was absolved by Leibowitz of violating any
security procedures.”*’ Leibowitz’s decision was apgealed to the Archivist, and on
October 3, 2006, the personnel sanction was upheld.”*' On appeal, however, Stern did
win the opportunity to have the Letter of Reprimand removed from his official personnel
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file.** The removal of the letter from the personnel file makes the sanction invisible to
other potential government employers.>*® That said, Stern would, however, be required

to disclose the sanction were he asked about it in the course of a job application or
background check.?**

Nancy Smith received a written Letter of Reprimand on June 27, 2006.>%
Leibowitz determined that Smith lacked judgment in leaving Berger alone in her office,
and that the use of her office for the document review was not a good practice.”*® Smith
appealed to the Archivist. In an October 3, 2006 letter, the Archivist affirmed that Smith
had lacked judgment in leaving Berger alone in her office, but upon a determination by
the security office that Smith did not intentionally violate any security directive, and that
any security breach by using her office was only a technical violation, that ground for
reprimand was removed.>*’ Like Stern, however, Smith’s letter was removed from her
official personnel file.2*®

D. Archives Substantially Revises Procedures

On March 31, 2004, Deputy Archivist and Chief of Staff of the National Archives
Lewis J. Bellardo issued comprehensive new guidelines for the handling of classified
materials.”* The new guidelines were transmitted agency-wide in the form of a six page
Interim Guidance memorandum entitled, “Access to Materials Containing Classified
Information in NARA Research Rooms by Non-Governmental Persons.”**° The
comprehensive new guidance specifically addresses many of the lax procedures in force
during Berger’s visits.
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Under the new guidelines, classified materials must be reviewed in a dedicated
room, not an active office.””’ The dedicated room must be free of all non-authorized
materials.”*> Under the new rules, Berger would not be permitted to review documents in
Nancy Smith’s personal office. Likewise, Berger would not be permitted to review
documents in an office setting that contains other classified materials which Berger was
not cleared to see.

The guidelines call for all notes to be taken on paper easily identified as that
provided by the National Archives.”> Classified materials are now to be handed to
researchers one box at a time, and only one box may be on the researchers table at any
one time.”** Cell phones and other electronic equipment are no longer permitted in
research rooms.”® The new guidelines call for the implementation of closed circuit
television monitoring and recording equipment so that the classified materials can be
further protected.>*® The closed circuit television equipment is to serve as “a deterrent
measure and aids in any investigations.”*>’

The guidelines offer specific guidance for classified production reviews pursuant
to subpoena, whether this be under the authority of a congressional committee,
independent investigation or commission, or by a court.”*® Important new aspects
include:

e Researchers are to be continuously monitored by Archives staff.

e Continuous monitoring means the Archives staff must be watching the
researcher full time, and not while performing other duties.

e Provide researchers with numbered copies of the documents.
Maintain a second control set of documents and document inventory log.

e Each researcher is required to sign a receipt as each box is provided for
review.
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e On return, the Archives staff are to examine each box before the
researcher is permitted to leave the research room.,
e Ifthe researcher believes he/she requires the original documents, and not
copies, a written waiver request must be processed through the offices of
> .. 259
the agency’s General Counsel and head of Security.

This comprehensive new guidance specifically addresses many of the lax
procedures in force prior to April 2004 and should ameliorate the need for a further
overhaul of the security procedures for the review of classified materials.

VI. Effects on 9/11 Commission’s Work — Not Knowable
Whether All Documents Were Produced

A. Inspector General and Justice Department Clash Over
Notifying 9/11 Commission

FINDING: The Archives Inspector General and Justice Department officials
clashed over notifying the 9/11 Commission of the extent of
Berger’s document removal and the fact that Berger had access
to original documents that may have been responsive to
Commission document requests. No one told the 9/11
Commission that Berger had access to original documents.

In January 2004, Archives Inspector General Paul Brachfeld contemplated
whether Archives officials or officials from his office had a responsibility to notify the
9/11 Commission about the Berger matter.”® Brachfeld was concerned that during the
course of a criminal investigation being conducted by the Degartment of Justice, officials
at Justice might be reluctant to notify the 9/11 Commission.”®' Brachfeld reco gnized that
prosecutors are rightfully tightlipped about pending investigations, but believed that
disclosure of Berger’s actions was necessary to allow the 9/11 Commission the ability to
evaluate Berger’s credibility and truthfulness as a witness.25? Berger had access to
original documents during three of his four visits to the Archives, and consequently could
have removed documents that were responsive to 9/11 EOP requests. Brachfeld also was
concerned that the 9/11 Commission might not have been fully aware of the scope of
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Berger’s alleged misdeeds.”®® Brachfeld said there was reasonable evidence Berger

might be obstructin§ the 9/11 Commission’s investigation and the 9/11 Commission
ought to know that,”**

On January 14, 2004, Brachfeld met with Howard Sklamberg, one of the trial
attorneys at the Justice Department handling the Berger matter for the Public Integrity
Section.”®® Brachfeld wanted answers to three questions: had the Justice Department
notified the 9/11 Commission of Berger’s actions; had the Justice Department identified
the extent of potential damage to the Commission’s document requests; that is, had the
Department fully accounted for all documents Berger may have removed; and had the
Department communicated the possible extent of the damage to the 9/11 Commission.?®®

That same day, the 9/11 Commission conducted its private interview with Sandy
Berger.”®” Whether Brachfeld or the Justice Department knew that Berger was being
questioned by the Commission is not known. Berger’s public testimony occurred on
March 24, 2004,2®

On March 22, 2004, two days before Berger’s public testimony, Brachfeld
received a telephone call from two Justice Department officials, Chief of the
Counterespionage Section John Dion and Deputy Assistant Attorney General for the
Criminal Division Bruce Swartz.?®

The purpose of the call was twofold. First, the Justice Department officials
wanted to thank Brachfeld for suspending his internal inquiry while the Justice
Department pursued its criminal matter against Berger. Second, the Justice Department
wanted to notify Brachfeld that Berger was to testify before the 9/11 Commission.
Brachfeld was advised that the Justice Department was not goin% to notify the 9/11
Commission about the pending criminal investigation of Berger.””’
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This took Brachfeld by surprise as he was unaware that the 9/11 Commission was
scheduled to take Berger’s public testimony.>”! According to Brachfeld, they stated that
Brachfeld ultimately may be at risk for not notifying the 9/11 Commission of the
circumstances involving Berger’s visits to the National Archives.?” Brachfeld was also
advised that the Justice Department believed that notifyin§ the 9/11 Commission about
the Berger incident could compromise their investigation.””

Dion’s recollection of this call is not clear.2” Dion recalls speaking with
Brachfeld on numerous occasions, both in person and on the telephone.?”> Dion said it
was possible that he and Brachfeld conversed about the differing obligations of the
Inspector General’s Office and the Department of Justice about notifying the 9/11
Commission.””® In Dion’s view, the Justice Department’s first obligation was to conduct
its criminal investigation in the proper way.*"’

Brachfeld told Committee staff he found himself in an extremely precarious
position.’”® He was concerned that Berger’s public testimony was scheduled to go
forward before the 9/11 Commission without the Commission knowing that its witness
might not be reliable and trustworthy.>”> On the one hand, he felt obligated to notify the
9/11 Commission that one of their witnesses’ veracity and credibility may be in question,
but on the other hand, he felt obligated not to divulge this information as it may affect a
pending criminal investigation by the Justice Department.?* On several occasions
Brachfeld referred to Dion as a powerful and influential Justice Department official, and
consequently Brachfeld believed it was career suicide to cross Dion.?®!
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To protect himself, on the March 22 call, Brachfeld requested an inoculation letter
from Swartz to insulate himself from charges that he willfully failed to notify the 9/11
Commission about facts relevant to the Berger matter.®? According to Brachfeld, Swartz
agreed to provide such a letter.”®® When asked about the inoculation letter, Dion “did not
specifically recall” discussing such a letter with Brachfeld, but said that did not mean it
was not discussed.”® The Justice Department never provided this letter.%

On March 25 or 26, 2004, Brachfeld called Thomas Reilly at the Justice
Department.”*® Reilly and Sklamberg were the trial attorneys handling the Berger
matter.”®’” Reilly worked for Dion in the Counterespionage Section, and Sklamberg
worked for Noel Hillman in the Public Integrity Section. “*® The purpose of this call was
to discuss with Justice specific witnesses the Archives IG’s office was permitted to
interview. Up until this point, the IG’s internal inquiry had been stalled pending further
notice from the Department of Justice about the progression of the Berger
investigation.?* According to Brachfeld, Reilly agreed to confer with other Justice
Department officials and follow up with Brachfeld with the names of specific witnesses
that the Archives IG’s office could proceed with interviewing.**°

Brachfeld was concerned that the longer his internal investigation remained on
hold, the less productive it would be considering that witnesses’ memories tend to fade
over time. Despite Reilly’s commitment to provide such a list, Brachfeld never received
it.>! On this call, Brachfeld expressed his concern to Reilly that the 9/11 Commission
had not been notified about the Berger matter.>
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Frustrated, on April 6, 2004, Brachfeld called Glenn Fine, the Inspector General
for the Justice Department.”® Brachfeld related his two concerns to Fine — whether the
9/11 Commission was properly notified and whether the document production was
tainted by the fact Berger may have removed original documents.”®* According to
Brachfeld, Fine agreed to look into the matter.”

Fine organized a meeting for April 9, 2004.>°° Present at the meeting, according
to Brachfeld, were Assistant Attorney General for the Criminal Division Christopher
Wray; Wray’s Chief of Staff John Richter; Dion; Swartz; Sklamberg; Reilly; Fine; and
Brachfeld’s principle investigator.”’ According to Brachfeld, the purpose of the meeting
was to discuss whether the Justice Department had an obligation to disclose facts relating
to the Berger matter to the 9/11 Commission.”® In Brachfeld’s view, Berger knowingly
removed documents and therefore, may have purposely impeded the 9/11
investigation.”” Brachfeld felt that Christopher Wray was sympathetic to the
dilemma.’® Brachfeld told the group that pertinent original documents might have been
removed by Berger.*”!

A debate emerged between Brachfeld and Bruce Swartz about whether the 9/11
Commission received all documents.’” Brachfeld thought the Justice Department was
focusing exclusively on the September 2 and October 2 visits by Berger, and by not
examining Berger’s first two visits, they were failing to consider important evidence.
Swartz remained fixated on his conclusion that Berger took nothing else, and the 9/11
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Commission received a complete production.’™ Swartz insisted that Berger was
examining only copies of documents, and therefore the damage to the 9/11 Commission
was limited.>®

Swartz and the other Justice Department officials failed to grasp, in Brachfeld’s
view, that Berger had access to a large number of original and unique documents on his
first two visits to the Archives on May 30, 2002 and July 18, 2003.**® Brachfeld
reiterated his point by referring to Smith’s statement “six months ago” where she said,
“she would never know what if any original documents were missing.”*"’ Disagreeing,
Swartz responded that Smith said she was present at all times.*® Brachfeld countered
that Smith was working at her desk and Berger was at a conference table, that Berger had
an overcoat with him, and there was no way for Smith to have seen everythjng.309
According to Brachfeld, Wray and Fine indicated they understood Brachfeld’s concerns,
and both Wray and Fine asked whether the FBI had questioned relevant witnesses
regarding the first two visits.>'® The FBI stated that they did not question Berger about
the first two visits.>!! With confirmation of this, Wray and Fine agreed with Brachfeld
that they could not be certain the 9/11 Commission received all responsive documents.*'?

The schism between Brachfeld and Swartz on the issue of the completeness of the
9/11 Commission document production never abated.>'® As the meeting concluded,
Christopher Wray gave Brachfeld his assurance that the 9/11 Commission was to be
notified.>"* Fine’s recollection was Wray agreed Daniel Levin, the Justice Department’s
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liaison to the 9/11 Commission, was to communicate this information to the 9/11
Commission General Counsel Daniel Marcus.>'?

The information communicated by the Justice Department to the 9/11
Commission never was specifically outlined to Brachfeld.>'® On multiple occasions
throughout April and May, 2004, Brachfeld attempted to follow up with the Justice
Department to see if it followed through with its commitment to notify the 9/11
Commission.>'” Not until May 26, did word make its way through Glenn Fine to
Brachfeld that “relevant information” had been given to the 9/11 Commission.*'®
Concerned what “relevant information” meant in the eyes of Justice Department officials,
Brachfeld attempted numerous times to follow up with Justice.’'®

On July 19, 2004, the Associated Press first reported that Berger was the subject
of a criminal investigation for removing highly classified documents from the National
Archives.”® This occurred just days before the July 22, 2004 release of the
Commission’s Final Report.*!

Brachfeld’s level of concern continued into the fall of 2004.> In November,
Brachfeld discussed with Fine the prosgect of having a follow up meeting with the
relevant Justice Department officials.*

On November 5, a meeting was convened with Justice officials, Dion, Swartz, and
Hillman.*** At this meeting, Dion and Swartz told Brachfeld the 9/11 Commission was
not informed that Berger had access to original documents.’”® On hearing this, Noel
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Hillman appeared angry and perturbed, according to Brachfeld.>?® Brachfeld said he
noticed Swartz becoming visibly agitated as Hillman’s dissatisfaction became evident.**’
Although Brachfeld had long suspected a substantial exposure in the 9/11 Commission’s
investigation, it was not until this meeting that he realized his worst fears were true.>?®
When questioned about this meeting, Dion recalled bemg in attendance, but did not have
a “specific recollection” of what occurred at this meetmg

During the November 5 meeting, Brachfeld revisited Swartz’s March 22 offer to
provide an inoculation letter.** In Brachfeld’s view, such a letter would provide some
measure of protection to Brachfeld from any later-alleged wrongdoing associated with
not notifying the 9/11 Commission of the facts of the Berger matter.””' During this
meeting, however, Swartz was noncommittal about such a letter, telling Brachfeld that he
would have to check his notes from March 22, and Swartz believed any such letter would
be applicable only to the 9/11 Commission and not Congressional oversight
committees.***

On November 19, 2004, Archives IG investigators met with the FBI to discuss
their investigation.*? Dunng this meeting, the FBI confirmed to Archives IG
mvestlgators that they did not question Berger about his first two visits to the
Archives.* The Archives IG’s staff asked the FBI case agents why. The FBI told
Brachfeld’s staff that they did not question Berger about his first two visits because the
first visit on May 30, 2002 was not relevant to the 9/11 Commission document requests
and during the second VISIt on July 18, 2003, Berger was supervised for the duration of
his visit by Nancy Smith.**
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On November 23, 2004, a follow up meeting at the Justice Department
occurred.*® In attendance, according to Brachfeld were Dion, Swartz, Hillman, Reilly,
and the FBI case agents.337 Brachfeld raised the question of why the 9/11 Commission
was not told that Berger had access to originals.>*® Brachfeld asked Reilly whether the
Justice Department would be willing to go back and look more carefully at this
question.** According to Brachfeld, Reilly said no, indicating “it would take a long
time” and much effort.**® Brachfeld continued to press his case that the opportunity
existed for Berger to remove crucial documents.**' Hillman was shown a copy of the
John Laster e-mail where he alerted Smith about seeing Berger with documents folded
and stuffed in his socks on his third visit when he had access to original documents.>**
After the Laster e-mail was read, Brachfeld asked every person in the room to pull up
their suit pants and look at their dress socks.>*® He asked everyone to consider whether
“something white”” might be easily noticed if papers were lodged in their socks.>**
Brachfeld pressed Justice Department officials about why they did not consider John
Laster and his contemporaneous e-mail more indicative of Berger’s culpability.**®

Brachfeld asked whether the Justice Department had obtained Berger’s medical
records to see if he was suffering from phlebitis or other medical condition that might
cause him to need to wear a white sleeve on his leg.**® The Justice Department
acknowledged that they did not look into Berger’s medical history.>*’ At this point,
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according to Brachfeld, Swartz became agitated, and screamed, “Are you accusing me of
failing to tell the 9/11 Commission?**®

After that meeting, Brachfeld conferred separately with Hillman. Hillman
acknowledged if Justice had known all the details earlier — that Berger had access to
originals — the Department would have told the 9/11 Commission more.>* Brachfeld
protested that he had been communicating this point to the Justice Department — at least
since April.>*® Hillman agreed to interview Smith personally.>*!

According to Brachfeld and his staff, Hillman personally interviewed Smith on
December 10, 2004.>%? Present at this interview was the Archives IG’s lead investigator,
Special Agent Kelly Maltagliati.®*> Maltagliati told Committee staff that at the
conclusion of Hillman’s questioning of Smith, she witnessed Hillman instruct the FBI
case agents present that they were to go back and look at documents from all of Berger’s
visits.”> To the Archives IG’s knowledge, the FBI never reviewed the documents from
Berger’s first two visits.>>>

On April 1, 2005, the Justice Department announced its plea agreement with
Berger. In speaking to the press, Hillman startled Brachfeld by stating the Justice
Department’s investigation found no evidence of Berger trying to hide anything from the
9/11 Commission, and the Commission had access to all documents it requested.**®

On April 13, 2005, Brachfeld met with Hillman to discuss these points.
According to Brachfeld, Hillman now believed that Berger was being honest with the
Justice Department and the risk that he took additional documents was minimal.>>’

348 Id. When questioned about this meeting, Dion recalled being in attendance, but did
not have a “specific recollection” of what occurred at this meeting. Dion Telephonic
Interview.
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Hillman explained to Brachfeld that his public statements were narrowly tailored to the
facts included in the plea agreement, and Hillman could only confirm that the 9/11
Commission received all documents relating to the Millennium Alert After Action
Review.>*®

Despite all of these considerations, according to the Archives IG and his staff, the
FBI or the Department of Justice never questioned Berger about his May 30, 2002 and
July 18, 2003 visits.** Berger had access to a large volume of original documents on
these two visits. On May 30, 2002, Berger was provided several boxes of original and
unique documents, including the original, uncopied Staff Member Office Files of Richard
Clarke and original, uncopied, unique NSC numbered documents,*® During Berger’s
second visit on July 18, 2003, he was provided original, and uncopied Staff Member
Office Files and original, and uncopied NSC numbered documents.

B. Justice Department Convinced Berger’s Document Theft
Limited to What He Admitted

FINDING: There is no basis for concluding Berger did not remove original
documents responsive to 9/11 Commission requests during the
May 30, 2002 and July 18, 2003 visits to the National Archives.
Nevertheless, the Justice Department’s representations to the
9/11 Commission left the impression that Berger’s document
theft was limited to what he admitted to taking.

On November 13, 2006, Committee staff interviewed John Dion and Bruce
Swartz of the Justice Department. Swartz explained that a primary focus of their
investigation was whether the 9/11 Commission was deprived of any documents.>®' They
concluded that it had not.>*

According to Swartz, after conducting interviews with staff from the National
Archives, and after having the FBI conduct a review of the document files that Berger
examined with the assistance of Archives officials, the Justice Department concluded that
there was no evidence of Berger taking any additional documents.*®® The Justice
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DOJ, in Wash., D.C. (Nov. 13, 2006) [hereinafter Dion and Swartz Interview].

362 Dion and Swartz Interview.

33 1d..

50



Department concluded that Berger took the documents for personal convenience.*® The
Justice Department was comforted by the fact that Berger was examining printed copies
of e-mails and the documents that Berger admitted to taking were all different versions of
the same after-action report.’®® The Justice Department apparently would have been
more concerned if Berger took different documents instead of different versions of the
same document.*®® Swartz said the Department concluded the after-action “documents he
took were, in all probability, the only documents he took.”**” Dion told Committee staff
that the after-action reﬁports he took all existed elsewhere, and he was merely looking at
copies, not originals.**® Moreover, according to Dion, the after-action report documents
were beneficial to the Clinton administration — the documents portrayed the White House
as being engaged on the subject of terrorism.>®® Had the documents been damaging to
Berger or the Clinton administration, Dion stated that the Department might have taken a
different approach.®”

When asked by Committee staff how they could be so sure Berger did not take
original documents during his first two visits, Dion and Swartz explained that it was
difficult to prove a negative.’”' They stated that the Justice Department could not prove
that he did not take anything else, but found no evidence that suggested he did.*”> Dion
and Swartz also stated that Berger established further credibility in his proffer by
disclosing the embarrassing manner in which he stole the documents by stashing them in
a construction site.””> Committee staff asked Dion and Swartz whether they ever
polygraphed Berger pursuant to paragraph 11(c) of Berger’s Plea Agreement which
requires Berger to “voluntarily submit to polygraph examination.””* They said they did
not.
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The lack of interest in Berger’s first two visits is disturbing. The May 30, 2002
document review was on the same subject matter as Berger’s other three visits. Berger
spent May 30, 2002 looking at Richard Clarke’s original office files.*”> Had Berger seen
a “smoking gun” or other document he did not want to be brought to an investigatory
panel’s attention, he could have removed it on this visit. The May 2002 research session
by Berger was sufficiently critical to the 9/11 Commission’s document requests that on
receipt of the official EOP requests, the Archives staff’s first action was to pull the
materials that had been set aside for Berger’s prior visit in May 2002.7®

The 9/11 Commission reported that at least one memo written by Clarke
contained Berger’s handwritten notations. On December 4, 1999, Clarke advised Berger
to attack al Qaeda facilities in the week before January 1, 2000. According to the 9/11
Commission, in the margin adjacent to this suggestion, Berger rejected Clarke’s
suggestion to hit al Qaeda and wrote “no.”””’

The lack of interest in Berger’s second visit, July 18, 2003, is inexplicable. The
FBI told the Archives IG’s staff that no exposure existed because Berger was under
constant supervision by Smith.>”® This is troubling in light of Smith’s statements that
“she would never know what if any original documents were missing.”"> According to
Berger himself, Smith spent time “working at her desk” while he reviewed materials on
July 18, 2003.%% Berger also said that on July 18, 2003 he received a “half dozen” phone
calls where he was left alone in Smith’s office.’®! Berger admits to removing classified
documents — his handwritten notes — on July 18, 2003. The Archives IG’s memorandum
following Berger’s interview stated as follows:

At the end of the day, Berger tri-folded his notes and put them in
his suit pocket. He took the opportunity to do this when Ms. Smith
was out of her office due to him being on a private phone call.

The Justice Department was unacceptably incurious about Berger’s Archives
visits on May 30, 2002 and July 18, 2003. The Justice Department never notified the
9/11 Commission that Berger viewed a large number of original documents on these first
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two visits. The Justice Department failed to subpoena Berger’s medical records to
determine if there was any medical reason for him to have white-colored material on his
lower leg. The Justice Department failed to administer a polygraph examination.

The Justice Department failed to explain to the 9/11 Commission all the relevant
facts about all of Berger’s visits, especially his first two visits where he had access to a
large collection of original documents. There is no basis for concluding that Berger did
not remove original documents during his first two visits to the National Archives. It is
not knowable whether Berger removed critical documents responsive to the 9/11
Commission during these first two visits. Given Berger’s admission that he removed his
classified notes during the July 18, 2003 visit, he certainly could have removed other
classified documents. The Justice Department’s statement that Berger’s statements are
credible after being caught is misplaced. One would not rely on the fox to be truthful
after being nabbed in a hen house. The Justice Department apparently did.

C. Hillman’s Public Statements Are Incomplete and
Misleading; 9/11 Commission May Have Been Deprived
of Original Documents

FINDING: The public statements of the former chief of the Justice
Department’s Public Integrity Section, Noel Hillman were
incomplete and misleading. Because Berger had access to
original documents on May 30, 2002, and July 18, 2003, there is
no basis for his statement that “nothing was lost to the public or
the process.”

While the Justice Department’s investigation focused on the September 2 and
October 2 visits by Berger, and Berger’s plea was based on documents he removed on
these two visits, Department officials took the unusual step of publicly confirming their
belief — which cannot be proven — that the 9/11 Commission received all the documents
they requested.

A Justice Department press release about Berger’s guilty plea stated “[o]n
September 2, 2003, and again on October 2, Berger concealed and removed a total of five
copies of classified documents from the Archives. The documents were different
versions of a single document.”*** Speaking to the press at the time of Berger’s plea,
Noel Hillman, chief of the Department’s Public Integrity Section stated, Berger “‘did not
have an intent to hide any of the content of the documents’ or conceal facts from the

382 press Release, DOJ, Former Nat’l Sec. Advisor Samuel Berger Pleads Guilty to
Knowingly Removing Classified Info. from the Nat’l Archives (Apr. 1, 2005) (on file
with Gov’t Reform Comm.).
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commission investigating the Sept. 11, 2001, attacks.”* On April 2, 2005, The New
York Times wrote:

The department’s investigation had found no evidence that Mr.
Berger had intended to hide anything from the Sept. 11
commission. Indeed, the commission had access to all the original
reports on the 2000 assessment.’%*

Along similar lines, The Washington Post reported, “Hillman noted that Berger only had
copies of the documents — not the originals — and so was not charged with the more
serious crime of destroying documents.”** Hillman also stated, “Nothing was lost to the
public or the process.”*®

Hillman’s comments were incomplete and misleading. The Department’s
investigation and Berger’s plea agreement were limited in scope to the documents he
admittedly removed on September 2 and October 2. Berger, however, had access to
original materials on two other visits to the Archives, on May 30, 2002 and on July 18,
2003.**7 While the Justice Department had convinced itself that Berger had not taken any
documents beyond what he admitted to, and although they asserted that they had found
no evidence to suggest otherwise, it is impossible to know whether this is true.

Hillman knew that Justice Department officials had not told the 9/11 Commission
that Berger had had access to original documents. He attended at least two meetings with
officials from the Archives IG’s office, the purpose of which was to discuss obligations
to the 9/11 Commission. Archives IG officials were steadfast in their belief that the
Justice Department had an obligation to notify the 9/11 Commission of all relevant facts,
notably that Berger spent two days at the Archives reviewing large quantities of original,
uncopied, unique documents. Hillman was present on November 5, 2004 when John
Dion and Bruce Swartz confirmed to Brachfeld that the 9/11 Commission never was told
Berger had access to originals. Hillman was present on November 23, 2004 when John
Laster’s e-mail to Smith was read. Laster, one of four Archives staff members with a
security clearance high enough to handle these classified documents — a security
clearance higher than that of Berger’s own former deputy National Security Advisor —
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notified Smith that he saw what he thought were white papers lodged in Berger’s socks.
Hillman, himself, conducted an interview of Smith. In September 2004, Smith had stated
“she would never know what if any original documents were missing.”**® Nevertheless,
Hillman’s public statements did not account for these facts.

Committee staff called Hillman, now a United States District Judge in Camden,
New Jersey. Hillman declined to make himself available for an interview.

D. 9/11 Commission Relies on Assurances by the Justice
Department

FINDING: The 9/11 Commission relied on assurances from the Department
of Justice that a full and complete production was made, and that
no original or any other responsive documents were withheld.

No one told the 9/11 Commission that Berger had access to
original documents. The 9/11 Commission was specifically
interested in the office files of White House terrorism advisor
Richard Clarke, and never was told that Berger had access to
Clarke’s original office files on May 30, 2002, and July 18, 2003.

Access to White House documents was a critical component of the 9/11
Commission’s investigation.”® The Commission was interested in understanding the
terrorism-related considerations at the White House before September 11, 2001.%°
Under agreements reached with the incumbent White House, the Commission was to
obtain all relevant staff-level documents, up to but not including, documents prepared for
the President.*®! These were considered protected by executive privilege.3 2 The
incumbent White House was concerned that any concession it made to the 9/11
Commission would establish precedent.’”*

388 Brachfeld and Maltagliati Interview, Dec. 1, 2006; See also, Smith Interview I at 12,
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According to Philip Zelikow, the Executive Director of the 9/11 Commission, the
Commissioners and staff conducted a “lengthy and detailed private interrogation with Mr.
Berger.”*** This interview took place on January 14, 2004.*> The Commission took
public testimony from Berger on March 24, 2004.%%

One area of particular interest to the 9/11 Commission was the papers of terrorism
adviser Richard Clarke.**’ According to 9/11 Commission General Counsel Daniel
Marcus, Clarke was a prolific writer of reports and e-mails.*®® Clarke generated a huge
volume of written material.>®® The Commission was interested in seeing Clarke’s files.*"°
We were “very interested in draft reports with handwritten notes,” Marcus explained.*’!

According to Marcus, the Commission staff believed Berger never changed
anything in Clarke’s memos and papers, he just passed them on up the line.*” The
mechanics of the agreement the Commission had with the White House allowed for
production of all documents unless the White House could demonstrate affirmatively it
was actually shown to the President.*”® The Commission staff believed they were able to
see many documents that were likely shown to the President, as long as there was no
overt evidence to prove that the President actually looked at the papers.**

9/11 Commission Co-Chairs Tom Kean and Lee Hamilton became aware Berger
was under investigation by the Justice Department in early 2004. In their book, they
describe the following:

394 Telephonic Interview by Gov’t Reform Comm. Staff with Philip Zelikow, Exec. Dir.,
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Judge Gonzales [then White House Counsel] called both of us with
strange news: Sandy Berger was under investigation by the Justice
Department for taking highly classified documents . . . . The
documents in question included an after-action report prepared by
Richard Clarke that assessed the Clinton administration’s response
to terrorist threats accompanying the millennium celebrations. **

Marcus confirmed this account, and explained that Lee Hamilton advised Zelikow
and him of what Gonzales had reported.**® As Zelikow remembers, they were not aware
of the Berger investigation at the time of Berger’s private interview on January 14, 2004,
but learned of it sometime before his public testimony.*”’ Zelikow wished the
Commission had known earlier.*”® While they would not have confronted Berger about
the allegations, Zelikow said “they could have reflected on it” and it could have affected
the credibility of Berger’s answers.**

Marcus was separately advised of the Berger matter by Dion. As Marcus recalls,
Dion was the designated official within the Justice Department to discuss the Berger
matter with the 9/11 Commission staff.*'® Marcus told Committee staff that shortly after
Hamilton told them Berger was the subject of a Justice Department investigation, he
received a call from Dion.*'! Dion remembers this differently. As Dion recalls, the first
communication to the 9/11 Commission staff was through Daniel Levin, the Justice
Department’s liaison to the 9/11 Commission.*'? As Dion recalls, the first he spoke with
Marcus was at a meeting in Dion’s office at the Justice Department.*'®> The date of the
meetin]g, according to Justice Department Criminal Division officials was April 16,
2004.*"* Dion does not specifically recall the date of the meeting, but said it may have
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occurred before Berger’s public testimony on March 24, 2004.*'> According to Marcus,
he told Dion the 9/11 Commission was concerned that they may not have gotten all
required documents.*'® Dion told Marcus the Department was planning to look into it.*!”

At some point, and Marcus cannot recall specifically when, Dion called and
reported that the Department was assured the 9/11 Commission had received everything
it requested.*'® Dion explained to Marcus that Berger had taken several versions of the
same document.*'’

Dion did not tell Marcus enough. In his discussions with Dion, Marcus observed
it was Dion’s practice to confer as little information as possible.**° According to Marcus,
“Dion is not an expansive guy when talking about pending investigations.”**' With that
said, Marcus did state that he “was led to believe Berger was not shown any unique
documents.”*?? Marcus believed Berger had been given copies of documents, or if
originals, he thought the Archives had a copy, so he did not think Berger saw anything
“unique.”*?® Marcus was confident they received all responsive documents because that
is what the Justice Department told him. The Justice Department did not tell Marcus that
Berger had access to originals.** When explained by Committee staff that Berger had
access to original documents on three visits to the Archives, Marcus was surprised, and
acknowledged that he did not know that.**> Marcus said if they had been told he had
access to original documents, it would have raised concerns.**°
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According to Dion, he never discussed with 9/11 Commission officials whether
Berger had access to original documents.**” Dion told Commission officials that their
investigation showed no reason to believe that the 9/11 Commission did not get all the
information they sought.*® Committee staff asked Dion how the Justice Department
could be so assured that no other original documents were removed by Berger, and Dion
responded that it was “a fair inference” to draw from the type of investigation that was
being conducted.*® Dion, “does not specifically recall” how extensively Berger was
questioned about stealing other documents.”® Committee staff asked whether Berger
was questioned about the first two visits, and Dion replied, “I expect that he was, but do
not have a specific recollection.”*"

Zelikow told Committee staff that the 9/11 Commission staff was highly
concerned about the completeness and integrity of the document production from the
White House.*? Zelikow said that whenever a concern was raised that the Commission
had not received a complete groduction in response to its document requests, “We
followed up energetically.”*** For example, he said, Bruce Lindsey and Sandy Berger
realized that certain documents had not been produced.*** During the course of
discussions with Berger and Lindsey, it became apparent that there were documents
about whether President Clinton had authorized covert actions against Osama bin
Laden®’ In response to this, a team of 9/11 Commission staff arranged to have an
exhaustive document review at the National Archives.**® For 18 hours, Zelikow and
other Commission officials reviewed materials at the Archives.**” This process,
according to Zelikow, produced several important nuggets for the Commission’s Final
Report.*® Zelikow used this anecdote to show that the Commission went to great lengths
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to ensure they had seen all responsive documents.*° He said, “If we had any clue about
something that was missing or incomplete, we hit it very hard.”**°

Zelikow said the Justice Department told them that Berger removed different
versions of the Millennium Alert After Action Report, and based on these discussions the
Commission believed this was the scope of the damage.**! The Justice Department
represented to Zelikow that they believed they had accounted for all the documents
Berger had stolen.*** The Department of Justice never advised Zelikow that Berger had
access to original, uncopied materials.*** If Zelikow had understood that there was a
potential for Berger’s actions to have gone beyond just the Millennium Report, it would
have been a “grave concern.”*** If Zelikow had known Berger had such broad access to
original documents, he would have wanted greater assurances from the Department of
Justice that they had delimited the sco4pe of Berger’s removals and defined the extent of
the damage to the document requests.**’

In their book, Kean and Hamilton confirmed what Marcus said about the
Commission relying on the Justice Department. On this subject they state:

From our standpoint, the primary matter of concern was: Had we
seen all of the documents we needed to see? The answer to that
question was yes. The Justice Department assured us that copies
of the documents in question had been sent by the Archives to the
White House, and then made available to the Commission. *4¢

When the Berger matter became public, Kean and Hamilton stated they had to
explain to the media what the Department of Justice had assured them, “that the
Commission had seen all of the documents Berger had removed because several copies
had been made beforehand.”**’
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It is now clear that this conclusion is limited only to those documents Berger was
known to have taken. It does not reflect at all the very real possibility that he took other
documents.

VIl. Conclusion

The country may never know the full effect of Berger’s misconduct. His
deliberate calculating actions to remove highly classified documents compromised the
national security of this country in more ways than one. His unauthorized removal of
documents by itself is sanctioned by the criminal law, and he has been prosecuted. The
temporary abandonment of highly classified documents at a construction site could have
resulted in the disclosure of sensitive material to our enemies. That is why we protect
classified documents and require that they be handled in very restricted circumstances.

Berger’s misconduct took advantage of serious weaknesses in controls over
classified documents, including weaknesses in the proper response to the discovery of the
unauthorized removal of such documents. The failure to bring in law enforcement early
in the process has left open questions about the scope of Berger’s actions. Because he
had access to original uninventoried documents during two of his visits, he was in a
position to remove original documents without being detected. Early involvement of law
enforcement might have found additional documents or might have given sound reasons
for concluding that no other documents were taken. Instead, Berger was notified about
the missing documents, and he pled guilty to the unauthorized removal of documents that
he was caught removing even before law enforcement was notified.

Finally, in an era where information sharing is a critical watchword for preventing
terrorist attacks, no one shared information with the 9/11 Commission regarding the full
scope of Berger’s possible misconduct. Indeed, the Justice Department’s assurances to
the 9/11 Commission and the public plainly suggested that the Department was able to
conclude that Berger did not take other documents. The Justice Department did not
know and could not have known whether Berger took other documents. Representations
to the Commission and to the public were incomplete and misleading, preventing the
public and the Commission from properly weighing and evaluating whether Berger’s
access to original documents could have influenced the Commission’s findings.

Perhaps the 9/11 Commission would have concluded that Berger’s access to
original documents did not result in any additional missing documents and therefore had
no impact on the Commission’s work. But the Commission should have been put in a
position to reach that conclusion on its own. But without timely disclosure to the 9/11
Commission of the complete facts surrounding Berger’s misconduct, that question will
unfortunately remain unanswered.
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