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FEDERAL ELECTION COMMISSION
WASHINGTON, D.C. 20463

Office of Inspector General

MEMORANDUM
TO: The Commission
FROM: Inspector General

SUBJECT:  Audit of the Fede_ral Election Commission’s Fiscal Year 2006 Financial
Statements

DATE: November 15, 2006

This letter transmits the final audit report of the Federal Election Commission’s (FEC) fiscal year
(FY) 2006 financial statements. In accordance with the Accountability of Tax Dollars Act of
2002, the FEC prepared financial statements in accordance with Office of Management and
Budget (OMB) Circular No. A-136, Financial Reporting Requirements, revised, and subjected
them to audit.

The Chief Financial Officers Act of 1990 (Public Law 101-576, commonly referred to as the
“CFO Act”), as amended, requires the FEC Office of Inspector General (OIG), or an independent
external auditor as determined by the Inspector General, to audit the agency financial statements.
Under a contract monitored by the OIG, Clifton Gunderson LLP (CG-LLP), an independent
certified public accounting firm, performed the audit of the FEC’s FY 2006 financial statements.

The FEC’s continued commitment to sound financial management resulted in improvement in
several areas. Specifically, improvements in information technology resulted in the removal of
the area as a material weakness; this area is a reportable condition. Further, financial reporting
and payroll have been removed from the list of reportable conditions in FY 2006. In addition,
the FEC implemented a new cost allocation process in fiscal year 2006. The Inspector General
believes the new system will yield further improvements in internal controls and reporting of
FEC program costs in fiscal year 2007 and beyond.



Audit Process

CG-LLP conducted the audit in accordance with auditing standards generally accepted in the
United States of America; the standards applicable to financial audits contained in Government
Auditing Standards, issued by the Comptroller General of the United States; and OMB Bulletin
No. 06-03, Audit Requirements for Federal Financial Statements, as amended. The results of the
financial statement audit are detailed in three reports: opinion on the financial statements; report
on internal control; and report on compliance with laws and regulations.

Opinion on the Financial Statements

The audit included an examination, on a test basis, of evidence supporting the amounts and
disclosures in the financial statements. The audit also included assessing the accounting
principles used and significant estimates made by management, as well as evaluating the overall
principal statements’ presentation.

CG-LLP audited the balance sheets of the Federal Election Commission as of September 30,
2006 (FY 2006) and 2005 (FY 2005), and the related statements of net cost, changes in net
position, budgetary resources, financing, and custodial activity for the years then ended.

In FY 2006 and 2005, CG-LLP was not able to obtain sufficient competent audit evidence to
support the allocation of program costs reported on the statements of net cost. As a result, CG-
LLP was not able to apply auditing procedures necessary to conduct the audit in accordance with
the standards and the OMB guidance mentioned above. Therefore, CG-LLP issued a qualified
opinion on the statements of net cost.

Except for the effects of such adjustments, if any, to the FY 2006 and FY 2005 statements of net
cost referred to in the preceding paragraph, as might have been necessary had CG-LLP been able
to obtain sufficient competent audit evidence and perform adequate audit procedures on the
allocation of the program costs, the CG-LLP opined the financial statements present fairly, in all
material respects, the financial position of the FEC as of September 30, 2006 and 2005, and its
net cost, changes in net position, budgetary resources, reconciliation of net cost to budgetary
obligations, financing and custodial activity for the years then ended in conformity with
accounting principles generally accepted in the United States of America.

Report on Internal Control

CG-LLP’s planning and performance of the audit included consideration of the FEC’s internal
control over financial reporting. The CG-LLP auditors obtained an understanding of the FEC’s
internal control; determined whether internal controls had been placed in operation; assessed
control risk; and performed tests of controls in order to determine auditing procedures for the
purpose of expressing an opinion on the financial statements. The auditors limited their internal
control testing to those controls necessary to achieve the objectives described in OMB Bulletin
No. 06-03 and consequently CG-LLP did not provide an opinion on internal control.




Internal control as it relates to the financial statements, is a process, affected by agency’s
management and other personnel, designed to provide reasonable assurance of the following:

(1) transactions are properly recorded, processed, and summarized to permit preparation of the
financial statements and assets are safeguarded against loss from unauthorized acquisition, use or
disposition; (2) transactions are executed in accordance with laws governing the use of budget
authority and other laws and regulations that could have a direct and material effect on the
financial statements and other laws and regulations identified by OMB; and (3) transactions and
other data that support reported performance measures are properly recorded, processed, and
summarized to permit the preparation of performance information in accordance with criteria
stated by management.

In performing the testing of internal control necessary to achieve the objectives in OMB Bulletin
No. 06-03, the auditors identified matters relating to significant deficiencies in the design or
operation of FEC’s internal control. The testing of internal control identified both reportable
conditions and material weaknesses. The American Institute of Certified Public Accountants
(AICPA) categorizes reportable conditions as matters coming to the auditor’s attention relating
to significant deficiencies in the design or operation of the internal control that, in the auditor’s
judgment, could adversely affect the agency’s ability to record, process, summarize, and report
financial data consistent with the assertions by management in the financial statements. Material
weaknesses are reportable conditions in which the design or operation of one or more of the
internal control components does not reduce to a relatively low level the risk that misstatements
caused by error or fraud in amounts that would be material in relation to the financial statements
being audited may occur and not be detected within a timely period by employees in the normal
course of performing their assigned functions.

CG-LLP identified material weaknesses in the areas of*

¢ Program Cost Allocation
e General Property and Equipment (Property)

CG-LLP identified reportable conditions, not considered to be material weaknesses, which
include the following:

¢ Information Technology (IT)

e Integrated Financial Management System

o Administrative Fines, Civil Penalties and Miscellaneous Receipts
e Controls Over Procurement and Disbursement Transactions

e Audit Follow-up



Report on Compliance with Laws and Regulations

FEC management is responsible for complying with laws and regulations applicable to the
agency. To obtain reasonable assurance about whether FEC’s financial statements are free of
material misstatements, CG-LLP performed tests of compliance with certain provisions of laws
and regulations, non-compliance with which could have a direct and material effect on the
determination of financial statement amounts, and certain laws and regulations specified in OMB
Bulletin No. 06-03, such as the Anti-Deficiency Act and the Prompt Payment Act.

The results of CG-LLP’s tests of compliance with laws and regulations described in the audit
report disclosed no instances of noncompliance with the laws and regulations that are required to
be reported under Government Auditing Standards and OMB Bulletin No. 06-03.

Audit Follow-up

The report on internal control contains numerous recommendations to address weaknesses found
by the auditors. Management was provided a draft copy of the audit report for comment and
CG-LLP reviewed management’s comments. Although CG-LLP stands by the report and the
weaknesses detailed, the OIG and CG-LLP intend to work with management through the follow-
up and audit process to ensure the weaknesses are addressed satisfactorily. In accordance with
OMB Circular No. A-50, Audit Followup, revised, the FEC’s corrective action plan is to set forth
the specific action planned to implement the recommendations and the schedule for
implementation. The Commission has designated the Chief Financial Officer to be the audit
follow-up official for the annual financial statement audit.

OIG Evaluation of Clifton Gunderson LLP’s Audit Performance

In connection with the OIG’s contract with CG-LLP, the OIG reviewed CG-LLP’s reports and
related documentation and inquired of its representatives. Specifically, we performed the
following: (1) reviewed CG-LLP’s approach and planning of the audit; (2) evaluated the
qualifications and independence of the auditors; (3) monitored the work of the auditors
throughout the audit; (4) examined audit documents and audit reports to ensure compliance with
Government Auditing Standards and OMB Bulletin No. 06-03; and (5) performed other
procedures we deemed necessary.

The OIG’s review of CG-LLP’s work, as differentiated from an audit in accordance with
Government Auditing Standards issued by the Comptroller General of the United States, was not
intended to enable the OIG to express an opinion on the FEC’s financial statements; provide
conclusions about the effectiveness of internal control; or reach conclusions on whether FEC’s
management substantially complied with laws and regulations related to the audit. CG-LLP is
responsible for the opinion and conclusions reached in the attached reports dated November 15,
2006. The OIG review disclosed no instances where CG-LLP did not comply, in all material
respects, with Government Auditing Standards.



If you should have any questions, please contact my office on (202) 694-1015. We appreciate
the courtesies and cooperation extended to Clifton Gunderson LLP and the OIG staff during the

conduct of the audit.

O Moind

ynne A. McFarland
Inspector General

Attachments

Cc:  Staff Director
General Counsel
Acting Chief Financial Officer and Deputy Staff Director for Management
Information Technology Director
Accounting Officer



Clifton
Gunderson LLP

Certified Public Accountants & Consultants

Independent Auditor’'s Report

To the Inspector General of the
Federal Election Commission

We have audited the balance sheets of the Fedéeatidh Commission (the FEC) as of

September 30, 2006 (FY 2006) and 2005 (FY 200%), the related statements of net cost,
changes in net position, budgetary resources, ¢éingnand custodial activity for the years then
ended (hereinafter collectively referred to as theancial statements”). These financial

statements are the responsibility of the FEC’s mameent. Our responsibility is to express an
opinion on these financial statements based owodits.

Except as explained in the following paragraph, s@aducted our audit in accordance with
auditing standards generally accepted in the Urittiades of America; the standards applicable
to financial audits contained iGovernment Auditing Standards, issued by the Comptroller
General of the United States; and Office of Manag@nand Budget (OMB) Bulletin No. 06-03,
Audit Requirements for Federal Financial Statements. Those standards require that we plan and
perform the audit to obtain reasonable assurancetathether the financial statements are free
of material misstatement. An audit includes exanginon a test basis, evidence supporting the
amounts and disclosures in the financial statemems audit also includes assessing the
accounting principles used and significant estimatade by management, as well as evaluating
the overall financial statements’ presentation. h@keve our audits provide a reasonable basis
for our opinion.

In FY 2006 and 2005, we were not able to obtaifigaht competent audit evidence to support
the allocation of program costs reported on theestants of net cost. As a result, we were not
able to apply auditing procedures necessary towdirile audit in accordance with the standards
and the OMB guidance mentioned above.

In our opinion, except for the effects of such athents, if any, to the FY 2006 and FY 2005
statements of net cost referred to in the precepgarggraph, as might have been necessary had
we been able to obtain sufficient competent audidence and perform adequate audit
procedures on the allocation of the program cdbtsfinancial statements present fairly, in all
material respects, the financial position of theCF&s of September 30, 2006 and 2005, and its
net cost, changes in net position, budgetary ressumrreconciliation of net cost to budgetary
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obligations, financing and custodial activity fdnet years then ended in conformity with
accounting principles generally accepted in thetéthBtates of America.

In accordance withGovernment Auditing Standards, we have also issued our reports dated
November 7, 2006 on our consideration of the FERGtsrnal control over financial reporting,
and on our tests of the FEC’s compliance with cenpaovisions of laws and regulations and
other matters. The purpose of those reports @eBeribe the scope of our testing of internal
control over financial reporting and compliance émel results of that testing, and not to provide
an opinion on the internal control over financi@porting or on compliance. Those reports are
an integral part of our audit performed in accomawith Government Auditing Sandards and
should be considered in assessing the resultsrcfualit.

Our audits were made for the purpose of formingopmion on the basic financial statements
taken as a whole. The Management Discussion andlysis, required supplementary
stewardship information, supplementary informati@and other accompanying information
containing a wide range of data, some of whichoisdirectly related to the financial statements.
We do not express an opinion on this informatiétowever, we compared this information for
consistency with the financial statements and dised the methods of measurement and
presentation with the FEC officials. Based on thimited work, we found no material
inconsistencies with the financial statements arconformance with OMB guidance.

Czs )orrectbsaenn_ L) A

Calverton, Maryland
November 7, 2006
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m Clifton
Gunderson LLP

Certified Public Accountants & Consultants

Independent Auditor’s Report on Compliance and Othe Matters

To the Inspector General of the
Federal Election Commission

We have audited the financial statements of theefdElection Commission (FEC) as of and
for the year ended September 30, 2006, and hauedssur report thereon dated November
7, 2006. In our report, our opinion was qualiffed the effects of adjustments, if any, as might
have been necessary had we been able to obtaiciesutfitompetent audit evidence and perform
adequate audit procedures on the allocation ofptbgram costs in the statement of net cost.
Except as described above, we conducted our andaccordance with auditing standards
generally accepted in the United States of Ametica;standards applicable to financial audits
contained inGovernment Auditing Standards, issued by the Comptroller General of the United
States; and Office of Management and Budget (OM#@l)elin No. 06-03,Audit Requirements

for Federal Financial Statements.

The management of FEC is responsible for complywtf laws and regulations applicable to

FEC. As part of obtaining reasonable assurancetalibether FEC’s financial statements are
free of material misstatements, we performed teSitss compliance with certain provisions of

laws and regulations, noncompliance with which dduhve a direct and material effect on the
determination of financial statement amounts, arthm other laws and regulations specified in
OMB Bulletin No. 06-03. We limited our tests ofrapliance to these provisions and we did not
test compliance with all laws and regulations aggtile to FEC.

The results of our tests of compliance disclosethatances of noncompliance with the laws and
regulations discussed in the preceding paragrajpither matters that are required to be reported
underGovernment Auditing Standards and OMB Bulletin No. 06-03.

Providing an opinion on compliance with certain\psens of laws and regulations was not an
objective of our audit, and accordingly, we do express such an opinion.

We noted certain immaterial instances of noncompgathat we have reported to management
of FEC in a separate letter dated November 7, 2006.

This report is intended solely for the informatiand use of the management of FEC, FEC
Office of Inspector General, Government AccountgbDffice, OMB and Congress, and is not
intended to be and should not be used by anyores tithn these specified parties.

%WALP

Calverton, Maryland
November 7, 2006
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m Clifton
Gunderson LLP

Certified Public Accountants & Consultants

Independent Auditor’'s Report on Internal Control

To the Inspector General of the
Federal Election Commission

We have audited the financial statements of theefedédElection Commission (the FEC) as of
and for the year ended September 30, 2006, andisswed our report dated November 7, 2006.
In our report, our opinion was qualified for théeets of adjustments, if any, as might have been
necessary had we been able to obtain sufficienpetent audit evidence and perform adequate
audit procedures on the allocation of the prograstsin the statement of net cost. Except as
described above, we conducted our audit in accoelamith auditing standards generally
accepted in the United States of America; the stedsdapplicable to financial audits contained
in Government Auditing Standardssued by the Comptroller General of the Unitéates; and
Office of Management and Budget (OMB) Bulletin Ni&-03, Audit Requirements for Federal
Financial Statements.

In planning and performing our audit, we considetteel FEC’s internal control over financial
reporting by obtaining an understanding of the FE@ternal control; determining whether
internal controls had been placed in operationesseg control risk; and performing tests of
controls in order to determine our auditing proceduor the purpose of expressing our opinion
on the financial statements. We limited our in&igontrol testing to those controls necessary to
achieve the objectives described in OMB Bulletin. N6-03. We did not test all internal
controls relevant to operating objectives as brpaifined by the Federal Managers’ Financial
Integrity Act (FMFIA) (31 U.S.C. 3512), such as $leocontrols relevant to ensuring efficient
operations. The objective of our audit was notptovide assurance on internal control.
Consequently, we do not provide an opinion on mdkcontrol.

Our consideration of the internal control over fin&l reporting would not necessarily disclose
all matters in the internal control over financiaporting that might be reportable conditions.
Under standards issued by the American Institut€eaftified Public Accountants, reportable
conditions are matters coming to our attentiontirdgto significant deficiencies in the design or
operation of the internal control that, in our jougnt, could adversely affect the agency’s ability
to record, process, summarize, and report finand&h consistent with the assertions by
management in the financial statements. Materegkmesses are reportable conditions in which
the design or operation of one or more of the md@kcontrol components does not reduce to a
relatively low level the risk that misstatementssed by error or fraud in amounts that would be
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material in relation to the financial statementsneaudited may occur and not be detected
within a timely period by employees in the normailise of performing their assigned functions
Because of inherent limitations in internal corgrahisstatements, losses, or noncompliance may
nevertheless occur and not be detected. Howevemated certain matters discussed in the
following paragraphs involving the internal contiahd its operation that we consider to be
material weaknesses and reportable conditions.

Finally, with respect to internal control related gerformance measures reported in the FEC’s
Performance and Accountability Report as of Septer3b, 2006, we obtained an understanding
of the design of significant internal controls telg to the existence and completeness
assertions, as required by OMB Bulletin No. 06-0Qur procedures were not designed to
provide assurance on internal control over repopdormance measures, and, accordingly, we
do not provide an opinion on such controls.

kkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkk

MATERIAL WEAKNESSES
l. Program Cost Allocation (Modified Repeat Finding)

The FEC has made significant progress in the d@reast accounting. In the last half of

FY 2006, the FEC implemented a new cost accourstystem called the Time Reporting

System (TRS). The TRS automates and standardmesdst accumulation and the

allocation of program costs. Training on the nesgtcsystem was conducted, and a
memorandum from the Chief Financial Officer wasue$ to ensure that employees
understand and know the importance of and how ¢otlis new system. Also, towards

the end of the fiscal year, the FEC has identifiedesponsibility segments and the need
for re-alignment of its organizational structure performance costing, has identified the
outputs of its responsibility segments and is & phocess of revising its cost accounting
policies and procedures.

The FEC program costs are driven by hours chargesabh employee to activity codes
that roll up to the specific FEC programs. Theultssof our tests disclosed that
completeness, timeliness and discrepancies bettheesource data and the system data
are the key deficiencies identified in the new &tem. As a result, we were not able
to obtain reasonable assurance on the costs rddorteach program on the statement of
net cost. We understand that the FEC is stilhim pprocess of fine tuning its processes
and controls to ensure that data input into th@esysare complete, timely, and are
supported by an audit trail that agrees with thes®data coming from the employees.

Other system deficiencies and exceptions notedclwinmay or may not have been
corrected during the audit process are as follows:

e The new cost system password settings do not fall@WFEC’s password standards.
The account lockout threshold is set at seven idatempts instead of five invalid
attempts.

Page 5 of 30



e The FEC does not have a formal process for ensdahiaghours are entered in the
system timely and correctly, that is, to the cadraestivity codes that will correspond
to the correct program codes. Further, a reviewcgs®s is not implemented
Commission-wide.

e The cost allocation percentages used in prepahagrtitial statement of net costs
were incorrect because the FEC did not follow #alocation process outlined in the
system conceptual design document. Specificalbyrd which should have been
reallocated to the division only were reallocatemnission-wide.

e The system default allocation for the InformatioiviBion improperly allocated hours
to the Compliance program when the hours shoule feen allocated to the Public
Financing program.

Recommendations:
1. Revise the account lockout threshold in TRS to iinxalid attempts.

2. Establish written policies and procedures to engheieemployees enter their time in
the cost system timely and properly and the resaiés supported by source data
which is reviewed and approved by management.

3. Ensure correct and consistent application of thet atbocation process in accordance
with the cost system user manual and conceptugrddscument.

4. Ensure errors in TRS causing the system to allobatgrs for the Information
Division to the wrong program are resolved.

Management Response

Overall, the FEC agrees with this finding. Managemaill change the lockout threshold
in TRS to five invalid attempts (#1 above). ThE€ /Il also strengthen written policies
and procedures, including management approval susndata is entered correctly in
TRS (#2). Guidance will also be issued to ensperaiors understand the sequence of
steps necessary to perform the allocations coryg@tB). Further, the FEC will consider
building controls into the software to prevent egan performing the steps. If cost
effective, the FEC will implement the changes in2697. The errors in TRS related to
the allocation of errors for the Information Divgi were corrected prior to the
conclusion of the audit (#4).

The audit finding acknowledges considerable progjiiasthe area of cost accounting in

FY 2006. However, the FEC is disappointed thatdifsnot raise issues with the source
data until late in the audit. If the issues haebeaised earlier, steps would have been
taken to correct the data.
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Auditor’'s Response

The FEC delayed full implementation of the new aikication process until the fourth
guarter of 2006. As a result, the auditors andagament came to an understanding that
the substantive testing would be performed at ygat, when the program costs are
reported on the statement of net cost using the cest system, rather than testing at
interim (ending June 2006). The auditors beliemecerns regarding the cost allocation
process were promptly communicated to managemeet weaknesses were discovered.

General Property and Equipment (Property) (Modified Repeat Finding)

As noted in the prior year, the FEC’s accountingdimperty involves a time-consuming
effort that increases the risk of errors due toRE€’s process of expensing its property
at the time of acquisition and preparing a joun@icher to reclassify the expense to an
asset account for reporting purposes.

Our audit disclosed deficiencies, errors or omissithat question the effectiveness of the
FEC'’s internal control on property. The weaknesgbmtified below collectively
resulted in a material weakness in the FEC’s gépeoperty and equipment.

e Management's periodic property reconciliation psseand review of related
subsidiary schedules and journal vouchers did mebwer errors during the year.
These errors were uncovered during the audit psoceSpecifically, the errors
included duplicate entries to record first quagdditions to leasehold improvements
and adjustments needed to accrue costs.

e Additionally, journal entries to transfer propedynounts from the expense to asset
accounts were posted to the wrong United Statasd&td General Ledger (USSGL)
account. The posting errors were detected dultiegiriterim testing phase of the
audit process. The posting errors continued inéofourth quarter of the fiscal year
(FY) and were again detected as part of the auditgss. Journal entries to correct
the aforementioned errors were posted to the geleslger more than once or were
done incorrectly.

e Although the number of the FEC’s capitalized assefsorted in the financial
statements is not many, most of these assets #tgbrchases comprised of many
individual items which are individually entered antthe property system for
accountability purposes. The information contaimedhe property system is not
always complete. We found that some items in tlopgrty system did not have the
bar code identification, serial number and locatbthe asset.

e Although we were informed a physical inventory @fpitalized assets had been
performed, the FEC did not provide: the instruciarsed to complete the annual
inventory of assets; complete results; and recaticoh of the physical inventory to
the property system and the general ledger balance.

e The FEC has not established a standard proces$iamism or policy to ensure that
program offices notify the Finance Office of theyaisition or disposition of property
assets to ensure that the accounting impact ofrémsaction is recorded timely and

properly.
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e Management’'s monthly analysis of financial actestidid not show an analysis of
property.

Recommendations:

5. Improve analytical and quality control review obsudiary schedules, journal
vouchers and property reconciliation to ensure rraterrors and differences are
identified and resolved timely.

6. Use correct USSGL accounts.

7. Develop a mechanism for reconciling individual pedy items in the property
system to the bulk purchases recorded in the geleeiger to ensure completeness of
the property system records. Also, ensure thaptbperty management system has
complete information, such as bar code identifargtserial number and location of
the asset.

8. Clearly document physical inventory proceduresjlte®f the physical inventory,
and the reconciliation performed. Maintain theuloentation for audit trail and
management review purposes.

9. Establish a standard process, mechanism or paiengure program offices notify
the Finance Office of the acquisition and dispositf property assets.

10. Perform a monthly analysis of property as parhefmonthly analysis of financial
activities.

Management Response

The FEC agrees with findings and recommendatiorts nat its classification as a
Material Weakness. In FY 2007, the FEC will makesHart to review spreadsheets (#1
above) and journals (#2) more thoroughly to catcloes. The FEC will update its
internal directive on property for the custodiarss fgrescribe forms to assist with the
reconciling of detailed records to the propertyteys (#3), taking of physical inventory
(#4) and the acquisition and disposal of assets.(#so, management will consider
adding property reports to the monthly analysispgamed by the Accounting Officer (#6).

Auditor’'s Response
We have carefully reviewed the FEC management resspohowever we have not

changed our conclusion that the general property exjuipment weaknesses evaluated
collectively is a material weakness.
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REPORTABLE CONDITIONS

Information Technology (IT)

A. Entity-Wide Security Program

The Government Accountability Office (GAO) reportaéd July 2005 that the
underlying cause for information security weaknessethat agencies have not yet
fully implemented entity-wide information securifgrograms. An entity-wide
security program provides a framework and contiguycle of activity for managing
risk, developing security policies, assigning raspbilities, and monitoring the
adequacy of the entity's computer-related control&Vithout a well-designed
program, security controls may be inadequate; msipdities may be unclear,
misunderstood, and improperly implemented; and rotsitmay be inconsistently
applied. Such conditions may lead to insufficipndtection of sensitive or critical
resources and disproportionately high expenditui@s controls over low-risk
resources. (U.S. Government Accountability Offidégaknesses Persist at Federal
Agencies Despite Progress Made in Implementing tBI&tatutory Requirements
GAO-05-552 [Washington, D.C. July 2005]).

Improvement is needed in the FEC’s enterprise-vgiglgurity management program
as indicated in the prior year audit. During odr Z006 review of the FEC's existing
security program, we noted that the FEC made th@xmg progress:

e The FEC’s management solicited bids for risk assess$s. The risk assessment
and business impact analysis are key componeriteidevelopment of security
plans and disaster recovery plans. In FY 2006, BEC’'s management
determined that it did not have the funds availableonduct risk assessments or
a business impact analysis. The FEC’s manageraeniriently allocating funds
in its FY 2007 budget to complete these tasks.

e The FEC’s management revised its Security Revielicy2o The revised policy
calls on management to perform annual external tpsien tests, disaster
recovery tests, incidence response tests, netwahkesability studies and a
review of access control procedures. Additionate FEC performed a review
of its firewall rule-set to identify and modify/dse obsolete rules.

Our review of the FEC's existing security prograwealed continuing weaknesses in
controls that expose the FEC's significant findneianagement systems and data to
unauthorized access and/or modification. Weakmsasstuded the following:

e The FEC has not completed the documentation, append implementation of
its entity-wide security program plaiiRepeat Finding)

e The FEC has not fully implemented its frameworkpoficies and standards to
mitigate risks associated with the management ®finformation resources.
Although the FEC has implemented the majority @f imformation security
policies, it has not fully implemented all of thelated policies and standards.
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The FEC has not finalized and implemented an infdion classification policy
or its certification and accreditation policy. Meayement is currently not ready to
implement these policies and is in the processeefewving and revising them.
(Repeat Finding)

Risk assessments, as part of the FEC’s overateglydo mitigate risks associated
with its information technology environment, havat bheen conducted for more
than three years. Therefore, resource classificatin the FEC's completed
security plans are not based on risk assessméais.FEC informed us that it is
currently waiting for the availability of funds toomplete a risk assessment.
(Repeat Finding)

The FEC has created security plans for all of itgamapplications and mission
critical general support systems. However, theusgcplans are not viable
because they are not based on an assessment rigkheo the FEC’s systems.
Accordingly, these major applications and missiaitiocal general support
systems have not been certified and accreditechdare that they are operating
according to the FEC’s security requiremer{fdodified Repeat Finding)

There are weaknesses in the FEC’s program for dhénuous monitoring and
evaluation of the computer security policy and conéffectiveness. The FEC
has implemented its security review policy and genied all of the review steps
outlined in the policy. However, a key part of@tnuous monitoring program
is a process for documenting and monitoring théustaf corrective actions.
Although the FEC has a corrective action plan ker CFO audit, the corrective
action plan is not being applied to all reviewsseturity controls. (Modified
Repeat Finding)

The FEC needs to strengthen its process of documgeoorrective actions. A
corrective action plan should identify the taskb® completed in addition to
identifying the resources required to accomplisé gtements of the plan, any
milestones in meeting the tasks, and scheduled letiop dates for the
milestones. The FEC’s corrective action plans tifiethe issue that needs to be
addressed, but does not always include the peessigned to the task, estimated
completion dates, and steps or milestones necedsargomplete the task.
(Modified Repeat Finding)

Recommendations:

11.Complete the documentation, approval and implentientaf an entity-wide

security program plan.

Management Response

In November 1997, the FEC established Directive @@Jining the Commission
policy on the control of commission software, dmel ise of agency computers. This
directive formed the basis of the agency’s compseeurity program. This directive
has been enhanced and expanded incorporating thestlaguidance and best
practices provided by NIST in detail, and issuedpalicy 58A. The updating of
Directive 58 was initiated in December 2001 witke tbstablishment of an agency
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Information Systems Security Officer. This wa®wed with the establishment of an
interim Information System Security Program Pol&8A dated April 2004. This
interim policy became final in September 2004 agrayed by the agency’s Chief
Information Officer (CIO). The implementation d¢fet FEC entity wide security
program plan occurred on October 2004, when the F&SDed a memo informing all
employees/contractors that “Information System 8gcuProgram Policy” Policy

Number: 58A was approved and should be adhereg @il lemployees/contractors.

12.Finalize and implement the FEC’s information clésation policy and
certification and accreditation policy along witlysaccompanying standards.

Management Response

The FEC reserves the right to review, rescind, anodify any existing and/or
proposed policy within its IT security program pgli The Information Classification
and Certification and Accreditation policies werescinded from the implementation
process to study their suitability and feasibilityithin the FEC information
technology environment. In addition, both policege heavily dependent upon the
completion of a third party risk assessment prmirhplementation. In absence of
these assessments a management decision was meekitad these policies until
such time as to their successful implementationbeareasonably assured.

13.Perform risk assessments, as part of the FEC'sath\strategy to mitigate risks
associated with its information technology enviremn

Management Response

As a vital component of the Information Systemsir8gd”rogram Policy (ISSPP)

58A, the FEC has developed and approved sub-pdige2.1: Risk Management
policy. This policy establishes a framework ofgadures and standards to mitigate
risks associated with the management of informatiesources. 58-2.1 Risk
Management Policy states that external risk assestsrshould be performed within
the recommended 3 year period; however, currentgbtaty restraints have

prevented this.

The FEC management has completed the Statemenbrf (OW) and the FEC
management has received proposals from three veraud is currently reviewing
the proposals. In addition, the FEC has allocafedds in fiscal 2007 (pending no
further budgetary constraints) to partially accomspl this goal. Until greater
resources are allocated toward this project, theGFEhall continue to conduct its
own internal reviews such as those specified iG&surity Review Policy.

14.Incorporate the results of the risk assessmeradhat FEC’s security plans.

15. Classify information resources in accordance vhthrisk assessments.
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Management Response

The FEC has created security plans, which docurtiensecurity safeguards for its
major applications and general support system. stased in previous responses the
FEC was unable to conduct third-party risk assesgmdue to budgetary restraints,
however in the absence of such assessments the i€ommhas leveraged the

considerable knowledge, skills, and experience h&f tnformation Technology

Division senior management to create security plaased upon appropriate levels
of risk

16. Utilize corrective action plans for all reviewss#curity controls whether
performed internally or by a third-party.

17.Ensure that corrective action plans identify thekt® be completed in addition to
identifying the resources required to accompligshdlements of the plan, any
milestones in meeting the tasks, and scheduled letimp dates for the
milestones.

Management Response

The FEC has instituted a comprehensive processhiicontinuous monitoring and

evaluation of the computer security policy and coinéffectiveness that it believes is
sufficient for an effective review and appraisal it§ policy and procedures.

However, in an effort to enhance the financial amdi understanding of the FEC
Information Technology Division’s internal work pesses, the FEC will review and
consider a revised format.

18. Certify and accredit all major applications andsras critical general support
systems.

Management Response
Same response as in recommendations 14 and 15.
. Contingency Plan

Losing the capability to process and protect infation maintained on the FEC’s
computer systems can significantly impact the FE@Islity to accomplish its

mission to serve the public. The purpose of sergentinuity controls is to ensure
that, when unexpected events occur, critical oparatcontinue without interruption
or critical operations are promptly resumed.

To achieve this objective, the FEC should have gulaces in place to protect
information resources and minimize the risk of ampled interruptions and a plan to
recover critical operations should interruptiongwc These plans should consider
activities performed at the FEC’s general suppactlities (e.g. the FEC’s local area
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network, wide area network, and telecommunicatitaslities), as well as the
activities performed by users of specific applica. To determine whether the
disaster recovery plans will work as intended, #EeC should establish and
periodically test the capability to perform its @ions in disaster simulation
exercises.

Our review of the service continuity controls idéatl deficiencies that could affect
the FEC's ability to respond to a disruption in ibess operations as a result of a
disaster or other long-term emergency. The defaes were as follows:

e The FEC has not performed a Business Impact Amal{BiA) to formally
identify and prioritize all critical data and opgoas on its networks and the
resources needed to recover them if there is arnrag@rruption or disaster. In
addition, we could not determine whether the FE@ &astablished emergency
processing priorities that will help manage disasitiations more effectively for
the network. The FEC also has not included busiogsers in the discussion to
determine how much backup data is needed on-hamidnimize the impact of a
disaster. The FEC is currently waiting for the detdry funds to complete a BIA.
(Repeat Finding)

e The FEC has not established an alternate procesgadpr its operations in the
event of a disaster, including its general ledystesn. Additionally, the FEC’s
disclosure database is replicated at an off-sitation as a web-enabled read-only
database the public can access. In the evend#tatcannot be updated at the
FEC and then replicated to the off-site locatioheré is no operational
mechanism to update the disclosure database afftsge location. The FEC has
developed a cost analysis of establishing an @tersite and is currently pursuing
interagency agreements to address this isRepeat Finding)

e The FEC has not developed and documented a comnmzighecontingency plan
of its data centers, networks and telecommunicdtioitities. The plan does not
include steps for recovering all of the FEC's magmplications and mission
critical general support systems. Additionallye tbomprehensive contingency
plan does not prioritize resources or set a tinmérdor recovery. However, the
FEC has updated the disaster recovery plan to declioth a power failure
scenario and a data center air-condition failuenado. (Repeat Finding)

e The FEC has not developed a Continuity of OperatiBlan (COOP) to support
the continuation of its core mission in the evehtaodisaster that renders the
FEC's facilities unusable(Repeat Finding)

Recommendations:
19. Perform a BIA to formally identify and prioritizdl @ritical data and operations

on the FEC’s networks and the resources needexttwer them if there is a
major interruption or disaster.
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Management Response

The FEC agrees that a formal business impact araly®uld be useful and it is
currently awaiting funds to complete the projekt.lieu of a formal BIA the FEC has
leveraged its own internal expertise to identifyd gorioritize its critical data and
operations on the FEC’s networks and the resounseded to recover them if there
IS a major interruption or disaster.

20.Ensure that emergency processing priorities asbbshed to assist in managing
disaster situations more effectively for the netwand include business owners
in the discussion to determine how much backup idataeded on-hand to
minimize the impact of a disaster.

Management Response

The FEC has developed emergency processing pesritifhese emergency process
priorities have been outlined in the FEC’s Disad®&covery Plan.

21.Establish an alternative processing site for th€'BBperations in the event of a
disaster and ensure that an operational mechanxisits ¢o update the disclosure
database in the event that the FEC’s databaseisaiable to replicate the
disclosure database resident at the off-site lonati

Management Response

The FEC believes that the cost to establish anrradtese processing site would be
cost prohibitive and would not be cost effectiiderefore, an alternative processing
site is not part of the FEC budget request.

22.Develop and document a comprehensive COOP of tiiésHiata centers,
networks, and telecommunication facilities.

23.Develop a COOP to support the continuation of tBEB core mission in the
event of a disaster that renders the FEC'’s fazdlitinusable.

Management Response

The FEC agrees that a Continuity of Operations Pleould be useful and it is
currently awaiting funds to complete the project.

. Controls to Protect Information

For a computerized organization like the FEC, aghge an adequate level of
information protection is highly dependent upon mi&ning consistently effective
access controls and system software controls. $&ccentrols limit and monitor
access to computer resources (i.e., data filedjcafipn programs, and computer-
related facilities and equipment) to the extentessary to provide reasonable
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assurance that these resources are protected tageasse, loss, unauthorized
modification, disclosure, or misappropriation. Ass controls include logical
controls, such as security software programs dedigio prevent or detect
unauthorized access to sensitive files. Similasiystem software controls limit and
monitor access to powerful programs and sensitiles fthat control computer
processing and secure the application and dataosigolpby the system.

Our limited testing of internal controls identifiedieaknesses related to the
information protection in the FEC’s information &®s environment. Impacted
areas included the local area and wide area nesnawkvell as its midrange computer
systems (e.g. servers). These vulnerabilities sxpihe FEC and its computer
systems to risks of external and internal intrusiemd subject sensitive information
related to its major applications to potential uhauzed access, modification, and/or
disclosure.

Current weaknesses in access controls includeottoeving:

e The FEC is not actively monitoring the use of budgeoverrides in the general
ledger (GL) application. The FEC is currently fining a process where the
chief financial officer will review the use of ovetes on a monthly basis and
initial the override log to show that overrides aaveen reviewed.(Repeat
Finding)

e The PeopleSoft application does not have the buiiinctionality to enforce the
FEC'’s password policy. Additionally, the mitigagisontrols implemented by the
FEC do not address the following weaknes@dedified Repeat Finding)

o PeopleSoft does not have an account lockout policy.
0 PeopleSoft does not prevent users from using pusypasswords.
o0 PeopleSoft does not have the ability to enforaenstpassword requirements.

e Oracle audit trails were not maintained on the FE€&rvers. The FEC maintains
audit trails at the application level, but not tatabase level because of the
potential impact to production. However, we hava been provided any
documentation to show that the FEC has conductedtao determine what the
impact on processing would be.

e The FEC’s procedure for granting access to its altsy systems, and physical
facility through access authorization e-mails neiagrovement. Additionally,
the FEC's procedure for reviewing and recertifyinger access rights needs
improvement. We noted the following weaknessethéaccess reauthorization
process, in addition to weaknesses in the acceb®raation e-mails used to
document and grant access rights and privilegésdified Repeat Finding)

0 Seven out of 30 individuals reviewed did not hawaasls to document their
network access.

o0 Seven out of 30 individuals have network accesktsighat did not match
their access requests.
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o Thirteen of 30 individuals’ network access e-mailisl not identify the
network groupings that the user should have adoess

o Four dial-in users did not have access documentatiofile and were not on
the list of users with laptops.

o Two VPN users were not on the list of users wifitdas. Additionally, these
two users are employees of the FEC that should thevEEC'’s laptops.

o All 17 of the dial-in users did not have their axs@eriodically recertified.

o One separated employee still had a dial-in account.

o Data center access documentation was not availdbte 19 users.
Additionally, there was no evidence that data aeateess was periodically
recertified.

0 Access documentation was not maintained for sysagiministrators and
database administrators. The FEC’s current pakcyo grant employees
access based on their positions. According td~B€, only employees hired
to perform administrative functions are granted imistrative access.
However, “best practices” state that access fohmslgl be maintained.

o There were 21 individuals with access to the datater that did not have a
justifiable need (based on job functionality) tov@alata center access.

Recommendations:

24.Finalize and implement the FEC’s process to mapualtliew logs of users using
budgetary overrides where the reviewer is an inldial who does not have access
to utilize the overrides.

Management Response

Budget overrides are rarely used by the FEC. Tdreyonly used when transactions
cannot be processed any other way. In most casdgeberrors result in funds being
moved from another object class. This eliminatesetiior rather than overrides the
control. Effective with the August reports, the@Began signing off on a control
report that lists all budget overrides used. Thedmting Officer and Budget Officer
run reports independently for the CFO to approv&he FEC agrees this is an
important safeguard. No budgets have been exceeitledut management approval.

25.Develop mitigating controls to ensure that Peopleasswords are in agreement
with the FEC'’s policy or ensure that when PeopléeBadcessing is outsourced,
the third-party maintains password controls thamgly with the FEC’s password
policies.

Management Response
The current version of PeopleSoft does not cont@ny mechanisms for the
automated enforcement of passwords. The FEC iseagfahis vulnerability and the

risk associated with this version of PeopleSoféiskl of automated authentication
enforcement. The FEC has implemented a seriesngpensating controls consisting
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of additional user awareness training, policy isso@, and manual enforcement to
mitigate associated risk. The FEC understandsawpts the residual risk until an

automated solution can be found. In addition, HEC plans to ensure that

automated password enforcement is either natiwe third-party maintains password

controls that comply with the FEC’s password poldyen PeopleSoft Processing is
outsourced.

26.Use access request forms that identify the usecsss level to document user
access rights to all the FEC’s systems. Additign#he FEC should periodically
review the appropriateness of access granted aedifg user access rights.

Management Response

The FEC utilizes either an email from managementher new hire report from
Human Resources as user access request formsdditiom, the FEC periodically
revalidates all network access for appropriatenassdictated by 58-2.11 Security
Review Policy

27.Investigate to determine a baseline level of angithat can be performed without
causing a detrimental impact to the performanab@Oracle databases and the
applications that they support.

Management Response

In the normal course of business, performance atdis are monitored to ensure
application stability.  This constant monitoring opided the FEC with the
information needed to determine that the enablih@@cle audit trails would prove
an unnecessary hindrance to system performancee FHC recognizes the risk
associated with not enabling Oracle audit trailsdamas initiated audit trails at the
application level and limited database access teekect number of persons as two
compensating controls. The FEC understands and@sany residual risk left from
this process.

28.Periodically review data center access and remaoneaessary access rights.
Management Response

Although the FEC maintains an accurate list of #tnpgrsons requiring access to its
Datacenter the requirement for maintaining suppagtidocumentation is a recent
one. The FEC is currently evaluating the necessitgdding the Datacenter access
list to its 58-2.11 Security Review Policy to emsthvat periodic recertification will
occur.

. Software Development and Change Controls

Establishing controls over the modification of apalion software programs helps to
ensure that only authorized programs and authomzedifications are implemented.
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This is accomplished by instituting policies, prdeees, and techniques that help
make sure all programs and program modificatioms paoperly authorized, tested,
and approved, and that access to and distribufigmograms is carefully controlled.

Without proper controls, there is a risk that ségudeatures could be inadvertently or
deliberately omitted or "turned off" or that proseg) irregularities or malicious code
could be introduced.

Our review of the software development and charaydrols identified deficiencies
that could affect the FEC’s ability to ensure tletly authorized programs and
authorized modifications are implemented. Theaieficies were as follows:

e The FEC has not implemented a formal process fentitying, documenting,
testing and installing security patches and updabests Oracle, UNIX and
Windows environments.

e The FEC does not maintain documentation evidentivag Oracle and Solaris
patches are tested and approved before beinglétstato production.

e The PeopleSoft application is currently supportgeéi Oracle 8 database that is
no longer supported by the vendor.

Recommendations:
29.Implement formal policies and procedures for manggystem software changes.

30. Maintain documentation to support the testing gogtaval of system software
changes.

Management Response

The FEC has developed and implemented a comprefeerssit of policies and
procedures for managing system changes. Theseudmcl58-2.3 Change
Management Policy and the FEC Change Managementl&td. In addition, based
upon early feedback from the financial auditors #EeC instituted the FEC Patch
Management Standard on 10/04/06.

31.Complete the migration of financial processing thied-party service provider
and verify that the service provider is utilizingndor supported system software
versions.

Management Response

Due to legacy issues associated with some of th€ Bpplications the current
version of Oracle 8 is required. Although the vando longer provides patches for
this version of Oracle it does provide limited sogp which includes assisting
customers with work-arounds to issues that mayearia addition, the FEC has built
a considerable amount of experience and interngkedise over the years that this
product has been in its inventory.
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The FEC recognizes the risk associated with manirigi a product with limited
support. Accordingly, the FEC is relying upon d@nsiderable internal expertise,
restricted access to only a few persons and Oradlgiited support as compensating
factors until the migration of financial processitma third-party service provider is
implemented. The FEC understands and accepts esigual risk left from this
situation. Additionally, the FEC plans to verifyat any third party service provider
has adequate support during the migration of nsuficial processing.

Integrated Financial Management System (Repeat Findg)

The FEC does not have an integrated financial mamagt system. Significant financial
management systems, such as the cost system, &cmoeivable system and the
property and equipment system do not interface thighgeneral ledger system.

A single, integrated financial management systera imified set of financial systems
linked together electronically in an efficient agifiective manner to provide agency-wide
financial system support. Integration means thatuser is able to have one view into
systems such that, at whatever level the individsalsing the system, he or she can
obtain necessary information efficiently and efi\eslly through electronic means. It does
not necessarily mean having only one software egiptin covering all financial
management system needs within an agency. Inéxfae acceptable as long as the
supporting details are maintained and accessibheatoagers. Interface linkages must be
electronic unless the number of transactions isreall that it is not cost beneficial to
automate the interface. Easy reconciliation betwsestems, where interface linkage is
appropriate, must be maintained to ensure dataacgu

Recommendation:

32.Evaluate the extent of systems integration neededxisting systems when
considering the outsourcing of the FEC’s accounsieiyices to a shared service
provider.

Management Response

The FEC agrees with this finding and recommendatidime FEC is actively pursuing
securing the services of a financial line of buss@rovider in FY 2007 or early FY
2008.

Administrative Fines, Civil Penalties and Miscellarous Receipts (Modified Repeat
Finding)

The program offices serve as the primary sourcenfofrmation related to accounts
receivable transactions which should be recordethengeneral ledger by the Finance
Office. Accounting events requiring recordatiorthe general ledger include assessment
of administrative fines and civil penalties, detaration of an uncollectible debt and
payment by a respondent. On a monthly basis, peilalty and administrative fine
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VI.

activities are initially reported to the FinancefiGd by the program offices in a memo.
These memos are used by the Finance Office to epldataccounts receivable subsidiary
schedule that serves as the basis for accountsvabte transactions recorded in the
general ledger. The information submitted by thegpam offices is augmented by more
detailed information obtained from the FEC websitel collection reports prepared by
the Finance Office. The schedules are reconciethé¢ program offices’ records and
submitted to management for review and approval.

Our audit found the aforementioned reconciliationd ananagement review were
ineffective in detecting: mathematical or classifion errors; and accounts receivable
balances recorded for the wrong amount.

Further, the methodology used to determine allowafr doubtful accounts is not
formally documented or fully disclosed in the ficéal statements.

Recommendations:

33.Implement policies and procedures for reviewingdbeounts receivable schedules
for reasonableness and accuracy prior to recorgilaged account transactions in the
general ledger.

34.Formalize policies and procedures for performingpaats receivable reconciliations.
While developing these procedures, the FEC shautdider establishing a timeline
for when the reconciliations should be finalizedthg program offices and forwarded
to the Finance Office.

35.Document all the methodologies applied in calcatpallowance for uncollectible
accounts. Periodically review the methodologiesrag) actual procedures performed
and revise them as necessary.

Management Response

The FEC agrees with these findings and recommemtat83, 34, and 35. Significant
progress was made in the receivables area in FY620Dhe findings in this area were
mainly the result of errors in cells of the newespisheets and have been corrected. In
FY 2007, we intend to improve further by: a) isguia directive for receivables
management; b) review the spreadsheets more thbhgug) working with Treasury to
ensure better reports and; d) improve documentatibthe allowance for uncollectible
accounts.

Controls Over Procurement and Disbursement Transadébns

The weaknesses identified below collectively re=iilin a reportable condition in the
FEC’s procurement processes.

e Several procurement documents meeting the critdoa approval by the
Commissioners were not submitted to the Commisdion approval or the
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Commissioners’ approval was not clearly documemtedrovided to us for review.
Other procurement transactions were not approvedalbyhe individuals in the
approval chain or were signed by the same indiViflramore than one position in
the approval chain.

e For one of 45 sample items the total obligationd disbursements exceeded the
contract amount. Although the disbursements weterthined to be legitimate, the
contract was not modified for the increase in cidiion.

e There were several incidents where documents ietkrtd support approval of
procurement and disbursement actions were not gyogebmitted for approval,
supported or maintained by the agency.

e Accounts payable reconciliations were not alwaysety prepared by the FEC'’s
personnel and approved by management.

GAO Standards for Internal Control in the Federal Gowaentstates that transactions
and other significant events should be authorizetl executed by persons acting within
the scope of their authority. This is a principakans of assuring that only valid
transactions to exchange, transfer, use or congsdurces and other events are initiated
or entered into. Evidence of approval should learty documented and readily available
for examination. Further, key duties and respalis#s need to be divided or segregated
among different people to reduce the risk of eordiraud.

Recommendations:

36.Issue formal guidance for performing correctiva@civhen negative obligation
balances occur. Procedures should describe thibtimms when corrective action is
needed, corrective actions to perform and the iddals responsible for resolving the
error. The timely response and clear communicaiionorrective action should also
be included in the procedures.

37.Ensure documentation related to procurement anmidiement actions are properly
approved and supported. Procurement policies eomkgures should be enhanced to
document, completely and clearly, operating procesitor the procurement cycle
and should include procedures for documentingfjaation when exceptions are
made to established procedures.

38.Ensure reconciliations are consistently performediewed and approved in a timely
manner.

Management Response

The FEC agrees with these findings and recommemua6, 37, and 38. The FEC will
issue additional internal guidance on how to handkgative obligations (#36). The
Administrative Officer issued updated guidance farity signatures needed on
procurement documents in early FY 2007. The FECclament Directive will be
updated in FY 2007 to reflect this change (#37he FEC will address the timeliness of
reconciliations with appropriate staff members (}#38
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VII.

Audit Follow-up

Establishing a comprehensive system for audit ¥ollpp helps to ensure prompt and
proper implementation of corrective action on idigad internal control deficiencies.
Accordingly, OMB Circular A-50Audit Follow-up,requires an agency to establish an
audit follow-up system which includes, among othmovisions: 1) resolution and
corrective action on audit recommendations withi rmonths following final report
issuance; 2) specific and written plans for comvecaction with specified action dates; 3)
a complete and accurate record of the status of erpbrts or recommendations through
the entire process of resolution and correctivéoacand 4) semi-annual report to the
agency head on the status of audit report recomatiemd.

The FEC was not able to provide the May 2006 repettiling the status of audit
recommendation submitted to the Commissioners @qsiresl by the FEC Directive 50
Audit Follow-up, revised April 2006 During the audit period, we recognized that the
Audit Follow-up Official for the financial audit vgain the process of establishing a
follow-up system. However, we identified deficiegg in the follow-up system that
could affect the FEC’s ability to ensure prompt gomdper resolution of audit findings
and recommendations. The deficiencies were aswell

e Sections of the audit follow-up matrix for the fiveal statement audit are maintained
in various locations within the agency. A separabatrix for Information
Technology and non-Information Technology relatedcommendations are
maintained by the Chief Information Officer and Aaating Officer, respectively.
The financial audit Audit Follow-up Official doe®nhmaintain a consolidated matrix
nor does he have ready access to the matrix forrdtion Technology related audit
findings. During the FY 2006 financial statemeuatig, significant effort on the part
of the FEC personnel and multiple requests from dlelitors was needed to
determine the status of FY 2005 financial statenserit recommendations. The
FEC’'s procedures for the corrective action matrompromises the financial
statement Audit Follow-up Official’s ability to mdar the remediation process for
audit findings and implement additional correctagtion, where necessary.

e The matrix for the FY 2005 financial statement aditidings was not complete. It
did not include the corrective action plan, or &egl and actual completion dates
and/or responsible party for several recommendsition

e The FEC has not formalized a methodology or timet&tr updating the matrix with
the current status of corrective action plans andfaised targeted and/or completion
dates. During the FY 2006 audit, we noted theerurstatus of the corrective action
plan or target date of completion was not alwaydated in the matrices provided to
the auditors. As such, management’s assertionrdegg the status of audit
recommendations was not always correct.

Recommendation:

39.Formalize the remediation process related to dundiings and recommendations that
is consistent with OMB Circular A-50 guidelines.
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Management Response

The FEC agrees with the finding and the recommeowlat In FY 2006, the FEC
developed a detailed matrix for ITD and accountfimglings which will be monitored
closely by the CFO. The first follow-up reporeigpected to be sent to the Commission
through the Staff Director in November 2006.

OTHER MATTER

OMB Bulletin No. 06-03 requires that the auditor&port on internal control “identify those

material weaknesses disclosed by the audit thae wet reported in the reporting entity’s

Federal Managers’ Financial Integrity Act (FMFIAgport.” The FEC’s schedule of material

weaknesses and non-conformances included in thed®d\Rot identify the material weaknesses
noted in the FY 2006 Independent Auditor's Repartloternal Control. We do not believe,

however, that failure to report these material weskes in FMFIA constitutes a separate
reportable condition or a material weakness becdiff&ent criteria are used by management
and the auditors in determining material weaknesses

STATUS OF PRIOR YEAR CONDITIONS

As required byGovernment Auditing Standarded OMB Bulletin No. 06-03, we have reviewed
the status of the FEC’s corrective actions wittpees to the findings and recommendations from
the previous year’s report on internal controlse Wéve attached Appendix A to our report that
presents the status of prior year findings andnmenendations.

kkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkk

In addition to the material weaknesses and replertabnditions described above, we noted
certain matters involving internal control andafseration that we reported to the management of
the FEC in a separate letter dated November 7,.2006

This report is intended solely for the informatiand use of the management of the FEC, the
FEC Office of Inspector General, GAO, OMB, and C@&sg, and is not intended to be and
should not be used by anyone other than thesefigaeparties.

Czn )orrectbsaenn_ L) A

Calverton, Maryland
November 7, 2006
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APPENDIX A
FEDERAL ELECTION COMMISSION
STATUS OF PRIOR YEAR FINDINGS AND RECOMMENDATIONS
September 30, 2006

Recommendation No. |  Condition/Audit Area | Recommendabn Current Status

Material Weaknesses

I. Cost Accounting System and Processes

1 Cost Allocation Establish formal and Open
Methodology comprehensive cost
allocation methodology
and related policy and

procedures.
2 Cost Allocation Cross-train employees to | Closed
Methodology minimize the risks of

major interruptions in
normal business

operations.
3 Cost Allocation Establish a review process Open
Methodology wherein a person, other

than the preparer, reviews
the work performed to
ensure accuracy and

propriety.
4 Cost Allocation Maintain audit trials to Open.
Methodology support the allocation
methodology and amounts.
5 Managerial Cost Evaluate the functional Closed
Accounting requirements for the new

cost accounting system tg
ensure that the minimum
level of cost accounting

required in SFFAS No. 4

is attained.
Il. Administrative Fines, Civil Penalties and Misellaneous Receipts
6 Administrative Fines, Establish and implement | Open. Now a reportable
Civil Penalties and Misc. | policy and procedures condition.
Receipts ensuring communication

and coordination between
program offices and
Finance Office on
activities with financial
impact. The policy should
also clearly establish the
FEC's revenue recognition
policy. The Finance
Office should design a
standard report outlining
all the necessary
information to record the
financial activities. The
report should be prepared
and submitted timely at
least monthly by the
program offices to the
Finance Office.
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Recommendation No. |

Condition/Audit Area |

Recommendabn

Current Status

Il. Administrative Fines, Civil Penalties and Misellaneous Receipts

7

Administrative Fines,
Civil Penalties and Misc.
Receipts

Document the policy and
basis for the allowance fo
uncollectible accounts.

Partially closed. Although
the FEC had documented
the policy, the
documentation for the
basis for the allowance fo
uncollectible accounts wa
not complete. The FEC
uses other methodologies

that were not documented.

[*2)

lll. General Property and

Equipment

8

Property, Plant and
Equipment

Reconcile the total of the
individual property items
in the property system to
the bulk purchase total

recorded in the books to

ensure completeness of the

property system records.

Open

Property, Plant and
Equipment

Document physical
inventory procedures,
results, and reconciliation
and maintain the
documentation for audit
trail purposes.

Open

10

Property, Plant and
Equipment

Revise the software
capitalization policy to
comply with SFFAS No.
10.

Closed

11

Property, Plant and
Equipment

Enforce compliance and
consistent implementatior
of policies and procedureg
related to completing
receiving reports and the
review and approval of
obligating memos or
documents.

Open — Now a reportable
condition reported under
5 Controls Over
Procurement and
Disbursement
Transactions.

12

Property, Plant and
Equipment

Establish a standard
process and policy where
program offices are
required to notify the
Finance Office of any
property acquisition or
disposition with
accounting impact to
ensure proper and timely
recording of the
transaction.

Open
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Recommendation No. |

Condition/Audit Area |

Recommendabn

Current Status

IV. Information Technolog

13

Entity-Wide Security
Program

Implement a framework o
policies and standards to
mitigate risks associated
with the information
resources management.

Open. Now a reportable
condition.

14

Entity-Wide Security
Program

Complete the
documentation, approval,
and implementation of an
entity-wide security
program plan.

Open. Now a reportable
condition.

15

Entity-Wide Security
Program

Develop and implement
security plans for all majo
applications and MCGSS
as part of a risk mitigation
strategy.

Open. Now a reportable
condition.

16

Entity-Wide Security
Program

Ensure that Resource
Classifications in the
FEC's security plans
accurately reflect the risk
and vulnerability of the
FEC systems.

Open. Now a reportable
condition.

17

Entity-Wide Security
Program

Complete the
implementation of the
program for the

continuous monitoring and

evaluation of the compute
security policy and contro
effectiveness.

Open. Now a reportable
condition.

18

Entity-Wide Security
Program

Conduct risk assessments Open. Now a reportable

at least every three years
as part of an overall
strategy to mitigate risks
associated with its
information technology
environment.

condition.

19

Entity-Wide Security
Program

Certify that the major
applications and MCGSS
are operating according td
the FEC's security
requirements.

Open. Now a reportable
condition.
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Recommendation No.

Condition/Audit Area

Recommendabn

Current Status

20

Entity-Wide Security
Program

Strengthen the FEC's
program to document
corrective actions and
verify that weaknesses
identified have been
addressed. Ensure and
document that
recommendations from th
most recent network
security review have beer
implemented.

Open. Now a reportable
condition.

1)

21

Controls to Protect
Information

Create a new GL system
application role to give
employees with necessary
and appropriate access
rights to fulfill their job
responsibility.

Closed

22

Controls to Protect
Information

Monitor and record visitor
access to the data center.

Closed

23

Controls to Protect
Information

Use access request formg
to document user access
rights and periodically
review the access for
appropriateness.

Open. Now a reportable
condition.

24

Controls to Protect
Information

Develop mitigating
controls to ensure that GL
system passwords are in
agreement with the FEC

policy.

Open. Now a reportable
condition.

25

Controls to Protect
Information

Automatically log network
activity as required by the
Audit Events Standards

Closed

26

Controls to Protect
Information

Institute a process to
manually review logs of
users using budgetary
overrides where the
reviewer is an individual
who does not have acces
to utilize the overrides.

Open. Now a reportable
condition.

D

27

Controls to Protect
Information

Periodically review the
firewall rule set for
appropriateness.

Closed

28

Controls to Protect
Information

Periodically review LAN
user accounts and disable
unnecessary user accoun

Open. Now a reportable
condition.
[S.
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Recommendation No.

Condition/Audit Area

Recommendabn

Current Status

29

Contingency Plan

Perform a Business Img
Analysis to formally
identify and prioritize all
critical data and operation
on the FEC's networks an
the resources needed to
recover them if there is a
major interruption or
disaster. Ensure that
emergency processing
priorities are established t

assist in managing disaste

situations more effectively
for the network and
include business owners i
the discussion to
determine how much
backup data is needed on
hand to minimize the
impact of a disaster.

aCpen. Now a reportable
condition.

[oRN7)

D

=

30

Contingency Plan

Establish alternative
processing site for the
FEC's operations in the
event of a disaster and
ensure that an operationa
mechanism exists to
update the disclosure
database in the event tha
the FEC database is
unavailable to replicate th
disclosure database
resident at the off-site
location.

Open. Now a reportable
condition.

1)

31

Contingency Plan

Develop a Continuity of
Operations Plan (COOP)
to support the continuatio
of the FEC's core mission
in the event of a disaster
that renders the FEC's
facilities unusable.

Open. Now a reportable
condition.
A

32

Contingency Plan

Develop and document
comprehensive
contingency of operations
plan of the FEC's data
centers, networks, and
telecommunication

aOpen. Now a reportable
condition.

facilities.
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Recommendation No. Condition/Audit Area Recommendabn Current Status
33 Software Development | Fully implement the Closed
and Change Control System Development Life

Cycle Methodology.

Reportable Conditions

V. Financial Reporting

34 General Ledger System | Ensure that corrections | Closed
Setup and Posting Model | made to the posting logic
Definition comply with the USSGL

and that the USSGL
accounts and posting logi¢
are updated as changes t
USSGL are issued.

O

35 Continuing Resolution Comply with the Closed
Accounting continuing resolution
accounting scenario
prescribed by the US
Treasury in accordance
with memorandum issued

by OMB.
36 Integrated Financial Continue to assess the Open
Management degree of integration

1%

necessary to have a single
unified financial system by
evaluating the functional
requirements and the costs
and benefits of integrating
the financial reporting,
property and equipment,
receivable and the cost
systems with the GL
system.

VI. Payroll

37 Payroll Implement procedures to| Closed
ensure that leave
adjustments are
completely processed and
transmitted to the service
provider.

38 Payroll Maintain in the personne| Closed
files all payroll deduction
authorization forms
initiated through the FEC,
i.e. not done directly by
the employee with the
service provider.
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39 Payroll Ensure that timekeepers;| Closed
perform the bi-weekly
reconciliation between
leave balances reported in
its records and the service
provider's records; and
submit the bi-weekly leave
balance certification to the
Finance Office timely.

40 Payroll Implement procedures for Closed
ensuring all payroll and
personnel documents are
properly completed and
authorized before payroll
data is transmitted to the
payroll service provider
for processing.

41 Payroll Consider automating Closed. Now in
payroll processing to Management Letter.
decrease the risk of error.
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