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	Corporate
	Charter or Certificate Number
	Exam Date

	
	
	


	Area of Review
	Category

	305-Funds Transfer
	Federal Reserve Payment System Risk Policy


	Question #
	Question
	YesNoNa

	305Q-001
	Does the corporate have access to the Federal Reserve Fedwire System?  If no, stop.
	

	Comment
	

	305Q-002
	Is a Bank Secrecy Act compliance program in place to monitor for suspicious wire transfer activity?
	

	Comment
	

	305Q-003
	Is there an Office of Foreign Asset Control (OFAC) compliance program in place to monitor prohibited wire transfer destinations?
	

	Comment
	

	305Q-004
	Does the corporate monitor the financial condition of member payment system participants and place appropriate caps or limits on some or all participants' positions in the system?
	

	Comment
	

	305Q-005
	Does the corporate's Security Policy address payment system risks?
	

	Comment
	

	305Q-006
	Has the corporate incurred any daylight overdrafts during the examination period?  If yes, list dates and amounts.
	

	Comment
	

	305Q-007
	Is a Privacy Act compliance program in place which addresses safeguarding customer information, privacy issues, and security.
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	FEDWIRE terminal controls


	Question #
	Question
	YesNoNa

	305Q-008
	Is there a program of Fedline system administration in place that limits the number of employees who can initiate or authorize transfer requests?
	

	Comment
	

	305Q-009
	Are the Fedwire Miscellaneous Security Settings established to suspend the user ID after three or fewer unsuccessful attempts to log on?
	

	Comment
	

	305Q-010
	Is the terminal’s time-out interval set to 5 minutes or less?
	

	Comment
	

	305Q-011
	Must the users change their password every 30 days or less?
	

	Comment
	

	305Q-012
	Is the verification rule set to “E”, requiring a second party to re-enter key field information for all wire transfer transactions?
	

	Comment
	

	305Q-013
	 Is the override and release rule set to “E” requiring second party review and release for all wire transfer transactions?
	

	Comment
	

	305Q-014
	“Verify Fields” (Option 93):  Does the “Verify Fields Report” reflect an “X” in the amount field?
	

	Comment
	

	305Q-015
	“Verify Threshold” (Option 96):  Is the verification threshold set at “0” for, at a minimum, the FT and AH Fedwire applications?  
	

	Comment
	

	305Q-016
	If the verification threshold is greater than “0”, is the amount adequately supported by management, approved by the board of directors, and recorded in the board minutes?
	

	Comment
	

	305Q-017
	Are there more than two Local Security Administrators?  If so, why?
	

	Comment
	

	305Q-018
	Are the Local Security Administrators allowed only the LA application?
	

	Comment
	

	305Q-019
	Does anyone have more than one user ID?  If so, why?
	

	Comment
	

	305Q-020
	Is the FEDLINE “Master” password stored in a sealed envelope in a secure location to ensure its availability in case the local security administrator(s) is not available?
	

	Comment
	

	305Q-021
	Is the FEDLINE configuration diskette stored in a secure location and accessible only to the LSA?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Funds Transfer Procedures


	Question #
	Question
	YesNoNa

	305Q-022
	Contingency Planning:  Does the corporate have a testing plan for sending and receiving wire transfers in emergency situations?
	

	Comment
	

	305Q-023
	Do procedures require wire transfer requests to be authenticated and if so, how? (PIN, Password, etc.)
	

	Comment
	

	305Q-024
	Is more than signature verification (e.g., memos, tests, call-backs) required for written requests (e.g., memos, letters, FAX)?
	

	Comment
	

	305Q-025
	Does the corporate maintain a current record of authorized individuals at member credit unions and authorized funds transfer amounts?
	

	Comment
	

	305Q-026
	Are wire transfer authorizations and signature records maintained under dual control?
	

	Comment
	

	305Q-027
	Are telephone requests entered in a standard format that records all pertinent entry information with each individual request available as a record?
	

	Comment
	

	305Q-028
	Are there controls on sensitive information recorded on the forms (passwords, PIN number, testkey information, etc.) throughout processing?
	

	Comment
	

	305Q-029
	Is there a clear audit trail from receipt to posting to the members’ account?
	

	Comment
	

	305Q-030
	Is the issuance of credit advices timely?
	

	Comment
	

	305Q-031
	Is there a separation of duties that prohibits staff who receive transfer requests from entering the requests into the Fedline terminal or posting the requests to the members accounts?
	

	Comment
	

	305Q-032
	Does the corporate record all incoming and outgoing wire transfer requests?
	

	Comment
	

	305Q-033
	On recorded lines does the corporate advise the member via written contracts, audible bleeping signals, or by informing the caller that the telephone call is being recorded?
	

	Comment
	

	305Q-034
	Are all transfer requests recorded in a log or otherwise accounted for prior to sending?
	

	Comment
	

	305Q-035
	Is an unbroken copy of all messages received or sent via telex or other types of terminals kept throughout the business day?
	

	Comment
	

	305Q-036
	Are the unbroken copies reviewed and controlled by someone not involved in the operation of the wire transfer terminal(s)?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Funds Transfer Agreements


	Question #
	Question
	YesNoNa

	305Q-037
	Are agreements in effect between the corporate and the following entities:  Members, Federal Reserve Bank, Third-party service providers (if applicable), and hardware & software vendors (if applicable)?
	

	Comment
	

	305Q-038
	Has an attorney opinion been obtained for the Member Funds Transfer Agreement?
	

	Comment
	

	305Q-039
	Do agreements with the member address and describe the security procedures as defined in UCC Article 4A Sections 201 and 202?
	

	Comment
	

	305Q-040
	Does corporate management obtain written waivers from members if they choose security procedures which differ from the corporate’s?
	

	Comment
	

	305Q-041
	Do member agreements address provisional credit, notification of receipt, and choice of law (UCC 4A)?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Balancing Procedures


	Question #
	Question
	YesNoNa

	305Q-042
	Does the corporate  prepare daily and/or intraday reconcilement(s) for funds transfer activity by dollar amount and number of messages?
	

	Comment
	

	305Q-043
	Does the corporate perform an end of day reconcilement of all messages sent to and from the federal reserve?
	

	Comment
	

	305Q-044
	Is all wire transfer activity included in the daily reconcilement?
	

	Comment
	

	305Q-045
	Are all reconcilement’s reviewed and initialed daily by supervisory personnel?
	

	Comment
	

	305Q-046
	Is the balancing of daily activity separate from the receiving, processing, and sending functions?
	

	Comment
	

	305Q-047
	Do funds transfer personnel have access to any general ledger accounts?
	

	Comment
	

	305Q-048
	Does the funds transfer department ensure that work sent to and received from member service operations, accounting, and the investment departments agree with its totals?
	

	Comment
	

	305Q-049
	Is there an individual responsible for reviewing all transfer requests to determine they have been properly processed?
	

	Comment
	

	305Q-050
	Are all rejects and/or exceptions reviewed by someone not involved in the receipt, preparation, or transmittal of funds?
	

	Comment
	

	305Q-051
	Are corrections, overrides, reversals, and adjustments reviewed and approved by an officer?
	

	Comment
	

	305Q-052
	Does the corporate accept transfer requests after the close of business or “future dated” requests?  If so, how are these controlled and processed?
	

	Comment
	

	305Q-053
	Is the FRB statement reconciled and reviewed daily by the accounting department to determine that it agrees with the funds transfer department’s records?
	

	Comment
	

	305Q-054
	Are all general ledger tickets and other supporting documents initialed by the originator?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Personnel Policy


	Question #
	Question
	YesNoNa

	305Q-055
	Has the corporate taken steps to ensure that screening procedures are applied to personnel hired for sensitive positions in the funds transfer department?
	

	Comment
	

	305Q-056
	Does the corporate prevent new employees from working in the funds transfer department unless they are closely supervised?
	

	Comment
	

	305Q-057
	Are temporary employees precluded from working in the funds transfer area?
	

	Comment
	

	305Q-058
	Are funds transfer employees subject to unannounced rotation of duties?
	

	Comment
	

	305Q-059
	Are relatives of funds transfer employees precluded from working in the corporate’s accounting, audit, or data processing departments?
	

	Comment
	

	305Q-060
	Are there policies for minimum consecutive vacation days, and are these policies being enforced?
	

	Comment
	

	305Q-061
	Does management immediately restrict employees, who have given notice of resignation, from access to funds transfer operational areas?
	

	Comment
	

	305Q-062
	Is access to the funds transfer area restricted to authorized personnel?
	

	Comment
	

	305Q-063
	Are visitors to the funds transfer area identified, required to sign in, and accompanied at all times?
	

	Comment
	

	305Q-064
	Are employees with LSA or wire transfer responsibility authorized to be in the corporate or the wire room alone or after normal working hours? If so, why?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Physical and Data Security


	Question #
	Question
	YesNoNa

	305Q-065
	Is supervisory approval required for terminal access made at other than authorized times?
	

	Comment
	

	305Q-066
	Does all funds transfer equipment have physical and/or software locks to prohibit access by unauthorized personnel at all times?
	

	Comment
	

	305Q-067
	Are employees prohibited from taking keys for sensitive equipment out of the funds transfer area?
	

	Comment
	

	305Q-068
	Are terminals and other hardware for funds transfers shut down after work hours and/or regulated by automatic time-out or time of day controls?
	

	Comment
	

	305Q-069
	Are passwords suppressed on terminals while being entered?
	

	Comment
	

	305Q-070
	Is terminal operator training conducted in a manner that will not jeopardize the integrity of live funds transfer data?
	

	Comment
	

	305Q-071
	Are all wire transfer systems adequately backed up?
	

	Comment
	

	305Q-072
	Does any use of back-up equipment require the approval of supervisory personnel?
	

	Comment
	

	305Q-073
	If test keys are used for authentication, are the files containing the test key formulas maintained under dual control or otherwise protected?
	

	Comment
	

	305Q-074
	If test keys are used, is the key applied to all transfer requests?
	

	Comment
	

	305Q-075
	Does the test key formula incorporate a variable (e.g., sequence number) and is the requirement stated in the wire transfer agreement?
	

	Comment
	

	305Q-076
	Does the corporate have written procedures for the issuance and cancellation of test keys?
	

	Comment
	

	305Q-077
	If member passwords are stored on the CCUN DCME screen, or within other computer software, is access by employees involved in verifying the authenticity of wire transfer requests limited to inquiry only?
	

	Comment
	

	305Q-078
	How often are member passwords changed?
	

	Comment
	

	305Q-079
	Does the corporate have reasonable controls over the issuance of new passwords/PINs, and the communication of this information to users, to ensure that passwords are not compromised or improperly communicated to the wrong individuals?  Describe:
	

	Comment
	

	305Q-080
	Has the corporate notified its members of their responsibilities in maintaining the confidentiality of passwords and/or PINs?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Internet Initiated Wire Transfer Requests


	Question #
	Question
	YesNoNa

	305Q-081
	Has a review of the system’s Internet security aspects been completed by a qualified party?
	

	Comment
	

	305Q-082
	Does corporate security policy address payment system risks associated with Internet access?
	

	Comment
	

	305Q-083
	Does the wire transfer area monitor Internet requests to identify suspicious wire transfer activities?  (BSA)
	

	Comment
	

	305Q-084
	Is a program of Vendor Management in place that addresses vendor selection, vendor monitoring, and access by the vendor to the system or programming?
	

	Comment
	

	305Q-085
	Has a legal review of the system been obtained addressing the rights and obligations of the participants for transactions not otherwise covered by an established body of law?
	

	Comment
	

	305Q-086
	Does the system support OFAC identification and reporting capabilities?
	

	Comment
	

	305Q-087
	Are the system administrators prohibited from funds transfer activity?
	

	Comment
	

	305Q-088
	Are terminal controls in place to include, at a minimum, time out intervals, password expiration intervals, suppression of passwords on screen, and suspension of user IDs after three unsuccessful tries?
	

	Comment
	

	305Q-089
	Does the software program generate, at a minimum, user ID and user access authority reports?  List internal control report titles:
	

	Comment
	

	305Q-090
	Are there LAN directory restrictions on access to the software’s location and is access to the directory subject to system administration controls?
	

	Comment
	

	305Q-091
	Is there a clear audit trail from receipt to posting to the members’ account?
	

	Comment
	

	305Q-092
	Is access to passwords or PINs restricted to inquiry only for those individuals involved in taking, verifying, or releasing the wire transfer requests?
	

	Comment
	

	305Q-093
	Does anyone hold more than one user ID?  If so, why?
	

	Comment
	

	305Q-094
	Does the system recognize only specific terminal ID’s?
	

	Comment
	

	305Q-095
	Does the system require machine user ID’s that bypass verification or dollar limit controls?
	

	Comment
	

	305Q-096
	Does the system provide for verification of participant account balances and/or available line-of-credit balances prior to release of wire transfers?
	

	Comment
	

	305Q-097
	Are wire transfer requests accepted after business hours?  If so, how are these requests controlled and processed?
	

	Comment
	

	305Q-098
	Is a test sample of wire activity reviewed by internal audit staff on a regular basis?
	

	Comment
	

	305Q-099
	Are wire transfer employees restricted to inquiry only access to the records of  member credit union authorized individuals and authorized funds transfer amounts?
	

	Comment
	

	305Q-100
	Are call back verifications completed by an individual not involved in taking the initial request?
	

	Comment
	

	305Q-101
	Is each wire reviewed by at least one corporate employee prior to transmission to the Federal Reserve Bank?
	

	Comment
	

	305Q-102
	Are summary print outs of all wire activity generated and reviewed by supervisory personnel?
	

	Comment
	


	Area of Review
	Category

	305-Funds Transfer
	Security SafeKeeping


	Question #
	Question
	YesNoNa

	305Q-103
	Does the corporate offer safekeeping services it its membership?  If no, stop.
	

	Comment
	

	305Q-104
	Has the board of directors approved a Security Safekeeping Policy?
	

	Comment
	

	305Q-105
	Are documented procedures in place for all aspects of security safekeeping?
	

	Comment
	

	305Q-106
	Are Custodial Agreements in place with all financial institutions used to safekeep corporate or member securities?
	

	Comment
	

	305Q-107
	Are signed Security Safekeeping Agreements in place with each participating member credit union?
	

	Comment
	

	305Q-108
	Are security purchase and sales forms in use that clearly identify the staff personnel taking the request, authenticating the transactions, performing verification procedures, and recording the confirmation?
	

	Comment
	

	305Q-109
	Is there a separation of duties between individuals taking the requests, verifying the transactions, posting the transactions, and reconciling security activity?
	

	Comment
	

	305Q-110
	Are transactions conducted on a Delivery vs. Payment (DVP) basis?
	

	Comment
	

	305Q-111
	Is there an independent daily review performed for all security transactions conducted on a delivery free basis?
	

	Comment
	

	305Q-112
	Is security activity reconciled to the completed security transaction forms and the confirmations received from the Bailment for Hire on a daily basis?
	

	Comment
	

	305Q-113
	Is the corporate's and each member credit unions' total security position balanced to the total of securities held in safekeeping on at least a monthly basis?
	

	Comment
	

	305Q-114
	Does all security activity require authentication through the use of PINs or password and are call back verification procedures in place?
	

	Comment
	

	305Q-115
	Is there a program to monitor collateral values and safekeeping for any tri-party repurchase activity?
	

	Comment
	

	305Q-116
	Are the CCUN and/or Fedline settings for security purchase and sale established to require second party review and release?
	

	Comment
	

	305Q-117
	Are individuals with CCUN or Fedline security purchase/sale authority restricted from general ledger access and access to the wire transfer modules?
	

	Comment
	

	305Q-118
	Are security purchase or sale instruction accepted by FAX?  If so, how does staff verify authentication of the instruction?
	

	Comment
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