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1. B4 ESTIMATED COST AND AWARD FEE paragraph (2) is revised as follows

(2) The estimated cost of all 10.0 subtasks (00201 AC-AC through -OOZOIAC-BV) is
$49,191,434.99. The maximum available award fee is $2,782,555.14. Total estimated cost
and maximum award fee is $51,973,990.13. Specific estimated costs by task are as follows
in Table 1.

2. B.5, CONTRACT FUNDING, is revised as follows:

1 (a). For purposes of payment of cost, exclusive of fee, in accordance with the Limitation of
Funds clause, the total amount allotted by the Government to subtask 0201 AC-AA (Core) is
$29,515,187.42.

(b). For purposes of payment of cost, exclusive of fee, in accordance with the Limitation of
Funds clause, the total amount allotted by the Government to subtasks 0201AC-AC through
0201AC-BV is $40,366.828.12. This allotment covers the following estimated penod of performance
(see Table A for estimated date at Wthh allotment explrcs)

(c) An additional amount of $4,239,910.48 is obhgated under this contract (CLIN 0201 AC-AB)
for payment of fee.
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3. ACCOUNTING AND APPROPRIATION DATA _ .

The funds added by this modification also update Block 21 of the SOLICITATION, OFFER
AND AWARD, SF33. The accounting and appropriations data for this modification, by
subCLIN, is as follows:

]

Task |Procurement Appropriation |Object Office/Fin

Line ftem | Order | Request {Fund Source{ Symbol Class | UPN/HPN [Code IMS Costs
0201AC-AA| 10.00 | 10-08685 29 802/30110 | 2529 177110340.31] CIACO | 30-02-04 | $1,710,000.C
0201AC-AA| 10.00 | 10-08749 29 803/40110 | 2529 : 405-20-01 | SPA00 | 30-02-01 $95,000.¢
0201AC-AFi 10.12 |  10-08834 54 803/40111 | 2529 323-29 QAAO0D | 30-06-00 $95,000.C
0201AA-Al | 10.33 |  10-08633 29 802/30110 | 2529 77700019.07{ BAA10 | 30-02-04 $8,984.C
0201AC-AB| 1053 | 10-08831 54 803/40111 | 2529 178930223.01 CFA20 30-02-04 { $169,940.C |
0201AC-BG| 10.89 | 10-08685 29 __802/30110 | 2529 177110340.31| CIA00 |30-02-04 | $190,000.C |
0201AC-BN; 1096 | 10-08832 54 803/40111 | 2529 178040032.02] CAAS0 | a5.00.04 $423,192.C
Award Fee ' ' FEE
0201AC-AB:10.00A! 10-08685 29 802/30110 | 2529 :77110340.31| CIA00 | 30-02-04 $90,000.C |
0201AC-AB 10.00A; 10-08749 29 803/40110 : 2529 | 405-20-01 | SPADQO | 30-02-01 $5,000.C | .
0201AC-AB 10.12A1 10-08834 54 803/40111 " | 2529 323-29 QAAQ0 | 30-06-00 |  $5,000.C |
0201AC-AB:10.53A: 10-08831 54 803/40111 | 2529 178930223.01 CFA20 30-02-04 $58,400.C |
0201AC-AB 10.89A! 10-08685 29 802/30110 : 2529 {77110340.31] CIA00 | 30-02-04 $10,000.C |
0201AC-AB:10.96A: 10-08832 54 803/40111 | 2529 178940032.02| CAA30 |30-02-04 | $160,000.C |

4. Total Funding Changes by Subtask
' From By To
10.00 $27,710,187.42 $1,805,000.00 $29,515,187.42

10.00A $3,911,51048 $328,400.00 $4,239,910.48
10.12 $1,406,357.41  $95,000.00 $1,501,357.41
10.33  $234,401.76 8,984.00 $243,385.76
10.53 $4,744,357.16 $169,940.00 $4,914,297.16
10.89  $917.000.00 $190,000.00 $1,107,000.00
10.96 $3,083,214.07 $423,192.00 $3.506,406.07

The following clauses are hereby incorporated in full text into Section H, SPECIAL CONTRACT
REQUIREMENTS, respectively:

5) INSERT H.11 LIMITATION OF INDIRECT COSTS (GSFC 52.231-90) (FEB 1995)

a. Within each of the Contractor's fiscal years, the Contractor shall not charge or be reimbursed by the Government,
under this or any other Government contract, for indirect costs in excess of the (1) indirect expense dolars derived
by the application of the following indirect cost ceiling rates to the appropriate base(s) set forth below.

Indirect Cost Base of Appiication
LABOR OVERHEAD
Percentage

26.8%

b. The limitations may be adjusted at the discretion of the Contracting
Officer to the extent that increases to the Contractor's indirect costs are caused by:

(1) New or revised statutes and court decisions and/or written ruling or regulation by the Internal Revenue Service or
any other taxing authority.
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(i) Wage determinations and/or regulations issued by the Deparnnent of Labor pursuant to the Service Contract Act
of 1965 as amended.

(iti) Expenditure of less than 70% of the prorated amount (for the contractors fiscal year proportionate to the
contract term associated with that fiscal year) of any stated target level of effort established in this contract.

¢. A proposal for any adjustment under paragraph (b) must be in sufficient detail to establish that the cause of the
amount of adjustment requested was solely due to the permitted conditions stated in the paragraph, It must be
submitted no later than 60 days after the condition(s) become known, or should have become known, to the
Contractor. The amount of adjustment, if any, is at the discretion of the Contracting Officer and shall not be subject
to the Disputes clause.

(End of clause)

6) INSERT H.12_SECURITY CLASSIFICATION REQUIREMENTS (1852.204-75) (SEPT 1989)

Performance under this contract will involve access to and/or generation of classified information, work in a security
area, or both, up to the level of SECRET. See Federal Acquisition Regulation clause 52.204-2 in this contract and
DD Form 254, Contract Security Classification Specification, Attachment [Attachment A).

(End of clause)

i) INSERT H.13 Set:urig Requirements for Unclassified Information Technology Resources.
(1852.204-76)

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES
(JULY 2002)

(a) The Contractor shall be responsible for Information Technology security for all systems connected to
a NASA network or operated by the Contractor for NASA, regardless of location. This clause is
applicable to all or any part of the contract that includes information technrology resources or services in
which the Contractor must have physical or electronic access to NASA'’s sensitive information contained
in unclassified systems that directly support the mission of the Agency. This includes information
technology, hardware, software, and the management, operation, maintenance, programming, and system
administration of computer systems, networks, and telecommunications systems. Examples of tasks that
require security provisions include:

(1) Computer control of spacecraft, satellites, or alrcraft or their payloads; ‘

(2) Acquisition, transmission or analysis of data owned by NASA with significant replacement cost
should the contractor’s copy be corrupted; and

(3) Access to NASA networks or computers at 2 level beyond that granted the general public, e.g.
bypassing a firewall.

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall -
describe the processes and procedures that will be followed to ensure appropriate security of IT resources
that are developed, processed, or used under this contract:” The plan shall describe those parts of the
contract to which this clause applies. The Contractor’s IT Security Plan shall be compliant with Federa}
laws that include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.) and
the Government Information Security Reform Act of 2000. The plan shall meet IT security requirements
in accordance with Federal and NASA policies and procedures that include, but are not limited to:

(1) OMB Circular A-130, Management of Federal Information Resources, Appendix IIT,
Security of Federal Automated Information Resources;
(2) NASA Procedures and Guidelines (NPG) 2810.1, Security of Information Technology; and
(3) Chapter 3 of NPG 1620.1, NASA Security Procedures and Guidelines. ‘

(c) Within _15 days after contract award, the contractor shall submit for NASA approval an IT Security
Plan. This plan must be consistent with and further detail the approach contained in the offeror’s proposal
or sealed bid that resulted in the award of this contract-and in compliance with the requirements stated in
this clanse. The plan, as approved by the Contracting Officer, shall be incorporated into the contract as a
compliance document.
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(d)(1) Contractor personnel requiring privileged access or limited privileged access to systems operated
by the Contractor for NASA or interconnected to a NASA network shall be screened at an appropriate
level in accordance with NPG 2810.1, Section 4.5; NPG 1620.1, Chapter 3; and paragraph (d)(2) of this
clause. Those Contractor personnel with non-privileged access do not require personnel screening. NASA
shall provide screening using standard personnel screening National Agency Check (NAC) forms listed in
paragraph (d)(3) of this clause, unless contractor screening in accordance with paragraph (d)(4) is
approved. The Contractor shall submit the required forms to the NASA Center Chief of Security (CCS)
within fourteen (14) days after contract award or assignment of an individual to a position requiring
screening. The forms may be obtained from the CCS. At the option of the government, interim access
may be granted pending completion of the NAC.

(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse impact to
NASA missions. NASA defines three levels of risk for which screening is required (TT-1 has the highest
level of risk): : -

(1) IT-1-- Individuals having privileged access or limited privileged access to systems whose
misuse can cause very serious adverse impact to NASA missions. These systems include, for exarple,
those that can transmit commands directly modifying the behavior of spacecraft, satellites or aircraft.

(1} IT-2 -- Individuals having privileged access or limited privileged access to systerns whose
misuse can cause serious adverse impact to NASA missions. These systems include, for example, those
that can transmit commands directly modifying the behavior of payloads on spacecraft, satellites or
aircraft; and those that contain the primary copy of “level 1” data whose cost to replace exceeds one
million dolfars. '

(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems whose
misuse can cause significant adverse impact to NASA missions. These systems include, for example,
those that interconnect with a NASA network in a way that exceeds access by the general public, such as
bypassing firewalls; and systems operated by the contractor for NASA whose function or data has
substantial cost to replace, even if these systems are not interconnected with a NASA network.

(3) Screening for individuals shall employ forms appropriate for the leve] of risk as follows:

(i) IT-1: Fingerprint Card (FC) 258 and Standard Form (SF) 85P, Questionnaire for Public Trust
Positions; - : : :
(if) IT-2: FC 258 and SF 85, Questionnaire for Non-Sensitive Positions; and
(1ii) IT-3: NASA Form 531, Name Check, and FC 258.

(4) The Contracting Officer may allow the Contractor to conduct its own screening of individuals
requiring privileged access or limited privileged access provided the Contractor can demonstrate that the
procedures used by the Contractor are equivalent to NASA's personnel screening procedures. As used
here, equivalent includes a check for criminal history, as would be conducted by NASA, and completion
of a questionnaire covering the same information as would be required by NASA.

(5) Screening of contractor personnel may be waived by the Contracting Officer for those individuals
who have proof of ~- '

(1) Current or recent national security clearances (within last three years);

(i) Screening conducted by NASA within last three years; or

(it1) Screening conducted by the Contractor, within last three years, that is equivalent to the
NASA personnel screening procedures as approved by the Contracting Officer under paragraph (d)(4) of
this clause. '

(e) The Contractor shall ensure that its employees, in performance of the contract, receive annual IT
security training in NASA IT Security policies, procedures, computer ethics, and best practices in
accordance with NPG 2810.1, Section 4.3 requirements. The contractor may use web-based training
available from NASA to meet this requirement.
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(f) The Contractor shall afford NASA, including the Office of Inspector General, access to the Contractor’s and
subcontractors’ facilities, installations, operations, documentation, databases and personnel used in performance
of the contract. Access shall be provided to the extent required to carry out a program of IT inspection,
investigation and audit to safeguard against threats and hazards to the integrity, availability and confidentiatity of
NASA data or to the function of computer systems operated on behalf of NASA, and to preserve evidence of
computer crime. :

(g) The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions in
paragraph (a) of this clause. '

{End of clanse)

8. All other terms and conditions remain unchanged.

(END OF MODIFICATION 61)
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[~ . 1. CLEARANCE ANC  EGUARDING
e DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION 2 FAGILITY CLEARANCE REQUIRED: Secret
(The ’eq"fremg@f{;f:ﬁ?;g’;:‘ggﬁgegggg Manual Apply b. LEVEL OF SAFEGUARDING REQUIRED: Secret
2. THIS SPECIFICATION IS FOR: (X and complete as applicable} 3. THIS SPECIFICATION IS: (X and compiete as applicable)
. & PHIME CONTRACT NUMBER a. ORIGINAL (Complele date in all cases) Date (YYMMDD)
X | DTTS59-09-00444 / W-19800 X 2002/09116
b. SUBCONTRACT NUMBER b. REVISED (Superredes afl previows spees) Revision Na. Date (YYMMOD)
c. SOLICITATION GR OTHER NUMBER DUE DATE (YYMMDD) o FINAL (Complete fem 5 in afl cases) Date {YYMMDD)
4.15 THIS A FOLLOW-ON CONTRACT? []vES [XINO, if yes, complete the following
Classified material received or generated under {Preceding Contract Number) is transferred to this follow-on contract
5. IS THIS A FINAL DD FORM 254? Olves NQ, If yes, complete the following:
In response to the contractors request dated , retention of the identified classified material is autharized for a period of:
6. CONTRACTOR (inciude Comvmercial and Government Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP b. CAGECCDE | c. COGNIZANT SECURITY OFFICE tawm, Adtere et Zp Coue
Science Applications Intemationat Corporation Defense Security Service
408 3~ Street, SW , Suite 330 4R707 7010 Little River Turnpike
Washington, DC 20024-3212 Suite 430
Annadale, VA 22003
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP b. CAGECODE | c. COGNIZANT SECURITY OFFICE (Nams, Address, nd zip Code)
Seidcon Defense Security Service .
2171 S. El Camino Road 7X397 2221 Camino Del Rio South
Oceanside, CA 92054 Suite 312
San Diego, CA 92108
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (vame, Address, and Zip Code)
NASA Headquarters
Washington, DC

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT Co ) _
The Information Technology Systems, Engineering and Management (ISEM) Support Services Task Order provides Information Technology (IT) services to
components of NASA Headquarters (HQ) in support of Agency missions, programs, and HQ operations. |

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | nO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: Yes | no
2 COMMUNICATIONS SEGURITY [COMSEC) INFORMATION X | =FaEaccessTo CLASSIFIED WFORMATION ONLY AT ANGTHER CONTRACTORS FACILITY OR GOVERNMENT X
&. RESTRIGTED DATA X b. RECEIVE CLASSIFIED DOGUMENTS ONLY X
| & GRITICAL NUCLEAR WEAPOHN DESIGN INEGRMATION X . RECEIVE AND GENERATE CLASSIFIED MATERIAL . X
d. FORMERLY RESTAIGTED DATA X ] < FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
. INTELLKGENCE INFORMATION &, PERFORM SERVICES ONLY
{1) Sensitve C L] (SCl X 1. M'I%EH acmc%lsgs TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTD RICO, LS. FOSSESSIONS AND TRUST X
2 Non-SCl X o BE U%;I’ENE SERVICES OF THE DEFENSE TECHNICAL INFORMATION GENTER (G710) OR OTHER X
. SPECIAL AGCESS INFORMATION X . AEGUIRE A COMSEC ACCOUNT X
5. NATO INFORMATION X | -HAVETEMPEST REQUIREMENTS X
% FOREIGN GOVERNMENT INFORMATION X | +PAVE OFERATIONS SEGURITY (OPSED) REGUIREMENTS X
I LIMITED DISSEMINATION INFORMATIGN X % BE AUTHORIZED TO USE THE DEFENSE COURIER SERVIGE X
+ FOR OFFICIAL USE ONLY INFORMATION X . OTHER {specity) X
« OTHER (Spacity) . X

DD Form 254-E, JAN 95 : Previous editions are obsolets.
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12, PUB?.IC RELEASE. Any information (classified or unclossi, eraining to this contract shail not be released tor public dissemination ¢ 15 provided by the Indusirial Security Manual or unless it has
been epproved for public release by appropriate U.S. Govemme: ., autherity. Proposed pubiic reieases shall be submitied for approval prior to.. ase.

| El Drect l:l Thwough (Specify

To the Dirsciorate for Freadom of fnfommation and Sacurity Feview, Office of the Assistan! Secretary ol Defensa (Public Atfairs) *far raview,
“In the case of non-DoD User Agencies, requests for disclosure shall ba submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classifiad efiort is identified beiow. If any difficulty is encnuntered in applying this guidarnce or if any other contributing factor indi-
cales a need for changes in this guidance, the contractor is autharized and encouraged to prowde recommended changes; to challenge the guidance or the classification assigned to any information or mate-
rial fumished or generated under this contract; and to submil any quesiions for interpretation of this guidance to the official identified below. Pending final decision, the information invalved shall be handled
and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified efor: Anach, or forward under separate correspondence, any docu-
ments/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

The ISEM Task requires a secret clearance to support classified information technology services.

The security classification guidance is as follows:

1. Executive Order 12958, Classified National Security Information, April 17, 1995

2. DoD 5220.22-M, National Industrial Security Program Operating Manual, January 1995

3. NPG 1620.1, NASA Security Procedures & Guidelines, November 18, 1999

4. Classified documentation (reference 11b) and/or hardware (reference 11b) can be stored and/or modlfied at SAIC
Facilities, 7990 Science Applications Court; Vienna, VA; 22182-7000.

5.Security clearance verifications will be processed through NASA Security.

Additional work locations:

SAIC/McLean
1710 SAIC Drive
McLean, VA 22102
Cage: 1G361

SAIC/Vienna (ISS)

7990 Science Application Ct.
Vienna, VA 22182-7000
Cage: 07XY3

14. ADDITIORAL SECURITY. Reguiremens, in addition o 1SM requitements, are establisned fof this CONYAcL. (1f Yes, denrify the pertinen: contractual clauses in the YES III NO
contract documeny itself, or provide an appropriate statement which identifies the additional requirements. Provide a copy of the reguirements to the
cognizant security office. (Use ltem 13 if additional space is needed.)

15, INSPECTIONS. Elements of this contract are outside the inspaction responsibllity of tha cogrézent security office. (If Yes,
carved out and the activity responsible for.inspection. (Use Item I3 if additional space is needed.)

explain and identify specific areas or elements - YES

16. CERTIFICATION AND SIGNATURE, Security requirements stated herein are complete and adequate for safeguarding the ctassified information to be released or gener-
ated under this classified effort. All questions shall be refemed to the official named below.

e ———teeeeee— T
& TYPED NAME CF CERTIFYING OFFICIAL b. INE c. TELEPHONE {Include Area Code)

Steven L. Peyton Acting Director (202) 358-0191

d. ADDRESS (include Zip Code) 17. REQUIAED DISTRBUTION
NASA Headquarters, Code XJH
300 E. Street, S.W. X e CONTRACTOR
Washington, DC 20546 b. SUBCONTRACTOR
X c. COGNIZANT SECURITY ©27FiCE FOM PRIME AND SUBCONTRACTOR

- A
& SIGRATURE
' 0. US. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
_ / +. ADMINISTRATIVE CONTRACTING OFFICER
' Pidfyn | _ ( f, OTHERS AS NECESSARY

DD Form 254-E, JAN 95 Pravious ediions are ohsolate. (DISA IRXDTS, inc.)
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