DPARTME%%F DEFENSE %LEARANCE AND SAFEGUARDING
i S+ AGH Y CLEARANCE REGUIRED T
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD Industrial Security Manual apply SECRET
to alf securnity aspects of this effort.) b. LEVEL OF SAFEGUARLING REQUIRED
FOR SOLICITATION PURPOSE NONE

2. THIS SPECIFICATION IS FOR: (x and compiote as spplicabic} 3. THIS SPECIFICATION IS; (x and compste as applicabic)

a. PRIME CONTRACT RUMBER | DATE {YYMMOD}

X a. ORIGINAL {Complale date in &ll cases)

k. SUBCONTRALT NUMBER b REVISED (Supersedes | Rewision No. DATE (YYARIMDD)
D all previous specs)

<. SOLICITATION OR OTHER NUMBER OUE DATE {¥yiMDD) OATE (YYIMDOD)
% NNGO8230770) 08/09/22 (Proposal) D ¢, FINAL (Complele lem & in alf cases)
4. THIS IS AFOLLOW-ON CONTRACT? g YES  NQ. if Yes, complete the following:

NAS5-62035 and NNGO7RASTR

Classified material received or generated under - {Preceding Contract Number} is transferred to this foliow-on contract.
5. 1S THIS A FINAL DD FORM 2547 [ 1vES X NO. if Yes, complets the following:
In response to the contractor’s request dated retention of the identified classified material is authorized for the period of S

6. CONTRACTOR finciude Commercial and Government Entity CAGE) Code)

a. NAME. ADDRESS, AND ZIP CODE . CAGE CODE <. LQGNIZANT SECURITY OFFICE (Name, Address, and 2ip Core

7. SUBCONTRACTOR

a. NAME, ADDRESS, ANG ZiP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE {Nams, Address, and 2ip code)

8. ACTUAL PERFORMANCE
2. LOCATION b CAGE COOE ¢, COGNIZANT SECURITY OFFICE{Name, Address, and £p Code)

Goddard Space Flight Center
Greenbelt, MDD 20771

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Goddard Unified Enterprise Services and Technology (GUEST)

7]
prd
Q

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 1. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YE

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANCTHER GONTRACTOR'S
FACILITY OR A GOVERNMENT ACTIVITY

a. COMMUNICATIONS SECURITY (GOMBEC) INEGRMATION

2

b, RESTRICTED DATA RECEIVE CLASSIFIED DOGUMENTS ONLY

>
€

5. CRITIGAL NUCLEAR WEAPON DESIGN INFORMATION . RECENVE AND GENERATE CLASSIFIED MATERIAL

B KB,

] X

4. FORMERLY RESTRICTED DATA L] X} o FABRICATE, MODIFY. OR STORE CLASSIEED HARDWARE ]

e INTELLIGENCE INFORMATION: &. PERFORM SERVICES ONLY ] X
U T X | 7 AVE ACTESS 16 US CLASSEED INEGRATION GUTSIE TIEUE. X
(#) Bensitive Lompartmented information (501} L] PUERTE RICO, 14.5, POSSESSIONS AND TRUET TERRITORIES L] 3
P N % | 5 BE AUTHORIZED TG USE THE SERVICES OF DEFENSE TECHNIGAL TNEORRATION n %
21 Non-5CI CENTER (0T10) OR OFHER SECONDARY DISTRIBUTION CENTER

. SPECIAL ACCESS INFORMATION Ll | B T s sequse s comsec account ] 3

g HATO INEORMATION ] X b i HAVE TEMPEST REGUIREMENTS ] X

h. FOREIGN GOVERNMENT INFORMATION 1 X} i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS ] X

i LIVITED DISSEMINATION INFORMATION ] K § k58 AUTHORIZED TO USE THE DEFENSE COURIER SERVICE ] X

;. FOR OFFICIAL USE ONLY INFORMATION ] X | L OTHER Specty) Ll X

K OTHER (Specsy}  NASA SBU Information L] X
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12. PUBLIC RELEASE. Any information (oiassified or unclassifiod) pertaining fo this conlract shall not be reteased for public disseminison except as provided by the INISPOM
or untess 1t has been approved for public relsase by appropriale U.S. Government authority, Proposed pubfic releases shall be subrittad for approvat prior bo release

Direct X Through (Specify):

NASA Goddard Space Flight Center, Public Affairs, Code 130

To the Office of Publc Affairs, National Aeronautics and Space Administration, Washington, DC 26546, for review.

13. SECURITY GUIDANCE. The sacusity classification guidance needed for lis dassified efforl is identified beiow, if any difficully is encouniered in applying this guidance or if any other
contributing factor indicates a need for changes in this guidance, the contraclor Is authoszed and ancouraged o wrovide recommendsd changes; to challengs the guidarce of the dassification
assigned lo any information of Maledal lumished or geparated under this cordract and io syt eny questions for interprelation of this guidance to the official icentified below. Pending finaf
gecision, e information involved shall be harded snd prolecled al the highes! level of classification assigned of recommended. [(Filf in ax appropriate for the classified efort, ARtach, or
forward unier saparate correspondence, any decumentsiguides/exiracts referenced herein, Add sddiionsl pages as ngedad fo provide complete giidence.

in performance of this contract, some personnef may require access to classified information up to and including the
SECRET level. The contract must have a sufficient number of cleared employeas assigned duties under this contract
to be able to complete alf classified work assignments up to and including SECRET.

1. Dol} 5220.22-M National industrial Security Program Operating Manual (NISPOM) dated 2/28/G6
NSA €S8 Policy Manual No. 3-18, dated 5 August 2005

NCSC-1 - National Policy for Safeguard and Confrol of COMSEC Material Communications
Security Classification Guide, 1/8/87

NASA Space Network Security Classification Guide, 4/4/08, Version 1.1

GPR 1600.1, Goddard Security Requirements, 4/2/08

NPR 1600.1, NASA Security Program Procedural Requirements w/Change 1, 11/8/05

NPD 1800.20, NASA Security Policy Revatidated 2/1/08

NP 1660.1, NASA Counterintelligence (Cl} Policy 2/27/02

NPR 1680.1, NASA Counterintelligence (C1)/Counterterrarism {CT) Procedural Requirements 12/21/04
10. NPR2810.1, NASA Security of information Technology, Revalidated 5/18/06

11, NPD 2810.1C, NASA information Security Policy 4/7/04

12. OMB Circular A 130 Appendix li, Security of Federal Automated Information Rescurces

13. Computer Security Act of 1987, as amended

@ 1o

LCoND oA

Any employee, who observes or becomes aware of the deliberate or suspected compromise of classified national security information, shall
promptly report such information perscnally to the GSFC Counter Intelligence (CH) Office. If Sensitive but Unclassified (SBU) information
appears compromised by or on behalf of foreign or domestic powers, arganizations or persons, employees shall report such information fo
the GSFC C1 Office. if an employee becomes aware of information pertaining fe international or domestic terrorist activities, employees shail
also report to the GSFC Cl Office. If the information indicates a computer compromise or other cyber intrusion, the Office

of Inspector General shall be promptly notified.

" Mo
14. ADDITIONAL SECURITY REQUIREMENTS. Recuirements, in addition i NISFOM requirements, are established for this contract. (If Yes, idenfdy the ﬁ Yes X Ng
pertinent contractual clauses i the cortract document fself, or provide any appropriafe statement which ident¥es the sdditoral requirements. Frovide
& copy of the reguiraments to the cogrizant securly office. Use ifem 13 If additiona? space is nesded j

15. INSPECTIONS. Elements of this contract are outside the inspaction responsibility of the cogrizant securily ofice. (If Yes, explain and identify specific D Yes X Ne
areas or plements carved out and the activlly responsibie for inspactions. Use em 13 # additional space s needsd.}

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below,

a  TYPED RAME OF CERTIFYING OFFICIAL b. TITLE ¢ TELEFHONE {fnchide Ares Code)
Pamela A. Starling nformation/Industrial Security Specialist 301-286-6865

d. ADDRESS {tciude Zip Code) 17. REQUIRED DISTRIBUTION

MNASA/Goddard Space Flight Center X a. CONTRACTOR

Code 240 (I suscontracror

Greenbelt, MD 20771 X o, COONIZANT SECURITY OFFICE EOR PRIVE AND SUBCONTRAGTOR

D d. U5 ACTIITY RESPONSIBLE FOR OVERSEAS SECURITY ADMBISTRATION

e SIGNATURE
/ . X e, ADMINSTRATIVE CONTRACTING OFFICER
Wé : Xt OTHERS A5 NECESSARY NASA HQ and GSFC PAQ. Code 130
v
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