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DATA REQUIREMENT

A. ITEM NO.
CONTRACT APPLICATION INFORMATION FOR DRL: DRD-MS-21 DRD-MS-21
B. LINE ITEM TITLE: IT Security Plan
C. OPR. D. TYPE E. INSPECT/ F. FREQ. G. INITIALSUB. | H. AS OF DATE
ACCEPT
IT-B 1 2 AR See Block 8.
J. REMARKS:
Type D electronic versions shall be compatible with Microsoft Office software. Contractor format is
acceptable.
K. DISTRIBUTION TOTALS
IT-B (1D) NO. TYPE
OP-IMCS CO (1D) (signed signature page(s) only) 2 D
DATA REQUIREMENT DESCRIPTION
1. TITLE: 2. NUMBER
IT Security Plan
3. USE: 4. DATE
To allow the Government to monitor compliance with NPR 2810.1A. 5. ORGANIZATION
7. INTERRELATIONSHIP 6. REFERENCES
PWS 1.5 ITS SOP-0018
NPR 2810.1A

8. PREPARATION INFORMATION
If the contractor intends to connect any system to the NASA network, a fully certified and accredited IT
security plan for that system must be in place prior to the connection being made.

For each system and service provided by the contractor in performance of this contract, the contractor shall establish,
maintain, and implement IT Security plans in accordance with NASA Procedural Requirements (NPR) 2810.1A, as
supplemented by Appendix 10, IT Security Implementation Guide.

See Chapter 5 of the NPR 2810.1A (Security of Information Technology) and ITS SOP-0018 for information required in
this plan.

Each plan shall include, at a minimum:

a. Aniinitial risk assessment, documentation of results, and resultant IT Security Plan(s) in accordance with the IT
security requirements in effect at the Center.

b. Description of how the integrity, availability, and/or confidentiality of information and IT resources will be protected,
including protection (disclosure) from the subject contractor. IT resources include, but are not limited to:

I. CBACS

ii.  Data Center

iii.  Institutional Computer Networks

iv.  Kennedy Voice Communication Services

v.  Visual Imaging and Timing Communication Services
vi.  Transmission System Services

vii.  Any contractor provided system containing NASA data
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