Network Discovery, Characterization, and
Prediction: A Grand Challenge LDRD

Because our real adversaries are networks

The Network Threat 3
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Discovery, Characterization, & Prediction

* Vision: Defeal the network
= Fnable analysts to discover, characterize, and undersfand adversarial networks
buried in massive amounts of data.

= Deliver orders of magnitude improvement in analysis capability.

— Transtorm the way analysts and decision-makers address threats to national security
= Ulse all the massive, diverse data that has been collected
+ Gain insight in time to do something about it
= Make knowalde, the anknown unknowns

* Approach and Scope
— The analyst is pivotal — human creativity, insight, perspective and judgment are
critical for the analysis process

— Develop enabling, graph-based technologies, recogniring trom the start, that we
are dealing with graphs of onmanageable size

— Leverage a close partnership between an analyst community with needs and
a research community with significant capability

— Focus on bwo domains
= Proliferation analysis
= Cyber-intrusion analysis

~ Research & develop a coordinaled, iterative series of protolypes

Sandia Has Unique Capabilities
* Specialired technology
* [nformation visualization

* High-performance graph queries & algorithms
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= Advanced algebraic analysis algorithms
# Metwork prediction & analysis
* Drganizational expertise
* High-performance compuling
* Technical intelligence analysis
& Oinly DOE discrele math research depariment
= Human factors
= [Jala managemenl

* Strategic commitment fo parinering
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Merge Advanced Sandia Capabilities lL
¢ Fast graph algorithms Wi -
- Find subsets, patterns, trends in large data sets .
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- Rank importance, find missing relationships, dimensionality reduction, - '
lemparal analvsis, trends fus
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» Statistics and uncertainty a
— Characlerize dalasels, quantify anomalies, model and communicate uncertainty E -
s Advanced visualization "
— Communicate with user, facilitate exploration and serendipitous discovery
* Predictive modeling
— Suppaort interpretation, suggest likely evolution
¢ [ntegration
— Titan framework, enable usability, interactivity al scale
Cyber Analysis Prototype, Use Case:
What “payloads” were exfiltrated?
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Cyber Analysis Prototype: Use Case 4:
Analyst needs suspicious (oul of the “norm™) behaviors *ilagged” for further exploration
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