Conput erization of Bl ood Establishnments (9/8/89)

Dat e: Sept enber 8, 1989
From Director, Center for Biologics Evaluation and Research
Subj ect : Requi renments for Conputerization of Bl ood

Est abl i shnment s
To: Al'l Registered Blood Establishnments
. 1 NTRODUCTI ON

This menorandumis intended to provide further guidance on the
use of computer systens in registered bl ood establishnents as
previously addressed in a menorandum dated April 6, 1988.

Conmput er systens are being enployed nore frequently in bl ood
establ i shnents, not only for recordkeeping, but for activities
intimately involved in processes and procedures integral to the
col l ection, processing, storage and distribution of blood and

bl ood components. Wen personnel depend on the conputer systemin
maki ng deci sions regarding the suitability of donors and the

rel ease of blood or blood products for transfusion or further
manuf acture, the computer systemis considered to have "contro
functions. "

Conput er systens which performcontrol functions are subject to
current good manufacturing practices, 21 CFR 211 and 606.
Conmput er systens, both hardware and software, enployed in the
performance of these control functions fall within the nmeaning of
21 CFR 606. 60 (Equi prent) and 21 CFR 211.68 (Autonmtic,

nmechani cal, and 21 CFR 606. 160 (Records).

Comput er software used for retention of data relating to donor
suitability and deferral, bl ood processing (including testing),
conponent preparation, storage or disposition is subject to al
recordkeepi ng requi rements applicable to nanual systens as
prescribed by 21 CFR 606. 160 (Records).

Bl ood establishnents using conputer systens in control functions
nmust assure that the conputer system perforns consistently and as
required in neeting all user requirements. Docurentation of
validation criteria and procedures nust be maintained, and
conputer systens installed or nodified after the date of this
menor andum shoul d not be incorporated into daily operations

wi thout initial acceptance testing and nanagenent review. The

vol ume and type of docunentation required to validate the
conputer systemw |l vary according to the nature and extent of
the control functions and the degree of reliance placed on the
conputer systemduring critical steps in use. Docunentation
shoul d clearly show that all conmponents of the computer system
have been qualified and operate properly before fina

i mpl enentation of the total conputer system For systens that are



currently installed, retrospective revi ew nust denonstrate
conpliance with 21 CFR 606. 60 and 21 CFR 606. 160. Docunentati on
nust al so denonstrate that the conputer system has been properly
chal | enged and that conversion to and reliance on the system does
not contribute to the release of unsuitable blood products.

1. STANDARD OPERATI NG PROCEDURES

The following itenms nmust be incorporated into standard operating
procedures and be avail able for review during establishnment
i nspections of all registered bl ood establishnments:

1. Procedures relating to integration of the conmputer
systeminto operations.

2. Procedures for reverting to manual procedures when the
systemis not functioning.

3. Back-up procedures for data storage including
frequency and the disaster recovery plan.

4. Procedures for the partial or conplete shutdown of
the systemor its interfaces to ensure the integrity of
data and to docurment proper functioning of the system
after restarting.

5. Mai ntenance procedures for hardware and software.

6. Security procedures to prevent unauthorized entry
and physical access to the conputer system

?. Validation protocols followed to i ndependently test
and chal l enge the critical functions and procedures.

8. Procedures for the active review of system
functioning and tinely correction of errors.

9. Procedures for control of changes in
har dwar e/ sof t war e

10. Procedures for initial and continued training of
per sonnel

[11. RECORDKEEPI NG

Regi st ered bl ood establishnments nmust nmintain records of the

out cones of procedures outlined in Il above including
identification of personnel involved in perforning and revi ewi ng
t he procedures. These records nmust be in conpliance with 21 CFR
606. 160 and available for review at the tine of inspection.

V. ESTABLI SHVENT LI CENSE APPLI CATI ONS/ AVENDVENTS

Bl ood establishnents are responsi ble for assuring that the



conputer systemrepeatably and reliably perfornms as intended.
For

LI CENSED est abli shnents only, the use of conputers in control
Functions constituted a change that nust be reported to the
Director, CBER [2I CFR 601.12 (a)].

The followi ng informati on should be subnmitted by |icensed
establishments in the formof amendnents to their establishnment
i cense applications. Subm ssions should be directed to the
Director, CBER, through the Division of Product Certification
(HFB-240), 8800 Rockville Pike, Bethesda, MD 20892 within 90
days of the date of this menorandum

1. ldentification of the source(s) of the application
software used in control functions and the current
version(s) in use.

2. A description of the control functions to be
performed by the conputer system

V. QUESTI ONS AND COMMENTS

Pl ease refer questions concerning licensing to the Division of
product Certification, HFB-240, (301) 443-5433. Ot her questions
shoul d be referred to the division of Blood and Bl ood Products,
HFB- 400, (301) 496-4396.

Paul D. Parkman, M D.



