Internal Control:

Supplement on Internal Auditing

Effective date May 2006

Section A.1010.1

Theinformation in the first part of this sectionis
reprinted from a publication of the Bank
Administration Institute (BAI), entitled “ State-
ment of Principle and Standards for Internal
Auditing in the Banking Industry.” The second
part of this section reproduces appendixes A and
B from the February 9, 2006, Interagency
Advisory on the Unsafe and Unsound Use of
Limitation of Liability Provisions in External
Audit Engagement Letters. (See section 1010.1
of this manual.)

A STATEMENT OF PRINCIPLE
CONCERNING INTERNAL
AUDITING IN THE BANKING
INDUSTRY

Internal auditing is that management function
which independently evaluates the adequacy,
effectiveness and efficiency of the systems of
control within an organization and the quality of
ongoing operations.

The systems of control comprise the plan of
organization and al methods and measures
designed to:

* Provide reasonable assurance that assets are
safeguarded, information (financial and other)
istimely and reliable, and errors and irregul ari-
ties are discovered and corrected promptly.

 Promote operational efficiency.

» Encourage compliance with manageria poli-
cies, laws, regulations, and sound fiduciary
principles.

Ongoing operations comprise all activities
involved in the conduct of the organization's
business.

The internal auditor is accountable to the
board of directors and executive management.
This accountability precludes the auditor from
organizational relationships that may conflict
with the need for independence.

STANDARDS OF INTERNAL
AUDITING IN THE BANKING
INDUSTRY

Organization Standards

1. The organization shall have an internal audit
function responsible for evaluating the ad-
equacy, effectiveness and efficiency of its
systems of control and the quality of ongoing
operations.

2. The organization shall maintain an environ-
ment within which the auditor has the
freedom to act.

3. The organization shall allocate sufficient
resources to the audit function to enable it to
conform to the standards of internal auditing.

4. The organization shall require management
to respond formally to adverse audit findings
and to take appropriate corrective action.

5. The organization's systems of control shall
include measurement of audit effectiveness
and efficiency.

Personal Standards

1. An internal auditor shall have adequate
technical training and proficiency.

2. An internal auditor shall maintain a suf-
ficiently independent state of mind to clearly
demonstrate objectivity in matters affecting
audit conclusions.

3. An internal auditor shall respect the confi-
dentiality of information acquired while
performing the audit function.

4. An interna auditor shall only engage in
activitiesthat do not conflict with the interests
of the organization.

5. An internal auditor shall adhere to conduct
that enhances the professional stature of
internal auditing.

6. Aninternal auditor shall exercise due profes-
sional care in the performance of al duties
and in the fulfillment of all responsibilities.

Performance Standards

1. The interna auditor shall prepare a forma
audit plan that covers all significant organi-
zational activities over an appropriate cycle
of time.

2. The audit plan shall include an evaluation of
controls within new systems and significant
modifications to existing systems before they
become operational.

3. Audit procedures shall provide sufficient and
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competent evidential matter to support con-
clusions regarding the adequacy, effective-
ness and efficiency of the systems of control
and the quality of ongoing operations.

4. The organization of the audit function and
related administrative practice shall provide
for the proper supervision of persons perform-
ing audits and for the proper review of work
performed.

Communication Standards

1. The auditor shall prepare a forma report on
the scope and results of each audit performed.

2. Each audit report shall contain an opinion on
the adequacy, effectiveness and efficiency of
the systems of control and the quality of
ongoing operations; the degree of compli-
ance with previously evaluated systems of
control; or an explanation of why an opinion
cannot be expressed. When an adverse
opinion is expressed, the report shall contain
a statement about the exposures that may
exist in the absence of corrective action.

3. Theauditor shall communicate audit findings
in a timely manner to the managers respon-
sible for corrective action.

4. At least once each year the auditor shall
make a summary report of audit activities to
the board of directors and executive manage-
ment. The report shall include an opinion on
the overall condition of the organization's
controls and operations.

COMMENTARY

The following comments are presented in order
to promote the acceptance of the * Statement of
Principle and Standards for Internal Auditing in
the Banking Industry,” to provide a context for
the application of its concepts and to enhance
the understanding of interna auditing. It is
intended that the statement and the commentary
will serve as abasis for the continuing advance-
ment of the profession’s influence and service.

Internal Auditing as a Discipline

Interna auditing is developing abroader perspec-
tive by recognizing that all operations are
properly subject to control and within the scope
of auditing. The internal auditor’s concern for

control should extend beyond accounting mat-
ters. This broader concept better serves the
board of directors and executive management to
whom the internal auditor is accountable. Bank
Administration Institute believes the systems of
control and ongoing operations, as defined
herein, provide a preferred perspective for
discussing internal auditing within the frame-
work of the auditing discipline taken as awhole.

Concepts of Control

The systems of control exist to assure the
achievement of intended results, to promote
operating efficiency and to encourage compli-
ance with policies and other established con-
straints. Although internal auditors have a
definite interest in verifying the results of busi-
ness activity, their primary concern must be the
continuing effectiveness of the systems of control
that influence business results. The important
qualities that must be evaluated are adequacy,
effectiveness and efficiency.

In evaluating adequacy, the auditor analyzes
systems to determine that they include design
features proper to the circumstances and reason-
ably sufficient to effect control. The evauation
of adequacy begins with the comparison of
“what should be” to “what is” Initia audits
and audits of proposed procedures or organiza-
tion structures focus primarily on the adequacy
of control.

In evaluating effectiveness, the auditor mea-
sures the degree of compliance with control
features and the extent to which compliance
serves the intended purposes. The question that
must be answered is: ‘Do the controls work?’

In evaluating efficiency, the auditor judgesthe
practicality of controls in terms of their cost
relative to their intended benefit. It is not
intended that the auditor should evaluate ad-
equacy or effectiveness in absolute terms, nor is
it intended that the auditor judge efficiency in
absolute terms. An internal auditor’s evaluation
of efficiency is restricted to the controls them-
selves and does not extend to the measures of
operating performance associated with the func-
tioning of such controls. In judging efficiency,
the internal auditor must conclude whether the
benefits provided by the controls exceed their
cost.

The systems of control and not the audit
function:
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* Provide reasonable assurance that assets are
safeguarded, information (financial and
other) is timely and reliable, and errors and
irregularities are discovered and promptly
corrected.

May 2006

Commercial Bank Examination Manual
Page 2.1



Internal Control: Supplement on Internal Auditing A.1010.]

+ Promote operational efficiency. Ongoing Operations
« Encourage adherence to managerial policies,

laws, regulations and sound fiduciaryManagement must evaluate the quality of oper

principles. ations based on information provided by the

control systems. Adequate control systems prc

Those members of managementwhoarerespogiuce sufficient information to reliably appraise
sible for policy implementation are also responoperations. To confirm that the control system:
sible for the design and the maintenance of thgre adequate and effective, the internal auditc
systems of control. Internal auditors are responshould independently evaluate the quality of
sible for that management function which inde-ongoing operations. Only ongoing operations
pendently evaluates the adequacy, effectivenesave future significance.
and efficiency of the systems of control. Internal  |nternal auditors should express their opinior
auditors should make sure that those who relgn whether the quality of ongoing operations is
on their opinions understand that no practicagatisfactory or unsatisfactory. Satisfactory oper
system can guarantee the quality of futureitions are those which, in the opinion of the
performance. auditor, require no extraordinary intervention by

Controls act as a positive force to facilitateexecutive management or the directors. Cor
successful operations as well as a negative on@rsely, unsatisfactory operations require extrz
that restricts activities. Accordingly, the auditorordinary intervention before appropriate reme
should evaluate control systems in terms of th@jal action is likely to occur. A qualified opinion
incentives they provide as well as the sanctionsnay be expressed by citing specific exception

Safeguarding assets relates to physical, legad satisfactory operations. Auditors may asses
and all other protective means by which thehe quality of operations more precisely anc
organization assures the full realization of itseport on grades of quality, provided the grade:
resources. are clearly understood by management.

All information should be subject to the Circumstances may preclude the auditor fron
systems of control. Timely information is thatforming an opinion on the quality of ongoing
which anticipates a decision need and is avaibperations. This, by itself, is significant becaus:
able to the persons who will use it when theythe information provided by the control systems

need it. Reliable information provides a soundshould be adequate for the evaluation of ongc
basis for decision because of the authenticitihg operations.

of its source, the manner in which it is
recorded and the form and content of its
presentation. .
The systems of control must detect and corAccountability
rect errors and irregularities when preventive
controls fail. Sound systems of control containrAccountability refers to the measures of effec:
safeguards that will counteract failures in othetive audit performance. The organization stan
controls. dards of this statement define the condition
The systems of control should promotenecessary to hold the auditor accountable for th
operational efficiency. The features of controbther standards.
systems that promote operational efficiency Only the board of directors can protect the
include the processes used to select and traauditor's need for independence; consequentl;
personnel, establish procedures, set performanttee board should be the final judge of the
requirements, measure results and providauditor's performance. The fact that the proces
incentives. of measurement may be done through an auo
Managerial policies, laws, regulations andcommittee does not alter the auditor’s ultimate
sound fiduciary principles establish boundsaccountability to the board.
within which the organization can conduct its Both the auditor and executive managemer
business. The features of the control system th&tve received a delegation of authority from the
encourage compliance with these requirementsoard: management to design and maintain sy:
include the separation of duties, the employmerniems of control; the auditor to evaluate these
of persons likely to comply, the establishment osystems of control. Because the evaluation prc
authority limits and the communication of cess exists to serve the design and maintenan
expected conduct. responsibility, the auditor must also be account
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able to executive management. This accountabil- Budgeting should be based on a complete
ity, however, does not create the usual corollarplan of audit that demonstrates fulfillment of the
right of the executive to directly apply sanctionsorganization’s audit needs and adherence to the
or to otherwise restrict the auditor’s functionalstandards of internal auditing. In committing
independence. Such action, if necessary, mustsources to the internal audit function, the
be decided by the board. organization should expect the auditor to prop-
The auditor should be mindful that the auditerly support requested allocations through the
function serves many users. The auditor has a@stablished budget process.
obligation, if not accountability, to those users. The audit process is not complete until the
The auditor’s personal relationship with othersauditor is satisfied that audit findings have
should be characterized by integrity, open comreceived appropriate attention. By requiring man-
munication and mutual respect. User satisfaagement to respond formally to audit findings,
tion should be an important consideration in théhe organization contributes to the effectiveness
board’s evaluation of audit performance. of the audit function and increases the likelihood
Independence is a matter of personal qualityhat the findings will receive appropriate attention.
rather than of rules. The auditor’s relationships, The organization should measure the perfor-
as indicated by the plan of organization and bynance of its internal audit function in relation to
the way in which the work is conducted, mustthe timeliness, efficiency and the quality of its
always be such that a presumption of indeperwork. Timeliness is indicated by scheduling the
dence logically follows in the mind of the work in recognition of risk assessments and by
observer. the prompt issuance of reports. Efficiency is
indicated by completing the work within the
time budgeted. An efficient internal audit pro-
gram also minimizes the time required by exam-
iners and public accountants without affecting
. L . . adequate coverage. Formal work programs,
A banking organization can best evidence 'tal/orlgpapers and thge form and contentpof rgeports
support and commitment to the professionaljence the quality of an audit function. The
standards of internal auditing by formally adopt-anization should consider using the opinions
ing these standards. __formed by bank examiners, certified public
The organization standards are prerequisiteg:countants and other professional auditors to
to the personal, performance and communicgsgsist in this performance evaluation. Smaller

tion.standards. The simply state that an interngj;nks may find the services offered by their
auditor cannot be accountable for adherence %rrespondents include such evaluations.

the other standards without the necessary
resources and support of the organization.
Many banks cannot afford the services of a
competent and independent internal auditor. lPe€rsonal Standards
should be clearly understood that those banks
are not in compliance with these standard€?ersonal standards relate to the qualifications of
Their directors and executive management, therauditors, the quality of audit practice and the
fore, bear the burden of providing additionalrules of professional conduct. They concern all
supervision to assure the adequacy, effectivggersons who apply audit procedures under a
ness and efficiency of the systems of control andelegation of authority from the board to sup-
the quality of ongoing operations. port conclusions regarding the systems of con-
The organization shall provide and maintairirol. Personal standards are prerequisites to per-
an environment within which the internal audi-formance and communication standards.
tor has the freedom to act. Persons whose dutiesAll persons engaged in the practice of internal
and responsibilities are subject to audit cannatuditing shall have the technical training and
have the authority to regulate the scope of audjiroficiency necessary to conduct their audit
work nor the procedures considered necessaduties in accordance with these standards. Tech-
by the auditors. The auditor’'s responsibility tonical training and proficiency are separate require-
independently evaluate the systems of contrahents. Technical training relates to education;
must carry with it the authority to set the scopeproficiency relates to the skill and judgment
and choose the means of examination. acquired through experience.

Organization Standards
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The qualified internal auditor will have suc- Banking organizations properly require all
cessfully completed a course of study and trainemployees to honor the confidentiality of finan-
ing in disciplines having audit significance andcial and other information obtained during their
will understand their application to banking.employment. This requirement is all the more
These disciplines include the principles ofimportant for internal auditors because of the
accounting, auditing, economics, finance, opemature and scope of their work. Confidentiality
ations analysis, management, statistics, commeatso applies to the judicious use of information
cial law and computer science. within the organization.

Experience is gained by working under the An internal auditor should not accept employ-
close supervision and review of an experiencethent or participate in activities that compete ol
professional. This relationship should make thetherwise oppose the lawful objectives of the
job itself a vehicle for seasoning and refining theorganization. Loyalty reflects integrity and cred-
technical training acquired through formal edu-bility. Relationships which may, even by impli-
cation. On-the-job training should be carefullycation, raise doubt concerning the auditor’s
planned and organized. Those responsible fdoyalty to the bank therefore must be avoided.
managing the audit function should define the All members of a profession owe allegiance
elements of knowledge and judgment that mayo their colleagues. The reputation of all depend
be gained from experience and establish a wap some degree on the conduct of each. Intern:
to measure the resulting proficiency. auditors develop professional recognition by

Proficiency is demonstrated by the propesupportingand participating in associations orgar
exercise of professional judgment. It is difficultized to serve their common needs. Each intern:
for users of professional services to accuratelguditor is also obligated to maintain proficiency
assess proficiency. Therefore, recognized profeand awareness through self-education.
sions, including internal auditing, provide certi- Due professional care imposes an ethice
fication programs for their practitioners. Eachobligation on all auditors to demonstrate com:
person engaged in the internal audit function capetency. Due care acts as a safeguard agair
demonstrate proficiency by earning a profesnegligence and oversight. Due professional car
sional designation such as chartered bank audit@pplies to the administrative practices that bez
certified internal auditor or certified public ac-on the quality of audit results as well as to the
countant. The last two designations, howevense of audit procedures that provide sufficien
require successful banking or related experienampetent evidence.
to demonstrate a practical knowledge of the Due professional care is a subjective standar
industry. based on reasonableness. The duty of due pr

The modern business environment demandgssional care requires the auditor to know the
that an internal auditor maintain proficiency byextent of reliance that others within the organi-
active participation in programs of continuingzation place on audit results. When such relianc
education and professional association. is unrealistic or misunderstood, the auditor

There is no concept more important to intershould resolve the misunderstanding and temp
nal auditing than independence. The essence ofirealistic expectations.
independence is intellectual honesty informing The organization should require the presente
conclusions and expressing opinions. Concluion of audit findings in a manner that convinces
sions must be reached fairly without bias or thenanagement that the auditor exercised due pr
propensity to prejudge circumstances. Opinionfessional care.
must be expressed forthrightly despite the con-
flicts that may arise. Although the appearance of
independence relies on a plan of organizatioRPerformance Standards
that grants the auditor freedom from conflicting
accountabilities, the actual attainment of indeThe audit plan should be written and presente
pendence depends solely on the individual. Thim a form that is suitable for critical review by
concept of independence is most fundamental taudit committees, certified public accountants
the definition and practice of auditing. regulatory examiners and others who must eva

Independence is not isolation. Auditors shouldiate the adequacy of audit coverage.
not allow their need for independence to inhibit An audit plan is based on a catalog of
the contacts and rapport necessary for a fullgxaminations that includes all significant activ-
effective audit function. ities of the organization classified by logical
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units for work scheduling. For example, demandievelop and maintain. Building adequate con-
deposit bookkeeping functions may be classifiettols within the original design is usually less
as three separate audits: overdraft control pracestly than adding them after the system is
tices, confirmation of balances and bookkeepingperational. The cost of evaluation, however, is
operations. usually no greater before implementation than

The frequency of audit should be determinedfter.
by reference to factors affecting risk, manage- The reliability of audit results depends on the
ment information, customer satisfaction and theharacter of supporting evidence. Audit proce-
need to create an awareness of audit presenckires should be selected and applied in a way
Risk assessment involves audit judgment regardhat assures such evidence is sufficient and
ing how often and to what extent the systems ofompetent.
control must be evaluated. The term “sufficient” as used here means that

In mature audit operations, the problem ofenough evidence is assembled to assure that
balancing audit objectives with audit resourcegudit conclusions are well founded. The internal
has usally been solved. Risk assessment in tleeuditor's determination of what constitutes
context of audit planning does not normallyenough evidence is a matter of professional
change in the near range. The audit plan for eaghdgment relative to the controls and operations
cycle does not prescribe a detailed listing ofinder evaluation. Frequently, sufficiency can be
tests and procedures to be applied. These tacticdémonstrated by the application of statistical
steps are to be found in the work program.  sampling techniques.

The audit plan, which usually represents work The term “competent” means relevant and
contemplated for the current year, should presentilid. Competent evidence has the requisite
the information necessary to schedule and assigbility to convince. Both the substance and the
the work. It should cover resources requireinterrelationship of evidence demonstrate com-
ments, administrative goals and objectives andetence. Whereas sufficient is a quantitative
the estimated costs of audit. Resource plansoncept, competent is a qualitative one.
identify the number of persons needed, schedule Competency for audit purposes depends on
their time (including such non-audit time asthe procedures used to obtain evidence. Direct
administration, vacation, lost days, staff trainknowledge, such as obtained by observation or
ing) and specify the level of ability. Administra- inspection, is more reliable than indirect knowl-
tive goals and objectives should reflect the auditdge, such as obtained by confirmation and
implications of conditions that influence theinquiry. Obtaining the most competent evidence,
organization. Audit costs should be identified inhowever, is not always feasible. Selecting and
sufficient detail to encourage the audit manageapplying those procedures that collectively pro-
tojustify their costand impact on the organizationduce the most competent evidence under the

While cost justifying the audit plan, the audi- circumstances demonstrates audits proficiency.
tor should recognize that the organization’s cost Audit work should be organized so that the
of control includes its cost of auditing. In certainobjectives at each level of detail are clearly
areas, efficiencies may best be achieved bgefined. Each phase of the work as well as the
strengthening the control systems as an alternaentribution of each person should be viewed by
tive to audit coverage. a superior. Audit management should review the

The audit plan shall include an evaluation ofaudit programs, questionnaires and other plan-
the adequacy of controls within new systemsing features for completeness, applicability and
and significant modifications to existing systemefficiency. The reviewer should be satisfied that
before they become operational. This evaluatiothose who perform field work understand the
should include the controls designed into theystems under examination and the audit proce-
conversion plan. Significant modifications aredures that have been selected for application.
those that affect controls to an extent that audit The auditor in charge of each assignment
concern is created regarding the organization'should perform a detailed review of the work as
resulting exposure to loss. it is completed. No work should be accepted

The second performance standard concernsiless it complies with the standard of evidence.
the timing of audit but not its scope. Identifying Audit management should conduct a compre-
significant changes and establishing audit prdaensive final review of the workpapers to deter-
cedures is a matter of individual audit judgmentmine that proper procedures were applied, suf-
Modern complex systems are expensive tficient evidence was assembled and all excep-
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tions were properly evaluated in terms of their “In our opinion (the audit subject’s) oper-
control significance. Audit management shouldting and accounting procedures include thos
also make interim field reviews. practices usually necessary to provide adequa
Reviews must be documented. All auditorsand efficient control. Also in our opinion, the
should appreciate the importance of the reviewlegree of compliance with such procedure:
process and perform their work in a manner thaerovided effective control during the (period of
facilitates review. Review serves as an educaudit). We found the quality of ongoing opera-
tional process as well as a control. Directors ofions satisfactory.”
banks employing only one auditor should super-
vise the auditor's work in a manner that pro- This opinion assumes the auditor has reviewe
vides a check on audit quality. the systems of control before they becam
operational and is satisfied that they include
design features proper to the circumstances ar
reasonably sufficient to effect control. The sec
ond sentence of the opinion addresses the degr
) o of compliance with control features previously
The auditor has a responsibility to report thgoyng adequate and efficient. Audits of opera
results of all audit work performed. Some auditigns that are subject to a common contro
tors prefer to_ report c_)nly significant exceptior_iS'system such as a typical branch bank audit nee
however, this practice reinforces a negativg ot include a review of the system each time :
view of the audit function. The auditor’s respon-ypjt qudit is performed. The auditor, however,
sibility to evaluate control systems and ongoinghqyid be satisfied that all modifications to the
operations carries with it an obligation to reporigyisting system that significantly affect control
the results of that evaluation. Without a reporthave peen evaluated.
management does not have positive assurancepgitors occasionally form adverse conclu-
that auditing is meeting its commitments. Consjgng concerning the adequacy, effectiveness
sequently, management can only assume thakiciency of the systems of control or the
adequate coverage is maintained and that t'?fuality of ongoing operations. In these cases
systems of control are functioning adequately[,hey should qualify their opinion and identify
effectively and efficiently. By implication, audit exposures that may exist in the absence c
reporting only on an exception basis extends theyrrective action. Risk measures the degree 1
auditor’s responsibility beyond what the actualynich exposures are uncontrolled. The applica
work can support and causes misunderstandingle equation is: Exposure minus control equal
Requiring auditors to express an opinion Ofisk. A calculated risk is taken only when the
the adequacy, effectiveness and efficiency of thexposure is fully identified and the implications
systems of control and the quality of ongoingof the lack of control are understood. To make
operations enables the board of directors, manRm adverse opinion clear and meaningful, there
agement and other interested parties to bett@re, the auditor must identify relevant expo-
judge the reliability of the control systems andsyres and explain their significance.
ongoing operations. This service is a natural Eyery audit report should identify the area
and logical part of the internal auditor's gydited and disclose all matters the audito
accountability. believes require responsive action by the recip
Expressing an opinion imposes a serious oblient. Auditors should clearly distinguish betweer
gation on the auditor. The requirement of duehose matters to which they take exception an
professional care extends to both the opiniothose that are reported for other reasons. Th
and the commentary supporting it. Clear identidegree of detail reported is largely a matter o
fication of the systems of control audited is thgudgment, influenced greatly by the preference
key to a meaningful opinion. of management. Some managements prefer
Each auditor should develop standard lanhave all audit findings reported no matter how
guage for rendering an opinion. Standardizatiominor. Others prefer only a general descriptior
of language minimizes misunderstanding andf significant findings. Auditors must bear in
promotes recognition of circumstances thainind that their ultimate accountability demands
require responsive action. that findings of major significance be brought tc
It is suggested that auditors develop theithe attention of executive management and th
opinion statement along the following lines:  board of directors.

Communication Standards
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The standards do not require the auditor tonote an understanding of the audit function and
recommend corrective action. In practice, howhow it serves the organization.
ever, auditors find that many managements In the summary report, the auditor should
expect suggestions for corrective action, particexpress an opinion on the overall condition of
ularly when the technincal aspects of controlshe organization’s controls and ongoing opera-
are involved. By suggesting corrective actiontions. The report should present all known
the auditor demonstrates a positive approach twontrol problems of significance as well as an
the organization’s problems. In making suggesevaluation of corrective action taken. Although
tions, auditors should recognize that their recthe report is formal, it should be presented
ommendations may not be the only means gbersonally to ensure proper interpretation and to
achieving the control purpose intended. Therovide the benefit that flows from the exchange
focus of concern should be the control purposef information and concerns.
and not the particular means selected from a
range of acceptable choices.

A draft of each audit report should be madd—raud and the Auditor's
available to the manager of those operationR€SpONSibility
under examination. Findings should be dis- o ) )
cussed with the manager before final issuance dihe auditor is charged with understanding the
the report. Any revisions should be similarlyPurposes of the business, the control practices
reviewed. The final report must clearly presentsually necessary to achieve them, and the type
audit findings and avoid language that mayf evidence that indicates they will continue to
imply a meaning inconsistent with the supportbe achieved. The following questions are pre-

ing evidence. A review and a discussion of théequisite to evaluating the systems of control:
draft assure this result. What is the purpose of the system? How is it

Auditors must establish the facts of theircontrolled? What can go wrong?
findings but do not have to obtain complete Audit proficiency includes the ability to eval-

management acceptance of their commentate fraud exposures. Sufficient information is

before issuing a report. Auditors should b vailable in the literature on auditing concerning

: : : ow frauds may be committed in banking. The
prepared for occasional conflictand disagreeme auditor should be familiar with that literature.

_ The ease with which auditors can refrieve o gustems of control and not the internal
information, support fact and amplify findings 5\t function provide the primary assurance

validates the adequacy and the quality of audif it fraud. Internal auditors, however, must

evidence. The extent to which aUd'torS 98Ny aluate the capability of the systems to achieve
acceptance of their comments ultimately meag 1 end. When in doubt, the auditor should
sures th_e effectlveness' of _|nternal auditing Ronsider applying additional procedures to deter-
contribution to the organization. mine if fraud has actually occurred.

The timeliness with which audit findings are |n fixing the internal auditor’s responsibility
reported is very important and often critical forfor detecting fraud, it should be recognized that
effective response. When timeliness is criticalihe internal auditor cannot be responsible for
the auditor should communicate findingsgetecting irregular transactions for which there
promptly and not await the preparation of gs no record, e.g., an unrecorded receipt of cash
formal report. Findings should be communi<rom a source for which there is no evidence of
cated to the manager whose operation is directlyccountability; an isolated transaction that does
affected. not recur, e.g., a single fraudulent loan; or

The extent and frequency of audit reportsrregularities that are well concealed by collu-
required by the board of directors varies with thesion. However, in the usual course of the audit
organization. At least annually, however, thecycle, the internal auditor should detect irregu-
auditor shall formally report to the board oflarities that significantly affect the financial
directors and executive management. The boasiatements, repeatedly follow a suspicious pat-
of directors and executive management artern of concurrence, or those that can be detected
entitled to a report that measures audit perforby a reasonable audit sampling. Internal auditors
mance against plan and provides informatiomust also accept responsibility for those irregu-
normally required to establish accountabilitylarities that result from their failure to report
The auditor should use this opportunity to proknown weaknesses in the systems of control.
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In judging the preventive capacity of theany damagesexcept to the extent determined to
control systems and the internal auditor’s resporiiave resulted from willful misconduct or fraudu-
sibility, the principle of relative risk should not lent behavior by the audit firm.
be ignored, namely, costs must be balanced
against intended benefit. Example: In no event shall [the audit firm] be
liable to the Financial Institution, whether a
claim be in tort, contract or otherwise, for any
consequential, indirect, lost profit, or similar
damages relating to [the audit firm's] services

rovided under this engagement |etter, except to

Professional internal auditors can contribute e extent finally determined to have resulted
wealth of information to their organizations OVert-om the willful misconduct or fraudulent

?‘”d above the assurance they provide by eva.luq}éhavior of [the audit firm] relating to such
ing the quality of control systems and 0NgoiINGervices.

operations. The word, “audit,” comes from the

Latin word, audire, meaning to hear. Internal

auditors should be good listeners and observers.

They should demonstrate an in-depth unde2. “No Damages” Provision

standing of the strengths and weaknesses of the

organization, the accomplishments and current In this type of provision, the financial institu-
problems of its departments, the quality of itgion agrees thatn no event will the external
services, the pride and concerns of its peoplaudit firm'’s liability include responsibility for
and the efficiencies and diseconomies of itany compensatory (incidental or consequential
operations. In turn, executives and directorslamages claimed by the financial institution.
should listen to professional internal auditors

and capitalize on their observations. Example: In no event will [the audit firm's]
liability under the terms of this Agreement
include responsibility for any claimed incidental
or consequential damages.

CONCLUSION

EXAMPLES OF UNSAFE AND
UNSOUND LIMITATION-OF-
LIABILITY PROVISIONS 3. “Limitation of Period to File

The following information was contained in Claim” Provision

appendix A of the February 9, 2006, interagency

advisory. In this type of provision, the financial institu-
tion agrees thato claim will be asserted after a

Presented below are some of the types dixed period of time that is shorter than the

limitation-of-liability provisions (with an applicable statute of limitations, effectively

illustrative example of each type) that the agenagreeing to limit the financial institution’s rights

cies observed in financial institutions’ externaln filing a claim.

audit engagement letters. The inclusion in

external audit engagement letters or agreemerftxample: It is agreed by the Financial Institu-

related to audits of any of the illustrative provi-tion and [the audit firm] or any successors in

sions (which do not represent an all-inclusiventerest that no claim arising out of services

list) or any other language that would producegendered pursuant to this agreement by, or on

similar effects is considered an unsafe andehalf of, the Financial Ingtitution shall be

unsound practice. asserted more than two years after the date of
the last audit report issued by [the audit firm)].

1. “Release from Liability for _ _ _
Auditor Negligence” Provision 4, “I__osses O(_:c_urrlng During Periods
Audited” Provision
In this type of provision, the financial institu-
tion agreesot to hold the audit firm liable for  In this type of provision, the financial institu-

Commercial Bank Examination Manual May 2006
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tion agrees that the external audit firm'’ s liability
will be limited to any losses occurring during
periods covered by the externa audit, and will
not include any losses occurring in later periods
for which the external audit firm is not engaged.
This provision may not only preclude the col-
lection of consequential damages for harm in
later years, but could preclude any recovery at
all. It appears that no claim of liability could be
brought against the external audit firm until the
externa audit report is actually delivered. Under
such a clause, any claim for liability thereafter
might be precluded because the losses did not
occur during the period covered by the external
audit. In other words, it might limit the external
audit firm’s liability to a period before there
could be any liability. Read more broadly, the
external audit firm might be liable for losses that
arise in subsequent years only if the firm
continues to be engaged to audit the client’'s
financial statements in those years.

Example: In the event the Financial Institution
is dissatisfied with [the audit firm's] services, it
is understood that [the audit firm's] liability, if
any, arising fromthis engagement will be limited
to any losses occurring during the periods
covered by [the audit firm' 5] audit, and shall not
include any losses occurring in later periods for
which [the audit firm] is not engaged as auditors.

5. “No Assignment or Transfer”
Provision

In this type of provision, the financial institu-
tion agrees that it will not assign or transfer any
claim against the external audit firm to another
party. This provision could limit the ability of
another party to pursue a clam against the
externa auditor in a sale or merger of the
financial ingtitution, in a sale of certain assets or
aline of business of the financial institution, or
in a supervisory merger or receivership of the
financial ingtitution. This provision may aso
prevent the financial institution from subrogat-
ing a claim against its external auditor to the
financial institution’sinsurer under its directors
and officers' liability or other insurance coverage.

Example: The Financial Institution agrees that
it will not, directly or indirectly, agree to assign
or transfer any claim against [the audit firm]
arising out of this engagement to anyone.

6. “ Knowing Misrepresentations by
Management” Provision

In this type of provision, the financial institu-
tion releases and indemnifies the externa audit
firm from any claims, liabilities, and costs
attributable to any knowing misrepresentation
by management.

Example: Because of the importance of oral and
written management representations to an effec-
tive audit, the Financial Institution releases and
indemnifies [the audit firm] and its personnel
from any and all claims, liabilities, costs, and
expenses attributable to any knowing misrepre-
sentation by management.

7. “ Indemnification for Management
Negligence” Provision

In this type of provision, the financial institu-
tion agrees to protect the external auditor from
third-party claims arising from the external audit
firm's failure to discover negligent conduct by
management. It would also reinforce the defense
of contributory negligence in cases in which the
financia institution brings an action against its
external auditor. In either case, the contractual
defense would insulate the external audit firm
from claims for damages even if the reason the
external auditor failed to discover the negligent
conduct was a failure to conduct the external
audit in accordance with generaly accepted
auditing standards or other applicable profes-
sional standards.

Example: The Financial Institution shall indem-
nify, hold harmless and defend [the audit firm]
and its authorized agents, partners and employ-
ees from and against any and all claims, dam-
ages, demands, actions, costs and charges aris-
ing out of, or by reason of, the Financial
Ingtitution’s negligent acts or failure to act
hereunder.

8. “Damages Not to Exceed Fees
Paid” Provision

In this type of provision, the financial institu-
tion agrees to limit the external auditor’s liabil-
ity to the amount of audit fees the financial
institution paid the external auditor, regardless
of the extent of damages. This may result in a

May 2006
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substantial unrecoverable loss or cost to the
financial institution.

Example: [ The audit firm] shall not be liable for
any claim for damages arising out of or in
connection with any services provided herein to
the Financial Institution in an amount greater
than the amount of fees actually paid to [the
audit firm] with respect to the services directly
relating to and forming the basis of such claim.t

FREQUENTLY ASKED
QUESTIONS ON THE
APPLICATION OF THE SEC's
AUDITOR-INDEPENDENCE
RULES

The following information is contained in
appendix B of the February 9, 2006, interagency
advisory.

Question?

Inquiry was made as to whether an accountant
who certifies financial statements included in a
registration statement or annual report filed with
the commission under the Securities Act or the
Exchange Act would be considered independent
if he had entered into an indemnity agreement
with the registrant. In the particular illustration
cited, the board of directors of the registrant
formally approved the filing of a registration
statement with the commission and agreed to
indemnify and save harmless each and every
accountant who certified any part of such state-
ment “ from any and all losses, claims, damages
or liabilities arising out of such act or acts to
which they or any of them may become subject
under the Securities Act, as amended, or at
‘common law, other than for their willful mis-
statements or omissions.”

Answer

When an accountant and his client, directly or
through an affiliate, have entered into an agree-

1. The agencies also observed a similar provision that
limited damages to a predetermined amount not related to fees
paid.

2. The subtitles in this section have been revised for this
manual.

ment of indemnity which seeks to assure to the
accountant immunity from liability for his own
negligent acts, whether of omission or commis-
sion, one of the major stimuli to objective and
unbiased consideration of the problems encoun-
tered in a particular engagement is removed or
greatly weakened. Such condition must fre-
quently induce a departure from the standards of
objectivity and impartiality which the concept of
independence implies. In such difficult matters,
for example, asthe determination of the scope of
audit necessary, existence of such an agreement
may easily lead to the use of less extensive or
thorough procedures than would otherwise be
followed. In other casesit may result in afailure
to appraise with professional acumen the infor-
mation disclosed by the examination. Conse-
quently, the accountant cannot be recognized as
independent for the purpose of certifying the
financial statements of the corporation.

Question

Has there been any change in the commis-
sion’s long-standing view (Financial Reporting
Policies—Section 600—602.02.f.i., “ Indemnifi-
cation by Client”) that when an accountant
enters into an indemnity agreement with the
registrant, his or her independence would come
into question?

Answer

No. When an accountant and his or her client,
directly or through an affiliate, enter into an
agreement of indemnity that seeksto provide the
accountant immunity from liability for hisor her
own negligent acts, whether of omission or
commission, the accountant is not independent.
Further, including in engagement | etters a clause
that a registrant would release, indemnify or
hold harmless from any liability and costs result-
ing from knowing mi srepresentations by manage-
ment would also impair the firm’ sindependence.3

3. U.S. Securities and Exchange Commission; Office of the
Chief Accountant: Application of the Commission’s Rules on
Auditor Independence—Frequently Asked Questions; Other
Matters, Question 4 (issued December 13, 2004).
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