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1 Introduction

The business of the Food and Drug Administration (FDA) is extremely information intensive. In
recognition of this fact and of the potential benefits offered by information technology for
information management, the FDA has undertaken a number of projects supporting the electronic
submission of text and data from the industries it regulates.

One of these projects entails the establishment of an Agency-wide solution for accepting
electronic regulatory submissions, referred to as the FDA Electronic Submissions Gateway (FDA
ESG). The FDA ESG enables the submission of regulatory information for review. The overall
purpose of the FDA ESG is to provide a centralized, agency-wide communications point for
securely receiving electronic regulatory submissions. The new Agency Gateway will enable the
FDA to process regulatory information through automated mechanisms while it enables:

e A single point of entry for receiving and processing all electronic submissions in a highly
secure environment.

e Automating current electronic processes such as the electronic acknowledgment of
submissions.

e Supporting the electronic Common Technical Document (eCTD).

The electronic submission process is defined as the receipt, acknowledgment, routing, and
notification to a receiving Center of the receipt of an electronic submission. In this definition,

e "Receipt" means transfer of a submission from a sender’s system to a temporary storage
area in the FDA ESG.

e "Acknowledgment" to the sender that the submission was sent from the sender’s system
and received by the Gateway.

e "Routing" refers to delivering a submission to a Center-level storage area and initiating a
load process to place a submission into a Center receiving system

¢ "Notification" of a submission’s arrival is made to those individuals responsible for the
Center’s receiving system.

e Each of these terms denotes a step in the process of electronic submission delivery, and
together, these steps comprise the whole scope of electronic submission delivery.

The FDA ESG is the central transmission point for sending information electronically to the FDA.
Within that context, the FDA ESG is a conduit, or "highway", along which submissions travel to
reach their final destination. It does not open or review submissions; it merely routes them to the
proper destination.

The FDA ESG uses a software application certified to comply with secure messaging standards.
The screen graphics provided in the FDA ESG Web Interface sections of this User Guide are
from the application.



1.1  Objective

The objective of this User Guide is to provide industry participants with information and guidance
on how to prepare and send documents through the FDA ESG. See Table 2: Electronic
Submissions Supported by the FDA ESG for a list of submissions that the FDA ESG will accept.
This document provides a high-level description of the electronic submission process via the FDA
ESG.




2 Overview of the Registration Process

Registering to use the FDA ESG involves a sequence of steps that are to be conducted for all
submitters and types of submissions. The first steps in the process are designed to ensure that
the FDA ESG can successfully receive electronic submissions and that the electronic
submissions are prepared according to published guidelines. The testing phase is done using the
FDA ESG test system. Once the sender has passed the testing phase, an account will be set up
allowing the submissions to be sent to the FDA ESG Production System.

The following diagram illustrates the steps in the process. The remaining sub-sections in Section
2 explain each of the steps in turn.

Figure 1: Overview of the Registration Process
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2.1 Apply for a Test Account

Organizations that wish to submit electronically to the FDA must apply for an account to establish
themselves as Transaction Partners. The term "Transaction Partner" refers to:

An external entity authorized by the FDA to submit electronic submissions. Authorization includes
agreement to regulatory conditions, successful completion of a certification process, and FDA
administrative inclusion as a Transaction Partner.

Application for a test account must be initially requested for the FDA ESG. This is done to enable
Transaction Partners to send a test submission to the FDA ESG.

Applying for an account involves information-sharing activities between the Transaction Partner
and the FDA to set up transmission, receipt, and identification parameters. This ensures the
correct identification of the Transaction Partner to the FDA. Digital certificate information is
provided to the FDA as part of the application.

2.2 Test Account Setup and Approval

The account application is reviewed by the FDA ESG Administrator. The Administrator verifies
that a letter of non-repudiation agreement is on file and that the digital certificate conforms to the
X.509 version 3 standard and that all data fields in the Issuer and Subject fields are completed
(see Appendix C., Digital Certificates for more information). The Administrator will also
communicate with the Transaction Partner to confirm the application information. If these
conditions are met, a test account is set up and connections to the FDA ESG test system are
established before the submitting organization is approved as a Transaction Partner.

2.3 Send a Test Submission
By sending a test submission, the Transaction Partner ensures the following conditions are met:

e The test submission is received by the FDA ESG. A notification is sent by the FDA ESG
confirming that the submission was successfully received.

e The submission is routed to the correct Center Holding Area.

e The submission is prepared according to regulatory guidelines. The Center sends an
acknowledgement confirming that the submission was prepared correctly.

During the testing process, Transaction Partners who will be sending submissions larger than

1 GB in total size will be asked to send a 7.5 GB test submission. This test will allow Transaction
Partners to identify and resolve network limitations that will impact the speed of delivery. Send
7.5 GB test submissions to the "GW TEST” Center and select "SIZE TEST” as the submission

type.

When testing connectivity, do not send the submission to the actual Center. Instead send all
connectivity test submissions to the "GW TEST” Center with the submission type "CONNECTION
TEST". Only guidance compliance test submissions should be sent to the FDA Center.

2.4 Apply for a Production System Account

Applying for a Production System Account in the FDA ESG follows the same process as applying
for a test account. Reference Section 2.1, Apply for a Test Account.




2 Overview of the Registration Process

2.5 Production System Account Setup and Approval

The same process is followed to setup a Production System Account as for a Test Account.
Reference Section 2.2, Test Account Setup and Approval.

2.6 Send Submissions to the Production System

After completion of these steps, the Transaction Partner is enabled and approved to send
submissions to the FDA ESG. The Production System Account allows the Transaction Partner to
send any of the supported submission types to the FDA. However, the FDA will only process
those submission types for which the Transaction Partner has received prior approval.

NOTE: It is the responsibility of the Transaction Partner to consult the appropriate FDA
Center for information on formats, deadlines, and other information or procedures for
submissions.






3  Preparatory Activities

There are a number of preparatory activities that need to be completed before beginning the
registration process. This section describes these preparatory activities and presents system and
protocol issues for FDA ESG users to consider.

3.1 Submit Letter of Non-Repudiation Agreement

A letter of Non-Repudiation Agreement must be submitted to the FDA. Reference Appendix H,
Sample Letters of Non-Repudiation Agreement, for letter examples.

The non-repudiation agreement allows the FDA to receive electronically signed submissions in
compliance with 21 Code of Federal Regulations (CFR) Part 11.100.

3.2  Obtain Digital Certificate
A digital certificate must be obtained.

Digital certificates ensure private and secure submission of electronic documents. The digital
certificate binds together the owner’s name and a pair of electronic keys (a public key and a
private key) that can be used to encrypt and sign documents.

Digital certificates can be obtained from either a public or private Certificate Authority (CA). It
must be an X.509 version 3 certificate and all data fields in the Issuer and Subject fields must be
completed. Reference Appendix C., Digital Certificates for more information on digital certificates.

3.3 Understand Submission Guidelines

Each FDA Center has specific guidelines that must be followed for successful submission. Table
1: FDA Links to Submission Preparation Guidelines below contains links to Center-specific
preparation guidelines and contacts. Table 2: Electronic Submissions Supported by the FDA ESG
lists electronic submissions supported by the FDA ESG. Important information on the use of
digital/electronic signatures on FDA forms can be found in Appendix J., Digital Signatures.

Table 1: FDA Links to Submission Preparation Guidelines

Center Link
E:ggltEeFrz)for Biologics Evaluation and Research http://www.fda.gov/cber/esub/esub.htm
E:gggaé)for Drug Evaluation and Research http://www.fda.gov/cder/requlatory/ersr/default.htm
Center for Devices and Radiological Health http:/Awww. fda.qov/cdrh/cesubl
(CDRH)
Adverse Event Reporting System (AERS) http://www.fda.gov/cder/aerssub/default.htm
Center for Veterinary Medicine (CVM) http://www.fda.gov/cvm/esubstoc.html
Office of the Commissioner (OC) http://www.fda.gov/oc/datacouncil/spl.html

NOTE: Meeting the requirements for using the FDA ESG to route submissions does not
mean that these submissions automatically meet FDA Center-specific submission
requirements.

For each test submission type, a test submission must be validated by the Center before sending
submissions to the Production System.


http://www.fda.gov/cdrh/cesub/

It is the responsibility of the Transaction Partner to consult the appropriate FDA Center for
information on formats, deadlines, and other information or procedures for submissions.

The submission acronyms or names listed in Table 2 below are not to be used as attributes in the
submission header. See Table G-1 in Appendix G., AS2 Header Attributes, for a list of allowed
attributes for the different submission types.

Table 2: Electronic Submissions Supported by the FDA ESG

Center Submissions

AERS — Adverse Event Reports

AERS Attachments

BLA — Biologics License Application (eCTD and eBLA format)

eCTD — Electronic Common Technical Document

CBER IDE — Investigational Device Exemption

IND — Investigational New Drug Application (eCTD and eIND format)
DMF — Drug Master File

Promotional Materials

Lot Distribution Data

AERS — Adverse Event Reports

AERS Attachments

ANDA — Abbreviated New Drug Application

CDER BLA — Biologics License Application (eCTD and eBLA format)
eCTD - Electronic Common Technical Document

NDA — New Drug Application (eCTD and eNDA format)

IND — Investigational New Drug Application

Adverse Events

CDRH
Electronic Submissions

CVM Electronic Submissions

oC SPL — Structured Product Labeling
CONNECTION TEST

GW TEST*

SIZE TEST

* These submission types are only supported in the Test environment and are intended solely for
testing.



3 Preparatory Activities

3.4 Naming Conventions

A special consideration applies to the naming convention for files and directories. The following
characters are not recommended for use when naming submission files and directories:

/ - forward slash

\ - backslash
:-colon

? - question mark

" - quotation marks
< - less than sign

> - greater than sign
| - vertical bar,

space - If you need to use a space, use_an_underscore_instead or
SeparateWordsWithCapitalLetters.

Note: Directories and sub-directories cannot begin with the "." (dot) character.
3.5 Determine Submission Method
There are three options for sending FDA ESG submissions:

1. FDA ESG Web Interface — The FDA ESG Web Interface sends submissions via Hyper
Text Transfer Protocol Secure (HTTPS) through a web browser according to Applicability
Statement 2 (AS2) standards.

2. Applicability Statement 1 (AS1) Gateway-to-Gateway — An electronic submission protocol
that uses secure email for communications; and

3. Applicability Statement 2 (AS2) Gateway-to-Gateway — An electronic submission protocol
that uses HTTP/HTTPS for communications.

Determining the best of these options for your organization will be influenced by the types of
submissions to be transmitted, infrastructure capabilities, and business requirements.

One or more of these options can be selected to submit electronic documents to the FDA.
However, a separate registration will be required for each option selected.

Considerations for each option are shown in Table 3 below.



Table 3: Considerations for Submission Protocol Choice

FDA ESG Web Interface

AS2

Gateway-to-Gateway

Cost None High setup and support costs
Setup Minimal Need to install and configure Gateway
User_-frlendly web Yes No
interface
Submission types All, including AERS All, including AERS reports
supported reports
Long-term support by
EDA Yes Yes

Preparation of multi-file
submissions *

Occurs automatically

Multi-file submissions need to be
archived and compressed using a tar and
gzip utility prior to submission

Custom attributes for
submission routing **

Automatically adds
custom attributes to the

Need to add custom attributes to the AS2
header

AS?2 header
Routing IDs *** N/A Need to add routing IDs to the AS2
header
Integration to backend No Can be automated

systems

Tracking of submission
activity by Transaction
Partner

Manual tracking

Can be automated

Automation of
submission process

No

Yes

* See Appendix B., Creating .tar Files and Compressing Files for Submission

** See Appendix G., AS2 Header Attributes

*** See Appendix K., AS2 Routing IDs

A factor that determines how quickly a submission can be sent to the FDA ESG is the
Transaction Partner’'s network connection to the Internet. Table 4 lists the maximum transmission
rates for a variety of network connections and the optimal time it would take to send a 1 GB

submission.

10




3 Preparatory Activities

Table 4: Transmission Rates for Network Connections and Optimal Times for
Transmission

Network Connection Max. Transmission Rate (Mbps) Time (min)

T1 1.54 83
T2 6.31 21
T3 44.7 3

OC1 51.8 2.5
OC3 155.4 0.8
T4 274.8 0.5
0OC12 621.6 0.2

Mbps = Megabits per sec.
1 GB (Gigabyte) = 8,590 Megabits

Actual times will be greater than those listed in the table due to factors such as network
configuration and the amount of traffic coming in and going out through the line. For example,
submissions sent in the middle of the day typically take 1.5 — 2 times longer to send than those
sent after business hours. Pilot testing with selected Industry Transaction Partners has shown
that it takes approximately 24 hrs for submissions 15 GB to 25 GB in total size to be transmitted
and processed by the FDA ESG. These companies had T3 network connections or better. FDA
recommends that submissions of this size be sent overnight, starting at 4:30 PM EST, in order for
the submission to be received by the target Center before the end of the next business day.

During the testing process, Transaction Partners who will be sending submissions larger than
1 GB in total size will be asked to send a 7.5 GB test submission. This test will allow Transaction
Partners to identify and resolve network limitations that will impact the speed of delivery.

3.6 Connection Requirements
FDA ESG Web Interface users need the following:

e A high-speed internet connection.

e A web browser, either Internet Explorer 6 (or later) or Mozilla Firefox 1.0 (or later).

e Hard disk space of at least three times the size of the submission. For instance, if the
submission is 1MB in size, then at least 3MB of hard disk space is required.

e Sun’s Java Runtime Edition (JRE) 1.5.10, for the browser plug-in files.

Reference Appendix D., Java Runtime Edition Installation for more information on obtaining and
installing JRE.

Gateway functionality is optimized with JRE version 1.5.10 installed. It is recommended that the
automatic Java update option on the computer be disabled to avoid the automatic installation of a
different version of JRE. The steps to do this are as follows:

Select Control Panel from the Start menu.

Double click on the Java (or Java Plug-In) icon.

Click on the "Update" tab.

Uncheck the "Check for Updates Automatically" checkbox.
Click OK.

agrwONE
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Gateway-to-Gateway users need the following:

e A high-speed internet connection,
e An AS1 and AS2 compliant Gateway product,
e Hard disk space of at least three times the size of the submission.

NOTE: Only Adverse Event Reporting System (AERS) submissions can be sent using the
AS1 protocol. All other types of submissions, including AERS, can be sent using the AS2
protocol.

3.7 Help and Information

There are resources that can be contacted if you need assistance with various aspects of the
submission process. These are provided in the table below.

Table 5: Submission Process Aspects and Help and Information Contacts
Submission Process Aspect Contact
Preparation/Registration/Policy Questions Email: esgprep@fda.hhs.qgov

Technical Issues with Submissions after becoming a
Production System Transaction Partner

Email: esgreg@gnsi.com

Reference Section 3.3, Understand
Submission Guidelines.

Center-specific Submission Guidance

12



4 FDA ESG Web Interface Electronic Submissions

The steps for the electronic submission process for FDA ESG Web Interface users are provided
in the following sections.

4.1 Apply for a Test Account

Applying for an FDA ESG WebTrader Test account is a multi-step process. You should have the
following information before beginning the process:

e Company and contact information
o Digital Certificate file location

You can obtains the FDA ESG Web Interface address and a temporary Login ID and password
by emailing esgprep@fda.hhs.gov and indicating your intent to register for the FDA ESG.

The remainder of this section describes the FDA ESG Test Account Application process using
screenshots from the FDA ESG Web Interface.

1. Using the address provided by the FDA, access the FDA ESG Web Interface.

The Login page is displayed. Note the test environment warning on the Login page. If
the Login page does not have this warning, do not continue. Exit the browser and
contact the FDA ESG Administrator at esgprep@fda.hhs.gov to request access to the
test environment.

U.S. Food and Drug Administration

FDA Electronic Submissions Gateway

C31 agram vo this tarsed G891 forth
ri the System Moltificstion below

Ol reembetr iy wser 1D

YOU ARE ENTERING THE FD& ELECTRONIC S
EMVIROMMENT. THIS ENVIRONMENT 1S TO BE
OFLY

Licensed to: F0A

2. Enter the User ID and Password provided by the FDA and click the Login button.

The WebTrader registration wizard is displayed. This wizard will guide the you through
the remainder of the application process.

13
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| Welcome

Solect comiminity
Campany infarmmation
Solect certificate Tile
Raviow cartificats

User account information

Rovigvr registration

Welcome to the WebTrader registration wizard

Thig wizard will help you jom b community 84 5 web trader,

Before you continue, make sue you know the name of the commursty you will join. If you do not know, contact your sponsoe,
Please have ready the name, e=mal address and phone number of & contact parsan,

1f you are going to sign documents, have ready a certificate file contaming a public key. The wizard will prompt you for the
Tocation of this certificate on your file system.

if you are ready to continue, click Next. If you need more time to collect infarmation, cancel the wizard and come back later.

Concel| Nextn|

3. Click the Next button.

The Pick a Community page is displayed

The community represents where submissions will be sent for logging, verification, and
ultimately routing to the appropriate FDA Center. The only community will be "FDA VM."

Reference Appendix E., Glossary of Terms, for more information about the community.

Walcome

| Select community
company infarmation
Salect certificate file
Review cartificate

User account information

Roviow registration

Pick a community

Select the community you want to join. If you are not sure which to select, ask your sponsor.

FOAVM =

4. Click the Next button.



4 FDA ESG Web Interface Electronic Submissions

The Enter company information page is displayed.
This page records your company's name for identification purposes.

NOTE: If you already have an account, whether it is AS2 or WebTrader, you must enter a
unique string (different from the one used when registering for their first account) in the
Company name field. This is to ensure that this account is treated as a separate identity
in the database.

N —

Enter company information

Waloms N .
Company name:« [Arena Drug Company
Seloct comamiumnity

company information

Soneal| < pak| Hewtn|

Click the Next button.
The Locate the certificate file page is displayed.

This page is used to specify the location of the certificate file. Each submission must be
accompanied by a certificate. The digital certificate must be an X.509 version 3
certificate.

Reference Appendix C., Digital Certificates for more information about digital certificates.

15



16

Locate the certificate file
Welcome Enter the name of the certificate file ta impart. The e mueit have an extension of .cer, .pTh, or pTe.
Beloct communily

Company information - g
Certificate fla:e C:\Documents and Settngs'dsynk\Deskiop\DamsalSynk.p7h | Browse

Salact cartificale file

Gancel| s Back| Mentr|

NOTE: There are situations when a valid certificate is not accepted by the
registration module and an error message is returned. If this occurs, zip the
certificate file and email it to the FDA ESG administrator at esgprep@fda.hhs.gov.
Once received, FDA will assess the certificate and send a response.

Provide the desired digital certificate file in the Certificate file field by entering the name
of the certificate or browsing for one on your hard drive by clicking on the Browse...
button.

The View certificate details page is displayed.

This page is used to review the certificate information and to assign a name to the
certificate. Carefully review the "Issuer" and "Subject" fields to be sure that all data fields
are completed (i.e., for each data element such as "CN", there is a value that follows the
equals sign).



4 FDA ESG Web Interface Electronic Submissions

I-mmnu—i! Halp

Welcome

Beloct communily
Company information
Galnct cortificats fils

Review cartificate
Usar account information

Rovinw rogistration

7. Click Next.

View certificate details

Risview the certficats detais below, Chek the nect button if ths certificate i€ correct or chck the back button to select &
different certificate.

Certificate details

Fleld Value
Wersan 3
Issusr emailaddress=adaynk@gre.oom, CN=Damed Synk, OU=Damel Synk, O=GNSE, L-Rotkville,
STe=Maryland, Ce=Li5
Senal number GZc 100604 TR0 366
Subiject emailtddres s=dsyrk@gnsi.com, Ch=Danied Synk, OU=Daniel Synk, O=GHST, L=Rodorile,
4 ST=Maryland, C=US b

Certificate path
Craried Synk

The Enter user account information page is displayed.

This page is used to specify the user ID, password, and contact information selected by
the Transaction Partner. After registration is complete, this user ID and password will be
used by the Transaction Partner to log on to the FDA ESG Web Interface.

im "wm‘.—-‘ alp

Weleoine

Select community
Company Information
Select cortificate file
Review certificate

[ User account infonmation

Rixview registration

o

Enter user account information

Enter user account informatan. After registenng you will use thes mformation to log into WebTrader,

Usor 1D:s adregco S
Hame = Annie Fice
Pazsword:e L htdalell

Verify password:s ssasssman

E-mail address:s |ancedadc.com
Fhone numbes; | 103-777-0967
Alternate contact

Hame: Jerry Rosa
E-mbil addrezd: |jroseade com
Phane rumber: |103-777-0968

Hate:

8. Enter a new login User ID and Password. Remember this User ID and Password — it will
be used for subsequent Logins.

9. Click Next.

17



The Registration summary page is displayed.

This final page provides an account
summary.

Hals
Registration summary

Welcome Raview the information below, Click the finish button to submit this registration or click the back button o make
- changes.

Onee you submit this registraton, you can use your user 1D and password to log on mmediabely bo WebTrader, but you
will not ba able to ':LII'.‘fD':':fl.:l'f sand documents until the spongor authonzes your rﬁl}‘:l‘ri[ln!‘\.

Company infermation

Company name: drens Drug Campany

Rewlew registeation Spansor: FOATST
Ugar 1D drugoaSo
Certficate. emaliddoess=spallePgns.cam, CH=5nm Palle, JU=5nm Palle WebTrader, O=GNSI, L=Rotkvile,

ST=Maryland, C=U%

Primary contact

Conftact nama: Annie Rae
Phone rember: 103-777-0968
E-mad address: anceadeoom

Alternate contact

Contact nafma: Jerry rode
Phone mamber: jroseondntom
E-mad address: 103-777-0968

L 1 heretyy certify thak the mfarmatan provided heren is thee and that | am authorized to regester with the FOA

cCancel | wbeck | | Finish |

10. Check box to certify the accuracy of your information..
11. Click the Finish button to return to the Login page, or close the browser window.

4.2 Test Account Setup and Approval

After successful Test Account setup, the FDA sends an email to the email address provided for
the contact, indicating approval as a Transaction Partner and authorization to send a test
submission. Typically, the approval notification is sent on the next business day.

The test submission cannot be sent until this notification has been received.

Java Runtime Edition (JRE) must be installed to send a submission. Reference Appendix D.,
Java Runtime Edition Installation for the installation procedures.

Once you have fulfilled these criteria, proceed to Section 4.3 for instructions on sending a test
submission.

4.3 Send a Test Submission

After Test Account Setup and Transaction Partner approval, a test submission must be sent to
ensure that the submission "conduit" is working properly from end to end. To do this, follow the
steps below.
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4 FDA ESG Web Interface Electronic Submissions

Confirm that the correct version of the JRE is installed before you begin. Reference Appendix D.,
Java Runtime Edition Installation for the version information and installation procedures.

1. Using the address provided by the FDA, access the FDA ESG Web Interface application.

The Login page is displayed.

U.S. Food and Drug Administration

FDA Electronic Submissions Gateway

@1 agree to the terms set forth
in the System Motification below.

CIramember my user 1D

i

Pop-up blocking software for your browser may interfere with this product. You may want to
disable or uninstall such software.

YO ARE EMNTERING THE FDA ELECTRONIC SUBMISSIONS GATEWAY TEST
EMNVIRONMENT. THIS ENVIRONMENT IS TO BE USED FOR TEST SUBMISSIONS
OMLY .

Systern Notification: This computer system, including all related squipment, netwarks and network devices
(specifically including Internet access), i provided for suthorized U.S. Government use. This computer system
may be monitored for all lawful purposes, including ensuring that its use is suthorized, for manasgement of the
system, to facilitate protection against unauthorized access, and to verify security procedures, survivability and

operatienal security. Use of this cormputer systern, autharized or unauthorized, constitutes consent to moniboring
of this system, Unauthorized use may subject you to <riminal prosecution, and/or sdministrative disciphinary
action including having acesss privileges revoked, Under 18 U,5.C, 1001, shyone who mmakes a materially false,
fictitious, or fraudulent statement to the U.S, Governmaent is subject to criminal penalties.

Licensed to: FDA

Note the test environment warning on the Login page. If the Login page does not have
this warning, do not send a test submission. Exit the browser and contact the FDA ESG
Administrator at esgprep@fda.hhs.gov to request access to the test environment.

2. Enter the User ID and Password that was set up in the registration wizard. Reference
Step in Section 4.1, Apply for a Test Account.
3. Click the Login button.

After a successful login, the My FDA submissions page is displayed. This page lists all
messages received from the FDA ESG.
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My FDA submissions

Bl Other documents

m] Submission name Size Center
You have no

Type

Status

Duate

4. Click the WebTrader icon.

The WebTrader drop-down menu is displayed.

ol @ voracer L [P

‘WebTrader
Mv | My submissions 5
Send document
Contacts

B Qther documents

c.ﬂm sponsor
@] SUBTATS TN Hame Size Center
You have no submissions.

Type

Status

Dratie

5. Select the Send document menu item.

The Send document page is displayed.
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“"G f,'j\-'-'eb‘lraderhlﬂeb Lagaut

Send document

Select who will receive the document
Gateway: FDAVM

Center:s ~

select the contents of the submission

Enter a path to a file or a directory, If a directory is entered, then the entire contents of the directory will be included in the submission. All the paths stored in the
submission will be relative from the provided directory path unless an altermate root directory is entered,

Path:s |_Browse... |
Root directory: Browse... |

Submission typeis | ¥
Select a signing certificate

Current file: C:\Documents and Settings\dsynk\My Documents\Desktop docs\Desktop Items\DanielSynk. pfx

New fila: [(Browse.. ]
MyCetificate. p12 or MyPrivateXey. pfx

send|

Select an FDA Center from the Center drop-down box. The Centers that can be selected
at present are CBER, CDER, CDRH, CFSAN, CVM, GWTEST, and OOPD. Upon
choosing a Center, the Submission type drop-down box will be populated with the
correct submission types for that Center.

Single File Submissions: Click the Browse button associated with the Path textbox to
select the test submission.

Multi-File Submissions: Click the Browse button associated with the Root Directory
textbox to select the directory that contains all the files in the test submission. Make sure
that the name of any file or sub-directory does not start with "." (dot). Note:the Path field
is still required for multi-file submissions. Make sure you have entered a path as well as a
root directory.

Select a test submission type from the Submission type drop-down box. About
submission types:

o0 Connectivity tests ensure that your connection to the ESG is up and running.
They should be sent to the "Testing" Center.

0 Load tests ensure that you are able to send large submissions through the ESG;
you should perform a load test if you are planning on sending submissions larger
than 100MB. Load tests should be sent to the "Testing Center." See Section 4.4
Sending Large Submissions.

0 Guidance-compliant submission tests are reviewed by your Center so they
can clear you for a production account. Guidance-compliant submissions should
be sent to your Center.

Select a signing certificate by clicking the associated Browse button and selecting the
signing certificate. All submissions require a certificate to digitally sign and encrypt the
submission.

Note that connectivity tests should only be sent to TESTING, not actual centers.

The completed Send document page should be populated similar to the page below.
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Yy T

Logout

Send document

Select who will receive the document
Gateway: FDAVM
Centeris GWTEST »

Select the contents of the submission

submission will be relative from the provided directory path unless an altemnate root directory is entered.

Pathis C:/Documents and Settings/dsynk/My Documents,/testSubm
Root directory: C:/Documents and Settings/dsynkMy Documents |

Subrmission typais Connectivity Test |~

Select a signing certificate

Current file: C:\Documents and Settings\dsynk\My Documents\Desktop docs\Desktop Items\DanielSynk.pfx
New file: C:\Documents and Settingsdsynk\My Documents\Desktop :

MyCantificate. p12 ar MyPrivateXay. pfx

send

11. Click the Send button on the Send document page.

The Enter password dialog box is displayed on top of the Send document page.

Enter password

signing cerificate

Please enter the password to unlock your

|

Java Applet Window

3

12. Enter the certificate password and click OK in this dialog box.

The Upload Progress dialog box is displayed on the Send document page:

Enter a path to a file or a directory. If a directory is entered, then the entire contents of the directory will be included in the submission. All the paths stored in the
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Upload Progress [5_<|

Cane.

| Close |

= Uploading ChDocuments and
Settinoswdsynk cyclonetuploaditestsSubmission.doc1 191594910187 -

=

[ b

WA R MG
Cio not close your broveser until you receive a response from the server. This
may take many minutes for large submissions. [fyou get a red bar and
processor errar, do not resubmit until youw are sure the receipts were not sent.

= Backing up signed document
= Done.

Java Applet \Window

13. When the upload is complete (indicated by the display of Done), click the Close button in

the Upload Progress dialog box.

At this point, the test submission is sent. The FDA ESG logs the submission and verifies

submission destination and type. When the submission is successfully received at the
FDA, a receipt email will be listed on the My FDA Submissions page.

14. To access the receipt, click on the WebTrader icon to access the Inbox.

The WebTrader drop-down menu is displayed.
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Gatew Contact sponsar
Centeris |GWTEST ¥

Select the contents of the submission

Enter a path to a file or a directory, If a directory is entered, then the entire contents of the directory will be included in the submission. All the paths stored in the
submission will be relative from the provided directory path unless an altemate root directory is entered.

Path:s \c:/Decuments and Settings/dsynk/My Do:umntmastswn-" Browse... |
Root directory:  C:/Documents and Settings/dsynk/My Documents | |_Browse...

Submission typeie
Select a signing certificate
Current file: C:\Documents and Settings\dsynkiMy Documents\Desktop d op [tems i k.pfi

New fle:  |C:\Documents and Settings\dsynk\My D S\Desktop J [ Browse. )
MyCanifizate, p12 ar MyPrivsteKay. pfx

15. Select the My Submissions menu item.

The My FDA submissions page is displayed.

My FDA submissions
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The receipt for the test submission should be displayed here. This first receipt confirms that the
submission was received by the FDA ESG. Click on the Details link to access the receipt
contents.

If there are any errors in the submission, the receipt will not appear on the My FDA submissions
page but will be sent to the Documents in Inbox page. The receipt will contain information about
why the submission failed.

The FDA ESG will then route the test submission to the Center Holding Area. When the Center
system successfully receives the submission, a second acknowledgement will be sent confirming
that the Center has received the submission. The Center will then validate the test submission.

Contact the FDA ESG testing representative at esgprep@fda.hhs.gov if the receipt for the test
submission or the Center Acknowledgements is not received.

The next step is to apply for an FDA ESG Production System Account. This process is described
in the following section.

4.4 Apply for a Production System Account

The steps for applying for an FDA ESG Production System Account are the same as those
described in Section 4.1, Apply for a Test Account.

However, there is a difference in the Login page. The Login page should not have the test
environment warning that it has when sending a test submission; it should look like the Login
page shown below:

U.S. Food and Drug Administration

FDA Electronic Submissions Gateway

User ID |

password |

a Femember my user 10

[Sogin

Licanged ba: FRU

Pop-up blocking software far your browser may interfera with this
praduct. You may want to disable or uninstall sudh socftware.

E

If the Login page does have the warning, do not send a submission. Exit the browser, contact the
FDA ESG Administrator at esgprep@fda.hhs.gov and obtain the correct address for the FDA
ESG Login page.
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4.5 Production System Account Setup and Approval

After successfully completing the Production System Account setup, the FDA sends an email to
the email address provided for the primary contact, indicating approval as a Transaction Partner
and authorization to send submissions to the FDA ESG. Typically, the approval notification is sent
on the next business day.

Submissions cannot be sent to the FDA ESG until this notification has been received.
4.6 Send Submissions to the Production System

The steps to send a Submission to the FDA ESG are the same as those in Section 4.3, Send a
Test Submission.

However, there is a difference in the Login page. The Login page should not have the test
environment warning that it has when sending a test submission; it should look like the Login
page shown in Section 4.5, Apply for a Production System Account.

If the Login page does have the warning, do not send a submission. Exit the browser, contact the
FDA ESG Administrator at esgprep@fda.hhs.gov, and obtain the correct address for the FDA
ESG Login page.

4.7 Sending Large (> 7.5 GB) Submissions

The FDA ESG is able to receive and process regulatory submissions up to 100 GB in size. The
major consideration in determining how quickly large submissions are transmitted to the FDA
ESG is the bandwidth available to the Transaction Partner between their company and the FDA
ESG. FDA has the following recommendations concerning the transmission of large regulatory
submissions.

e During the testing phase, send a 7.5 GB test submission. This test will allow Transaction
Partners to evaluate bandwidth availability and to adjust their network configuration as
necessary. This test submission should be sent to the "Testing" Center with &ldquo;7.5
GB Submission &rdquo; as the submission type.

e Send a 7.5 GB test submission that is representative of an actual submission. The web
interface archives and compresses the submission into a single file prior to transmission.
Submissions that consist of text files will compress to a greater extent than PDF files, will
transmit faster, and thus give an inaccurate assessment of the time it takes for
submissions to be sent and processed by the FDA ESG.

e Send submissions greater than 7.5 GB in size overnight. Pilot testing with selected
Industry Transaction Partners has shown that it takes approximately 24 hrs for
submissions 15 GB to 25 GB in total size to be transmitted and processed by the FDA
ESG. These companies had T3 network connections or better. FDA recommends that
large submissions be sent overnight, starting at 4:30 PM EST, in order for the submission
to be received by the target Center before the end of the next business day.

Sending large submissions may result in the FDA ESG web interface erroneously reporting that
the transmission was not successful, even though the FDA ESG has successfully received the
transmission. This is a known bug and FDA has asked Axway to provide an update to the web
interface that fixes this error.
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When the FDA ESG has received a complete submission, a backup copy is made before the
Java applet receives a reply from the server confirming the submission is complete. For large
submissions (> 7.5 GB), this can take many minutes. Since there is no network activity for such a
long time, the session timeouts and the Java applet never receives the response. The FDA ESG
has received the submission successfully, but the Java applet returns an error and indicates that
the submission needs to be resumed. Receipt of the first acknowledgement (MDN) confirms that
the submission was successfully received by the FDA ESG and that it is okay to cancel the
resume request. Since this is a large submission, it will take several hours before the first
acknowledgement is received.

If you receive this error and it has clearly occurred at the end of the transmission, do not resend
the submission right away. Wait for several hours (or longer depending on the size of the
submissions) and see if the MDN is sent before attempting to resend the submission.

4.8 Tracking Submissions

Once a submission has been sent using the FDA ESG Web Interface, the Transaction Partner
can track the submission to ensure that it was received by the FDA ESG and the Center.

4.8.1 The Submission Process

When a submission is sent using the FDA ESG Web Interface, it goes through the following
steps:

1. The submission is transmitted using the FDA ESG Web Interface to the Gateway. When
the FDA ESG receives this submission, it sends a receipt known as a Message Delivery
Notification (MDN) to the Inbox of the account from which the submission was received.

2. The submission is delivered from the FDA ESG to a central holding area for all the
Centers.

3. The submission is then delivered from the holding area to the appropriate Center. When
a Center receives a submission, it sends an acknowledgement to the Inbox of the
account from which the submission was sent.

4.8.2 Message Delivery Notifications (MDNs) and Acknowledgements

When a submission is sent using the FDA ESG web interface, the following two messages are
delivered to the Inbox of the account from which the submission was sent.

1. Areceipt from the FDA ESG, also known as an MDN. This message denotes that the
submission has been delivered to the FDA ESG. The name of the receipt message
includes the file name of the submission that was sent. If a directory of files was
submitted, the file name of the submission will be the name of the directory followed by
the extension ".tar.gz". The MDN message contains the message ID of the submission
and a date stamp for when the submission was received by the FDA ESG. These items
may be used to track a submission.

2. An acknowledgement from the Center to which the submission was sent. This file is
named with a unique alphanumeric string known as the Core ID. The Core ID is also
used by the FDA ESG to track a submission.

A sample Inbox looks similar to this, once submissions have been sent:
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My FDA submissions
i Other d
C] Submission name 5z Center Type Status Date

[0 testsubmission Goc 25.8 KB GWTEST ConnactTest & B Al4g 23, 2007 0S: 47115 PM

4.8.3Message IDs and Core IDs

Among other information, the MDN contains a Message ID and a time stamp denoting
the time the submission was received. The Message ID is a unique alphanumeric string
that identifies each submission. This Message ID can also be used to track a submission
and to correlate a submission to its Center acknowledgement.

A sample MDN looks similar to the file shown below. The Message ID and date stamp in
this MDN are highlighted.

M=zsage-ID: <1140124426654. 2685201 nar01>

=t~ Thu, 1A Ferh 2NN0A 21:13:45 GAT

From: esgpreplifda. gov

Sub el AcieDo uglumpany; ZZFDA

Mime-Version: 1.0

Cantent-Type: wul-tipart/signed: wm-calg=shal: protocol="application/pkzs7-
Signature™; boundarv="----=_Part_65_ 165539I58.11401=24426654"
X-Cyoelone-From: ZIFDA

H Cyolonc To: AcwmeDrugCcrpony

Content-Lehgth: 1952

—-——-—= Part 65 1558392E.1140124426654
Content-Type: mwuliipart/report: report-type=disposition-notification;
bousdary="————= Part 6< 17446317 1120124426651

——————— _ParL 64 17446017.1140124426624
Content-Type: text/p.air; charset=us-ascii

Thiz MNDN (Message Disposition Hot_fication) was autoratizally built on
Thu, 16 Febh 2006 21::3:458 GMT in response to a message with id

£12 6803243 .1110121172000 . JavaMail .. oackaryal proenkat: roccived f£rom

ZZFDAL on Thu, 16 Feb Z0C6 21:13:46 GET.

Unless stated otherw-se, the mwessadge to which thls MUN applies

was successfully arocesszed.

Content-Type: wessage/disposition-notification
Original-Message-ID: <€12689343.1140124473009. Javalail. sazharvalpvenkakb>

Dispozition: sutomat.c-sction/ADN-sert-automatically; processed
Rzoeived-Content-1IC: JknlShidatJaJBr/ pwE7o¥IEnTLA=, shal

When a Center receives a submission, it associates the submission’s Message ID with a
Core ID. This Core ID can be used along with the Message ID generated as part of the
MDN to track a submission on the FDA ESG. A sample acknowledgement message with
the Core ID highlighted is shown below:
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Hessageld: <12685343.1130124473009 . Javalail. sacharvalpvenkat >

Coreld: 1140124426155.2844R 11rap0l

IateTim= Rece-pt Gensers-ed: 0Z-16-2006, 16:17:11

The dat=z and tiwe stawnp contained in this mwessage conveys uwhen CEER
recelveld your sukmilssion Lrow the Electronlc SubmlsSsion sateway. IT
vour sudmission was received st CEER after 4:30 PM EST, the official
receipt date for the submissicn is the next goveroment business day.

4.8.4Accessing MDNs and Acknowledgements
To access an MDN after sending a submission,

1. Log on to the ESG using the user name and password for the account from
which you sent the submissions.

2. From the WebTrader menu, select the "Check inbox" option. The receipts that
are displayed specify the name of the submission file as part of their name.

3. Click the Details link next to the name of the required receipt to see its details.

To access an acknowledgement after sending a submission,

4. Log on to the ESG using the user name and password for the account from
which you sent the submissions.

5. From the WebTrader menu, select the "Check inbox" option. The messages with

".ack" or ".txt" extensions are the acknowledgements from Centers for
submissions. The message name before the extension denotes the Core ID
generated by the Center for the submission.

6. Click on the name of the required acknowledgement to see its details.

29






5 AS2 Gateway-to-Gateway Electronic Submissions

The steps below represent the current understanding of the AS2 Gateway-to-Gateway
submission process. Further refinement and clarification of these steps will be provided in future
revisions of the user guide.

5.1 Apply for a Test Account

1. An online application form is provided for Transaction Partners to register for AS2 test
accounts. The registration URL and a temporary Login ID and password can be obtained
from the FDA ESG Administrator by sending an email to esgprep@fda.hhs.gov indicating
intent to register for the FDA ESG.

2. The following information is required to complete the AS2 application form:

o0 Contact information - The name and contact information of a person whom the

FDA may contact for questions or additional information. Enter the following

information:

Company name

Primary Contact name

Primary Contact phone

Primary Contact email

Alternate contact name

Alternate phone

Alternate emalil
= NOTE: Partners who have either an FDA ESG Webtrader or AS2

account already, must enter a unique string (different from the one used
when registering for the FDA ESG Webtrader or AS2 account) in the
Company name field. This is to ensure that this account is treated as a
separate identity in the database.

0 The URL from where test submissions will be sent and where acknowledgements
and notifications will be received from the FDA.

0 The digital certificate used to digitally sign and encrypt the test submission.

0 The organization’s ID number. This could be, but does not have to be the Data
Universal Numbering System (DUNS) number.

o Firewall security information:

0 Secure Socket Layer (SSL) Information — user name and password (if one is
needed for SSL)

o0 Proxy Information — if a proxy server is used.

OO0OO0OO0OO0OO0O

5.2 Test Account Setup and Approval

After submitting the application information as described above, the FDA ESG Administrator will
communicate with the Primary Contact to validate the information provided, to setup the test
account, and to test the AS2 Gateway-to-Gateway connection. At that time, the FDA ESG
Administrator will also obtain security and proxy information from the Transaction Partner.

The FDA ESG Administrator will provide the following information so that the Transaction Partner
can set up an account for the FDA ESG within their own Gateway. This FDA ESG account will
enable the receipt of messages from the FDA ESG.

The FDA ESG Administrator’s contact information

The URL to which the Transaction Partner will send test submissions
The FDA digital certificate for test submissions

The FDA ID number
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At this point the Gateway-to-Gateway connection will be tested to ensure that secure messages
from the Transaction Partner to the FDA ESG and from the FDA ESG to the Transaction
Partner's AS2 Gateway are successfully received.

NOTE: The FDA ESG uses SSL over port 4080 for all AS2 inbound and outbound transactions.
5.3 Send a Test Submission

1. Contact the appropriate Center testing representative or appropriate programmatic
representative for safety reporting to schedule a specific test date and time. Reference
Section 3.3, Understand Submission Guidelines, in the FDA Electronic Submissions
Gateway User Guide for information on how to prepare an electronic submission and
Center contact information.

2. For multi-file submission, the entire submission must reside in a single directory. This
directory must then be converted to a single .tar.gz file. Reference Appendix B.,Creating
tar Files and Compressing Files for Submission, for instructions on creating this
compressed file. Take special note of the naming conventions for files and directories to
ensure delivery of a complete submission.

3. There are two ways to set up routing controls dictating where a document is sent:

0 Add the custom header attributes to the header of the message to indicate the
type of submission (e.g., an IND) and destination (e.g., CBER). Reference
Appendix G., AS2 Header Attributes, for information on header attributes content
and format. OR

0 Use a unique routing ID to identify the types of submissions and destination. The
selection of the routing ID can be automated in the Cyclone/Axway products
through the back-end integration pick-up as described in Appendix K., AS2
Routing IDs.

4. Atthe scheduled date and time, send the test submission to the FDA. The FDA ESG will
send a Mail Delivery Notification (MDN) indicating that the test submission was received
successfully.The FDA ESG will then route the test submission to the Center Holding
Area. The Center will validate the test submission. For all submissions, an
Acknowledgement will be sent documenting the official date and time of receipt by FDA,
and in some cases the Center/programmatic area business rules describing the
establishment of that date and time.The Centers/programmatic area has the option to
send an Acknowledgement (via AS2) indicating whether the submission was valid or
invalid.

5. Contact the FDA ESG System Administrator at esgreg@fda.hhs.gov if either the MDN or
the Center Acknowledgement is not received.

Once a test submission has been successfully received and validated, the Transaction Partner is
approved to apply for and setup a Production System Account. This account will be used to send
submissions to the FDA.

5.4 Apply for a Production System Account

The steps for applying for a Production System AS2 Gateway Account are the same as those
described in Section 2.1, Apply for a Test Account in the FDA Electronic Submissions Gateway
User Guide.

Be sure to indicate on the application form that this application is for a Production System
Account.
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5.5 Production System Account Setup and Approval

The steps for setup and approval of a Production System AS2 Gateway Account are the same as
those described in Section 2.1, Apply for a Test Account in the FDA Electronic Submissions
Gateway User Guide. Upon completion of this step, the Transaction Partner is now ready to send
submissions to the FDA ESG.

5.6 Send Submissions to the Production System

For each submission sent to the FDA ESG, at least two messages will be sent, and up to three
messages will be sent back to the Transaction Partner.

1. The Transaction Partner will receive the MDN from the FDA ESG indicating that the
submission was received successfully.

2. For all submissions, an Acknowledgement will be sent documenting the official date and
time of receipt by FDA, and in some cases the Center/programmatic area business rules
describing the establishment of that date and time.

3. Indication of submission validity or invalidity (at Center/programmatic area option).

5.7 Sending Large (> 7.5 GB) Submissions

NOTE: This section primarily applies to Transaction Partners sending regulatory submissions to
CBER and CDER and does not apply to Transaction Partners sending Safety Reports.

The FDA ESG is able to receive and process regulatory submissions up to 100 GB in size. The
major consideration in determining how quickly large submissions are transmitted to the FDA
ESG is the bandwidth available to the Transaction Partner between their company and the FDA
ESG. Transaction Partners who will be sending regulatory submissions larger than 1 GB in size,
FDA has the following recommendations.

e During the testing phase, send a 7.5 GB test submission. This test will allow Transaction
Partners to evaluate bandwidth availability, transmission time, and to adjust their network
configuration as necessary. During pilot testing of the FDA ESG, industry testers found
that bandwidth availability and network configuration had a major impact on the time to
transmit submissions larger than 5 GB. This submission should be sent to "GW TEST"
Centers with "SIZE TEST" as the submission type.

e Send a 7.5 GB test submission that is representative of an actual submission (PDF files
and SAS transport files). The web interface archives and compresses the submission
into a single file prior to transmission. Submissions that consist of text files will compress
to a greater extent than PDF files, will transmit faster, and thus give an inaccurate
assessment of the time it takes for submissions to be sent and processed by the FDA
ESG. FDA strongly encourages Transaction Partners to send test submissions
comprised of PDF files and SAS transport files.

e Send submissions greater than 7.5 GB in size overnight. Pilot testing with selected
Industry Transaction Partners has shown that, depending on available bandwidth, it takes
approximately 24 hrs for submissions 15 GB to 25 GB in total size to be transmitted and
processed by the FDA ESG. These companies had T3 network connections or better.
FDA recommends that large submissions be sent overnight, starting at 4:30 PM EST, in
order for the submission to be received by the target Center before the end of the next
business day.

Sending large submissions may result in the FDA ESG erroneously reporting that the
transmission was not successful, even though the FDA ESG has successfully received the
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transmission. This is a known bug and FDA has asked Cyclone Commerce to provide an update
to that fixes this error.

When the FDA ESG has received a complete submission, a backup copy is made before a reply
from the FDA ESG is sent confirming the submission is complete. For large submissions (> 7.5
GB), this can take many minutes. Since there is no network activity for such a long time, the
session timeouts and a response is not received. The FDA ESG has received the submission
successfully, but an error is generated indicating that the submission needs to be resumed.
Receipt of the first acknowledgement (MDN) confirms that the submission was successfully
received by the FDA ESG and that it is okay to cancel the resume request. Since this is a large
submission, it will take several hours before the first acknowledgement is received.

If you receive this error and it has clearly occurred at the end of the transmission, do not resend
the submission right away. Wait for several hours (or longer depending on the size of the
submissions) and see if the MDN is sent before attempting to resend the submission.

5.8 Common AS2 Errors
Here are some of the most common causes of failed AS2 submissions:

e Your firewall rules are not set to allow connections with the FDA over port 4080. The FDA
requires that all communications with the ESG occur with HTTPS over port 4080.

e You provide a private URL during registration. (A private URL is one located inside of
your company's firewall.)

e The submissions's message header does not contain custom attributes.

We recommend two strategies to avoid these errors:

o  Work with your IT infrastructure team throughout the registration process. Make sure they
are aware of specific security settings that need to be enabled for successful AS2
registration and transmission.

e Create a local environment that simulates the FDA to test your submissions before you
actually connect to the FDA. Trading partners who test locally have a much higher rate of
success than those who don't.

Contact esgreg@gnsi.com if you have any problems with your registration or submissions.
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6 References/Resources
Appendix A. Troubleshooting the FDA ESG Web Interface
Problem: Started sending wrong submission

Solution: When the upload progress window appears, press Cancel and this will cease the
uploading of that submission.

Problem: Computer froze/crashed while sending the file.

Solution: If the submission had begun transmitting (i.e., sighing was already completed) to the
FDA ESG when the computer froze or crashed, log back into the FDA ESG web interface. The
file you were attempting to send will be on the top left hand side. Your options are to resume
sending or deleting the submission. Check to make sure there is ample disk space. It is
recommended that you have disc space of at least three times the size of the transmission.

Problem: Received a disk space error.

Solution: Make sure there is ample disk space to backup the submission. It is recommended that
you have disk space of at least three times the size of the transmission. Note that every time a
submission is sent to the FDA ESG, a back up copy of the packaged (encrypted, tarred, and
gzipped) submission file is stored on the local PC. This backup file is stored under:

C:\Documents and Settings\<your identity>\.cyclone\backup.

These backup copies can be deleted by first logging in to the FDA ESG web interface. Then go
to: WebTrader=»Recent Folder=»Sent.

Select the desired entries for deletion. This will remove entries from the Sent view and will also
remove the backup files from the backup directory on the local PC.

Problem: Received a signing encryption error

Solution: Verify the correct public key certificate was uploaded during the registration process by
contacting the FDA ESG Administrator at esgprep@fda.hhs.gov and comparing the md5
fingerprints within the certificate.

Problem: Received a private key error

Solution: This error occurs when there is a mismatch between the public and private key for a
certificate. Check to ensure the correct private key for the public certificate sent to the FDA ESG
is in place. Obtain the correct private key and resend the document.
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Problem: A FIPS error was received while sending a submission

Solution: Make sure the correct JRE version or security policies are properly installed. Reinstall
the JRE using instructions provided with that package. Reference Appendix D., Java Runtime
Edition Installation, for more information.

Problem: The following error was received when trying to import a digital certificate using the
FDA ESG Web interface:

"Invalid certificate file

An error has occurred while importing the certificate file. Most likely you selected the wrong file
type.”

Solution: 1) Check the file extension. The file extension must be ".p7b” or ".cer”. Files with these
extensions represent the public key part of the certificate. Only the public key part of the
certificate can be imported. Reference Appendix C., Digital Certificate,for more information. 2)
Make sure the local PC has been configured to recognize and use the digital certificate.
Reference the operating system instructions on the local PC for more information.

Problem: When using the FDA ESG Web interface, an error message was received at the very
end of a submission saying there was no response from the server and that the submission
failed.

Solution: When the FDA ESG has received a complete submission, a backup copy is made
before the Java applet receives a reply from the server confirming the submission is complete.
For large submissions (> 7.5 GB), this can take many minutes. Since there is no network activity
for such a long time, the session timeouts and the Java applet never receives the response. The
FDA ESG has received the submission successfully, but the Java applet returns an error and
indicates that the submission needs to be resumed. Receipt of the first acknowledgement (MDN)
confirms that the submission was successfully received by the FDA ESG and that it is okay to
cancel the resume request. Since this is a large submission, it will take several hours before the
first acknowledgement is received.

FDA has asked Cyclone Commerce to provide an update to the web interface that fixes this
error.
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Appendix B. Creating tar Files and Compressing Files for Submission
Creating tar files for FDA ESG Web Interface Submissions

During the file upload process, the FDA ESG Web Interface utilizes the tar functionality for file
system consolidation when submitting files. The process occurs during the electronic "signing" of
the submission. Before the file is transmitted, it is tarred and gzipped, encrypted, signed, and
mime-wrapped (or packaged) before transmitting to the FDA ESG.

.tar.gz files should not contain files or sub-directories that have a "." (dot) at the beginning of its
name.

The figure below illustrates this process.

E'DD
-0

Upon receiving the file, signature is verified; file is unzipped/untarred, unwrapped/decrypted

Because this process is done automatically during the signing of the file, no intervention is
required from the user to ensure the file is tarred and gzipped.

Creating tar files for Gateway-to-Gateway Submissions

Partners are required to both tar and gzip (compress) multifile submissions. (gzip is the original
UNIX ZIP format and is used as a compression utility to reduce the size of the archive file.)

For best optimization when processing and transmitting large submission files, first "tar" the files
and then compress them using gzip. Valid files acquire a .tar.gz extension resulting from the
process of tarring the directory (containing multiple files) and gzipping the created tar archive.

The figure below illustrates this process.
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FDA ESG

mun—umm\.g ‘

Upon receiving the file, signature is verified; file is unzipped/untarred, unwrapped/decrypted,
delivered to Center Holding Area

To fulfill this requirement, the current AS2 solution should have a tar and zip utility prescribed.
There are Operating System-specific utilities available for performing the tar operation.

If the application does not have tar/gzip capabilities, a utility must be acquired. Listed below are
recommended utilities that support tar and gzip manually (external from application) or
automatically (to be integrated with application).

To create tar files; GNU Tar Utility at http://www.gnu.org/software/tar/tar.html

To gzip files: gzip Utility at http://www.gzip.org/

Apache Ant Java package should be integrated into the application when creating .tar.gz files
automatically through the application.
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Appendix C. Digital Certificates

A digital certificate is an electronic document which conforms to the International
Telecommunications Union’s X.509 specification. It is a document which typically contains the
owner’'s name and public key, the expiration date of the public key, the serial number of the
certificate, and the name and digital signature of the organization which issued the certificate. The
digital certificate binds together the owner’s name and a pair of electronic keys (a public key and
a private key) that can be used to encrypt and sign documents.

Encrypting and digitally signing documents using certificates provides the following assurances
about document transmissions:

e Only the addressee (and no unauthorized users) can read the message. Encryption
provides this assurance.

e The message cannot be tampered with. That is, data cannot be changed, added, or
deleted without the sender’s knowledge. A document’s digital signature provides this
assurance.

e Parties sending documents are genuinely who they claim to be. Likewise, when those
parties receive documents signed by the sender, they can be confident about the source
of the documents. A document’s digital signature provides this assurance.

e The parties who send documents cannot readily claim they did not send them. This is
referred to as non-repudiation of origin. A document’s digital signature provides this
assurance.

e Parties who are sent documents cannot readily claim they did not receive them. This is
referred to as non-repudiation of receipt. The signed document acknowledgment provides
this assurance.

Using the certification

The public key in the FDA's certificate is used to encrypt a document for transmission. The FDA
ESG uses the public key to verify the digital signature of a document received from a specified
source.

Before encrypted and signed documents (sent submissions) are exchanged with the FDA ESG,
there must be a certificate exchange to obtain the other’s certificate and public key. Each party
obtains a certificate with a public-private key pair, either by generating a self-signed certificate or
by obtaining a certificate from a Certificate Authority. The private half of the key pair always
remains on the party’s computer. The public half is provided to the FDA ESG during the
registration process and includes the certificate and public key, or the certificate alone.

Certificates not accepted by the registration module

There are situations when a valid certificate is not accepted by the registration module and is
identified as invalid. If this occurs, zip the certificate file and email it to the FDA ESG administrator
at esgprep@fda.hhs.qgov. Once received, FDA will assess the certificate and send a response.

Certificates not accepted by the FDA ESG

The FDA ESG cannot accept certificates with blank data elements in the Issuer or Subject fields.
These certificates will cause the FDA ESG to fail due to a defect in the Gateway software. The
certificates provided should be valid for at least one year and no more than two years. Note, this
requirement applies to both Pre-production (Test) and Production ESG systems.
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NOTE: DO NOT SUBMIT CERTIFICATES WITH BLANK DATA FIELDS IN THE ISSUER AND
SUBJECT FIELDS

Where to obtain a certificate

The FDA ESG supports Public Key Infrastructure (PKI) to securely trade submissions over the
Internet. PKIl is a system of components that use digital certificates and public key cryptography
to secure transactions and communications.

PKI uses certificates issued by certificate authorities (CAS) to provide authentication,
confidentiality, integrity and non-repudiation of data.

Options

There are two PKI options supported—commercial in-house, and outsourced PKIls. The option
chosen can depend on a number of factors, such as cost, human and system resources, and the
degree or sophistication of security desired. PKI establishes digital identities that can be trusted.
The CA is the party in a PKI that is responsible for certifying identities. In addition to generating a
certificate, this entails verifying the identity of a subscriber according to established policies and
procedures. This is the case for in-house and outsourced PKIs.

In an organization that generates and uses its own self-signed certificates, the trading parties
must verify the certificates and establish a direct trust. Once established that an identity or issuer
of an identity can be trusted, the trust anchor’s certificate is stored in a local trust list. The FDA
ESG has a local trust list for storing and managing established trust relationships. The application
maintains a list of common public CA certificates similar to those kept in web browsers. Although
convenient, this predetermination of trust might not complement every organization’s security
policy. The decision of who to trust rests with the individual organization.

In-House

An in-house PKI makes it possible to achieve complete control of security policies and
procedures. It also carries the burden of management and cost to set up and maintain the
system.

Outsourced

Third-party certificate authorities can be leveraged to purchase keys and X.509 certificates for
general use in trading and let the CA manage security policies and details such as certificate
revocation. The level of outsourcing can range from purchasing an end-entity public key
certificate of a certain validity period from a commercial PKI to outsourcing all of the PKI services
that the organization requires.

If you are trying to use an outsourced certificate, the following are just a few of the many
companies that sell the X.509 certificates (Displayed in alphabetical order).

e Geotrust: http://www.geotrust.com/products/client certificates/my credential.asp

e GlobalSign: http://www.globalsign.net/digital certificate/personalsign/index.cfm(If you
select this, buy PersonalSign2 Pro™ Certificate with one year validity.)

e Verisign: http://www.verisign.com/products-services/security-services/pki/pki-
application/email-digital-id/index.html

40



6 References/Resources

Note: References to commercial products are for illustrative purposes only and does not
constitute an official FDA endorsement.

CA will send you an email with PIN number and a link to a website where you can import/install
the certificate. Accept all defaults and say "yes” to all pop-ups, your certificate will be installed in
your browser. Note, if you are using WebTrader, you do not have to install the certificate on the

same machine that you will be using. Once the certificate is installed in the browser you can

export the public and private keys out and use them where ever you want. AS1/AS2 users will

need to install the certificates in their system. Configuring the certificates may defer from sponsor
to sponsor depending on what gateway software being used.

1.
2,
3

From Internet Explorer go to Tools 2> Internet Options - Content tab - Certificates
Select your certificate in the Personal tab.

Click on the Export button to create public and private keys, which can be used for the

Gateway.

Iptended purpose!: <l ]|

Personal | Gther People | Intermediatbe Certification suthorithes | Trusted Root Certificatior 4 ¥

Izsued To Issued By Expiratio,..  Friendly Names
E spalle@ansi.com GlobalSign Personalsi, ., 12712006 <Maore >

=2 srinivas palle VeriSign Class 1 CA In...  1/1/2007 srinivas palle's V...

[amporte ) (Eporte ] (omowe )

Certificate intended purposes

Secure Ermail, Client Authentication
Wi

To export public key (.cer or .p7b) select Next on the next screen
Select ® No, do not export the private key option and click on the Next button.
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Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected, IF you wank to export the private key with the
certificate, you must type a password on a later page,

Do you wank bo export the private key with the certificate?

() ¥es, export the private key

=) Ma, do not sxpart Ehe private ke

|— -:Eack 7[__@5}"::‘ ] |— Cancel —l

Select the options as shown on the screen below. Click on the Next button. Or if you
want to export the certificate with .P7B extension/format or to export .CER
extension/format follow the next step.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of File Formats,

Select the Format vou want to use:
() DER encoded binary ¥.509 (.CER)
) Base-64 encoded %.509 {,CER)

Include all certificates in the certification path if possible

FECS ¥

[ = Back ][ Mext = ][ Cancel ]

Select ® Cryptographic Message syntax Standard — PKCS #7 Certificates (.P7B),
check M Include all certificate in the certification path if possible.
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Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of File Formats,

Select the Format you want to use:

(=) DER encoded binary 4,509 ( CER)
) Base-64 encoded X,509 { CER)
{3 Cryprographic Message Synkax Standard - PECS #7 Certificates {P7E)

[ < Back ][ ek = ] [ Cancel

8. Select ®DER encoded binary X.509 (.CER) and click on the Next button.
9. Give a file name and select the location where you want to save the file. Click on the
Next button. Then click on Finish.

You public key is ready. This is the key that you should use when registering.
To export private key (.PFX or .P12)

1. Select the certificate and click on Export, Click on net on the next screen
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Certiflicates

Iptended purpose: ' <= o

| Pergonal | Gther People | Intermediate Certification Autharities | Trusted Root Certificatior 4 *

| Issued To Issued By Expiratio...  Friendly Marme
| Espelle@qnsi.cum GlobalSign Personalsi, ., 12712006 <More >
W= =rinivas palle VeriSign Class 1 CA In...  1/1/2007 srinivas palks's Y. ..

|_ Irpark. .. ] L_Expr_'art... | |_Earnava

Certificate intandad purposes

Secure Email, Client Authentication
Wi

Close

2. Select ® Yes, export the private key and click on the Next button.

N

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private kevs are password protected. IF wou want ko expart the private key with the
certificate, wvou must type a password on a later page,

Do you wank bo export the private key with the certificate?

(i¥es, export the private ke

{ I MNa, dao not export the private key

[ < Back ][ Next = ][ Cancel ]

3. Select the options as shown below and click on the Next button.
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Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format you wank Eo use:

(=) Personal Information Exchange - PKCS #12 ( PFX)
[“lInclude all certificates in the certification path iF possiblel

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)
[] Delete the private key if the export is successful

[ < Back ]uext:’ ][ Cancel

4. Create a password for your private key. Confirm the password and click on the Next

button. If you forget the password you can export the private key again and create a
password.

Certificate Export Wizard

Password
To maintain security, wou must protect the private key by using a password.

Type and confirm a password.

Password:

[*m**

Confirm password;:
E:k:k:k‘***l

[ < Back ]i Mext = I [ Cancel ]

5. Create a file name and select the location where you want to save the file and click on
the Next button. On the next screen, click on Finish and then click on OK.
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Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

faneme:
. Ci\Documents and Settings\spalle\Desktop\privatekey, pfx [ Browse. ..

[ < Back ][ Mexk = ][ Cancel ]
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Appendix D. Java Runtime Edition Installation

In order to connect and upload/send files successfully to the FDA via the FDA ESG Web
Interface, you must obtain and install Sun’s JRE 1.5.0_15 plug-in files for the browser. JRE
security policy files must also be updated.

These two components can be retrieved from the following Java Sun site:

Install Client-side JRE 1.5.0_15

1. Go to the JRE download page:

https://cds.sun.com/is-bin/INTERSHOP.enfinity/WES/CDS-CDS Developer-Site/en _US/-
/USD/ViewProductDetail-Start?ProductRef=jre-1.5.0 15-o0th-JPR@CDS-CDS Developer

@M Downloads

S Hoeme » Download Cerfer »

Java SE Runtime Environment 5.0 Update 15 First Customer Ship Esfi#t A

Provide Information, then Continue to Dovenload

[El_: rk‘lm Simple, imtuitiee iDE

Select Platform and Language for your dovenloak

Geting Started?
S e ® klew to Java Canter
STy Y 0wE % ® Bleny 10 Solars Center
Language: | Mulli-language » » Sun Sludia
= agree (o the Java Runtime Ervironment 5.0 Lipdate 15 License Agraament Downboad RESMECEs

» Diownlaad Histony
w Sun Diwnload Manager

» Diownload Cenlar
Customer Sarvice

2. Select "Windows" from the platform menu. Check the | agree to the Java Runtime
Environment 5.0 Update 15 License agreement check box. Click continue.
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https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jre-1.5.0_15-oth-JPR@CDS-CDS_Developer

3. Click the link under Windows Offline Installation. Save the file to your disk.

@S_Efﬂ Downloads

S0 Home » Dowricsd Carfar =

Download Java SE Runtime Environment 5.0 Update 15 First

Customer Ship for Windows, Multi-language

Dvwendload Infarmsation and Filos

& Gt the latest L Funtime Emdronmant to use Sun Downlosd Manager

Internet Explorer Users: Check the top of this page for a “Java(TW) ¥Web Start Activeld Control®
message in the information bar. f i appears, click A to finish detecting your Java warsion.

Wi wierg unable o detect a recent version of Java Runtime Erdronmeant (JRE) on your
system. With the latest JRE, you can autornatically download, install, and mun Sun Downlozo
Wananer (S0M) directhy from this page. We highly recommend SDM o aasily managa your
downloads {pause, resuma, restan, verify, and more). Visit @va com for the latest JRE

Required Files

Windows OMine Instaltation
% jre-1_5_0_15windows-i506-p axs

Optional Files

Windows Online nsiallation Eyplcal download sme is <7 1ME)
£ jre-1_5_0_15-winidows-|586-pe-iw. e

MNotes:

« For download problems or questions, please see fhe Download Center FAQ

« [you logged in first, you can complate this download any time in the nest 30 days. Justvisitvaur
Dovmload Hisbary.

» For Customer Sence, contact Download Cenler Customar Service,

1611 ME

oA

".E'm Shmple, Intuitive (D

Getting Stared?

® New 1o Java Cenber

w New 1o Bolanis Canter
® Zun Studio

Download Resources

®FAQE
* Diownload Hisbory
W gun Downboad Manager

» Downboad Center
Cuslamer Berdce

Related Resources

* v sun.com

» Sotarie Devaloper Canter

® davaFi

& Wab Devtloper Resouns
Center

* Developer Barvices

® IgvaCne Onling

» Sun Student Developer
Program

® SunSolve
® 5un Microsyslems Press

® Sun Parner Advantage
Pragrarm 1ar 15Vs

4. Run the installer that you just downloaded. Accept all the defaults in the install wizard.
5. When the installation is complete, reboot your computer, if requested. Proceed to the

next step.

Install the Unlimited Strength Java Cryptography Extension (JCE) files

1. Go to the JCE download page:

https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS _Developer-Site/en US/-
[USD/ViewProductDetail-Start?ProductRef=jce policy-1.5.0-0th-JIPR@CDS-CDS_Developer
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‘@itg_ﬂ Downloads

S0 Home > Downioad Center »

Java(TM) Cryptography Extension {(JCE) Unlimited Strength oA
Jurisdiction Policy Files 5.0

Prondide Information, then Continue o Dosenload

@m Simpde, Infuithe IDE

Getting Started?

= Mew to Java Centar

= Mew (o Solans Center
® Sun Studio

Dowenload Resources

® FAS

» Download History

® Sun Download Manager

# Download Canter
Custamer Serdte

Click on the link under Required Files to download the ZIP file containing local_policy.jar

and US_export_policy.jar. These files will replace the existing files located in C:\Program
Files\Java\jre1.5.0_15\lib\security.

‘@&g} Downloads

S0 Hormes = Detwnilosd Carder

Download Java SE Runtime Environment 5.0 Update 15 First oA
Customer Ship for Windows, Multi-language

Dowenload Information and Files () NetBaang simple, intitive IDE

Ay Get the latest Java Runtime Environment to use Sun Downdoad Manager

Getting Started?
Internet Explorer Lisers: Check the top of this page for a“Java(TM) Web Star ActiveX Contral R,
message in the information bar, If it appears, click it to finish detecting your Java version. " New to Java Center
® Mewy o Solaris Canfer
We ware unable to datect a racent version of Java Runfime Environment (JRE} an your » Bun Shudlo
system. With the |atest JRE, you can automatically download, insiall, and run Sun Downlosas
Manansr (S0MW) directly from this page. W highly recommend S0 to easily manage your
downloads (pause, resume, restart, verify, and more), Wisit i5va com for the latest JRE

Download Resources
" FAQE

# Download History
Regquirad Flles # Sun Download Manager

® Dpvwnload Cender
Customar Service

i

‘Windicws Oming Instatlation

¥ |re-1_5_0_15-windows-i586-p exe

Related Resources
® Java.sun.cam
Optional Files L Snlans‘DE}?IDnerEGrder
" JavaFs
ik & ! B ED Davialopar REsource
'p‘u"lnr:lows Online Ins!allaljt-lr.l (typical dowmload size is ~7.1ME) 024 WB EEnial
 jre-1_5_0_15-windows-1585-p- M. * Davaloper Sarvices
W Javaling Onling
Backup your old local_policy.jar and US_export_policy.jar files before replacing them.
You can either rename them (for example, local_policy_old.jar) or put them in a different
directory (for example, C:\Program Files\Java\jre1.5.0_15\lib\security\archive).
Once you have backed up your old files, open the ZIP file that you downloaded. Extract
the new files into C:\Program Files\Java\jre1.5.0_15\lib\security. Make sure that you
extract the new files directly into C:\Program Files\Java\jre1.5.0_15\lib\security and
not into a subdirectory.

=y
SRR TER AT == -
 Descripthon and | ]
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Turning Off Automatic Updates for Java

The installed JRE will periodically prompt users to download the latest updates. Versions of JRE
other than 1.5.0_15 will not work with WebTrader. The most recent versions of the JRE (JRE
1.4.2_09 and JRE 1.5) will not work with the FDA ESG web interface and must NOT be
downloaded and installed. Automatic checking for updates can be disabled on the Windows
operating system as follows:

1. Select "Control Panel" from the "Start" menu.
2. Double-click on the "Java" icon in the "Control Panel" window to launch the JRE control
panel.

B Control Panel

File Edit Wiew Favortes Tools  Help |Mdruss |0 contralpanel

Q-0 -2 LPD|F» XY |E

6%'%%3"%.&}:

Aocessibility  Add Hardweare Administrative  Automatic  Date and Time Display Folder Options Fonk
Options R ] Tools Updates
()

P D Q@ % b %
= ) =) ox = =
Inkerret Java Plug-in Kevboard Mouse MNetwork,  Metwork Setup  Phone and  Power Options  Prinkers
Oplions Connections ‘Wizard Maodem ... Faxe
. r Y e — —
S &2 9 &% ¥ &4 ¥ €
Scanners and  Scheduled Security Sounds and Speech System Taskbar and Tweakll  User Aco

Cameras Tasks Center Audio Devices Stark Menu

e «

Windows Wireless
Firewall  Metwaork Set,..

3. Click on the "Update" tab. There will be a checkbox labeled "Check for Updates
Automatically". Make sure the checkbox is not checked and then "Apply" the change.
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£ Java Control Panel =10 x|

General  Update | Javal Securit':.-'l Advanced

Ilpdate Motification

=

wersion of the Java platform, The options below let wou control hov

fﬁ é } The Java Update mechanism ensures you have the most updated
\ updates are obtained and applied.

Makify Me: Before downloading ;I

[~ Check for Updates Automatically Advanced,,, |

Click the "Update Mow" button below to check For updates. Anicon
will appear in the syskem kray if an update is available, Move the
cursar over the icon to see the status of the update,

IIpdate Mo |
(] 4 I Cancel | Apply |

4. With the box unchecked, a warning box will popup: Click the Never Check button to make
sure that the Java Runtime Environment will not automatically be updated. If the JRE is
automatically updated, WebTrader will stop working.

Java Update - Warning : x|

You have chosen to never check for updates and may
miss future security updates.

We strongly recommend letking Java petiodically check for newer versions ko ensure you have
the most secure and fastest Java experience,

Mever Check ||

Updating to JRE 1.5.0_15

WebTraders who are currently running JRE 1.4.2_07 or 1.4.2_08 must update the JRE to
1.5.0_15. To update to JRE 1.5.0_15 we recommend uninstalling the older/current version of JRE
and a clean install of JRE 1.5.0_15. Follow the below steps to uninstall the current JRE version.
Once the current JRE version is uninstalled follow the 3 above steps Install Client-side JRE
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1.5.0_15, Install the Unlimited Strength Java Cryptography Extension (JCE) files and Turning Off
Automatic Updates for JAVA in that order.

1. Use Add or Remove Programs to uninstall the currently installed JRE version.
a. Select Add or Remove Programs from control panel. Depending on the
configuration of windows, it will look similar to one of the following

Q Internet Explorer '__J" My Documents

Q) Windows Media Player <) My Recent Documents  »
&3 Tour Windows #P j My Music
5 Files and Settings Transfer Wi...

% 4 My Computer
B Command Prompt ‘-"g

&= PartitionMagic 8.0 . __*E My Network Places
o Motepad
= 2 l—“ Control Panel
@, Set Program Access and
Defauls

,,5.1 Printers and Faxes

Q/l Help and Suppaort

Al Programs  k =] Run...

Log OFfF E Shuk Daown

|# start & ([
screenshots.

b. From the Add or Remove Programs dialog box, click on the Remove button
beside the Java 2 Runtime Environment entry. There might be more than one.
Make sure every version is removed. If asked to reboot after one or more of the
removal programs finishes, do so, then continue using the Add or Remove
Programs box to remove every version of the Java 2 Runtime Environment:
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B Add or Remove Programs E =101 x|
e

'.ﬂ Currently installed programs: [ show updates Sort by | Mame 'I
Change or 7 g 3 = =
Bemave iie" Java 2 Runtime Environment, 5E v1.4.2_08
Programs Cick hers For support information
To change this program or pensyve i from your computer, click Change or Remave,
;‘i‘j‘f—:"ﬁ: & PowerCuest PartitionMagic 8.0 Goe | 12.33E
5 Tweak LT
(&) ¥weare Tools Size  5.E0MB

5! windows Installer 3.1 (RES33203)

Sk Program
Access and
Defaults

Manually delete files

a. The JRE uninstall program does not delete all files that are part of the Java
Runtime Environment because some were created automatically when Java runs
programs. These are safe to delete, and will also help ensure compatibility with
the FDA ESG WebTrader software.

b. To delete all the previous version files, using Explorer, in the C:\Program Files\
directory highlight the Java folder and press the delete key. Click on the Yes
button to confirm deletion.
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a Ci\Program Files

@E?E?E?E?E?Ei?

Common Files ZomPlus InstallShield Internet

Messenger rnicrosaft
applications  Installati,. Explorer fronkpage
Ej Confirm Folder Delete
Morie Maker
L
Uninstall

Information

c. Again, using Explorer, delete the Java folder in C:\Documents and Settings\[your
username]\Application Data\Sun\ directory. Highlight the Java folder and press
the delete key. Click on the Yes button to confirm deletion.

Confirm Folder Delete

‘f

e
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Appendix E. Glossary of Terms

Table E-1: Glossary of Terms

Term Definition

AS1 Applicability Statement 1. An electronic submission protocol that uses secure
email for communications.

AS2 Applicability Statement 2. An electronic submission protocol that uses
HTTP/HTTPS for communications.

Certificate Verification of the identity of a person or process. Authentication confirms that a

Authentication |message truly came from the source that sent it.

Certificate An organization that issues digital certificates containing the applicant’s public

Authority (CA) |key and other identification information.

Certificate Assurance that a message has been disclosed only to the parties authorized to

Confidentiality |share the information.

Certificate Assurance that the information has not been altered in any way and is precisely

Integrity true to the source.

Community An entity that contains all the necessary components for submission: a
component that receives and routes submissions (the FDA ESG), and its
external (e.g., a member of the regulated industry) and internal (e.g., FDA
Center) Transaction Partners.

Digital An attachment to an electronic message that allows the recipient to authenticate

Certificate the identity of the sender via third party verification from an independent

certificate authority. Digital certificates are used to identify encryption and
decryption codes between message senders and recipients.

Non-repudiation

A means to provide proof of the integrity and origin of data, both in an non-
forgeable relationship that can be verified by any third party at any time, or, an
authentication that, with high assurance can be asserted to be genuine.

The sender of data is provided with proof of delivery and the recipient is assured
of the sender’s identity, so that neither can later deny having processed the
data.

Private Key

In secure communication, an algorithmic pattern used to encrypt messages that
only the corresponding public key can decrypt. The private key is also used to
decrypt messages that were encrypted by the corresponding public key. The
private key is kept on the user’s system and is protected by a password.

The private key is normally known only to the key owner. Messages are
encrypted using the public key (see below) and decrypted using the private key.
For digital signatures, however, a document is signed with a private key and
authenticated with the corresponding public key.

Public Key

The public key of a public-private key encryption. This key is used to confirm
electronic signatures on incoming messages or to encrypt a message so that
only the holder of the private key can decrypt the file or message.

A public key is held in a digital certificate. Public keys are usually published in a
directory. Any public key can encrypt information; however, data encrypted with
a specific public key can only be decrypted by the corresponding private key,
which the key owner keeps secret.

Transaction
Partner

The entity sending submissions/communicating with the receiving and routing

component (the FDA ESG) of the community.
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Appendix F. Acronyms
A list of acronyms relevant to the FDA ESG is provided below:

Table F-1: List of Acronyms

Acronym Phrase

AERS Adverse Event Reporting System

AS1 Applicability Statement 1

AS2 Applicability Statement 2

CA Certificate Authority

CBER Center for Biologics Evaluation and Research
CDER Center for Drug Evaluation and Research
CDRH Center for Devices and Radiological Health
CFR Code of Federal Regulations

DUNS Data Universal Numbering System

eANDA Electronic Abbreviated New Drug Application
eBLA Electronic Biological License Applications
eCTD Electronic Common Technical Document
eDMF Electronic Drug Master File

elDE Electronic Investigational Device Exemption
eIND Electronic Investigational New Drug Application
eNDA Electronic New Drug Application

EDR Electronic Document Room

FDA Food and Drug Administration

FDA ESG FDA Electronic Submissions Gateway
HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Secure

IND Investigational New Drug

JCE Java Cryptography Extension

JRE Java Runtime Edition

MDN Message Delivery Notification

OcCIO Office of Chief Information

PDUFA Prescription Drug User Fee Act

PKI Public Key Infrastructure

RAM Random Access Memory

SSL Secure Socket Layer
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Appendix G. AS2 Header Attributes

In addition to tarring/gzipping the actual documents, AS2 submissions must include the following
attributes in their AS2 headers. The additional information is comprised of:

FDA submissions Type

FdaSubmissionType: Abbreviated New Drug (add submission type information)
Center Name-

FdaCenter: CDER (add Center information)

The Mime Headers are to be located in the outermost MIME wrapper and will appear as follows:
X-Cyclone-Metadata-FdaSubmissionType: Abbreviated New Drug
X-Cyclone-Metadata-FdaCenter: CDER

The following example represents how the standard AS2 mime header should appear after
appending the Center and SubmissionType attributes and upon and presented at the FDA ESG.

Message-ID: <1115406057162.328983@WIN2K3-ESX6>

Date: Fri, 06 May 2005 19:00:57 GMT

From: esx6

Mime-Version: 1.0

Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
name=smime.p7m

Content-Transfer-Encoding: binary

Content-Disposition: attachment; filename=smime.p7m
Disposition-Notification-To: esx6

Disposition-Notification-Options: signed-receipt-protocol=optional,
pkcs7-signature; signed-receipt-micalg=optional, shal
AS2-Version: 1.1

AS2-To: db-as2

AS2-From: esx6-as2

X-Cyclone-Metadata-FdaSubmissionType: EANDA
X-Cyclone-Metadata-FdaCenter: CDER

Content-Length: 3607

This information must be included in the outermost portion of the outermost MIME wrapper.

The table below indicates the allowable attribute values for each FDA Center destination:
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Table G-1: Allowable Center Attribute Values

Center Destination|Allowed Attribute Values

CBER AERS
AERS_Attachments
EBLA

ECTD

EIDE

EIND

eDMF

Promotional _Material

Lot_Distribution_Data

CDER AERS
AERS_Attachements
EANDA

EBLA

ECTD

ENDA

EIND

CDRH Adverse_Events

Electronic_Submissions

CFSAN BNFs

Color_Master_File
Food_Contact_Noaotification
Food_Master_File

GRAS Notice

New_Protein_Consultation
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Petitions
PNC

Threshold_of Regulation

CVM Electronic_Submissions

OOPD Orphan-drug_Designation_Requests
HUD_Designation_Requests

GWTEST Connectivity _Test
7.5GB_Submission

ocC SPL
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Appendix H. Sample Letters of Non-Repudiation Agreement

A letter of Non-Repudiation Agreement for digital signatures must be submitted to the FDA prior
to registering as a transaction partner for the FDA ESG. The letter must be submitted in paper
form (preferably on company letterhead) and signed with a traditional handwritten signature. The
letter must be sent to:

Office of Regional Operations (HFC-100)
5600 Fishers Lane
Rockville, MD 20857.

A copy must be sent to:

Michael Fauntleroy

Office of the Director (HFM-25)

Center for Biologics Evaluation and Research
Food and Drug Administration

11400 Rockville Pike, Room 4119

Rockville, MD 20857.

The following two letters are provided as samples for a Letter of Non-Repudiation Agreement.
The information in square brackets [ ] will be provided by the submitter.

SAMPLE LETTER #1
[Company Letterhead]
[Today’s Date]

Office of Regional Operations (HFC-100)
5600 Fishers Lane
Rockville, MD 20857

Re: Electronic Signatures
Dear Sir or Madam:

Pursuant to Section 11.100 of Title 21 of the Code of Federal Regulations, this is to certify that
[Company Name], [Company Address], intends that electronic signatures executed by our
employees, [List of employee names] are the legally binding equivalent of traditional hand-written
signatures.

Sincerely yours,

[Hand-written signature]

[Name of Company Representative]

[Company Representative Title]

[Employee Name #1]: [Hand-written signature of employee #1]
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[Employee Name #2]: [Hand-written signature of employee #2]
[Employee Name #3]: [Hand-written signature of employee #3]
[etc]

SAMPLE LETTER #2
[Company Letterhead]
[Today’s Date]

Office of Regional Operations (HFC-100)
5600 Fishers Lane
Rockville, MD 20857

Re: Electronic Signature Certificate Statement
To Whom It May Concern:

Pursuant to Section 11.100 of Title 21 of the Code of Federal Regulations, this is to certify that
[Company Name], intends that all electronic signatures executed by our employees, agents, or
representatives, located anywhere in the world, are the legally binding equivalent of traditional
hand-written signatures.

Sincerely yours,
[Hand-written signature]
[Name of Company Representative]

[Company Representative Title]
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Appendix I.

EDIFACT Message Structure

Required message structure (EDIFACT)

S/MIME SMTP E-mail Header

_ — Example:
Security Envelope UNB+UNOB:1+016968919:01+F
DA:ZZ+060310:0127+37"
UUNE Header Header >
SGML
document
Dataldocutment SGML
Document
EDIFACT
Interchange '"UNZ+1+37"
Envrelope
Trailer
UMZ Traler
Table I-1 - EDIFACT UNB Header Information
Description Code Comments
Identification of the UNB The code for the start of the UNB header
start of the UNB header should be UNB in upper case letters
Version of the standard [UNOB:1 The current version code should be UNOB in

of the UNB header

upper case letters

Interchange sender
identification code and
sender code qualifier

XXXxxxx:01 (for AS2
submissions this should
match the routing ID)

xxxxxxx should be the number assigned to
your company by Dun and Bradstreet
Information Services. (For industry sending to
the FDA, the sender code qualifier is 01.)

Interchange recipient

FDA:zz

xxxx should be the code for the receiving
center (CDER, CBER, CDRH, CVM,

CFSAN)

Date and time of

yymmdd:hhmm

For now, a two-digit designation should be

preparation used for the year
Interchange control Up to 14 alphanumeric  [You should assign a unique reference number
reference for each interchange. Otherwise the system

characters

will not recognize the transmission as new
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Table -2 - UNZ Trailer Information

Description

Code

Comments

Identification of the
start of the trailer

UNZ

The code for the start of the trailer is UNZ in upper
case letters

Interchange control

Up to 6 numerical

Counts either the number of messages or the

count characters number of functional groups within the interchange.
Usually, thisis 1
Interchange control |Up to 14 This should be the same as the interchange control
reference alphanumeric reference in the UNB header
characters

EDI headers and trailers are made up of a series of data elements separated by plus (+) signs. A
colon should separate segments of the individual data elements. An apostrophe should be used
to terminate the header, body of the message, and the trailer.
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Appendix J. Digital Signatures

FDA does not require submission of a paper copy for electronic submissions submitted using the
FDA ESG.

FDA forms (e.g., 1571, 356h) and documents require a signature. Accepted signature methods
by FDA are:

e Scanned signatures

e Digital signatures

o Flattened digital signatures. A flattened digital signature must include (see example):
o0 the printed name of the signer
o the date and time when the signature was executed
o0 the reason for signature

Please use the Adobe Acrobat Self-Sign plug-in to insert your signature on fillable FDA forms.

The FDA cannot hold digital signatures to a higher standard than paper signatures. The FDA will
not check the signature on an electronic or paper-based submission unless there is a directed
inspection involving that submission. Please maintain the security certificates associated with
your digital signatures in case of a directed inspection.

The FDAAs General Counsel (GC) has said that the FDA must be able to determine the origin of
a submission in order to implement fully electronic submissions. The PKI (x.509 version 3 class I)
certificate employed by the ESG allows the FDA to determine the origin of the submission
through the use of a public/private key exchange.

Please use the 1571 (http://www.fda.gov/opacom/morechoices/fdaforms/1571es.pdf) and 356h
(http://www.fda.gov/opacom/morechoices/fdaforms/356Hes.pdf) fillable PDF forms with your
electronic submissions to CDER and CBER via the ESG.

e If you do not include these forms with your electronic submissions, CBER and CDER will
not be able to leverage their automated loading processes, reducing the process to a
manual one. This results in a large increase in the time required by the Centers to make
submissions available to our review community.

e 356h and 1571 Form Field Sizes

o0 For documents sent through the ESG for regulatory review, the most important
form fields from the FDAAs perspective are the application number and the
submission type.

0 The current form fields have the maximum number of characters allowed. If a
form field is not large enough, please abbreviate the text in the field. Increasing
the size of a form field or otherwise altering a form would require OMB approval.

o FDA contractors or administrative reviewers read a submissionns cover letter
and selected text to determine the nature and content of the submission. FDA-
generated data and information is utilized in FDA submission tracking databases.

Consult with an FDA Center representative to determine which signature method is
required for each type of submission.

Example of a flattened digital signature:
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11. DATE

10. SIGNATURE OF INVESTIGATOR Qeroge 5. Rathzur
Geroge.S.Rathbun  S55msiinsas
T 19:43:08 -0

BAFE Pason | MIEs o T somraty s
For Demonstration Purposes Cnly Mdigrity of TS SOOUmL

Faichanhi o Owigieal Dgnl S ditaia
mrs

f—— — — —
[{WARNING: A willfully false statement is a cnminal offense. LS C. Title 18, Sec. 1001.)

Pubdic regonmg burden for this collection of infarmation = estimated o avarage 100 howurs per response, ncheding the time far TeiEany iInstruchons
searching existing data sources, gathering and maintaining the data needed, and completing reveewing the collection of mformation. Send comments
regarding this burden estimate or any ofher aspect of this collection of information, including suggestions for reducing this burdsn to

Food and Dnug Administration Food and Dnug Administration “An agency may not conduct or sponsor, and a
CBER [(HFM-%3) COER [HFD-54) person is nat required to respond bo,

1401 Rockvile Pike 12229 Wikins Avenue collection of informabion unless it displays a
Rodcalle, MD 20852-1448 Rockyilla, MD 20852 cusrertly valid OME control number.”

Please DO NOT RETURN the application 1o thes address.

FORM FDA 15872 (1/03) PREVIOUS EDITION 15 OBSOLETE PAGEZ2OF 3

Frequently Asked Questions about Digital Signatures

1. Q. A question mark (?) appears if | don't use PDF Self-Sign to create a signature. Will the
FDA accept such a submission?

A. Yes. The FDA will not validate a signature during the submission process unless there
is a directed inspection of the submission.

2. Q. What if | can't fit my full text into a form field?

A. The most important form fields are the application number field and the submission
type field.

3. Q. Because | used a non-public key digital signature, | received an error message during
the eCTD validation steps regarding a "secured" PDF file being present within the eCTD.
Will my submission still be accepted?

A. The FDA understands that this can occur and will not reject submissions based on
this.
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Appendix K. AS2 Routing IDs

As an alternative to using the AS2 Header Attributes (Appendix G) process for sending
submissions to the FDA ESG, you can use unique routing IDs for your submissions to indicate
the type of submission and the intended Center. This Appendix describes how to automate the
selection of the routing ID in Cyclone/Axway products through the incoming back-end
integration pickup. If you are not using a Cyclone/Axway product, refer to your gateway
software's documentation for help configuring routing IDs.

The routing IDs for each submission type are listed at the end of the appendix.
Before routing IDs can be selected, they must be added to your partner profile.
1. Inyour FDA partner profile, click on the "Routing IDs" link.
Figure 1: Partner Profile
rrc [l

Categories Properies

Cormrmunity
Mernberzhip —= @ Certificates

- EE D Surnrnary

Dl
EH?:I::.;?E Routing IDs=

&l contact |Add or delete routing IDs for the partner

Summary: FDA Production

2. Use the "Add" button at the bottom of the page to add extra routing IDs to the FDA
partner.

Note: "ZZFDA" (production) or "ZZFDATST" (test) must be the first routing ID
listed. Otherwise, the submission will not be processed correctly by the FDA.
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Figure 2: Change Routing IDs
Change routing IDs

Partner: FDA Production
If there are multiple routing IDs, the one at the top of the list is the default. Use the up and down arrows to change the default routing ID.

Routing ID ebXML party ID type

ZZFDA 4| W | Delete
CBER_EBLA i | W| Delete
CBER_ECTD i | ¥ | Delete
CBER_EDMF & | W| Delste
CBER_EIDE | ¥ | Delete
CBER_EIND A | W | Delete
CBER_LOT_DISTRIBUTION_DATA i | W| Delete
CBER_PROMOTIONAL_MATERIAL i | ¥ | Delete
CDER_EANDA i | ¥ | Delete
CDER_EBLA 4| W| Delste
CDER_ECTD 4| W| Delete
CDER_EIND 4| W | Delete
CDER_EMNDA i | W| Delete
CDRH_AERS 4| ¥ | Delete
CDRH_ESUES & | W| Delste
CVM_ESUBS 4| | Delete
FDA_AERS 4| W | Delete
FDA_AERS_ATTACHMENTS | | Delete

Add a routing ID
Type a unique ID in the routing ID field. For ebXML traders only, enter an ebXML party ID type only if the routing ID you enter is not a URL

Routing ID:# |\

ebXML party ID type: |

Add

Only file system integration pickups have the ability to automatically select a routing ID. If
you are not currently using file system integration pickups to interface with the back-end
server, you must create a file system integration pickup must be created. Refer to your
gateway software's documentation for more information on this procedure.

After you create a file system integration pickup, create a directory structure on the disk
that matches the routing ID's path and configure the integration pickup to automatically
select a routing ID based on directory names.

In this example, the path to the integration pickup is C:\bin\cyclone\common\data\out,
as shown in Figure 3: File System Settings, Directory Name. This path should match the
directory structure you created in step 3.

Figure 3: File System Settings, Directory Name
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Change this integration pickup exchange

Transport: File system
Test results; Success

W Enabile this integration pickup

File system settings | From address | To addnu!] Message attributes “m Splitter | Inline processing | Advanced |

Enter the directory path. This must be a directory on the trading engine server's file system. If the directory does not exs
the trading engine in a multiple computer cluster, make sure the directory is shared.

Directory name:= [r sinieyclona\commondatalout ﬂ

(Exammgle: Ciitemnp or fuss/tama)

]

Click on the Message attributes tab. This will access the following screen:

Figure 4: Message Attributes, Adding

iLﬁ__ I - R I...........
Message attribute directory mapping
Seloct massage attrbutes that comaspond o the names of subdirectonas. Each fem in the selected attnbutes list represents ancther subdeectory bevel. For

expmphe, add “From reutang D7 and To rewbng (D7 Do the sslected attributes st o that order, Then, place 3 payioad m a subdeetory named "ABLDEF”
| The payload will be assigned a “From routing 107 attribute set to "ABLC" and 3 “To roubtng 1D° set to "DEF",

Ay pelable Bttnbated Sebected snbutes

e |

Flxed message attributes
Assign fed wakees to message attrbutes

| Hame Hetadata name

Walie
Thara are No MEssags attributes defined

Add a message atiribuie

ARtrbule MamsE >

Cregte 3 new messgge atinbyte
Vakie: |

| e

Your list of Available attributes may differ from those shown. The only attribute here that
must be on your list is To routing ID which is highlighted here.

Click on To routing ID in the list of attributes. Then click on the Add button. After the
screen refreshes, To routing ID should be listed under Selected attributes:

Figure 5: Message Attributes, Added
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Fille system i IF_ A ITq i I‘-‘_ l;;ﬂ-::l-lm[ ikt I-h-u_-l-" ‘_I
Message attribute directory mapping
Sehect message attributes that cormespond to the namas of subdirectones. Each item in the selerted attmbutes list represents ancther subdirectory level. For

axamle, add “From roung 107 and TTo routing lD 0 Ehe Salecued AtTnbuCes st in thak Oroer, Th!n HH! 3 paioad in a subdeediony named "ABC/DEF .
The pavioad will be assioned a “From routng 107 sttribute st to "ABC” and 3 o routing [D7 et to ° .

dvaidable atrinses Seleted attnbutes

Busmess prtocol 7 I R avene |
Document typs s Remove | —Move dvwn |

Fized message altribules
assign feed valuas to message attributas

|Nm: Metadala name Value
| Thara are no message attibutes defined

Add a message attribute

bt e N =]

Crogte o new medssde giinbute

Valuae:

Click on the Save changes button to commit the changes to the integration pickup.
Next, create the appropriate directories in the file system to match the FDA Routing IDs
to which submissions are to be sent.

Figure 6: Available Routing
PR G Tnparri PWOSeycefa b Sodutcanment it sutbonie.

Folders CEER_EBLA

2 inbeund CBER_ECTD

& o CBER_EDMF

= o CBER_EIDE
# | COER_EELA CBER_EDND
® ) CeER_ECTD CBER _PROMOTIONAL MATERIAL
W | CRER_EDMF CUER_EANDW,
® 3 ceen_EIDE _JCDER_FRLA
# ) CER_FIND : COER_ECTD
# ) CHER_PROMOTIONSL_MATERLAL CDER_EIND
# D) COER_EANDH CDER:_EMDA
# 3 CDER_EBLA DA AERS
# 3 Coer_ECTD - cm-mrsm_ups
# 5 COER_FIND
= Emﬂm CPREAN_COLOR_MASTER_FILE
# 3 CORH_AERS I CFSAN_FOO0_CONTACT_NOTIFICATION
2 CORH_ESUES —ICFEAN_FOOD_MASTER FRE
# ) CPSAN_BNFS I CPSAN_GRAS_NOTICE
D) CPSAN_COLOR_MASTIR FILE SICFSAN_NEW _PROTEIN_CONSULTATION

B 1) CFSAN_FOO0_CONTACT_NOTIFICATION
B ) CPSAN_FOO0_MASTER FILE

# |23 CPSa_GRAS_NOTICE

B ) CPSAN_MEW_PROTEIN_CONSULTATION
& ) CPSAN_PETITIONS

I CFSAN_PETITICNS

® 23 CFsaM_PHC FOuh_AERS_ATTACHMENTS
# | CFSAN_THRESHOLD_OF_REGULATION _JGWTEST 7l

W 3 CVM_ESUBS GHTEST_CONMECTION

® 3 DA AERS COPD_HUD_DESIGHATIONS

# ) FDA_AERS_ATTACHMENTS
® D) GWTEST_TGE
® ) GWIEST_CONMECTION
# 3 00PD_HUD_DESIGNATIONS
# ) 0OPD_ORPHAN_DRUG_DESIGHATIONS
) webtradar <
T Tl b
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Figure 6: Available Routing shows a sample directory and subdirectories that correspond
to some of the available routing IDs. A complete list of routing IDs for the FDA ESG are
in Figure 7: Submission Types Supported by the FDA ESG.

8. Create subdirectories beneath the base integration pickup directory as shown, then drop
the documents that you wish to submit into the appropriate directory. For example, to
send an AERS report, place the document in the "FDA_AERS" directory.

9. For multi-document submissions, the original directory structure must be converted to a
single file by using "tar" and then "gzip", and the resulting file must have an extension of
.tar.gz for the FDA ESG to correctly recognize it as a multi-document submission. You
must perform the tar and gzip procedure before dropping the file into the appropriate
directory, since the Cyclone/Axway software does not know how to tar and gzip on its
own.

Note: FDA_AERS and FDA_AERS_ATTACHMENTS submissions cannot be sent as
multi-document submissions under any circumstances.
Table K - Submission Types Supported by the FDA ESG
Center Submission Types Routing ID
Destination
CBER AERS FDA_AERS
AERS Attachments FDA_AERS_ATTACHMENTS
EBLA CBER_EBLA
ECTD CBER_ECTD
EIDE CBER_EIDE
EIND CBER_EIND
eDMF CBER_EDMF
Promotional Material CBER_PROMOTIONAL_MATERIAL
Lot Distribution Data CBER_LOT_DISTRIBUTION_DATA
CDER AERS FDA_AERS
AERS Attachments FDA_AERS _ATTACHMENTS
EANDA CDER_EANDA
EBLA CDER_EBLA
ECTD CDER_ECTD
ENDA CDER_ENDA
EIND CDER_EIND
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CDRH Adverse Events

Electronic Submissions

CDRH_AERS

CDRH_ESUBS

CFSAN**  |Food_Master_File
Color_Master_File
Food_Contact_Noaotification
New_Protein_Consultation

Threshold_of Regulation

CFSAN_FOOD_MASTER_FILE
CFSAN_COLOR_MASTER_FILE
CFSAN_FOOD_CONTACT_NOTIFICATION
CFSAN_NEW_PROTEIN_CONSULTATION

CFSAN_THRESHOLD_OF_REGULATION

GRAS_Notice CFSAN_GRAS_NOTICE
BNFs CFSAN_BNFS
PNC CFSAN_PNC
Petitions CFSAN_PETITIONS
CVM Electronic_Submissions CVM_ESUBS
oC SPL OC_REGLIST_SPL

OCPP * NDC_Labeler_Code_Request
Establishment_Registration

Listing

OCCP_REGLIST_NDC_CODE
OCCP_REGLIST_EST_REG

OCCP_REGLIST_LISTING

OOPD** HUD_Designation_Requests

Orphan_drug_Designation_Requests

OOPD_HUD_DESIGNATIONS

OOPD_ORPHAN_DRUG_DESIGNATIONS

GWTEST **|ConnectTest

SizeTest

GWTEST_CONNECTION

GWTEST_7GB

* This center is a pilot program that is only being deployed in Pre-Production. Only authorized

users should submit to the OCPP.

** These submission types are only supported in the Test environment and are intended solely for

testing.
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