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How to Use this Guide

This guide provides instructions for HR personnel acting as HSPD-12 Sponsors and
Adjudicators to initiate the LincPass issuance process for EmpowHR-based Employee
Applicants. This guide will detail how to prepare and submit Employee Applicant records to the
General Services Administration (GSA) HSPD-12 system, called USAccess in order to Sponsor
and Adjudicate the Employee. This process accomplishes the following:

e Selection and preparation of Employee Applicant data for submission to USAccess
e Completion of Sponsorship for the Applicant
e Completion of Adjudication for the Applicant

e Submission of all data to USAccess so that the Applicant can then Enroll
The first half of this guide provides a high level overview of where on-boarding fits into the
overall LincPass issuance process as well an on-boarding process workflow. The second half

of this guide provides step by step instructions and screen shots detailing how to prepare the
data, Sponsor and Adjudicate the Applicant, and submit all the data to USAccess.

If you need help or additional information, please see the contact list below:

USDA HSPD-12 LincPass Website Sponsor page: http://hspd12.usda.gov/Sponsor.html

USDA HSPD-12 Help Desk (for business process or Agency Certification portal):
e Toll Free: 888-212-9309, Local: 703-245-7888
o Email: HSPD12@ftc.usda.gov

USAccess Help Desk (for USAccess system questions/issues)
e Toll Free: 866-493-8391
o Email: usaccess.helpdesk@eds.com

GSA MSO Help Desk (for USAccess password resets or general policies)
e Phone: 202-501-4740
e Email: hspd12@gsa.gov

EmpowHR help desk (for technical questions/issues with EmpowHR):
e Email: NFCEMPOWHR@usda.gov

eAuthenthentication Help:
e http://www.eauth.egov.usda.gov/eauthHelp.html

Note: The Frequently Asked Questions section has been integrated into the Sponsor FAQ
document on the USDA HSPD-12 website’s “FAQ” page.

Version 3.2 DRAFT 1
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Part I: Overview and Business Process

8-le

Enroliment

i

Activation

Figure 1: LincPass Issuance Process

A. On-boarding Process Overview

The objective of this process is to select and prepare Employee data so that upon submission, it

conforms to the data requirements set forth by USAccess. The On-Boarding process involves

the following:

e Sponsor selects records to prepare and then review and update data in EmpowHR

e Sponsor submits the data to USAccess via the Agency Certification Portal in order to
provide an authoritative data source for LincPass credentialing

e Employee is Sponsored and Adjudicated once the data is submitted

e Employee receives notice to enroll at an Enrollment Station

Prerequisites:

Prior to performing any actions in the On-Boarding process, Sponsors and Adjudicators must
meet the following prerequisites:

e Sponsored in USAccess
e Successfully completed the EmpowHR Sponsor or EmpowHR Adjudicator (whichever is
appropriate for your role) training in AgLearn

o Designated as a Sponsor or Adjudicator (whichever is appropriate for your role) in
USAccess by your Agency Role Administrator
e Received your USAccess user name and password

Version 3.2 DRAFT 2
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B. On-Boarding Business Process

B (i). Business Process Workflow

The figure below details the business process for on-boarding an Employee; it assumes a
Background Investigation (BI) has been initiated and at least the Federal Bureau of Investigation

(FBI) Fingerprint Check has been favorably adjudicated.

ldentify records
to prepare

Update record
for Employee in
EmpowHR

Provide HSFD-
12 required o
information

—

Employee
updates email
and phone info

Adjudicator
NO— records results in
EmpowHR

Adjudication
esults entered?

YES
h J

Validated record

in Agency 2

Certification
Portal

Record
submitted
to
USAccess

Employee
enrolls

Figure 2: Business Process
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1. Sponsor identifies the Employee record to prepare based on an active Employee’s
proximity to an Enrollment Station and if they already have a Bl on file.

2. If the Employee’s record requires updates to the required biographic information (e.g.
name, home address, citizenship status, etc.), Sponsor makes the updates in
EmpowHR. If this is a new Employee, HR will create a new record in EmpowHR for this
Employee.

3. Sponsor provides the new HSPD-12 required information:

a. Checking “LincPass Required”
b. Indicating if Employee is an Emergency Response Official
c. Card Shipping Address

4. The Employee verifies (and if necessary, updates) their business phone number and
email address using EmpowHR'’s employee self-service module or via eAuthentication.

5. If the Employee’s record in EmpowHR does not already contain their adjudication
results, the Adjudicator enters the type of Bl and results in EmpowHR**.

6. Sponsor validates the Employee’s record in the HSPD-12 Agency Certification Portal to

certify it as being complete and ready for submission to USAccess.
The record is submitted to USAccess and Sponsorship is now complete.

The Employee can then enroll after receiving notification from USAccess.

**If the Employee does not have a Bl or record of it cannot be found, the Bl should be initiated in
conjunction with the data preparation and selection (Steps 1-4). Once at least the FBI
Fingerprint Check is returned and favorably adjudicated, complete steps 5-7. The Employee’s
record can be updated at a later date after the full Bl results have been favorably adjudicated.

B (ii). Additional Business Process Rules

1.

Role Separation — Every record must be sponsored and adjudicated in EmpowHR by
two different people. While a Sponsor can hold the Adjudicator role (and vice versa), a
single person cannot perform both actions on the same Applicant record. Records
sponsored and adjudicated by the same person will result in sponsorship being
incomplete; thereby preventing the Applicant from enrolling.

Role Designation — Every Sponsor and Adjudicator must be designated in their role in
USAccess by the agency’s Role Administrator even though all sponsorship and
adjudication actions occur within EmpowHR. Any new record submitted to USAccess
that has been accessed by an undesignated Sponsor or Adjudicator will result in the
record being set to sponsorship incomplete; thereby preventing the Applicant from being
able to enroll.

Authoritative Data Source — EmpowHR serves as the authoritative data source for all
sponsorship and adjudication information. Therefore all changes to sponsorship and
adjudication data must be made in EmpowHR and not USAccess. Any data changed
directly in USAccess will be overwritten by what is currently in EmpowHR.

Version 3.2 DRAFT 4



SDA

—

aall EMPLOYEE ON-BOARDING IN EMPOWHR

Part 2: Detailed Instructions

I-1 Select Records to Prepare

The first step in the process is to identify Employee records to submit to USAccess. Sponsors
should prioritize the records based on the following criteria:

e Enrollment Station location: Applicants need to utilize an operational Enrollment Station
for Enrollment, so until the deployment of all Enrollment Stations is complete, Sponsor
should focus on preparing records for Applicants located near currently deployed
stations.

e Active Employees: From the employees located near an Enroliment Station, identify the
Active employees who require a LincPass.

e US Citizens: Identify active employees that are US Citizens as USAccess currently does
not accept records for non-citizens.

B. Verify and Update Records in EmpowHR

To complete this section, Sponsors and Employees will need to verify and update data in the
following EmpowHR fields:

¢ Employee Status ¢ Citizenship Status

e SSN e Business Email Address

e First Name e Business Phone Number

e Middle Name o Emergency Response Official
e Last Name ¢ LincPass Required

o Suffix ¢ Adjudication Information

¢ Date of Birth e Card Shipping Address Code

It is important to note that all of these attributes can be entered with any regular PAR action, i.e.
Name Chg from. However, if updating the new HSPD-12 fields not part of a PAR action, it is
important that the data is entered from the Employee Security Clearance menu item. This does
not require a separate PAR action but only needs to be saved once complete.

Prerequisites:
¢ You have access to and a user ID and password for USDA’s EmpowHR system.

e You have BI (e.g., FBI or higher) adjudication information for these employees, either
from Office of Personnel Management (OPM) records or USDA HR records.

e You have experience using EmpowHR, and have access to EmpowHR user guides and
procedure manuals if needed.

e The Sponsor and Adjudicator are two different people. The Sponsor cannot Sponsor and
Adjudicate the same record. If the same person does sponsor and adjudicate a record,
then USAccess will set the sponsorship status to incomplete.

e Sponsor and Adjudicator are designated in their roles in USAccess by the Role
Administrator (see Part 1, Section A).

Version 3.2 DRAFT 5
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B (i). Verify and/or Update Employee’s Information in EmpowHR

The first step for Sponsors is to look up the Employee’s record in EmpowHR and verify that all the
information is correct. Sponsors should ensure that all required information is present and that it is
correct for the Employee.

Note: The screenshots used are from the EmpowHR test system. There may be slight
variances in the EmpowHR production system you are using.

user ID: UessicaF

Password:

i EmpowHR Sian In l

Did you forget vour password?

o o o o kR o ok o AT A TR I [ I (T R R o ok ok o o ok o

This is a United States Department of Agriculture computer sy stem, which may be accessed and used only for official Government busmness (o
as otherwise permutted by regulation) by authonzed personnel Unauthonzed access or use of this computer system may subject violators to
crimninal, civil, andfor admirastrative action. All information on this computer system may be intercepted, recorded, read, copied, and disclosed
‘byr and to authonzed personnel for official purposes, inchuding criminal investigations. Access or use of this computer system by any person,
whether authorized or unauthonzed, constitutes consent to these terms

A5 o o oo o o o o oo o ok ok ol ok ok ok T A T T T I (G R o o o o o ok oo o o o o o o

Accassibility Statermaent | Privacy Policy | Non-Digcrimination Statemant | EirgtGow | White House

Figure 3: EmpowHR Login

Step 1. Sign in to the EmpowHR System with your User ID and Password.

Version 3.2 DRAFT 6
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[» My Favarites
[» Employee Self Senvice

I

[ Position Management

[ Payroll Documents

[* HR Reports

[» Training Administration

[» Manage Performance

[» Non-Employee Processing

[ Workforce Development

[» EmpowHR Setup Tables (HO)
[» EmpowHR User Security (HD)
[ Set Up HRME

[> Worklist

[» Reporting Tools

[ PeopleTools

— Change My Password

— My Personalizations

— My System Profile

My Dictionary

— Hire Employee

— Drg Structure Mass
Chanie

— Update Reports Ta

— Mass Reports to Update

— Address Processing

— Adjudication Infarrmation

— Behools

— HR Processing

— Update Applied Action

~ Washburn Marsh,Constance M us Dept of Agriculture

-

PAR Processing

PAR Processing

Action Table Setup
Action Table Setup

F== Update Reports To
— CofIdentifies personnel action details of request ready For [0
— Cafhuman resources ko process

— Histary Ovarride
— Update MFC Flags
- Create Mew Oprid
— Employee Password Resed
— Mass Actions
— Departmental Transfer
— Employes Secutity
Clearance
> Position Managemeant
(> Pavroll Documents
> HR Reports
[ Payroll Processing
(> Training Administration
[ Manage Perfarmance
> Workforce Developrment
- Labor Relations
(> LOC Transit Subsidy
[ EmpowHR Setup Takles
(HD)
[ EmpowHR User Security
(HD)

Adjudication Information
Adjudication Infarmation

Update Applied Action
Updste Spplied Recs

History Chverride
History Crverride

Employee Password Reset
Employes Password Resst

Employee Security Clearance
Employes Security Clearance

Figure 4: EmpowHR Menu
Step 2. Click on the PAR Processing.

ire Employee
Identifies details of the hire including
employes name, address, job, payroll, and
campenzation details

Mass Reports to Update
Maz=s Repoarts to Update

Worklist Add to Favorites Sign out

i Structure Mass Change

Address Processing
Address Info

E Schools
Define Schonls

HR Processing
Idertities personnel action details of regue:
ready for human resources to process

Correct Applied Action
Identifies details regarding corrections to a

personnel action

Update NFC Flags
Update NFC Flags

E" Mass Actions
Mazs Actions

Figure 5: HR Processing Link

Step 3. Click on HR Processing.

Cancel Applied Action
Idertifies detsils regarding the cancellation of
a personnel action

Create New Oprid
Create Mew Oprid

Departinental Transfer
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7 PAR Processing New Window | Help
— Action Table Setup
- Hire Employee .

- Qrg Stucture Mass HR Processmg USF

Change Enter any information you have and click Search, Leave fields blank for a listof all values,
- Update Reports To
- Mass Reports to Update { Find an Existing Value |
- Address Processing

~ Adjudication Information -
- Schools EmpliD: hegins with v |

= HR Processing Empl Red Nbi: = v
= Update Applied Action -
- Comect Applied Action Social Security Number:| begins with v
—- Cancel Applied Acti =

an pplied Action Kite: bagins wih [
- Undate NFC Flags Last Name: hegins with v
- Create New Qprid - o
- Employee Password Resef| | Sub-Agency: hegins with v
- Mass Actions . '
- Deparimental Transfer
- Employee Security

Llearance Search Clear | pasic Search [ Save Search Criteria

» Position Management

[Jcorect History [ Case Sensitive

Figure 6: Employee Search

Step 4. The HR Processing USF appears. Enter the employee ID in the EmplID (required to
Sponsor an employee) field.

Step 5. Click on the Search button.

i PAR Processing -~ Mew Window | Help
— Action Table Setup
— Hire Employee
— Qrg Structure Mass

Change

~ Mndatz Reporis To YOUNG,DEBORAH R EmpliD: 108081 EmplRcd# 0 SSN:  231-62-5595
— Mass Reports to Update
— Address Processing =l

— Adjudication Information o | l—l - N
— Schools Effective Date; [1/21/H07 | Transaction Status:

/ Data Control | Personal Dat. Job '/ Paosition Y Compensation | Employment1 ) Employment2 | BenefitData |

. T Effective Seq:
— Lpdate Applied Action

— Correct Applied Action Auth Date:
— Cancel Applied Action
— History Owerride . TR . |FRO
T Action: . . PAR Status: |7
— Create Mew Oprid Reason Code: |77 Transfer frorm Agency
— Employee Password Reset
— Mass Actions
— Departrmental Transfar
— Employee Security

Clearance
[> Position Management Authority (2): |

|- Payroll Docurments
Mot To Exceed Date: PAR Request#:

Print SF-52
PAR Remarks Award Data Tracking Data Justification

> Waorkiorce Development Frint SF-50

Processed by Hurman Resources

NOA Code: L= Transfer

Authority (1): [F<Th 4G CITE |

Figure 7: Data Control Screen

Step 6. Data Control screen displays. Click on the Personal Data tab to verify HSPD-12
required Data/Fields.
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Data Control ¥ Personal Data i Position ¥ Compensation ¥ Employment1 ¥

EmplD: Empl Rcd=: i}
Personal Data Find | View All First [4] 1 ot 2 B Last
Effective Date: (5/31/2007 Transaction® Seq 1 1 PAR Status: Processed by Human Resources

NOA Code: Act Type: Data Change I Empl Status:  Active ]

(v

Suffix: = I

Name: Ford,Lida Alias Name |
Pref First Name |

Gender: ¢ pale & Female Handicap Ca: | No Handicap ~| rnoO: |

fDme of Birth: I _ < }3, Draft Status: I MNot Applicable o ( Citizenship Status (_{1

‘Citizenship Cournvtry: |

Birth Info Address Info Personal Phone Veterans Info Marital Info Education

Esave I SlReturn to Search I &= Previous tab =Mext tab I UpdateDisplay [ Correct History I

D ata Control | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data | Checklist Generation

Figure 8: Verifying Personal Data

Step 7. Verify the following fields are correct and have data:

= Employee Status = Last Name

= SSN = Suffix

= First Name = Date of Birth

= Middle Name = Citizenship Status *

*If Citizenship Status is specified as anything other than 1 for U.S. Citizen, the Citizenship
Country must be selected in the field below.

NOTE: At this time, only US Citizens can be sponsored in USAccess. If the Applicant is
not a US Citizen, the record will not be sent to USAccess.

If any of the Employee’s information is missing or incorrect, standard EmpowHR PAR Action
Procedures should be followed for making the necessary changes and saving the record. For
example, Name changes should be done according to the Name Chg from Action and Date of
Birth or Citizenship Status changes should be done according to the Data Change Action.

Version 3.2 DRAFT 9
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£

/ Data Control ¥ Personal Data Y Position  Compensation ¥ Employment1 ) Employment2 ) Benefit Data ' [»)

EmpliD: Empl Red#: 1]

Find | ¥
Effective Date: (05/31/2007 Transaction® Seq 1 1 PAR Status: Processed by Human Resources

NOA Code: Act Type: Data Change Empl Status: Active ]

[ssu: |—]

First: | Middle:

Last: [ Suffi :I'
Name: Ford,Lida Alias Name |

Pref First Name |

Gender: ¢ pale * Female Handicap Cd: INCI Handicap ;I RNO: |

FDnle of Birth: | _ g }GJ Draft Status: I Mot Applicable = [ Citizenship Status Q]

*Citizenship Country: |

Birth Info Address Info Personal Phone Veterans Info Marital Info Education

Esave I S\Return to Search I (=) Previous tab | =2 Next tab I ¥ Update Display [# Correct History I

Data Control | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data | Checklist Generation

Figure 9: Updating Personal Data

Step 8. Update the information where necessary and then click the Save button to save your
changes.

Note: If the employee does not have a completed FBI background investigation or higher,
the Birth Info link will need to be clicked and the three birth location information fields will
need to be populated.
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B (ii). Provide Sponsorship Information in EmpowHR

Menu
- PAR Processing

— Mass Reports to Update
— Address Processing

— Adjudication Information
—HR F'I'DE:E'SM

Deps | Transfer
Employee Security
Clearance
> Position Management
> Payroll Documents
HR Reports
Payroll Processing
Manage Performance
‘Waorkforce Development
- EmpowHR Setup Tables
(HD)
EmpowHR User Security
(HD)
> Set Up HRMS
Worklist
* Reporting Tools

' PAR Processing
PAR Processing

= Hire Employee

~| Wentifies details of the hire including
employee name, address, job, payroll, and
compensation details

Address Processing
Address info

== Update Applied Action
Update Appled Recs

History Override
History Override

== Mass Actions
Mass Actions

__pclal rts To

Llpr.lale Repuris To

Adjudication Information
Adjudication Information

=== Correct Applied Action
Iclemiﬁes details regarding corrections to a
personnel action

=== Create New Oprid
Create New Oprid

Departmental Transfer

Figure 10: Security Clearance Link

Mass Reports to Update
Mass Reports to Update

3 HR Processing

Identifies personnel action details of request
ready for human resources to process

= Cancel Applied Action

Kentifies details regarding the canceilation of
a personnel action

E mployee Password Reset

Employee Security Clearance
Employee Security Clearance

[Employee Security Clearance)

Step 1. Go back to the PAR Processing screen and click the link for Employee Security

Clearance.

Step 2. Use the search field to locate the employee’s record.

| Employee Security Clearance

Chevy, Martin

EmpliC:

LincPass Required @} Motes

Step 3.

Position information

Position Humber

&\ Return to Search

Submitting Office Number

Security Office ldentifier

90108326

Emergency Response Official L}

0E0806

+[E] Next in List

Empl Red# 0

OPAC/ALC Number

AZSISTANT TO MARKET ADMINISTRA

=] Metify

Figure 11: LincPass Required Checkbox

Update/Dizplay

A Include History

In the Investigation block, click the LincPass Required checkbox.
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Employee Security Clearance \

Chevy Martin Emplil: 060606 Empl Rcd#: 0

LincPass Required %

Submitting Office Number

Security Office ldentifier OPAC/ALC Number

Position information

Position Number 90108326 ASSISTANT TO MARKET ADMINISTRA

| Emergency Response Official | |
B save | S\Return to Search 4[] Next in Lizt | [=] Notify Update/Display | [ Include History

Figure 12: Completing Security Clearance Screen

Step 4. You may optionally enter data in the Notes field.

Note: If the employee has not completed his/her background investigation, the Employee’s
Submitting Office Number (SON), Security Office Identifier (SOI) and OPAC/ALC must also
be entered.

Step 5. Click on Emergency Response Official check box if applicable.
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Card Shipping Informaticn

EmpliD: 060608 EmplRcd#: 0 Royce Joni B SSMN:  999-06-0608

Effective Date:  01/11/2004 Effective Sequence: 11

‘Card Shipping information ' First (1] 1 or1 [ Last

Card Ship Addr
Cd

Addr Header

Address Line 1
Address Line 2
City

State Postal Country

Code
oK Cancel

Figure 13: Card Shipping Information

Step 6. Use the Card Activation Information link to specify the Card Shipping Address Code.
This will be the site that the HSPD-12 LincPass will be delivered to for activation. For example,
if an employee is in Fort Collins, CO, you should specify this location as the Card Shipping
Address. Use the lookup feature to find the appropriate code.

Note: If the Applicant’s work location is serviced by a mobile enroliment station,
please be sure to select the 40003 “USDA — Mobile Circuits” shipping code.
Applicants with the mobile shipping code receive a different enrollment notification
template with instructions specific to mobile enrollment.

Step 7. Save the updates by clicking the Save button.

Step 8. Click on PAR Processing.

Note: The address selected is where the card will be delivered, but does not dictate
where the Applicant will enroll. Applicants have the choice to enroll at any station of
their choosing.
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B (iii). Verify and/or Update Adjudication Information in EmpowHR

Important: The Sponsor and Adjudicator must be two different people. If the same person
sponsors and adjudicates a record, then USAccess will not permit a complete sponsorship.

tlain Menu =

K] PAR Processing

PAR Processing

E" Action Table Setup
Action Table Setup

ﬁ“ Update Reports To
Updlate Reports To

E" Adjudication Information
Adudication Infarmation

Update Applied Action
Update Applied Recs

= Hire Employee i .
1= i detis o he e incluing 1= Ora Structure Mass Change

employee name, address, job, payroll, and
compensation details

ﬁ" Mass Reports to Update ﬁ Address Processing
Mazs Reports to Update Address Info

E" Schools E HR Processing
Define Schaals. Identifies personnel action details of request

ready for human resources to process

Correct Applied Action Cancel Applied Action
Idertifies details regarding corrections to a Identifies details regarding the cancelstion o

personnel action a perzonnel action

Figure 14: Adjudication Information Link

Step 1. Click the link for Adjudication Information.

Step 2. Search for the Employee in the Begins with field.
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{ Adjudication

Name: EmpliD:

Adjudication Information Customize |Find | B First [ 1 o 1 [¥] Last

Investigation S - .
Tve i Adjudication Date  Adjudicator Oprid | Notes
1 [nac [ soproved ~1josi3112007 DR123456 Emp +15 yrs - Defaulted [ =

UpdateDisplay | /Zlinclude History | [ECorrect History

Figure 15: Completing the Adjudication Information Screen

Step 3. Investigation Type: Use the drop-down list to select the appropriate Investigation Type
the employee has completed. If the employees completed background investigation is not in
the drop-down list because it is higher than a NACI, select the “NACI” option because that is the
highest background investigation level that HSPD-12 is concerned with.

Step 4. Status: Use the drop-down list to select the “Approved” option for confirmed
background investigation.

Step 5. Notes: This field can be used to enter in the true adjudicator name and actual
adjudication date.

Note: Adjudication Date and Adjudicator OprID are populated by the system.

Step 6. Save the updates by clicking the Save button.

Note: Note: It is critical that the highest level of positive adjudication is always in the system.
For example, if an employee has passed a NACI investigation but fails on a Top Secret, the
positive NACI adjudication must be entered into the system to ensure the employee gets a
LincPass and that the card stays active.
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C. Update Employee Personal Information

Sponsors should contact the Employee after preparing their data in EmpowHR in order to have
the Employee verify and update their business email and phone number.

If the Applicant has a work email address, it should be up to date so that they can receive
emails from USAccess and can use the digital signature and encryption certificates when that
functionality is implemented. If their record does not have an email address, but the Employee
does have a work email address be sure to update the record so that it is included.

If the Applicant does not have a work email address (and does not have the need for one), the
Sponsor will need to indicate in USAccess that the Applicant does not have a work email
address and that only 2 of the 4 digital certificates are required. This step will need to be
performed in USAccess after the record has been sent to USAccess. See Part 3, Section B for
information on how to do this.

Note: The email address in EmpowHR takes precedence over the email address in
eAuthentication. The EmpowHR email address will be used for the Applicant’s Sponsorship
record. If there is no email address in EmpowHR, then the eAuthentication email address
will be used for the Applicant’'s Sponsorship record.

If the email address is updated and the changes are not reflected in the ACP or USAccess,
have the employee change their email address using the EmpowHR “My System Profile”
feature instead. If this still does not work, you (the Sponsor) should contact the NFC
EmpowHR help desk.

C (i). Employees who use EmpowHR’s Self-Service Module:

-
| Infarmation T Emi g =

— Personal Information Hor X

— Personal Infarmation Personal Information Edlt "Personal Intormation” Folder
Surnmary : ; :

_ Home and Mailing Addres Review and update personal information.

Fhone Wumhers = Personal Information Home = Personal Information Summary = Home and Mailing Address

Email Addresses ﬁ Mavigate to all your personal information and

Rgviewy & summary of your personal Reviewy and update your home and mailing
informeation addresses

Ernergency Contacts transactions from this main page.
— Marital Status

B %ﬁi TR E Phone Numbers ) E Email Addresses ) Emergency Contacts
LEquest Leave ol AbSEeNnt &od and update phone numbers. Designate Add and update your email addresses Add and update your emergency cortact

= Rﬂw_ your primary phone numeer . information.
[> Payroll and Compensation
[ Benefits
[ Stock Activity = Marital Status = Name Change = Request Leave of Absence
[» Performance Management ﬁ Upctate your marital status. Review and update your name information. Request & LS. Federal Government leave of
[» Recruiting Activities abzence and submit i to your manager for
— Employee Home approval
—Workilow User Preferences
— SIMS - Availahility L
— SIMS Personal Data Request Termination

— BIMS Background Exp Reguest terminstion of & .3, Fedsral
| Manager Self Service : Government position or & leave of absence

Figure 16: Self-Service Menu

Step 1. From EmpowHR'’s left side menu, click Employee Self Service, then click the Personal
Information link.
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Step 2. To verify/update your business email address, click the Email Addresses link.

Email Addresses

Dana Rowan

*Email Type *Email Address
|Elu5iness j |dana.r0wan@wdc.usda.gnv

Note : Business Email is reported to Employee Directory

Add an Email Address |

* Required Field

Figure 17: Updating Business Email

Step 3. In the Email Type column, use the drop-down list to select “Business,” then enter your
current business email address in the Email Address field. Click the Save button.

1 = Emy

ersonal Information ﬁ Personal Information Edit "Personal Information” Falder
Summary Review and update personal information

= Personal Information Home Personal Information Summar Home and Mailing Address
E Mavigate to all your personal information and E Rgwiewy @ summary of your personal E Reviewy and update your home and mailing
transactions from this main page. infarmation addresses

— Mame Change

= Phone Numbers = Email Addresses = Emergency Contacts
St e e | [ e tars B =
Request Leave of Absenc E Aold and update phone numbers. Designate E Add and update your email addresses. E Addd and update your emergency cortact
your primary phone number information

— Request Termination
[> Payroll and Compensation
[ Benefits

[ Stock Activity = Marital Status Name Change Request Leave of Absence

[ Performance Management E Upciate your marital status.
[ Recruiting Activities ahzence and submit i to your manager for
— Employes Home approval.

= Wiarkfow Lser Prefarences
— SIS - Awailahility z F——
= =) Request Termination

- % mi} Reguest terminat.\gn of & LS. Federal

Reviewy and update your name information. Request & 1.5, Federal Government leave of

Figure 18: Self-Service Menu

Step 4. From EmpowHR'’s left side menu, click the Phone Numbers link.
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Dana Rowan

Enteryour phone nurmbers below.

*Phone Type Telephone
IElusiness vl |212J’555-1 235

Mote : Business Phone is reported to Employee Directory

Add a Phone Numhber

* Required Field

Save |

Figure 19: Updating Business Phone No.

Delete |

Step 5. In the Phone Type column, use the use the drop-down list to select “Business,” then
enter your current business phone number in the Telephone field. Click the Save button.

C (ii). Employees who use eAuthentication:

For eAuthentication help, please see the eAuthentication Help page:

http://www.eauth.egov.usda.gov/eauthHelp.html

USDA United States Depariment of Agriculiure
Zl |SDA eAuthentication

b+ What is an account?

b Greate an account

¢ Update your account

I Local Registration
Authority Login

m About eAuthentication Help | Contact Us @ Service Centers

eAuthentication

USDA eAuthentication is the system used by USDA agencies to enable customers to obtain
accounts that will allow them to access USDA wWeb applications and services via the Internet, This
includes things such as submitting forms electronically, completing surveys onling, and checking
the status of your USDA accounts.

Flease note that USDA will only accept eAuthentication Accounts from individuals.

. Currently USDA efuthentication does not have the mechanism to iszue accounts to businesses,
© corporations or other entities.

To apply for a USDA efuthentication Account, please visit the Create An Account Page.

Figure 20: eAuthentication Screen

Step 1. Browse to http://www.eauth.egov.usda.gov

Step 2. Click on “Update Your Account”.
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USDA united States Depariment of Agriculture
Fa YSDA eAuthentication

Home | About eAuthentication i Help | Contact Us i Service Center

WARNING

This is a United States Department of Agriculture computer system, which may be accessed and used only for
official Government business (or as otherwise permitted by regulation) by authorized personnel. Unauthorized
access or use of this computer system may subject violators to criminal, civil, and/or administrative action. Al
information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to
authorized personnel for official purposes, including criminal investigations. Access or use of this computer system
by any person, whether authorized or unauthorized, constitutes consent to these terms.

WARNING

(canca) (coninu)

Figure 21: eAuthentication Warning Screen

Step 3. Click “Continue” at the purple Warning screen.

USDA United Stales Department ol Agricullure
2 USDA eAuthentication

Home : About eAuthentication: Help | Contact Us ;| Service Center
I Quick Links

(Y YNidal=Yalilal=iTala® WaYalls}
+ What is an account? =

b Create an account
User ID: | Want To...
b Update your account

Password: © Change My Password
Administrator Links

o Reset My Forgotten
I Local Registration Password
Autharity Login

., Retrieve My Forgotten
User ID

Figure 22: eAuthentication Log-in Screen

Step 4. Log in with your eAuthentication User ID and password. The “Welcome to
IdentityMinder” screen will display.

Note: The Employee MUST have a single Employee-type eAuthentication account (not a
webuser or other type of account or more than one account) in order for the email address in
eAuthentication to be used for the Employee’s Sponsorship record.
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USDA Unied Stetes Dispartman o Agrcutire
i S0A eAuthentcaton

Jennier JYi

| Modify My Profle - Level 2

7 Welcome to IdentityMinder
VIEW Y roles

Vi My Securty Aibutes Please select a task fiom fie men.

AdeRemove P‘CCESS Role-

Figure 23: eAuthentication “Modify My Profile” screen

Step 5. Click on “Modify my profile”.

UseriD userid

Cradential Lavet

First Hame" John

Lbddie inital R

Last Hame® Doe

1234 Red Placa

Aslington

[
[
| 54321
State | Virgimad (APOIFPOIAE (APOFPOIAP (2 7]

[

[

[

Swest Address

City

Home PostalZip Co

Unliad States =]
John, Doef@usda. gov
John, Doe@usda, gov

Country*

Emasil

Confim Emad

Motmers Maiden Nama® [~ Smith

Date cfBirm’ [ 1110975
Four Digit P | 1254

Homs Phang TO3-321-1234

Business Phane [ 202-321-1234

Figure 24: Change Info in eAuthentication

Step 6. Make desired changes in the online form, and then click the “submit” button in the
bottom right corner to save the information.

Step 7. You may now click on “Logout” (in the upper right corner) to log out.

Note: It may take up to a day for changes made in eAuthentication to appear in the
Agency Certification Portal.
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D. Certify Prepared Records in the Agency Certification Portal

This section provides instructions and screenshots for Sponsors on how to find and select
Employee records for submission to USAccess and to view the records already submitted. The
HSPD-12 agency certification portal is a simple Web-based application for the first-time
submission of employee records to USAccess. Once a record has been submitted for the first
time, updates made in EmpowHR will automatically flow to USAccess and there is no need to
resubmit the record via the HSPD-12 Agency Certification Portal.

It is important to note that there is no ability to input data into the portal but only to check those
records that are ready to go to USAccess.

It is also important to note that the Certification Portal will only send records to USAccess for
Employees located near a currently deployed Enrollment Station. You may prepare records for
Employees in any location; however the Certification Portal will not allow those records to be
sent to USAccess until there is a station deployed near the Employee.

The URL to access this site is: https://hspd12p.sc.eqov.usda.gov/hspdl2preparedness/

Prerequisites:

e All Sponsors and Adjudicators must be designated as role holders within the USAccess
system. Every role holder must be designated in their role in USAccess by your
agency’s Role Administrator (see Part 1, Section A).

e You have a Level 2 eAuthentication ID and have been granted access to the Agency
Certification portal (See Part 4 for requesting access).

e You have been designated as the individual for your agency for the submittal process.

o Data preparation has been completed for the employee records following the procedures
in Part 2, Sections B and C. Once you submit the employee records from this portal,
they will be sent to GSA.

Version 3.2 DRAFT 21



USDA
aall EMPLOYEE ON-BOARDING IN EMPOWHR

D (i). Certifying and Submitting New Records

USDA United States Depariment of Agriculiure
22 Homeland Security Presidential Directive (HSPD) 12

i About HSPD-12 | Contact Us

FILTERS
Agency:j|EE
Country:jJE L

Select...

Display Validated: m

HSPD-1Z Home USDA.gov | Policies and Links

FOIA Accessibility Statement ‘ Privacy Pelicy | Mon-Discrimination Statement | Information Quality FirstGow White House

Figure 25: Certification Portal Search Menu

Step 1. First, use the Agency drop-down list to select the agency records you want to work with.
(You will only see the agency or agencies to which you have been assigned.)

Step 2. Once agency is selected, the contents of the Country, State, and City drop-down list
changes to reflect only those available for the agency you selected. For example, if you select
an agency that is only in one country, two states, and four cities, the Country, State, and City
drop-down list will only have those choices.

Step 3. The Last Name filter allows you to skip to employees with a Last Name starting with the
letter specified. This makes it easier to scroll through records if you're searching for a specific
employee.

Note: Unlike the Agency drop-down list, the selections you make in the Country, State,
and City drop-down list have no effect on the contents of each other. Also, the application
won't prevent you from selecting a state of “Colorado” and a city of “Kansas City,” it will
simply tell you “No records found.”
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Printer Friendly

25 of 6371 Records Displayed.

Select All B | First Name
Beltsville MD USA  APHIS  Jeanford@usda.gov
Beltsville MD USA APHIS  Scott.chevy@usda gov

WARNING: Submit selected records on this page before moving to another page or checkmarks will be lost

[ Submit Selected Records for Processing ]
WARNING: Make sure the selected records are ready to be processed. because once submitted. there is no way to “un-submit” them

Figure 26: Search Results

Step 4. Once you select an agency, the portal will automatically list all the employees it has for
that agency. The portal displays 25 records at a time (you may need to scroll down to see them
all). The following example shows records filtered by Agency, City, and State.

Step 5. The employee records are listed alphabetically by employee last name. At the top and
bottom of the screen are the page numbers for the first 10 groups of 25 records. Click a page
number to display that group of records. Clicking the ellipses (...) will take you to the next set of
10 page numbers.
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i
Printer Friendly

25 of 6371 Records Displayed.

Business Email
Beltsvile ~ MD USA  APHIS  Jean ford@usda.gow
Beltsville MD USA APHIS  Scott.chevy@usda gov

WARNING: Submit selected records an this page before moving to another page or checkmarks will be lost

[ Submit Selected Records for Processing ]
VWARHNING: IMake sure the selectad rechreesreresdeto-re—sreessess—jreeree=—nme pemied, there is no way to “un-submit” them

Figure 27: Select Records
Step 6. Click the checkbox to the left of the employee name to select employees to submit for
processing.

Step 7. Click the Submit Selected Records for Processing button. The page will redisplay,
and that employee’s record will no longer be on the list.

WARNING: The warning at the bottom of the screen is serious. Be very sure
the records you select and submit are ready for processing. Once submitted,
there is no way to “un-submit” the records. If the Employee’s work location or
card ship location is in the vicinity of an open Enrollment Station, the record will
be sent to USAccess and the Enroliment notification email to the Employee
Applicant will be sent.

On-boarding of the Employee is now complete. The Employee has been Sponsored
and Adjudicated and placed into the USAccess system. They will now receive an email
from USAccess telling them that they can enroll and should schedule an Enrollment
appointment through the GSA scheduling tool.
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Part 3: Post Agency Certification Validation Steps

A. Viewing Status of Validated Records

A (i). Viewing Previously Validated Records via the ACP

The Agency Certification Portal allows you to separately view records that you have already
validated. Once you validate a record, it “drops off” of the main list of employees in your agency
and moves to the “Validated” list.

APHIS
H | Select
State: ._“Select

Selec;

H

EEEEE]

(]

Last Name: |EX

Display Validated:

Printer Friendly

25 of 2339 Records Displaved.

10/21/2007 12:00:00 AM  ddukart ., Eord
10672007 12:00:00 AM  ddukart Scott Chevy
10/22/2007 12:00:00 AM  ddukart Logan Diodge

9/8/2007 12:00:00 AM  ddukart Warren Missan

Figure 28: Previously Submitted Records List

Step 1. To display records that have already been validated, use the filter drop-down list at the
top of the screen to select the agency (and country, state, and city if needed), click the Display
Validated option, then click the Filter button.

Step 2. The display shows the records already validated for this agency, and also shows when
the record was submitted and the user name of the employee who did the validation. To return
to the display of not-yet-validated records, simply remove the checkmark in the Display
Validated field and click the Filter button.

Step 3. The column on the end of this table titled At GSA has been added. This column
provides a status for each record as to whether it has been sent to GSA or not.

o If At GSA is set to “FALSE” — Applicant record is not in the USAccess system and the
Applicant is not sponsored. The enrollment email has not been sent to Employee yet.
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o If At GSA is setto “TRUE"” — Applicant’s record has been sent to USAccess and is now
sponsored. The Enrollment email has been sent to Employee

APHIS
Select .
T swic|ERE

Figure 29: Display Validated Link

Step 4. A Printer Friendly link has been added to both the Record Validation and the Display
Validated screens. To print the records on a page, click the Printer Friendly link and the page
will reformat as shown below and can be printed out easily for a quick report.

I R I B e e ey
10/21/2007 12:00:00 AM ddukart Jean Faord Julf3c APHIS True
10/6/2007 12:00:00 AM  ddukart Seott Cheyy May/11 APHIS | True

10/22/2007 12:00:00 AM ddukart Lagan Dodge Apr/S APHIS True

9/8/2007 12:00:00 AM ddukart Warren Missan lulf19 APHIS True |

Figure 30: Printer Friendly View

A (ii). Viewing Previously Validated Records via the Applicant Status Report

An alternative to checking status via the ACP’s validated list is by looking in the USAccess
Applicant Status report. If an Applicant is in the report, they have been sent to GSA. You can
also see via the report’s Sponsorship Status column whether their sponsorship is complete or
not. Please see the “Using the Applicant Status Report” guide on the USDA HSPD-12 website’s
“Training” page for directions on accessing the report.
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B. Addressing Applicants without Email Addresses

If you have Applicants that do not (and should not) have an email address associated with their
record, you must perform an additional step in USAccess after the record is sent to USAccess.
You will need to manually indicate that they only need 2 of the 4 certificates issued on the
LincPass because the Applicant does not have an email address.

@fedidcard.gov Logol

First Name | Birth Date |Social Security | Email

View Applicant I Edit Sponsorship

Figure 31: USAccess Applicant Search

Step 1. Search for the Applicant in USAccess and then click “Edit Sponsorship” when their
record is found.
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Zfedidcard.gov Logout

Sponsorship Information
sponsor Info

Shipping Address facada DEPARTMENT OF AGRICULTURE [DEFARTMENT OF AGRICULTURE

save Employee Type * |EMPLOYEE [acTive

& Syt

User Principal Nama @ User Spacifi
| 1200035

Card Information

PV Card Required Fyes O N

Smart Card Type |.":~T-‘-I.Z‘=’-RZ= DUAL INTERFACE

Law Enforcement |

| UNITED STATES GOVERNMENT

Figure 32: Indicate 2 certificates needed

Step 2. Since the Applicant does not have an email address, the Work Email field is blank.
Click the “No” radio button under Require Digital Signature and Encryption Certificates.

fo

®fedidcard.cov Logo

Sponsor Info Click the Finish button to save the sponsorship record.
Shipping Address

Save [
m Request Card Reissue/Renewal
[” Request Card Reprint

I¥ Resend Credential Defivered Email

Destroy PIV Card Confirmation Required

Are you sure you want to finish?

=3 3 B3

Figure 33: Save Screen

Step 3. Keep clicking the Next button to get to the last screen and save the changes.
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Part 4. On-Boarding FAQ

The Frequently Asked Questions have been integrated into the Sponsor FAQ document on the
USDA HSPD-12 website’s “FAQ” page.
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Appendix A — On-boarding Checklist

The following table can be used as a checklist by Sponsors as they work through the on-
boarding process for an Employee.

Step

Instructions

HR Instructions

Complete

1 Identify records based on Enrollment Station Location.

2 Identify active employees within your agency (or supported agency)
who should receive an HSPD-12 LincPass.

Identify US citizens from the active employees

4 Identify Federal Employees from that location that have successfully
completed an FBI or higher background investigation.

5 | Verify accuracy of employee name information in EmpowHR. Fix
issues for all employees (i.e. Suffix combined in last name field) in
the EmpowHR system following the instructions in Part 2, Section
B(i).

6 Provide Sponsorship related information such as LincPass
Required, Emergency Response official, and Card Shipping info in
EmpowHR following the instructions in Part 2, Section B(ii).

7 | Verify adjudication result has been entered into EmpowHR, if it

hasn’t, update those records following the instructions in Part 2,
Section B (iii).

Employee Instructions

8 Update Business Email and Phone using EmpowHR’s Self-Service
module or eAuthentication following the instructions in Part 2,
Section C.

HR Instructions

9 Ensure you have access to the Agency Certification Portal (See Part
4 for requesting access).
(https://hspd12p.sc.egov.usda.gov/hspdl2preparedness/)

10 | Flag, certify and submit the prepared records following the
instructions in Part 2, Section D (i).

11 | Review record status and make updates to email certificates, if

necessary
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