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INTRODUCTION

Security Officer is an essential role in the HSPD-12 Process.

Responsibilities of a Security Officer

Clearing flagged I-9 Document Referrals in USAccess
Clearing Biometric and Record Duplicates

Changing the card status of a card (Suspend, Revoke, and
Reactivate a LincPass)

Collecting and Destroying Cards during termination of
employment, revocation, loss, or theft.
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Clearing I-9 Document Referrals

I-9 Documents are flagged during the enrollment process when

» source documents looks fraudulent
» Registrar suspects identity of individual is questionable

* |-9 document scanner misreads the 1-9 source document

Document Validation in USAccess

« Utilize the Applicant Status Report to identify flagged document
referrals and obtain Flagged Applicant’s birth date to search their

record

» Document Validation can now be done in the Security Officer
Web Portal

USDA
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Clearing I-9 Document Referrals
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ldentifying Fake -9 Documents

tUs | Home

http://www.i9employerguide.com R ot
P PlOyerg SPOT FAKE ID§| =~ e s R
[IEVPLOVERGUDE €5 oy

- Able to help Identify fake 1-9 badges. resommnton SEEETAN ¢ WS ]

Stay Out of Trouble! Don't Make a Costly Hiring Mistake. i#.is anexcelfont foof and!l recommend
it to anyone who is faced with hiring

* 66 tab bed pag eS Of |abe I ed refe re n Ce This is the only publication available that makes sense of the IDs new L3 e

. employees use to prove they have the right to work in the United States. It Glenn Welstad
n |a.te Il al shows how to easily spot fake IDs and protect your company. CEQ/President
. Command Centers, Inc.

Without this guide employers. hinng managers and human resources personnel are essentially
operating blind!

Inside 1-9 Employer Guide
The government has put the responsibility on companies to verify the emplayment eligibility and ploy

identity of new and recently hirad employees. The Immigration and Customs Enforcement is + Clear, Visual Examples of
increasing -9 inspections of employers and the fines for hiring illegal immigrants have gone up Documents

- Updated yearly, unless a significant Sl + Wnstatons of Ky Scuty

Features

change has occurred with an 1-9 document, ULLUUUYN o e » EootoUndarand Isrctions
1y . SPOT FAKE ]DS + Helpful 19 Guidance and
then it's updated as soon as possible.

Direction
Buy the Employer Guide
EMPLOYER GUIDE with 1D lluminator NOW ! + 66 Color Pages

SOCIAL SECURITY CARDS = il

CLICK THE COVER TO GET AN INSIDE LOOK
AT THE SPOT FAKE IDS - 1-9 EMPLOYER
GUIDE

SPOT FAKE IDS - 1-9 EMPLOYER GUIDE

Did you know one of the most popular documents employees use to verify their work status is
the most counterfeited of identification documents? The Spot Fake IDs - F9 Employer
Guide gives you critical knowledge and insight into this document and others new employees
can use to prove their employment eligibility for the |-9.

Have you ever seen a fake Social Security card? What about a Permanent Resident card?
Have you seen a fake one? Have you seen a real one? And how would you know the difference?

The Spot Fake Ids - k9 Employer Guide provides clear, visual instructions on recognizing
genuine documents. With full color images and illustrations, this guide shows the security
features to look for on a driver's license. D card, Permanent Resident card, Social Security
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Clearing Duplicate Records

The system may flag an Applicant’s record if their fingerprints match closely to fingerprints already in
the system. This check is in place to ensure that an Applicant who has already enrolled does not try to

enroll again under a separate identity.
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Click on the Live Match button to see up-to-date results.

New Enrollment

* Fingerprints of the new enrollee
match those of enrollees already in
the system.

Re-Enrollment

» Expect to find a duplicate record
since the Applicant is being re-
enrolled. If the system finds a match,
but the biographical data is different,
it will return the match as a duplicate
for your review.

Match Score- A score of 5 or higher indicates the possibility of a fingerprint match. When the score is
very high, it is very likely the same person. For that reason, even though the photos are different, you

would probably consider this a match and investigate further.
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‘ Changing Card Status

Security Officer Portal @FEDIDCARD.GOV (Agency Se

Card Statuzs | Doecument Vahdabon

PIV Card Serial Nbr PIV Card Status | Sponsor Agency Suspend Reactivate | Terminate Destroyed

-
—
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———
-
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SUSPEND when a LincPass is REACTIVATE when a event TERMINATE when completely
lost, stolen, or an event results in turning on the revoking a LincPass
requiring the LincPass to be LincPass from suspension

: * Click on the Terminate button
temporarily turned off

* Reactivate button is not available and indicate the reason for
 Click on the Suspend button and until the credential is suspended termination when the drop
indicate the reason for suspension ) ) i

P e Click on the Reactivate button and down list appears

when the drop down list appears . L
indicate the reason for reactivation
* Security Officer collects LincPass when the drop down list appears.

* Collect LincPass (if available)
and destroy the card.

« Security Officer must notify  Return LincPass to the Cardholder

Sponsor * Notify Sponsor of Termination

* Notify Sponsor of reactivation
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Lost Cards

When notified of a lost LincPass

— -, *immediately suspend LincPass to prevent security issues

WHITED FTATES GOVERIMENT

OCT2010  can be suspended up to a maximum of 5 business days
USDA
Affiiation When LincPass is Recovered by OSS: OSS will
Color Employee
A D tment ;
Photograph 9;':;? iiimdilig * log the LincPass
ricul . .

EE?M:" - » contact the Agency’s Security Officer

Doe, SRR * check the status of the LincPass in USAccess:

Jane M. . . : :
» already suspended- LincPass is sent to the Agency Security Officer
by registered mail.

* not suspended- OSS suspends the LincPass. LincPass is sent to
the Agency Security Officer by registered mail.

EMERGEMCY RESPOMNSE OFFICIA L . . . .
iy = * is revoked- LincPass Is sent to the Agency Security Officer by

registered mail. Agency Security Officer destroys LincPass within 18
hours of receipt.

USDA
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Destroying a LincPass

Before destroying a LincPass, be sure the LincPass has been revoked.

{Sacurity Officer Portal B T T8

FECHE Tl DT
(RRLL

PN Card Sackal Mhi P Catd Slalin | Spansed hganiy { Tunpand | fimactivale  Tedminale  Deadreyd

DESTROY when LincPass is lost or
stolen, damaged, information displayed,
or chip information has changed

* Click on the Destroy button and indicate
the reason for destruction when the drop
down list appears

* Physically destroy the LincPass

 Notify Sponsor if LincPass needs to be

reissued to the Applicant. Physically destroy the card as shown or place
the LincPass in an industrial shredder USDA
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Dore =
nfethod of
Daote of Sending
Recording A gerncy Secourity | NWNotification to LirmcPass to
Secwurity Officer |Officer & Agercys Agermcys

= ot Contact Secerrit Securicy
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Card Log™"~

Keep arecord of all
lost and recorded
LincPasses

 LincPass Owner

* LincPass Owner’s Security
Officer

» OSS officer

» Additional contents
received with the LincPass

* Events and dates
associated with actions
taken

Lost/Recovered Cards

When Agency Security comes into possession of a Lost Card

* If they are not able to hand deliver the LincPass to the LincPass
owner or their Security Personnel, the LincPass should be shipped to
the return address (OSS) on the back or the LincPass

Alternate Card Shipping

» Applicant’s LincPass was delivered to a different location, Security
Officer will handle shipping the card to the Security Personnel at the
alternate shipping location

*Document when the LincPass comes into your possession or
out of your possession

USDA
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| *“ Applicant Status Report

Assess |-9 Document Referrals and Duplicate Records by
Agency

Utilize the report by filtering records by Sub-Agency, I-9 Document Referrals, and Duplicate

Check with the advanced Search Option s | /
~ /

Sub-agency Abbreviation Y
Sponsorship Status I Ay - V4
Employment Status IIAN"T’ ;I ,
Work Email ANY = J'
Federal Emergency Response Indicator APy | - ,
UPN fany ;|,,
Enrollment Search Options
Enrollment Status
Document Referral
Duplicate Check Pending

https://gsa.identitymsp.com/reportsportal

This document contains Personal Identifying Information (PIl) and is For Official Use Only (FOUO). It shall not be disclosed
outside any agency who is affiliated with the GSA Managed Service without written assurance from the agency Privacy
Officer or responsible office that the provisions for FOIA under Exemptions 2 of the Act, 5 U.S.C. para 552(b)(2)(2000) have
been observed. Users are reminded that printed copies of this data requires handling IAW agency privacy directives.
Questions may be directed to the GSA MSO. I ]Q[)A
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Security Officer Resources

USDA HSPD-12 Helpdesk
 Phone Number: Toll Free: 1-888-212-9309 Local: 703-245-7888
* Email Address: HSPD12@ftc.usda.gov

* Availability: Monday thru Friday (except Federal holidays/closures) from
8:30 AM — 4:30PM (EST)

USAccess Help Desk
* Phone Number: 866-493-8391
* Email Address: Usaccess.helpdesk@eds.com

* Availability: Monday thru Friday (except Federal holidays/closures) from
8AM — 5PM (EST).

USDA HSPD-12 LincPass Website
http://LincPass.usda.gov USDA
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