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Document Change History

This section identifies all changes that have been incorporated into the Enterasys
Wireless LAN Client Setup Procedures since the original version.

Date Version Number Change Description

September 29, 2003 1.0 Original Version

November 14, 2003 1.1 Update “Introduction” and
“Wireless Authentication
Overview”. Add guest SSID
and WEP key instructions.

January 20, 2004 1.2 Use Key #1 for WEP
encryption key and transmit
key for NIH users

February 23, 2004 1.3 Update section 5.2,

“Configuring Wireless
Access for Windows XP”.
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1 Introduction

The National Institutes of Health (NIH) provides wireless access to NIH local area
networks (LANS) at the Bethesda campus and certain off-campus locations. A wireless
LAN is a flexible data communications system implemented as an extension to, or as an
alternative for, a wired LAN. Using radio frequency (RF) technology, wireless LANSs
transmit and receive data over the air, minimizing the need for wired connections.

The NIH wireless LAN allows a multi-vendor environment. It is configured to use client
adapters and access points from multiple vendors, so that any user’s client adapter card
can communicate with any vendor’s access point, providing a seamless wireless network.
The wireless LAN uses NIH-wide standard encryption standards as recommended by the
National Institute of Standards and Technology (NIST). This ensures privacy of data, as
required by the Health Insurance Portability and Accountability Act (HIPAA) of 1996.

1.1 Purpose

This document contains the standard operating procedures for setting up wireless LAN
client access for NIH staff using Enterasys technology for Windows (NT, 2000, XP) and
Macintosh.

1.2 Scope

This document explains how to do the following tasks:

Determine whether the RoamAbout PC wireless adapter card supports encryption
e Install the Enterasys RoamAbout wireless client adapter driver

e Install the Enterasys RoamAbout Client Utility for Windows

e Configure wireless access

e Test wireless access

1.3 Audience
These procedures are intended for LAN Administrators.

1.4 Materials Needed
To set up wireless access for Enterasys wireless adapters you will need the following:
e RoamAbout 802.11 PC Card/Wireless Adapter

e RoamAbout 802.11 wireless adapter driver: on CD-ROM or downloaded from the
NIH Information Systems Dedicated Procurement (iSDP) Wireless LAN software
page. On the software page go to “Enterasys Roam About Client Software” and click
the appropriate link for the operating system.
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e RoamAbout 802.11 Client Utility for Windows: on CD-ROM or downloaded from
the iISDP Wireless LAN software page. Note: A separate Client Utility is not required
for Macintosh.

1.5 Wireless Authentication Overview

In the NIH wireless LAN environment the various vendors’ client adapters, client
utilities, and access points are configured to communicate using the NIH standard secure
access method. Two means are employed to secure data: 128-bit Wired Equivalent
Privacy (WEP) encryption is used when the link is established between the wireless client
and the access point. Virtual Private Networking (VPN) with Advanced Encryption
Standard (AES) 256 bit or Triple Data Encryption Standard (3DES) 168 bit (depending
on the client adapter used) is employed to encrypt user data.

When the user turns on the computer, the wireless adapter tries to associate with the AP
via WEP key and Service Set Identifier (SSID), and sends a Dynamic Host Configuration
Protocol (DHCP) request to obtain an IP address from the DHCP server. The VPN client
then connects to the VPN concentrator and the user signs on using the NT domain
(Active Directory) credentials.

Users who are NIH employees authenticate through a VPN concentrator. NIH guests or
patients authenticate through Wireless Gateway servers using assigned user names and
passwords. Wireless Gateway-authenticated users have very limited Internet access,
while VPN users have the same network access as wired users. Note: At the
“Demilitarized Zone” (DMZ), security checks are applied to all traffic. If users do not
authenticate through VPN or Wireless Gateway, their packets will be dropped at the
wireless DMZ.

Authentication for NIH users connecting through the wireless LAN is the same as for
users connecting via the wired network. The wireless VPN servers and Wireless Gateway
participate in the single sign-on process, so that the same password is used to log on to
both the wireless and wired networks.

The NIH wireless LAN is illustrated in (Figure 1).
Figure 1. NIH Wireless LAN Overview
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2 Determining Whether the Wireless Card Supports Encryption

In order to meet NIH wireless security requirements the RoamAbout PC Card/Wireless
Adapter must support 128-bit WEP encryption. To determine if the card supports
encryption, do either one of the following:

e Check for a sticker on the back of the PC Card/Wireless Adapter that states support
for 128-bit encryption.

or

¢ Run the Client Utility (if it is already installed). Click on the Help menu and select
Version Info from the drop-down menu. Check the Card field for WEP encryption
allowed. If it does not show WEP encryption allowed, or if it shows 40-bit
encryption, the card does not meet the NIH wireless security requirement.

3 Installing the Wireless Client Adapter Driver

In order for the wireless adapter card to connect to the wireless LAN, the wireless client
adapter driver must be installed on the laptop. Depending on the operating system, you
may need to install and then upgrade the driver.

Note: For Macintosh, when you install the client adapter driver you also will configure
wireless access.

3.1 Windows NT

Follow these steps to install the client adapter driver for Windows NT. In this case, the
correct driver will be installed — it is not necessary to update the driver.

1. Insert the RoamAbout Wireless Adapter into the PCMCIA slot.

2. Open the Control Panel and double click the Network icon. The Network window is
displayed.

Select the Adapters tab and click the Add button.

Click Have Disk.

Enter the path of the driver.

Click OK.

If you are prompted for operating system files, insert the operating system media.
Enter the IRQ and 1/0 port values if prompted.

© o N o g bk~ w

During driver installation, the system displays the RoamAbout Add/Edit
Configuration Profile window (Figure 2).
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Figure 2. Add/Edit Configuration Profile Window

3 add/Edit Configuration Profile 2=l

— Select Profile

E dit

Delete

|1ze thiz screen to;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs profile.

(] I Cancel | Help |

10. Click OK. An error window is displayed (Figure 3).

Figure 3. Error Window

Emor |

& The Client Manager is not installed!

T o inztall the Client kManager, run the Client M anager zetup.exe from the setup digk.

11. Click OK to continue. The Network window is displayed again (Figure 4).
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Figure 4. Network Window
Metwork H

Identificatinnl Sewicesl Protocols  Adapters | Bindingsl

Hetwaork, Adapters:
BB [1] Boam&bout 802,11 DS

Bemove Properties... Update

[tem Maotes:

R oamdbout \Wireless Metwaork, Adapter

Cloze [Earizel

12. Click Close. The Microsoft TCP/IP Properties window is displayed (Figure 5).
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Figure 5. Microsoft TCP/IP Properties Window

Microzoft TCP/IP Properties EHE

IP Address | DNS | WINS Address | Routing |

A P addrezs can be automatically azsigned to this netwaork: card
by a ODHCP zerver. |f your network, does not hawve a DHCP zerver,
azk wour netwark, adminiztratar for an address, and then bope it in
the zpace below.

Adapter:

R oarnd bout

™ Obtain an IP address from a DHCP server
— ' Specify an P address

|P inddress: |

Subnet b azk: I

Diefault Gateway: I

Advanced... |
0k, I Cancel | ][ |

13. Select Obtain an IP address from a DHCP server. The Microsoft TCP/IP warning
window is displayed (Figure 6). Click OK.

Figure 6. Microsoft TCP/IP Warning Window

Microzoft TCP/IP ]

DHCP protocaol will attempt to automatically configure vour workstation during system initialization. &ny parameters
gpecified in theze property pages will overide any values obtained by DHCP. Do vou want to enable DHCP?

14. Click Yes to continue. The Microsoft TCP/IP Properties window is displayed
(Figure 7).
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Figure 7. New Microsoft TCP/IP Properties Window

Microzoft TCP/IP Properties EHE

IP Address | DNS | WINS Address | Routing |

A P addrezs can be automatically azsigned to this netwaork: card
by a ODHCP zerver. |f your network, does not hawve a DHCP zerver,
azk wour netwark, adminiztratar for an address, and then bope it in
the zpace below.

Adapter:
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&% Obtain an |P address from a DHCP zerver

— ' Specify an P address

|Flisddress: |

St ask: I

[Meraulb EFateta I

Advanced... |
0k, I Cancel | Apply |

15. Click OK to continue. The Network Settings Change window is displayed (Figure
8).

Figure 8. Network Settings Change Window

MHetwork Settings Change

& 'ou must shut doven and restart vour computer before the new settings will take effect.

Do yow want ba restart pour computer now?

16. Click Yes to restart the computer.

Congratulations! You have completed the driver installation process. Go to section 4,
“Installing the Client Utility for Windows NT, 2000, and XP”, on page 29 to install the
Client Utility.
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3.2 Windows 2000

In Windows 2000 a wireless adapter driver provided by Microsoft is installed
automatically when you insert the RoamAbout Wireless Adapter. After the driver is
installed you must upgrade to the newer version of the driver provided by Enterasys.

3.2.1 Installing Microsoft driver

Follow these steps to install the native (Microsoft) client adapter driver for Windows
2000.

1. Insert the RoamAbout Wireless Adapter into the PCMCIA slot. Windows 2000
automatically detects the new wireless card and displays the Found New Hardware
window (Figure 9).

Figure 9. Found New Hardware Window

Found Mew Hardware

Cabletron Foamdbout_802.11_D0S5

2. Windows 2000 automatically installs the native wireless adapter driver.

3. If the System Settings Change window (Figure 10) is displayed, click Yes to restart
the computer.

Figure 10. System Settings Change Window

System Settings Change il

@ Wwindows 2000 has finished instaling new devices. You must restart wour computer before the new settings will take
effect,

Do you wank bo resktart wour computer now?

Next, you must upgrade to the Enterasys-provided driver.

3.2.2 Upgrading to Enterasys driver

After the computer restarts, installation of the old (Microsoft) version of the wireless
adapter driver is completed (version 4.6.0.0).

Perform the following steps to upgrade and configure the new driver version provided by
Enterasys:

1. On the desktop, right click the My Network Places icon.

2. Select Properties. The Network and Dial-up Connections window is displayed
(Figure 11).
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Figure 11. Network and Dial-up Connections Window
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|3 objectis)
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3. Right click one of the Local Area Connection icons. (Usually the last icon is the new
icon of the wireless client adapter you just installed.) The Local Area Connection
Properties window is displayed (Figure 12).

Figure 12. Local Area Connection Properties Window

Local Area Connection 3 Properties

Gereral | Shating |

Connect using:

2 x|

I Cabletron Roamdbout 80211 PC Card

Components checked are uzed by this connection:

D eteministic Metwork Enhancer

W Internet Protocol [TCPAP)

Irgtall... | Uninztall

File and Frinter Sharing for Microsoft Mebworks

Froperties

— Description

nietiwork.

Allowes pour computer to access rezources on a Microsaft

[ Show icon in taskbar when connected

Ok,

Cancel
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4. On the General tab make sure that Cabletron RoamAbout 802.11b PC
Card appears in the Connect using: box. If it does not, you selected the wrong
Local Area Connection icon. You must go back to the Network and Dial-Up
Connections window (Figure 11) and double click a different Local Area
Connection icon.

5. Click the Configure button. The Cabletron RoamAbout 802.11 PC Card
Properties window is displayed (Figure 13).

Figure 13. Cabletron RoamAbout 802.11 PC Card Properties Window

Cabletron RoamAbout 802.11 PC Card Prope 2 x|

General I.-‘-'«dvanc:edl Drivver I Hesourcesl

Cabletron Roamabout 802,11 PC Card

Device type: MHebwork, adapters
M anufacturer; Cabletron
Loaczation: CardBus Slat 0

— Device status

Thiz device iz working properly. ;I

If wou are having problems with this device, click Troubleshooter to
ztart the troubleshooter,

Device usage:
IIze this device [enable) LI

Ok, I Cancel I

6. Select the Driver tab. Information for the Microsoft-provided driver is displayed
(Figure 14).
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Figure 14. Cabletron RoamAbout 802.11 PC Card Properties Window/Driver Tab

Cabletron Roamabout 802.11 PC Card Prope |

Generall Advanced  Driver IHesu:uun:esl

Cabletron Foam&bout 802,11 PC Card

Drriver Provider: Mizrozaft
Drriver D ate; 1041341533
Crriver YWersion: 4.6.0.0
Cugital Signer: Microzoft WwWindows 2000 Publisher
T o wiew detailz about the driver files loaded far this device, click Driver

Detailz. Ta uningtall the driver files far this device, click Uninstall. To update
the driver files for thiz device, click Update Driver.

Uninztall IIpdate Diriver...

] Cancel

7. Click the Update Driver button. The Upgrade Device Driver Wizard window is
displayed (Figure 15).
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Figure 15. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard

Ny Welcome to the Upgrade Devyice
& Driver Wizard

Thiz wizard helps you upgrade a device driver for a
hardware dewvice.

To continue, click Mest,

¢ Back

Cancel |

8. Click Next. The Install Hardware Device Drivers window is displayed (Figure 16).

Figure 16. Upgrade Device Driver Wizard/Install Hardware Device Drivers Window

Upgrade Device Driver Wizard

Install Hardware Device Drivers
A device driver iz a software program that enablez a hardware device to woark, with
an operating syztem.

Thiz wizard upgrades drivers for the following hardware dewvice:

Cabletron Roamdbout 802,171 PC Card

dpgrading ta a newer verzion of a device driver may add funchionality to or improve the
performance of thiz device.

YWhat da you want the wizard ko da?

% Search for a suitable driver for my device [recommended}

i~ Dizplay a list of the known drivers for thiz device 2o that | can chooze a specific
driver

¢ Back I MHest > I Cancel

Enterasys-Client-v1_3.doc 12 February 23, 2004



Enterasys Wireless LAN Client Setup Procedures

9. Select Search for a suitable driver for my device (recommended).
10. Click Next.

11. The Locate Driver Files window is displayed (Figure 17). Under Optional search
locations several options are listed for the new driver.

a. Select CD-ROM drives if you are installing a new driver from a CD-ROM.

b. Select Specify a location if a new driver is downloaded and stored on your local
compulter.

Figure 17. Upgrade Device Driver Wizard/Locate Driver Files Window

Upgrade Device Driver Wizard

Locate Driver Files
YWhere do you want \Windows to search for driver files?

Search for driver files for the following hardware device:

Cabletron Roamdbout 802,171 PC Card

The wizard searches for zutable drivers in itz diver database on your computer and in
any af the following optional search lozations that you specify.

To start the search, click Mest. If you are zearching on a loppy disk or CO-ROM drive,
inzert the floppy dizk or CO before clicking Mesxt.
Optional zearch locations:

™| Floppy disk drives

v Specify a locatio
[ Microzoft Windows Update

¢ Back I MHest > I Cancel |

12. Click Next, then click Browse to go to the directory where the new driver is stored on
your local computer or CD-ROM. The Locate File window is displayed (Figure 18).

13. Select the new driver file, for example, WLRBT4 8 . INF.
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Figure 18. Locate File Window

2| x|
Lock ire | (3 Win2000 x| « ® ek E-

WLRET4a, INF

File nanne: IWLHBT#E.INF j Open I
Files af type: ISetup | nformation [*.inf] j Cancel |

14. Click Open. The Upgrade Device Driver Wizard window is displayed showing the
path of the new driver (Figure 19).

Figure 19. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard x|
|nzert the manufacturer's installation dizk into the diive 0k |
g zelected, and then click OFK.

Cancel

Copy manufacturer's files fraom:

IE:'xWireIess'xEnteras_l,ls'xEIient-.-i‘-.u:lapter-Driver'xWinE[j

15. Click OK. The Driver Files Search Results window is displayed (Figure 20).
16. Check the Install one of the other drivers checkbox.
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Figure 20. Upgrade Device Driver Wizard/Driver Files Search Results Window

Upgrade Device Driver Wizard

Driver Filez Search Reszults
The wizard haz finizhed searching for driver files for your hardware device.

The wizard found a driver for the following device:

Cabletron Foamabout 802,17 PC Card

& zuitable driver for this device iz alieady installed. To keep the currently installed
driver, click Cancel. Ta search anather lacation for a different driver click Back, ar ta
reiniztall the current driver, click Mest.

[g it hinfsnetaned 8. inf

The wizard alzo found other drivers that are suitable for thiz device. To view a list of
theze drivers or ingtall ane of these drivers, zelect the following check bax, and then click
[ e

v rztall one of the ather drivers:

¢ Back I Heut » I Cancel

17. Click Next. The Driver Files Found window is displayed showing the old
(Microsoft) and new (Enterasys) driver files (Figure 21).

18. Select the new driver file, which is stored in the folder in which you downloaded it, or
on CD-ROM (see step 11).

Example: RoamAbout 802.11 DS
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Figure 21. Upgrade Device Driver Wizard/Driver Files Found Window

Upgrade Device Driver Wizard

Driver Filez Found
Which driver do pou want toinstall ?

Cabletron Roamdbout 802,11 PC Card

YWindows found the following drivers which are suitable for thiz device. To install one of
these drivers select it from the lizt and click MNest.

Dezcrption | Provider | Manufacturerl Location

Cabletron Roarmdbout 80211 PC Card  Microsaft  Cabletran o it hinfhnety
Hoarmdbout 802171 D5 Enterazyz  Enterazys

¢ Back I Heut » I Cancel |

19. Click Next. The Digital Signature Not Found window may be displayed (Figure

22).
Figure 22. Digital Signature Not Found Window

Digital Signature Not Found x|

The Microgoft digital signature affirms that software has
been tested with Windows and that the software haz not
been altered zince it wasz tested.

The zoftware you are about to install does not contain a
kicrozoft digital signature. Therefore, there iz ho

guarantee that thiz software warks corectly with
W indas,

Roamdbout 80211 DS

IF you want to search for Microzsoft digitally signed
goftware, vizit the Windows pdate YWeb zite at
hittp: # Awindowesupdate. microsoft com bo gee if ane i=
available.

Do wou want bo continue the installation?

Mo More Infa |

20. Click Yes to continue. The Add/Edit Configuration Profile window is displayed

(Figure 23).
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Figure 23. Add/Edit Configuration Profile Window

> add;/Edit Configuration Profile 2=l

— Select Profile

E dit

Delete

|1ze thiz screen to;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs profile.

(] I Cancel | Help

21. Click OK to continue. The Client Manager Not Installed window is displayed
(Figure 24).

Figure 24. Not Installed Window

Not Installed |

& The Client Manager is nat installed!

To install the Client Manager, run the Client Manager setup.exe From the setup disk

22. Click OK. The Upgrade Device Driver Wizard is displayed again (Figure 25).
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Figure 25. Upgrade Device Driver Wizard Window

Upgrade Device Driver Wizard

Completing the Upgrade Devyice
Driver Wizard

Foamdbout 802,11 DS

5

Windows has finizhed installing the software for this device.

To cloge thiz wizard, click Finizh.

¢ Back

Catizel |

23. Click Finish. The RoamAbout 802.11 DS Properties window is displayed again
(Figure 26), showing the information for the Enterasys-provided driver.
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Figure 26. RoamAbout 802.11 DS Properties Window

RoamAbout 802.11 DS Properties |

Generall Advanced  Driver IHesu:uun:esl

R oamébout 802171 DS

Drriver Provider: Enterasys
Drriver D ate; Mat available
Crriver YWersion: 7.44.18.403
Cugital Signer: Mot digitally signed
T o wiew detailz about the driver files loaded far this device, click Driver

Detailz. Ta uningtall the driver files far this device, click Uninstall. To update
the driver files for thiz device, click Update Driver.

Uninztall IIpdate Diriver...

Cloze Eanzel

24. Click Close. The Local Area Connection Properties window is displayed (Figure
27).
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Figure 27. Local Area Connection Window

Local Area Connection 3 Properties |

General | Sharing I

Connect using:

I Cabletron Roamdbout 80211 PC Card

Comporents checked are uzed by thiz connection:

Client for Microsaft Mebworks

Deterministic Metwaork, Enhancer

File and Printer Sharing for Microzoft Nebwarks
T Internet Protocol [TCPAP)

Install... Uringtall Froperties

— Dezcription

Allovws your computer o access resources on a Microzoft
nietwork.

[ Show icon in tazkbar when connected

k. Cancel

25. Click OK to continue.
26. Restart the computer.

After the system reboots, go to section 4, “Installing the Client Utility for Windows NT,
2000, and XP” to install the Client Utility.

3.3 Windows XP

In Windows XP you must perform two steps to install the correct client adapter driver:
e Install the Microsoft-provided driver
e Upgrade driver to the Enterasys version

1. Insert the RoamAbout Wireless Adapter into the PCMCIA slot. Windows XP detects
the new wireless card and automatically installs the native wireless adapter driver.

2. After the driver is installed, the Wireless Network Connection Properties window
is displayed automatically (Figure 28).
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Figure 28. Wireless Network Connection Properties Window

-+ Wireless Metwork Connection 2 Properties |E|[E|

General |"-.-M-"ire|ess Metworks | Advanced

Cannect uzing:

ES Roamdbout 30211 DS [Cabletron)]

LConfigure. ..

Thiz connection uzes the following items:

E’i Cligt for Microzoft Metwaorks

.@ File and Prinker Sharing for Microsoft Mebwarks
.@, Qo5 Packet Scheduler

S Internet Protocal [TCRAP)

[ Inztall... ] [ Uninztall ] [ Froperties

Description

Allowes pour computer to access resources on a Microsoft
network.

Show icon in notification area when connected

[ 1] ] [ Cancel ]

3. Click the Configure button. The RoamAbout 802.11 DS (Cabletron) Properties
window is displayed (Figure 29).
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Figure 29. RoamAbout 802.11 DS (Cabletron) Properties Window

RoamAbout 802.11 DS [Cabletron) Properties |E|E|

General |.-'3.I:Ivanced Diriver | Besources

Foamabout 802,11 DS [Cabletron)

Device tupe: Metwork, adapters
b anufacturer: Enterazyz
Locatian: on Texas Instrurments PCI-4451 CardBus Cont

Device status

This device iz warking properly.

[f wau are having problems with this device, click Troubleshoot ta
ztart the troubleshooter.

Troubleshont. . |

Device usage:

Usze thiz device [enable] L |

l ok, ][ Cancel ]

4. Select the Driver tab. Information for the native (Microsoft) driver is displayed
(Figure 30).
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Figure 30. RoamAbout 802.11 DS (Cabletron) Properties Window/Driver Tab

RoamAbout 802.11 DS (Cabletron) Properties E]E]
General | Advanced | Driver | Resources

FRoamdbout 802,11 DS [Cabletron]

Drriveer Provider: Microgaft

Drriver D ate: #1200

Drriver Wersior: £.43.09

Digital Signer: Microsoft Windows <P Publisher

Driver Details... | Ta wiew detailz about the driver files.

Update Driver... To update the driver faor thiz device.

Foll Back Driver If the device failz after updating the driver, roll
= back to the previouzly installed driver.

Uninztall To uninztall the driver [Advanced).

[ Q. ][ Cancel ]

5. Click the Update Driver button to update the driver to the Enterasys version. The
Hardware Update Wizard window is displayed (Figure 31).

Figure 31. Hardware Update Wizard Window (1)

Hardware Update Wizarnd

Welcome to the Hardware Update
Wizard

Thiz wizard helps you install software for:

Roamdbout 80211 DS [Cabletran)

{ .') If your hardware came with an installation CD

ot

22 or floppy dizk. insert it now.

Wwhat do pou want the wizard to do’?

() Install the software automatically (Fecommended)

() nstall from a list or specific lacation [Advanced)

Click Mext to continue,

Mesit = l[ Cancel
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6. Under What do you want the wizard to do? select Install from a list or specific
location (Advanced).

7. Click Next. The Hardware Update Wizard window is displayed again. Select Don’t
Search. I will choose the driver to install (Figure 32).

Figure 32. Hardware Update Wizard Window (2)

Hardware Update Wizand
Pleasze chooze pour search and installation optionsz. .

() Search for the best driver in these locations.

|Jze the check boxes below to imit or expand the default zearch, which ncludes local
paths and removable media. The best driver found will be ingtalled.

(%) Don't search. | will choose the driver to install.

Choosze this option to select the device driver from a list. Windows does not quarantee that
the driver you choose will be the best match for your hardware.

[ < Back ]| Mext > |[ Cancel ]

8. Click Next to continue the setup. The Select Network Adapter window is displayed
(Figure 33).
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Figure 33. Hardware Update Wizard/Select Network Adapter Window

Hardware Update Wizard

Select Hetwork Adapter
Which netwiark, adapter do you want ta install?

Click the Metwork, Adapter that matches vour hardware, then click 0K, |f pou have an
inztallation dizk. for thiz component, click Hawve Disk.

[«]Show compatible hardweare
Metwork, Addapter:

_‘5&’ Thiz driver iz digitally signed.

Tell me why driver sighing is imporkank

[ < Back ][ Mewt > ][ Cancel ]

9. Click Have Disk.
10. Select the path where the new driver is stored.
a. If you want to install the new driver from a CD-ROM, select the CD-ROM drive.

b. If you downloaded the new driver to your computer, navigate to the directory
where you stored the file.

11. Click Open. The Install From Disk window is displayed (Figure 34).
Figure 34. Install From Disk Window

Install From, Disk

Inzert the manufacturer's installation dizk, and then
L~ make sure that the comrect dive iz selected below.

II %)

Cancel

LCopy manufacturer's files from;

D:hDocuments and SettingzhwvankhDeskiophEnter v| urgwge__
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12. Click OK, then click Next to install the new driver. While the new driver is being
installed, the Hardware Installation window may be displayed (Figure 35). Click
Continue Anyway to continue the installation.

Figure 35. Hardware Installation Window

Har dware Installation

L "_., The zoftvare you are installing for thiz hardware:
L
Roamdbout 30211 DS

has not paszed Windows Logo kesting to verify its compatibility
with Windaws =P, [Tel me why this testing is imparkant. |

Continuing your installation of this zoftware may impair
or destabilize the comect operation of pour system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for zoftware that has
paszzed Windows Logo testing.

[ Continue Anway ] L%TEIF'Installatinn |

13. When the installation is completed, the Completing the Hardware Update Wizard
window is displayed (Figure 36).

Figure 36. Completing the Hardware Update Wizard Window

Hardware Update Wizard

Completing the Hardware Update
Wizard

The wizard haz finished inztaling the software for:

Roamébout 802,11 DS

Click Finigh to close the wizard,

14. Click Finish. The RoamAbout 802.11 DS Properties/Driver window is displayed
again with the new (Enterasys) driver version information (Figure 37).
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Figure 37. RoamAbout 802.11 DS Properties/Driver Window

RoamAbout 802.11 DS Properties

General | Advanced | Diver | Resources

Roamdbout 80217 DS

Ciriver Provider: Enterazys

Diriver D ate: 142942002

Driver Yersion: 7.44.18.403
Digital Signer; Mot digitally gigned

[ Driver Details... ] To wiew detailz about the driver files.

| Idpdate Diriver... | To update the driver for this device.
: If the device failz after updating the driver, ol
[ Holl Back Driver ] back to the previouzly installed driver.

[ Uninstall ] To uninztal the driver [Advanced).

Cloze

15. Click Close. You have installed and upgraded the new wireless adapter driver. Go to
Section 4 on page 29 to install the Client Utility.

3.4 Macintosh

For Macintosh you will install the wireless client adapter driver and configure wireless
access. A separate Client Utility is not required.

Before installing the wireless client adapter driver you must remove any previously
installed wireless networking software, as shown in section 3.4.1. Then, install the new
driver as explained in section 3.4.2.

Section 3.4.3 shows how to configure wireless access for NIH user areas using the NIH
standard SSID for NIH users. To access the wireless LAN in guest/patient areas, you
need to reconfigure the SSID using the NIH standard SSID for guest (section 3.4.4).

3.4.1 Removing old driver

To remove any previously installed driver, follow the steps below:

1. Insert the RoamAbout Drivers and Utilities CD-ROM into the Apple PowerBook, or
browse to the directory where you stored the driver that you downloaded from the
Web site.
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I

7.

Double click the ARA40200.hqgx file to unstuffy the files.

Double click the RoamAbout Installer to start the installation program.
In the Welcome window click Continue.

Select Custom Remove from the list of options.

Click all boxes to completely remove the driver. If you have any open applications
you are prompted to close them.

Restart the computer when completed.

3.4.2 Installing new driver

After removing the previously installed driver, follow these steps to install a new driver:

1.

o A~ W

Insert the RoamAbout Drivers and Utilities CD-ROM into the Apple PowerBook, or
go to the directory where you stored the driver that you downloaded from the Web
site.

Double click the ARA40200.hqgx file to unstuffy the files.

Double click the RoamAbout Installer to start the installation program.
In the Welcome window, click Continue.

Select Easy Install.

e For PowerBook 2400, 3400 or G3 running System 7.6.1 or later (up to 9.0), Easy
Install chooses RoamAbout PC Card Networking Software (PCI).

e For PowerBook 1400 or 5300 running System 7.5.3 or later (up to 9.0), Easy
Install chooses RoamAbout PC Card Networking Software (PPC).

e For PowerBook 190 running System 7.5.2 or later (up to 9.0), Easy Install
chooses RoamAbout PC Card Networking Software (68K).

Restart the computer when prompted. After the restart, close any unnecessary
windows.

3.4.3 Configuring wireless access for NIH users

After installing the new driver, follow these steps to configure wireless access:

1.

Insert the Wireless Adapter into the PCMCIA slot. The RoamAbout 802.11 DS icon
is displayed on your desktop.

Note: For PowerBook 3400 and G3, use the lower PCMCIA slot. The upper slot
sometimes fails properly to recognize the wireless adapter, which may cause
unreliable operation.

Open the Apple Menu, select Control Panels, then select AppleTalk.

In the AppleTalk window, select RoamAbout 802.11 DS from the Connect Via list.
Note: If RoamAbout 802.11 DS is not present, select Ethernet.

Close the AppleTalk window.
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Click Save to confirm the changes.

Open the Apple menu, select Control Panels, then select RoamAbout Setup.
Enter the <NIH standard SSID for NIH users> in the RoamAbout Network field.
Enter the <NIH standard WEP encryption key> in the Encryption WEP key field.

© o N o o

Restart the computer when done. After rebooting you will be able to access the
wireless LAN in NIH user areas.
3.4.4 Configuring wireless access for guest areas

To access the wireless LAN in guest/patient areas, you need to reconfigure the SSID
using the NIH standard SSID for guest, as follows.

1. Repeat steps 2 to 7 above (section 3.4.3). In step 7, enter the <NIH standard SSID for
guest> in the RoamAbout Network field.

2. Restart the computer. After rebooting you will be able to access the wireless LAN in
guest/patient areas.

Note: You need to restart the computer each time you change the wireless configuration.

4 Installing the Client Utility for Windows NT, 2000, and XP

In order to configure the wireless adapter to communicate with the NIH wireless LAN
under Windows, you must install the Client Utility. (Note: On Macintosh you configure
wireless access when you install the wireless client adapter driver (see section 3.4). A
separate Client Utility is not needed.)

Follow these steps to install the Client Utility for Windows NT, 2000, and XP:

1. Open the Client Utility folder, which is on your computer where you downloaded it
or on CD-ROM.

2. Double click the Setup.exe icon:

e

Setup.exe

3. The RoamAbout Client Utility setup window is displayed (Figure 38).
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Figure 38. RoamAbout Client Utility/Client Utility Setup Window

-2 Client Utility Setup
RoamAbout Client Utility
Variant 1, Version 2.69

Client Utility Setup

‘Welcome to the InstallShield Wizard for
- RoamAbout Client Utility

The IngtallShield® \Wizard will install Roamébaout Client
Lltility on pour computer. To continue, click Mext.

< Back I Mext I Cancel

4. Click Next. The Client Utility Setup/License Agreement window is displayed
(Figure 39).
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Figure 39. Client Utility Setup/License Agreement Window

Client Utility Setup X|
License Agreement ‘

Pleaze read the following license agreement carefully. |xh

Prezs the PAGE DOWM key to zee the rest of the agreement.

[EMTERASYS METWORES, INC. i’
SOFTWARE REPLICATION LICENSE

IMPORTAMNT: PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCESSING OR USIMG THE LICEMSED MATERIAL.

Thiz document iz an agreement [Magreement'’]

between you, the end user ["ow''], and Enterasys

Metworks, Inc. ["Enterasys"), that zets forth

“i'our rightz and obligations regarding accesz ;I

Do you accept all the terms of the preceding License Agreement’? If you choose Mo, the
zetup will cloze. To install Roamdbout Client Ublity, pou must accept thiz agreement.

[rztall= hield
¢ Back e Mo

5. Click Yes. The Client Utility Setup/Choose Destination Location window is
displayed (Figure 40).
Figure 40. Client Utility Setup/Choose Destination Location Window

Client Utility Setup x|
Choose Destination Location ‘

Select falder where Setup will install files. l“\h

Setup will ingtall Boamédbout Client Uity in the following folder.

T inztall ta this falder, click Mext. Ta inztall ta a different folder, click Brawse and select

another folder.
Destination Folder
|7E:"-.P'r|:|gram Filez\RoamdbouthClient Browse... |
[metallEhield
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6. Click Next. The Client Utility Setup/Select Program Folder window is displayed
(Figure 41).

Figure 41. Client Utility Setup/Select Program Folder Window
x

Select Program Folder na
Pleasze select a program folder. | 3
Setup will add program icong ta the Program Folder listed below, ou may type a new folder
name, o zelect one from the existing folders list. Click Mest bo continue.

Program Folders:

E sisting Falders:

Avaya Wireless
Cizco Systems
Cizco Systemns WPM Clent

Dell Azcezsones
kicrozoft Office Taools

L]

Metzcape Communicator
Metwork, Aszociates
Heal

Roambout M

[ztallEhield

< Back | Mest > I Cancel |

7. Click Next. The Client Utility Setup/Select the language of the Client Utility you
want to window is displayed (Figure 42).

8. Check the English checkbox.
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Figure 42. Client Utility Setup/Select the language of the Client Utility you want to
Window

Client Ukility Setup

Select the language of the Chent Utility pyou want to

| | Francais
|| Espafiol
[ Italiano

| ] Deutzch

[rztall= hield

< Back | Mest » I Cancel

9. Click Next. The Client Utility Setup/InstallShield Wizard Complete window is
displayed (Figure 43).

10. Make sure that I’d like to start the Client Utility is not checked.
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Figure 43. Client Utility Setup/InstallShield Wizard Complete Window

Client Ukility Setup

InstallShield Wizard Complete

Setup haz finished inztaling Roamdbout Client Utility on your
conputer.

[ I'd ke to start the Client Uil

< Back | Finizh I [Cancel |

11. Click Finish.

12. Restart the computer. You have successfully installed the Client Utility. Go to
section 5, “Configuring Wireless Access Using the Client Utility”, to configure
wireless access.
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5 Configuring Wireless Access Using the Client Utility

After installing the RoamAbout Client Utility, you can use it to configure wireless access
(SSID and WEP key). You will set up two configurations: one for guest access and one
for NIH user access.

For Windows NT and Windows 2000 see section 5.1.
For Windows XP see section 5.2.

5.1 Configuring Wireless Access for Windows NT and 2000
Follow these steps to configure wireless access under Windows NT and Windows 2000.

1. On the Windows Task Bar click Start, then select Programs — RoamAbout —
Client Utility. The RoamAbout Client Utility window is displayed (Figure 44).

Figure 44. RoamAbout Client Utility Window

B poamabout Client Utility - 10] x|

File Actions Advanced Help

Current configuration prafile IDefault j
— Statuz
Searching far nebwork.
Channel 10
E nciwptian i
Signal
zgtrength

Continue with the following steps to configure wireless access for NIH users.

2. Click Actions on the menu bar. Select Add/Edit Configuration Profiles. The
Add/Edit Configuration Profile/Select Profile window is displayed (Figure 45).
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Figure 45. Add/Edit Configuration Profile/Select Profile Window

3 Add,/Edit Configuration Profile ed 4

— Select Profile

Edit

Delete

|lze thiz zcreet bo;

- Activate a wirelesz profile from the pull-down menu.
- Add Edit or Delete a uzer-defined wirglezs prafile.

] I LCancel Help

3. Click Edit. The Edit Configuration/Select Profile window is displayed (Figure 46).
Figure 46. Edit Configuration/Select Profile Window (1)

SMEdit Configuration ed |

— Select Profile
Profile Mame: M etwork, Tope:
D1 efaul Aooeszs Paoint j

- Usze this screen to aszign a hame to your wirgless profile.
- Select the Metwark Type to identify the tupe of
wireless connection for this profile.

< Back I Hest » I Help |

4. In the Profile Name box enter a meaningful name for the profile (Figure 47).

Example: NIH Wireless
5. Inthe Network Type box make sure that you select Access Point.
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Figure 47. Edit Configuration/Select Profile Window (2)

_-:_‘1" Edit Configuration

— Select Profile

2%

Profile M ame: M etwork, Tupe:

MIH “Wireless Aocess Paint

-

- Select the Metwark. Type ta identify the tupe of
wirelezs connection for thiz profile.

- Use this screen to assign a name to your wirgless profile,

< Back I Hest » I

Help

(Figure 48).

Click Next. The Edit Configuration/Identify Your Network window is displayed

In the Network Name box enter the <NIH standard SSID for NIH users>.

Figure 48. Edit Configuration/Identify Your Network Window

_SMEdit Configuration

— ldentify 'aur Metwark:

2=

M etwork, M arme:

Enter <5510 for MIH uzers> Here

Scan |

nebwork, boowhich you wigh to connect your computer.

- Ize thiz screen to identify the MNetworl: Mame of the wirelezs

< Back I Mewut » I

Help

8. Click Next. The Edit Configuration/Set Security window is displayed (Figure 49).
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Figure 49. Edit Configuration/Set Security Window (blank)

SMEdit Configuration ed |

— Set Securty

[ Enable Data Securité

N, A

€ |Use flphanumenc Characters (009, 2.2, 52]
€ ze Hevadecimal (09, &, 4-F

Few 1 |
key2 |
Keyd |
Fep 4 |

Encrypt data with: IKE_I,I 1 "I

< Back I Hest » I Help |

Check the Enable Data Security checkbox (Figure 50).
Select the Use Hexadecimal (0-9, a-f, A-F) option.
In the Key 1 box enter the <NIH standard WEP encryption key>.

o 0o T

In the Encrypt data with box select Key 1 from the drop-down menu.
Figure 50. Edit Configuration/Set Security Window

MEdit Configuration 7] x|

—Set Securty

¥ Enable D'ata Secuirity
" Use Alphanumenic Characters [0-9, a-z, 42
& lse Hexadecimal [0-9, af, &-F)

Fepl |
Key2 |
|
|

ey 3
kFepd

Encrypt data with: I Foey 1 - I

¢ Back I Mewt > I Help |
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9. Click Next. The Edit Configuration/Power Management window is displayed
(Figure 51).

10. Select Off.
Figure 51. Edit Configuration/Power Management Window

SMEdit Configuration ed |

— Poweer banagement

{+ 0t [default power consumption and kigh performancek

= On [lower power consumption and performarce)]

- Enable Power Management for low power consurmption and
wirglezs performance.

- Dizable Power Management for default power consumption
and high wirelezs performance [default].

< Back I Mest » I Help

11. Click Next. The Edit Configuration/TCP/IP Behavior window is displayed (Figure
52).

12. Check the Renew IP Address when selecting this profile checkbox.
Figure 52. Edit Configuration/TCP/IP Behavior Window

MEdit Configuration 7] x|

— TCP#P Behawvior

v Fenew [P Address when zelecting this profile:

- |lze this soreen bo contral the TCPAP protocol behawiar
when zwitching from one wirelezs profile to another.

¢ Back I Finizh I Help
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13. Click Finish. The Add/Edit Configuration Profile window is displayed.
14. Click OK to finish configuring wireless access for NIH users.

Continue with the following steps to configure wireless access for NIH guest areas.

15. On the RoamAbout Client Utility menu bar click Actions (Figure 44). Select
Add/Edit Configuration Profiles. The Add/Edit Configuration Profile/Select
Profile window is displayed (Figure 53).

Figure 53. Add/Edit Configuration Profile/Select Profile Window

M Add/Edit Configuration Profile

2 x|

— Select Profile

&dd

Edit

elete

|lz& thiz screet bo;

- Activate a wireless profile from the pull-down men.
- Add Edit or Delete a uzer-defined wirglezs prafile.

LCancel

Help

16. Click Add. The Edit Configuration/Select Profile window is displayed (Figure 54).
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Figure 54. Edit Configuration/Select Profile Window (1)

— Select Prafile
Profile M ame: M etwork, Tupe:
Access Point j

- Use this screen to assign a name to your wirgless profile,
- Select the Metwark. Type ta identify the tupe of
wirelezs connection for thiz profile.

< Back I Hest » I Help

a. Inthe Profile Name box enter a meaningful name for the profile (Figure 55).

Example: NIH Wireless for Guest

b. In the Network Type box make sure that you select Access Point.
Figure 55. Edit Configuration/Select Profile Window (2)

— Select Prafile
Brofile Mame: Metwork, Type:
MIH “Wireless for Guest Access Point j

- |lze thiz soreen o azsign a name ko pour wirgless praofile.
- Select the Metwark Type to identify the twpe of
wireless connection for this profile.

¢ Back I Mest » I Help

17. Click Next. The Edit Configuration/Identify Your Network window is displayed

(Figure 56).
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18. In the Network Name box enter the <NIH standard SSID for guest>.
Figure 56. Edit Configuration/Identify Your Network Window

SMEdit Configuration ed |

— ldentify 'our Metwork,

Metwork, Mame:

Enter <5510 for Guestr Herdl Scan |

- |lze this soreen o identify the Metwaork, Mame of the wireless
nebwiork, ko which you wigh to connect pour computer.

< Back I Mest » I Help

19. Click Next. The Edit Configuration/Set Security window is displayed (Figure 57).
Figure 57. Edit Configuration/Set Security Window (blank)

MEdit Configuration 7] x|

—Set Securty

[~ Enable Data Securité

e e

% |Use flphanumenic Characters (009, a-2, 5]
€ Use Hexadecimal [0-9, &, &-F

Fepl |
key2 |
|
|

ey 3
ey d

Encrypt data with: I Fey 1 - I

¢ Back I Mewt > I Help |

a. Check the Enable Data Security checkbox (Figure 58).
b. Select the Use Hexadecimal (0-9, a-f, A-F) option.
c. Inthe Key 1 box enter the <NIH standard WEP encryption key>.
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d. Inthe Encrypt data with box select Key 1 from the drop-down menu.
Figure 58. Edit Configuration/Set Security Window

SMEdit Configuration ed |

—Set Security

[V Enable D ata 5 ecurity
™ lze Alphanumeric Characters [0-9, a-2, A=)
' Use Hexadecimal [0-9, &+, &-F]

Keyl |
Key2 |
Key3d |
Feyd |

Encrypt data with: I Kep - I

< Back I Mest » I Help |

20. Click Next. The Edit Configuration/Power Management window is displayed
(Figure 59).

21. Select Off.
Figure 59. Edit Configuration/Power Management Window

MEdit Configuration 7] x|

— Poweer bManagement

{05 [default power consurnption and high perfarmance

= On [lower power consumphion and performarce)

- Enable Power Management for low power consurmption and
wireless performance.

- Dizable Power Management for default power congumption
and high wirelezz performance [default].

¢ Back I Mewt > I Help

22. Click Next. The Edit Configuration/TCP/IP Behavior window is displayed (Figure
60).
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23. Check Renew IP Address when selecting this profile.
Figure 60. Edit Configuration/TCP/IP Behavior Window

SMEdit Configuration

— TCP#P Behawvior

2l

v Fenew [P Address when selecting this profile:

- |lze thiz soreen bo contral the TCRAP protocol behavwiar
when switching from one wirgless profile to anather.

< Back I Finizh I Help

24. Click Finish. The Add/Edit Configuration Profile window is displayed (Figure 61).
Figure 61. Add/Edit Configuration Profile Window

39 add/Edit Configuration Profile |
— Select Profile
I MIH Wirelezs for Guest j
Edit
Delete

I1ze thiz zcreet ba:

- Activate a wirelesz profile from the pull-down menu,
- Add Edit or Delete a user-defined wirglezs profile.

ok | LCancel | Help

25. Click OK to finish configuring wireless access for NIH guest areas. The TCP/IP

window is displayed (Figure 62).
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Figure 62. TCP/IP Window — Waiting for Wireless Connection

x

W aiting for a wireless connection to be establizhed. ..

26. Click Close. The RoamAbout Client Utility window is displayed (Figure 63).
Figure 63. RoamAbout Client Utility Window

& poamabout Client Utility 0] x|
File Actions Adwvanced Help

Current configuration profile INIH wireless for Guest j
— Status
Searching for nebwork,  ; guest
Channel |
E ncryption :On
Signal
gtrength

Help |

If you do not click Close, the following window is displayed (Figure 64).
Figure 64. TCP/IP Window — No Wireless Connection

TCP/IP X|

& Mo wireless connection was established. & new IP address was not requested!

Click OK to continue. The RoamAbout Client Utility window is displayed (Figure
63).

27. On the menu bar select Actions > Select Configuration Profile > NIH Wireless
profile (Figure 65).
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Figure 65. RoamAbout Client Utility — Actions Menu

& poamabout Client Utility 0] x|

File | Actions Adwanced Help

addjEdit Configuration Prafile I ;

MIH ‘Wireless Lk j
® NIH Wireless for Guest
— Status

Searching for nebwork,  ; Guest

Channel |

E ncryption :On
Signal
gtrength

Help |

You have successfully configured wireless access on NIH Wireless LAN and Guest
Wireless LAN. When you enter the area of guest wireless LAN, follow step 27 to select
the NIH Wireless for Guest profile.

5.2 Configuring Wireless Access for Windows XP

After installing the RoamAbout Client Utility, use it to configure wireless access (SSID
and WEP key) under Windows XP, as follows:

1. Click Start on the Windows Task Bar, then select All Programs — RoamAbout —
Client Utility. The RoamAbout Client Utility window is displayed (Figure 66).

Figure 66. RoamAbout Client Utility Window

& RoamAbout Client Utility

File Actions Advanced Help

Status
Searching for netwark,
Channel 3
E ncroption lii
Signal
ztrength

2. Select Actions on the menu bar, then select Add/Edit Configuration Profiles. The
Wireless Network Connection Properties window is displayed (Figure 67).
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Figure 67. Wireless Network Connection Properties Window

L Wireless Network Connection 2 Properties

General | Wireless Metworks | gdvanced

Awailable netvorkz:

i

Preferred networks:

bl e

Add...

Learn about zetting up wireless network
confiquration.

Uze Windows bo configure my wireless nebwork, zettings

To connect to an available netwark, click Configure.

E.:.nﬂgu;e

Automatically connect to available networks in the order listed

2

[

QK ] [ Cancel

]

3. Select the Wireless Networks tab and click the Advanced button at the lower right
corner. The Advanced window is displayed.

4. On the Advanced window, select Access point (infrastructure) networks only

(Figure 68).

Figure 68. Advanced Window

Advanced

Metwaorks to access

(") &ry available network [access point preferred)

(Bifccess point (infrastiucture] networks onl

(") Computer-to-computer [ad hoo)] netwarks only

[ ] Autamatically connect ta non-prefemed netwarks

Cloze

5. Click Close to return to the previous window. Continue with the following steps to
configure SSID and WEP key for NIH users.

6. On the Wireless Networks tab click the Configure button. The Wireless network
properties window is displayed (Figure 69).
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a. On the Association tab, enter the <NIH standard SSID for NIH users> in the
Network name (SSID) box.

b. Under Wireless network key (WEP), uncheck The key is provided for me
automatically checkbox. The Network key and the Confirm network key
options will become active.

c. Check Data encryption (WEP enabled).

d. Inthe Network key and Confirm network key boxes enter the <NIH standard
WEP encryption key>.

e. Inthe Key index (advanced) box select 1 from the drop-down menu.
Figure 69. Wireless Network Properties Window

Azzociation | Authentication

MNetwark name [SS10); Enter <5510 far MIH Users: here
Wirgless netwark. key [WEP]

Thig nebwark, requires a key far the fallowing:

[w]iData encryption [WEP enabled)
[T Metwark Authentication [Shared mode)

Metwork key: eRRRNRERRNNRRRRRRRR RS
Confirm network kew: T T YT YY LTy YY
Key index [advanced): 1

[] The key is provided for me autarnatically

QK ] l Canicel

7. Click OK to finish configuring wireless access for NIH users. Continue with the
following steps to configure SSID and WEP key for wireless access in NIH guest
areas.

8. On the Wireless Network Connection Properties window click Add (see Figure
67). The Wireless network properties window is displayed (Figure 70).

Enterasys-Client-v1_3.doc 48 February 23, 2004



Enterasys Wireless LAN Client Setup Procedures

Figure 70. Wireless Network Properties Window (blank)

azzociation | Authentication

Metwork, name [SSI07:
Wwirelesz network, key [WEP)
Thiz network. requires a key for the following:

Data encryption PWEP enabled)
[] Metwork Authentication [Shared mode)

|
w

[#iThe key is provided for me automaticallé

[] Thiz is a computer-to-computer [ad hoc) network; wirsless
access points are nob uzed

I 18 H Cancel J

a. On the Association tab, enter the <NIH standard SSID for guest> in the Network
name (SSID) box (Figure 71).

b. Under Wireless network key (WEP) uncheck The key is provided for me
automatically checkbox. The Network key and the Confirm network key
options will become active.

c. Check Data encryption (WEP enabled).

d. Inthe Network key and the Confirm network key boxes enter the <NIH
standard WEP encryption key>.

e. Inthe Key index (advanced) box select 1 from the drop-down menu.
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Figure 71. Wireless Network Properties Window

Association | Authentication

Metwark name [S510]): Enter <5510 for Guest here
Wireless netwaork, key [WEP)
Thiz netvork requires a key Far the follawing:

Data encryption MWEF enabled)
[ ] Metwark Authentication [Shared mode)

Metwark, ke L T Y Y TRy YTy )
Confirm network, key: NSNS ESESENNENNNNNORONe
F.ey indey [advanced): 1

[] The key iz provided for me automatically

[ OK ][ Cancel ]

9. Click OK to finish configuring the profile for wireless access in guest areas.

6 Using the Client Utility to Test the Wireless Adapter

You can use the Client Utility to diagnose the performance of the wireless adapter. To do
so, select one of the options under the Advanced menu on the RoamAbout Client
Utility window (see Figure 44).

6.1 Card Check

Perform a wireless adapter test running the Card Diagnostics (Figure 72). The Card
Diagnostics option verifies the hardware and can help determine the cause of a
malfunctioning card.
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Figure 72. RoamAbout Client Utility — Diagnose Window

x
Station Mame : CITDNSTLAPT
MAC address :  O001F4EEEF36
Card Check |
Test Card Mow I Advice
— Self Test results:
Drrivver : 0K
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Lltility and Firmweare match : ak.
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Firmware integrity : oK
Erar details :
Generate Beport | LCancel Help
6.2 Link Test

The Link Test option allows you to verify the communications quality of the RoamAbout
wireless adapter in more detail (Figure 73). It allows you to investigate the specific link
between the wireless adapter and its test partner. If connected to the infrastructure
network, the test partner is the associated access point. If configured for an ad-hoc
network, you can select another client in the network to be the test partner.

Figure 73. RoamAbout Client Utility — Link Test Window
x

Chanrel: 11 Thiz station: CITDONSTLAPT
Test partner.  Roamébout 4P

Test Results | Test Histol_l,ll Log Settingsl

— Total mezzage — Thiz station — Test partner
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SN I 558 s I S

Signal level [N 32dEm | | Signallevel NN  33dBm
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Received meszages Received meszages
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Received : 126 2Mbps o 0% 2 Mbps 0 0x
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Freeze | Beset |
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