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09-20-0106 Specimen Handling for Testing
and Related Data, HHS/CDC/NCID.

09-20-0112 Fellowship Program and Guest
Researcher Records, HHS/CDC/PMO.

03-20-0113 Epidemic Investigation Case
Records, HHS/CDC/NCID.

09-20-0117 Medical and Test Record
Results of Individuals Involved in
NIOSH Laboratory Studies, HHS/CDC/
NIOSH.

09-20-0118 Study at Work Sites Where
Agents Suspected of Being Occupational
Hazards Exist, HHS/CDC/NIOSH.

09-20-0136 Epidemiologic Studies and
Surveillance of Dissase Problems, HES/
CDC/NCID.

09-20-0137 Passport File, HHS/CDC/IHPO.

08-20-0138 Epidemic Intelligence Service
Officers Files, HHS/CDC/EPQ.

09-20-0147 Occupational Health
Epidemiological Studies, HHS/CDC/
NIOSH.

09-20-0149 Morbidity Studies in Coal
Mining, Metal and Non-metal Mining
and General Industry, HHS/CDC/NIOSH.

09-20-0153 Mortality Studies in Coal
Mining, Metal and Non-metal Mining
and General Industry, HHS/CDC/NIOSH.

09-20-0154 Medical and Laboratory
Studies, HHS/CDC/NIOSH.

09-20-0157 Clinical Laboratory Personnel
Proficiency Test Results (Medicare),
HHS/CDC/PHPPO.

09-20-0159 Records of Subjects in
Certification, Testing, Studies of
Personal Protective Devices, and
Accident Investigations, HHS/CDC/
NIOSH.

09-20-0160 Records of Subjects in Health
Promotion and Education Studies, HHS/
CDC/NCCDPHP.

09-20-0161 Records of Health
Professionals in Disease Prevention and
Control Training Programs, HHS/CDC/
NCPS.

09-20-0162 Records of Subjects in Agent
Orange, Vietnam Experience, and
Selected Cancers Studies, HHS/CDC/
NCEH.

B. The following active CDC systems
were last published in the Federal
Register, 51 FR 42368, November 24,
1986:

09-20-0163 Applicants for National Center
far Health Statistics Technical
Assistance, HHS/CDC/NCHS. (Formerly
numbered 09-37-0009.)

09-20-0168 Curricula Vitae of Consultants
to the National Center for Health
Statistics, HHS/CDC/NCHS. (Formerly
numvered 09-37-0014.)

09-20-0169 Users of Health Statistics,
HHS/CDC/NCHS. (Formerly numbered
09-37-0016.)

C. The following CDC active systems
were last published in the Federal
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Registar, 49 FR 37692, September 25,

1984:

09-20-0164 Health and Demographic
Surveys Conducted in Probebility
Samples of the United States Population,
HHS/CDCG/NCHS. (Formerly numbered
09-37-0010.)

03-20-0165 Health Manpower [nventories
and Surveys, HHS/CDC/NCHS.
(Formerly numbered 08-37-0011.)

09-20-0166 Vital Statistics for Births,
Deaths, Fetal Deaths, Marriages, and
Divorces Occurring in the United States
During Each Year, HHS/CDC/NCHS.
(Formerly numbered 09-37-0012.)

09-20-0167 Health Resources Utilization
Statistics, HHS/CDC/NCHS. (Formerly
numbered 09-37-0013.)

2. On June 25, 1992, the Secretary,
Health and Human Services, approved
the establishment of the National Center
for Injury Prevention and Control and
the title change for the National Center
for Environmental Health and Injury
Control (NCEHIC) to the National Center
for Environmental Health.
Establishmerit of the new Center helps
provide recognition of the magnitude of
the injury problem ¢nd demonstrates
CDC's commitment to one of the
Nation's most important public beelth
problems. The transfer of injury
responsibilities from NCEHIC required a
title change for NCEHIC to the National
Center for Environmental Health.

These new organizational titles
represent minor changes in the system
name, system location, and system
manager and address categories of the
following systems: 09-20-0113, 09-20-
0136, and 09-20-0162. The next
comprehensive republication of notices
will describe all of CDC’s systems in
their entirety.

3, System 09-20-0136 is published in
its entirety below to incorporate in one
document a number of previous
revisions, including those relating to
safeguards, new organizations, new
titles, and to reflect current office
locations.

09-20-0136

SYSTEM NAME:

Epidemiologic Studies and
Surveillance of Disease Problems, HHS/
CDC/NCID.

SECURITY CLASSIFICATION:
None.

SYSTEM LOCATION:

National Center for Infectious
Diseases, Bldg. 1, Rm. 6013, Centers for
Disease Control, 1600 Clifton Read,
Atlanta, GA 30333.

San Juan Laboratories, National
Center for Infectious Diseases, Centers
for Disease Control, San Juan, Puerto
Rico 00936.

National Center for Prevention
Services, 1600 Freeway Park, Rm. 313,
Centers for Disease Control, 1600 Clifton
Road, Atlanta, GA 30333.

National Center for Environmental
Health, Chamblee Bldg. 101, Centers for
Disease Control, 4770 Buford Highway
NE, Atlanta, GA 30341-3724,

National Center for Injury Prevention
end Control, Koger Davidson Building,
Rm. 2037, Centers for Disease Control,
4770 Buford Highway NE, Atlanta, GA
30341-3724.

Epidemiology Program Office, Bldg. 1,
Rm. 5009, Centers for Disease Control,
1600 Clifton Road, Atlanta, GA 30333,

Public Health Practice Program Office,
Executive Park, Bldg. 24, Centers for
Disease Control, 1600 Clifton Road,
Atlanta, GA 30333,

National Center for Chronic Disease
Prevention and Health Promotion,
Rhodes Bldg., Rm. 4004, Centers for
Disease Control, 4770 Buford Highway
NE, Atlanta, GA 30341-3724.
and

Federal Records Center, 1557 St.
]oselih Avenue, East Point, GA 30344,

A list of contractor sites where
individually identifiable data are
currently located is available upon
request to the appropriate system
menager.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Adults and children with diseases
and other preventable conditions of
public health significance; also included
are control group participants.

CATEGORIES OF RECORDS IN THE SYSTEM:

Case reports, medical records,
questionneires, and related documents.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Public Health Service Act, section
301, “Research and Investigation,” (42
U.S.C. 241); sections 304, 306 and
308(d) which discuss authority to grant
assurances of confidentiality for health
research and related activities (42 U.S.C.
242 b, k, and m(d)).

PURPOSE(S):

This record system enables Centers
for Disease Control (CDC] officials to
better understand disease patterns in the
United States, develop programs for
prevention and control of health
E;oblems, and communicate new

owledge to the health community.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES;

CDC is under contract with private
firms for the purpose of collating,
analyzing, aggregating or otherwise
refining records in this system, Relevant
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records are maintained by such
contractors. Contractors are required to
maintain Privacy Act safeguards with
respect to such records.

The following routine uses apply to
all records in this system except thoss
maintained under an assurancs of
confidentiality provided by section
308(d) of the Public Health Service Act
{unless expressly authorized in the
consent form or stipulated in the
Assurance Statement):

A record may be disclosed for a
research purpose, when the Department:

(A) Has determined that the use or
disclosure does not violate legal or
policy limitations under which the
record was provided, collected, or
obtained;

(B) Has determined that the research
purpose (1) cannot be reasonably
accomplished unless the record is
provided in individuallﬂ identified
form, and (2) warrants the risk to the
privacy of the individual that additional
exposure of the record might bring;

(C) Has required the recipient to (1)
establish reasonable administrative,
technical, and physical safeguards to
prevent unauthorized use of disclosure
of the record, (2) remove or destroy the
information that identifies the
individual at the earliest time at which
removal or destruction can be
accomplished consistent with the
purpose of the research project, unless
the recipient has presented adequate
justification of a research or health
nature for retaining such information,
and (3) make no further use or
disclosure of the record except (a) in
emergency circumstances affecting the
health or safety of any individual, (b) for
use in another research project, under
these same conditions, and with written
authorization of the Department, (c) for
disclosure to a properly identified
person for the purpose of an audit
related to the research project, if
information that would enable research
subjects to be identified is removed or
destroyed at the earliest opportunity
consistent with the purpose of the audit,
or (d) when required by law;

(D) Has secured a written statement
attesting to the recipient's
understanding of, and willingness to
abide by these provisions.

Disclosure may be made to
organizations deemed qualified by the
Secretary to carry out quality
assessment, medical audits or
utilization review.

Records may be disclosed to health
departments and other public health or
cooperating medical authorities in
connection with program activities and
related collaborative efforts to deal more

effactively with diseases and conditions
of public heslth significance.

Disclosurs may be made to a
congressional office from the record of
an individual in response to a verified
inquiry from the congressional office
made at the written request of that
individual.

In the event of litigation where the
defendant is (a) the Department, any
component of the Department, or any
employee of the Department in his or
her official capacity; (b) the United
States where Iia Department determines
that the claim, if successful, is likely to
directly affect the operations of the
Department or any of its components; or
(c) any Department employee in his or
her indivigual capacity where the
Justice Department has agreed to
represent such employes, for example,
in defending a claim against the Public
Health Service based upon an
individual's mental or physical
condition and alleged to have arisen
bacause of activities of the Public Health
Service in connection with such
individual, disclosure may be mads to
the Department of Justice to enable that
Department to present an effective
defense, provided that such disclosure
is compatible with the purpose for
which the records were collected.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Computer tapes/disks and printouts
and file folders,

RETRIEVABILITY:
By name of individual and by
identification number.

SAFEGUARDS:

1. Authorized Users: A database
security package is implemented on
CDC’s mainframe computer to control
unauthorized access to the system.
Attempts o gain access by unauthorized
individuals are automatically recorded
and reviewed on a regular basis. Access
is granted to only a limited number of
physicians, scientists, statisticians, and
designated support staff of the Centers
for Disease Control (CDC), or its
contractors, as authorized by the system
manager to accomplish the stated
purposes for which the data in this
system have been collected.

2. Physical Safeguards: Access to the
CDC Clifton Road facility where the
mainframe computer is located is
controlled by a card key system, with
access to the computer room controlled
by a card key and security code
(numeric keypad) system. Access to the
data entry area is also controlled by a

card key system and the hard copy
records are kept in locked cabinets in
locked rooms. The local fire department
is located directly across the stieet from
the CDC Clifton Road facility. The
computer room is protected by a dry
pipe fire protection system, numerous
automatic sensors (e.g., water, heat,
smoke, etc.) are installed, and a proper
mix of portable fire extinguishers are
located throughout the computer room.
The system is backed up on & nightly
basis with copies of the files stored off
site in a secure fire proof safe. Guard
service in buildings provides personnel
screening of visitors, Electronic anti-
intrusion devices are in effect at the
Federzal Records Center.

3. Procedural Safeguards: System
security includes automatic suspension
of accounts, forced password changes,
and control of systems and data set
access. Protection for computerized
records includes programmed
verification of valid user identification
code, account code and password prior
to acceptance of a terminal session or
job submission, frequently changed
passwords, and Vault Management
System. When Privacy Act tapes are
scratched, a special “certified” process
is performed in which tapes are
completely written over to avoid
inadvertent data disclosure. Additional
safeguards may be built into the
program by the system analyst as
warranted by the sensitivity of the data.

CDC and contractor employees who
maintain records are instructed to check
with the system maneger prior to
making disclosures of data. When
individually identified data are being
used in a room, admittance at either
CDC or contractor sites is restricted to
specifically authorized personnel.
Privacy Act provisions are included in
contracts, and the CDC Project Director,
contract officers and project officers
oversee compliance with these
requirements. Upon completion of the
contract, all data will be either returned
to CDC or destroyed, as specified by the
contract.

4. Implementation Guidelines: The
safeguards outlined above are developed
in accordance with Chapter 45-13,
**Safeguarding Records Conteined in
Systems of Records,” of the HHS
General Administration Manual,
supplementary Chapter PHS.hf: 45-13;
Part 6, “Automated Information System
Security,” of the HHS Information
Resources Management Manual; the
National Bureau of Standerds Federal
Information Processing Standards (FIPS
Pub. 41 and FIPS Pub. 31). FRC
safeguards are in compliance with GSA
Federal Property Management
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Laboratories, 4676 Columbia Parkway,
Cincinnati, Ohio 45226.

NOTIFICATION PROCEDURE:

An individual may learn if a record
exists about himself or herself by
contacting the system manager at the
address above. Requesters in person
must provide driver’s license or other
positive identification. Individuals who
do nol appear in person must either (1)
submit a notarized request to verify
their identity or (2) certify that they are
the individuals they claim to be and that
they understand that the knowing and
willful request for or acquisition of a
record pertaining to an individual under
false pretenses is a criminal offense
under the Privacy Act subject to a $5,000
fine. )

An individual who requests
notification of or access to medical
records shall, at the time the request is
made, designate in writing a responsible
representative who is willing to review
the record and inform the subject
individual of its contents at the
representative's discretion.

The following information must be
provided when requesting notification:
(1) Full name; (2) the approximate date
and place of the study, if known; and (3)
nature of the questionnaire or study in
which the requester participated.

RECORD ACCESS PROCEDURES:

Same as notification procedures.
Regquesters should also reasonably
specify the record contents being sought.
An accounting of disclosures that have
been made of the record, if any, may be
requested.

CONTESTING RECORD PROCEDURES:

Contact the official at the address
specified under System Manager above,
reasonably identify the record and
specify the information being cortested,
the corrective action sought, and the
reasons for requesting the correction,
along with supporting information to
show how the record is inaccurate,
incomplete, untimely, or irrelevant.

RECORD SOURCE CATEGORIES:

Isformation is obtained directly from
the individual and from employee
records.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:
None.

09-20-0136

SYSTEM NAME:

Epidemiologic Studies and
Surveillance of Disease Problems. HHS/
CDC/CID.

5-094999 0121{08Y20-NOV-86-18:51:35)

SECURITY CLASSIFICATION:
None.

SYSTEM LOCATION:

Center for Infectious Diseases, Bldg. 1,
Rm. 68013, Centers for Disease Control,
1600 Clifton Road, Atlanta, GA 30333

San Juan Laboratories, Center for
Infectious Diseases, Centers for Disease
Control, San Juan, Puerto Rico 00936

Center for Preventior Services.
Freeway Office Park, Rm. 313, Centers
for Disease Control, 1600 Clifton Road,
Atlanta, GA 30333

Center for Environmental Health.
Chamblee Bldg. 27, Centers for Disease
Control, 1600 Clifton Road, Atlanta, GA
30333

Epidemiology Program Office, Bldg. 1,
Rm. 5009, Centers for Disease Control.
1600 Clifton Road, Atlanta, GA
30333and

Federal Records Center, 1557 St.
Joseph Avenue, East Point, GA 30344.

A list of contractor sites where
individually identifiable data are
currently located is available upon
request to the appropriate system
manager.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Adults and children with diseases and
other preventable conditions of public
health significance; also included are
control group participants.

CATEGORIES OF RECORDS W THE SYSTEM:

Case reports, medical records,
guestionnaires, and related documents.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Public Health Service Act, Section
301, “Research and Investigation.” (42
U.S.C. 241); Sections 304. 306 and 308(d)
which discuss authority to grant
assurances of confidentiality for health
research and related activities (42 U.S.C.
242 b, k, and m(d)).

PURPOSE(S):

This record system enables Centers
for Disease Control (CDC) officials to
better understand disease patterns in
the United States, develop programs for
prevention and control of health
problems, and communicate new
knowledge to the health community.

ROUTINE USES OF RECORDS MANTANED W
THE SYSTEM, INCLUDING CATEGORES OF
USERS AND THE PURPOSES OF SUCH USES:
The following routine uses apply to all
records in this system except those
maintained under an assurance of
confidentiality provided by Section
308(d] of the Public HealtlService Act

_ (unless expressly authorized in the

F4701.FMT..[16.30]...4-15-86

consent form or stipulated in the
Assurance Statement):

CDC is under contract with private
firms for the purpose of collating,
analyzing, aggregating or otherwise
refining records in this system. Relevant
records are maintained by such
contractors. Contractors are reguired to
maintain Privacy Act safeguards with
respect to such records.

A record may be disclosed for a
research purpose, when the
Department:(A) has determined that the
use or disclosure does not violate legal
or policy limitations under which the
record was provided. collected, or
obiained:(B) has delermined that the
research purpose (1) cannot be
reasonably accomplished unless the
record is provided in individually
identified form, and (2) warrants the risk
to the privacy of the individual that
additional exposure of the record might
bring:(C) has required the recipient to (1)
establish reasonable administrative,
technical, and physical safeguards to
prevent unauthorized use or disclosure
of the record, [2) remove or destroy the
information that identifies the individual
at the earliest time at which removal or
destruction can be accomplished
consistent with the purpose of the
research project, unless the recipient has
presented adequate justification of a
research or health nature for retaining
such information, and (3) make no
further use or disclosure of the record
except (a) in emergency circumstances
affecting the health or safety of any
individual, (b) for use in another
research project, under these same
conditions, and with written
authorization of the Department. (c) for
disclosure to a properly identified
person for the purpose of an audit
related to the research project, if
information that would enable research
subjects to be identified is removed or
destroyed at the earliest opportunity
consistent with the purpose of the audit,
or (d) when required by law;(D) has
secured a written statement attesting to
the recipient’s understanding of, and
willingness to abide by these provisions.

Disclosure may be made to
organizations deemed qualified by the
Secrelary to carry out quality
assessment, medical audits or ulilization
review.

Records may be disclosed to health
departments and other public health or
cooperating medical authorities in
connection with program activities and
related collaborative efforts to deal
more effectively with diseases and
conditions of public health significance.

Disclosure may be made to a
congressional office from the record of
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an individual in response to a verified
inquiry from the congressional office
made at the written request of that
individual.

In the event of litigation where the
defendant is [a) the Department, any
component of the Department, or any
employee of the Department in his or
her official capacity: (b) the United
States where the Department determines
that the claim, if successful, is likely to
directly affect the operations of the
Department or any of its components: or
(c) any Department employee in his or
her individual capacity where the
Justice Department has agreed to
represent suci: cmployee, for example,
in defending a claim against the Public
Health Service based upon an
individual's mental or physical
condition and alleged to have arisen
because of activities of the Public
Health Service in connection with such
individual. disclosure may be made to
the Department of Justice to enable that
Department to present an effective
defense, provided that such disclosure is
compatible with the purpose for which
the records were collected.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM;

STORAGE:

Computer tapes/disks and printouts
and file folders.

'RETRIEVABILITY:
By name of individual and by
identification number.

SAFEGUARDS:

1. AUTHORIZED USERS: Access is
granted to only a limited number of
physicians. scientists. statisticians, and
designated supporl staff of CDC or its
contractors, as authorized by the system
manager to accomplish the stated
purposes for which the data in this
system have been collected.

2. PHYSICAL SAFEGUARDS: Locked
cabinets in locked rooms, 24-hour guard
service in buildings, personnel screening
of visitors, electronic anti-intrusion
devices in operation at the Federal
Records Center (FRC). fire extinguishers,
overhead sprinkler system and card-
access control equipmenl in the
computer room, computer terminals and
automated records located in secured
areas.

3. PROCEDURAL SAFEGUARDS:
Protection for computerized records
includes programmed verification of
valid user identification code, account
code and password prior to acceptance
of a terminal session or jiob submission,
frequently changed passwords, and
Vault Management System. Knowledge

S-094999 0122(08120-NOV -Bo-18:51:38)

of individual tape passwords is required
to access tapes, and access to systems is
limited to users obtaining prior
supervisory approval. When Privacy Act
tapes are scratched, a special ‘certified”
process is performed in which tapes are
completely written over to avoid
inadvertent data disclosure. Additional
safeguards may be built into the
program by the system analyst as
warranted by the sensitivity of the data.

CDC and contractor gmployees who
maintain records are instructed to check
with the system manager prior to
making disclosures of data. When
individually identified data are being
used in a room, admittance at either
CDC or contractor sites is restricted to
specifically authorized personnel.
Privacy Act provisions are included in
contracts, and the CDC Project Director.
contract officers and project officers
oversee compliance with these
requirements. Upon completion of the
contract. all data will be either returned
to CDC or destroyed, as specified by the
contracl.

4. IMPLEMENTATION GUIDELINES:
The safeguards outlined above are
developed in accordance with Chapter
45-13, "Safeguarding Records Contained
in Systems of Records,” of the HHS
General Administration Manual,
supplementary Chapter PHS.hf: 45-13;
Part 6, "Automated Information System
Security,” of the HHS Information
Resources Management Manual: the
National Bureau of Standards Federal
Information Processing Standards (FIPS
Pub. 41 and FIPS Pub. 31). FRC
safeguards are in compliance with GSA
Federal Property Management
Regulations, Subchapter B—Archives
and Records.

RETENTION AND DISPOSAL:

Record copy of study reports
maintained in agency from two to three
vears in accordance with retention
schedules. Source documents for
computer disposed of when no longer
needed by program officials. Personal
identifiers may be deleted from records
when no longer needed in the study as
determined by the syslem manager, and
as provided in the signed consent form,
as appropriate. Disposal methods
include erasing computer lapes, burning
or shredding paper materials or
transferring records to the Federal
Records Center when no longer needed
for evaluation and analysis. Records
destroyed by paper recycling process
when 20 vears old, unless needed for
further studyv.

SYSTEM MANAGER(S) AND ADDRESS:

Director. Center for Infectious
Diseases. Bldg. 1. Rm. 6013. Centers for

F4701.FMT...[16,30]...4-15-86

Disease Control, 1600 Clifton Road.
Atlanta, GA 30333

Director, Cenler for Prevention
Services, Freeway Office Park, Rm. 310,
Centers for Disease Control, 1600 Clifton
Road, Atlanta, GA 30333

Director, Center for Environmental
Health, Chamblee Bldg. 27. Centers for
Disease Control, 1600 Clifton Road.
Atlanta, GA 30333 and

Director. Epidemiology Program
Office, Bldg. 1, Rm. 5009, Centers for
Disease Control, 1600 Clifton Road,
Atlanta, GA 30333.

Policy coordination is provided by:
Director, Office of Program Support,
Bldg. 1, Rm. 2011. Cenlers for Disease
Control, 1600 Clifton Road, Atlanta, GA
30333.

NOTIFICATION PROCEDURE:

An individual may learn if a record
exists about himself or herself or may
obtain information concerning
participation in epidemiological studies
or surveillance activities by contacting
the appropriate system manager at the
address listed above. Requesters in
person must provide driver’s license or
other positive identification. Individuals
who do not appear in person must either
(1) submit a nolarized request to verify
their identity or (2) certify that they are
the individuals they claim to be and that
they understand that the knowing and
willful request for or acquisition of a
record pertaining to an individual under
false pretenses is a criminal offense
under the Privacy Act subject to a 5,000
fine.

An individual who requests
notification of or access to medical
records shall. at the time the request is
made, designate in writing a responsible
representative who is willing to review
the record and iniform the subject
individual of its contents at the
representative’s discretion. A parent or
guardian who requests notification of, or
access to, a child's medical record shall
designale a family physician or other
health professional (other than a family
member] to whom the record. if any. will
be sent. The parent or guardian must
verify relationship to the child by means
of a birth certificate or court order, as
well as verify that he or she is who he or
she claims to be.

The following information must be
provided when requesting notification:
(1) Full name: (2) the approximale date
and place of the study, if known: and (3)
nature of the questionnaire or study in
which the requester participaled.

RECORD ACCESS PROCEDURES:

Same as notification procedures.
Requesters should also reasonably
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specify the record contents being sought.
An accounting of disclosures that have
been made of the record. if any, may be
requested,

CONTESTING RECORD PROCEDURES:

Contact the first official at the address
specified under System Manager above.
reasonably identify the record and
specify the information being contested,
the corrective action sought, and the
reasons for requesting the correction,
along with supporting information to
show how the record is inaccurate,
incomplete, untimely, or irrelevant.

RECORD SOURCE CATEGORIES:

Individuals, private physicians. State
and local health departments, and other
health care providers.

SYSTEMS EXEMPTED FROM CERTAN
PROVISIONS OF THE ACT:

None.
09-20-0137

SYSTEM NAME:
Passport File. HHS/CDC/IHPO.

SECURITY CLASSIFICATION:
Nane.

SYSTEM LOCATION:

International Health Program Office,
Bldg. 14. Centers for Disease Control,
1600 Clifton Road, Atlanta, GA 30333.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

The Centers for Disease Control
(CDC) employees.

CATEGORIES OF RECORDS IN THE SYSTEM:
Passport status records.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Title 5, Government Organization and
Employees [5 U.5.C. 301).

PURPOSE(S):

To show status of passports of CDC
employees who travel to foreign
countries on official business.

ROUTHIE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Disclosure may be made to a
congressional office from the record of
an individual in response to a verified
inquiry from the congressional office
made at the written request of that
individual.

The Department of Health and Human
Services [HHS) may disclose
information from this system of records
to the Department of Justice, or to a
court or other tribunal, when (a) HHS, or
any camponent thereof: or (b) any HHS
employee in his or her official capacity:

S-094999 D123(08}20-NOV-86-18:51:41)

or {c] any HHS employee ir his or her
individual capacity where the
Department of Justice (or HHS, where it
is authorized to do s0) has agreed to
represent the employee; or (d) the
United States or any agency thereof
where HHS determines that the
litigation is likely to affect HHS or any
of its components, is a party to litigation
or has an interest in such litigation, and
HHS determines that the use of such
records by the Department of Justice, the
court or other tribunal is relevant and
necessary to the litigation and would
help in the effective representation of
the governmental party, provided,
however, that in each case, HHS
determines that such disclosure is
compatible with the purpose for which
the records were collected.

POLICHES AND PRACTICES FOR STORNG,
RETRIEVING, ACCESSING, RETANNMG, AND
DISPOSING OF RECORDS W THE SYSTEM:

STORAGE: 2
File folders.

RETRIEVABILITY:
Retrieved by name.

SAFEGUARDS:

1. AUTHORIZED USERS: Access is
granted to only a limited number of
International Health Program Office
personnel and designated support staff
of CDC. as authorized by the system
manager to accomplish the stated
purposes for which the data in this
system have been collected.

2. PHYSICAL SAFEGUARDS: Locked
cabinets in locked rooms, 24-hour guard
service in buildings. personnel screening
of visitors.

3. PROCEDURAL SAFEGUARDS:
Users of individually identified data
protect information from public scrutiny,
and only specifically authorized
personnel may be admitted to the record
storage area. CDC employees who
maintain records are instructed to check
with the syslem manager prior to
making disclosures of data.

4, IMPLEMENTATION GUIDELINES:
DHHS Chapter 45-13 and supplementary
Chapter PHS.hf: 45-13 of the General
Administration Manual.

RETENTION AND DISPOSAL:

Records are maintained in agency for
five years. When passporls expire or
when they are cancelled. they are
returned to the subject individual. If the
individual does not wish to receive the
cancelled or expired passport. the
document is destroved by shredding.

SYSTEM MAMAGER(S) AND ADDRESS:

Director, International Health
Program Office, Bldg. 14. Centers for
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Disease Control, 1600 Clifton Road,
Atlanta, GA 30333.

NOTIFICATION PROCEDURE:

An individual may learn if a record
exists about himself or herself by
contacting the system manager at the
address above. Requesters in person
must provide driver's license or other
positive identification. Individuals who
do not appear in person must either (1)
submit a notarized request to verify
their identity or (2] certify thal they are
the individuals they claim to be and that
they understand that the knowing and
willful request for or acquisition of a
record periaining to an individual under
false pretenses is a criminal offense
under the Privacy Act subjecl to a $5,000
fine.

RECORD ACCESS PROCEDURES:

Same as notification procedures.
Requesters should also reasonably
specify the record contents being sought.
An accounting of disclosures that have
been made of the record, if any, may be
requested.

CONTESTING RECORD PROCEDURES:

Contact the official at the address
specified under System Manager above,
reasonably identify the record and
specify the information being contested.
the corrective action sought, and the
reasons for requesting the correction.
along with supporting information to
show how the record is inaccurate,
incomplete, untimely, or irrelevant.

RECORD SOUACE CATEGORIES:
CDC employees.
SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:
None.

09-20-0138

SYSTEM NAME:

Epidemic Intelligence Service Officers
Files. HHS/CDC/EPO.
SECURITY CLASSIFICATION:

None.

SYSTEM LOCATION:

Epidemiology Program Office. Bldg.. 1.
Rm. 3061, Centers for Disease Control,
I600 Clifton Road, Atlanta, GA 30333and

Federal Records Center, 1557 St.
Joseph Avenue, East Point, GA 30344.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

EIS Officers - Current, alumni and
applicants.




