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Introduction

The USDA Handbook on Workplace Violence Prevention and Response is a product of Secretary Dan Glickman’s
Workplace Violence Steering Committee, chaired by Deborah Matz, Deputy Assistant Secretary for Administration,
and Joyce Fleischman, Deputy Inspector General. It is intended to be an overview guide for all USDA employees
that explains what workplace violence is and provides tools and resources for preventing or responding to workplace
incidents. It does not establish policy or regulations on workplace violence but rather serves to educate employees
on the issue.

This handbook is designed to be supplemented with agency-specific information dealing with situations and
circumstances unique to the agency’s environment and mission. Due to the widely varying mission areas within
USDA, individual agencies have their own mechanisms and operating plans for dealing with workplace violence
situations, and they will provide them to their employees. Where appropriate, this handbook will refer you to that
agency-specific information. Many excellent resource materials already exist on the subject of workplace violence,
and some of those materials are noted in the reference section of this handbook.

While it is everyone’s responsibility to be alert for and to report potential workplace violence problems, supervisors
and managers have added responsibilities for prevention, assessment, reporting, and response. This handbook does
not address in detail those added responsibilities, since agencies will provide the specific training necessary for their
own managers and supervisors.

Remember that it is USDA’s policy that every customer and employee be treated fairly and equitably, with dignity
and respect. This policy applies not only to how you as an employee should act, but also to how you deserve to be
treated by others. There is no room or tolerance for harassing, threatening, or violent behavior at USDA.



What Is Workplace Violence?

Workplace violence can be any act of violence, against persons or property, threats, intimidation, harassment, or
other inappropriate, disruptive behavior that causes fear for personal safety at the work site. Workplace violence can
affect or involve employees, visitors, contractors, and other non-Federal employees.

A number of different actions in the work environment can trigger or cause workplace violence (i.e., anger over
disciplinary actions or the loss of a job, resistance by a customer to regulatory actions, a member of the public that
disagrees with USDA policy or practices, etc). It may even be the result of non-work-related situations such as
domestic violence, “road rage,” or hate incidents or crime (i.e., violence of intolerance and bigotry, intended to hurt
and intimidate someone because of their race, ethnicity, national origin, religion, sexual orientation, or disability.
Workplace violence can be inflicted by an abusive employee, a manager, supervisor, co-worker, customer, family
member, or even a stranger. Whatever the cause or whoever the perpetrator, workplace violence is not to be
accepted or tolerated.

In 1999, the National Criminal Justice Reference Service reported there were 7,876 hate crime incidents reported to
the Federal Bureau of Investigations. The incidents involved 9,301 separate offenses, 9,802 victims, and 7,271
known offenders. Of the total reported incidents, 4,295 were motivated by racial bias, 2,422 by religious bias, 1,317
by sexual-orientation bias, 829 by ethnicity/national origin bias, 19 by disability bias, and 5 by multiple biases.

There is no sure way to predict human behavior and, while there may be warning signs, there is no specific profile of
a potentially dangerous individual. The best prevention comes from identifying any problems early and dealing with
them. Each USDA agency has an Employee Assistance Program (EAP) in place which serves as an excellent,
confidential resource available to all employees to help them identify and deal with problems.

Responsibilities

It is up to each employee to help make USDA a safe workplace for all of us. The expectation is that each employee
will treat all other employees, as well as customers and potential customers of USDA’s programs, with dignity and
respect. You can and should expect management to care about your safety and to provide as safe a working
environment as possible by having preventive measures in place and, if necessary, by dealing immediately with
threatening or potentially violent situations which occur.

Because USDA programs touch the lives of so many persons, you can expect at some point in your career to
encounter individuals who don’t share USDA’s core ethic of fairness, dignity, and respect. There are appropriate and
effective ways to deal with such persons to avoid or minimize the damage they seek to cause, and we all need to
educate ourselves on those methods.

In addition, supervisors and managers have the obligation to deal with inappropriate behavior by their employees
and customers, to provide employees with information and training to employees on workplace violence, and to put
effective security measures in place.

The following section provides a more detailed description of the responsibilities of various persons or offices.
‘:‘Employees

« Be familiar with Department/agency policy regarding workplace violence.

* Be responsible for securing their own workplace.

* Be responsible for questioning and/or reporting strangers to supervisors.

* Be aware of any threats, physical or verbal, and/or any disruptive behavior of any individual and report such to
supervisors.

* Be familiar with local procedures for dealing with workplace threats and emergencies.

* Do not confront individuals who are a threat.

* Be familiar with the resources of the Employee Assistance Program.



* Take all threats seriously.

/7 .
*%*Managers & Supervisors

« Inform employees of Department/agency workplace violence policies and procedures.

« Ensure that employees know specific procedures for dealing with workplace threats and emergencies, and how to
contact police, fire, and other safety and security officials.

« Ensure that employees with special needs are aware of emergency evacuation procedures and have assistance (as
necessary) regarding emergency evacuation situations.

* Respond to potential threats and escalating situations by utilizing proper resources from the following: local law
enforcement and medical services, Federal Protective Service, human resources staff, and the Employee Assistance
Program.

* Take all threats seriously.

* Check prospective employees’ backgrounds prior to hiring.

« Coordinate with other co-located agencies to develop joint workplace violence prevention plans.

« Coordinate with their security management staff, if there is one, early on. Know who the security managers are and
what services they can provide for prevention, response and follow-up.

» Know that timely reaction is a measure that leads to success — delays in the reporting process impede the process.

‘:‘Agency Heads

* Develop a policy statement that indicates the agency will not tolerate violent or disruptive behavior and that all
reports of incidents will be taken very seriously and dealt with appropriately.

* Ensure that the USDA Handbook on Workplace Violence Prevention and Response as well as appropriate agency
materials is available to all employees and that all employees are aware of the procedures and instructions in them.
« Ensure that appropriate safety and law enforcement personnel have completed an on-site review of safety and
security of buildings and offices.

* Provide adequate resources for employee training and awareness.

« Include workplace violence training in all employee orientation and supervisory training sessions.

* Provide funding for appropriate safety and security of employees.

« Ensure that performance standards of appropriate staff reflect the importance of workplace safety and security.

* Provide for briefings on workplace violence at staff meetings.

#*Human Resources Staff

« Provide for supervisory training which includes basic leadership skills, such as setting clear standards of conduct
and performance, addressing employee problems promptly, and using the probationary period, performance
counseling, discipline, alternative dispute resolution, and other management tools conscientiously.

* Provide technical expertise and consultation to help supervisors determine what course of administrative action is
most appropriate in specific situations.

» Determine whether sufficient evidence exists to justify taking disciplinary action once the investigation of any
misconduct is complete.

* Help supervisors determine proper reasonable accommaodation.
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**Employee Assistance Program Counselors

* Provide short-term counseling and referral services to employees at no cost.

* Help in the prevention of workplace violence through:

» Early involvement in organizational change.

* Training employees in dealing with angry co-workers and customers, conflict resolution, and communication
skills.

* Training supervisors to deal with problems as soon as they surface without diagnosing the employee’s problem.
« Consultation with supervisors to identify specific problem areas, develop action plans to resolve problems in the
early stages, and encourage employees to contact the EAP for individual counseling.



« Consultation with incident response teams when a potential for violence exists or an actual incident is reported.
« Participation on critical incident stress debriefings teams in the event of a violent situation.

‘:’Unions/Emponee Organizations

« Be familiar with and actively support policy and contract language on workplace violence prevention.

» Stay alert to security issues and potential threats.

« Stay fully abreast of procedures for addressing workplace threats and emergencies.

« Stay fully abreast of the Employee Assistance Program, including the procedures/policy regarding the ability of
designated union officials to make employee referrals to EAP.

» Work closely with all levels of management to ensure that employees are up to date on Department and agency
workplace violence prevention policy and procedures.

« Participate fully with management in all phases of workplace violence prevention and response, including
membership on threat assessment and incident response teams.

‘:‘Security/FaciIities Staff

« Serve as the liaison with law enforcement as well as the local expert on security matters.

» Conduct regular threat assessment surveys of the facility to determine the level of security preparedness and any
gaps in the security posture.

» Serve as the facility security expert, keeping management advised of the risk of violence, the security gaps
identified by threat assessments, and the means to close these gaps, including the latest technologies.

» Work with facility personnel to improve the security level of the buildings, grounds, parking lots, etc.

» Train facility personnel in security measures and violence prevention techniques. Facilities personnel should work
closely with security staff to ensure buildings, areas, and grounds are safe for employees and visitors. This includes
not only keeping buildings and grounds well maintained but participating with security personnel in threat
assessment surveys, keeping management informed of the status of the physical plant, and providing budget requests
with justification for security upgrades.

**Law Enforcement Staff

« Identify in advance the type of situations that may occur and when and how law enforcement should be notified of
an incident.

« Indicate whether law enforcement officers have jurisdictional restrictions and identify alternative law enforcement
agencies that may be able to provide assistance.

« Indicate whether law enforcement officers have arrest authority.

* Provide threat assessment personnel who can assist the agency in determining the best way to protect personnel.

* Suggest safety and security measures that need to be implemented.

« Arrange for all-employee briefings or training on specific workplace violence issues.

** Conflict Resolution Offices

* Provide mediation and other alternative dispute resolution (ADR) services to assist employees in resolving
disputes.
* Provide training in conflict resolution, communication, and negotiation skills.

Prevention of Workplace Violence

A sound prevention plan is the most important and, in the long run, the least costly portion of any agency’s
workplace violence program. Your agency should have the following programs in place to help prevent workplace
violence:

Pre-Employment Screening — An agency should determine, with the assistance of its servicing personnel and legal
offices, the pre-employment screening techniques which should be utilized, such as interview questions, background



and reference checks, and drug testing if it is appropriate for the position under consideration and consistent with
Federal laws and regulations.

Security — Maintaining a safe work place is part of any good prevention program. There are a variety of ways to help
ensure safety, such as employee photo identification badges, guard services, and individual coded key cards for
access to buildings and grounds.

Different measures may be appropriate for different locations and work settings.

Alternative Dispute Resolution (ADR) — This program is most effective in resolving disputes when a conflict has
been identified early and one of the following techniques is used: ombudspersons, facilitation, mediation, interest-
based problem solving, and peer review.

Threat Assessment Team — This interdisciplinary team will work with management to assess the potential for
workplace violence and, as appropriate, develop and execute a plan to address it.

Agency Work and Family Life Programs (such as flexiplace, child care, maxiflex, etc.) — An agency should identify
and modify, if possible, self-imposed policies and procedures which cause negative effects on the workplace
climate.
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** Awareness/Training

One of the most critical components of any agency’s prevention program is training. Training is necessary for
employees and as well as for the staff in offices that may be involved in responding to an incident of workplace
violence.

By participating in training sessions conducted by your agency’s Employee Assistance Program, security, conflict
resolution, and employee relations staffs, you will get to know experts within the agency who can help when you are
confronted with potentially violent situations.

All employees should know how to recognize and report incidents of violent, intimidating, threatening, and
disruptive behavior. All employees should have phone numbers for quick reference during a crisis or an emergency.
In addition, workplace violence prevention training for employees should include the following topics:

» Agency’s workplace violence policy.

» Encouragement to report incidents and the procedures to do so.

» Ways of preventing or defusing volatile situations or aggressive behavior.

« Diversity training to promote understanding and acceptance of co-workers and customers from different, races,
sexes, religions, abilities, ethnic backgrounds and sexual orientations.

» Ways to deal with hostile persons.

» Managing anger.

* Techniques and skills to resolve conflicts.

» Stress management, relaxation techniques, wellness training.

* Security procedures, e.g., the location and operation of safety devices such as alarm systems.

* Personal security measures.

* Programs operating within the agency that can assist employees in resolving conflicts, e.g., the Employee
Assistance Program, ombudspersons, alternative dispute resolution, and mediation.

In addition to the training suggested above for employees, special attention should be paid to general supervisory
training. The same approaches that create a healthy, productive workplace can also help prevent potentially violent
situations. It is important that supervisory training include basic leadership skills such as setting clear standards,
addressing employee problems promptly, and using the probationary period, performance counseling, discipline, and
other management tools conscientiously. These interventions can keep difficult situations from turning into major
problems. Supervisors do not need to be experts in dealing with violent behavior but need to know which experts to
call, and be committed and willing to seek advice and assistance from those experts.



The following are areas that should be included in supervisory training:

» Ways to encourage employees to report incidents in which they feel threatened for any reason by anyone inside or
outside the organization.

« Skills in behaving compassionately and supportively towards employees who report incidents.

« Skills in taking disciplinary actions.

« Basic skills in handling crisis situations.

« Basic emergency procedures, including who to call and what support resources and services are available.

* Appropriate screening of pre-employment references.

* Basic skills in conflict resolution.

Agency personnel who serve on assessment and response teams need to be competent in the skill area they are
representing, and they need to know when and who to call for outside resources. Participating in programs and
training sessions sponsored by government and professional organizations, reading professional journals and other
literature, and networking with others in the profession they are representing are all helpful tools for team members
to use in preparing to deal with workplace violence situations. In some cases where participation on a team is a
collateral duty, employees may need special supplemental training.

Team members also need to understand enough about each other’s professions to allow them to work together
effectively. Assessment and response team training should include discussion of policies, legal constraints, technical
vocabulary, and other considerations that each profession brings to the interdisciplinary group.

/
**Threat Assessment

Determining the seriousness of a potentially violent or stressful situation and how to best intervene is the basis of a
threat assessment. Since it is impossible to know with any certainty whether a threat is going to be carried out, the
agency should always treat threats in a serious manner and act as though the person may carry out the threat.

Your agency handbook on workplace violence will tell you who specifically to contact within your agency when
you sense a potentially violent situation. That contact will take whatever action is necessary and appropriate to
activate a threat assessment team. The purpose of the threat assessment team is to provide guidance on managing the
situation in a way that protects the employees.

Members of a threat assessment team will vary depending on the situation, but typically include representatives
from:

* Management

» Employee Relations

» Employee Assistance Program (EAP)
 Law Enforcement, and/or Security

Members of the Threat Assessment Team may also find it useful to include representatives from one or more of the
following:

* Civil Rights/EEO

» Safety and Health Management Office
* Unions, where applicable

» Office of the General Counsel

» Office of Inspector General

» Conflict Resolution Office

Threat assessment teams evaluate the risks persons under suspicion may pose to particular targets. The approach and
the timing for these evaluations will be specific to the circumstances of the potentially violent situation. Threats
from sources outside the agency may require different actions.

Once a threat assessment is completed, management will decide what additional measures are needed to close any



security gaps. Where appropriate and not a security breach, management will explain to employees and customers
alike what new steps are being taken and why, to alleviate misunderstandings and confusion.

‘:’Long-Term Security

In addition to dealing with immediate situations, agencies also have a responsibility for continuous threat
assessment. There are a number of basic security measures that many USDA offices already have in place,
sometimes in conjunction with neighboring Federal offices or the facility lessor. In addition, there are ways to create
physical barriers between the employee and the hazard, and administrative procedures which can reduce the
likelihood for violence. Your agency’s administrative management staff is responsible for putting such measures
into place. The Department has provided more detailed information to agencies to help them in that process.

Special Measures for Employees Who Work in the Field

USDA has large numbers of employees who work, literally, in the field, the forest, and the city, sometimes alone.
Like other U.S. workers and citizens, USDA field employees are not immune to crime perpetrated against them
while on the job, whether the crime is job related or not. Some USDA employees have been threatened while
conducting compliance inspections and attacked while surveying forest tracts. Each agency will provide employees
with specific safety guidelines appropriate to situations likely to be encountered by its employees.

In general, employees working alone and away from the office should prepare daily work plans and keep a contact
person informed of their locations throughout their tour of duty. When necessary and feasible, management can
implement a “buddy system” policy or provide for back-up, such as police assistance, so that workers do not enter a
potentially dangerous situation alone.

Emergency Plans

Many offices already have emergency plans (also called crisis response plans) that describe procedures to follow
during a fire or other emergency. Most, however, do not cover workplace violence emergencies, including bomb
threats. These plans should also include violent incidents. Co-located agencies should have one unified emergency
plan in place. The plan should be specific to the type of facility, building, and the workers it covers, and should
describe:

* Procedures for calling for help;

* Procedures for calling for medical assistance;

* Procedures for notifying the proper authorities or whoever is acting in their place, security personnel and the
police;

» Emergency escape procedures and routes;

» Safe places to escape inside and outside of the facility;

* Procedures to secure the work area where the incident took place;

* Procedures for accounting for all employees if a facility is evacuated;

* Procedures for identifying personnel who may be called upon to perform medical or rescue duties;
» Training and educating employees in workplace violence issues and the emergency action plan;

* Procedures for regularly evaluating and updating the plan; and

* Procedures for debriefing participants to identify lessons learned.

Outside groups that use USDA facilities should be made aware of USDA’s policy on workplace violence and the
procedures for dealing with violent incidents.

* Alternative Dispute Resolution (ADR)

ADR processes are designed to help parties resolve conflicts with the assistance of neutral third parties.

ADR can be used as an alternative to court litigation or agency adjudications, or to help disputing parties resolve a
problem that they cannot resolve on their own. Some ADR processes include facilitation, conciliation, mediation,
and ombudsperson programs.



ADR can help prevent the escalation of conflict into violent or potentially violent situations. The key is using ADR
early, before emotions or conduct make discussion a non-option. Here are two examples of how ADR can work:

A mediator trained in listening and communicating can defuse tensions, clear up misunderstandings, and open the
door to productive dialogue. By helping uncover misunderstandings or enabling an individual to get something off
his/her chest in a safe setting, the result may be not only immediate resolution of an issue, but improved relations
and communications for the future.

An ombudsperson is the “eyes and ears” of the highest level of an organization. Individuals having complaints or
grievances about the organization can bring them confidentially to the ombudsperson, who can listen, investigate,
and recommend solutions to problems.

Considerations for Using ADR

ADR can be an appropriate vehicle for resolving many kinds of disputes. This is true whether the conflict is among
USDA employees, or involves individuals outside USDA. ADR may be an option for your problem if:

* Parties are so committed to their views that progress is stuck.

« Communication styles between disputing parties require third-party assistance.

* You want to resolve a dispute but don’t want to file a formal complaint.

* You want to resolve your conflict quickly.

ADR may not be appropriate when the parties are so hostile toward each other that sitting down together might be
unsafe.

For an ADR program to be successful, it must be one that is trusted by those who use it. Trust can be created by:

* Having the users of the program involved in designing it.

» Selecting neutral third parties who are competent and truly neutral.

» Making it voluntary rather than mandatory.

« Having the program operated by a trusted and respected office/individual.

Initiating an ADR Process

Conflict Between Employees: A number of USDA agencies have programs designed to achieve early resolution of
conflict in the workplace; others will establish such programs to comply with the Secretary’s Conflict Management
Policy. Most of these programs offer mediation. ADR can generally be initiated by supervisory or non-supervisory
employees for workplace disputes of any kind.

Conflict With Customers: In approximately 20 States, USDA Certified Mediation Programs provide mediation for
disputes between USDA and program applicants or participants. Although it is usually the customer who requests
mediation, USDA employees who have a problem with a customer may be able to initiate mediation in some States.
In other States, there are frequently resources available in the community that can provide ADR services (e.g.,
community mediation centers, law schools, courts).

‘:‘Employee Assistance Program

Each agency has a confidential Employee Assistance Program (EAP) with trained counselors who can address
workplace stress and violence issues. You can use these counselors as a way to assess whether a situation needs to
be brought to the attention of management. You can also use them to strategize ways to deal with uncomfortable or
threatening situations.

Seemingly insignificant conflicts between co-workers or managers can sometimes erupt into dangerous situations —
especially if the problem goes unchecked. In many cases of worker-on-worker violence, minor non-violent conflicts
that went unresolved built up until they were no longer manageable. By intervening early in a conflict between two
people, whether it’s two workers or a worker and supervisor, you may be able to resolve the problem before it gets
out of control.

Professional counselors are available to discuss problems that can adversely affect job performance and conduct.
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EAP is required to help employees deal with alcoholism or drug abuse problems, and most EAP counselors also help
employees with other problems, for example, marital or financial. EAP counselors often refer employees to other
professional services and resources within the community for further information, assistance, or long-term
counseling.

EAP may differ from agency to agency in its structure and scope of services. Some are in-house programs, staffed
by employees of the agency. Others are contracted out or are operated through an interagency agreement with the
U.S. Department of Health and Human Services’ (DHHS) Division of Federal Occupational Health. Services differ
among contracted programs, depending on the terms of the contract and the relationship between the agency and the
contractor.

Confidentiality is an important issue for EAP. Employees who seek EAP services are afforded considerable privacy
by laws, policies, and professional ethics of EAP providers. It is common practice for the EAP to inform employees
in writing about the limits of confidentiality at the first meeting.

Identifying Potentially Violent Situations

If you ever have concerns about a situation which may turn violent, alert your supervisor immediately and follow the
specific reporting procedures provided by your agency. It is better to err on the side of safety than to risk having a
situation escalate.

The following are warning indicators of potential workplace violence:

« Intimidating, harassing, bullying, belligerent, or other inappropriate and aggressive behavior.

* Numerous conflicts with customers, co-workers, or supervisors.

* Bringing a weapon to the workplace (unless necessary for the job), making inappropriate references to guns, or
making idle threats about using a weapon to harm someone.

« Statements showing fascination with incidents of workplace violence, statements indicating approval of the use of
violence to resolve a problem, or statements indicating identification with perpetrators of workplace homicides.

» Statements indicating desperation (over family, financial, and other personal problems) to the point of
contemplating suicide.

* Direct or veiled threats of harm.

* Substance abuse.

* Extreme changes in normal behaviors.

* Hostile language or threats against a person or a group based on race, sex, religion, disability, ethnic background,
or sexual orientation.

Once you have noticed a subordinate, co-worker, or customer showing any signs of the above indicators, you should
take the following steps:

« If you are a co-worker, you should notify the employee’s supervisor immediately of your observations.

« If it is a customer, notify your supervisor immediately.

« If it is your subordinate, then you should evaluate the situation by taking into consideration what may be causing
the employees problems.

« If it is your supervisor, notify that person’s manager.

Employees should be aware of EXTERNAL threats from organizations or the public. Being alert to specific issues or
areas that might be a target of a particular group will impact on decisions that are made about increased security in
a particular location, building or facility. The following are some types of External Threats you should be aware of:

» Domestic Terrorists Groups. These are groups of people who have a specific agenda and set of beliefs. They
believe that acts of violence, such as arson or sabotage, are an acceptable means to achieve their goals. Domestic
Terrorism is defined as "the unlawful use of force or violence against persons or property to intimidate or coerce a
government, the civilian population or any segment thereof, in furtherance of potential or social objectives

» Special Interest Groups. These are groups of people who hold a specific belief or work for a specific cause and
who might be at odds with USDA policy. These groups are not necessarily violent and may not condone violence at
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all. However, violence may occasionally erupt when emotions prevail, or one person of the group acts on their own
and commits an act of violence toward USDA employees or facilities.

» General Public. An employee may meet a member of the public who is generally upset with the USDA, the
government, who may be drunk, using drugs or just in a foul mood that has nothing to do with the employee. Any of
those people may respond in an inappropriate way and become violent.

* Permittees/Contractors. There have been instances where employees have been threatened and sometimes
assaulted by these individuals.

It is very important to respond appropriately, i.e., not to overreact but also not to ignore a situation. Sometimes that
may be difficult to determine. Managers should discuss the situation with expert resource staff to get help in
determining how best to handle the situation.

Responding to Violent Incidents

No matter how effective agencies’ policies and plans are in detecting and preventing incidents, there are no
guarantees against workplace violence. Even the most responsive employers face this issue. When a violent
incident does occur, it is essential the response be timely, appropriate to the situation, and carried out with the
recognition that employees are traumatized and that the incident’s aftermath has just begun.

Because work situations and environments vary so greatly from agency to agency within USDA, it is up to each
individual agency to develop and publicize the specific procedures for responding to workplace violence incidents in
each location.

‘:‘Occupant Emergency Plan

Every USDA office or facility should distribute to each employee a viable occupant emergency plan outlining
procedures to follow in the event of fire, bomb threats, civil demonstrations, threats of violence both inside and
outside the office, natural disasters, etc.

If you do not have a copy of the current occupant emergency plan for your facility, contact your supervisor, the
agency safety and health officer, or the facility security office.

In the event of an emergency, refer to the phone numbers of security, police, and medical service in your facility
occupant emergency plan. For handy reference, you may wish to write down the numbers of emergency services in
your area in the portion provided on the inside back cover of this pamphlet.

R/
**Emergency Response Team

A traumatic or emergency response team goes into action once a situation of violence has occurred. The team
usually consists of many of the same individuals who make up the threat assessment team but their purpose is to
deal with the actual violent situation and its aftermath as well as to take steps to prevent similar future occurrences.
A representative of the public affairs staff may also be a member of this team in order to deal with any release of
information to the public.

The team assists management and employees by serving as a resource and information source in regard to workplace
violence concerns; shares information with employees so that they are involved; responds, as needed, to incidents;
assists with attempts to de-escalate and manage the situation; facilitates and coordinates response action to ensure
that appropriate follow-up action is taken (investigations, victim assistance, preventive and corrective actions);
coordinates with the media; and addresses administrative issues.

7/ . .
**Plans and Procedures for Recovering From a Workplace Violence Emergency

This is a very crucial step in an agency’s program. Although the hope is that violence will not occur, if it does,
agencies must be prepared to deal with the situation, to help in the healing process, and to get the workforce back to
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productivity. Following a violent incident, employees experience three stages of “crisis reactions” to varying
degrees:

Stage One. In this stage, the employee experiences emotional reactions characterized by shock, disbelief, denial, or
numbness. Physically, the employee experiences shock or a fight-or-flight survival reaction in which the heart rate
increases, perceptual senses become heightened or distorted, and adrenaline levels increase to meet a real or
perceived threat.

Stage Two. This is the “impact” stage where the employee may feel
a variety of intense emotion, including anger, rage, fear, terror, grief, sorrow, confusion, helplessness, guilt,
depression, or withdrawal. This stage may last a few days, a few weeks, or a few months.

Stage Three. This is the “reconciliation stage” in which the employee tries to make sense out of the event,
understand its impact, and through trial and error, reach closure of the event so it does not interfere with his or her
ability to function and grow. This stage may be a long-term process.

While it is difficult to predict how an incident will affect a given individual, several factors influence the intensity of
trauma. These factors include the duration of the event, the amount of terror or horror the victim experienced, the
sense of personal control (or lack thereof) the employee had during the incident, and the amount of injury or loss the
victim experienced (i.e., loss of property, self-esteem, physical well-being, etc.). Other variables include the
person’s previous victimization experiences, recent losses such as the death of a family member, and other intense
stresses.

R/ .
**Evaluation

Agencies should have in place a mechanism to evaluate what took place to determine if everything was done that
could have been done to have prevented the incident and what can be done to prevent it from happening again. The
threat assessment and emergency response teams should be part of this process.

‘:‘Employee Assistance Program

EAP counselors should not be the first to intervene in situations which are hostile or dangerous. In those situations,
law enforcement personnel should be the first to intervene. In the event of a violent incident, the EAP can advise
management of the best ways to help employees cope with the emotional impact of the incident.

‘:’Equal Employment Opportunity Commission Guidelines

The Equal Employment Opportunity Commission (EEOC) has issued guidelines that address potentially violent
misconduct by employees with psychiatric and other disabilities. Agencies may discipline an employee with a
disability who has violated a written or non-written rule that is job related and consistent with business necessity, as
long as the agency would impose the same discipline on an employee without a disability.

An agency is never required to excuse past misconduct as a reasonable accommodation. A reasonable
accommodation is a change to the workplace that helps an employee perform his or her job and may be required,
along with discipline, when the discipline is less than removal. The servicing human resources management office
can provide assistance to supervisors on determining proper reasonable accommodation.

Disclosure of Information

Employee Assistance Program

EAP counselors are prohibited by the confidentiality regulations (42 CFR Part 2) from disclosing information
obtained from employees without their written consent. An exception to this prohibition, however, is if an employee
specifically threatens another person. In that case, the counselor generally will advise the employee that the
information will be reported to appropriate authorities, regardless of whether a written consent is provided.
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Threat Assessment Team

Information obtained during a threat assessment will be released to individuals needing the information in order to
conduct an appropriate investigation into the situation, protect agency personnel, or confront the person making the
threat. Typically, this includes security staff, employee relations staff, medical personnel as necessary, and
management/supervisory personnel.

Critical Incident Stress Debriefing

Normally, this type of debriefing is conducted by EAP counselors or other mental health professionals.

Information shared in the debriefing should remain confidential among the group present. This allows the employees
a chance to recover from severe stress, talk about what they have gone through, and compare their reactions with
those of others.

Dealing With the Media

Questions from the news media relating to incidents of workplace violence should be forwarded to the appropriate
public affairs staff for your office.

Resources

A. Publications

1. “Dealing with Workplace Violence, a Guide for Agency Planners,” Office of Personnel Management.

2. “Combating Workplace Violence, Guidelines for Employees and Law Enforcement,”” Defense Personnel Security
Research Center, Private Sector Liaison Committee of the International Association of Chiefs of Police.

3. “Violence in the Workplace, Intervention Handbook,”” Department of the Air Force.

4. USDA Departmental Regulation 4200-1 dated May 31, 2000, “Workplace Violence Prevention Program”

5. “Preventing Workplace Violence,”” handbook of the American Federation of State, County and Municipal
Employees.

6. “Helping the Employee Recover from the Trauma of Workplace Violence,” Kenneth Wolf et al., EAP Digest.

7. “What You Should Know About Coping With Threats and Violence in the Federal Workplace,” Federal Protective
Service, General Services Administration.

8. “Dealing With Workplace Conflicts and Concerns, A guide for Employees,” USDA Conflict Prevention and
Resolution Center.

B. Websites

1. USDA Workplace Violence Coordinators
http://www.usda.gov/da/shmd/violencecoord.htm
2. USDA Employee Assistance Program
http://www.usda.gov/da/employ/eappoc.htm

3. USDA Physical Security

4. USDA Office of Inspector General
http://www.usda.gov/oig/hotline.htm

5. Safety, Health and Employee Welfare Division
http://www.usda.gov/da/shmd/shmd1.htm

6. USDA Conflict Prevention And Resolution Center
http://www.ams.usda.gov/ar/links.htm

7. General Services Administration
http://www.gsa.gov/pbs/fps/fps.htm

8. Office of Personnel Management
http://www.opm.gov/ehs/Violence.asp

9. Minnesota Center Against Violence and Abuse
http://www.mincava.umn.edu/workviol.asp

10. Workplace Solutions

http://www.wps.org
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EXAMPLE:

Emergency phone numbers:
Police (9-911)

Security (tele: )

Employee Assistance (tele: )

The U.S. Department of Agriculture (USDA) prohibits discrimination in all its programs and activities on the basis of
race, color, national origin, gender, religion, age, disability, political beliefs, sexual orientation, and marital or family
status. (Not all prohibited bases apply to all programs.) Persons with disabilities who require alternative means for
communication of program information (Braille, large print, audiotape, etc.) should contact USDA’s TARGET Center
at (202) 720-2600 (voice and TDD).

To file a complaint of discrimination, write USDA, Director, Office of Civil Rights, Room 326-W, Whitten Building, 14th

and Independence Avenue, SW, Washington, DC 20250-9410 or call (202) 720-5964 (voice or TDD). USDA is an
equal opportunity provider and employer.
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