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| believe it would be good to offer an extension on this public notice,
since few persons are probably aware of the federal register notice.
However, here are a few quick notes on the value of freedom dignity and
privacy.

Val ue of Freedom

Freedomis of course sonething we place a very high value on, so high in
fact that people are willing to die to protect freedom But in the
course of protecting national security, there will be nmany individuals
whose freedomin curtailed or elimnated. Policies designed to enhance
nati onal security should recognize that this is inportant. It is of
course both difficult and problematic to assign a nonetary “value” to
freedom but we can nmeasure the ampunts of nopbney spent to protect
freedom Here are only a few exanpl es:

The cost of wrongful incarceration

Persons accused of crimes are willing to spend considerable suns to
retain | egal representations to avoid incarceration, even when the
incarceration lasts only for a short tinme. For the poor, governnents
spend noney on public defenders. Despite investnents in |legal services,
i nnocent persons are incarcerated. The |osses of earnings are an
easy-to-cal cul ate neasure of the “cost” of this mstake, and for npst
people, a |ow estinate of the cost.

US expenditures to protect liberty in foreign countries

Inlrag, the United States is likely to spend an initial $100 billion

and many US soldiers’ lives to liberate citizens froma repressive
regime, and the full cost could be rmuch higher. If one only | ooks at
the initial $100 billion in outlays, this is about $4,100 per resident
of lraq. There are many other data points one mght | ook at. The ful
cost of the first Qulf war was by sonme accounts, $61.1 billion, in 1991
dol l ars, or about $29 thousand for every Kuwait citizen. |In Sonalia,

the US governnent spent $260 nmillion through 1993, to benefit a country
with a popul ation of about 7.8 million, or about $33 per Sonmlia

resi dent. In Bosnia, the US spent an estimated $10.6 billion to
protect a mnority Mislimpopulation of nearly 1.6 million, or an

esti mated $6, 710 per Muslimin Bosni a.

Privacy

Privacy is sonething that nearly everyone values. W all cherish the



right to be left alone, and we know that privacy is related to nmany

ot her things, such as the practical ability to conmuni cate and associ ate
wi th persons for personal, professional or political reasons.

Repressive regines often curtail privacy, in order to limt dissent or
organi zati on of opposition

There is of course no single value assigned to privacy, but rather
different values that one m ght assign for different problens.

I ndi vi dual s have very di fferent outl ooks on privacy; sone are willing to
pay a very high price to protect privacy, while others are not.

One can observe sone neasures of wllingness to pay for privacy. For
exanpl e:

Local GAP stores recently offered a 15 percent di scount on purchases
if the consunmer was willing to provide an email address for solicitations.

Super mar kets routinely offer discounts on groceries when custoners use
privacy reducing “loyalty” cards. These discounts are |ikely calcul ated
to be large enough to obtain voluntary reductions in privacy.

Amazon books recently offered a 10 percent di scount on book purchases
for custoners willing to provide nanes of friends to market products.

There is a market for private email services, and there are free enuil
servi ces that have reduced privacy, including target adverti sing.

Sone peer to peer file sharing progranms are distributed as either free
versions, that feature adds and are distributed with “spyware,” and paid
versions that have no ads and no spyware. For exanple, Linew re charges
$9.95 for the version w thout ads or spyware.

* Tel ephone conpani es charge extra for unlisted phone nunbers. In
Virginia, a non-listed tel ephone nunber is $1.71 per nonth extra. In
Maryl and, the premumfor a private tel ephone nunber is $1.45. In

Washington, DC, the price is $.81. These rates are set by governnent
regul ators.

It might be useful for ORA to gather some additional data on various
"prices" associated with privacy.

These are issues we are only beginning to think about, and would like to
follow this up with sone nore thoughtful conments. | am al so attaching
Edmund Andrews' excellent story on this topic fromthe March 11, 2003

i ssue of the New York Tinmes. |In that story, M. Ral ph Nader is quoted
saying: ''Even without coming to conplete agreenent on what we think
the cost of lost freedomis, we would all agree that it's not zero,'

We support the efforts of OMB to introduce non-zero val ues for freedom
and privacy in its cost benefit review of the war on terrorism
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Lost Freedomvs. Security Wuld Measure in Dollars

By EDMUND L. ANDREWS ( NYT) 1408 words
WASHI NGTON, March 10 -- Civil liberties and privacy may be pricel ess,
but they may soon have a price tag.

In an unusual tw st on cost-benefit analysis, an econom c tool that
conservatives have often used to attack environnental regulation, top
advisers to President Bush want to weigh the benefits of tighter
donestic security against the ''costs'' of lost privacy and freedom

"'People are willing to accept sone burdens, sone intrusion on their
privacy and sone inconvenience,'' said John Graham director of

regul atory affairs at the Wite House O fice of Managenent and Budget..
"'But | want to make sure that people can see these intangi ble burdens.’

In a notice published |ast nonth, the budget office asked experts from
around the country for ideas on howto nmeasure ''indirect costs'' like
lost tine, |lost privacy and even lost liberty that m ght stem from

t ougher security regul ations.

The budget office has not chall enged any donmestic security rules, and
officials say they are only beginning to | ook at how they m ght neasure
costs of things like reduced privacy. But officials said they hoped to
gi ve federal agencies guidance by the end of the year. And even i f nany
costs cannot be quantified in dollar terms, they say, the nmere effort to
identify them systematically could pronpt agencies to |ook for |ess
burdensone alternatives.

The issues are not always abstract. Anerican universities are worried
that ever-tighter scrutiny of foreign students will cause themto |ose
mar ket share in foreign students to Australia, Canada and Europe.

Airlines, meanwhile, are eager to increase use of advanced passenger
screening systenms. Civil rights advocates say the systens would single
out some people with particular ethnic backgrounds, but they m ght also
hel p business fliers whisk through security checkpoints as seem ngly
lowrisk '""trusted travelers.'

Jarring as it nay seemto assign a price on privacy or liberty, the idea
has attracted an unusual array of supporters, including Ral ph Nader, the
consuner advocate and forner presidential candidate, who said the
approach m ght expose w ong- headed security regul ati ons.

'""As long as they're going to deal with nonetary evaluations, | told
them t hey should start asking about the cost of destroying denocracy,"
said M. Nader, who | obbied Mtchell E. Daniels Jr., the budget office
director, on the issue. ''If the value assigned to civil rights and
privacy is zero, the natural thing to do is just wi pe themout.'

Lawyers at the American Civil Liberties Union also support the idea, as
do sone conservative Republicans who fret about ''big governnent.'

Skeptics abound, with some predicting that cost-benefit analysis wll
bog down domestic security decisions as badly as worries about the
spotted owl once bogged down | oggers in the Pacific Northwest.

"It may be a waste of time and resources,'' said Charles Pefia, director
of defense policy at the Cato Institute, a conservative research

organi zation in Washington. ''The last thing you want to do with

honel and security is to get mred down in typical bureaucratic debates.'

Supporters and critics alike say the effort could open up a new
battl efront on donmestic security.



The budget office has the power to challenge and sonetines to bl ock
regul ations if they appear to fail the cost-benefit test.

And given the regul atory costs, whether in the formof nandatory
spending on antiterrorist measures or |ost custoners, many busi ness and
organi zati onal groups are likely to have their own reasons for caring
about privacy, ease of nobvenent and conveni ence.

"'We already nmake these kinds of trade-offs all the tine,'' said Bruce
Schneier, a security consultant in Sunnyvale, Calif., who is the author
of a book due out in Septenber titled ''The Security Puzzle.'' ''Wat

you need to know are the agendas of the different players.'

M. Graham a passionate chanpion of cost-benefit analysis who taught at
Harvard before joining the adm nistration, stopped short of saying that
government officials mght sonmehow assign a price for costs |ike | ost
privacy or convenience.

But he said it was inportant to analyze such costs, even if they could

not be translated into precise dollar anpbunts. ''W can all see that
life has changed since Sept. 11,'' he said in a recent interviewin his
office in the Add Executive Ofice Building. ''Sinply identifying some
of these costs will help understand them and get people to think about

alternatives that m ght reduce those costs.'

Two of M. Graham s coll eagues at Harvard have al ready taken a | ook at
potential trade-offs in a recent paper titled ''Sacrificing Cvil
Liberties to Reduce TerrorismRisk.'' The authors, W Kip Viscusi of
Harvard Law School and Richard J. Zeckhauser at the Kennedy School of
Covernment, said Harvard | aw students surveyed were nore willing to
accept profiling of airline passengers if it meant they could save tine
in security checks.

VWil e 44 percent of students said they favored profiling if it saved
them 10 m nutes, 74 percent were in favor if it saved them an hour

""Clearly, people are willing to nake trade-offs,'' said M. Viscusi
who has been applying cost-benefit analysis to environnmental regulations
since the early 1980's. Wighing values like privacy or civil liberty

agai nst hei ghtened security, he said, could help prevent the security
goal s from overtaki ng common sense

"'1f you're the honeland security guy, that is the only thing you're

going to be looking at and you're going to have tunnel vision,'' M.
Viscusi said. ''The last tightening of the standard may not have much of
a payoff in security but it it mght have a big cost in civil liberties.'

Lawers at the American Cvil Liberties Union also see benefits in
treating lost civil liberties as a cost.

"' Many of the proposals com ng out of the Departnent of Justice would
fail the risk-benefit analysis if the costs of lost liberties are

wei ghed in,'" said Gegory Nojeim associate director of the ACL.U"'s
national office. '"We think it's necessary to assess the costs of
counterterrorismproposals in terns of lost |liberties.'

Since Sept. 11, 2001, universities have begun providing the governnent
with nore detailed information on foreign students and any changes t hat
m ght invalidate their visas. The Bush administration is al so proposing
an el aborate new system |inked to security checks at the F.B.l. and
C.I.A , under which the governnment woul d run background checks on
foreign students or foreign teachers who want to do research in
potentially sensitive scientific areas.



University officials are increasingly worried that ever-tighter scrutiny
will cost themtens of thousands of students a year.

"' For decades, we were getting themall, but there has been a sharp
increase in conpetition fromAustralia, Canada and Europe,'' said John
Vaughn, executive vice president of the Association of American

Universities. "'If we increase the nonitoring of foreign students, with
overtones of presunptive guilt, and we increase restrictions on
foreigners doing research, these things will have an indirect chilling
effect."’

The trade-offs are alnbst certain to escal ate. Proposals are circul ating
for tighter rules on inmgration, on custons inspections, on preparation
agai nst bioterrorist attacks and on scores of other issues.

Last nonth, the Justice Departnment set off a furor anong civil rights
advocates with the draft of a proposal to expand the powers of the | aw
enforcenent authorities.

Though adninistration officials said the draft was not a formal
proposal, its recommendati ons included invalidating state | aws agai nst
police spying and inposing a flat ban on using the Freedom of
Information Act to identify people detained on suspicions of terrorist
i nvol venent .

The donestic security push has in many ways turned the battles of
cost-benefit analysis on their head. In the 1980's, consuner advocates
like M. Nader often denounced cost-benefit analysis as a too
conservatives used to swat down environnental and safety regul ations.

But just as business groups once viewed cost-benefit analysis as a way
to curb restrictions on their activity, M. Nader and civil rights
groups see it as a way to curb restrictions on government authorities..

"'"Even without coming to conplete agreenent on what we think the cost of

| ost freedomis, we would all agree that it's not zero,'' M. Nader
said. ''They are devel opi ng dragnet systens of |aw enforcenent that are
very inefficient. I"'msaying to OMB., you guys are the brake. You are

the only ones who can bring these guys down to earth.'
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