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8.a. Yes

8.b.

Addressed in 
agencywide policy? 

Yes, No, 
or N/A.

Do any agency 
systems run this 

software?

Yes or No.

Approximate the extent of implementation of the security 
configuration policy on the systems running the software.

Response choices include:
-  Rarely, or, on approximately 0-50% of the 
   systems running this software
-  Sometimes, or on approximately 51-70% of 
   the systems running this software
-  Frequently, or on approximately 71-80% of 
   the systems running this software
-  Mostly, or on approximately 81-95% of the 
   systems running this software
-  Almost Always, or on approximately 96-100% 
   of the systems running this software

Yes Yes
          -  Frequently, or on approximately 71-80% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Mostly, or on approximately 81-95% of the systems 
running this software

Yes Yes
          -  Sometimes, or on approximately 51-70% of the systems 
running this    software

Yes Yes
          -  Mostly, or on approximately 81-95% of the systems 
running this software

Yes Yes
          -  Mostly, or on approximately 81-95% of the systems 
running this software

Yes Yes
          -  Mostly, or on approximately 81-95% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Sometimes, or on approximately 51-70% of the systems 
running this    software

Yes Yes

          -  Mostly, or on approximately 81-95% of the systems 
running this software

9.a. Yes

9.b. Yes

9.c. Yes

10.a. Yes

10.b.

Section B: Chief Information Officer.  Question 8, 9, and 10.
Agency Name: U.S. Department of the Interior

                  Product

Is there an agency wide security configuration policy? Yes or No.

Configuration guides are available for the products listed below.  Identify which software is addressed in the agency wide security
configuration policy.  Indicate whether or not any agency systems run the software.  In addition, approximate the extent of implementation
of the security configuration policy on the systems running the software.

Question 8

Comments: Policy Directive Issued by the Office of the Chief Information Officer

Comments:

Windows                     

Solaris

HP-UX

Linux

 Cisco Router IOS

Other.  Specify: IIS, SQL Svr, 
Other Windows, HP MPE, MAC, 
Novell, AIX

Has the agency documented in its security policies special procedures 
for using emerging technologies (including but not limited to wireless 
and IPv6) and countering emerging threats (including but not limited to 
spyware, malware, etc.)?
Yes or No.

The agency follows defined procedures for reporting to the United 
States Computer Emergency Readiness Team (US-CERT). 
http://www.us-cert.gov
Yes or No.

The agency follows documented policies and procedures for identifying 
and reporting incidents internally. Yes or No.

Windows                           

Windows                              

Windows      

Oracle

Windows                     

Indicate whether or not the following policies and procedures are in place at your agency.  If appropriate or necessary, include comments in the area provided 
below.

Response:  Interior develops, maintains, and updates IT security policies and Security Technical Implementation Guides (STIGs) to respond to 
emerging threats and technologies.  As part of DOI's Certification and Accreditation (C&A) continuous monitoring process, systems are routinely 
assessed to identify and correct weaknesses resulting from newly discovered vulnerabilities.  Depending on the nature of the emerging threat or 
technology, more frequent control testing, specialized training for network or system administrators, additional monitoring, or application of STIGs 
to ensure specific configuration requirements are met may be required for systems.  Such requirements are typically specified through
Departmental or bureau policy or standards, and Designated Approving Authorities have the discretion to identify additional system specific 
security control requirements depending on agency, risk, threat, and technological factors.

Comments: The IG's FISMA report differs from the CIO's with respect to question 9.b based on their observation that in 8 of 12 instances the OIG 
was not notified.  Unlike many other response choices for other questions in the FISMA template, this is a binary answer and does not enable a 
more appropriate selection that would identify the relative frequency where such incidents are in fact reported to the IG or consideration of 
circumstances preventing full compliance with established external reporting procedures.  The CIO believes that appropriate policies and 
procedures are in place and that there may be other mitigating circumstances that may have precluded adherence to these general procedures.

Comments: Interior has established approved security configuration standards in the form of Security Technical Implementation Guides (STIGs).
Interior’s policy allows for bureaus to define, document, approve, and implement their own STIGs which many have done, or implement
Departmental STIGs.  The CIO and IG differ in their perspectives with respect to the level of policy compliance and STIG implementation by 
Interior's bureaus and offices due to a misunderstanding between our respective interpretations of what the FISMA questions are asking and the 
IG’s understanding of Interior’s policy.  The OIG appears to be of the opinion that bureaus must implement the Departmental STIGs and does not 
reflect the same credit and degree of compliance with respect to bureau-level implementation of STIGs as the CIO’s FISMA report.  The OIG has 
acknowledged in their evaluation report that bureaus frequently have their own STIGs which they implement.

Question 9

The agency follows documented policies and procedures for external 
reporting to law enforcement authorities.
Yes or No.

Question 10

If the answer to 10 a. is “Yes,” briefly describe the documented procedures.  These special procedures could include more 
frequent control tests & evaluations, specific configuration requirements, additional monitoring, or specialized training. 
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Bureau Name
FIPS 199 Risk Impact 

Level
Total

Number
Number

Reviewed
Total

Number
Number

Reviewed Total Number
Number

Reviewed
Total

Number
Percent of 

Total
Total

Number
Percent of 

Total Total Number Percent of Total
Bureau of Indian Affairs High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 0 1 1 100.0% 1 100.0% 1 100.0%

Sub-total 0 0 0 1 0 1 1 100.0% 1 100.0% 1 100.0%
Bureau of Land Management High 0 0

Moderate 0 0
Low 0 0
Not Categorized 2 0 2 2 100.0% 2 100.0% 2 100.0%

Sub-total 0 2 0 0 0 2 2 100.0% 2 100.0% 2 100.0%
Bureau of Reclamation High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 0 1 1 100.0% 1 100.0% 1 100.0%

Sub-total 0 1 0 0 0 1 1 100.0% 1 100.0% 1 100.0%
Fish and Wildlife Service High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 0 1 1 100.0% 1 100.0% 0 0.0%

Sub-total 0 1 0 0 0 1 1 100.0% 1 100.0% 0 0.0%
Minerals Management Service High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 1 0 2 2 100.0% 2 100.0% 2 100.0%

Sub-total 0 1 0 1 0 2 2 100.0% 2 100.0% 2 100.0%
National Business Center High 0 0

Moderate 0 0
Low 0 0
Not Categorized 7 1 0 8 8 100.0% 7 87.5% 7 87.5%

Sub-total 0 7 0 1 0 8 8 100.0% 7 87.5% 7 87.5%
National Parks Service High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 0 1 1 100.0% 0 0.0% 0 0.0%

Sub-total 0 1 0 0 0 1 1 100.0% 0 0.0% 0 0.0%
Office of Special Trustee High 0 0

Moderate 0 0
Low 0 0
Not Categorized 1 0 1 1 100.0% 1 100.0% 1 100.0%

Sub-total 0 1 0 0 0 1 1 100.0% 1 100.0% 1 100.0%
0 0
0 0

Office of Surface Mining 0 0
U.S. Geological Survey 0 0

0 0
Other OIG Reviews: 0 0
Financial Audits 0 37
Penetration Testing 0 11
SCADA-NCIIS 0 4
POAM 0 20
Wireless 0 5

Agency Totals High 0 0 0 0 0 0 0 0 0
Moderate 0 0 0 0 0 0 0 0 0
Low 0 0 0 0 0 0 0 0 0

Not Categorized 0 14 0 3 0 94 17 15 14
Total 0 14 0 3 0 94 17 15 14

3.a.

Section C: Inspector General.  Questions 1, 2, 3, 4, and 5.

Agency Name:

2.  For each part of this question, identify actual performance in FY 05 by risk impact level and bureau, in the format provided below.  From the representative subset of systems evaluated, identify the number of systems 
which have completed the following: have a current certification and accreditation , a contingency plan tested within the past year, and security controls tested within the past year.

Question 1 and 2

c.
Number of systems for which 
contingency plans have been 

tested in accordance with 
policy and guidance

a.
FY 05 Agency Systems

b.
FY 05 Contractor 

Systems

a.
Number of systems 

certified and accredited

c.
FY 05 Total Number of 

Systems

b.
Number of systems for 
which security controls 

have been tested and 
evaluated in the last year 

Question 3

1. As required in FISMA, the IG shall evaluate a representative subset of systems, including information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency.
By FIPS 199 risk impact level (high, moderate, low, or not categorized) and by bureau, identify the number of systems reviewed in this evaluation for each classification below (a., b., and c.).

To meet the requirement for conducting a NIST Special Publication 800-26 review, agencies can: 
1) Continue to use NIST Special Publication 800-26, or, 
2) Conduct a self-assessment against the controls found in NIST Special Publication 800-53 

Agencies are responsible for ensuring the security of information systems used by a contractor of their agency or other organization on behalf of their agency, therefore, self reporting by contractors does not meet the requirements 
of law.  Self reporting by another Federal agency, for example, a Federal service provider, may be sufficient.  Agencies and service providers have a shared responsibility for FISMA compliance.

Question 1 Question 2

In the format below, evaluate the agency’s oversight of contractor systems, and agency system inventory. 

 -  Frequently, for example, approximately 71-80% of the time

The agency performs oversight and evaluation to ensure information systems used or operated by a contractor of the agency o
other organization on behalf of the agency meet the requirements of FISMA, OMB policy and NIST guidelines, national securit
policy, and agency policy.  Self-reporting of NIST Special Publication 800-26 requirements by a contractor or other organization
is not sufficient, however, self-reporting by another Federal agency may be sufficient.

Response Categories:
          -  Rarely, for example, approximately 0-50% of the time
          -  Sometimes, for example, approximately 51-70% of the time
          -  Frequently, for example, approximately 71-80% of the time
          -  Mostly, for example, approximately 81-95% of the time
          -  Almost Always, for example, approximately 96-100% of the time
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3.b.

3.c.

3.d.

3.e.

3.f.

4.a.

4.b.

4.c.

4.d.

4.e.

4.f.  -  Rarely, for example, approximately 0-50% of the time"

Comments:4.a.Response: Sometimes – 51-70%.  However, we did not determine the amount of unreported IT security weaknesses that were not included in the POA&Ms. 4.b. Response: Rarely 0-50%.  Although DOI’s POA&M process for IT 
security weaknesses includes the development, implementation, and management of POA&M for systems, DOI does not manage the weaknesses adequately through its POA&M process.  This is demonstrated by the number of weaknesses we 
identified that were reported as corrected, but were not corrected, that weakness descriptions and related corrective actions were not sufficient to ensure that the weakness was understood by management or that the related corrective actions 
would correct the weakness. 4.c. Response: Sometimes – 51-70%.  Although DOI program officials report to the CIO on a quarterly basis, we did not find any indications that contractors were reporting security weaknesses to program officials 
bureau CIOs and that these security weaknesses were being reported by the program officials on the 4.d. Response:  Rarely 0-50%.  Although the CIO tracks and maintains POA&M activities on a quarterly basis we found little evidence that the 
POA&Ms are reviewed from the standpoint that weaknesses and related corrective actions were described
 and could be sufficiently acted upon and that reportedly corrected weaknesses were in fact corrected.  There was also little indication that the DOI CIO sufficiently reviewed POA&M activities to ensure that all known
 IT security weaknesses were reported on the POA&M.  This is demonstrated by the acceptance of risk that can be accomplished by DOI personnel that were not the appropriate officials for accepting such risks. 
4.e. Response:  Mostly 80-95%.  4.f. Response: Rarely 0-50%.  Currently bureaus prioritize weaknesses within system POA&Ms.  However, we found little evidence that DOI overall prioritizes IT security weaknesses to ensure
 significant IT security weaknesses are addressed in a timely manner and receive appropriate resources.  The only exception is that DOI did prioritize the certification and accreditation of IT systems and obtained the necessary
 funding for this project.  Nonetheless, not all of DOI’s systems have been certified and accredited and not all significant deficiencies within these accredited systems have been corrected. Additional Comments: In response 
to the briefing Office of Audits provided to the DOI IT Management Council in April 2005, the DOI CIO issued a Directive requiring bureaus and offices to review previously reported corrected weaknesses and certify whether
 those weaknesses were in fact corrected and if not corrected report the weakness.  We have not verified whether this Directive has been effectively followed by the bureaus and offices.

Question 5

Through this question, and in the format provided below, assess whether the agency has developed, implemented, and is managing an agency wide plan of action and milestone (POA&M) process.   Evaluate the degree to which the following 
statements reflect the status in your agency by choosing from the responses provided in the drop down menu.  If appropriate or necessary, include comments in the area provided below. 

For items 4a.-4.f, the response categories are as follows:

          -  Rarely, for example, approximately 0-50% of the time
          -  Sometimes, for example, approximately 51-70% of the time
          -  Frequently, for example, approximately 71-80% of the time
          -  Mostly, for example, approximately 81-95% of the time
          -  Almost Always, for example, approximately 96-100% of the time

Program officials, including contractors, report to the CIO on a regular basis (at least quarterly) on their remediation progress.  -  Sometimes, for example, approximately 51-70% of the time

 -  Rarely, for example, approximately 0-50% of the time"

The POA&M is an agency wide process,  incorporating all known IT security weaknesses associated with information systems 
used or operated by the agency or by a contractor of the agency or other organization on behalf of the agency.  -  Sometimes, for example, approximately 51-70% of the time

Yes

The agency inventory is maintained and updated at least annually. Yes

Question 4

Comments:

When an IT security weakness is identified, program officials (including CIOs, if they own or operate a system) develop, 
implement, and manage POA&Ms for their system(s).

CIO centrally tracks, maintains, and reviews POA&M activities on at least a quarterly basis.  -  Rarely, for example, approximately 0-50% of the time"

OIG findings are incorporated into the POA&M process.  -  Mostly, for example, approximately 81-95% of the time

OIG Assessment of the Certification and Accreditation Process.  OMB is requesting IGs to provide a qualitative assessment of the agency’s certification and accreditation process, including adherence to existing policy, guidance, and standards.
Agencies shall follow NIST Special Publication 800-37, “Guide for the Security Certification and Accreditation of Federal Information Systems” (May, 2004) for certification and accreditation work initiated after May, 2004.  This includes use of th
FIPS 199 (February, 2004), “Standards for Security Categorization of Federal Information and Information Systems,” to determine an impact level, as well as associated NIST documents used as guidance for completing risk assessments and 
security plans .

Assess the overall quality of the Department's certification and accreditation process.

Response Categories:
          -  Excellent
          -  Good
          -  Satisfactory
          -  Poor
          -  Failing

 -  Poor

POA&M process prioritizes IT security weaknesses to help ensure significant IT security weaknesses are addressed in a timely 
manner and receive appropriate resources

YesThe agency has completed system e-authentication risk assessments.

The agency has developed an inventory of major information systems (including major national security systems) operated by 
or under the control of such agency, including an identification of the interfaces between each such system and all other 
systems or networks, including those not operated by or under the control of the agency.

Response Categories:
          -  Approximately 0-50% complete
          -  Approximately 51-70% complete
          -  Approximately 71-80% complete
          -  Approximately 81-95% complete
          -  Approximately 96-100% complete

          -  Approximately 81-95% complete

The OIG generally agrees with the CIO on the number of agency owned systems. Yes

The OIG generally agrees with the CIO on the number of information systems 
 used or operated by a contractor of the agency or other organization on behalf of     the agency.
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6.a. Yes

6.b.

Addressed in agencywide 
policy?

Yes, No, 
or N/A.

Do any agency systems run 
this software?

Yes or No.

Approximate the extent of implementation of the security 
configuration policy on the systems running the software.

Response choices include:
-  Rarely, or, on approximately 0-50% of the 
   systems running this software
-  Sometimes, or on approximately 51-70% of 
   the systems running this software
-  Frequently, or on approximately 71-80% of 
   the systems running this software
-  Mostly, or on approximately 81-95% of the 
   systems running this software
-  Almost Always, or on approximately 96-100% of the 
systems running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

Yes Yes
          -  Rarely, or, on approximately 0-50% of the systems 
running this software

7.a. Yes

7.b. No

7.c. Yes

Other.  Specify:

Windows                     

Indicate whether or not the following policies and procedures are in place at your agency.  If appropriate or necessary, include comments in the area provided below.

The agency follows defined procedures for reporting to the United States Computer 
Emergency Readiness Team (US-CERT). http://www.us-cert.gov
Yes or No.

The agency follows documented policies and procedures for identifying and reporting 
incidents internally. 
Yes or No.

Comments: 7.b. We identified Eight (8) instances of non-compliance from  November 2004 through August 2005. Training was provided.

Comments: Other: AIX, Apache Web Servers, Remote Access Servers

Question 7

The agency follows documented policies and procedures for external reporting to law 
enforcement authorities.
Yes or No.

Question 8

Windows                           

Windows                              

Windows                     

Windows      

Solaris

HP-UX

Linux

 Cisco Router IOS

Oracle

Section B: Inspector General.  Question 6, 7, 8, and 9.

Agency Name:

                  Product

Is there an agency wide security configuration policy? 
Yes or No.

Configuration guides are available for the products listed below.  Identify which software is addressed in the agency wide security configuration policy.  Indicate 
whether or not any agency systems run the software.  In addition, approximate the extent of implementation of the security configuration policy on the systems 
running the software.

Question 6

Comments:  OCIO Directive 2004-007, March 05, 2004, Standardized System Security Configuration
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8  -  Mostly, or approximately 81-95% of employees have sufficient 
training

9 Yes

Question 9

Has the agency ensured security training and awareness of all employees, including 
contractors and those employees with significant IT security responsibilities?

Response Choices include: 
-  Rarely, or, approximately 0-50% of employees have sufficient training
 -   Sometimes, or approximately 51-70% of employees have sufficient training
 -  Frequently, or approximately 71-80% of employees have sufficient training
 -  Mostly, or approximately 81-95% of employees have sufficient training
 -  Almost Always, or approximately 96-100% of employees have sufficient training

Does the agency explain policies regarding peer-to-peer file sharing in IT security 
awareness training, ethics training, or any other agency wide training?
Yes or No.
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