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SUBYECT: Protecting and Safeguarding Privacy Act Protected Information

Several compromAses of Privacy Act protected information have occm-red at other-
federal depantments over the last several weeks. I want to remind USDA empfloyses,
contrac~rs and partners of their responsib’fflty to ensttre that the p~rsgnal informalion
held by their agencies on custom~s and empIoyees is safeguarded and used only for
the purgoses for Which it has been collected.

The Privacy Act of 1974o a~ amended (5 USC 552a) 8tares tha~:

Each agency that shall collect and maintain only information about an
~,ldividual as is relevant and necessary to accomplish its nfissio~

No agency shatI disclose any record which is contained in a system of
records...except pursuant to a written request by, or with the prior written
consen~ of, the individual to whom the record pertains except to those offlc~s
and employees who have a need for the record in the performance of their
duties.

Any officez or employee ofau agency, who by virtue ofhis employment or
offici~ position, has possession of,. or access to, agency records which cent al.n
individuatly identifiable information ,.. and who knowing that dlsclos~re of
the spezific material is so prohibited, willftdly discloses the material in any
manner te any p~rsort o~ agency not entitled to reeelve it, shall be guilty of a
misdemeanor and fiued not more than $5,000.

The Department of Agricaltore has ostab!ished administrative, tee!mJcal aud physical
safeguards to comply with ~e Privacy Act as well as protect i~s information
technology systems. A web-based training course entitled "OCIO Privacy B~sies" ~s
avallabin on AgLeam.

All USDA employees, conWaeto~s and pattuers who kandle Privacy Act prote~ted
data in the performance of their duties must comply with all Department
mqnlrements. If you hav~ any quesfiens, pleasecontaet Wilbur Cmwley a~ 301-504-
4154 or emaiI him at Wilhur.Cmwley@;esda.Kov.


