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On June 23, 2006, OME issued guidance that requires federal agencies to fake four specific
actions to protect Privacy Act and other sensifive data on agency systems wiltun 45 days,

OCIO established a working group, chaired by my Operations group, to address the first two
reguirements: {1) encryption of porigble devives and {2) use of bwo-factor authentication. The

working group will identify processes, evaluate products, and csia:hi;sﬁz a timaline {o
implement he OMB mandate successfully Department-wide.

In the interim, individual agencies can take seversl actions, which have litile o no cost
associated with them, to protect our sensifive information, While thess actions are not long-

term solutions, they are ‘first steps’ in proteciing vour data. Agencies arg encouraged to
implernent those that you feel work best m vour envirenment, -

1. Encryptall dats on mobilg devices/computers

Inform ugers what data is considersd sensitive within vour ageney and

&
remind them of their responsibilities for proteciing such data.

s 1lse the Encrypted File Systept (BFS) available m currant varsmm of
Microsoft Windows |

& 1Jse the builtdn encryption funeiion (o Mierosofl Fxeel or Word, or use
inexpensive encryption sofiware in compression software (i.€., WinZip) or

- sunilar programs.,
« Replace exisiing USH “thumb’ ﬁnv% with ones that are accompanied b}f

oo Shrong encryption solbwars.
When obiaining data extracts fom databases, do B6iinelads Privacy At

‘protected or other sensitive data unless abgolutely necessayy,
Bosure that contracts explicitly require that contractors are responsible for
controlling and protesting Privacy Act and other sensitive data in-therr
possession, and that they destroy such data when the confract fias ended.

AR EQUAL OPFORTIANTY SMREOYEH

1a
-r'u-srﬂn-p-rvr..mh-r'r.f-u_l.l-n rate g

B - -



2. Remote Access with two-factor anthentication

Do not atlow traffic from remoie access software through your firewall,
Instead, requivs tolowork amplovees and contractors to onter the network
through a Virtual Private Network (VPN), bﬁt@m launching remote acoess
sofbware,

Limit remote access throngh VPN by specific Internet Protocof (IP), or
hardware (’M&C} address rather than allowing anvone to make such a

" connection.
Remind ernployses to use strong passwords, and enforce the uss of Such

9
strong passwords within the operating system when possible. Strong
pasgwords are at least eight characters long and include 2 combination of
upper and lower-case letters, purmbers, and special characters. ~
& Hnsure that defanlt software passwords are changed to strong passwords ag
defined above. |
s Rename the Admanistrator sccount in Windows and ensure that Guest

accounis are disabled.

The third and forth actions cutlined in the OMB memorandumn are security practices that
should already be in place, Please review your policies and processes to ensure that confrols

}J&‘%f& besn established and are operaling effectively for these two fiens.

The full fext ﬂf OMB’s memorandum can be i@uﬂd on G"VEB 8 wabmia
warvswhitehouse goviamnty., If you have any questions, please contact Steven Bryee E&Mmd

Cm’ﬂp&‘fﬂ Security Operations Division, at 816-926-7330,

o '
Dave Combs, Chief Information Officer

Jerry Williams, Depuly Chief Infbrmation Officer
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