


Executive Order 12356, "National Security Information," and Executive Order 12829, "National

Industrial Security Program." For FY 1995, ISOO is a component of the Office of Management

and Budget/Office of Information and Regulatory Affairs. During FY 1994, ISOO was an admin-

istrative component of the United States General Services Administration, while receiving its

policy and program direction from the President through the National Security Council.

Mission
1800 oversees the security classification programs in both Government and industry and

reports to the President annually on their status.

Functions
.Develops implementing directives and instructions.

.Maintains liaison with agency counterparts and conducts on-site inspections and

special document reviews to monitor agency compliance.

.Develops and disseminates security education materials for Government and industry;

monitors security education and training programs.

.Receives and takes action on complaints. appeals and suggestions.

.Collects and analyzes relevant statistical data, and reports them annually, along with

other information, to the President.

.Serves as spokesperson to Congress, the media, special interest groups, professional

organizations and the public.

.Conducts special studies on identified or potential problem areas, and develops

remedial approaches for program improvement.

Goals
.To hold classification activity to the minimum necessary to protect the national security.

.To ensure the safeguarding of classified national security information in both

Government and industry in a cost effective and efficient manner.

.To promote declassification and public access to information as soon as national

security considerations permit.



EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET

WASHINGTON, D.C.

May 31, 1995

The President.

The White House

Washington, DC 20500

Dear Mr. President:

We are pleased to submit the Information Security Oversight Office's 1994 Report to the President.

The past year has likely been the most important ever in matters concerning the Government-wide

security classification system and program. We are delighted to report tremendous progress on several

fronts. Among them:

.As noted in the data we report to you today, FY 1994 witnessed tremendous decreases in classi-

fication and significant increases in declassification. These data suggest quite dramatically that

the agencies are moving beyond the Cold War in their classification practices.

You issued Executive Order 12937 on November 10, 1994, which declassified almost 50 million

pages of historical records in the National Archives.

You issued Executive Order 12951 on Febt;Uary 22, 1995, which will result in the declassification

and public availability of intelligence imagery.

Most significantly, you issued Executive Order 12958, "Classified National Security

Information," on April 17 , 1995. This Order, which establishes the first post-Cold War security

classification system, portends a profound and positive impact on the classification, safeguarding,

and declassification of national security information.

We are most excited about the challenges and prospects that the new security classification system creates.

We are also committed to making it work as effectively as possible. Our next report will highlight our

efforts in working with the agencies to bring about these changes.

Respectfully,

,,4;t&~.c-- .,}::1, t4"~~~""~._-"""{~

Steven Garfinkel, Direct9r
Information Security Oversight Office



The FY 1994 Report to the President is the twelfth to examine the security classification

program under E.O. 12356. The following data highlight 1800's findings.

Classification

.The number of original classification authorities decreased by 200 to 5,461

.Reported original classification decisions decreased by more than 40,000

to 204,683.

.Reported derivative classification decisions decreased by almost

to 4,569,214.

,6 million

.The total of all classification actions reported for FY 1994 decreased 26%

to 4,773,897.

.DaD accounted for 57% of all classification decisions; CIA 31 %; Justice 8%;

State 3%; and all other agencies 1 %. .

Declassification .

.Under the systematic review program, agencies reviewed 13,309,504 pages

of historically valuable records, 47% more than in FY 1993; and declassified

11,222,780 pages, 70% more than in FY 1993.

.Agencies received 4,276 new mandatory review requests.

.Under mandatory review, agencies declassified in full 113,741 pages; declassified

in part 154,389 pages; and retained classification in full on 55,815.

.Agencies received 126 new mandatory review appeals.

.On appeal, agencies declassified in whole or in part 2,668 additional pages.

Safeguarding

.Agencies conducted 12,753 self-inspections, 34% fewer than in FY 1993.

.Agencies reported 12,961 infractions, 31 % fewer than in FY 1993.

ii



Table of Contents

Letter to the President

Summary of FY 1994 Program Activityii

2 A Success Story

Commission on Protecting and Reducing Government Secrecy4

5 Executive Order 12937, "Declassification of Selected Records Within the

National Archives of the United States"

10 Executive Order 12951, "Release of Imagery Acquired by Space-Based

National Intelligence Reconnaissance System"

12 Major Step Toward Full Implementation of the National Industrial

Security Program

14 Classification

24 Declassification

30 Safeguarding

32 Executive Order 12958, "Classified National Security Information"

53 Agency Acronyms or Abbreviations



P( 19~4 saw improvement in the security classification programs of many agencies. One

agency in particular merits being spotlighted: the Department of the Navy. During the last
.I i. i. i.

seven years (1988-1994), Navy has turned the quality of its security classification and declas-

sification programs c~pletely around. A combination of highly competent personnel and
c~

senior management interest and involvement came together to achieve Navy's current level of

success. ISOO expects this level of performance to continue with Navy'p imp)ementation of
ci. i. i. i.i.i. i. i.i. i. i. i.

EXecutiVe Order 12958, "Classified National Security Information." Highlights of the Navy
c c ci.

turharoundf6l1oW; i.

.Reduced the number of its original classification authorities from 460 in FY 1988, to

142 in FY 1994.

.

.Created an active systematic declassification review program that went from review-

ing only 28,000 pages in FY 1988, to 3.8 million pages in FY1994.

-Increased the percentage of reviewed pages declassified from 75% in FY 1988 to

97% in FY 1994.

.Maintained a consistent level of oversight through its inspections programs, even with

downsizing.

.Maintained over 1,000 classification guides covering a variety of subjects, including

war-gaming, surface operations, aircraft, and missile technology.

.Maintained an active review program of its classification guides to ensure that the

data are accurate, that they are "user friendly," and that they are unclassified when-

ever possible.

Number of Original Classification Authorities

FY 1988 (460)

-FY 1994 (142;

2



Pa~es Reviewed

FY 1988 (28,000)

FY 1994 (3,800,000)

3
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Government Secrecy
The Foreign RelationsAuthorizatid~:'~Q~ for Fiscal Years 1 994 and 1 995 established the

;"," '""'"",,
Commission on Protecting and ~educrng Government Secrecy. Senator Daniel Patrick

'" """"C""""",Cc

Moynihan chairs the twelve mern~er,'~~dy~"ipartisanpanel. Representative Larry Combest
',:'::':;:U" """'", c' c;,~" "'" "

serves as Vice Chairman. ~"Qtfi~(, mern~ers "of the Commission, listed alphabetically,
include: ~~1 "~1' ~:,~1', ':1~' '"



Executive Order 12937

"Declassification of Selected Records Within the National Archives
of the United States"

On November 10, 1994, President Clinton issued an Executive order that declassified,

in bulk, a selection of classified records within the National Archives. This unprecedent-

ed Order declassified approximately 45 million pages or 14% of the National Archives

holdings of classified material, including classified holdings through the end of World

War It, and an equal number dating into the 1970s.

Executive Order 12937

THE WH.lTEHOUSE..,- :
November10,1994~

the'Constitu\ion and {he laws of the United $tate$of
A ,' , ' h ' ;j..

merIca, It IS ereby ordered'.

Section 1. The recordsjnthe Nat!onal Archives of the United States referenced in the iistaccom-

panying this order are hereby declassified.

Sec. actions as are necessary to make such
".. .

records available for pub1rc research no later than 30 days from the date of this Order, except to the

extent that the head of an affected agency and the Archivist have determined that specificJnforma-

tion within such records must be protected from disclosure pursuant to an authorized exemption to

the Freedom the exemption that pertains to national
; ... f '0 security In ormation.

Sec. 3. Nothing contained in this order sha(fcreateany right or benefit; substantive or procedural,

enforceab!e by any party against the United States, its agencies or instrumentalities.. its officers or

employees, or any other person.

\)Ju.kj...QJ. ~{5b~-4.~"b .AJ-.

shall' be

records is available
'" '..

from the ArchlVlstolthe United States.

I. All un reviewed World War II and earlier records, including:

A: RG18,ArmyAirFo!ces 1,J22,400pp.
" ,

8..RG65,Federa1Bureau of Investigation 362..500 pp.
c

C.RG127,'ynitedStates Marine Corps 195,,000 pp.
..-" ,.. ..
D,RG216jOfficeolCensorship 112.,500 pp..

..
E...RG226, OfficeolStrategtC Services 415,000 pp;
'..,
F..RG60, United States Occu pation Head quarters 4...,422, 500 pp ..

G.. RG 331, Allied Operational and Occupation 3..()97,500 pp..
..

350 reels

ofAl11edForce Headquarters)
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1,182,500 pp.

9,500,000 pp.

H..RG332, United States Theaters of War; World War"
-..'.

.I.. RG338: MedrterraneanTheater of Operations

and European Command

Subtotal for World War II and earlier 21 million pp.

1J.7.32 ,500 pp,

14' 25 " 00~"'~ pp.

5...655,000 pp,

" "
1,272.,500pp.

4Q7,500pp.".

,
933,OOOpp.

1' 2I"6,,~97 00 P.p..', .

4,870,000 pp.

448,OOOpp.

240,OOOpp.

II. Post-1945 Collections (Military and Civil)

General
Correspondence (selected records)

-.
B.RG51;BureauoftheBudget., 52.12 Budget

..
Preparat ton Branch.. 1952 -1969

"

C .RG72.,Bureau O.f Aeronautics {Navy)
j

{selectooyecordS)
RG r .-'.. "' S" '-.D","..' 166,ForergnAgr.rcu!lurgl', ~rvlce.,~

E.RG $13 ; Naval Operatin g" Forces
., ..

(seleCted1ecords)

F. RG 319, Office o.fthe Chierof Military History.
Man usc ri ptsgn d BgC kg round P gpers{se le9ted!ecOrds}

...
G.RG 337, Headqugrters, Army Ground Forces

"
(selected records )...

H.RG341,Headqugrters. United StgtesAirForce
-" ...

(selected records)
"...' .

..I.. RG - 389, Office of the Provost MgrshatGenera.l.
{selected records):.,~

" ..

J.RG391.'UmtedStates Army Regular Army Mob!1 Units

K.RG428. GeneraiRecords of the Departmentofthe Navy

{selected records)

L.. RG 472.. Army Vietnam Collection (selected records)

Subtotal for Other

TOTAL
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Allied Naval Comrnander-in-Chief
Expeditionary Force
Naval Operation Orders
10 April 1944

The object of operation NEPTUNE is to carry
out an operation from the UNITED KINGDOM
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Executive Order 12951
"Release of Imagery Acquired by Space-Based National Intelligence

Reconnaissance Systems"

On ~e~ruary 22, 1~?J ~reS!dentGli~ton is~ue.~an will
result!nthe declassrficatron and publlcavatlabrHtyof h1stor1callnte!.lrgence Imagery.

Executive Order 12951

THE WHITEHOUSE..
~ '"
February 22, 1995

~~

of ,,"c;;;c
c ;c"" c c ;.."c;",,"c ; c ""c" ";c " " ";cc c ",cc"" "c c ;;" cCoCCccc c" ";c,, cc" ,",c' ci,

Amerjca; and" jncorder to" release certain C'.!i
""c""; ,c"" c""",cccc;""'"";c"""'c"",,,,,cc"";;";"""",c,;"""" ;$ ""space-based 

national"
.$ ,," "',,"'" "~ " "" "c ci" ,
..IS " hereby ordered ,,as; fo.lIOWS":",, , ,,;" "c,,"" ,,"

"" ,," cc"" ," .!ii'"
" "" """ " ".!i ""'"

Section 1. Public" Release, of "H!storical Intelligence .Jmagery..
" c" ,," ..."" """""""",, " .' $

,," Imagery acquIred by the"space~based natlonalcl
c,,""" """ ""","" """ c c""". .""',.."

"i, "" c"asthe" Corona.. Argon ,and"La"nyardcmlsslons s".haU,
"c" , " c ""c' "'$ c" " "c" "

National Archives "and

~

~

Uruted States. Upon

available to the public,

Sec. 2. Revi.ew .forFutur~ Public Release of lntel\\gencefmagery.

,.. .'.,"""""',-
..Interests of

, """-" .
CentraHnte1hgence.. 1n

" "'" '
ofCentra!..InteHlgence shaH ~stabhshaoomprehenslve p.rog.ramfortheperlodlc reView of

estsof national defense and foreign policy. For imag~fromobsolete
return systems other! -~_c~ -, "

pletedwithjn5yearsotthe date of this order.

.' ...,..

toa!imetabi.e

(b) The cnteriareferred,

acquired by Gtspace-based natiooafirnelligeoce reconnalssGtnce:

Sec. 3, General Provisions.
."" .

(a}Th!s order prescnbes a comprehenswe andexcl.uslVesystem for the
~image~ -~ ~ ~~

.,'. ...'.; -

es of. section 552(b)(1 }oftheFreedom of. JnformationAct.
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Major step toward full implementation

of the National Industrial Security Program
On October 5, 1994, then DeputY Secretary of Defense John Deutch,acting as the Executive

Agent, announced the release of the National Industrial SecuritY Program Operating Manual

(NISPOM). The product of several years of effort by Government and industry security profes-

sionals, the NISPOM is the centerpiece of the National Industrial Security Program (NISP}

established by Executive Order 12829, "National Industrial SecuritY Program.."!ssued in 1993.

The.i.ssuanceofthe Manuar should mark the beginnrngoffull imp!ementatronofthe NISP.

Therat"onale for the establishment of the NISP was the desire to standard!zesecurity pro-

ceduresforprotecting c;assifiedinformation held by..industry. !ts a!m"s to prov"defor a "single,

integrated, cohesive" industrial security program by replacing conflicting, overlapping and

unnecessary requirements with un!fOrm standards. The NISPOM gives this aim operational

expression. Consequently, the inrtia.i test of the effectiveness of the NISPOM is whether it

achieves the fundamental purposes of 12829. The ISOO is presently reviewing the

for this purpose, The review yet completed. Still, some brfefcomments are

at this juncture.

a.iogicalprogression through sections on clas-

safeguarding and other topics. However, some unre-

the part of the agencies involved

of contractors have expressed concern about con-

lack of claritY of some of

in its availabilitY- Some of these con-

at the April 1995 meeting of the National

TheNISPPAC, which con-

sists ohepresentatives from both Government and industry, advises the ISOO Director onal!.

matters concerning the program, including recommending changes in policy and proposing

solutions to issues in dispute.

The I

sjfication,

solved

to resolve them.

The Issuance of the NISPOM holds potential for meeting.t.he goals of E.O, 12829.Asa major

change in the way of doing business, no one should be surprised that there have been some

problems following its issuance. What is needed at this time are renewed efforts to continue

progress toward a single, integrated industrial security program. For this purpose, agencies

should give a strong and fresh emphasis to setting aside paroChiallnter~sts and demonstrat-

ing commitment. to achieve the goals of the National Industrial Security Program.

12
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Cover of the National
Industrial Security Program
Operating Manual.
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October 1994 press release
announcing the release of the
National Industrial Security
Program Operating Manual.

w

N" S67-94
(703~[92(-)
(7O3)697-3[89(""b)

IMMEDlAn RELEASE 0...""" 1994 (7O3)697-=<Publ__)

STANDARDIZED INDUSTRIAL SECURITY POLICY DEVELOPED

DepUIy S " of Dot",," """ nc.1ch ""y on Ibe ,.I of Ibe National
huJu.,;.ISocurily_--tin8Manua1 "'""",,,bmwnumoNlSPOM.wil[
,"""""" -wily poll" 'M .nExoouti.. _--a ,;.1
P"'I"""ond"--"guJa.., w...L M="""I2.(XXJ,..,,...m..ond
mdop-.. con..."" ..-tIn. wi.. ,""'rood P"'"unent 'nf...,.tinn win '" """'" by"",
_OIl

Th, NISPOM;, the prod.., ofa ..-",,- by h._, af "",;'y spociaJi.. 'a

,ti.,;na" _a.v, "'.,.;.1 -'" ftr a"", -wotking wi~ t

"..,'a '" Naw.u._will.~the~has;c""" Tho_aloop!-.

omphali, 00 ,,'" m "" avo;dance 10 of ,.;.1

..-, '"nIONad,"",fnd ;a1S.-yProl"'""'""""fwno_.,adapt"""'y
,.,tici"and,..odc".,ovolvin.""'it_,""',.oop"'I"'"n_" """nhs""--

N_-rala...,,;~and"'_I'OOp'_oo"a_;n""'ff"'- Tho

A___A,...,;adoo,focOMmplo.i',""lCdw;lbproviding",lylcwlmhipfoc'"

program which lod ., Ib, NlSPOM """oal- "Thc NlSPOM will .,..oy ""'" ...,...,. roc

""",",D, _00 and -that~lt -a "",ir.mdoo of""-and "",=.."..;dAlA_, ""D F., Tho NISPOM "P""'" tho -of""~~ -,.n.J Soc,"" Man.a! ""

S_..C!oaaifiodln_of'-.l991
-END-

NB. Aoopy of... National 1- -" M.."";, avallabl, ftr,.v;ow by the~ 10 theD;",tma" "" Doren., Iorocm..,.;, rO«n 2B76S. tbcP~",oo Cop!.- will bc modo

.v- ., -"""'gb d;mh.,;,., ,.-.
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Classification

Original Classif!ers

Original classification authorities, also called original classifiers, are those individuals designated

in writing, either by the President or by selected agency heads, to classify information in the first

instance. Under E.O. 12356, only original classifiers determine what information, if disclosed

without authority, could reasonably be expected to cause damage to the national security.

For FY 1994, the number of original classifiers throughout the executive branch was 5,461,

exactly 200 fewer than last year. This figure, for the fourth consecutive year, represents the low-

est number of original classifiers ever reported by ISOO. ISOO attributes the decrease in the

number of original classifiers over the past several years primarily to the end of the Cold War

and the on-going efforts to downsize Government. Since disparities exist among agencies with

comparable original classification authority, ISOO believes further reductions are possible with-

out having a negative impact on agency operations. The issuance of Executive Order 12958,

"Classified National Security Information," offers an excellent opportunity to achieve further

reductions. Agency heads and senior agency officials will be reviewing each and every one of

the individuals with original classification authority before redelegating authority under the new

Executive order. Therefore, ISOO will continue to encourage agencies to use this occasion to

limit the number of original classification authorities to the lowest level possible.

In FY 1994, agencies reported decreases in the number of original classifiers for all three levels.

At the Top Secret and Confidential levels, agencies reported decreases of 1 %, while the

number of Secret original classifiers decreased by an impressive 5%: ISOO wishes to recog-

nize several agencies for their efforts to reduce the number of original classifiers. In particular,

ISOO applauds AID and FEMA for reporting decreases of &1-% and 73%, respectively. Also

reporting significant reductions were DOE, Treasury and 000, which has been at the forefront

in reducing its number of original classifiers for the past several years. Please refer to "A

Success Story" on the Navy's progress in this and other areas in recent years.

14



Original Classifiers FY 1994

Total

Top Secret

Secret

Secret level classifit

decrease by 5%Confidential

one year

60,000

Q

1971 The Trend 1994

-Total

Original Classification

Original Classification is an initial determination by an authorized classifier that information

requires extraordinary protection, because unauthorized disclosure of the information could

reasonably be expected to cause damage to the national security. The process of original

classification ordinarily includes both the determination of the need to protect the information

and the placement of markings to identify the information as classified. By definition, original

classification precedes all other aspects of the security classification system, e.g., derivative

classification, safeguarding and declassification. Therefore, 1800 often refers to the number of

original classification actions as the most important figure that it reports.
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Original Activity FY 1994

Total
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Top Secret 7,042
classification down

by 17%; Top Secret
Secret

decisions by 61%

Confidential

3,000,000
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-Total ...Secret ...Confidential --Top Secret

For FY 1994, agencies reported a total of 204,683 original classification decisions. This figure

represents a decrease of 17% over the number of original classification decisions reported in

FY 1993, and is the lowest number of original classification actions ever reported by ISOO.

Again, ISOO believes the decrease in the number of original classification decisions over the

past several years is a result of on-going efforts to downsize Government and the end of Cold

War tensions. By classification level, both Top Secret and Confidential decisions decreased

significantly by 61 % and 31-%, respectively, while the number of Secret original classification

actions remained relatively unchanged. The decrease in Top Secret decisions is most impressive

since it reduces the number of classifications that are, by far, the most costly to maintain.
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Original Activity By Agency FY 1994

Justice

CIA

DOD

State

All 

Others 7,244

Four agencies, Justice, CIA, 000, and State, continue to account for almost 97% of all origi-

nal classification decisions. Of these agencies, Justice reported the highest number, with a

total of 72,880 original classification decisions. However, this number represents a decrease of

8% in original classification decisions at Justice from the figure reported in FY 1993. CIA reported

a total of 57,720 original classification decisions, which represent an increase of 15% from the

prior year. CIA attributes this increase to the agency's reorganization of personnel, which result-

ed in a modification to the agency's sampling method. ISOO believes the increase is not a mat-

ter of serious concern but intends to monitor the situation closely. ISOO applauds 000 for

reducing its number of original classification actions by an impressive 47%. State also report-

ed a decrease of 13% in the number of original classification decisions.

DaD reduce

original classificai

For the agencies with smaller programs, the data collected show a decrease of 12% in the

number of original classification decisions. In particular, ISOO comrilends NASA, Treasury, and

Commerce, which reported decreases of 80%, 31 %, and 25%, respectively, in the number of

original classification actions.

activity by 47D;

As part of the original classification process, the classifier must determine a time frame for the

protection of the information. This is commonly called "duration" of classification. E.G. 12356

provides classifiers with two means of designating the duration of classification for national

security information, better known as declassification instructions. First, the information may

be marked for declassification upon a specific date or event. For example, a classifier may

determine that the information's sensitivity will lapse upon the completion of a particularproject. 

The event would be noted on the face of the document, and when the project had
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Original Classification Levels FY 1994

r

3°1
lO

.Secret .Confidential'

.rop 

Secret.

been completed, the information would automatically be declassified. Only if a specific date or

event cannot be determined at the time of classification is the classifier authorized to use the

second means, marking the document with the notation "Originating Agency's Determination

Required" ("OADR"). "OADR" indicates that the information must be reviewed by the originat-

ing agency before declassification action may be taken.

Duration of Classification FY 1994

E.G. 12958 will

eliminate the

indefinite duration

of classification
_OADA .Date/Event

For FY 1994, 8% of all original classification decisions were marked for de~assification with a

specific date or event, as compared to 3% of all original classification actions reported in

FY 1993. Although this represents a very positive improvement, ISOO believes both propor-

tions are too low. Executive Order 12958, "Classified National Security Information," which

becomes effective on October 14, 1995, includes provisions specifically designed to address

the problem of indefinite classification, including the elimination of the "OADR" provision.

Derivative Classification

Derivative classification is th.e act of incorporating, paraphrasing, restating, or generating in new

form classified source information. Information may be derivatively classified in two ways: (a) through

the use of a source document, usually correspondence or publications by an original classification

18



authority; or (b) through the use of a classification guide. A classification guide is a set of instruc-

tions issued by an original classification authority. It pertains to a particular subject and describes

the elements of information about that subject that must be classified, and the level and duration of

classification. Only executive branch or Government contractor employees with the appropriate

security clearance, who are required by their work to restate classified source information, may clas-

sify derivatively.

Derivative Activity FY 1994

Total

Top Secret

In 

ten years339.155

derivative decisioll

Secret have decreased

by more than

Confidential 894,499
two-thirds

15,000;000

0

1985 The Trend in Millions 1994

-Total -.-Confidential...Secret --Top Secret
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Derivative Activity By Agency FY 1994

DOD

CIADerivative

classification decreases
Justice 329.657

by almost 1.6 million

actions
State 133;745

All Others 44,768

For FY 1994, agencies reported 4,569,214 derivative classification actions. This figure repre-

sents a significant decrease of almost 26% from that reported in FY 1993, and is the lowest

number ever reported by ISOO. Again, ISOO attributes this decrease to the continuing efforts

to downsize Government programs, operations, and personnel and the absence of any major

international conflict involving the United States. During FY 1994, the four major classifying

agencies reported significant reductions in the number of derivative classification actions.

Among these agencies, Justice led the way, reporting a 56% reduction in derivative classifica-

tion actions. 000 reported a 28% reduction, State reported a 13% reduction, and CIA report-

ed an 8% reduction in the number of derivative classification actions from FY 1993. ISOO

applauds Justice, CIA, 000, and State for their efforts in reducing significantly the number of

derivative classification actions.

All other agencies reported 44,768 derivative classification actions, a 20% reduction from the

prior year. Among these agencies, ISOO commends the following agencies for reducing the

number of derivative classification actions for FY 1994: AID (34%) , DOT (28%), ITC (40%),

OPIC (67%), Treasury (15%), and USTR (94%).

As in the past, the breakdown of derivative classification actions by classification level differs

somewhat from the breakdown of original classification decisions: Secret and Top Secret

decisions continue to comprise higher percentages of the total. With respect to the proportion

of Top Secret actions, this results from a very few activities that produce a relatively large

quantity of derivative documents from classification guidance. Generally,jhis Top Secret infor-

mation is highly localized, so that the percentage of Top Secret actions within almost all
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collections of classified information is much smaller. Nevertheless. if it continues, the significant

reduction in Top Secret derivative actions that took place in FY 1994 will have a significant

long-term impact in reducing the costs of classification.

Derivative Classification Levels FY 1994

Top Secret

derivative acti(

reduced by

.Confidential.Secret -Top Secret than half

Combined Classification FY 1994

By adding original and derivative classification decisions, ISOO arrives at what it calls combined

classification activity. In FY 1994, combined classification activity significantly decreased by

1 ,634,791 (26%) to a total of 4,773,897 actions. Since derivative actions outnumbered original

actions by a ratio of more than 22:1, they had a much greater impact on combined classificationactivity. 

Again, both derivative and original classification activity reached all time reported lows

in FY 1994. This resulted in an all time reported low for combined classification activity.
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Combined Activity FY 1994
-

Tatar

Top Secret 346.197

Secret

Confidential 961,870

16,000,000

Total classification

activity down 26%

from last year

0
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-Total ...Secret --Confidential ...Top Secret

DaD accounted for 57% of all classification activity reported for FY 1994, CIA accounted for

31 % of the totat, Justice 8% and State 3%. Again, the remaining agencies accounted for only

1 % of the combined classification activity. These agencies run the gamut, however, in the

degree of their involvement with classified information. They range from very large departments

that possess very little classified information, and generate almost none, to very small entities

that exist almost exclusively in a classified environment.
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Combined Activity By Agency FY 1994
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Declassification

Systematic Review

Started in 1972, "systematic review for declassification" is the program under which classified,

permanently valuable (archival) records are reviewed for purposes of declassification after the

records reach a specific age. Under E.O. 12356, NARA is the only agency required to conduct

a systematic review of its classified holdings. NARA ordinarily reviews its classified holdings as

they become 30 years old, except for certain intelligence or cryptologic file series, which are

to be reviewed as they become 50 years old. While other agencies are not required to establish

a systematic review program, ISOO encourages them to do so. With the approval of the

originator, agencies, including NARA, may conduct a systematic review of records that are less

than 30 years old.

ISOO is pleased to report that during FY 1994, the product of the systematic review program

showed its first significant increase since FY 1990. Agencies reviewed 13.3 million pages in

FY 1994. This is an increase of 4.3 million pages (+47%) from FY 1993. Of the pages reviewed.

84% were declassified. a significant increase from the 73% rate reported in FY 1993. As a result

of the greater number of pages reviewed and the higher declassification rate, over 11.2 million

pages were declassified under the systematic review program in FY 1994. When added to the

number of pages declassified under the Executive Order 12937, "Declassification of Selected

Records Within the National Archives of the United States," 1994 was a banner year for declassi-fication. 

With the advent of the declassification reforms in Executive Order 12958, "Classified

National Security Information," these numbers should be a prelude to the future of declassification.
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Although the efforts of several agencies contributed to the increase, DaD and State account

for much of the program's substantial improvement. DaD accounted for the highest volume of

pages reviewed in FY 1994. DaD reviewed over 6 million' pages, 3 million more than in

FY 1993 (+109%). While several DaD components contributed to DaD's outstanding perfor-

mance, the three military services account for most of DaD's systematic review activity.

Particularly noteworthy is Navy's contribution. During FY 1994, Navy reviewed 3.8 million

pages, 3.2 million more than in FY 1993, almost a seven fold increase. Of the 3.8 million

reviewed, Navy declassified 3.7 million pages.

State accounted for the second highest volume of pages reviewed in FY 1994. State reviewed

4.4 million pages, nearly a 3 million page increase from FY 1993. Of the 4.4 million pages

reviewed, State declassified 4 million pages.

DaD and State

account for the large
In FY 1994, the number of pages NARA reviewed decreased from 3,005,456 to 2,320,531

(-23%), with a declassification rate of 95%, a slight increase. NARA's primary explanation for

the decline in its systematic review activity was a reduction in resources to conduct systematic

review. For the past two years, NARA has reported that special projects, such as the Kennedy

assassination files, critically impact the product of its systematic review program. Additionally,

in FY 1994, FOIA requests for NARA's classified records increased significantly. Since FOIA

reviews are far more time intensive than systematic review, the negative impact on NARA's total

declassified product was substantial.

increase in

declassification

The lack of sufficient resources to conduct a viable systematic review program has led to a new

approach to deal with the build-up of older, permanently valuable classified records. E.G. 12958

substitutes a structured automatic declassification provision for the page by page, line by line

burden of systematic review. As envisioned, systematic reviews will be retained to deal only with

those relatively few records exempted from automatic declassification under the new system.
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Mandatory Review

Under E. O. 12356, the mandatory review process allows agencies or citizens to require an

agency to review specified national security information for .purposes of seeking its declassifi-

cation. Requests must be in writing and describe the information with sufficient detail to permit

the agency to retrieve it with a reasonable amount of effort. Mandatory review remains popular

with some researchers as a less contentious alternative to Freedom of Information Act (FOIA)

requests. It is also used to seek the declassification of the presidential papers or records of

former presidents, which are not subject to FOIA.
31 % increase

in number of pag
The 4,196 cases processed under mandatory review during FY 1994 comprised 51,976

documents totaling 323,945 pages. The number of pages processed represents a 31 %

increase from the prior year. The percentage of pages declassified in whole or in part (83%) fell

significantly from last year's rate of 93%. Given the high proportion and number of pages

declassified, mandatory 1eview remains a highly successful mechanism for the declassification

of information, With the advent of an Interagency Security Classification Appeals Panel under

E.O. 12958, mandatory review may become even more popular in the future.

subject to mandat(

reVIew

Mandatory Review Pages Processed FY 1993-1 994

T9~

Granted in Full

PartGranted

Denied in Full

.FY 1993 .FY 1994
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Mandatory Review Action Taken FY 1994

Cases Documents Pages

.Granted in Full .Granted 1n Part .Denied in Full

E.O. 12356 also provides that agencies or members of the public may appeal mandatory

review denials to designated officials of the denying agencies. In FY 1994, the number of doc-

uments and pages processed on appeal dropped dramatically. These decreases result from

the figures reported by the Department of Justice for mandatory review appeals. During an

administrative review of its data collection procedures, the FBI discovered that it had incor-

rectly included Freedom of Information Act requests in its past reports. Consequently, Justice

did not include these requests in its FY 1994 report.

83% of pages

declassified in whole

or part
During FY 1994, agencies processed 77 appeals that comprised 386 documents totaling

3,046 pages. Of these, 88% of the pages were granted in whole or in part. This high rate sug-

gests that researchers can continue to anticipate greater returns in declassified information if

they pursue an appeal.

Total Cases
Acted on

%Granted
in Full

%Granted
in Part

%Denied
in PartAgency

DOD 1,154 60 23 17

CIA 597 38 52 10

NARA 561 40 36 24

All Others 314 73 19 8
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become an attractive
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Executive Order 12356 requires that each executive branch agency that originates or handles

classified information establish and maintain "an active oversight and security education

program." Self-inspections are an important part of an agency's program and allow it to identify

infractions (minor violations) of the Executive Order, the implementing ISOO Directive or agencyregulations. 

Agencies are required to report to ISOO the number and results of these self-

inspections each year.

For the fourth year in a row, agencies reported a decrease in the number of self-inspections.

For FY 1994, agencies reported 6,513 fewer self-inspections, a 34% decrease from the num-

ber reported in FY 1993. This dramatic decrease is largely attributed to 000, which conducted

5,813 fewer self-inspections in FY 1994 than in FY 1993. Other agencies with significant

decreases include CIA, Commerce, DOE, DOT, FEMA, Justice and NASA. These reductions

in self-inspections are attributed to downsizing and reorganizations throughout the

Government. Those agencies reporting major increases, thus enhancing their oversight capa-

bility, include HHS, HUD, NARA, NSF, and State.

In FY 1994, agencies detected a total of 12,961 infractions. Compared to FY 1993, this figure

represents a 31 % decrease. Although the overall number of inspections has decreased by a

substantial margin, the average number of infractions discovereq per inspection increased

slightly from 0.97 in FY 1993, to 1.02 in FY 1994. While these figures are encouraging, they

are not at a level that indicates that an effective self-inspection program is in place at all agen-cies. 

Pursuant to sections 5.2 and 5.3 of Executive Order 12958, "Classified National Security

Information," an implementing directive for agency self-inspection programs will be issuedshortly. 

ISOO believes that establishing uniform standards for comprehensive self-inspections

will improve the quality of agency self-inspection programs as well as the accuracy of statistical

data that are annually reported to ISOO.
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Agency Self-Inspections

FY1994

FY 1993

FY1992

FY 1991

E.G. 12958 will result
FY 1990

uniform self-inspectioi

FY1989
standards

FY 1988

FY 1987

FY 1985

FY1983

Infractions

Mismarking 10,416 5,287

Improper Storage 5,150 4,490

Overclassification 683 555

Classification wlo Authority 33 35

Other 378 392

31



Classified National Security Information

This order prescribes a uniform system for classifying, safeguarding, and declassifying national

security information. Our democratic principles require that the American people be informed of the

activities of their Government. Also, our Nation's progress depends on the free flow of information.

Nevertheless, throughout our history, the national interest has required that certain information be

maintained in confidence in order to protect our citizens, our democratic institutions, and our par-

ticipation within the community of nations. Protecting information critical to our Nation's security

remains a priority. In recent years, however, dramatic changes have altered, although not eliminat-

ed, the national security threats that we confront. These changes provide a greater opportunity to

emphasize our commitment to open Government.

NOW, THEREFORE, by the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

PART 1-0RIGINAL CLASSIFICATION

Sec. 1.1. Definitions. For purposes of this order:

(a) "National security" means the national defense or foreign relations of the United States..

(b) "tnformation" means any knowledge that can be communicated or documentary material,

regardless of its physical form or characteristics, that is owned by, produced by or for, or is

under the control of the United States Government. "Control" means the authority of the

agency that originates information, or its successor in function, to regulate access to the infor-

mation.

(0) "Classified national security information" (hereafter "classified information") means information

that has been determined pursuant to this order or any predecessor order to require protec-

tion against unauthorized disclosure and is marked to indicate its classified status when in

documentary form.

(d) "Foreign Government Information" means:

(1) information provided to the United States Government by a foreign government or gov-

ernments, an international organization of govemments, or any element thereof, with the

expectation that the information, the source of the information, or both, are to be held in
,

confidence;

(2) information produced by the United States pursuant to or as a result of a joint arrange-

ment with a foreign government or governments, or an international organization of gov-

ernments., or any element thereof, requiring that the information, the arrangement, or both,

are to be held in confidence; or
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\3) information received and .treated as "Foreign Governmentlmormation" under the terms

ora predecessor order,

(e}"C.lassification"means the act or process bywhichlmormation is determinediobeQrassified

information,

(1)"Orlg~inarclassification"means an initial determinationthatinformatiomequires, in the interest.
of nat.ional security, p!otectionagainst unauthorizeddiscl.osure.

{gj "Original classification authority" means an indiyidual authorized in writing; either by the

President, or by agency heads or otherOffi9ials designated by the President: to classify infor-
.., .

mabon.ln the 11rst Instance.

(h!"UnauthoriZeddisclosure" means a communication or physical transfer of classified informa-

tionto an unauthorized recipient.

(i) "Agency" means any "Executive agency," as defined in 5 U.S.C. 105, and any otherentit.y

within the executive branch thalcomes into the possession ofcJassifiedinformation.

O}"Seni.or agencyofficial"meanstheofficial designated by the agency headundersection5.6(cJ.

of this order to direct and admjnisterthe agency"s program under which informatjon!sc!as-
..

slfied.. safeguarded and declassified.

(k) "Confidential source" means any individual or organization that has provided,orthatmaytea~

sonably be expected to provide, information to the United States on matters pertai.ning to the

national security with the expectation that the information Or relationship, or both, are to be

held in confidence.

(I) "Damage to the national security" means harm to the national defense or foreign relations of

the United States from the unauthorized disclosure of.1nformation, 10 Include the sensitivity,
' I' fh '

f value,andutl!tY ot. at)n...ormatlon.

Sec. 1.2. Classification Standards.

(a) Information maybe originally classified under the terms of this order omyifa[ofthefollowing

conditions are met:

(1) an original classification authOriiy is classifying the information;

(2) the information.isownedb y, produced by or for, or is under the control of the United States

Government;

{$)theinformation falls within one or more of the categories of information listed in section

1.5 of this order; and

{4)the original classification authority determines that the unauthorized djsc!osureofthe..infor~

mation reasonably could be expected to result in damage to 'the national security and the

original Glassification authority is able to identify or describe the damage.

{b))(there is significant doubt about the need to classify information, it shall not be c.!assified.

This provision does not:

(1}amp!ify or modify the substantiVe criteria or procedures for classification; or

(2) cre(:\teany substantiVe or procedural rights subject to judicia! review.

(c) Classified information shall not be declassified automatically as a resultof any unauthorized

disclosure of identical or similar information.
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Sec. 1.3. Classification Levels.

(a) Inform..~ ation maybe classified at one of the following 1hree levels:

{1) "Top Secret" shal) be applied to..information.. the unauthorized disclosure of which reason-" -..;.

ably could natlonalsecurlty1hat

the original classification amhority is able toidenufYordescribe..,
(2J "Secret" shall be reasonably

.
couJdbe expected to cause ginalclas-
sificauon authority is able to identifY or describe.

(3) "Confidential" sha[ be applied toinformauon.. the unauthorized disclosure of which rea-

sonably cou.ld be expected to cause damage to the national securitythattheOrigi~al clas-
..,... c" ,

slf!catlonauthonty IS able to IdentifY or describe.
c"

no other terms shall be used to JdenufY United
"- ~;, ; c"c"
States classified 1nformatlon;

(c}.l.f there is slgruflcant doubt about the appropriate level of c1asslfication, ltshallbeclassified at

the lowerlevet.,

Sec. 1.4. Classification Authority.

(a) The authority to classify information ori.ginaljy may 00 exerc!sed only by:
...

{1)ThePresldent;

{2)agency heads and officials designated by the Presidentin)he Federal Register; or

{3) United States Government officials delegated this author~pursuant to paragraph (c), below.

(b) Officials authorized to classify ioformationat a specified level are also authorized to classify
...

.information at a lower level.

(c) Delegation of original classification authority.

(1) Delegations of original classification authority shall be limited to the minimum required to admin-

ister this order. Agency heads are responsible for ensuring that designated subordinate officials

have a demonstrable and continuing need to exercise this authority.

(2) "Top Secret" original classification authority maybe delegated only by the President or by

an agency head or official designated pursuant..toparagraph {a)(2),above.

(3) "Secret" or "'Confidential" original classification authority maybe delegated only by the

President; an agency head or official designated pursuant..to paragraph (a)(2!, above; or

the senior agency official, provided that official has been delegated "Top Secret" original

classification authority by the agency head.

(4) Each delegation of original classificatronauthoritysha[beinwriting and the authority shall

not be redelegated except asprovided.inthisorder. Eachdele gTation shall "identi fy theoffi-".

c.ialby name or position title.

(d) Original classification authorities must receive training in original classification as provided.in

this order and its implementing directives.

(e}Exceptional Cases. When an employee, contractor, licensee, certificate holder, or grantee of

an agency that does not have original class)fication authority originatesinformat(on believed

by that person to require classification,ihelnformatlon shall be protected in a manner con-
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sistent W!th)h!S b.rder and shal.f be transm!tted

promptly as prb.vlded under thIs brderorlts .implementing drrect\ves to the agency that has,

appropriate authoriwwithrespect to th(s(nfor~a-

tion,Thatagen - this.information ..JfJtfsnof

D.irectorof thetnformation SecurrwOverslght Office, The Drrector shalldetermrnethe agency

recom-
c

Sec. be considered for cjassiticationun)eS$.ii
concerns "

" ..

","',," "' ...or ",.- ~'(a}mll\iarYplans,weaponssysiems, or operations;
,

(b) foreIgn governmentmformatlon;
..

intelligence sources or methods, or cryptology;

(d)]ore,gn!e(ationsor -
(e\ scientitic, technolo gical, or economic matters relating to the national securit y;1. ,- '.
(fI" " S "' G ' fd ' l ' ) " f' 'I"' "United tates'.-overnment programs for sa.eguar Ing nuclear materia S or aClltles;or
0

projects or plans relating to the

nat,onar security...

Sec. 1.6. DurationofCtass.ification,

(a)Atthetimeoforigin ! af classification,. the original classification authority shalfattempttoestab.,- -

iish a specific date or event for declassification based upon the duration of the nationalsecu--,

ritYsensitivi.wo(the..1nformation. The date or event shallnotexceoothetime frame in para-
,9y" ph ' (b) below;,""'" , ,I; ,,' "~ c

determ.ine an earlier specjficdateorevent}or
i ,,; , ",. ,.

declassIfication, J.nformatlonshali'oomarkedfor declassIfication 10 y~sfromthedateofthe

orig.inardecision ; except as provided in paragraph (d), below....' ..

(c) A- noriginal classification authority may extend the duration ofctassification Or reclass~spe-.
to exceed 10 ye _arsatatime if such 'action is con-.

,. ,
sistentwiththestandards - and procedures established under thigorder. This provisIon does

ic' , .
notapplyto!nformatlonconta!ned.ln records that are more than 25 years old and have been,
determinootohavepermanenthistorical value under tit.ie 44; Un.ited 8tates Code..

(d) At the time of original c!assification.,the '
d ,J I ' f'" ' h " 10 :f"+ t ' th th '~"' d" .1 ' fh "'

hecaSSI.lcatlon Wit lln ,years Spec"IC In ,orma.lon , " eunau"onzvu !SCOSUre 0 W!C
..-

C_ ould greater

than that provided in reasonably be-.
expected to:.
.( .-.c""

or a cryptologlC system or activity}

J ..i.., assist In the development or use of weapons of mass

'- ..;
Idest..ruC'ttIO'1',. ";.

,.. "
(3)revea!J.nformatlon that wou!d 1mpalr the dev8.iopment or useortechnologyw!th\QaUmted.

~8 ' t - 1' ~ ." .. t . ,.. 0. " -," a,eswea pon Sys em,"c ...

nati.ona)
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(5)reveat foreign government information;

(6) damage relations between the United States and a foreign government, reveal a confi-

dential source, or seriously undermine diplomatic activities that are reasonably expected

to be ongoing for a period greater than that provided in paragraph (b), above;

(7) impair the ability of responsible United States Government officials to protect the

President, the Vice President, and other individuals for whom protection services, in the

interest of national security, are authorized; or

(8) violate a statute, treaty, or intemational agreement.

(e) Information marked for an indefinite duration of classification under predecessor orders, for

example, "Originating Agency's Determination Required," or information classified under pre-

decessor orders that contains no declassification instructions shall be declassified in accor-

dance with part 3 of this order.

Sec. 1.7. Identification and Markings.

(a) At the time of original classification, the following shall appear on the face of each classified

document, or shall be applied to other classified media in an appropriate manner:

(1) one of the three classification levels defined in section 1.3 of this order;

(2) the identity, by name or personal identifier and position, of the original classification authority;

(3) the agency and office of origin, if not otherwise evident;

(4) declassification instructions, which shall indicate one of the foJlowing:

(A) The date or event for declassification, as prescribed in section 1.6(a) or section

1 ,6(c); or

(8) the date that is ten years from the date of original classification, as prescribed in

section 1.6(b); or

(C)the exemption category from declassification, as prescribed in section 1.6(d); and

(5) a concise reeson for classification which, at a minimum, cites the applicable classification

categories in section 1 ,5 of this order,

(b) Specific information contained in paragraph (a), above, may be excluded if it would reveal

additional classified information.

(c) Each classified document shall, by marking or other means, indicate which portions are clas-

sified, with the applicable classification level, which portions are exempt from declassification

under section 1.6(d) of this order, and which portions are unclassified. In accordance with

standards prescribed in directives issued under this order, the Director of the Information

Security Oversight Office may grant waivers of this requirement for specified classes of doc-

uments or information. The Director shall revoke any waiver upon a finding of abuse.

(d) Markings implementing the provisions of this order, including abbreviations and requirements

to safeguard classified working papers, shall conform to the standards prescribed in imple-

menting directives issued pursuant to this order.

(e) Foreign government information shall retain its original classification markings or shal1 be

assigned a U.S. classification that provides a degree of protection at least equivalent to that

required by the entity tbat furnished the information.
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{f)1nfor..mation assigned a level of classification under this or predecessor. orders shall be con-

sjderedas classified at thaf leverof classification despite theornjssionofother required rnark-

ings..Wheneversuch ,jnformation is used in the derivative classification Processor is reviewed

fo(possfbledeclassiflcation, ho!dersof such information shall coordinate with an appropriate

markings.

a classified addendumwhenev-

erc!assifled information constitutes a small portion Of an otherwise unclassified document.

Sec. 1.8. Classification Prohibitions and Limitations..
c

ja)!n no caSeshal)informationbeclasslfied in order to:,

i2{prevent embarrassment to a person.. organization, or agency;
,

-' ,

{3{restraln competrtron: or

,:(4)prevenvor delay the relea$sof information that does not requireprotection.inthe interest,... ".
of. national securt+-,.' 'J

(b) Basic scientlfiQresearchinformation nolciearlyreiated1oihenationaisecuntY may not be
:" '.

cfasslf!ed.

(cifnformationmaynotbe rec.lassified after it has been declassifiedandreJeasedtoihe public,

under proper authority.

(d)!nformation that has not previously beendisclosoo to the public under proper authority may

beclassifiedorreclass.i.fled after an agency has received a Tequestfor it under the Freedom

of Information Act (5U..S.C. 552) or the Privacy Act of 1974 (5 U.S.C.552a),orthe manda-

to(y!eview provisions of sect.ion3.6ofthisorder only if such classification meets the require-

ments ofthiso~derandisaccomplishedon a document-by-document basis with the per-

sonalpartic!pationor under the direction of the agency head, the deputy agency head, or the

senior agen. cyofficial designated under section 5.6 of this order. This provision does not apply.
toclassifiedlnformationcontainedin recordsthalare more than 25 years old and have been

determined to have permanenlhlstorlcal value under title 44, United States Code..

(e) Compilations of items of information which are ind)viduallyunclassified may beclassifioo if the

compiledlnformation.reveals an additional association or relationshi. p that:

(1.).meet$ the standards for classification under this order; and

of information. As used in this order, "com-

pilation" means an aggregatioh of pre-existing unclassified .items of information.

Sec. 1.9. Classification Challenges.

(a) Authorized ho1de_ rs of informat!onwho, in good faith, believe that its classification status is
'. -.

improper are status oftheinforma-

tionin accordance with agency procedures established under paragraph (b), below.

directives issued pursuant to this order, an agency head or

senior agency official shall establish procedures under which authorized holders of inform a-

tionareencouraged and expected to challenge the c.fassification of information that they

believe.ls improperly c1assified or unclassified. These procedures shall assure that:

(1) individuals are not subject to retribution for bringing such actions;

(2) an opportunity is provided for review by an impartial official or panel; and
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PART 2 -DERIVATIVE CLASSIFICATION

Sec. 2.1. Definitions:Forpurposes otth!s order:" " ; -

new
c, conststentw.lth

classificatfon guidance.. The

...'. '" .
(b) "ClasstflcafionguJdance"means anYlnstrucfionor source thatprescrr.bes theclassificafion of.'

specific information.

(c) "Classification 9 u)de "means.-

rnal sub-
.',' '... ,.
ject that muSt be classified and estabhshesthe level and durat .10n .otclassr.ficafion for each

.
such element.

.
(dr"Sourcedocument" means an existing document that containsclassifiedtnform ,lation that is

lncorporated, anew document.

(e) "Multiple sources"
.

nattonofboth..

S 22UfD "' Cl ifi ' ec. ..se a ,envatlve lass lcatlon.

ja)Persohs who only only apply

.
need not possess ori ginal classification authorit y.

c "" ."" .
(b) Persons who apply derivative classification markings shall:-

(1) observe and respect original classificatioh decisions;ahd

created document' .cc.. ' .",. ..'., c.."...o .

!nformat.ionderlVabvelyclasslfled basedonmulbp.lesources, thedenvabve clasSifier shall,
i" fdcar ry orwar. ': "

.' .'

...(A) the date O.revenHor declassification that corresponds to the .longest periodofcJas.-
sificatioh among the sources; and-~

,.
Sec. 2.3. Classification Guides.

(a)
...,. ,., ,-

proper and unIform derlvat!veclaSSlf!catlon.of!n!ormatfon... These guIdes shallcon!orm to
..' ,., .c.

standards contained In dIrectives Issued under thIs order.
~

(b) Each guide shalt be approved personally and in writing byanoffiOia! who:
,. .., , '. , .,

or IS the senior
ff' .

I dagency 0 ICla;an
'..

.{2} i.s authorized to classifYinformationorigin~!!yat.the highest .level of classi.fication Pre-

scribed inthei guide,
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toa$sure thaTcl.assincation guides are reviewooand
; "... "

updatedasprovldedrndlrectlves 1$$uedunderthl$ order.

PART 3 -DECLASSIFICATION AND DOWNGRADING

Sec. 3.1. Deflnftions..ForpurposesofthJsorder:

(a) "Declassification" means the aUthorizoochange \nthe status of information from c\assified

:, ..
event $S determ1ned by the original c)assrficat,on

auth 'orlty' or-,.~ ...'
i;~'" .-'c.

( )' O ", '~
C

-' ' 'l' -

positiOn,.
c , ' ./

(3) as upervlso ryoffi cjatpf.E!lther;or
,... authonWJnwrlung by the agency head orthesenlo(

j;!, if :'" "'
IagencYO'.lcla:;

deClassification ofcJassified infor-

the jequjrements under sec.
..".." """ "" """,,

tlon 3..6ofthtsorde.r..,," """""",, "" " "

f ordec I a s sifi cati on of. 01 a ssift ed.j nf 0 r-

States
,' , " "

('ArohlV!Sr") to have permanenthJstorlcaJvalue
-c

Uhited States Code..'. .

, declassification authority that.
" """"'" ...

describes spec!fiGsubjeot that may bedeo!asslfied

aqd r heel eme nts rha tm ust rema I h G I a ss1fied...

.'

be classified andsafeguardedaf$jbwerJeveL
.,. " "

...

~

19 the sa rnefu rict ion ora c t i v i ty..

S 3 2 At. ""..!+~h;';J "'..m' t '
ec.. ,;u!!9f1tY!Qf4!3iOI8$S,ICa!on,

no ,ongermeets the standards forclassifica-

...
: ."c ,

1nsomeexcepfionalcases, however, the need to
, ;', -..

- eoutWelghed
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arise,theyshallbe referred to the agency .--

the damage to natfonal security that might reasonably be expected from disclosure,Thispro-

vision does not:

(1) am pJ ify or modifY the substantive criteria or procedures for classification; or

{2} create any substantive or procedural rightssubjecttojudicigj review,

(c)iftheOi rector ofth ,'e Information Security Oversight Officedeterminesthatfnformationisclas-!' --

sified in violation of this order, the Director ma y require the information to be declassified by.
the agency that originated the classification, Any such decision by theDlre _ ctor may bec

appealed to the Pres!dentthrough the Assistant to the President for Natfonal8ecurityAffalrs,

The information shall remain classified pending a prompt decision on the appeal,

(drTheprovisions of this section shall also apply

do not have origina(classification authority, but had such authori~underpredecessororders,

Sec. 3.3. Transferredlnformation.

(a) In the case of classified information transferred In conjunction with atransferoffunctions, and

not merely for storage purPQses, the receiving agency shall be deemed to bethe originating

agency for purposes of this order.

{b)ln!he case of.c)asslfled Jnformatlon

{a), above, butthat originated in an agency that has ceased toexistandiorwhJchthereJs no
,.successor agency, each agency Inpossesslonof.such)nformatlonshall be deemed to be the

originating agency for purposes of this

graded by theagency.in possession after that has an
interest in the subject matter of the information.

(c) Classified informationaccessioned into the National Archives and Records Admin1stration

("National Archives") as of the effective date of this order shall be declassified ordowngrad-

ed by the Archivist in accordance with this order..thedirectivesissuoopursuanttothis order,

agency declassification guides. and any existing procedural ag:eement between the Archivist

and the relevant agency head.

(d) The originating agency shall . con-

tained in records determined to have permanent historical value before they are accessioned

Into the National Archives. However,theArChlvist may require that records containingclassi-c -

fiedJnformation beaccessioned into the National Archives when necessary to comp)y
, with

the provisions of the Federal Records Act. This provision does not apply to informationbe.ing

transferred to Code;orinfor-

matiQnfor which the National serves as the custodian

oftherecords of an agency

{erJO1heeXtentpracticable; agenciesshai.1 adopt a systef:T1 of records management that will
""

Jacllitatethe public release of documents at the tIme such doGumentsare declassIfied pur-

Sec. 3.4. Automatic Declassification.
.' .." .'-'"

(a) SUb~ect to pa~agra~h{b).betow,

matloncontalned!n~ords

40



mined to have permanent historical value under title 44, United States Code, shall be auto-

maticallydeclassified whether or not the records have ooen reviewed. Subsequently,allclas-

sified information in such records shall be automatically declassified no longer than25 years

from thedateofjts original classification, except as provided in paragraph (b), below.

(b) An agency head may exempt from automatic declassification under paragraphIa), above,

specific information, the release of which should be ex pected to:

i1) revealtheldentity ora confidential human source, or reveal information about theapplica-

tion of an intelligence source or method, or reveal the identity ota human intelligence

sOurce when the unauthorized disclosure of that source would clearly and demonstrably

damage the national security interests of the United States;

{2)reveal information lhat would assist in the development or use of weapons of mass
...

destruct!on,

13) revealinformatio ,n t.hat would impair U.S.cryptologic systems or activities;

impair the application of state of the art technology within a
~

U..S.. weapon system;
(5) "It IUS 'I'tlht '" ff - ,revea ac ua. .ml f ary war Pans t'a remain In e ect,(6) reveal information that would seriously and demonstrably impair relations between the

United States and a foreign government, or seriously and demonstrably undermineongo-

ing diplomatic activities of the United States;

reveal information that would clearly and demonstrably impair the current ability of United States

Govemment officials to protect the President, Vice President, and other officials for whom pro-

tection services,in the interest of national security, are authorized;

(8) reveal information that would seriously and demonstrably impair current national security

emergency preparedness plans; or

(9) violate a statute, treaty, or international agreement.

(c}NoJaterthan the effective date Of this order, an agency head shall notifY the President through

\heAssistant to the President for National Security Affairs of any specific file series of records

for which a review or assessment hasdeterrn)ned1hat the information within those file series

almost invarfably falls within one or more of the exemption categories listedfn paragraph (b),.-
above.,andwhlch the agency proposes to exempt from automatic declassification. The noti-

ficationshall include:

{1)a description of the file series;

(2) an explanation of why the1nforrnation with!n1hefile series is almost invariably exempt from

automatic declassification and why the Jpforrnation must remain classified for a longer

period of time; and

(3f except. for the identity ofa confidential human source or a human intelligence source,

as provided in paragraph (b), above, a specific date or event for declassification of the

information.

The Pres(dent may direct the agency head not to exempt the fi.le series or to declassify the

information within that series at an earlier date than recommended.

(d) At least 180 days before information is automatically declassified under this section, an

agency head or senloragencyofficial Sha.llnbtifYtheDirector of the Information Security

Oversight Office, serving as executive secretary ofthe.Jnteragency Security C1assification
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APpea.lsPanel.. of any specific imormatioQbeyond thElt

P r est d en tun derpar a 9 rap h ,from auto mElt ic-
declassification. ThepotlficEluonshali. include:

(1tadescnptlonofthe \nformf;!tlon;

(2)Eln explanation

remain clas$ifiedioraJon ger P", ,

(3)except fOr the identity of source,El$
'cC..:provided In paragraph \b) above,aspeclnc dateoreventfordeclasslficatlonofth~1.nfor"

mati on. The Panel may direct theag ,e.at an earl!er

President

tionwillremain classified whflesuchElnappeaJis pending.

c... ~ "
provIde the Director of the InforrnationSecuntyOverslght OffIce wIth aplElQiorcompllance

with the requirements of this
'. , .

such plEln shall Inc.lude the reqUIrement that the agency declassIfY at!east15~rcentof. the

records affected by this section no order; and

similar commitments for subsequent

.
(f) Information remain subject

,'to the

(g) The Secreta'"'ry of State shall determine when the United States should commence negotia"

tions with the appropriate officials of a foreign

governments to modifY C1Elssjficationot
" ..'" c '.

Information contaJned In records affected by
..c cC.. .,.'. ..

tlon thEltmayothe~ls§remaln class!fied

Sec. 3.5. Systematic Declassification Review.

"(a) Each agency that has originated classified Jnformat!on under thIs order or ItS predecessors

shal.iestablish and conduct a program for systematic dec.lassification review. This program
~.~ .

shal.iapply
section 3.4 . of records based upon:

{1}reCommendationsofth .e jnformationSecuriwPol!cyt ,AdviSOryCOuncil..estab!ishedin.. sec-,
tion 5,5 of

'. .
(2) the degreeofrfJsearcher..

;

-
mation: (1) accessionedinto the

-~1nforrn, ..

Code;and{3} Information for whiC,hth...

hasgoneoutof..existence....."" .", ...:

.; '" ;; ..
atlon, The ArchIVist

.c' ..
.
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be reviewed in accordance with the standards _of this order; itsimp.lementing directives... and
.

.
The Djrectorofthe tnformationSecurit y OversL ghvOfficeshall assure that a\gencies Provide'. ~ -

..the Archiv!svwfth adequate and ,currentdeclass.ificationguid~s..,
"' .

may establish special pro-
,... the

procedures for systematic review..for

decjassificat.ionQfc(assifiedinfQr .matiQn~rtaining to Jntelligence activities (i.ncluding special
c

activities" ) or intelli gence sources or methods..!' \ ~ c'~

Sec. 3.6. Mandatory Declassification Review.

(a) Except - as provided In paragraphjb} , below, all informationc.lassified under this order or pre.

origlnatingagency.1f:.
...;. .,',' ..

(1f the !equ$st fora review describes the document
.~ .-

with suffic)$nt specificity to enable the agency to

ffl"o.+.e,O"l,
..'0' ,JC " ' '-

(2) the .1nformatibn is not exempted )rbm search and revi$w undertheCentral)ntelligence
..'..'

;,
Agency..informationAct;and 0'..'

'- : ,0' ..'.f ~..' ..'o'C

{3}the Information , has pot been reviewed {or declassification within the past twbyears,)tthe

agency has reviewed the information within the past tWo years, or the infbrmationisthe
..' ..' 0'..'

,'.' '" ..,.. ,
subject ofpendlngtifigatlon,theagency shall1nform the requester of thlsfactandotthe

.,., ." .
requesters appeal rights..

(b)1nformationoriginated by
, '. .,

(1,) therncumbentPresrdent''" ,.
(2) the)ncumbent President's White House Staff;

,co .
(3) cocom mittees , commissions, or boards appointed bythe)ricumbent President; or..-

-
{4}otherent\tieswithln the Executive Office of the PresidentthatsQl.elyadVise and asslstthe

~
of..parag,r~h (a),. above.. However,

J .,~

,f P 'd ." d' " I h A h' '. ." '
2'107 2"1" 1'ormer resrentsUQL erthe contrQof t e ,rc Ivrst.. pursuant to sectlQn.s J'.' ..~" i

.
2111 note,or22030ftitle44,Unitoo States Code. Review procedures developed by theC J' ,~

with agencies

applicable laws or laWfulagreementsth , at, ,

,...'" """ "...,. --.Agencres with prlma.rysubjec\

matter..interestshaU be notified promptly of the Archivist's decisio n,' Anyfinardecisionby

agency to the 1nteragency SecuritY
..

CfasslficationAppeals Panel..The)nformationshaU remain classified pending a prom ,pt

decisiononthea pPeal

review for declassification shalideclasslfV!nformationthat

this.infor-
,. ., "" ..

matron un1esswlthholdlng lsotherwlse authorIZed and warranted underappllcable1aw.

order, agency heads shatldeveloppro-
.., .,

~duresto process.requ~tsfor the mandatory review of classified information .These pro-

ceduresshatl apply toJnformation classified under this or predecessor orders.. TheyalsoShati
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provide a means for administratively appealing a denial of a mandatory review request, and

for notifying the requester of the right to appeal a final agency decision to the Interagency

Security Classification Appeals Panel.

(e) After consultation with affected agencies, the Secretary of Defense shall develop special pro-

cedures for the review of cryptologic information, the Director of Central Intelligence shall

develop special procedures for the review of information pertaining to intelligence activities

(including special activities), or intelligence sources or methods, and the Archivist shall devel-

op special procedures for the review of information accessioned into the National Archives.

Sec. 3.7. Processing Requests and Reviews.

In response to a request for information under the Freedom of Information Act, the Privacy Act of

1974, or the mandatory review provisions of this order, or pursuant to the automatic declassifica-

tion or systematic review provisions of this order:

(a) An agency may refuse to confirm or deny the existence or non-existence of requested infor-

mation whenever the fact of its existence or non-existence is itself classified under this order.

(b) When an agency receives any request for documents in its custody that contain information

that was originally classified by another agency, or comes across such documents in the

process of the automatic declassification or systematic review provisions of this order, it shall

refer copies of any request and the pertinent documents to the originating agency for pro-

cessing, and may, after consultation with the originating agency, inform any requester of the

referral unless such association is itself classified under this order. In cases in which the orig-

inating agency determines in writing that a response under paragraph (a), above, is required,

the referring agency shall respond to the requester in accordance with that paragraph.

Sec. 3.8. Declassification Database.

(a) The Archivist in conjunction with the Director of the Information Security Oversight Office and

those agencies that originate classified information, shall establish a Government-wide data-

base of information that has been declassified. The Archivist shall also explore other possible

uses of technology to facilitate the declassification process.

(b) Agency heads shall fully cooperate with the Archivist in these efforts

(c) Except as otherwise authorized and warranted by law, all declassified information contained

within the database established under paragraph (a), above, shall be available to the public.

PART 4 -SAFEGUARDING

Sec. 4.1. Definitions. For purposes of this order:

(a) "Safeguarding" means measures and controls that are prescribed to protect classified infor-

mation.

(b) "Access" means the ability or opportunity to gain knowledge of classified information.

(c) "Need-to-know" means a determination made by an authorized holder of classified informa-

tion that a prospective recipient requires access to specific classified information in order to

perform or assist in a lawful and authorized governmental function.

(d) .Automated information system" means an assembly of computer hardware, software, or

firmware configured to collect, create, communicate, compute, disseminate, process, store,

or control data or information.
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(e)"lnt~rity" means the state that exists when information is unchanged from its source and has
...' " '" -.' ..,~ ..no\beenaccldentallyorrntent\onal!ymodrfied,altered, or destroyed,

(f) "Network" means a information.

(g} "'Telecommunications" means the p re p aration,..transmission, or communication of information..

by electronjc means.

:h)"Special 

access program" infor-

mationthat imposes safeguardi!)9 and access requirements that exceed those normall.y

!equiredfor information at the same classification level.

Sec. 4.2. General Restrictions on Access.
\I .""... ,',.' ,.",(a) A person may have access to classified Informatlonprov!ded that.

(1J.afavoriab.le determination ofe.ligjbi.li~foraccess has been made by an agency head or the
...

c ',' .
agency heads desIgnee,

,(2)'the person has signed an approved nondisclosure agreement; and

(3 ) the person has a need "to-know the information.., '".- -

\b)C!assified.informationsh~l.remain under the control of the originating agency or its succes-

sor .infurct!on. An agency shall. not disclose information originally classified by another

agency without.itsauthorization. An official or employee leaving agency service may not

remove classified information from the agency's control.

(c[Classified)nformat.ionmaynot be removed from official premises without proper authorization.

(d) Persons authorized to disseminate classified information outside the executive branch shall

assure the protection of the information in a manner equivalent to that provided within the

executive branch.

{e) Consistentwith..law, directivesand!egulat!on...an agency head or senior agency official shall

establish uniform procedures to ensure that automated Information systems; including net-

worksandteleco~municationssystems,that collect, create, communicate,compute;dis-

seminate, process, or store classifiedjnformation have controls that:

(1) prevent access by unauthorized persons; and

...:t)ConsistentWith..raw, 

directives andr~ulation, each agency head or senior agency official. shall

establish _contrOls to ensure thatc.lassified information1s used, processed, stored, repro-

duced,transmitted,and destroyed under conditions that provide adequate protection and
...

prevent access by unauthorized persons.:g)Consistentwithdirectives 

issued pursuant to this order, an agency shall safeguard foreign

government information under standards that P rovide a de g ree of protection atleastequiva-

organization of governments that fur-

nishedthe information.. When ad~uate to achieve equivalency, these standards maybe less

restrictIve than the safeguardmgstandards that ordinarily apply to United States,

""Confidentiar information, including allowing access to individua.ls with a need-to-know who

have not otherwise been cleared for access to classified information or executed an approved
...

nond isc los ure agreement.
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(h}Except.asprovided bystatut~or dir~ctives issuedpursuanftothisorder, classified information

originating in one agency may no\ be which jthas
.'.. ...been made available without the consent of the ong!natlng agency. An agency head or senior

For purpos~s of this section, the

" .
Sec. 4.3. Distribution Controls.

la)Eachagency shall
', , "" .,

need-to-know the Information;
-,

, " .c. ..,...
(b}Eachagencyshaif update,at !~astannually, the automatic, !outlne, Or Jecurrlng dlstrrbutlon of

.J

classified with distributors

who areupdatin gfy distributors whenever a rele,vant chan getn.c

tsatus occurs.

Sec. 4.4. Special Access Prqgrams..,

Unlessoth~\seauthorized by the President,.
" ~,

DIrector of Central Intelltgence;or
.'.. ~the principal deputy of each,. may create a special access program,ForsP!9cialaccess pro-

grams pertaining to intelligenceactiVitie$ {includ\ngs
, peciaractivities.,butnot including military,

this function
, '" "".'.,.'

wtlibeexe ,rcised b_y the the number"

a specific
'..find "

th t '

!"'.lng' ,a..

"'.., c.. .., 'Ccc. Cc
(.1).the vu Inerabli'ty of, orth root to.,spec.lfic 1nf O_)rmat!oni s except!on al;and ., cc cc

(2}the normal

unauthorized
c c c c

cdisclosure; or
c c

c(3)th -,'., " db ~ ..,t 'c;1J, e programtsrequtre ,y sta,uJe, Cc
c c

"c" ,c c
(b) Requirements and .ltmltations... c

(.1}Sp,ecialaccessprograhis shall be Jimitedto programs in whiCh the numberof.persons who
cc',. "c c

rea$onably smaUandcommensurate with the objectiye

c c c..cc .,"... ,.. c,'. ...c c c "..c:~

"cc c' c
programs consistent with directives

(3)Speciat access
.' ,cCc ,c "'"

c...c '.. .)cc,..':,c

,. c .,.' ..,.', ...'. ..
of eachprog ram, tnordert 0 perform

..'c c cc .c';c ..
program to the Director an dnomoreth an one other emp)oyeeofthelnformatl on Security

-,..,c ,. , C, 4 OVerSlghtOffiqe;or, for spec!alacGess

4~" c c c
nerable.,toiheDtrector on,ly, c c

c c
(4) The

i ,. 'c , .c .c, ~"...)
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(5)
Affairs.. or his or h. erdeslgnee.,.onanyorai.lottheagency's special access programs. ~

eachagencyheadorprincipai. deputy, ..." .." -

jurisdiction.Jheseoffi...

cralsshal!termrnateany speclat access programs that do not clearly meet theprovls\onsof

idatessha.llbetreatoo as ifjt

, ~-
(d}~oth\qg}Qth1sorder. shall. supersede any requ!rement..made by oruqder.10U.S.G.11~.

Sec. , Presidential Appointees,
,... ,... ",. ,

(aJ.;herequlrement.rnsectlon4.2(aJ.(3)ofthlsorderth~t access toclassified.rnformatlon may be

sons who:

(1J. are engaged in historical research projects; or
'.

c ..-

PyP6' jc'
den~ t ' ,

"..'9" "'" "

{b}W.aiversunder this section may be granted only if the agency head or senior agency official
...

of. the originating agency:-,

(.1) determines in writing thataccess..is consistentWith the interes(o _fnationalsecurit y;" -c c c c Cc

c .c c c CC

jhformationJssafeguarded.ih a manner consistenlwith
..c. c c c c

thIs order; and c c
c cccc c c

.ccc c c ccc c cc~
c while serving as ap.residentia!appointee.

PART 5 -IMPLEMENTATION AND REVIEW

., Sec. 5.1. Deflmtlons. For purpQsesof:h.iS order:

(a)

under
...c.. .

this order anditslmpi.ementlng directives, c
c

.c
(b) "Violation" means: c

bee xpected to !esu(t j nan
c

c h ' d" d" I ' f _.1 'fid ' f " .. unaut orlAe" ..ISC osure 0 C aSSI"e, !n ormation;

c

_u e thec(a s sift c a tio nbf inform a.,
or

c ."

..,
order..

~ ...' ~ ;", ...c...
a "v!olatlon;" as defined above,

Sec. 5.2. Program Direction. ..

, ,...
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issue such directives as are necessary to)mplementthrsorder. These directives shall be bind-

ingupon the agencies. Directives issued by the Director of the Office of Management and

Budgetshall establish standards for:

(15 classification and marking principJes;

(2) agency security education and training

(3}agencyself.inspection programs; and

.(4} classification and declassification gutdes.

(b) The Director of the Office of Management and Budget shall delegate the implementation and

monitorshipfunct!onsof this program to the Directorbfthe)nformationSecurity Oversight Office.

{c}TheSecurity Po.licyBoard, established by a Presidential Decision Directive, shall make a rec-

ommendation to the President through the Assistant to the PreSident for National Security
...

Affairs with respect to the issuance of a Presidenlial directive on safeguarding classified infor.

malion.The pre.sidentia[~irectives~all pertain transmit-

tal and destruction of and accountIng for classified InformatIon.

Sec. 5.3./nformation Security Oversight Office.

(a) There is established within the Office of Management and Budget an Information Security

Oversight Office. The Director of the Office of Management and Budget shall appoint the

Director of the .Information Security Oversight Office, subject to the approval of the President.

(b}Under the direction of the Director of the Office of Management and Budget acting in con-

sultation with the Assistant to the President for National Security Affairs, the Director of the

Information Security Oversight Office shall:

(1) develop directives for the implementation of this order;

(2) oversee agency actions to ensure compliance with this order and its .implementing directives;

{3) review and approve agency implementing regulations and agency guides for systematic

declassification review prior to their issuance by the agency;

(4) have the authority to conduct on-site reviews of each agency's programestabfished under

this order, and to require of each agency those reports, )nformation, and other coopera-

tion that may be necessary to cate-

gories of classified information would pose an exceptionalnationa(security risk, the affect-

ed agency head Or the senior agency offlc!alshall submit a written justification recom-

mending the denial of access to the Director Of the Office of Management and Budget

within 60 days of the request for access. Access shal! be denied pending a prompt dec!-

sionbytheDirectorof the Office of Management and Budget, who shall consuJton this

decision with the Assistant to the President for National Security Affairs;

review requests for origina) classification authority from agencies or officials not granted

original classification authority and, if deemed appropriate, recommend Presidential

approval through the Director of the Office of Management and Budget;

(6) consider and take acti.onon complaints and suggestions from persons within or outside the

Governmentwjthrespect to the administration of the program established under this order;

(7) have the authority to prescribe, after consultation with affected agencies, standardizationc -

of forms or procedures that will promotetheimplementat!Onof\he programestabfished
.

under thIs order;
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(8jreportat1eastannually to the President on the implementation of this order; and

(9) convene and chair interagency meetings to discuss matters pertaining to the program

established by this order.

Sec. 5.4./nteragency SecuritjlClassification Appeals Panel.

{a) Establishmentand Administration.

(1) There\S,established an Interagency Security Classification Appeals p~nel ("Panel"). The

SecretarJes of State and Defense, the Attorney General, the DIrector of Central

Intelligence.. the Archivist of the United States, and the Assistant to the President for

National Security Affairs shall each appoint a senior level representative to serve as a

member of the Panel. The President shall select the Chair of the Panel from among the

Panel members.

(2}A vacancy on the Panel shall be filled as quickly as possible as provided in paragraph (1),

above.
.." ., ,

{3} The Director of the i.nformatlon Security Oversight Office shall serve as the Executive

Secretary. The staff ofthemformation Security Oversight Office shall provide program and

administrative support for the Panel.

(4) The members and staff of the Panel shall be required to meet eligibility for access stan-

dards in order to fulfill the Panel's functions.

(5r The Panel shall meet at the call of the Chair. The Chair shall schedule meetings as may be

necessary for the Panel to fulfill its functions in a timely manner.

(6) The Information Security Oversight Office shall include in its reports to the President a

summary of the Panel's activities.

,
(brFunctlons. The Panel shall:

(1) decide on appeals by persons who have filed classification challenges under section 1.9

of this order;

{2) approve, deny or amend agency exemptions from automatic declassification as provided

in section 3..4 o(thisorder; and

(3) decide on appeal$by persons or entities who have filed requests for mandatory declassi-

fication review under section 3;6 of this order.

(c) Rules and Procedures. The Panel shall issue bylaws, which shall be published in the Federal

Register no later than 120 days from the effective date of this order. The bylaws shall estab-

lish the rules and procedures that the Panel will follow in accepting, considering, and issuing

decisions on appeals. The rules and procedures of the Panel shall provide that the Panel will

consider appeals only on actions in which: (1) the appellant has exhausted his or her admin-

istrative remedies within the responsible agency; {2) there is no current action pending on the

issue within the federal courts; and (3) the information has not been the subject of review by

the federal courts or the Panel within the past two years.

(di Agency heads will cooperate fully with the Panel so that it can fulfill its functions in a timely and

fully informed manner. An agency head may appeal a decision of the Panel to the President

through the Assistant to the President for National Security Affairs. ThePanelwili report to the

President through the Assistant to the President for National Security Affairs any instance in

which it believes that an agency head is not cooperating fully with the Panel.
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(e).TheAppealsPanel is established for the

ihjhedischarge of his constitutional-..

feversedby the Pres(dent..

Sec. 5.5, Information Security Policy Advi$ory Council

(a) Establishment. There IS estabUshedanlnformatl6nSecun ,'tYPolicYAdviSo~ Council
.-

stag geredtermsnofto exceedfou r
, , .." , ..
!nterest and and are not other-

' I f ..h ~ F dl G' , Th P 'dhl 'I ."" hC 'I 'h " wiseempoyeesot e '"e era, overn,m~nt, e resl...entsaapPolnt t:e'ouncl~..alr

from among the members, The Adv.lso~ CommlQee

Atdd5USCA 2\c , as amene, ., , pp,::.

..,
(b)Functlons...TheC ,ounclt shall:

, , , " "'"
(1) advise the Presjdent,the AssIstanttothePres1dent Jor NatronaJ SecurrtYAffalrs, the

Director of the branchoffic!als

as.it deems appropriate...onpo!iciesestablished under this orderQfi.tsimplementingdirec-
..

tlves,)ncluding recommended changes to thosepoUcies;

,
{2}provide recommendations to agency heads for specific subjectareasjorsystematic:, , , '

declassIfication revIew; and

(3) serve as a forum to discuss policy issues in dispute.., ..

{c) Meetings. The Council shall meet at least twice eachcalendaryear,and as determin~ byfhe

Assistant to the President ..for National SecuritY Affairs orlheDirectoroftheOffice of

,
Management and Budget,

(d) At"'" ' . t t ' ." l'umlnlS ra Ion,

(1) Each Council member may be compensated atarate of pay nottoexceed thedailyequiv-.
alentoftheannuatrate of basic general schedule

..."0, ...0
under section 5376oft _.ltle 5; Unrted States Code, for each da y durin g wh .,lchthat mem-.
beris engaged.in the actual performance of the dutl

_es oftheCouncik

(2) While away from their homes or re g ular place of business in the actual ~rformance of the
,

duties of the Council, members may be allowed travel expenses, including perdiemtn lieu

of subsistence, as authorized by law !or personsserv!ng intermittently in the Government

, (5 U S C 5"
703(b))service.. L .' .'- ". ""'..' 0 '0"'.. 0

{3! To the extent permitted bylaw and subject to the

8ecuritYOversight Office Sh~l! provide the Council with facilities..

staff, and other support servlcesnecessa~for theperfor .manceof)tsfunctions..
(4) Notwithstanding any Of her Execut!ve order, the

, ".. 0 0
Federal Advrso~ Commrttee

that o.f reporting to the COngress, shall be performed by the Director of the Information

SecuritY by

the General Services Administrationo
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Sec. 5.6. Genera! Responsibilities. Heads of agencies that originate or handle classified information shall:

(a) demonstrate personal commitment and commit senior management to the successful imple-

mentation of the program established under. this order;

(b) commit necessary resources to the effective implementation of the programestabli$hed
.

under this order'
,

(c) designate a senior agency official to direct and administer the program, whose responsibUi-

ties shall .include: .

(1) overseeing the agency's programestablfshed under this order, provided, an agency head

may designate a separate official to oversee special access programsauthortzedunder

this order. Th.is official shall provide a full accounting of the agency's special access pro-

grams at least annually;

(2) promulgatjng implementing regulations, which shall be pubJished in the Federal Register

toiheextentthat they affect members ofthepublfc;

(3) establfshing and maintaining security education and training programs;

(4) establishing and maintaining an on-going self-inspection program., which shall include the

periodic review and assessment of the agency's classified product;

(5) establishing procedures to prevent unnecessary access to classified information, incJud-

ing procedures that: (i) require that a need for access to classified information isestab-

Ifshed before initiating administrative clearance procedures; and (ii) ensure that thenum-

berof persons granted acceSs to classified information is limited to the minimum consis-

tent with operat!ohaland security requirements and needs;

j6)deve!oping special contingency plans forthesafeguard.in.g of classified information used

in or near hostile or potentially hostile areas;

j7)assuring that the performance contract or other system used to rate civilian or military per-

sonner performance includes the management of classified information as a critical ele-

ment or item to be evaluated in the rating of: (i) original classification authorities; (ii} secu-

rity managers or security specialists; and (iii) all other personnel whose duties significan ,tly
involve the creation or handling of classified .information; .

(8} accounting for the costs associated with the implementation of this order, which shall be

reported to the Director of the Information Security Oversight Office for publication; and

(9) assigning in a prompt manner agency personnel to respond to any request, appeal, chal-

1enge, complaint or suggestion arising out of this order that pertains to classified informa-

tion that originated in a component of the agency that no longer exists and for which there

is no clear successor in function.

Sec. 5.7. Sanctions.

(a) If the Director of the Informatjon Security Oversight Office finds that a violation of this order or

its implementing directives may have occurred, the Director shalt make a repo!i to the head of

the agency or to the senior agency official so that corrective steps, if appropriate, may be taken.

(b) Officers and emptoyeesofthe United States Government, and its contractors, licensees, cer-

tificatehoJders, and grantees shall be subject to appropriate sanctions if they knowingly, wil.l-

ful.ly; or negtigently:

information properly classified under this order or pre-

decessor orders;
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(2) classify or continue the classification of information in violation of this order or anyimp.le-

menting directive;

(3) create or continue a specia! access program contratytothefequirementsotthis order; or

(4) contravene any other

(c) Sanctions may include reprimand,suspension withoillpay, removal,terminationof classifica-

tionauthoritV, .loss or denial of access to classified..information,orothersanctions in accor-

dance with appJicable law and agency regulat.ion.i

'd) The agenc y head, senior agency offlciaJ, or other supervisotyofficial shaH... atamini ,mum,
promptly remove the classificationauthoritVof any individual who demonstrates'.feckJess dis-

...regard or a pattern of error in applying the classification standards of this order.ie}Theagency 

head or senior agency official shaH:

c{1} take appropriate and prompt corrective action when a violation or infraction under para-

graph (b), above, occurs; and

(2) notify the Director of the violation under para-

graph1b)(1),i2)or (3), above,occurs.

PART 6-GENERAL PROVISIONS

Sec. 6.1. General Provisions.

(a) Nothing in this order shall supersede any requirement made by or under the Atomic Energy

Act of 1954, as amended; or the National SecuritY Act of 1947, as amended. "Restricted
.'...Data" and " Former!y Restr!cted Data" shall behandled protected,c)asslfled, downgraded,

and declassified in conformitY wi.th the Act of 1954,88
.r , " ,

amended, and regulations Issued under that Act

(b}!heAttorney General, upqn request by Director of the

tnformation SecuritY Oversight Office, shall render an interpretation ofthi.s order with respect

to any question arising in the course of itsadministratioQ

{C):Nothingm this order limits the protection afforded any information by other provisions of law,

inciudingthe exemptions to the Freooomof Informati.onAct, the Privacy Act, and the National

SecuritY Act of 1947, asamended.Thisorder isnot)ntended,andshoutd not be construed,

to create any right or benefit, substant.ive or procedural, enforceab.'eat}aw byaparty against

theUn1ted States, its agencies, ltsofficers, is in addition to

the specific provisos set forth ..,

(d) EXecutive Order No. 12356

Sec. 6.2. EffectiveD8te.Thisorder shall become effective 180 days from the date of .its issuance.

WL.ll:"" ~~b~:;:k)~ ..v..
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Agency Acronyms or Abbreviations

ACDA

AID

Air Force

ARPA

BIB

CEA

CIA

Commerce

DCM

DIA

DIS

DISA

DLA

DMA

DNA

DOD

DOE

DOT

EO

EPA

EXIMBANK

FBI

FCA

FCC

FEMA

FMC

FRS

HHS

HUD

ICC

Interior

ISOO

ITC

: Arms Control and Disarmament Agency.

: Agency for International Development

: Department of the Air Force

: Department of the Army

: Advanced Research Projects Agency

: Board for International Broadcasting

: Council of Economic Advisers

: Central Intelligence Agency

: Department of Commerce

: Defense Contract Audit Agency

: Defense Intelligence Agency

: Defense Investigative Service

: Defense Information Systems Agency

: Defense Logistics Agef1cy

: Defense Mapping Agency

: Defense Nuclear Agency

: Department of Defense

: Department of Energy

: Department of Transportation

: Department of Education

: Environmental Protection Agency

: Export-Import Bank of the United States

: Federal Bureau of Investigation

: Farm Credit Administration

: Federal Communications Commission

: Federal Emergency Management Agency

: Federal Maritime Commission

: Federal Reserve System

: General Services Administration

: Department of Health and Human Services

: Department of Housing and Urban Development

: Interstate Commerce Commission

: Department of the Interior

: Information Security Oversight Office

: International Trade Commission

: Joint Chiefs of Staff
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Justice

Labor

MMC

MSPB

NAAA

NASA

Navy

NAC

NSA

NSC

NSF

OA, EOP

OIG. DOD

OMB

ONDCP

OPIC

OPM

OSD

aSIA

OSTP

OVP

PC

PFIAB

SBA

SEC

SSS

State

Treasury

TVA

USDA

USIA

USMC

USPS

USTA

VA

Department of Justice

Department of Labor

Marine Mammal Commission

Merit Systems Protection Board

National Archives and Records Administration

National Aeronautics and Space Administration

Department of the Navy

Nuclear Regulatory Commission

National Security Agency

National Security Council

National Science Foundation

Office of Administration, Executive Office of the President

Office of the Inspector General, Department of Defense

Office of Management and Budget

Office of National Drug Control Policy

Overseas Private Investment Corporation

Office of Personnel Management

Office of the Secretary of Defense

On-Site Inspection Agency

Office of Science and Technology Policy

Office of the Vice President

Peace Corps

President's Foreign Intelligence Advisory Board

Small Business Administration

Securities and Exchange Commission

Selective Service System

Department of State

Department of the Treasury

Tennessee Valley Authority

Department of Agriculture

United States Information Agency

United States Marine Corps

United States Postal Service

Office of the United States Trade Representative

Department of Veterans Affairs
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