Information Security Oversight Office

1994 REPORT TO THE PRESIDENT




Authority

Executive Order 12356, “National Security Information,” and Executive Order 12829, “National
Industrial Security Program.” For FY 1995, ISOO is a component of the Office of Management
and Budget/Office of Information and Regulatory Affairs. During FY 1994, ISOO was an admin-
istrative component of the United States General Services Administration, while receiving its

policy and program direction from the President through the National Security Council.,
Mission

ISOO oversees the security classification programs in both Government and industry and

reports to the President annually on their status.

Functions
* Develops implementing directives and instructions.

* Maintains liaison with agency counterparts and conducts on-site inspections and
special document reviews to monitor agency compliance.

* Develops and disseminates security education materials for Government and industry;
monitors security education and training programs.

* Receives and takes action on complaints, appeals and suggestions.

¢ Collects and analyzes relevant statistical data, and reports them annually, along with
other information, to the President.

* Serves as spokesperson to Congress, the media, special interest groups, professional
organizations and the public.

* Conducts special studies on identified or potential problem areas, and develops
remedial approaches for program improvement.

Goals

* To hold classification activity to the minimum necessary to protect the national security.

¢ To ensure the safeguarding of classified national security information in both
Government and industry in a cost effective and efficient manner.

* To promote declassification and public access to information as soon as national
security considerations permit.



EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
' WASHINGTON, D.C.

May 31, 1995

£ OFFf;

The President

The White House
Washington, DC 20500

We are pleased to submit the Information Security Oversight Office’s 1994 Report to the President.

Dear Mr. President:
The past year has likely been the most important ever in matters concerning the Government-wide

security classification system and program. We are delighted to report tremendous progress on several

fronts. Among them:
the agencies are moving beyond the Cold War in their classification practices.

¢ As noted in the data we report to you today, FY 1994 witnessed tremendous decreases in classi-
You issued Executive Order 12937 on November 10, 1994, which declassified almost 50 million

fication and significant increases in declassification. These data suggest quite dramatically that

pages of historical records in the National Archives.
You issued Executive Order 12951 on February 22, 1995, which will result in the declassification

and public availability of intelligence imagery.
Most significantly, you issued Executive Order 12958, “Classified National Security
Information,” on April 17, 1995. This Order, which establishes the first post-Cold War security

classification system, portends a profound and positive impact on the classification, safeguarding,

and declassification of national security information.
We are most excited about the challenges and prospects that the new security classification system creates.
We are also committed to making it work as effectively as possible. Our next report will highlight our

efforts in working with the agencies to bring about these changes.
Respectfully,

Steven Garfinkel, Director
Information Security Oversight Office



Summary of FY 1994
Program Activity

The FY 1994 Report to the President is the twelfth to examine the security classificatidn
program under E.O. 12356. The following data highlight 1ISOO’s findings.

Classification
* The number of original classification authorities decreased by 200 to 5,461.

¢ Reported original classification decisions decreased by more than 40,000
to 204,688.

* Reported derivative classification decisions decreased by aimost .6 million
10 4,569,214,

* The total of all classification actions reported for FY 1994 decreased 26%
to 4,773,897.

* DOD accounted for 57% of all classification decisions; CIA 31%; Justice 8%;
State 3%; and all other agencies 1%.

Declassification e

* Under the systematic review program, agencies reviewed 13,309,504 pages
of historically valuable records, 47% more than in FY 1993; and declassified
11,222,780 pages, 70% more than in FY 1993.

* Agencies received 4,276 new mandatory review requests.

* Under mandatory review, agencies declassified in full 113,741 pages; declassified
in part 154,389 pages; and retained classification in full on 55,815.

* Agencies received 126 new mandatory review appeals.

* On appeal, agencies declassified in whole or in part 2,668 additional pages.

Safeguarding
* Agencies conducted 12,753 self-inspections, 34% fewer than in FY 1993.

* Agencies reported 12,961 infractions, 31% fewer than in FY 1993.
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A Success Story

FY 1994 saw improvement in the security classification programs. of many agencies. One
agency in particular merits being spotlighted: the Department of the Navy. During the last
seven years (1988-1994), Navy has turned the quality of its security classification and declas-
sification programs cempletely around. A combination of highly competent personnel and
senior management interest and involvement came together to achieve Navy's current leve! of
success. IS0 expects this level of performance to continue with Navys xmplementatuon of
Executrve Order 12958 “Classrf‘ ed Natlonal Secunty Informatron " nghtrghts of the Navy
turnaround follow.

 Reduced the number of its original classification authorities from 460 in FY 1988, to
142 in FY 1994.

» Created an active systematic declassification review program that went from review-
ing only 28,000 pages in FY 1988, to 3.8 million pages in FY 1994.

¢ Increased the percentage of reviewed pages declassified from 75% in FY 1988 1o
97% in FY 1994, ‘ ‘

* Maintained a consistent level of oversight through its inspections programs, even with
downsizing.

* Maintained over 1,000 classification guides covering a variety of subjects, including
war-gaming, surface operations, aircraft, and missile technology.

*Maintained an active review program of its classification guides to ensure that the
data are accurate, that they are “user friendly,” and that they are unclassified when-
ever possible. ' ‘ -

Number of Original Classification Authorities

B v 1988 (460)

Bl FY 1994 (142)



Pages Reviewed

B FY 1988 (28,000)

B FY 1994 (3,800,000)

Percentage of Reviewed Pages Declassified

| BRECEERE

Bl o004 (97




Commission on Protecting and Reducing
Government Secrecy

ot for Fiscal Years 1994 and 1995 established the
Commission on Protecting - and Redu‘olﬁg Government - Secrecy. Senator Daniel Patrick

Moynihan chairs the twelve m bipartisan panel. Representative Larry Combest

serves as Vice Chairman. rs of :the Commission, listed alphabetically,

include:
The Honorable John M. Deu
The Honorable Martin C. Fag

Ms. Alison B. Fortier

improve procedures



Executive Order 12937

“Declassification of Selected Records Within the National Archives
of the United States”

On November 10, 1994, President Clinton issued an Executive order that declassified,
in bulk, a selection of classified records within the National Archives, This unprecedent-
ed Order declassified approximately 45 million pages or 14% of the National Archives
holdings of classified material, including classified holdings through the end of World
War I, and an equal number dating into the 1970s.

Executive Order 12937

THE WHITE HOUSE, o

November 10, 1994 = ; i B
By the authority vested in me as President by the Constitution and the laws of the United States of
America, it is hereby ordered: ‘

Section 1. The records in the National Archives of the United States referenced in the list accom-
panying this order are hereby declassified.

Sec. 2. The Archivist of the United States shall take such actions as are necessary to make such
records available for public research no later than 30 days from the date of this Order, except to the
extent that the head of an affected agency and the Archivist have determined that specific informa-
tion within such records must be protected from disclosure pursuant to an authorized exemption to
the Freedony of Information Act, & U.S.C; 552, other than the exemption that pertains to national
security information: ‘

Sec. 3. Nothing contained in this order shall create-any right or benefit, substantive or procedurai,
enforceable by any party against the United States, its agencies or instrumentalities, its officers or

employees, or any other person. :

Records in the following record groups (“RG”) in the National Archives-of the United States shalf be
declassified. Page numbers are approximate. A complete list of the selected records is available
from the Archivist of the United States.

I. All unreviewed World War Il and earlier records, including:

A. RG 18, Army Air Forces 1,722,400 pp.
“B.RG 65 Federal Bureau of Investigation ‘362,‘500 pp.
C. RG 127, United States Marine Corps 195,000 pp.
D. RG 216, Office of Censorship ' - 112,500 pp:
E. RG 296, Office of Strategic Services i 416,000 pp.
E RG 60, United States Occupation Headquarters . 4,422,500 pp.
G. RG 331, Allied Operational and - Occupation = k3,~097,500 pp.

Headquarters, World War Il (including 350 reels
of Allied Force Headquarters)



H.

RG 332, United States Theaters of War, World War Il

RG 338, Mediterranean Theater of Operations
and-European Command

Subtotal for World War il and earlier

ll. Post-1945 Collections (Military and Civil)

A.

B.

RG 19, Bureau of Ships, Pre-1950 General

Correspondence (selected records) .
'RG 51, Bureau of the Budget, 52.12 Budget

- Preparation Branch, 1952-1969

C. |

L

RG 72, Bureau of Aeronautics (Navy)
{selected records)

- RG: 166, Foreign Agricultural SerViCe,

Narrative Reports, 1955-61

. RG 3183, Naval Operating Forces

(selected records)

RG 319, Office of the Chief of Military History
Manuscripts and Background Papers (selected records)

- RG 337, Headquarters, Army Ground: Forces

(selected records)

.RG 341, Headquarters, United States Air Force

(selected records)

RG 389; Office of the Provost Marshal General
{selected records)

. .RG-391; United States Army Regular Army Mobil Units
. 'RG 428, General Records of the Department of the Nawy

(selected records)
RG-472, Army Vietnam Collection

Subtotal for Other
TOTAL

1,182,500 pp.
9,500,000 pp.

21 million pp.

1,732,500 pp.

142,500 pp.

5,655,000 pp.

1,272,500 pp.
407,500 pp.
933,000 pp.

1,269,700 pp.

4,870,000 pp.
448,000 pp.

240,000 pp.

o0 pp.

5,864,000 pp

22.9 million pp.

43.9 million pp.
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our confidence in achieving [a lunar landing)
within this decade.
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Copy N 127

- ALLIED NAVAL COMMANDER-IN-CHIEF,
EXPEDITIONARY PORCE.

Wk Aprit, 1944,

No. X.j0922;30

10817

OPERATION NEPTUNE

NAVAL OPERATION ORDERS
(Short Title: ON)

All times are Zone—2 (“B" time)

The enclosed operation ocders are issued fur the information and guidance of all
concemed. They are on i account to be allowed to (all into the hands of the cnemy
and are fo be destroyed hy fire on conclusion of the aperation.

2. They arc to be taken on charge i accordance wilh CB. Furm U2D {1942),
Article 30,

) A. 4. Rawcray,

Advwirad,

10444

OFERATION NEPTUNE—NAVAL ORDERS
(Shozt Title : ON)

ON 1.—General Outline of the Operation

Object of the Operation

he object of operation NEPTUNE is lo carry out an operation from the UNITED
KINGDOM o secure a lodgement on the Continent fram swhich forthar offensive operations can
be developed. This lodgement area must contain sufficient port facililics to maintain a forco of
% 030 divisions and to enable this force to be augmented by follow-up formations at the rate
of from 3 to 5 divisions a month.

General Plan
2. The, qomerat

to ana

o It cigture i, s
from sonthern FRANCE.
) ; il s United States unedertaking by all serviees of
beth 7t

ipeditionary Force, is GENKERAL DWIGHT

pintly, initizlly there are three Commanders :—
iel, Expuditionary Force,

L[RAMSAY,

v Group,

\D MONTGOMERY,

xpeditionary Air Foroe,

TRAFFORD LEIGH.MALLORY.

is given in ON 1, Appendix 1,

R CHIEF M

A dizgrans showing the chain of ¢

Riseiticz al Kaual C.

Allied Naval Commander-in-Chief
Expeditionary Force

Naval Operation Orders

10 April 1944

The object of operation NEPTUNE is to carry
out an operation from the UNITED KINGDOM
to secure a lodgement on the Continent . .




Executive Order 12951

“Release of Imagery Acquired by Space-Based National Intelligence
Reconnaissance Systems”

On February 22, 1995, President Clinton issued an Executive order that, for the first time, will
result in the declassification and public availability of historical intelligence imagery.

Executive Order 12951

THE WHITE HOUSE,
February 22, 1995

By the authority vested in me as President by the Constitution and the laws of the United States of
America and in order to release certain scientifically or environmentally useful imagery acquired by

space-basad national infallinence reconnalssance aysiems consistent with the natignal sacurity i
2 y

is heretw ordered as follows:

Section 1. Public Halease of Histoncal Inteligence Imagery

Imagery acquired by the space-based national intallgence mconnaissance sysiems Khown
as the Corona, Argon, and Lamyard missions shall, within 18 menths.oltheclate of this opder,
f

be declassiied and transfarred to the MNational Archivés angd Records: Administeation with a2

copy sant to the United States Geslogleal Survey of the Departrment of the Inlerior consistent

Awitn procedurss approvad by the Directer of Central Inteligence and the, Arehivist, of the

United 5

tes, Loon trar 1SEET, SLCH Imageny

qary shall be deamed declassified andshall be made

avallable to tha public,

Sec. 2.:Review 1or Future Public Release of Intelligence Imagery.

(a) Alt information that meets the criteria in section 2(b) of this order shall be kept secret in the
interests of national defense and foreign-policy until deemed otherwise by: the Director of
Centralinteligence. In consultation with the Secretaries of State and Defense; the Director

--of Central Intelligence shall establish.-a comprehensive program for the periodic review of

Imaggary from gystems other than the: Corona, Argon, and Lanyard missions, with the ohieg

of making available to the pukiic as much imageany ; saible consistant with the inter-

e and forsign pokey. For imagery from obsolete: broad-arsa film:-

tems other than Corona, Argon, and

iryard missions, thes raview shall be com-

fwithin 5 years of the date of this order. Raview of imagery from any other systam thal

the Director of Central Inteligence deems to ba obsolele shall be acco

mplished according

la a timetable estabiished by the Director of Central Intelligenca. The Dieectar af Gentral

Intaligence shall report annuslly tothe President on the implememtation of his order,

(b)‘|!1ﬁ_- critana relemsd to n o sect

on Zig) of this crder consist of the follewing: imagery

acauirad by a 5

based nationsal intellgence reconnaissance sy

stam other than the

Carona, Argon, and Lanyarn

1 missions,
Sec. 3. Genaral Provisions,
k (8) This order prescrives a o imprehensive and exclusive system tar the puldie elease of

simageny acauired by space-based national intelligence reconnaissance: systems. This

=

order is the exclusive Execulive order governing the public release of imageny for purpos-

a3 of 2ection 5B52{b)(1) of the Freedom of Information Act

10




(b) Nothing contained in this order shall create any right or benefit, substantive or procedur--
al, enforceable by any party against the United States, its agencies or instrumentalities, its
officers or employees, or any other per. AP % : LU ‘

Sec. 4. Definition. As used herein, *

jes and satellite positional data

L

1




Major step toward full implementation
of the National Industrial Security Program

On October 5, 1994, then Deputy Secretary of Defense John Deutch, acting as the Executive
Agent, announced the release of the National Industrial Security Program Operating Manual
(NISPOM). The product of several years of effort by Government and industry security profes-
sionals, the NISPOM is the centerpiece of the National Industrial Security Program (NISP)
established by Executive Order 12829, “National Industrial Security Program,” issued in 1993.
The issuance of the Manual should mark the beginning of full implementation of the NISP.

The rationale for the establishment of the NISP was the desire to standardize security pro-
cedures for protecting classified information held by industry. Its aim is to provide for a “single,
'intégrated, cohesive” industrial security program by replacing conflicting, overlapping and
Unnecessary requirements with uniform standards. The NISPOM gives this aim operational
expression.. Consequently, the initial test of the effectiveness of the NISPOM is whether it
achieves the fundamental purpkoses of E.O. 12829. The ISOO is ‘presently reviewing the
NISPOM for this purpose. The review is not yet completed. Still, some brief comments are
pertinent at this juncture.

The NISPOM generally succeeds in providing a logical progression through sections on clas-
sification, markings, declassification, safeguarding and other topics. However, some unre-
solved issues linger and will require a strong commitment on the part of the agencies involved
to resolve them. Also, a significant number of contractors have expressed concern about con-
flicting and confusing guidance on implementation of the program; lack of clarity of some of
the provisions of the NISPOM; and considerable delays in its availability. Sorme of these con-
cerns were raised by industry representatives at the April 1995 meeting of the National
Industrial Security Program Policy Advisory Committee (NISPPAC). The NISPPAC, which con-
sists of representatives from both Government and industry, advises the ISOQ Director on all
matters concerning the program, including recommending changes in policy and proposing
solutions to issues in dispute.

The issuance of the NISPOM holds potential for meeting the goals of E.O. 12829. As a major
change in the way of doing business, no one should be surprised that there have been some
problems following its issuance. What is needed at this time are renewed efforts to continue
progress toward a single, integrated industrial security program. For this purpose, agencies
should give a strong and fresh emphasis to setting aside parochial interests and demonstrat-
ing commitment to achieve the goals of the National Industrial Security I5rogram.

12



Cover of the National

Co0 5EED.2E M ﬂ Industrial Security Program

Operating Manual.

NATIONAL
INDUSTRIAL
SECURITY
PROGRAM

OPERATING
MANUAL

Janoary 1995

NEWS RELEASE October 1994 press release

T O Ty announcing the release of the
National Industrial Security
Program Operating Manual.

{PUBLIC AFFAIRS)
WASHINGTON, DC 20
PLEASE NOTE DATE

No. 56194

(T03)695-0192 media)

(T03)697-21 8%copies)
IMMEDIATE RELEASE Octover 5, 1994 (T031697- 5737 (pudlichindusy)

STANDARDIZED INDUSTRIAL SECURITY POLICY DEVELOPED

Secretary of Defense Jotn Deurch widay announced the release of the National
Industria] Security Program Operaring Manual, The manual, known 25 the NISPOM, will
sundardize security policy for oll Executive Branch agencies conducting classified industrial
programs and elitninate oatdated reguiatory provisions. More than 12,000 companies ard
independent contractoes weorking with classificd government inforreadan will be affected by this
anal

The NISPOM is the product of a six-year effort by hundreds of sccurity specialists to
climinae duplicative industrial security requirements for  singie compuny warking with soveral
povernment agoncies. Now all agencies will use the swne basic rules. The mansal slso places
greater emphasis on risk menagement rather than risk avoidance in the adminiseration of industrial
security. “The Nationa) [ndustrisl Security Program creates the framewark o adapt security
policies and practices w evelving conditions, threats and program needs,” Deutch stated.

Numerous Federal agencies and industry groups have collaborated ir: this effort. The
Acrospnce Industries Association, for exsmple, is credised with providing carly leadership for the
program which led 1 the NISPOM manual. “The NISPOM will greatly recuce the chance for
confasion, duplication and weste that result from a proliferation of redundan and often conflicting
documents,” said AIA President Don Fuqua.

The NISPOM replaces the Department of Defense Industrial Secwrity Manual for
Safegaarding Classified Information of Jaruary 1991

END-
N.B. A copy of the National Industrial Security Manual i5 availabie for review by te rews media

in the Direczoraie for Defense Information, room 2E765, the Peatagon. Copies will be made
available to industry through standard document dissribution, procedures

13



Classification

Original Classifiers

Original classification authorities, also called original classifiers, are those individuals designated
in writing, either by the President or by selécted agency heads, to classify information in the first
instance. Under E.O. 12356, only original classifiers determine what information, if disclosed
without authority, could reasonably be expected to cause damage to the national security.

For FY 1994, the number of original classifiers throughout the executive branch was 5,461,
exactly 200 fewer than last year. This figure, for the fourth consecutive year, represents the low-
est number of original classifiers ever reported by 1ISOO. ISOO attributes the decrease in the
number of original classifiers over the past several years primarily to the end of the Cold War
and the on-going efforts to downsize Government. Since disparities exist among agencies with
comparable original classification authority, ISOO believes further reductions are possible with-
out having a negative impact on agency operations. The issuance of Executive Order 12958,
“Classified National Security Information,” offers an excellent opportunity to achieve further

ymber of

il classifiers

reductions. Agency heads and senior agency officials will be reviewing each and every one of
1ues to fall the individuals with original classification authority before redelegating authority under the new
Executive order. Therefore, ISOO will continue to encourage agencies to use this occasion to
limit the number of original classificatioh authorities to the lowest level possible.

In FY 1994, agencies reported decreases in the number of original classifiers for all three levels.
At the Top Secret and Confidential levels, agencies reported decreases of 1%, while the
number of Secret original classifiers decreased by an impressive 5%. ISOO wishes to recog-
nize several agencies for their efforts to reduce the number of original classifiers. In particular,
ISOO applauds AID and FEMA for reporting decreases of 84% and 73%, respectively. Also
reporting significant reductions were DOE, Treasury and DOD, which has been at the forefront
in reducing its number of original classifiers for the past several years. Please refer to “A
Success Story” on the Navy’s progress in this and other areas in recent years.

14




Original Classifiers FY 1994

Total

Top Secret

Secret

Secret level classifie

Confidential decrease by 5%
one year
60,000 \6es16
5,461
Q,
1971 The Trend 1994

o TO12}

Original Classification

Original Classification is an initial determination by an authorized classifier that information
requires extraordinary protection, because unauthorized disclosure of the information could
reasonably be expected to cause damage to the national security. The process of original
classification ordinarily includes both the determination of the need to protect the information
and the placement of markings to identify the information as classified. By definition, original
classification precedes all other aspects of the security classification system, e.g., derivative
classification, safeguarding and declassification. Therefore, ISOO often refers to the number of
original classification actions as the most important figure that it reports.

15



Original Activity FY 1994

Total 204,683

Owerall original '

Top Secret

7,042

classification down

by 17%; Top Secret
Secret

decisions by 61%

Confidential

3,000,000

\—Hq'r__.k—_

1985 The Trend in Millions 1994

—— Total =« = Secret === Confidential = = Top Secret

For FY 1994, agencies reported a total of 204,683 original classification decisions. This figure
represents a decrease of 17% over the number of original classification decisions reported in
FY 19983, and is the lowest number of original classification actions ever reported by ISOO,
Again, ISOO believes the decrease in the number of original classification decisions over the
past several years is a result of on-going efforts to downsize Government and the end of Cold
War tensions. By classification level, both Top Secret and Confidential decisions decreased
significantly by 61% and 319, respectively, while the number of Secret original classification
actions remained relatively unchanged. The decrease in Top Secret decisions is most impressive
since it reduces the number of classifications that are, by far, the most costly to maintain.

16



Original Activity By Agency FY 1994

- [
All Cthers - 7,244

Four agencies, Justice, CIA, DOD, and State, continue to account for aimost 97% of all origi-
nal classification decisions. Of these agencies, Justice reported the highest number, with a
total of 72,880 original classification decisions. However, this number represents a decrease of
8% in.original classification decisions at Justice from the figure reported in FY 1993. CIA reported
atotal of 57,720 original classification decisions, which represent an increase of 15% from the
prior year. CIA attributes this increase to the agency’s reorganization of personnel, which result-
ed in a modification to the agency’s sampling method. ISOO believes the increase is not a mat-
ter of serious concern but intends to monitor the situation closely. 1ISOQ applauds DOD for
reducing its number of original classification actions by an impressive 47%. State also report-
ed a decrease of 13% in the number of original classification decisions.

For the agencies with smaller programs, the data collected show a decrease of 12% in the
number of original classification decisions. In particular, ISOO commends NASA, Treasury, and
Commerce, which reported decreases of 80%, 31%, and 25%, respectively, in the number of
original classification actions.

As part of the original classification process, the classifier must determine a time frame for the
protection of the information. This is commonly called “duration” of classification. E.O. 12356
provides classifiers with two means of designating the duration of classification for national
security information, better known as declassification instructions. First, the information m‘ay
be marked for declassification upon a specific date or event. For example, a classifier may
determine that the information's sensitivity will lapse upon the completion of a particular
project. The event would be noted on the face of the document, and when the project had

17
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E.O. 12958 will
eliminate the
indefinite duration

of classification

Original Classification Levels FY 1994

—3%

Il Secret Il Confidential Il Top Secret

been completed, the information would automatically be declassified. Only if a specific date or
event cannot be determined at the time of classification is the classifier authorized to use the
second means, marking the document with the notation “Originating Agency’s Determination
Required” (“OADR"). “OADR” indicates that the information must be reviewed by the originat-
ing agency before declassification action may be taken.

Duration of Classification FY 1994

8%

Il OADR I Date/Event

For FY 1994, 8% of all original classification decisions were marked for declassification with a
specific date or event, as compared to 3% of all original classification gctions reported in
FY 1993. Although this represents a very positive improvement, ISOO believes both propor-
tions are too low. Executive Order 12958, “Classified National Security Information,” which
becomes effective on October 14, 1995, includes provisions specifically designed to address
the problem of indefinite classification, including the elimination of the “OADR” provision.

Derivative Classification

Derivative classification is the act of incorporating, paraphrasing, restating, or generating in new
form classified source information. Information may be derivatively classified in two ways: (a) through
the use of a source document, usually correspondence or publications by an original classification
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authority; or (b) through the use of a classification guide. A classification guide is a set of instruc-
tions issued by an original classification authority. It pertains to a particular subject and describes
the elements of information about that subject that must be classified, and the level and duration of
classification. Only executive branch or Government contractor employees with the appropriate

security clearance, who are required by their work to restate classified source information, may clas-
sify derivatively.

Derivative Activity FY 1994

Top Secret ' 339,155 In ten years
derivative decisior
Secret m have decreased
by more than
Confidential - 804,499

two-thirds

156,000,000

1985 The Trend in Millions 1994

— TO1A] === Secret === Confidential == Top Secret

19



Derivative
classification decreases

by almost 1.6 million

actions

Derivative Activity By Agency FY 1994

CIA 1,406,860

DOD 2,654,184

Justice - 329,657
State ' 133,745

Alf Others ' 44,768

For FY 1994, agencies reported 4,569,214 derivative classification actions. This figure repre-
sents a significant decrease of almost 26% from that reported in FY 1993, and is the lowest
number ever reported by ISOO. Again, ISOQ attributes this decrease to the continuing efforts
to downsize Government programs, operations, and personnel and the absence of any major
international conflict involving the United States. During FY 1994, the four major classifying
agencies reported significant reductions in the number of derivative classification actions.
Among these agencies, Justice led the way, reporting a 56% reduction in derivative classifica-
tion actions. DOD reported a 28% reduction, State reported a 13% reduction, and CIA report-
ed an 8% reduction in the number of derivative classification actions from FY 1993. ISOO
applauds Justice, CIA, DOD, and State for their efforts in reducing significantly the number of
derivative classification actions.

All other agencies reported 44,768 derivative classification actions, a 20% reduction from the
prior year. Among these agencies, ISOO commends the following agencies for reducing the
number of derivative classification actions for FY 1994: AID {34%), DOT (28%), ITC (40%),
OPIC (87%), Treasury {15%), and USTR (94%).

As in the past, the breakdown of derivative classification actions by classification level differs
somewhat from the breakdown of original classification decisions: Secret and Top Secret
decisions continue to comprise higher percentages of the total. With respect to the proportion
of Top Secret actions, this results from a very few activities that produce a relatively large
quantity of derivative docurﬁents from classification guidance. Generally; this Top Secret infor-
mation is highly localized, so that the percentage of Top Secret actions within almost all
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Combined Activity FY 1994
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DOD accounted for 57% of all classification activity reported for FY 1994, CIA accounted for
31% of the total, Justice 8% and State 3%. Again, the remaining agencies accounted for only
1% of the combined classification activity. These agencies run the gamut, however, in the
degree of their involvement with classified information. They range from very large departments
that possess very little classified information, and generate almost none, to very small entities

that exist almost exclusively in a classified environment.
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Combined Activity By Agency FY 1994
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Declassification

Systematic Review

Started in 1972, “systematic review for declassification” is the program under which classified,
permanently valuable (archival) records are reviewed for purposes of declassification after the
records reach a specific age. Under E.O. 12356, NARA is the only agency required to conduct
a systematic review of its classified holdings. NARA ordinarily reviews its classified holdings as
they become 30 years old, except for certain intelligence or cryptologic file series, which are
to be reviewed as they become 50 years old. While other agencies are not required to establish
a systematic review program, ISOO encourages them to do so. With the approval of the
originator, agencies, including NARA, may conduct a systematic review of records that are less
than 30 years old.

ISOO is pleased to report that during FY 1994, the product of the systematic review program
showed its first significant increase since FY 1990. Agencies reviewed 13.3 million pages in
FY 1994. This is an increase of 4.3 million pages (+47%) from FY 1993. Of the pages reviewed,
84% were declassified, a significant increase from the 73% rate reported in FY 1993. As a result
of the greater number of pages reviewed and the higher declassification rate, over 11.2 million
pages were declassified under the systematic review program in FY 1994. When added to the
number of pages declassified under the Executive Order 12937, “Declassification of Selected
Records Within the National Archives of the United States,” 1994 was a banner year for declassi-
fication. With the advent of the declassification reforms in Executive Order 12958, “Classified
National Security Information,” these numbers should be a prelude to the future of declassification.
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DOD and State
account for the large
increase in

declassification

Although the efforts of several agencies contributed to the increase, DOD and State account
for much of the program’s substantial improvement. DOD accounted for the highest volume of
pages reviewed in FY 1994, DOD reviewed over 6 milion' pages, 3 million more than in
FY 1993 (+109%). While several DOD components contributed to DOD’s outstanding perfor-
mance, the three military services account for most of DOD’s systematic review activity.
Particularly noteworthy is Navy’s contribution. During FY 1994, Navy reviewed 3.8 million
pages, 3.2 milion more than in FY 1993, almost a seven fold increase. Of the 3.8 million
reviewed, Navy declassified 3.7 million pages.

State accounted for the second highest volume of pages reviewed in FY 1994. State reviewed
4.4 milion pages, nearly a 3 milion page increase from FY 1993. Of the 4.4 milion pages
reviewed, State declassified 4 million pages.

In FY 1994, the number of pages NARA reviewed decreased from 3,005,456 to 2,320,531
(-28%), with a declassification rate of 95%, a slight increase. NARA's primary explanation for
the decline in its systematic review activity was a reduction in resources to conduct systematic
review. For the past two years, NARA has reported that special projects, such as the Kennedy
assassination files, critically impact the product of its systematic review program. Additionally,
in FY 1994, FOIA requests for NARA's classified records increased significantly. Since FOIA
reviews are far more time intensive than systematic review, the negative impact on NARA's total
declassified product was substantial. )

The lack of sufficient resources to conduct a viable systematic review program has led to a new
approach to deal with the build-up of older, permanently valuable classified records. E.O. 12958
substitutes a structured automatic declassification provision for the page by page, line by line
burden of systematic review. As envisioned, systematic reviews will be retained to deal only with
those relatively few records exempted from automatic declassification under the new system.
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Mandatory Review

Under E. O. 12356, the mandatory review process allows agencies or citizens to require an
agency to review specified national sécurity information for purposes of seeking its declassifi-
cation. Requests must be in writing and describe the information with sufficient detail to permit
the agency to retrieve it with a reasonable amount of effort. Mandatory review remains popular
with some researchers as a less contentious alternative to Freedom of Information Act (FOIA)
requests. It is also used to seek the declassification of the presidential papers or records of

. . . 31% increase
former presidents, which are not subject to FOIA.

. . . in number of pag
The 4,196 cases processed under mandatory review during FY 1994 comprised 51,976

documents tqtaling 323,?45 pages. The number of pages processed represents a 31% subject to mandat
increase from the prior year. The percentage of pages declassified in whole or in part (83%) fell
significantly from last year's rate of 93%. Given the high proportion and number of pages revtew
declassified, mandatory review remains a highly successful mechanism for the declassification
of information, With the advent of an Interagency Security Classification Appeals Panel under

E.O. 12958, mandatory review may become even more popular in the future.

Mandatory Review Pages Processed FY 1993-1994

323,945
Total
. 246903
Granted in Full
81,986
Granted Part
146,796
55,815
Denied in Full .

’ 15,127

Bl 1993  EEFY 199
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83% of pages
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Mandatory Review Action Taken FY 1994

Cases Documents Pages

Il Granted in Full

M Granted in Part il Denied in Full

E.O. 12356 also provides that agencies or members of the public may appeal mandatory
review denials to designated officials of the denying agencies. In FY 1994, the number of doc-
uments and pages processed on appeal dropped dramatically. These decreases result from
the figures reported by the Department of Justice for mandatory review appeals. During an
administrative review of its data collection procedures, the FBI discovered that it had incor-
rectly included Freedom of Information Act requests in its past reports. Consequently, Justice
did not include these requests in its FY 1994 report.

During FY 1994, agencies processed 77 appeals that comprised 386 documents totaling
3,046 pages. Of these, 88% of the pages were granted in whole or in part. This high rate sug-
gests that researchers can continue to anticipate greater returns in declassified information if
they pursue an appeal.

Mandatory Review Actions By Agency FY 1994

Total Cases %Granted %Granted %Denied
Agency Acted on in Full in Part in Part
DOD 1,154 60 23 17
State 893 52 44 4
CIA 597 38 52 10
NSC 591 53 46 1
NARA 561 40 36 24
DOE 86 3 97 0
All Others 314 73 19 8
Totals 4,196 51 38 11
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Safeguarding

Executive Order 12356 requires that each executive branch agency that originates or handles
classified information establish and maintain “an active oversight and security education
program.” Self-inspections are an important part of an agency’s program and allow it to identify
infractions (minor violations) of the Executive Order, the implementing ISOO Directive or agency
regulations. Agencies are required to report to ISOO the number and results of these self-

inspections each year.

For the fourth year in a row, agencies reported a decrease in the number of self-inspections.
For FY 1994, agencies reported 6,513 fewer self-inspections, a 34% decrease from the num-
ber reported in FY 1993. This dramatic decrease is largely attributed to DOD, which conducted
5,813 fewer self-inspections in FY 1994 than in FY 1993. Other agencies with significant
decreases include CIA, Commerce, DOE, DOT, FEMA, Justice and NASA. These reductions

in self-inspections are attributed to downsizing

]

I . and reorganizations throughout the
agency self-inspections : , . : ‘ ,
8 Y f ! Government. Those agencies reporting major increases, thus enhancing their oversight capa-

bility, include HHS, HUD, NARA, NSF, and State.

than last year

In FY 1994, agencies detected a total of 12,961 infractions. Compared to FY 1993, this figure
represents a 31% decrease. Although the overall number of inspections has decreased by a
substantial margin, the average number of infractions discovered per inspection increased
slightly from 0.97 in FY 1993, to 1.02 in FY 1994, While these figures are encouraging, they
are not at a level that indicates that an effective self-inspection program is in place at all agen-
cies. Pursuant to sections 5.2 and 5.3 of Executive Order 12958, “Classified National Security
Information,” an implementing directive for agency self-inspection programs will be issued
shortly. ISOO believes that establishing uniform standards for comprehensive self-inspections
willimprove the quality of agency self-inspection programs as well as the accuracy of statistical

data that are annually reported to 1SOO.
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Unauthorized Access 271 ‘ | .509“ |

Mismarking 10,416 5,287

Unauthorized Transmission 1,465 ' ‘1',333

Improper Storage 5,150 4,490

Unauthorized Reproduction 51 ‘ ‘ 127

Overclassification 683 555

Underclassification 177 o9t

Classification w/o Authority
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Executive Order 12958 of April 17, 1995

Classified National Security Information

This order prescribes a uniform system for classifying, safeguarding, and declassifying national
security information. Our democratic principles require that the American people be informed of the
activities of their Government. Also, our Nation’s progress depends on the free flow of information.
Nevertheless, throughout our history, the national interest has required that certain information be
maintained in confidence in order to protect our citizens, our democratic institutions, and our par-
ticipation within the community of nations. Protecting information critical to our Nation’s security
remaing a priority. In recent years, however, dramatic changes have altered, although not efiminat-
ed, the national security threats that we confront. These changes provide a greater opportunity to
emphasize our commitment to open Government.

NOW, THEREFORE, by the authority vested in me as President by the Constitution and the laws of
the United States of America, it is hereby ordered as follows:

PART 1—ORIGINAL CLASSIFICATION

Sec. 1.1. Definitions. For purposes of this order:
(a) "National security” means the national defense or foreign relations of the United States.

(b} “Information” means any knowledge that can be communicated or documentary material,
regardiess of its physical form or characteristics, that is owned by, produced by or for, or is
under the control of the United States Government. “Control” means the authority of the
agency that originates information, or its successor in function, to regulate access to the infor-
mation.

(o) “Classified national security information” (hereafter “classified information”) means information
that has been determined pursuant to this order or any predecessor order to require protec-
tion against unauthorized disclosure and is marked to indicate its classified status when in
documentary form.

(d) “Foreign Government Information” means:

(1) information provided to the United States Government by a foreign government or gov-
ernments, an international organization of governments, or any element thereof, with the
expectation that the information, the source of the information, or both, are to be held in
confidence;

(2) information produced by the United States pursuant to or as a resuit of a joint arrange-
ment with a foreign government or governments, or an international organization of gov-
ernments, or any element thereof, requiring that the information, the arrangement, or both,
are to be held in confidence; or '
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{3) information received and treated as “Foreign Government Information” under the terms
of a predecessor order.

(e) “Classification” means the act or process by which information is determined to be classified
information.

(f) “Original classification” means an initial determination that information requires; in the interest
- of national security, protection-against unauthorized disclosure.

(g) “Original classification authority” ‘means an individual authorized in writing, either by the
President, or by agency heads or other officials deSIgnated by the President, to classify infor-
mation in the first instance.

(h) “Unauthorized disclosure” means a communication or physical transfer of classified informa-
tion to an unauthorized recipient.

() “Agency” means any “Executive agency,” as defined in 5 U.S.C. 105, and any other entity
within the executive branch that comes into the possession of classified information.

()} “Senior agency official” means the official designated by the agency head under section 5.6(c)
of this order to direct and administer-the agency's program under which information is clas-
sified, safeguarded and declassified.

(k) “Confidential source” means any individual or organization that has provided, or that may rea-
sonably be expected to provide, information to the United States on matters pertaining to the
national security with the expectation that the information or relationship, or both, are to be
held in confidence.

{) “Damage to the national security” means harm to the national defense or foreign relations of
the United States from the unauthorized disc!osure of information, to include the sensitivity,
value, and utility of that information.

Sec. 1.2. Classification Standards.

{a) Information may be originally classified under the terms of this order only if all of the following
conditions are met:

(1) an original classification authority is classifying the information;

(2)-the information is owned by, produced by or for, or is under the control of the United States
Government;

3) the information falls within one or more of the categories of information listed in section
1.5 of this order; and

{4) the original classification authority determines that the unauthorized disclosure of the infor-
. mation reasonably could be expected to result in darmage to the national security and 1he,
original classification authority is able to identify or describe the damage.

{by If there is significant doubt about the need to classify information, it shall not be classified.
This provision does not:

(1) amplify or modify the substantive criteria or procedures for classification; or

(2) create any substantive or procedural rights subject to judicial review.

(c) Classified information shall not be declassified automatically as a result of any unauthorized
disclosure of identical or similar information.
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Sec. 1.3. Classification Levels.
{@) Information may be classified at one of the following three levels:

{1) “Top Secret” shall be applied to- information, the-unauthorized disclosure of which reason-
ably could be expected to cause exceptionally grave damage to the national security that
the original classification authority is able to identify or describe. A

(2) “Secret” shall be applied to information, the unaufhorized disclosure of which reasonably
could be expected to cause serious damage to the national security that the original clas-
sification authority is-able to identify or describe.

(3) “Confidential” shall be applied to information, the unauthorized disclosure of which rea-
sonably could be expected to cause damage to the national security that the original clas-
sification authority is able to identify or describe.

{b) Except as‘oktherwise provided byétatute, no othef terms: shall be used to identify United
States classified information.

{c) It there is significant doubt about the appropriate level of classification, it shall'be classified at
_the lower level.

Sec. 1.4. Classification Authority.
(a) The authority to classify information originally may be exercised only by:

(1) ThePresident; :

| {2) agency heads and officials designated by the President in the Federal Register; or

{3) United States Government officials delegated this authority pursuant to paragraph (c), below.

(b) Officials authorized to classify information at a specified level are also authorized to classify

“information at a lower level. :

(c) Delegation of original classification authority.

(1) Delegations of original classification authority shall be limited to the minimum required to admin-
ister this order. Agency heads are responsible for ensuring that designated subordinate officials
have a demonstrable and continuing need to exercise this authority.

{2) “Top Secret” original classification authority may be delegated only by the President or by
an agency head or official designated pursuant to paragraph (a){2), above.

(3) “Secret” or “Confidential” original classification authority may be delegated only by the
President; an agency head or official designated pursuant to paragraph (@)(2), above; or
the senior agency official, provided that official has been delegated “Top Secret” original
classification authority by the agency head.

(4) Each delegation of original classification authority shall be in writing and the authority shall

* not be redelegated except as provided in this order, Each delegation shall identify the offi-
cial'by name or position title.

{d) Originai classification authorities must receive training in original classification as provided.in
this-order and its implementing directives.

(e) Exceptional Cases. When an employes, contractor, licensee, certificate holder, or grantee of

an agency that does not have original classification authority originates information believed
by that person to require classification, the information shall be protected in a manner con-
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sistent with this-order and its' implementing directives. The information shall-be transmitted
promptly as provided under this-order or.its implementing directives to the agency that has
appropriate subject matter interest and classification authority with respect 1o this infbrma»
tion. That agency shall-decide thhm 30 days whether to classify this information. if it is not
clear which agency has classmcatlon responssbthty for this information, it shall be sent 1o the
Director of the Information Security Oversight Office. The Director shall determine the agency
having primary subject matter interest and forward the information, with: appropriate recom-
mendations, to that agency for a classification determination.

Sec. 1.5. Classification Categories. Information may not be considered for classification unless it
concerns: : ' L
- ( ) mthtary ptans weapons systems, or operations;
-+ {b) foreign government information; ,
; () intelligence activities (including spegia{ activities), intelligence sources or methods, or cryptology;
: ’(d) foreign refations or foreign activities of the United States, including confidential sources;
(@ sCientific, technological, or economic matters relating to-the national security;
(f Unifed States Government programs for safeguarding nuclear materials or facilities; or
{(g) vulnerabilities or capabilities of systems, installations, projects or plans relating to the -
national security. ' :
Sec. 1.6. Duration of Classification.

(a) At the time of original classification; the original classification authority shall attemb’t 10 estab-

fisha specific date or event for declassification based upon the duration of the national secu-

rity sensitivity of the information. The date or event shall not exceed the time frame in para-
‘graph (b), below, '

~(by i the original classification authority cannot determine an earlier specific date or évent for
declassification, information shallbe marked for declassification 10 years from the date of the
original decision, except as provided in'paragraph (d), below.

* (c) An original classification authority may extend the duration of classification or reclassify spe-

: cific information for successive periods not 1o exceed 10 years at atime if such action is con-

sistent with the standards and procedures established under this order. This provision does

not apply to information contained in records that are more than 25 years old and have been
determined to have permanent historical value under title 44, United States Code.

(d) At the time of original classification, the original classification authority' may ‘exempt from

declassification within 10 years specific information, the unauthorized disctosure of which

- could reasonably be expectéd to cause damage to the national security for a period greater
than that provided in paragraph (b}, above, and the release of which could reasonably be
expected to: o
&) reveal an intelligence source, method, or activity, or a cryptologic system or activity;

~{2) reveal information that would assist in the development-or use of weapons “of mass

 destruction; o
(3) reveal nnformataon that would mpaxr the devek)pment or use of technology W|th|n aUnited

- S’;ates weapon system;

- ‘(4) freveal United States military plans, or national security emergency preparedness plans;
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(5) reveal foreign government information; _

(6) damage relations between the United States and a foreign government, reveal a confi-
dential source, or seriously undermine diplomatic activities that are reasonably expected
to be ongoing for a period greater than that provided in paragraph (b), above;

(7) impair the ability of responsible United States Government officials to protect the
President, the Vice President, and other individuals for whom: protection services, in the
interest of national security, are authorized; or

(8) violate a statute, treaty, or international agreement.

(e) Information marked for an indefinite duration of classification under predecessor orders, for
example, “Originating Agency’s Determination Required,” or information classified under pre-
decessor orders that contains no declassification instructions shall be declassified in accor-
dance with part 3 of this order. k

Sec. 1.7. Identification and Markings.
(a) At the time of original classification, the following shall appear on ’the face of each classified
document, or shall be applied to other classified media in an appropriate manner:
(1) one of the three classification levels defined in section 1.3 of this order;
(2) the identity, by name or personal identifier and position, of the original classification authority;
(3) the agency and office of origin, if not otherwise evident;
(4) declassification instructions, which shall indicate one of the following:
(A) The date or event for declassification, as prescribed in section 1.6(a) or section
1.8(c); or
(B) the date that is ten years from the date of original classification, as prescribed in
section 1.6(0); or |
(C)the exemption category from declassification, as prescribed in section 1.6(d); and
(86) a concise reason for classification which, at a minimum, cites the applicable classification
categories in section 1.5 of this order.

(b) Specific information contained in paragraph (a), above, may be excluded if it would reveal
additional classified information.

(c) Each classified document shall, by marking or other means, indicate which portions are clas-
sified, with the applicable classification level, which portions are exempt from declassification
under section 1.6(d) of this order, and which portions are unclassified. In accordance with
standards prescribed in directives issued under this order, the Director of the Information
Security Oversight Office may grant waivers of this requirement for specified classes of doc-
uments or information. The Director shall revoke any waiver upon a finding of abuse.

{d) Markings implementing the provisions of this order, including abbreviations and requirements
to safeguard classified working papers, shall conform to the standards prescribed in imple-
menting directives issued pursuant to this order. '

(e) Foreign government information shall retain its original classification markings or shall be
assigned a U.S. classification that provides a degree of protection at least equivalent to that
required by the entity that furnished the information.
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{f)-Information assigned a level of classification under this or predecessor orders shall be &on-
sidered as classified at that level of classification despite the omission of other required mark-
ings. Whenever such inforration is used in the derivative classification process or is reviewed
for possible declassification, holders of such information shall coordinate with an appropriate

“classification authority for the application of omitted markings.

(g) The classification authority shall, whenever practicable, kuse a classified addendum whenev-
& er classified information constitutes a small portion of an otherwise unclassified document.

Sec. 1.8. Classification Prohibitions and Limitations.
(@ ) In no case shall information be classified in order to:
- conceal violations of law, meff:clency, or administrative error;
@) prevent embarrassment to a person,: organization, or agency;
(3 restrain competition; or k

)
{4) prevent or deylay the release of information that does not require protection’in the jntereSt
of national security.

(b) Basic scientific research information not clearly refated to the national security may not be
classified. K :

{¢) Information may not be reclassified after it has been declassified and released to the public
under proper authority. ‘

()] Information that has not previously been disclosed to the public under proper authority may

- be classified or reclassified after an agency has received a request for it under the Freedom
of Information Act (5 U.S.C. 552) or the Privacy Act of 1974 (5 U.S.C. 552a), or the manda-
tory review provisions of section 3.6 of this order only if such classification meets the require-
ments of ‘this order and is accomplished on a document-by-document basis with the per-
sonal participation or under the direction of the agency head, the deputy agency head, or the
senior agency official designated under section 5.6 of this order. This provision does not apply

- to classified information contained in records that are more than 25 years old and have been
determined to have pérmanent historical value under title 44, United States Code.

(e} Compilations of items of information which are mdlwduatly unclassified may be classified n‘ the
compiled: information reveals an additional association or relationship that:
(1) mests the standards for classification under this order; and
(2)is not o’zharwisé revealed in the individuat items of information. As used in this order, “com-
- pilation” means an aggregation of pre-existing unclassified items of information.
Sec. 1.9. Classification Challenges.
(a) Authorized holders of information who, in good faith, believe that‘ its classification status is

improper are encouraged and expected to challenge the classification status of the informa-
tion in accordance with agency proceduires established under paragraph (b), below.

(b) In accordance with implementing directives issued pursuant to this order, an agency head or
senior agency official-shalt establish procedures under which authorized holders of informa-
tion are encouraged and expected to challenge the classification of information that they
believe is improperly classified or unclassified. These procedures shall assure that:

(1) indlividuals are not subject to retribution for bringing such actions;
(2) an opportunity is provided for review-by an impartial official or panel; and
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(3) individuals are advised of their right to appeal agency decisions to the Interagency Security
Classtfication. Appeals Panel estabiished by section 5.4 of this order.

PART 2 - DERIVATIVE CLASSIFICATION

Sec. 2.1. Definitions. For purposes of this order:

(a) “Derivative classification” means the incorporating,:paraphrasihg, restating or generating in
new form infofmation that-is already classified, and 'marking the newly developed material
consistent with the classification ‘markings t'hat'apply'to the source information. Derivative
classification includes the classification of information based on oassmcahon guidance. The
duplication or reproduction of existing classmed information is not derivative classification.

(b) “Classmoatlon .guidance” means any instruction-or source that prescribes the classification of
specific information:.

(c) “Classification guide” means a documentary form of classification guidance issued by an-orig-
inal classification authority that identifies the elements of inforration regarding a specific sub-
ject that must be classified and establishes the level and duration of classification for each
such element. N

{d) “Source document” means. an existing document that contains classified information that is
incorporated, paraphrased, restated, or generated in-new form into a new document.

+{e):"Multiple sources” means two or more source documents c!assmcatlon gmdes or a.combi-
- pation of both,
Sec. 2.2. Use of Derivative Classification.

(&) Persons who only reproduce, extract, or summarize classified information, or who only apply
- classification markings derived from source material or as dxreoted by a classification: guide,
need not possess original classification authority. T
(b) Persons who apply derivative classification markings shall
(1) observe and respect original classification decisions; and

{2} carry forward 10 any newly created documents the pertinent Classif cation ‘markings. For
information- derivatively classified based on muittple sources the derivative classifier shall
carry-forward; :

(A) the date or event for declassification that corresponds to the longest period of clas-
sification- among the sources; and

(B) a listing of these sources on or attached 1o the ofﬂcual ﬁ!e o record cOopY.

Sec. 2.3. Classification Guides.

(a) Agencies Withforiginal classification authority shall prepafe classification-guides to facilitate the
proper and uniform derivative classification of information. These guides shall conform to
standards ‘contained in directives issued under this order.

(b) Each guide shall be approved personally and in writing by ank ofﬁcial who:

(1) has-program or supervisory  responsibility over the nformat!on or is the senior
agency official; and

{2} is authorized to classify information originally at the hlghest level of classification pre—ﬁ
scribed in the guide.
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{c) Agencies shall establish procedures to assure that classification guides are reviewed and
updated as provided in directives issued under this order.

PART 3 - DECLASSIFICATION AND DOWNGRADING

Sec. 3.1. Definitions. For pumposes of ’[hIS order:

(@) “Declassification” means the authorized change.in the status of mformatlon from classified
information to unclassified information. ‘

(b) “Automatic declassifi Cation” means the declassification of information based solely upon:
(1) The occurrence of a speomc date or event as determxned by the original classification
authority; or’ ,

(2) the expiration of a maxlmum tlme frame for duration of classuﬁcatton estabhshed uncler this
- order,

(c) “Declass‘ﬁoation authority” means: ,
B the off:ona! who authonzed the original classification, if that official is s’ult servmg inthe same:
posmon L
{2} the originator’s-current sucoessor in. function;
£ '(3) a supenvisory offi c«al of eﬁher or

(4 officials delegated decl assxﬁcanon authonty in writing by the agency head or the senior
* ‘agency official.

(d) “Mandatory declassification review” means the review for declassification of classified infor-
mation in response to a request for declassification that meets the requirements under sec-
tion 3.6 of this order.

(e) “Systematic declassification review” means the review for declassification of classified infor-

~ mation contained in records that have been determined by the Archivist of the United States

(“Archivist”) to have permanent historical value in accordance with chapter 33 of title 44,
United States Code. : .

{fy “Declassification ‘guide” means written instructions issued by a declassification authority that
describes the elements of information regarding a specific subject that may be declassified
and the elements that must remain classified. :

© “Downgrading” means a determination by a declassification authority that information classi-
f ed and safeguarded at a specified level shall be classified and safeguarded at a lower level

(h) “F; g series” means documentary material; regardless of its physical form or characterlstlcs
that is arranged in‘accordance with a filing system or mamtalned asa unat because it pertalns
to the same funotlon OF activity.

Sec. 3.2. Authority for Declassification.
(8) Information shall be declassified as soon as it no longer meets the standards for classifica-
- tion under this order.
(b) tis presumed that information that Cont nues to meet the classification requirements under
'thlS order requlres continued protect;on In some exceptional cases, however, the need to

protect such :nformatzon may be outweighed by the public interest in disclosure of the 1m‘or~
matzon .and in- these cases the information should be declassified. When'such: questions
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arise, they shall be referred 1o:the agency head or the senior agency official.. That'efﬂcial will

determine, as an exercise of discretion, whether the public interest in disclostire oUtweighs

the damage to national secunty that might reasonably be expected from disclosure. This pro-
- vision.does not:

s (1) amplify or modify the substantwe cntena or-procedures for classification; or
(2) create any substantive or procedural rights subject to judicial review; :

© If the Director of the Information Security Oversight Office determines that information is clas-

~sified in violation of this order, the Director may require the information to be declassified by

- the agency that originated the classification. Any such_decision by the Director may be

appealed to the President through the Assistant to the President for National Schrity Affairs,
The information shall remain classified pending a prompt decision on the appeal, -

(d) The provisions of this section shall also apply to agencies that, under the terms of this order,
+-do not have original classification authority, but had such authority under predebessor orders.

Sec. 3.3. Transferred information.

(@) In the case of classified information transferred in conjunction with a transfer of functions, and

not merely for storage purposes, the receiving agency shall be deemed to be the onglnatlng
agency for purposes of this order. :

B)in the case of classified information that is not oﬁicialiy transferred-as described in paragraph
(), above, but that originated in an agency that has ceased to exist and for which there is no
sticcessor agency, each agency in possession of such ‘information shall be deemed to be the
originating agency for purposes of this order. Such information may be declassified or down- -
‘graded by the agency in possession after consultation with any other agency that has an
interest in the subject matter of the information.

{c) Classified information: accessioned intd the National Archives and Records: Administration
(“National Archiveé”) as of the effective date of this.order shall be declassified or downgrad-
ed by the Archivist in accordance with this order, the directives issued pursuant fo this order,
agency declassification guides; and any existing procedural agreement between the Archivist
and the relevant agency head. '

(d) The originating agency shall take all reasonable steps to dec!assrfy classified mformation con-
tained in records determined to have permanent historical value before they are accessioned
', lnto the National Archives. However the Archivist may-require.that records containing classi-
fied information be accessioned into-the National Archives when necessary to comply with
the provisions of the Federal Records Act. This provision does not apply to mformatson being
transferred to the Aréhivist pursuant to section 22083 of title 44, United States Code, o infor-
‘mation for which the National Archives andy Records Administration serves as the custodian
 of the records of an agency or organization that goes out of existence.

(e) Te,the extent: practicable, agencies shall adopt a system of records management that will
facilitate the: public release of documents at the time such documents are declassified pur-
suant to the provisions for automatic declassification in sections 1.6 and 3.4 of this order.

Sec. 3.4. Automatic Declassification.

(a) Subject to paragraph ( ), below, within ﬁve years from the date of thls order, all ciassxf!ed mfor-
mation contained in records that;(1) are:more than 25 years old and (2) have been deter-
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mined to have permanent historical value under title: 44, United States Code, shall be auto-
matically declassified whether or not the records have been reviewed. Subsequently, all clas-
sified information in such records shall be automatically declassified no longer than 25 years
from the date of its original classification, except as provided in paragraph (b), below.

(b) An agency head may exempt from. automatic declassification under paragraph (), above,
specific information, the release of which should be expected to:

*(1) reveal the identity of a confidential human source,.or reveal information about the applica-
tion of an intelligence source or method, or reveal the identity of a human inteliigence
source when the unauthorized disclosure of that source would clearly and demonstrably

. damage the national security interests of the United States;
(2) reveal information that would assist in the development or use of weapons of mass
destmctbn; ,
3 ‘reveal information that would impair U.S. cryptologic systems or activities;
~ {4) reveal information that would impair the application of state of the art technology within a
U.8: weapon system; '

(5) reveal actual U.S. military war plans that remain in effect;

(6) reveal information that would seriously and demonstrably impair relations between the
United States and a foreign government, or seriously and demonstrably undermine ongo-
ing diplomatic activities of the United States;

- (7} reveal information that would clearly and demonstrably impair the current ability of United States
Government officials to protect the President, Vice President, and other officials for whom pro-
tection services, in the interest of national security, are authotized;

(8) reveal information that would seriously and demonstrably impair current national security
ermergency preparedness plans; or

(9) violate a statute, treaty, or international agreement.

{¢) No laterthan the effective date of this order, an agency head shall notify the President through
the Assistant to the President for National Security Affairs of any specific file series of records
for which a review or assessment has determined that the information within those file series
almost invariably fafls within one or more of the exerhption categories listed in paragraph (b},
above, and which the agency proposes to exempt from automatic declassification. The noti-
fication shall include:

(1) a description of the file series;

(2) an explanation of Why the information within the file series is almost invariably exempt from
automatic declassification and why the information must remain classified for a longer
period of time; and

~ (3} except for the identity of a confidential human source or.a human intelligence source,

as provided in paragraph (b), above, a specific date or event for declassification of the
information.

The President may: direct the agency head not to exempt the file series or to declassify the
information within that series at an earlier date than recommended.

(d) At least 180 days before information is automatically declassified under this section, an
agency head or senior agency official shall notify the Director of the Information Security
Oversight Office, serving as executive secretary of the Interagency Security Classification



Appeals Panel, of any specific’ information beyond that included in”a notification to the
President under paragraph (c), above, that the agency proposes to exempt from automatic
declassification. The notification shall include:

(1) a description of the information;

-A2) an explanation of why the information is exempt from automa’tlc decl assﬁ' cation and mus’t

remain classified for-a longer period of time; and

(3) except for the identity of a confidential human source or a human intelligence source; as
provided in paragraph (b), above, a specific date or event for declassification ‘of the infor-
mation. The Panel may direct the agency not to exempt the information or to declassify it
at an earlier date than recommended. The agency head may appeai such a decision to the
President through the Assistant to the President for National Security Affairs. The Informa—
tion will remain classifiect while such an appeal is pendmg

{(6) No later than the effective date of this order, the agency head or senior agency ofﬁéia! shall

provide the:Director of the Information. Security Oversight Office with a plan for compliance
with the requirements of this section, including the establishment of interim target dates. Each

' such plan shall include the requirement that the agency declassify at least 15 percent of the

)

records affected by this section no later than 1 year from the effective date of this order, and
similar commitments for subsequent years until the eﬁective date for automatic declassification.

Information exempted from automatic declassification under this section shall remain subject
to the mandatory.and systematic declassification review’ provisions of th!S order.

{9) The Secretary of State shall determine when the United States should commence negotia-

tions with the appropriate officials of a foreign fgovernment or international organization of
governments to modify any treaty or international agreemeht that requires the classification of
information contained in records affected by this section for a period longer than 25 years
from the date of its creation, unless the treaty or international agreement pértains to informa-
tion*that may otherwiSe remain classified beyond 265 years under this section.

Sec. 3.5. Systematic Declassification Review.
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(a) Each agency that has originated classified information under this order of'its predecessors
~shall establish and conduct a program for' systematic declassification review. This program

“shall apply to historically valuable records exempted from. automatic’ declassification- under
- . section 3.4 of this order. Agencies shall prioritize the systematic review of records based upon:

i (1) recommendations of the Information Security Policy Advisory Council, estabfished in sec-

~ tion 5.5 of this order, on specific subject areas for systematic review ooncentratlon or

(2) the degree of researcher interest and the likelihood of declassmcataon upon review.

. {b} The: Archivist shall conduct & systematic declassi flcataon rewew program for olassmed infor=

mation: (1) accessioned into the National Archives as of the effectnve date of this order; (2)

~information transferred to the Archivist pursuant 10 section 2203 of title 44, Umted States

Code; and (3) information for which the National Archives and Records Admln stratlon Serves:'
as the custodian of the records of an-agency or organization that has gone out of existence.
This program shall apply to pertinent records no later than 25 years from the date of their cre-
ation. The Archivist shall establish priorities for the. SySte,matic review of these records based
upon the recommendations of the Information SeCUriiy‘Poﬁcy Advisory Council; or the degree
of researcher interest and the likelihood ofkdeclasysiﬁcation upon review. These records shall



be reviewed in accordance. with the standards of this order, its implementing directives, and
declassification. guides provided to the Archivist by each agency that originated the records.
The Director of the Information Security Oversight Office shall assure that agencies provide
the Archivist with adequate and current declassification guides.

(c)-After consultation with affected agencies, the Secretary of Defense may establish special pro-
cedures for systematic review for declassification of classified cryptologic information, and the
Director of Central Intelligence may establish special procedures for systematic review for
declassification of classified information pertaining to-intelligence activities (including: special
activities), or intelligence sources or methods. '

Sec. 3.6. Mandatory Declassification Review.

(a) Except as provided in paragraph (b), below, all information classified under this order or pre-
decessor orders shall'be subject to-a review for declassification by the originating agency if:
{1) the request for a review describes the document or matefial containing the information

with- sufficient specificity 1o enable the: agency: to locate it with -a reasonable amount of
effort;
@ the mformation is not exerhpted from search and review under the Central Intelligence

Agency Information Act; and . o

- (3) the information has not been reviewed for declassification within the past two years. if the
agency has feviewed the information within the past two years, or the information is the
subject of pending litigation, the agency shall inform the requester of this fact and of the
requester’s appeal rights.

{b) Information originated by -
- (1) the incumbent President;
{2 the incumbent President’s White House Staff;
(8 commlttees, commissions, or boards appointed by the incumbent President; or

(4) other entities within the Executive Office of the President that solely advise and assist the
incumbent President is exempted from the provisions of paragraph (a), above. However,
“the Archivist shall have the authority to review, downgrade; and declassify information' of
former Pre&dents under the control of the Archivist pursuant to sections 2107, 2111,
o2 11 note, or 2203 of title 44, United States Code. Review procedures developed by the
Archivist-shall provide for consultatlon with agencies having primary subject matter inter-
est and shall be consistent with the provisions of applicable laws or lawful agreements that
p‘eﬁain to the respective Presidential papers: or records. Agencies with primary ‘subject
matter interest shall be notified promptly of the Archivist’s decision. Any final decision by:
the Archivist may be appealed by the requester or an agency to the Interagency Security
Classification’ Appeals Panel. The-information- shall- remain classified pending a prompt
decision on the appeal.

(c) Agencies conducting a mandatory review for declassification shall declassify information that
no longer meets the standards for classification under this order. They shall release this infor-
mation unless withholding is otherwise authorized and warranted under applicable law.

(d) In accordance with directives issued pursuant to this order, agency heads shall develop pro-
cedures to process requests for the mandatory review of classified information. These pro-
cedures shall apply to information classified under this or predecessor orders. They also shall
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provide a means for administratively appealing a denial of a mandatory review request, and
for notifying the requester of the right to appeal a final agency decision to the Interagency
Security Classification Appeals Panel.

(e) After consultation with affected agencies, the Secretary of Defense shall develop special pro-
cedures for the review of cryptologic information, the Director of Central Intelligence shall
develop special procedures for the review of information pertaining to intelligence activities
(including special activities), or intelligence sources or methods, and the Archivist shall devel-
op special procedures for the review of information accessioned into the National Archives.

Sec. 3.7. Processing Requests and Reviews.

In response to a request for information under the Freedom of Information Act, the Privacy Act of
1974, or the mandatory review provisions of this order, or pursuant to the automatic declassifica-
tion or systematic review provisions of this order:

(a) An agency may refuse to confirm or deny the existence or non-existence of requested infor-
mation whenever the fact of its existence or non-existence is itself classified under this order.

(b) When an agency receives any request for documents in its custody that contain information
that was originally classified by another agency, or comes across such documents in the
process of the automatic declassification or systematic review provisions of this order, it shall
refer copies of any request and the pertinent documents to the originating agency for pro-
cessing, and may, after consultation with the originating agency, inform any requester of the
referral unless such association is itself classified under this order. In cases in which the orig-
inating agency determines in writing that a response under paragraph (a), above, is required,
the referring agency shall respond to the requester in accordance with that paragraph.

Sec. 3.8. Declassification Database.

(a) The Archivist in conjunction with the Director of the Information Security Oversight Office and
those agencies that originate classified information, shall establish a Government-wide data-
base of information that has been declassified. The Archivist shall also explore other possible
uses of technology to facilitate the declassification process.

(b) Agency heads shall fully cooperate with the Archivist in these efforts

(c) Except as otherwise authorized and warranted by law, all declassified information contained
within the database established under paragraph (a), above, shall be available to the public.

PART 4 - SAFEGUARDING

Sec. 4.1. Definitions. For purposes of this order:
(a) “Safeguarding” means measures and controls that are prescribed to protect classified infor-
mation.
(b} “Access” means the ability or opportunity to gain knowledge of classified information.

{c) “Need-to-know” means a determination made by an authorized holder of classified informa-
tion that a prospective recipient requires access to specific classified information in order to
perform or assist in a lawful and authorized governmental function.

(d) “Automated information system” means an assembly of computer hardware, software, or
firmware configured to collect, create, communicate, compute, disseminate, process, store,
or control data or information.
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() “Integrity” means the state that exists when information is unchanged from its source and has
not been-accidentally- or intentionally modified, altered, -or destroyed.

(f) “Network” means a system of two or more computers that can exchange data or information.

(g) “Telecommunications” means the preparation, transmission, or communication of information
by electronic means.

h) “Special access program” means a program established for a specific class of classified infor-
mation that imposes safeguarding and access requirements that exceed those normally
required for information at the same classification level.

Sec. 4.2. General Restrictions on Access.
{a) A person may. have access to classified information provided that:
(1) a favorable determination of eligibility for access has been made by an agency head or the
b agency head’s designeg; o , |
(2) the person has signed an approved nondisclosure agreement; and
(3) the person has a need-to-know the information.

(b) Classified information shall remain under the control of the originating agency or its succes-
sor in function. An agency. shall not . disclose information originally classified by another
agency without its authorization. An official or employee leaving agency service. may not
remove classified-information from the agency’s control.

{c) Classified information may not be removed from official premises without proper authorization.

{d) Persons authorized to disseminate classified information outside the executive branch shalt
assure the protection of the information in a manner equivalent to that provided within the
executive branch.

(e) Consistent with law, directives and regulation; an agency head or senior agency official shait
establish uniform procedures to ensure that automated information systems, including net-
works and telecommunications systems, that collect, create, communicate, compute, dis-
seminate, process, or store classified information have controls that:

(1) prevent access by unauthorized persons; and
{2) ensure the integrity of the information.

) Consistent with law, directives and regulation, each agency head or senior agency official shall
establish controls to ensure that classified information is used, processed, stored, repro-
duced, transmitted, and destroyed under conditions that provide adequate protection: and
prevent access by unauthorized persons.

'g) Consistent with directives issued pursuant to this order, an agency shall safeguard foreign
government information under standards that provide a degree of protection at least equiva-
lent to that required by the government or international organization of governments that fur-
nished the information. When adequate to achieve equivalency, these standards may be less
restrictive than the safeguarding standards that ordinarily apply to United States
“Confidential™ information, including allowing access to individuals with a need-to-know who
have not otherwise been cleared for access to classified information or executed an approved
nondisclosure agreement. '
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(h) Except as provided by statute or directives issued pursuant to this order, classified information
originating in one agency may not be disseminated outside any-other agency to which it has
been made available without the consent of the originating agency. An agency head or senior
agency official may waive this requirement for speciﬁc information originated within that agency.
For purposes of this section, the Department of Defense shall be considered one agency.

Sec. 4.3. Distribution Controls.

() Each agency shall establish controls over the distribution of classified information, to assure
that it is distributed only to organizations or individuals eli grble for access who-also have a
need-to-know the information:

(b) Each agency shall update; at least annually, the automatic, routine, or recurring distribution of
classified information: that they distribute. Recipients shall cooperate fully with distributors
who are updating distribUtion lists and shall notify distributors whenever a relevant change in
status occurs. ' ' '

Sec. 4.4. Special Access Programs.

(a) Establishment of special access progréms Unless otherwise authorized by the President,
only the Secretaries of State, Defense and Energy, and the Director of Central Intefligence, or
the pnncrpal deputy of each, may create a specra! aceess program. For special access pro-
grams pertaining to intelligence activities (including special activities, but not including military
operational, strategic and tactical programs), or intelligence sources or methods, this function
will be exercised by the Director of Central Intelligence. These offi cials shall keep the number
of these ‘programs at an absolute. minimum, and shall establish them only upon a specific

finding that:

(1) the vulnerability of, or threat to, specific-information is exceptional; and
. '(2) the normal criteria for determining eligibility for access appﬁcahle to.information classified
at the same level are not deemed sufficient to protect the information from unauthorized
disclosure; or
. (3) the program is required by statute
(b) Requrrements and limitations.

(1) Specrai access programs shall be limited to programs inwhich the number of persons who

will have access ordinarily will be reasonably small and commensurate with the Objective

e of provrdlng enhanced protection for the information involved.

(2} Each agency head shall establish and maintain-a system of accounting for special access
programs consistent with. directives issued: pursuant to this order.

. (3) Special access programs shall be subject to the oversrght program established under‘sec-
tion 5.6(c) of this order: In addition, the Dlrector of the Information Securrty Qversight Office
shall be afforded access to these programs, in accordance with the security requirements
of'each program, in-order 1o perform the functrons assigned to the Information Security
Oversight Office under this order. An agency head may limit access to-a special access
program to the Director and no more than one other employee of the !nformanon Security

- Oversight Ofﬁce or, for special access programs that are extraordinarily: sensmve and vul-
nerable, to:the Director only. :

, ,l '(4) The agency head or principal deputy shall review annually each special access program
to determine whether it continues to meet the requirements of this order.
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(5) Upon-request, an agency shall- brief the ‘Assistant to the President for National Security
Affairs, -orhis or her designee, on'any or all of the agency's special access programs.

(c) Within- 180 days after the effective date of this order, each agency head or principal deputy
shall review all existing special access programs under the agency’s jurisdiction. These offi-
cials shall terminate any special access programs that do.not clearly meet thé provisions of
this order. Each existing special access program that an-agency head or principal deputy val-
idates shall be treated as if it were established on the effective date of this order.

(o)} No’ehing;rjthis order shall supersede-any requirement 'made by or under 10 U.S.C. 119.

Sec. 4.5. Access by Historical Researchers and Former Presidential Appointees.

(@ Thefrequiremeht in section 4.2(a)(3) of this. order that access to classified information may be
granted only to individuals who'have a need to—know the information may be waived for per-
sons who

(1) are engaged in historical research projects; or
(2) prevuously have occupied pohcy—maksng positions to wh;ch they were appointed by the
. President.
L) Waivers under this section may be granted only if the agency head or senior agency official
of the originating agency:
(1) determines in writing that access is consistent with the interest of natlonal security;

(2) takes appropriate steps 1o protect classified information from' unauthorized d!sclosure or
compromise, and ensures that the information is safeguarded in-a manner consistent wth
this order; and

- (ajfiim'its the access granted to former presidential appointees to items that the person brig-
' -ingted, reviewed, signed, or received while serving as a presidential appointee.

PART 5 - IMPLEMENTATION AND REVIEW

Sec. 5.1. Definitions. For purposes of this order:

(@) “Self-inspection” means the internal review and evaluation, of individual agericy activities and
the agency as a whole with respect to the implementation of the program established under
this order and its implementing directives:

b} “Violation” means:

(1) any knowing, wuliful or negligent action that could reasonably be expeoted to result in an
unauthorized disclosure of classified information;

(2) any knowing, willful or negligent action to classify or continue the classiﬁcationf 6f‘ihforma-
tion contrary to the requirements:of this order or its implementing directives; or

(3) any knowing, willful or negligent.action to créate or continue a special access program

- contrary to the requtrements of this order.

{c) “Infraction” means any knowing, willful or negligent action contrary to the requirements of this
order or its implernenﬁng directives that does not comprise a “violation,” as defined above.

Sec. 5.2. Program Direction. -

8] The Director of the Office of Management and Budget, in consultation with the Assistant to
~ the President for National Security Affairs and the co-chalirs of the Security Policy Board, shall
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issue such directives as are necessary to implerment this order, These directives shall be bind-
ing upon the agencies. Directives issued by the Director of the Office of Management and
Budget shall establish standards for:
{1) classification and marking principles:
(2) agency security education and training programs; =
(3) agency self-inspection programs; and

k {4) classification and declassification guides.

(b) The Director of the Office of Management and Budget shall delegate the implementation and
menitorship-functions of this program to the Director of the Information Security Oversight Office.

{c) The Security Policy Board, established by a Presidential Decision Directive, shall make a rec-
ommendation to the President through the Assistant to the President for National Security
Affairs with respect to the issuance of a Presidentiaﬁl,dir'ective on safeguarding classified infor-
mation. The Presidential directive shall pertain to the handling, storage, distribution, transmit-
tal and destruction of and accounting for classified information.

Sec. 5.3. Infarmation Security Oversight Office.

(@) There is established within the Office of Management and Budget an Information Security
Oversight Office. The Director of the Office of Management and Budget shall appoint the
Director of the Information Security Oversight Office, subject to the approval of the President.

{b) Under the direction of the Director of the Office of Management and Budget acting in con-
sultation with the Assistant to the President for National Security Affairs, the Director of the
Information Security Oversight Office shall:

(1) develop directives for the implementation of this order:
- {2) oversee agency actions to ensure compliance with this order and its implementing directives;

(3) review and approve agency implementing regulations and agency guides for systematic
declassification review prior to their issuance by the agency;

(4) have the authority to conduct on-site reviews of each agency’s program established under
this order, and to require of each agency those reports, information, and other coopera-
tion that may be necessary to fulfil its responsibilities. If granting access to specific cate-
gories of classified information would pose an exceptional national security risk, the affect-
ed agency head or the senior agency official shall submit a written justification recom-
mending the denial of access to the Director of the Office of Management and Budget
within 60 days of the request for access. Access shall be denied pending a prompt deci-
sion by the Director of the Office of Management and Budget, who shall consuit on this
decision with the Assistant to the President for National Security Affairs;

() review requests for original classification authority from agencies or officials not granted

- original classification authority . and, if .deemed. appropriate, recommend  Presidential
approval through the Director of the Office of Management and Budget;

(6) consider and take action on complaints and suggestions from persons within or outside the
Government with respect to the administration of the program established under this order;

(7) have the authority to: prescribe, after consultation with affected agencies, standardization

of forms or procedures that will promote the implementation of the program established
~under this order; ' d
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(8) report at least annually to the President on the implementation of this order; and

{9) ‘convene ‘and chair interagency meetings to discuss matters pertaining to the program
established by this order.

Sec. 5.4. Interagency Security Classification Appeals Panel.
(a) Establishment and Administration.

(1) There is established an Interagency Security Classification Appeals Panel (“Panel”). The
Secretaries of State and Defense, the Attorney General, the Director of Central
Intelligence, the Archivist of the United States, and the Assistant fo the President for
National Security Affairs shall each appoint a senior level representative to serve as a
member of the Panel. The President shall select the Chair of the Panel from among the
Panel members.

(2) A vacancy on the Panel shall be filed as quickly as possible as provided in paragraph (1),
above.

{8) The Director of the Information Security Oversight Office shall serve as the Executive
Secretary. The staff of the Information Security Oversight Office shall provide program and
administrative support for the Panel.

(4) The members and staff of the Panel shall be required to meet eligibility for access stan-
dards in order to fulfill the Panel's functions.

(5} The Panel shail meet at the call of the Chair. The Chair shall schedule meetings as may be
necessary for the Panel to fulfilt its functions in a timely manner.

(6) The Information Security Oversight Office shall include in its reports to the President a
summary of the Panel’s activities.

(b} Functions. The Panel shall:

(1) decide on appeals by persons who have filed classification challenges under section 1.9
of this order;

(2) approve, deny or amend agency exemptions from automatic declassification as provided
in section 3.4 of this order; and

(3) decide on appeals by persons or entities who have filed requests for mandatory declassi-
fication review under section 3.6 of this order.

(c) Rules and Procedures. The Panel shall issue bylaws, which shall be published in the Federal
Register no later than 120 days from the effective date of this order, The bylaws shall estab-
lish the rules and procedures that the Panel will follow in accepting, considering, and issuing
decisions on appeals. The rules and procedures of the Panel shall provide that the Panel will
consider appeals only on actions in which: (1) the appellant has exhausted his or her admin-
istrative remedies within the responsible agency; (2) there is no current action pending on the
issue within the federal courts; and (3) the information has not been the subject of review by
the federal courts or the Panel within the past two years.

(d)y Agency heads wili cooperate fully with the Panel so that it can fulfill its functions in a timely and
fully informed manner. An agency head may appeal a decision of the Panel to the President
through the Assistant to the President for National Security Affairs. The Panel will report to the
President through the Assistant to the President for National Security Affairs any instance in
which it believes that an agency head is not cooperating fully with the Panel.
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(€) The Appeals Panel is established for the sole purpose of advising and assisting the President
in the discharge of his constitutional and discretionary authority to protect the national secu-
rity of the United States. Panel decisions are commiitted to the discretion of the Panel, unless
reversed by the President. ' : :

Sec. 5.5. Information Security Policy Advisory Council. :

(a) Establishment. There is established an Information”-Security Policy. Advisory: Council
{“Council”). The.Council shall be composed of seven members:appointed by the President for
staggered ‘terms not to exceed four years, from among persons who have-demonstrated
interest and expertise in an area related 1o the subject matter of this order and are not other-
wise employees of the Federal Government. The President shall appoint the Council chair
from among the members. The Council shall comply with the Federal Advisory Committee
Act, as amended, 5 U.S.C. App. 2. 2

(b} Functions. The -Council shall:

{1) advise the President, the Assistant 6 the President for National Security - Affairs, the
Director of the Office of Management and Budget; or such other executive branch officials
as it deems appropriate, on policies established under this order or its implementing direc-

. tives, including recommended changes to those policies;
' o '('2) provide recommendations to agency heads for specific subject areas for systematic
~ declassification review; and

*(3) serve as a forum to discuss policy issues in dispute.

{c) Meetings. The Council shall meet at least twice each calendar year, and as determined by the
Assistant to the President for National Security Affairs or the Director of the Office . of
Management and Budget.

(d) Administration, ,
(1) Each Council member may be compensated at a rate of pay not to exceed the daily equiv-.
alent of the annual rate of basic pay in effect for grade GS-18-of the general schedule

under section 5376 of title 5, United States Code, for each day during which that mem- -
ber is engaged in the actual performance of the duties of the Council.

(2) While away from their homes or regular place of business in the actual performance of the
duties of the Council, members may be allowed travel expenses, including per diem in lieu
of subsistence, as authorized by law for persons serving intermittently in the Government
service (5 U.S.C. 5703(b)). ,

(3) To the extent permitted by law and subject to the availability of funds, the Information
Security Oversight Office shall provide the Council with administrative services, facilities,
staff, and other supbort services necessary for the performance ofits functions.

(4} Notwithstanding any: other Executive ‘order, the functions of ‘the President under the
Federal Advisory- Committee Act, as amended, that are applicable to the Council, except
that of reporting to the Congress, shall be performed by the Director of the Information

Security Oversight Office in accordance with the guidelines and procedures established by
_+ the General Services Administration.
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Sec. 5.6. General Responsibilities. Heads of agencies that originate or handle classified information shail:

{a) demonstrate personal commitment and commit senior management to the successful imple-
mentation of the program established under this order;

{b) commit necessary resources to the effective implementation of the program. established
under this order;

{¢) designate a senior agency official to direct and administer the program, whose responsibili-
ties shall include:

(1) overseeing the agency’s program established under this order, provided, an agency head
may designate a separate official to oversee special access programs authorized under
this order. This official shall provide a full accounting of the agency’s special access pro-
grams at least annually;

(2) promulgating implementing regulations, which shall be published in the Federal Register
to the extent that they affect members of the public;

-{3) establishing and maintaining security education and training programs;

- {4) establishing and maintaining an on-going self-inspection program, which shall include the
periodic review and assessment of the agency’s classified product;

(b) establishing procedures to prevent unnecessary access to classified ihformation, includ-
ing procedures that: () require that a need for access to classified information is estab-
lished before initiating administrative clearance procedures; and (i) ensure that the num-
ber of persons granted access to classified information is limited 10 the minimum consis-
tent with operational and security requirements and needs;

{6) developing special contingency plans for the safeguarding of classified information used
in or near hostile or potentially hostile areas;

{7) assuring that the performance contract or other system used to rate civilian or military per-
sonnel performance includes the management of classified information as a critical ele-
ment or.item to be evaluated in the rating of: (i) original classification authorities; (i} secu-
rity managers or security specialists; and (i) alt other personnel whose duties significantly
involve the creation or handling of classified information;

{8) accounting for the costs associated with the implementation of this order, which shall be
reported to the Director of the Information Security Oversight Office for publication; and

(9) assigning in a prompt manner agency personnel to respond to any request, appeal, chal-
lenge, complaint or suggestion arising out of this order that pertains to classified informa-
tion that originated in a component of the agency that no longer exists and for which there
is no clear successor in function.

Sec. 5.7. Sanctions.

(@) It the Director of the Information Security Oversight Office finds that a violation of this order or
its implementing directives may have occurred, the Director shall make a report to the head of
the agenocy or to the senior agency official so that comrective steps, if appropriate, may be taken.

{b) Officers and employees of the United States Government, and its contractors, licensees, cer-
- -tificate holders, and grantees shall be subject to appropriate sanctions if they knowingly, will-
. fully, or negligently: :

(1) disclose. to-unauthorized persons information- properly classified under this order or pre-
decessor orders;
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(2) classify or continue the classification of information in violation of this order or any imple-
menting directive;
(3) create or continue a special access program contrary 1o the requirements of this order; or

{4) contravene any other provision of this order or its implementing directives.

{¢) Sanctions may include reprimand, stspension without pay, removal, termination of classifica-
tion authority, loss or denial of access to classified information, or-other sanctions in accor-
dance with applicable law and agency regulation.

(@) The agency head, senior agency official, or other supervisory official shall, at-a minimurm,
promptly remiove the classification authority of any individual who demonstrates: reckless dis-
regard or a pattern of error in applying the classification standards of this order.

{e) The agency head or senior agency official shall:
(1) take appropriate and prompt corrective action when a violation or infraction-under para-
graph (b), above, occurs; and

(2) notify the Director of the Informanon Security Overs*ght Office when a violation under para-
graph (b)(1), (2) or (3}, above, occcurs.

PART 6—GENERAL PROVISIONS
Sec. 6.1. General Provisions.

(@ Nothing in this order shall supersede any requirement made by or under the Atomic Energy
Act of 19564, as amended, or the National Security Act of 1947, as amended. “Restricted
Data” and “Formerly Restricted Data” shall-be handled, protected, classified,; downgraded,
and declassified in conformity with the provisions of the Atomic Energy Act of 1954, as
amended, and regulations-issued under that Act.

() The: Attorney General, upon request by the head of an agency or the Director of the
Information Security Oversight Office, shall render an interpretation of this order with respect
to-any question arising in the course of its administration.

: (c) Nothing in this-order limits the:protection afforded any information by other provisions of law,
including the exemptions to the Freedom of Information Act, the Privacy Act, and the National
Security Act of 1947, as amended. This order is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law by a party against
the United States, its agencies; its officers, or its employees. The foregoing is in addition to
the specific provisos set forth in sections. 1.2(b), 3.2(b) and ,5.,4(9), of this order.

 (d) Executive Order No. 12356 of April 6, 1982, is revoked as of the effective date of this order,

Sec. 6.2. Effective Date. This order shall become effective 180 days from the date of its issuance.
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Agency Acronyms or Abbreviations

ACDA
AID
Air Force

ARPA
BIB
CEA
CIA
Commerce
DCAA
DIA
DIS
DISA
DLA
DMA
DNA
DOD
DOE
DOT
ED
EPA
EXIMBANK
FBI
FCA
FCC
FEMA
FMC
FRS

HHS
HUD
ICC
Interior
ISOO
ITC

: Arms Control and Disarmament Agency
: Agency for International Development

: Department of the Air Force

: Department of the Army

: Advanced Research Projects Agency

: Board for International Broadcasting

: Council of Economic Advisers

: Central Intelligence Agency

: Department of Commerce

: Defense Contract Audit Agency

: Defense Intelligence Agency

: Defense Investigative Service

: Defense Information Systems Agency

: Defense Logistics Agehcy

: Defense Mapping Agency

: Defense Nuclear Agency

: Department of Defense

: Department of Energy

: Department of Transportation

: Department of Education

: Environmental Protection Agency

: Export-Import Bank of the United States
: Federal Bureau of Investigation

: Farm Credit Administration

: Federal Communications Commission

: Federal Emergency Management Agency
: Federal Maritime Commission

: Federal Reserve System

: General Services Administration

: Department of Health and Human Services
: Department of Housing and Urban Development
: Interstate Commerce Commission

: Department of the Interior

: Information Security Oversight Office

: International Trade Commission

: Joint Chiefs of Staff
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Justice
Labor
MMC
MSPB
NARA
NASA
Navy
NRC
NSA
NSC
NSF
OA, EOP
OIG, DOD
OoMB
ONDCP
OPIC
OPM
0sD
OSIA
OSTP
OVP
PC
PFIAB
SBA
SEC
S8S
State
Treasury
TVA
USDA
USIA
UsSMC
USPS
USTR
VA
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Department of Justice

Department of Labor

Marine Mammal Commission

Merit Systems Protection Board

National Archives and Records Administration
National Aeronautics and Space Administration
Department of the Navy

Nuclear Regulatory Commission

National Security Agency

National Security Council

National Science Foundation

Office of Administration, Executive Office of the President
Office of the Inspector General, Department of Defense
Office of Management and Budget

Office of National Drug Control Policy
Overseas Private Investment Corporation
Office of Personnel Management

Office of the Secretary of Defense

On-Site Inspection Agency

Office of Science and Technology Policy

Office of the Vice President

Peace Corps

President’s Foreign Intelligence Advisory'Board
Small Business Administration

Securities and Exchange Commission
Selective Service System

Department of State

Department of the Treasury

Tennessee Valley Authority

Department of Agricutture

United States Information Agency

United States Marine Corps

United States Postal Service

Office of the United States Trade Representative
Department of Veterans Affairs
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