Management Watch List (MWL) for President's FY 2009 Budget (with Details)

Agency # Exhibit 300s
Department of Agriculture 37
Department of Commerce 61
Department of Defense 63
Department of Education 11
Department of Health and Human Services 56
Department of Homeland Security 42
Department of the Interior 50
Department of Labor 40
Department of State 3
U.S. Agency for International Development(USAID) 1
Department of Transportation 6
Department of the Treasury 22
Department of Veterans Affairs 40
Corps of Engineers 10
Environmental Protection Agency 1
General Services Administration 2
Nuclear Regulatory Commission 15
Office of Personnel Management 10
Small Business Administration 3
Totals 473
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Agency # Exhibit 300s BY DME SS

Department of Agriculture 37 $1,462.8 $284.430  $1,178.336
Department of Commerce 61 $2,008.8 $833.343 $1,175.500
Department of Defense 63 $9,851.7  $4,961564  $4,890.089
Department of Education 11 $389.3 $26.987 $362.356
Department of Health and Human Services 56 $1,837.2 $278.768 $1,558.442
Department of Homeland Security 42 $3,030.6 $864.116  $2,166.460
Department of the Interior 50 $861.7 $120.321 $741.354
Department of Labor 40 $414.3 $90.107 $324.222
Department of State 3 $34.7 $13.487 $21.174
U.S. Agency for International Development(USAID) 1 $5.3 $5.000 $0.320
Department of Transportation 6 $910.6 $679.121 $231.456
Department of the Treasury 22 $1,713.2 $173259  $1,539.954
Department of Veterans Affairs 40 $2,183.3 $499.075  $1,684.191
Corps of Engineers 10 $345.5 $32.320 $313.227
Environmental Protection Agency 1 $0.0 $0.000 $0.000
General Services Administration 2 $11.3 $4.015 $7.297
Nuclear Regulatory Commission 15 $107.8 $19.814 $88.020
Office of Personnel Management 10 $75.0 $16.656 $58.390
Small Business Administration 3 $42.6 $0.120 $42.500
Totals 473 $25,286 $8,902.5  $16,383.3
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Government-wide MWL Profile (# of occurances of each MWL Criteria):

Weak

Total # Agency-wide Weakness | consistency
Agency on MWL | Overall !Security! Eval |PM Not Valid CA ! PIA ! EVM Issue
Department of Agriculture 37 o ' 1 ! 6 0 37 ' 37 ' o 0
Department of Commerce | 61 | o b o | 61 el o o
Department of Defense | 63 | T R RS R 3| 63 e o o
Department of Educaton | 11 | R A T R 2 | o oo o
Department of Health and Human Services | ! 56 | o e e R o o 12
Department of Homeland Security | 42 | R 22 | o o o
Department of the Interior | 50 | o o o | so T se T o
'D'ébia[rir'ﬁéh't'bi"iéb'df"'"'"'"'""""'"'"""""'"40"'""i""r"'ll""r"'ié """"" R o e o
Department of Staie [ 3 o atr R o oo
'U.S. Agency for International Development(USAID) | 1 | 1 L A T o | L o
Department of Transportaton | 6 | s gy R o oo o
Department of the Treasury | 22 | s g b 3 | o o 2
Department of Veterans Affars | 40 | 0 T2 T a [T 3| a0 T e 4
Corps of Engineers | 10 | R R S R o | 0 T e o
Environmental Protection Agency | 1 | o o o | o o o
‘General Services Administraton | 2 | o oy R o oo o
‘Nuclear Regulatory Commission | 15 | T 2 | TR AR R o
Office of Personnel Management | 10 | R T o | o oo o
‘Smali Business Administration T 3 s Ty U o Tt 0

Government-wide Total 473 58 134 268 43 276 295 40 18
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Management Watch List (MWL) Details. Department of Agriculture

UPI

Project Name

Overall

Weak
| |
ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

005-53-01-11-01-2000-00

Conservation Program Delivery

USDA-Wide Consolidated Infrastructure, Office Automation, and
Telecommunications (IOAT)

Wednesday, April 09, 2008

CA PIA EVM

X X
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T



UPI

Project Name

Overall

Weak
I .
| Securlty| Eval

Agency-wide Weakness

Consistency
Issue

005-47-01-51-01-0001-00

RMA-01 Financia Management Systems

RMA-13 Emerging Information Technology Architecture - Electronic Written
Agreement Project
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Management Watch List (MWL) Details. Department of Commerce

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

006-08-01-24-01-5252-00

BEA Estimation Information Technology System (BEA-EITS)

NOAA/NESDI Y Satellite Operations Control Center Command and Data
Acquisition (SOCC/CDA)

NOAA/NWS/ Next Generation Weather Radar (NEXRAD) System Product
Improvement

NOAA/NWS/ Next Generation Weather Radar (NEXRAD) Operations and
Maintenance

NOAA/NESDIS/ Office of Satellite Data Processing and Distribution
(OSDPD) Systems Critical Infrastructure Protection (CIP)
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UPI

Project Name

Overall

Weak
I .
| Securlty| Eval

Agency-wide Weakness

Consistency
Issue

006-48-01-16-01-3215-00

NOAA/NESDIS/ GOES-R Series Ground Segment

NOAA/NWS/ National Weather Service Telecommunication Gateway
(NWSTG) System (Legacy, Replacement, and CIP)

NOAA/NWS NOAA Weather Radio (NWR) All Hazards Weather Network
(NAHWN) aka All Hazards Emergency Message Collection System
(HazCollect)

NOAA/NESDIS/National Integrated Drought Information System (NIDIS)
Implementation

NOAA/NWS/ NCEP Weather and Climate Operational Supercomputer
Systems (WCOSS Primary and Backup)

NOAA/NWS/ NCEP Weather and Climate Computing Infrastructure Services
(WCCIS)

EDA Operations Planning and Control System (OPCS) and Loan Billing and
Management System (LBMS)

NOAA/NESDIS/ Comprehensive Large Array-data Stewardship System
(CLASS)
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UPI

Project Name

Overall

Weak
I .
| Securlty| Eval

Agency-wide Weakness

Consistency
Issue

006-48-01-13-01-3504-00

NOAA/OAR/ NOAA Research Scientific Computing Support

NTIA - Radio Spectrum Management: Federal Spectrum Management System
(FSMS)

Commerce Business Systems (CBS) (formerly Commerce Administrative
Management System (CAMYS))

Census - Decennial 2010 Systems Design and Integration, and Decennial 2010
Testing and Evaluation

NOAA/NWS/ Automated Surface Observing System (ASOS) Operations and
Maintenance
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Management Watch List (MWL) Details. Department of Defense

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

007-21-01-03-01-6298-00

LOGISTICS MODERNIZATION PROGRAM

GUARDNET XXI, THE ARMY NATIONAL GUARD'S WIDE AREA
NETWORK

TRANSPORTATION COORDINATORS AUTOMATED INFORMATION
FOR MOVEMENTS SYSTEM I

MINIMUM ESSENTIAL EMERGENCY COMMUNICATIONS
NETWORK

CHEYENNE MOUNTAIN COMPLEX/TACTICAL WARNING - ATTACK
ASSESSMENT
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UPI

Project Name

Weak

I .
Overall |Securlty| Eval

Agency-wide Weakness |

Consistency
Issue

007-97-01-15-01-0332-00

MILITARY COMPUTER-BASED PATIENT RECORD (includes Inits 0049,
0379, and 0435)

INSTALLATION INFORMATION INFRASTRUCTURE
MODERNIZATION PROGRAM
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Weak Agency-wide Weakness l
UPI Project Name Overall :Security: Eval P\'\//lall;l dOt CA PIA  EVM I Cor::issszncy
007-57-06-12-01-1854-00 Battle Control System Fixed ! X X X I
007-97-01-03-01-0277-00 COMMISSARY ADVANCED RESALE TRANSACTION SYSTEM | foo I R O b
007-97-01-15-01-0613-00 DefenseMedical Logistics Standard Support | fooe A R P
1007-97-06-12-01-0881-00 GLOBAL COMMAND AND CONTROL SYSTEM-JOINT | foo I R e b
007-17-06-12-01-6555-00 DEPLOYABLE JOINT COMMAND AND CONTROL | x b I R O b
007-17-06-12-01-6946-00 COMMON AVIATION COMMAND AND CONTROL SYSTEM | S i Rl R Rt b
007-17-06-12-01-6046-00 GLOBAL COMMAND AND CONTROL SYSTEM - MARITIME | x b I R O b
007-17-06-12-01-6190-00 JTRS- GROUND MOBILERADIOS | x b I R O b
1007-97-01-16-01-0594-00 DEFENSE INFORMATION SYSTEM FOR SECURITY | x b I R R b
007-97-06-65-01-1030-00 Key Management Infrastructure | x b A R P
007-21-02-42-01-0688-00 DISTRIBUTED LEARNINGSYSTEM | x b I R O b
007.97.01-01-01-0178-00 DEFENSE ENTERPRISE ACCOUNTING AND MANAGEMENT system| ~ x T x F sy b
007-57-06-12-01-1046-00 Air and Space Operations Center - Wespon System | x b R R R P
1007-57-01-01-01-0487-00 Defense Enterprise Accounting and Management System-Air Force | S i Rl R Rt b
007-97-01-31-01-6312-00 DEFENSE TRAVEL SYSTEM | x b I R O b
07 21051261216560 ADVANGED HELD ARTILLERY TACTIGAL DATA SvSTen | x| % 15 [ [
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Management Watch List (MWL) Details. Department of Education

Weak Agency-wide Weakness

UPI Project Name Overall :Security: Eval P\'\/A all;l d0t CA PIA.  EVM I Cor::i;jzncy
018-45-01-01-01-1060-00 Federal Student Aid Financial Management System (FSA FMS) Fox ITox !

G18 2401060106000 E-AGhenticaion T e P
018-45-01-01-01-1070-00 Common Servicesfor Borrowers-Legacy (CSB-Legacy) | [0 R A R frooeeeeee
018-24-03-00-01-1010-00 Information Assurance (1A) | S R Rl R frooeeeeee
018-45-01-06-01-0000-00 EnterprisePortl T R R R R frooeeeeee
018-45-01-06-01-1100-00 National Student Loan Data System (NSLDS) | S R Rl R frooeeeeee
GIB240L0TOLI0I000 EDWeb T S e R P
018-45-01-06-01-1020-00 Common Origination and Disbursement (COD) | x ke b frooeeeeee
018-45-01-06-01-1090-00 Virtual DataCenter (vDC) | S R Rl R frooeeeeee
018-45-01-06-01-1150-00 ADvance- Aid Delivery [ x ke R Rl R frooeeeeee
45 0L061 301000 ADvarce- Pron Daabmegement ProgramGDv) | s e
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Management Watch List (MWL) Details. Department of Health and Human Services

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness
CA PIA EVM

| Consistency
| Issue

009-20-01-03-01-0278-00

CDC CCID Vaccine eXchange NETwork (VaX.NET) formerly VODS

IHS Resource and Patient Management System (RPMS) - Maintenance &
Enhancements

(FY09)
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UPI

Project Name

Weak

I .
Overall |Securlty| Eval

Agency-wide Weakness
CA PIA EVM

Consistency
Issue

009-38-01-02-01-1110-00

CMS Common Working File (CWF)

CDC PHIN: National Environmental Public Health Tracking Network
(NEPHTN)

ACF GrantSolutions.gov / Grants Administration Tracking Evaluation System
(GATES) - Grants Center for Excellence

FDA Mission Accomplishments and Regulatory Compliance Services
(MARCYS) (FY09)
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Weak Agency-wide Weakness l
UPI Project Name Overall :Security: Eval P\'\//lall;l dOt CA PIA  EVM I Cor:zissszncy
009-90-03-00-01-0002-00 OS ONC Prototype Nationwide Health Information Network (NHIN) Fx I ox | X
Architectures | | |
009-10-01-03-01-0042-00 FDA MedWatch Plus(Fyo9) | X [ N fr
009-38-01-02-01-2110-00 CMSICD-10 Initiative | o I P
009-25-02-00-01-3109-00 NIH IT Infrastructure | oo I Py
009-90-01-01-01-1013-00 OSASAM Accounting for Pay System (AFPS) | foo I N P
009-17-02-00-01-1010-00 IHS Infrastructure, Office Automation, & Telecommunications (I/OA/T) | o I Py
009-33-01-02-01-0011-00 AHRQ Medical Expenditures Panel Survey (MEPS) | o I P
093020110500 CSNodemizd Tinfaanise@0C9 |
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Management Watch List (MWL) Details. Department of Homeland Security

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness
CA PIA EVM

| Consistency
| Issue

024-70-01-05-01-7332-00

FEMA - Total Asset Visibility (Phase ) (2009)

TSA - FAMS Air to Ground Communications System and Tactical
Information Sharing System (2009)

CBP - Secure Border Initiative net (SBInet): Command, Control,
Communications & Intelligent Systems (2009)

(2009)

(2009)
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UPI

Project Name

Weak

I .
Overall |Securlty| Eval

Agency-wide Weakness
CA PIA EVM

Consistency
Issue

024-00-02-00-01-0591-00

DHS - Infrastructure (2009)

CBP - Traveler Enforcement Compliance System - Modernization (TECS
Modernization) (2009)
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Management Watch List (MWL) Details. Department of the I nterior

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

010-12-01-02-01-1212-00

USGS - Landsat Data Continuity Mission (LDCM)

DOI - Advanced Budget/Accounting Control and Information System
(ABACIS) (GovWorks)

OSM - Coal Fee Collection Management System (CFCMS) )(previously know
as FEEBACS Redesign)
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UPI

Project Name

Overall

Weak
I .
| Securlty| Eval

Agency-wide Weakness

Consistency
Issue

010-10-01-01-01-1009-00

BORZ1-PABS (Program and Budget System)

NPS - NPS.gov Internet/Intranet Portal (formerly ParkNet): Infrastructure -
Public Web Services
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Weak Agency-wide Weakness i
. | - PM Not Consistency
UPI Project Name Overall |Security; Eval |"\. .. | CA PIA. EVM |~ 0.
010-10-01-03-01-1005-00 BOR1-GCPO SCADA (Grand Coulee Power Office Supervisory Control and ! ' X X '
Data Acquisition System) I I |
010-10-01-03-01-1036-00 BOR1-CRSP SCADA (Colorado River Storage Project Supervisory Control [ f X X f
and Data Acquisition System) |L |L JIL
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Management Watch List (MWL) Details. Department of Labor

UPI

Project Name

Overall

Weak
| |
ISecurityI Eval

Agency-wide Weakness
CA PIA EVM

Consistency
Issue

012-25-01-04-01-3225-00

OASAM - HSPD-12

Businesses)

OASAM - DOL Infrastructure Optimization (formerly known as Unified DOL
Technology Infrastructure (UDTI))
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UPI

Project Name

Weak

I .
Overall |Securlty| Eval

Agency-wide Weakness |

| Consistency
CA PIA EVM | [H——

012-20-01-02-01-1025-00

BLS - Modernize the Producer Price Index (PPl) and International Price
Programs (1PP) Systems

BLS - Continuous Updating of the Housing and Geographic Area Samplesin
the Consumer Price Index

OCFO - DOL New Core Financia Management System (NCFMS) (formally
known as DOL Labor Executive Accountability Program (LEAP))
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Management Watch List (MWL) Details. Department of State

Agency-wide Weakness l

Weak
. | . PM Not | Consistency

UPI Project Name Overall |Security; Eval |"\_.."| CA PIA. EVM | "7 0
014-00-01-01-01-1146-00 Exhibit 300 - Consolidated American Payroll System (CAPPS) and ! ! X !

Interagency ePayroll Migration | | |
014-00-01-01-01-1531-00 Exhibit 300 - Worldwide Agency-wide Locally Engaged Staff Payroll [ f X f

(WALES Payroll) | | |
014-00-01-01-01-1510-00 Exhibit 300 - Joint Financial Management System (JFMS) [ X [ X X [
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Management Watch List (MWL) Details: U.S. Agency for I nternational Development(USAID)

Weak Agency-wide Weakness

. | . PM Not | Consistency
UPI Project Name Overall |Security; Eval |"\_.."| CA PIA EVM | "o
184-15-02-01-01-2021-00 USAID/DoS IT Infrastructure Integration (formerly known as Joint USAID- X Fox Tox !
DoS Infrastructure Center of Excellence) |L ,l_ L
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Management Watch List (MWL) Details. Department of Transportation

Weak Agency-wide Weakness |
. | . PM Not Consistency
UPI Project Name Overall |Security; Eval |"\_.."| CA PIA. EVM | "7 0
I x [

021-18-01-19-01-1010-00 NHTSAQ09: Fatality Analysis Reporting System (FARS)
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Management Watch List (MWL) Details. Department of the Treasury

Weak Agency-wide Weakness

UPI Project Name Overall :Security: Eval P\'\/A all;l d0t CA PIA.  EVM I Cor::i;jzncy
015-10-01-14-01-1480-00 Secure Payment System (SPS) ! I x !

015-45-01-13-01-2523-00 End to End Publishing - Mgor [ foooee AR Rl AR frooeeeeee
015-45-02-00-01-2529-00 Common Services-Portls [ foooee b frooeeeeee
015-10-01-14-01-1230-00 Deposit and DataManagement (ODM) [ foooee b frooeeeeee
015-05-01-13-01-7004-00 Treasury Foreign Intelligence Network (TFIN) [ S B R R frooeeeeee
015-05-01-13-01-7005-00 Treasury Secure DataNetwork (TSDN) [ foooee b frooeeeeee
015-45-01-14-01-2400-00 Information Returns Processing (IRP) | foooee b frooeeeeee
015-45-01-14-01-2466-00 Examination Desktop Support System (EDSS) - Release 2- Mgior | foooee b frooeeeeee
015-10-01-01-01-1250-00 Internet Payment Platform (iPP) [ foooee b frooeeeeee
CISA0OLOLI2I000 Pay.Gov I P
015-45-01-11-01-2225-00 Integrated Customer Communications Environment (ICCE) | foooee b frooeeeeee
015-45-01-14-01-2252-00 Electronic Management System (EMS) [ foooee b frooeeeeee
015-45-01-14-01-2462-00 Excise Tax e-File& Compliance (ETEC) Mgjor) | foooee b by
015-00-02-00-01-5201-00 Enterprise IT Infrastructure Optimization Initiative (EITIO) | % b frooeeeeee
015-45-01-01-01-242500 Financial Management Information Systems (PMIS) | % b frooeeeeee
015-45-01-12-01-2221-00 Electronic Fraud Detection System (EFDS) | foooee b frooeeeeee
015-00-01-13-01-5203-00 Treasury-Wide Enterprise Content Management (ECM) Services | foooee b frooeeeeee
1015-00-01-13-01-5202-00 Consolidated Enterprise Identity Management (EIDM) Project | S R Rl R frooeeeeee
015-57-01-01-01-3060-00 Fiscal Managemento® [ S R Rl R frooeeeeee
1015-05-01-01-01-7002-00 Financial Analysis& Reporting System (FARS) Applications | S R Rl R frooeeeeee
1015-05-01-13-01-7001-00 DC Pension System to Administer Retirement (STAR) | T R R R R frooeeeeee
SOSOLLLGLIN Seamesiiangeren o e e
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Management Watch List (MWL) Details. Department of Veterans Affairs

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

029-00-01-01-01-1020-00

Decision Support System (DSS)-2009
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UPI

Project Name

Weak

I .
Overall |Securlty| Eval

Agency-wide Weakness

Consistency
Issue

029-00-03-00-01-1026-00

One VA Contact Management-2009
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Management Watch List (MWL) Details. Corps of Engineers

UPI

Project Name

Overall

Weak
| |
ISecurityI Eval

Agency-wide Weakness

Consistency
Issue

202-00-01-02-01-1020-00

ENGLink Interactive

Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications (I/OA/T)
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Management Watch List (MWL) Details. Environmental Protection Agency

Weak
. | |
UPI Project Name Overall |Security, Eval

PM Not | Consistency
Valid = Pl EVM | Issue

Agency-wide Weakness

020-00-01-01-01-1126-00 BY09 - Financial Replacement System (FinRS) { ! X [ [ I
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Management Watch List (MWL) Details. General Services Administration

Weak !

Agency-wide Weakness

. | . PM Not | Consistency
UPI Project Name Overall |Security; Eval |"\_.."| CA PIA EVM | "o
023-10-01-14-01-1060-00 Regional Business Application (RBA, fkal TOMSand ITSS ! I x !
023-10-01-14-01-0250-24 E-Authentication (eGov) [ [ """ t x o ox t """""
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Management Watch List (MWL) Details: Nuclear Regulatory Commission

UPI

Project Name

Overall

Agency-wide Weakness
CA PIA EVM

Consistency
Issue

429-00-01-04-01-1010-00

National Source Tracking System (NSTS)
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Management Watch List (MWL) Details: Office of Personnel Management

UPI

Project Name

Weak

| |
Overall ISecurityI Eval

Agency-wide Weakness
CA PIA EVM

| Consistency
| Issue

027-00-01-02-01-1070-00

USAJOBS (Formerly Recruitment OneStop)

Electronic Questionnaire for Investigations Processing (e-QIP) and
Fingerprint Transaction System (FTS)

Personnel Investigations Processing Systems (PIPS), Clearance Verification
System (CV'S), OPM PIPS Imaging System (OPIS)
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Management Watch List (MWL) Details. Small Business Administration
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