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BACKGROUND

In this module, you will learn what confidentiality means in the context of tuberculosis (TB) control.
Confidentiality is an essential issue in many different aspects of TB control. Health care workers
need to be aware of the confidentiality issues that are relevant to patient-health care worker
encounters, as well as to the collection, management, and sharing of data gathered on TB patients.
In the treatment of TB disease, the relationship between the patient and the health care worker is
extremely important because of the serious consequences of treatment failure. If patient information
is disclosed to unauthorized persons without the patient’s permission, the patient may be stigmatized
or experience regjection fromfamily and friends, lose a job, or be evicted from housing. Moreover,
the health care worker may lose the trust of the patient, which can affect adherence to TB treatment.
Therefore, confidentiality — the responsibility to protect a patient’s private information —is critical
in TB control.

This module highlights specific situations in which a health care worker needs to consider and
protect the rights of TB patients. It discusses general recommendations for developing trust with a
patient, limiting disclosures, negotiating conflicts, and following due process. By using the
recommendations in this module, you should be able to protect the confidentiality of your patients
personal information and help the program fulfill its responsibilities to the public.

OBJECTIVES

After working through this module, you will be able to:

1. Explain what confidentidity is, and why it is important to TB control.

2. Ligt four serious consequences that may result from revealing persond information without
the patient’s permission.

3. Explan the patient-hedth care worker relationship and how it is like an agreement between
two parties.

4. Define hedth care worker and third party, and explain the difference between these two
terms.

5. Explan why trust is a key element in a successful patient-health care worker relationship
and three ways to develop trust.
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10.

11.

List four types of patient’s rights and describe their purposes.

Describe how confidentidity is an essentid issue in severd of the core components of a
TB control program.

Describe how confidentidity is important in the identification and management of TB
cases and in ensuring adequate therapy.

Describe what should be done to protect a patient’s rights during a contact investigation
and screening for tuberculosis.

Explain how other program activities, especidly those involving data collection and
analysis, require measures to provide data security and protect confidentiality.

Ligt the ways in which a patient’s confidentiaity can be protected in any Stuation: in an
office, clinic, ingtitution, or the field.
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NEW TERMS

Ligs of new terms were introduced in each of the five core Self-Sudy Modules on Tuberculosis
(Modules 1-5). Plesse refer to the core modules or thelir Glossary if you encounter unfamiliar
terms related to TB that are not defined in this New Terms section.

Look for the following new terms in this module.

authorization — permisson given by the
patient to dlow a third party to have access
to the patient’s confidential information

autonomy — the right of a patient to deter-
mine what will be done with his or her
body, personal belongings, and persond
information; this concept applies to any
adult person who is mentally competent

confidentiality — the protection of informa:
tion revealed during patient-health care
worker encounters, including al written or
electronic records of these encounters

consent — acceptance or gpprova of what is
planned or done; it involves voluntary
agreement to an action, whether it is a
treatment option or a diagnogtic test; the
patient-hedth care worker relationship is
founded on the patient’s consent to the care
being provided

court order —an order issued by a court
mandating DOT or, in very rare cases,
detention in a facility until treatment is
completed

disclosur e —the act of reveading or
distributing personal information

due process — an established course for
governmental activities or procedures,
designed to safeguard the lega rights of
the individual

health careworker —any member of a
team of health professonals who care for
and manage a TB patient, including
physicians, nurses, outreach workers,
hospital discharge planners, pharmacists,
and socia workers

informed consent —apatient’ swritten
consent to a surgical or medical procedure
or other course of treatment, given after
the health care worker has informed the
patient about the potentia benefits, risks,
and dternatives involved

partner notification—anactivity con-
ducted by HIV/AIDS programs to identify
and counsdl the sexua and needle-sharing
contacts of HIV-infected persons; this
notification is confidential and depends
on the voluntary cooperation of the
patient
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patient-health careworker relationship—
the basis for sharing information,
communicating beliefs and fedings that
affect care, and building trust in the value of
the interaction

patient-identifiableinfor mation—
information in which the identity of the

patient is directly included or can be deduced

privileged infor mation —persond
information shared by the patient with his or
her hedth care worker

routinecasereporting —therequired
reporting of suspected or confirmed TB
cases to a public hedth authority

statement of disagr eement —agtatement
filed by the patient gtating there is a
disagreement with the hedlth care worker or
ingtitution regarding the patient’s record

third party — a person or an organization
not directly involved in the care of a
patient’s health problem

waiver —aform that patients are often
asked to sgn to dlow their hedth
information to be used by third parties
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READING MATERIAL

Introduction

Confidentiaity involvesthe
protection of information
revealed during patient-health
care worker encounters,
including all written or
electronic records of these
encounters.

It isthe responsibility of the
health care worker to protect
the patient’ s private
information and ensure that
only those persons who need
to know information have
access to patient records.

Confidentiality

The protection of private patient information is
commonly referred to asconfidentiality.
Confidentiality involves the protection of information
revealed during patient-health care worker encounters,
including all written or electronic records of these
encounters. Confidentiality is an essentia issuein
many different aspects of TB control. Health care
workers need to be aware of confidentiaity issues that
are relevant to patient-health care worker encounters, as
well asto the collection, management, and sharing of
information gathered on TB patients.

Hedlth care workers should keep patient information in
confidence and only divulge it with the permission of
the patient except as otherwise required by law. Itis
the responsihility of the health care worker to protect
the patient’ s private information and ensure that only
those persons who need to know information have
access to patient records. Only persons directly
involved in patient care or public health activities
should have access to patient information. Safeguarding
patient information should be apriority for al members
of the health care team.
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The TB patient has certain
rights that must be respected
and are often protected by
legidation.

The hedlth department has a
responsibility to protect the
public’s health using certain
effective TB control
strategies.

Confidentidity is avery important issue in TB control
because the diagnosis of TB disease is potentialy
damaging to patients. For some patients, a diagnosis of
TB can lead to stigmatization or rejection by family,
friends, and coworkers; the loss of ajob; and possibly
eviction from housing. There are some specific
confidentiality issues that require specia attention by
hedlth care workers working with TB patients:

#

#

The TB patient has certain rights that must be
respected and are often protected by legidation

The health department has aresponsibility to protect
the public’s hedlth using certain effective TB
control strategies

In the course of conducting TB control activities,
some patient rights may be overridden in the
interest of protecting the public’s hedlth (for
example, an uncooperative, infectious patient may
be quarantined until noninfectious)

Great care must be taken to ensure that patient
rights — especiadly the right to privacy — are
protected to the fullest extent possible so the
patient-health care worker relationship is not
compromised; this relationship must be strong
enough to last throughout thetime it takesaTB
patient to complete therapy
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Study Questions7.1-7.2

7.1. Whatisconfidentiality and why isitimportantin TB control?

7.2.  Listfour specificconfidentiality issuesthat requirespecial attention by
providersworkingwith TB patients.

Answers on page 61.
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The Patient-Health Care Worker Relationship

The patient-hedth care
worker reaionship isthe
bassfor sharing informetion,
communicating beliefs and
fedingsthat affect care, and
building trust between the
patient and hedth care
worker.

A drong patient-hedth care
worker relationship built on
trust and the preservation of
patient confidentiaity will
increase the likdihood thet
the patient will be compliant
and adhere to therapy.

What isthePatient-Health CareWorker
Relationship?

The patient-health careworker reationship isthe
bess for

# Shainginformation
# Communicating beliefs and fedings thet affect care

# Building trust between the patient and hedlth care
worker

The qudlity of thisrdationship isimportant in
determining whether medica trestment is successful —
particularly in TB control, where long-term adherence
to atrestment regimeniscritica. A strong patient-
hedth care worker rdationship built on trust and the
preservation of patient confidentidity will increasethe
likelihood that the patient will be compliant and adhere
to thergpy.
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If either the health care
worker or the patient failsto

conform to the agreement, the
relationship can break down.
Thismay lead to
misunderstandings, alapsein
communication, and
treatment failure.

The patient-health care worker relationship can be viewed
as an agreement between the patient and the health care
worker. On the basis of the diagnosis, the health care
worker recommends a given course of action and both
parties (the patient and the health care worker) agree to
work together to resolve the patient’ s health problem.
The agreement incorporates some basic rules that each
party will observe during the course of the relationship;
such rulesinclude respecting each other’ s rights and
upholding certain responsibilities to each other and to
other parties (such as the general public or the patient’s
contacts). If either the health care worker or the patient
failsto conform to this agreement, the relationship can
break down. Thismay lead to misunderstandings, alapse
in communication, and treatment failure (see Module 9,
Patient Adherence to Tuberculosis Treatment, for an
example of an adherence agreement).

WhoisCondgdered aHealth CareWorker?

Health care worker refers to any member of ateam of
health professionas who care for and managea TB

patient, including

Physicians

Nurses

Outreach workers

Hospital discharge planners

Pharmacists

* O O OH OH OH

Socia workers
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For TB patients, the team of
hedlth care workers may
include representatives from
both the public and the
private sectors.

A third party isaperson or an
organization not directly
involved inthe care of a
patient’ s health problem.

For TB patients, the team of health care workers may
include representatives from both the public and the
private sectors. Because the health department has
ultimate responsibility for the TB casesin its
jurisdiction, the health department usually provides
some oversight of the management of TB casesin the
private sector.

Health care workers from the public sector who work
with the private sector may find that health care
workers from the private sector are reluctant to share
patient information. Health care workers from the
public sector must be prepared to inform health care
workers from the private sector about health department
confidentiality policies and procedures regarding the
collection, management, and sharing of data gathered
on TB patients.

WhoisConsidered aThird Party?

A third partyisaperson or an organization not
directly involved in the care of a patient’s health
problem. Some third parties have legitimate reasons for
becoming involved in the patient-hedlth care worker
relationship, such as

# Providing financia reimbursements
# Conducting research
# Evauating results of a program or intervention

However, thiswork is periphera to the patient-health
care worker interaction.

The difference between a health care worker and a third
party isthat health care workers have access to patient
information and can share it among members of the
hedlth care worker team in order to care for the patient.

10
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Trugt isthekey toa
successful patient-hedth care
worker rdaionship in which
therights and respongibilities
of both the patient and the
hedth care worker are
upheld.

If apatient trusts or has
confidencein hisor her
hedth care worker, he or she
ismorelikely to bewilling
and ableto adhereto a
regimen and follow the hedlth
careworker’ singructions
and advice.

The only third parties who should have access to patient
information are those whom the patient has specificaly
requested to be present during interviews or authorized

to have accessto records.

Devdoping Trust

Trugt isthe key to a successful patient-hedlth care
worker relationship in which therights and
respongibilities of both the patient and the hedth care
worker are upheld. Trugt impliesafirm reliance by the
patient on the integyrity, ability, and character of ahedth
caeworker. If apaient trugtsor has confidencein his
or her hedth care worker, he or sheismorelikdly to be
willing and able to adhere to aregimen and follow the
hedth careworker’ sindructions and advice. Hedth
care workers should strive to be worthy of this
confidence by earning the patient’ strugt. Three waysto
earn apdient’ strust include

# Respecting the patient’ sautonomy, theright of a
petient to determine what will be donewith hisor
her body, belongings, and persond information

# Fredy providing complete and accurate information
# Rigoroudy mantaining confidentidity
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It is extremely important that
the health care worker
safeguard all patient
information, including the
patient’ s diagnosis, and
assure the patient that this
information will not be
shared with authorities other
than required by law.

If sengtive persond
informationisrevededto a
third party without the
patient’ s permission, there
may be serious consequences.

Thelmportanceof Trust

By bringing his or her health problem to the attention of
a hedlth care worker, the patient is entrusting personal
and private information to the health care worker. As
the health care worker interviews the patient, the patient
may divulge information about lifestyle choices and
risky, even illega behaviors, such as injection drug use.
In addition, some patients may reveal that they residein
the United Statesillegally and fear being reported to
immigration authorities. It is extremely important that
the health care worker safeguard al patient information,
including the patient’ s diagnosis, and assure the patient
that thisinformation will not be shared with authorities
other than required by law.

If sengtive persond information isreveded to athird
party without the patient’ s permission, the patient’s
trust of the hedth care worker could be threstened and
may result in Serious consequences.

# The patient-hedth care worker relationship may be
damaged, possibly affecting the care of the patient

# The patient may be sigmatized or rgected by
family, friends, and others

# Thepatient may loseajob or be evicted from
housing

# The hedth care worker may losethe trust of other
patients
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Study Questions7.3-7.4

7.3.  Whatisthebasisfor thepatient-health careworker relationship and why
isitimportantin TB control?

7.4. Howisthepatient-health careworker relationship likean agreement, and
what aresome of the consequencesif either party failstoconformtothe
agreement?

7.5. Whoisconsidered ahealth careworker and whoisthethird party? What
isthedifferencebetween thetwo?

Answers on pages 62-63.
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Study Questions 7.6-7.7

7.6. Describewhy trust isakey element in a successful patient-health careworker
relationship and list three waysto develop trust.

7.7. What are some serious consequences of revealing senditive personal information
to athird party without the patient’s permission?

Answers on pages 63-64.

14



Confidentiality in TuberculosisControl Q}

Case Study 7.1

Van isacook at alocal restaurant. He cameto the health department after his
girlfriend, Tanya, told him that she had been diagnosed with TB discase. After
undergoing testsfor TB, it was confirmed that Van also has TB disease. Van isnot from
the United States and does not have the proper documentsto beworking in thiscountry.
During the contact investigation interview, Van wasreuctant to provide infor mation on
whereheworked. Hedid not want to get hisemployer in trouble and he does not want to
bereported to immigration authorities. Van was also afraid that if people at work found
out that he had TB that hewould lose hisjob. Finally, Van also admitted to injecting
drugswith somefriendsoncein awhile, but wasreductant to give their names because he
didn’t want hisfriendsto know that he had TB. Hewas also afraid hisfriends might be
reported to the police.

# Why isit important to protect Van's confidentiality?

# What can the health careworker do to develop trust with Van?

Answers on pages 70-71.
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Protecting Patients' s Rights

Disclosure isthe act of
revealing or distributing
persona information.

The patient needsto give
specific authorization or
permission to dlow athird
party to have access to the
patient’ s confidential
information.

Patients Rights

Patients have certain rights concerning their persond
and private information rdevant to their medicd care.
Some of these rights are ummarized in Teble 7.1, page
23, and indude theright to

# Giveor withhold authorization of disclosures
# Mantan privacy

# Haveautonomy

# Begiveninformation

TheRight to Giveor Withhold

Authorization of Disclosures

Disclosure isthe act of revealing or distributing
persona information. A patient discloses hisor her
personal information to the health care worker in order
to receive appropriate trestment and quality care.
Health care workers working together to resolve a
patient’ s problem share information about that patient
among themselvesin order to provide quality care. In
addition, health care workers are sometimes asked by a
third party — an employer, aresearcher, or even the
press — to disclose patient information for specific
purposes. The patient needs to give specific
authorization or permission to alow athird party to
have access to the patient’s confidentia information.
Thethird party’s request for patient information falls
outside the bounds of the provider-health care worker
relationship.

16



Patient waiversare NOT
needed for routine case
reporting, the required
reporting of suspected or
confirmed TB casesto a
public health authority, or
when specific regulations
alow the transfer of
information needed to qualify
apatient for government
funding.

The patient has aright to
refuse requests by third
parties or to limit the
authorization in any way he
or she wishes except where
disclosureis provided by law.
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To the extent possible, the patient should have control
over

# Who will receive any personal information

# What information should be released to each
requestor

# Theduration of the authorization

Often, patients are asked to sign a specific waiver or
form, to alow their health information to be used by
third parties. Figure 7.1 presents a sample authorization
form for disclosure of medical record information.
When such authorization forms are used, they should be
carefully explained to patients so the patient’ s consent
to disclosure isinformed. However, patient waivers are
NOT needed for routinecase reporting, the required
reporting of suspected or confirmed TB casesto a
public health authority, or when specific regulations
allow the transfer of information needed to qualify a
patient for government funding.

The patient has aright to refuse requests for
information by third parties, aswell astheright to limit
the authorization in any way he or she wishes except
where disclosureis provided by law. TB programs and
health care workers should carefully consider whether
such requests are legitimate and valuable before asking
patients to authorize disclosures.

17
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Authorization for Disclosur eof M edical Record I nfor mation

Patient’ sname: Dateof birth: Age:
(Last, First, Middlelnitial)

Address: Home phone:
(Street, Apartment No.)

Work phone:

(City, State, Zip Code)

The undersigned hereby authorizes and requests

(Health Careor Health Services Provider)
to provide

(Identity of Third Party or Name of Any Duly Authorized Representative)

with access to my medical records for the purposes of review and examination and further authorizes
and requests that you provide such copies thereof as may be requested.

The foregoing is subject to such limitation as indicated below:

G 1 Confined to records regarding admission and treatment for the following medica condition

orinjury:
on or about at the following facility:
(Date)
G 2 Coveringrecordsfor theperiod from to

(Date) (Date)

G 3. Confined to the following specified information:

G 4. No limitations placed on dates, history of illness, or diagnostic and therapeutic information,
including any treatment for alcohol and drug abuse. (Signer to initial for authentication of
thisresponse)

Expiration of thisauthorization, if any:

(Date)
Signature: Date:

If signed by personal representative, staterelationship and authority to do so.
ANY DISCLOSURE OF MEDICAL RECORD INFORMATION BY THE RECIPIENT(S) IS PROHIBITED EXCEPT WHEN IMPLICIT
IN THE PURPOSES OF THIS DISCLOSURE.

Figure7.1 Exampleof an Authorization for Disclosure of Medical Record Information.
Source: Guidelineson Institutional Policiesfor Disclosure of Medical Record Information,
published by the American Hospital Association, copyright 1979.



Persona information shared
by the patient with his or her
hedth care worker is
considered privileged
information; that is,
information that the hedth
care worker has a
responsibility to protect.
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The Right to Maintain Privacy

Health care workers should protect information revealed
during provider-hedth care worker encounters, including
al written or eectronic records of these encounters. Only
those persons directly involved in the care of the patient’s
health problem should have access to private information.
Hedlth care workers need to be aware of the patient’s
right to privacy in the collection, management, and
sharing of data on TB patients. Personal information
shared by the patient with his or her hedth care worker is
considered privileged infor mation; that is, information
that the hedth care worker has a responsbility to protect.
When the identity of the patient is either directly included
in or can be deduced from such information, it is
sometimesreferred to aspatient-identifiable
information. This information is usudly entered into the
patient’s medical record and into any secondary data-
bases that are maintained by the hedlth care worker or
ingtitution where the patient receives care. Secondary
databases are usually maintained for the purposes of

# Sharing information among members of the
health care team

# Conducting reporting and surveillance of diseases
or medical conditions

# Financing hedth care through reimbursements
from the government or a private organization
(such as an insurance company)

# Conducting indtitutional review of the qudity of
care and appropriateness of expenditures
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Autonomy is the right of a

patient to determine what will

be done with his or her body,
personal belongings, and
persona information; this
concept gpplies to any adult
person who is mentally
competent.

Sometimes the right to
autonomy can be overridden
in the interest of protecting
others who may be harmed
by the patient’s decisions.

The provider-hedlth care
worker relationship is
founded on the patient’s
consent to the care being
provided.

TheRight to Have Autonomy

Autonomy is the right of a patient to determine what
will be done with his or her body, persond belongings,
and personal information; this concept applies to any
adult person who is mentally competent. The right to
autonomy has some limitations designed to protect the
patient (especidly if the patient is a child or a mentaly
incompetent adult). In the case of such a patient, a
parent or legad guardian acts as the decison maker.
For example, the court may intervene if a parent or
lega guardian withholds potentially life-saving
treatment that is clearly indicated for a child.

Sometimes the right to autonomy can be overridden in
the interest of protecting others who may be harmed by
the patient’s decisons. This can happen in TB control
when a patient with infectious or potentialy infectious
TB disease refuses treatment.  Because he or she poses
a sgnificant hedlth threat to other people, such a
patient may receive acourt order, which is an order
issued by a court mandating DOT or, in very rare
cases, detention in a facility until treatment is
completed (see Module 9, Patient Adherence to
Tuberculosis Treatment, for further information on
nonadherence and its legal remedies).

With the exception of the circumstances mentioned
above, autonomy means that heath care workers
should respect the decisions of patients about their
hedlth care.  When a patient agrees to follow a
treatment plan recommended by a hedth care worker,
the patient is sad to have given his or her consent to
that plan. Consent is acceptance or approva of what
is planned or done; it involves voluntary agreement to
an action, whether it is a trestment option or a
diagnogtic test. The provider-health care worker
relationship is founded on the patient’s consent to the
care being provided.



Informed consent is a
patient’s written consent to a
surgical or medica procedure
or other course of treatment,
given after the hedlth care
worker has informed the
patient about the potentia
benefits, risks, and
alternatives involved.

The patient has a right to be
given information about his
or her medica diagnoss,
treatment regimen, and
progress.
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Informed consent is a patient’s written consent to a
surgical or medica procedure or other course of
treatment, given after the hedth care worker has in-
formed the patient about the potential benefits, risks,
and dternatives involved. The concept of informed
consent is based on the principle that a hedth care
worker has a duty to disclose information that alows
the patient to make a reasonable decison regarding his
or her own treatment. The informed consent procedure
is provided for under state medical consent laws.

The Right to Be Given Information

The patient has a right to be given information about
his or her medical diagnosis, treatment regimen, and
progress. This alows the patient to make appropriate,
informed decisons about his or her hedth care. For
example, a patient with drug-resstant TB has a right to
know the therapeutic options available, the duration of
treatment, potential sde effects of the drugs, and the
expected outcome, or prognosis. This information may
be vauable to the patient not only for making hedth
care decisons, but aso for making other decisions
about important issues such as employment, housing,
or family matters.
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A pdient aso has aright to
review the information in his
or her medica record.

A patient dso has a right to review the information
in his or her medicd record. A patient may want this
information, to learn more about his or her hedth
care or in preparation for a change of hedth care
workers. If the record contains errors or omissions,
the patient can request a correction or amendment.
Usudly, this request must be approved by the hedth
care worker or ingtitution that maintains the record.
If the hedlth care worker or ingtitution does not agree
that the record should be corrected or amended, the
patient can usudly fileastatement of disagreement
that indicates his or her verson of the gory. Thisis
a statement filed by the patient stating there is a
disagreement with the hedlth care worker or
indtitution regarding the patient’s record. The
documentation of a patient’s medica history is very
important and can have serious consequences for the
patient; therefore, it is very important that it be as
accurate and objective as possible.
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Table7.1
Summary of Patient Rights

Typeof Patient
Right

Purpose

withhold
authorization of
disclosures

The right to give or

The patient generally has the right to control who has access to
confidential information except as otherwise provided by law. The
patient needs to give specific authorization or permission to alow a
third party to have access to confidentia information.

privacy

The right to maintain

Only those persons directly involved in the care of the patient's
health problem should have access to private information. Health
care workers should protect information reveded during provider-
health care worker encounters, including al written or electronic
records of these encounters.

The right to have
autonomy

Autonomy is the right of a patient to determine what will be done
with his or her body, persond belongings, and personad information;
this concept applies to any adult person who is mentally competent.
Sometimes the right to autonomy can be overridden in the interest
of protecting others who may be harmed by the patient’s decisions.

information

The right to be given

The patient has a right to information about his or her medica
diagnosis, treatment regimen, and progress. This alows the patient
to make gppropriate, informed decisions about his or her hedth care.

When interacting with

patients, health care workers
should aways follow due

process.

Following DueProcess

When interacting with patients, hedlth care workers
should adways follow due process. Due process is
an established course for governmentd activities or
procedures designed to safeguard the legd rights of
the individud. It is extremely important that an
established course be followed so that al patients
are treated equally and receive attention for their
individual needs.
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The use of gandard protocols
and forms can help ensure
that important tasks are not
omitted.

Hedth care workers should receive training in and
become informed about the policies and procedures
used in their areafor

# Obtaining informed consent

# Providing information to patients

# Protecting confidentiaity

The use of gandard protocols and forms can help
enaure that important tasks (such as obtaining informed
congent or an authorization for release of informeation)
are not omitted. Documentation isaso acrucid part of
due process. Hedlth care workers should dways
document

# Patient requestsfor information

# Concerns about autonomy

# Decisonsabout disclosure of patient information

24
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Study Questions7.8-7.10

7.8. Whatisan authorization or waiver form and whenisit used?

7.9.  Whatispatient-identifiableinformation? List four specificusesfor this
information.

7.10. Whatisinfor med consent?

Answers on pages 64-65.
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Study Questions7.11-7.12

7.11. What arethefour typesof patient rightsand what isthe pur pose of each of
thepatient rights?

7.12. Whatisdueprocessand why isit important?

Answers on page 65.
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CaseStudy 7.2

Mr. Alvin Jonesisa patient with infectious T B diseasewho hasbeen recently
dischar ged from thehospital. Whilehospitalized, Mr. Joneswasvery sick and
had no problemswith taking hismedication or under going diagnostic proce-
dures. Now that heisback at home, he hasstopped taking hismedications, has
missed two clinicappointments, and hascontinually refused to speak tothe
health careworker assigned to hiscase. After many attemptstoinform Mr.
Jonesof hiscondition and theneed for treatment, thehealth department finally
obtained acourt order requiringMr. Jonestocompleteadir ectly observed
therapy regimen. Mr. Jones, not wantingtoget intolegal problems, hasreluc-
tantly agreed to meet with thehealth carewor ker to establish atreatment plan.

# Whyisthehealth department abletoobtainacourt order, despite
Mr.Jones wishtostop treatment?

# What should bedonetoprotect Mr. Jones rightstoautonomy, infor mation,
and privacy?

Answers on pages 71-72.
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TB Control and Confidentiality

The three primary goals of
TB prevention and control
areto identify and treat TB
disease; to identify and

eval uate exposed contacts,
and to test populations at
high risk for TB, and provide
treatment of LTBI as
indicated.

State and local hedlth
departments have the primary
responsibility for preventing
and controlling TB.

Goalsof TB Prevention and Control

The three primary goas of TB prevention and control
areto

# Identify and treat persons who have active TB
disease

# ldentify and evaluate exposed contacts, offering
appropriate treatment as indicated

# Test populationsat high risk for TB infection and
disease in order to detect infected persons, and
provide treatment of latent TB infection (LTBI) to
prevent progression to active TB

State and local health departments have the primary
responsibility for preventing and controlling TB. To
meet this chalenge successfully, TB control programs
should be able to carry out the following core
components:

# ldentifying TB cases

# Ensuring adequate therapy

# ldentifying high-priority candidates for treatment of
LTBI

# Collecting and analyzing data

# Conducting overal planning and policy
development

# Providing laboratory and diagnostic services
# Providing training and education



Health care workers need to
be aware of the
confidentiality issues that are
relevant to patient-hedlth care
worker encounters as well as
to the collection,
management, and sharing of
data on TB patients.

Because TB is considered a
sgnificant threat to the
public’s hedlth, the disclosure
of the patient information
from the health care worker
to a public hedth authority is
alowed for the purpose of
TB contral.
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The following section highlights how confidentidity is
an essentia issue in severd of the core components of a
TB control program. Hedlth care workers need to be
aware of the confidentiality issues that are relevant to
patient-health care worker encounters as well as to the
collection, management, and sharing of data on TB
patients.

Confidentiality in Identifying and Managing
TB Cases

Most persons who have TB disease are diagnosed when
they seek medica care for symptoms caused by TB or
other medical conditions. Reports of suspected or
confirmed TB cases are required to be submitted to
public hedth authorities (see Module 8, Tuberculosis
Survelllance and Case Management in Hospitals and
Institutions).

Cases of TB are reported to federa, state, or local
hedlth authorities based upon laws governing the
locality. Because TB is consdered a significant
threat to the public’s hedlth, the disclosure of the
patient information from the health care worker to a
designated public health authority is adlowed for the
purpose of TB control. In addition to routine case
reporting, some TB control programs conduct active
surveillance to identify TB cases through |aboratory
or pharmacy records. Hedth departments are
required to protect the confidentiaity of al TB case
reports.

Once the information about a suspected or confirmed
TB case is tranamitted to or obtained by the health
department, health care workers use this information
to ensure that the necessary steps are taken to treat
the patient and hdt the spread of disease.
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If a patient travels or moves
from one hedlth jurisdiction
to another, the hedth
department of the patient’s
home jurisdiction should
notify the hedlth department
for the area to which the
patient is moving.

When a TB case report has been submitted, the hedth
care worker should check the TB program database to
see if the case has been reported previoudy. |If so, he
or she should obtain information about the patient’s
past clinic vigts, chest x-ray reports, adherence
history, bacteriology and susceptibility results, and
medication history, including the administration of
directly observed therapy (DOT). It is crucid that this
information be given immediately to the hedth care
worker managing the case to ensure appropriate
medical treatment. As confidentiaity laws permit,
this information may aso be shared with others
providing direct care to the patient.

If a patient travels or moves from one hedth jurisdic-
tion to another, the hedth department of the patient’s
home jurisdiction should notify the health department
for the area to which the patient is moving. It is
important that as much information as possible be
relayed to the recelving jurisdiction, within the
limitations of current laws and regulations governing
the confidentiality of records. Hedth care workers
should be aware that legal obligations of
confidentiality may vary widely from date to State
(see Module 8, Tuberculosis Surveillance and Case
Management in Hospitals and Ingtitutions).
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............ Although sharing necessary information between hedlth

Health care workers should care workers, heath departments, and health

never fax patient information jurisdictionsis encouraged to protect the health of the
if they are not sureif the patient and the public, information should be shared
receiving fax machineisina only on aneed-to-know basis. In addition, when
Secure area. sending or faxing information, measures should be

............ taken to ensure confidentiality. For example, any
materias sent through the mail should be sent by way
of secure mail to the care of a specific person. Hedlth
care workers should never fax patient information if
they are not sureif the receiving fax machineisina
secure area. Furthermore, al information sent by fax
should be sent to a specific person and should be
labeled confidential.

Contact investigations and targeted screening for TB
are additiona waysto identify TB cases. Both these
activities require the health care worker to practice
confidentidity (see Confidentiaity and Identifying
High-Priority Candidates for Treatment for Latent TB
Infection, page 34).

Confidentiality and Ensuring Adequate
Therapy

When a suspected or confirmed TB case has been
identified, a treatment plan is made for the patient and
the patient’ s informed consent is obtained (see Module
4, Treatment of Tuberculoss Infection and Disease).
The treatment plan usualy includes information on

# The prescribed regimen

# Monitoring for adverse reactions and response
to treatment

# Ensuring adherence to the regimen, which may
involve giving directly observed therapy and
various incentives and enablers
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It should be made clear from
the beginning of treatment
that confidentidity of the
patient’s personal
information is an important
priority.

DOT is offered by hedth
department staff to ensure
that the patient receives
adequate therapy and
completes a recommended
regimen.

It should be made clear from the beginning of treatment
that confidentiality of the patient’s personal information
is an important priority. Health care workers should
discuss confidentiaity with the patient and determine
who, if anyone, will be alowed to know about the
patient’s care or to participate in decison-making. A
trusted family member or close friend can be very
vauable in supporting the patient during his or her care;
however, in no case should such a person be “recruited”
to assst without the patient’s request and prior
knowledge.

In some cases, the plan for ensuring adherence to the
regimen may involve saf-administered therapy with
occasiond vigits to the hedth care worker for
monitoring. More often, however, directly observed
therapy (DOT) is offered by hedth department staff to
ensure that the patient receives adequate therapy and
completes a recommended regimen. DOT involves
frequent encounters between the patient and the health
care worker, which may take place a dtes in the
community (for example, the patient’'s home, work-
place, or other locations). Hedth care workers should
make sure that the patient’s confidentiality is protected
during these encounters. This means that

# The location chosen should allow private
conversations

# No other persons should be present without the
patient’s permission

# Any documents or materials brought to such
encounters should be protected from access by
unauthorized persons



A TB patient may decide not
to cooperate with the hedlth
care worker in completing an
adequate regimen. When this
happens, the hedlth care
worker has a responghility to
review the causes of the
patient’s nonadherence,
identify potential solutions,
and try to meet the patient’s
needs to the extent possible.

Any hedth department or law
enforcement officials who
become involved in enforcing
such orders should take great
care to protect the patient’s
right to privacy.

Confidentiality in TuberculosisControl Q}

Occasonally, a TB patient may decide not to cooperate
with the hedlth care worker in completing an adequate
regimen. When this happens, the hedth care worker has

a respongbility to

# Review the causes of the patient’s nonadherence
# ldentify potential solutions

# Try to meet the patient’s needs to the extent
possible to facilitate completion of therapy

If these measures fail, the patient may be required to
continue trestment under a court order or even be
confined for the duration of trestment. Because the
threat to the public's hedlth is serious, an uncooperative
TB patient can be quarantined until noninfectious or, in
some jurisdictions, committed to a treatment facility.

This is a very rare event, which is fortunate because it
involves a serious breach of the patient’s right to
autonomy.

In such a gStuation, maintaining the confidentiality of
patient information is critical. Although disclosure
of patient information is necessary to obtain a court
order or an order for confinement, such disclosure
should be dtrictly limited to the appropriate
government authorities who need the information.
Any health department or law enforcement officials
who become involved in enforcing such orders
should teke great care to protect the patient’s right to
privacy. A breach of confidentidity in these
circumstances can further undermine the
patient-hedth care worker relationship and lead to
continued resistance to adherence-promoting
measures.
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When areported case of TB
ispotentialy infectious, a
contact investigation is
conducted to identify persons
who may have TB diseasg, as
well as those who are newly
infected with M. tuberculosis.

Patient interviews should
take place under conditions
that are private and maintain
confidentiality.

Confidentiality and | dentifyingHigh-
Priority Candidatesfor Treatment for

L atent TB Infection (L TBI)

When areported case of TB is potentidly infectious, a
contact investigation is conducted to identify persons
who may have TB disease, as well asthose who are
newly infected with M. tuberculosis These newly
infected persons are high-priority candidates for
treatment for LTBI.

When a contact investigation is to be conducted for a
reported TB patient, a health care worker should

# Interview the patient
# Explainthegoalsof theinvestigation

# Explain why it isimportant to know the names of
contacts

# Tdl the patient about hisor her right to privacy

# Explainthe measuresthat will be takento maintain
confidentiality

Contact Investigations and Confidentiality. Contact
Investigations pose some unique challengesto
maintaining patient confidentiality. Whenever possible,
the health care worker should ensure that patient
interviews take place under conditions that are private
and maintain confidentiality. The patient should be told
about his or her rights to privacy and reassured of the
measures that will be taken to maintain confidentiality.



The hedlth care worker
should be sensitive to the
patient’ sfears, explain the
importance of screening the
contacts, and assure the
patient that all information,
including the patient’ s name,
will be kept confidential.

Patients should be assured
that the contacts they named
will not be told who
identified them as a contact.
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The hedlth care worker should be aware that some
patients may be reluctant to identify some or al of their
contacts. For example, a patient may not want to
identify people who useillega drugswith him or her,
or the patient smply may not want his or her friends to
know that he or she has TB. In addition, if the patient
has contacts who are in the country illegally, the patient
may be reluctant to identify contacts for fear they will
be reported to immigration authorities. The hedth care
worker should

# Besendtiveto the patient’sfears
# Explain the importance of screening the contacts

# Assurethe patient that all information, including
the patient’s name, will be kept confidential and

will not be shared with authorities

The health care worker and the patient should decide
who will notify the contacts and make appointments for
them to receive TB testing at the health department.
Some TB patients prefer to notify their contacts
themsealves, especially when the contacts are family
membersor closefriends. Others prefer that the health
worker notify the contacts to protect their privacy; in
this instance, the patient should be assured that the
contactsthey name will not betold who identified
them as a contact.



@Confidentialityin Tuber culosisControl

The hedlth care worker
should be careful not to
inadvertently reved clues
about the TB patient (index
case) during contact follow-

up.

Hedlth care workers should conduct contact
Investigations without jeopardizing the TB patient’s
confidentiality. The hedlth care worker should be
careful not to inadvertently reved clues about the TB
patient (index case) during contact follow-up. Health
care workers can use the following strategies to protect
the confidentiality of the patient when conducting a
contact follow-up during contact investigations:

# Gender-neutral language should be used (even if
it requires using bad grammar). For example,
“Somebody was diagnosed with TB and they
were [or “that person was’] concerned about
you” ingtead of “A woman was diagnosed with
TB and she was concerned about you.”

# The index case's hedth care worker, place and
dates of diagnosis, or hospitalization should not
be mentioned

# The environment in which the exposure
occurred should not be mentioned. For
example, “You have been around somebody
who has TB” ingtead of “You have been around
somebody at work who has TB.”

# The dates of exposure should not be specified

# When following-up on interjurisdictional
referrals, the county or state that initiated the
referral should not be mentioned

# Confidentiaity should not be violated even if
contacts refuse to be evaluated until they have
been told the index patient’s identity



In a Stuation where an
outbreak of TB has occurred
or when a contact
investigation is conducted in
a worksite or institutional
setting in which numerous
contacts may have been
infected, it becomes difficult
to maintain confidentiality.

To prevent breaches in
confidentiality, patients
should be counsdled to
inform only persons they
trust about their diagnosis
and ask these persons to
safeguard that information.
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In addition, HIV/AIDS programs conduct partner
notification to identify and counsd the sexud and
needle-sharing contacts of HIV-infected persons; this
notification is confidential and depends on the
voluntary cooperation of the patient. When an HIV-
infected person is diagnosed with TB disease, hedlth
care workers should explain what a contact is for the
purpose of TB investigations and assure the patient that
his or her name and HIV datus will be kept
confidential.

In a Stuation where an outbresk of TB has occurred or
when a contact investigation is conducted in a work dte
or ingtitutional setting in which numerous contacts may
have been infected, maintaining confidentiality is
challenging. Sometimes, a contact guesses the identity
of the source case and it becomes difficult to contain
rumors. In addition, a friend, family member, or
co-worker of the patient may divulge information about the
patient to others. Patients should be counsded that
despite the hedth care worker’s best efforts, sometimes
confidentiality is not preserved. The patient and the
hedlth care worker should discuss this possibility and be
prepared to address this issue in the event that patient
confidentiaity is not maintained. To prevent breaches
in confidentidity, patients should be counseled to
inform only persons they trust about their diagnosis and
to ask these persons to safeguard that information.
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It should not be obviousto
other residents or patients
that a person isbeing
evaluated because of a
positive skin-test reaction.

Testing and Confidentiality. Testing for TB infection
may be mandatory for specific groups of people. In
health-care facilities or other ingtitutiona settings (for
example, homeless shelters, correctional facilities,
drug-treatment centers, AIDS clinics or hospices,
homes for the mentdly ill), residents and employees
maly be required to participate in an ongoing tuberculin
skin-testing program. In such situations, testing
procedures should be designed and records maintained
in such away that confidentiality is protected. It should
not be obvious to other residents or patientsthat a
person is being evaluated because of a positive skin-test
reaction.

Confidentiality measures are not only important in
testing high-priority candidates for LTBI, but are also
relevant in providing and monitoring trestment for
LTBI. Trestment for LTBI should be offered to
persons with a positive skin-test reaction or ahigh
likelihood of infection with M. tuberculosis according
to current guidelines and recommendations.

Confidentiality and Conducting Other Core
Activities

In addition to identifying TB cases, ensuring adequate
therapy, and identifying high-priority candidates for
treatment for LTBI, TB programs are responsible for

# Collecting and anayzing data

# Conducting overall planning and policy
development

# Providing laboratory and diagnostic services
# Providing training and education



Confidentiality is important
when collecting and
analyzing data with patient-
identifiable information.

Policies and procedures
should be in place to protect
al TB reports, records, and
files containing patient names
or other identifying
information.
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Confidentidity is important in severa of these core
activities, including collecting and analyzing data with
patient-identifiable information. TB control programs
develop specific policies to ensure the security and
confidentiaity of TB records and should train staff
members in procedures for maintaining and carrying
out these policies. Policies and procedures should be in
place to protect al TB reports, records, and files
containing patient names or other identifying
information. An example of a form used for the
protection of persons with reported cases of TB, used at
the federal leve, is included in Figure 7.2.
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Assurance of Confidentiality for
Reportsof Verified Casesof Tuberculosis(RVCT)
Centersfor Disease Control and Prevention (CDC)

Control Number M 3-91-027

Reports of Verified Cases of TB (RVCT) are submitted to the CDC from TB control programs
in al states, most large cities, and U.S. territories and commonwedalths. The surveillance
information requested by CDC consists of detailed reports of persons with TB, including
information on the individual’s HIV serostatus, demographics (e.g., homelessness, residence in
a correctiona ingtitution, or residence in a long-term care facility), alcohol and drug use, drug
therapy, and drug susceptibility results. The data are used by U.S. Public Health Service
scientists and cooperating state and local hedth officias to help understand and control the
spread of TB.

Information that would permit identification of any individual on whom a record is maintained
by CDC is collected with a guarantee to the agency, ingtitution, physician, or individual
providing the information that it will be held in strict confidence, will be used only for purposes
stated in this assurance, and will not otherwise be disclosed or released without the consent of
the individual in accordance with Sections 306 and 308(d) of the Public Hedth Service Act (42
U.S.C. 242k and 242m[d]). Data or information retained by the state or loca health officias or
by authorized collaborating researchers will be protected in accordance with state law.

Information reported to CDC will be used without identifiers for statistical and analytic
summaries in which no individual on whom a record is maintained can be identified and for
specia studies of the transmission, natura history, and epidemiology of TB associated with
HIV infection. When necessary for confirming information, or in the interest of public health
and disease prevention, CDC may confirm information contained in case reports or may notify
other medical personnel or hedlth officials of such information. In each instance, only the
information necessary will be disclosed.

Collaborative research efforts with an important public health purpose will require approval by
the Director of CDC pursuant to strict conditions. If disclosure of identifying information to the
collaborating researchers is essential to conduct the research, a written certificate will be
required that identifying information obtained from the CDC will be managed as confidential
and will not be released or re-disclosed. No information that could be used to identify any
individua on whom a record is maintained, whether directly or indirectly, will be made
available to anyone for non-public hedth purposes. In particular, such information will not be
disclosed to the public; parties involved in civil, criminal, or administrative litigation; or non-
health agencies of the federal, state, or local government.

Figure 7.2 Protection of Patient-1dentifiable Information by the CDC.
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Loca policies regarding the
security and confidentiality
of such information,
especialy HIV test results,
must adhere to al laws
applicable in state and loca
jurisdictions.

Any surveillance information
sent through the mail should
be stamped “confidential,”
addressed to a specific person
(or sent to that person’'s
attention), and sent by secure
mail.

For clinica care purposes,
HIV-related information
should be shared between TB
hedth care workers and other
hedth care workers in
accordance with date

and loca laws.

Loca policies regarding the security and confidentiality
of such information, especidly HIV test results, must
adhere to dl laws applicable in state and loca
jurisdictions. These protections should include the use
of TB surveillance databases such as CDC's Tuberculosis
Information Management System (TIMS). These
databases are encrypted to protect information during
transfers of data for reporting purposes. Although such
databases alow for the collection and storage of personal
identifiers such as names and street addresses for loca
and state TB surveillance purposes, these identifiers are
not transmitted to CDC. In generd, any surveillance
information sent through the mail should be stamped
“confidential,” addressed to a specific person (or sent to
that person’s attention), and sent by secure mail. These
precautions will help to limit unauthorized access to
surveillance information.

Because HIV infection and AIDS can have serious
implications for TB control, some hedlth jurisdictions
have specific rules and regulations for the sharing of
information between TB and HIV/AIDS programs. AIDS
is a reportable disease in every state.  The requirements
for reporting HIV infection differ from date to state, and
hedlth care workers should be familiar with loca report-
ing requirements. HIV reports are held in srictest confi-
dence and in many jurisdictions are protected by statute
from subpoena. For clinica care purposes, HIV-related
information should be shared between TB hedth care
workers and other hedlth care workers in accordance with
date and local laws.
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Sharing information on HIV
serostatus with persons
outsdethe HIV/AIDS and
TB surveillance programs of
the same hedlth department
should only be done with the
informed consent of the
patient.

Program evaluation reports
should never include patient-
identifiable information.

The sharing of surveillance information between
HIV/AIDS programs and TB programs within the same
health department is necessary to conduct both TB and
HIV/AIDS surveillance programs and to alow for
adequate investigation of TB and HIV/AIDS cases. In
generd, TB surveillance programs and staff should
adhere to the same confidentiaity standards as
HIV/AIDS surveillance programs and should work with
local HIV/AIDS programs to establish equivalent data
confidentidity systems. Sharing information on HIV
serostatus with persons outside the HIV/AIDS and TB
surveillance programs of the same hedlth department
should only be done with the informed consent of the
patient.

Program evauation reports serve as a basis for policy
development and are often shared with appropriate
public, private, and community groups. TB programs
collect and analyze

# Morbidity rates
# Trends

# Demographic characteristics of the TB patient
population in the area

They dso assess program performance by determining
the rates for

# Completion of therapy
# Contact identification
# Initiation and completion of trestment for LTBI

Program evaluation reports should never include
patient-identifiable information, such as names,
addresses, or even detailed demographic information if
such information allows the determination of a patient’s
identity.
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Study Questions7.13-7.15

7.13. Why isdisclosureof patient information allowed for casereportingthatis
required by law?

7.14. How should health careworkersprotect confidentiality duringDOT
encounters?

7.15. What information should thehealth carewor ker explaintoapatient
regar dingtheprotection of confidentiality duringacontact investigation?

Answers on pages 66-67.
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Study Questions7.16-7.17

7.16. What aresomestrategiesthat ahealth careworker can usetoprotect theTB
case’ s(index case' s) identity when conducting a contact follow-up during
contact investigations?

7.17. Explain how other program activities, especially thoseinvolving data
collection and analysis, requireadequate measur esto providedata secur ity
and protect confidentiality.

Answers on pages 67-68.
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CaseStudy 7.3

Ms. RitaRamirez, ayoung mother of two children, hasbeen diagnosed with
infectious TB. Sheisalsoinfected with HI'V, which shecontracted thr ough sexual
contact with her current partner,an HIV-infected injection druguser. Ms. Ramirez
worksinafactory that assemblessmall partsfor electronicappliances; thereareover
250wor kersat theplant. Sheisvery concer ned about her job security, having only
recently begun work on atemporary basis. Ms. Ramirez hasconsented toa
treatment planincludingaDOT regimen and iswillingto cooper atewith the contact
investigation. Shewill inform her household contacts, but doesnot want anyoneat
wor k toknow shehasTB disease.

# Whyisitimportant toprotect theconfidentiality of Ms. Ramirez’
information?

# What stepsshould betaken toensurethat confidentiality ismaintained?

Answers on pages 72-73.
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M easuresto Protect Patient Confidentiality

............ Protecting Patient Confidentiality

Hedlth care workers can Hedlth care workers can provide measures to protect
provide measures to protect confidentiaity anywhere, whether in an office, clinic,
confidentiality anywhere. indtitution, or in the fidd.

Any situation. In any Stuation there are important
measures that al hedth care workers can take to protect
patient confidentiality:

#  Confirm the patient’s identity at the first encounter

# Never discuss the patient’s case with anyone
without the patient’'s permission (including family
and friends during off-duty hours)

# Never leave hard copies of forms or records where
unauthorized persons may access them

#  Use only secure routes to send patient information
(for example, officid mail) and aways mark this
information confidential

# When using an interpreter, ensure that the
interpreter understands the importance of patient
confidentiality
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............ Whenin an office, clinic, or institution. Great care

Great care should be taken to should be taken to protect patient confidentiaity in
protect patient confidentiality hedlth care settings and in the field.

in hedth care settings and in

the field. # Conduct patient interviews in private rooms or
............ areas (Figure 7.3)

............ # Never discuss cases or use patients names in a
Patient encounters should public area

aways take place in private

rooms or aress. # If a gaff member or hedth care worker requests

............ patient information, establish his or her
authority to do so before disclosing anything

Confidentiality can be further protected in the ongoing
management of data collected on the TB patient.

# Keep records that contain patient names and

other identifying information in closed, locked
files (Figure 7.4)

# Restrict access to dectronic databases to
designated staff

# Carefully protect computer passwords or keys,
never give them to unauthorized persons

# Carefully safeguard computer screens

# Keep computers in a locked or restricted areg;
physically or dectronically lock the hard disk

# Keep printouts of eectronic information in a

restricted or locked area; printouts that are no
longer needed should be destroyed
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Figure 7.3 Conducting patient interviews in privacy.
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Figure 7.4 Closed locked files.

Health care workers have a responsibility to protect

Health care \./vo.rkérs. hr;lve.a. patient records from unauthorized access. Information
responsibility to protect that should be kept in closed, locked files except when
patient records from being processed by authorized staff include

unauthorized access.
# All medical records

# Report of Verified Case of TB (RVCT) forms
# Communicable disease report cards

# Other records that contain patient names and
other identifying information
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Access to dl RVCT forms,
communicable disease report
cards, and the files containing
them should be redtricted to
designated TB program staff
who are directly involved
with surveillance or case
work and who have a need to
know.

Electronic surveillance
databases should be restricted
to designated TB surveillance
saff who are directly
involved with surveillance
and other case work and who
have a need to know.

All hard copy output (for
example, file listings

or reports) generated by
surveillance databases must
be kept in a restricted or
locked area.

Offices should be locked during nonbusiness hours. No
papers should be exposed when workers are away from
the work area, even for brief periods. Access to dl
RVCT forms, communicable disease report cards, and
the files containing them should be restricted to
designated TB program staff who are directly involved
with survelllance or case work and who have a need to
know.

Electronic surveillance databases should be restricted to
designated TB surveillance staff who are directly
involved with surveillance and other case work, and
who have a need to know. Access to such databases
should be protected by a combination of user 1Ds and
passwords, user IDs should be issued only to staff who
require access to the database to perform their officid
duties. Passwords should be changed on a regular basis
and should not be easy to deduce (for example,
employee’'s names, birthdates, or other persona
information should not be used as passwords).

All computers and work stations accessing surveillance
databases should be kept in a locked or restricted area.
If this is not feasble, the hard disk must be physcaly
or eectronically locked when the computer is not in
use. All hard copy output (for example, file listings or
reports) generated by surveillance databases must be
kept in a redtricted or locked area.  All hard copy output
that is no longer needed must be destroyed.
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............ When in the field. Inthe course of locating a patient

When a disclosure occurs for DOT or conducting a contact investigetion in the
during the course of a field fidd, TB workers may need to ask for patients by name
investigation, it is a good idea or inquire about a patient’s work location and habits.

to document what This should be done as discreetly as possible. Before
information was given out giving out patient information to anyone, hedth care
and to whom, in case there workers should ask themselves, “Does this person need
are any follow-up questions to know?" Hedth care workers do need to identify
from the patient or the person themselves as having a legitimate reason to seek a

who was informed of the particular individua, but there is no need to disclose the
patient’s health problem. nature of the problem or any specific detals of the case

............ in question. When a disclosure occurs during the
course of a fidd investigation, it is a good idea to
document what information was given out and to whom
it was given, in case there are any follow-up questions
from the patient or the person who was informed of the
patient’s health problem.

5l
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In the patient’ s home, hedlth
care workers should alow the
patient to determinewho is
present during an interview.

In the patient’s home, health care workers should allow
the patient to determine who is present during an
interview. Family members or friends should be
present and participate in the discussion only if the
patient specificaly requeststhis. Inthefied there are
important measures that can be taken to protect patient

confidentiality:

# Bediscreet when making patient visits

#  Conduct patient interviewsin private; never
discuss the case in apublic place

# Don't leave sengtive or confidential information in
messages for the patient on adoor; but if a
message must be left on the door, it should be left
in asealed envelope, marked confidential, and
addressed to a specific person

# Don't leave sendgtive or confidentia information
on an answering machine that other people can
access

# Don't leave sengitive or confidential information

with aneighbor or friend, and be careful not to
disclose the patient’ s condition when gathering
information on his or her whereabouts

Table 7.2 summarizes the important measures al health
care workers can take to protect patient confidentiality.
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Table7.2
M easur esto Protect Patient Confidentiality

Any situation

#  Confirm the patient’s identity at the first encounter

#  Never discuss the patient’s case with anyone without the patient’s permission (including
family and friends during off-duty hours)

#  Never leave hard copies of forms or records where unauthorized persons may access them

#  Use only secure routes to send patient information (for example, official mail) and always
mark this information confidential

# When using an interpreter, ensure that the interpreter understands the importance of patient
confidentiality

When in an office, clinic, or institution

#  Conduct patient interviews in private rooms or areas

#  Never discuss cases or use patients names in a public area

# If a staff member or health care worker requests patient information, establish his or her
authority to do so before disclosing anything

#  Keep records that contain patient names and other identifying information in closed,
locked files

#  Redtrict access to electronic databases to designated staff

#  Carefully protect computer passwords or keys; never give them to unauthorized persons

#  Carefully safeguard computer screens

#  Keep computers in a locked or restricted area; physically or eectronicaly lock the hard
disk

#  Keep printouts of eectronic information in a restricted or locked area; printouts that are no

longer needed should be destroyed

Wheninthefield

# Be discreet when making patient vidts

#  Conduct patient interviews in private; never discuss the case in a public place

# Don't leave sendtive or confidential information in messages for the patient on a door;
but if a message must be Ieft on the door, it should be left in a sedled envelope,
marked confidential, and addressed to a specific person

# Don't leave sendtive or confidentid information on an answering machine that other
people can access

# Don't leave sendtive or confidential information with a neighbor or friend, and be
careful not to disclose the patient’s condition when gathering information on his or her
whereabouts




a} Confidentialityin TuberculosisControl

Study Question7.18
7.18 Listthewaysinwhich apatient’sconfidentiality can beprotectedin

# Anysituation

# Anoffice clinic, or institution

# Thefield

Answers on pages 68-69.
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CaseStudy 7.4

Rolandoisahealth careworker at abusy TB clinic. Itistheend of avery busy
Friday afternoon. Heistryingtowrap thingsup and gohomeafter hisextremely
stressful week. Heisgoingthrough the patient-related paper sand formshehas
been workingonthat day. Heison hisway to put thepapersand formsin thefile
cabinet when heisinterrupted by aphonecall from hisbabysitter. Hisbabysitter
explainsthat shehastoleaveearly that day. Thinkingit isan emergency, Rolando
hastily handsover thefilestohisco-worker Samintheclinicarea. HeasksSamto
put thefileson hisdesk. Beforegettingareply from Sam, heleaves. Sam wasnot
very happy because hewasjust leaving himself. Heendsup leaving thefileson the
tableintheclinic, an areawhereother TB patientsmay seethefiles.

# What measuresshould Rolando havetaken toprotect patient confidentiality?

Answers on pages 73-74.
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Case Study 7.5

Another outreach worker, Janice, has been trying to contact her patient Jerry for several
days. Shehasvisted hishome several times, and tried to call him on the telephone. One
time when shevisits Jerry’ s house she sees Jerry’sneighbor. The neighbor tdls Janice
that Jerry just left. Janiceintroduces her self to Jerry’ sneighbor and explainsthat sheis
from the TB clinicin the health department and islooking for Jerry. Shetdlsthe
neighbor that thereason sheislooking for Jerry isthat he has TB and has missed taking
treatment for over 1 week. Shealsotdlsthe neighbor that if she seesJerry to pleasetell
him that she has stopped by to see him. Finally, she leaves a messagefor Jerry on the
door of hisapartment. She doesnot have any envelopesfor her |etter, but decides Jerry
mugt really get her message and so shetapesit to hisfront door.

# Did Janicedo anything that possibly threatens Jerry’s confidentiality? What
measur es should she have taken to protect patient confidentiality?

Answers on page 74.
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SUMMARY

The protection of private information is commonly referred to as confidentiaity. Confidenti-
aity involves the protection of information revealed during patient-health care worker
encounters, including all written or eectronic records of these encounters. Confidentidity is
an essentid issue in many different aspects of TB control. Hedlth care workers need to be
aware of the confidentiality issues that are relevant to patient-health care worker encounters
as well as to the collection, management, and sharing of data gathered on TB patients.
Hedlth care workers have a responghility to protect patients confidentidity. However,
hedlth care workers may have to override these rights in some cases, in the interest of
protecting the public’'s hedlth. For example, patients with infectious TB disease may have
some rights curtailed until they are no longer infectious.

The patient-health care worker relationship relies on an agreement to continue treatment
until the patient’s health problem is resolved. Hedth care workers should respect the
patient’s autonomy, freely provide complete and accurate information, and rigorously
maintain confidentiality. The patient-health care worker relationship is the basis for sharing
information, communicating beliefs and fedlings that affect care, and building trust in the
vaue of the interaction. The patient-health care worker relationship can be viewed as an
agreement between the patient and the hedlth care worker. Basic rules that each party will
observe include respecting each other’s rights and upholding certain responsibilities. If
either the hedth care worker or the patient fails to conform to this agreement, the
relationship can break down and lead to misunderstandings, a lapse in communication, or
even treatment failure.

The term hedlth care worker refers to any member of a team of hedlth professonas who care
for and manage a TB patient, including physicians, nurses, outreach workers, hospita
discharge planners, pharmacists, and socia workers. A third party is a person or organization
not directly involved in the care of a patient’s health problem. This term includes anyone
who does not play an integra part in the patient-hedlth care worker relationship.

Trust is the key to a successful patient-health care worker relaionship in which the rights
and responsihilities of both patient and hedlth care worker are upheld. Trust implies a firm
reliance by the patient on the integrity, ability, and character of a hedth care worker. If a
patient trusts or has confidence in his or her hedth care worker, he or she is more likely to be
willing and able to adhere to a regimen and follow the hedlth care worker’s ingtructions and
advice. Hedth care workers should drive to be worthy of this confidence by earning the
patient’s trust.
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Patients have rights concerning their personal and private information relevant to their
medical care. These rights are summarized in the table below.

Type of Patient Purpose
Right
Theright to give or The patient generaly has the right to control who has access to
withhold confidentia information except as otherwise provided by law. The
authorization of patient needs to give specific authorization or permission to alow a
disclosures third party to have access to confidentia information.

Theright to maintain
privacy

Only those persons directly involved in the care of the patient’s health
problem should have accessto private information. Health care

workers should protect information revealed during provider-health
care worker encounters, including all written or electronic records of

these encounters.
Theright to have Autonomy isthe right of a patient to determine what will be done with
autonomy his or her body, persona belongings, and personal information; this
concept applies to any adult person who is mentally competent.
Sometimes the right to autonomy can be overridden in the interest of
protecting others who may be harmed by the patient’ s decisions.
Theright to begiven | The patient has aright to information about his or her medical
information diagnosis, treatment regimen, and progress. Thisalowsthe patient to

make appropriate, informed decisions about his or her hedlth care.

When interacting with patients, the health care workers should aways follow due process. Due
process is an established course for governmenta activities or procedures designed to safeguard the
legdl rights of the individual. The use of standard protocols and forms can help ensure that
important tasks (such as obtaining informed consent or an authorization for release of

information) are not omitted. Documentation is also a crucid part of due process.

Confidentidity is an essentia issue in severd of the core components of a TB control  program.
Hedlth care workers are required to conduct routine case reporting, which is reporting cases of
suspected or confirmed TB cases to a public hedth authority that collects and andyzes the
information. Because TB is consdered a significant threat to the public's hedth, the disclosure
of patient information is alowed for the purpose of TB control. Hedth departments are required
to protect the confidentidity of such case reports. If a patient travels or moves, the hedth
department of the patient’s home jurisdiction should notify the hedth department for the area to
which the patient moves. It is important that as much information as possible is relayed to the
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receiving jurisdiction, within the limitations of current laws and regulations governing the
confidentiality of records.

When a suspected or confirmed TB case has been identified, a treatment plan is made for the
patient and the patient’s informed consent is obtained. It should be made clear from the
beginning of treatment that confidentiality of the patient's personal information is an
important priority. Hedth care workers should discuss confidentiality with the patient and
determine who, if anyone, the patient wishes to know about his or her care or to participate
in decision-making.

When a contact or source investigation is to be conducted for a reported TB case, a hedlth
care worker should interview the patient, explaining the gods of the investigation, and why
it is important to know the names of contacts. The patient should be told about his or her
right to

privacy and the measures that will be taken to maintain confidentiaity. Hedlth care workers
should conduct contact investigations without jeopardizing the TB patient’s confidentiality.
The patient should be assured that the contacts they name will not be told who identified
them as a contact. The hedlth care worker should be careful not to inadvertently reved clues
about the TB patient (index case) during contact follow-up.

Testing for TB infection may be mandatory for specific groups of people. Testing
procedures should be designed and records maintained in such a way that confidentidity is
protected. It should not be obvious to other residents or patients that a person is being
evaluated because of a postive skin-test reaction.

TB programs are responsible for collecting and analyzing data, conducting overal planning
and policy development, providing laboratory and diagnostic services, and providing
training and education. TB control programs develop specific policies to ensure the security
and confidentidity of TB records and should train staff members in procedures for
maintaining and carrying out these policies. It is particularly important to protect
information on HIV serostatus. in genera, TB program staff should adhere to the same
confidentiality standards as HIV/AIDS surveillance programs and should work with local
HIV/AIDS programs to establish equivalent data confidentiality systems.

Hedlth care workers can provide measures to protect confidentiaity anywhere, whether in an
office, clinic, ingtitution, or in the field.
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ANSWERS TO STUDY QUESTIONS

What isconfidentiality and why isit important in TB control? (pages5-6)

The protection of private patient information is commonly referred to as
confidentiality. Confidentidity involves the protection of information reveded during
patient-health care worker encounters, including al written or electronic records of
these encounters. Confidentidity is an essentiad issue in many different aspects of TB
control. Hedlth care workers need to be aware of confidentiality issues that are relevant
to patient-health care worker encounters as well as to the collection, management, and
sharing of information gathered on TB patients.

Confidentidity is a very important issue in TB control because the diagnosis of TB
disease is potentially damaging to patients. For some patients, a diagnosis of TB can
lead to stigmatization or reection by family, friends, and coworkers; the loss of a job;
and possibly eviction from housing. In addition, the patient-health care worker
relaionship must be strong enough to last throughout the time it takes for a TB patient
to complete adequate therapy.

List four specificconfidentiality issuesthat requir especial attention by health care
workersworkingwith TB patients. (page6)

There are some specific confidentiality issues that require specia attention by health
care workers working with TB patients:

# The TB patient has certain rights that must be respected and are often protected by
legislation

# The hedth department has a responsbility to protect the public's health using
certain effective TB control strategies

# In the course of conducting TB control activities, some patient rights may be
overridden in the interest of protecting the public’'s hedth (for example, an
uncooperative, infectious patient may be quarantined until noninfectious)

# Great care must be taken to ensure that patient rights — especialy the right to
privacy — are protected to the fullest extent possible so the patient-health care
worker relationship is not compromised; this relationship must be strong enough to
last throughout the time it takes a TB patient to complete adequate therapy
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7.3.

7.4.

7.5.

What isthebasisfor thepatient-health carewor ker relationship and why isit
important in TB control? (page8)

Thepatient-health careworker relationship isthebassfor

# Sharing information
# Communicating beliefs and fedlings that affect care
# Building trust between the patient and hedlth care worker

The quality of this relationship is important in determining whether medica treatment
is successful — particularly in TB control, where long-term adherence to a treatment
regimen is critical. A strong patient-heglth care worker relationship built on trust and
the preservation of patient confidentiaity will increase the likelihood that the patient
will be compliant and adhere to therapy.

How isthepatient-health careworker relationship likean agr eement and what
aresomeof theconsequencesif either party failstoconformtotheagreement?

(page 9)

The patient-health care worker relationship can be viewed as an agreement between
the patient and the hedth care worker. On the bags of the diagnoss, the hedth care
worker recommends a given course of action and both parties (the patient and the
hedlth care worker) agree to work together to resolve the patient’s health problem.
The agreement incorporates some basic rules that each party will observe during the
course of the relationship; such rules include respecting each other’s rights and
upholding certain responghilities to each other and to other parties (such as the
genera public or the patient’s contacts). If either the hedth care worker or the patient
fails to conform to this agreement, the relationship can break down. This may lead to
misunderstandings, a lapse in communication, and treatment failure.

Whoisconsidered ahealth careworker and whoisthethird party? What isthe
differencebetween thetwo? (pages9-11)

Hedth care worker refers to any member of a team of hedth professonads who care
for and manage a TB patient, including

# Physicians

# Nurses

# Outreach workers
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# Hospital discharge planners
# Pharmacists

# Socid workers

A third party is a person or an organization not directly involved in the care of a
patient’s hedlth problem. The work of a third party is peripherd to the patient-hedlth
care worker interaction.

The difference between a hedlth care worker and a third party is that hedth care
workers have access to patient information and can share patient information among
members of the hedth care worker team in order to care for the patient. The only third
parties who should have access to patient information are those whom the patient has
specifically requested to be present during interviews or authorized to have access to
records.

Describewhy trust isakey element in asuccessful patient-health carewor ker
relationship and list threewaysto develop trust. (page11)

Trust is the key to a successful patient-hedlth care worker relationship in which the
rights and responsibilities of both patient and hedth care worker are upheld. If a
patient trusts or has confidence in his or her hedth care worker, he or she is more
likely to be willing and able to adhere to a regimen and follow the hedlth care
worker’s ingtructions and advice. Three ways to earn a patient’s trust include

# Respecting the patient’'s autonomy, the right of a patient to determine what will
be done with his or her body, belongings, and persond information

# Fredly providing complete and accurate information
# Rigorously maintaining confidentiality

What ar esomeseriousconsequencesof r evealing sensitive per sonal infor mation
toathird party without thepatient’ spermission? (page12)

If sendtive personal information is reveded to a third party without the patient’s
permission, the patient’s trust of the hedth care worker could be threatened and may
result in serious consequences:

# The patient-hedth care worker relationship may be damaged, possibly affecting the
care of the patient

# The patient may be stigmatized or rgected by family, friends, and others
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7.8.

7.9.

7.10.

# The patient may lose a job or be evicted from housing

# The hedth care worker may lose the trust of other patients
What isan authorization or waiver form and whenisit used? (page 16-17)

The patient needs to give specific authorization or permisson to adlow a third party to
have access to the patient’s confidentia information. Peatients are asked to sign a
specific waiver or form to dlow their headth information to be used by third parties.
The patient has a right to refuse requests for information by third parties, as well as the
right to limit the authorization in any way he or she wishes. TB programs and hedth
care workers should carefully consider whether such requests are legitimate and
valuable before asking patients to authorize disclosures.

What ispatient-identifiableinformation? List four specificusesfor this
information. (page19)

Persona information shared by the patient with his or her hedth care worker is
considered “privileged” information; that is, information that the health care worker
has a responshility to protect. When the identify of the patient is either directly
included in or can be deduced from such information, it is sometimes referred to as
patient-identifiable information. This information is usually entered into the patient’s
medical record and into any secondary databases that are maintained by the health care
worker or ingitution where the patient receives care. Secondary databases are usudly
maintained for the purposes of

# Sharing information among members of the hedth care worker team
# Conducting reporting and surveillance of diseases or medical conditions

# Financing hedlth care through reimbursements from the government or a private
organization (such as an insurance company)

# Conducting ingtitutiona review of the quality of care and appropriateness of
expenditures

What isinformed consent? (page2l)

The patient-hedlth care worker relationship is founded on the patient’s consent to the
care being provided. Informed consent is a patient’s written consent to a surgica or
medica procedure or other course of trestment, given after the hedlth care worker has
told the patient al of the potential benefits, risks, and dternatives involved. The
concept of informed consent is based on the principle that a hedth care worker has a
duty to disclose information that alows the patient to make a reasonable decison
regarding his or her own treatment.
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7.11. What arethefour typesof patient rightsand what isthe pur pose of each of the
patient rights? (page23)

Type of Patient Purpose
Right
Theright to give or The patient generaly has the right to control who has access to
withhold confidentia information except as otherwise provided by law. The
authorization of patient needs to give specific authorization or permissionto dlow a
disclosures third party to have accessto confidentia information.

Theright to maintain
privacy

Only those persons directly involved in the care of the patient’s health
problem should have access to private information. Hedlth care
workers should protect information revealed during provider-health

care worker encounters, including all written or electronic records of
these encounters.

Theright to have Autonomy isthe right of a patient to determine what will be done with
autonomy his or her body, persona belongings, and persona information; this
concept applies to any adult person who is mentally competent.
Sometimes the right to autonomy can be overridden in the interest of
protecting others who may be harmed by the patient’ s decisions.
Theright to begiven | The patient has aright to information about his or her medical
information diagnosis, treatment regimen, and progress. This alowsthe patient to

make appropriate, informed decisions about his or her hedlth care.

7.12. What isdueprocessand why isit important? (page23)

Due process is an established course for governmental activities or procedures
designed to safeguard the legal rights of the individud. It is extremely important
that an established course be followed so that al patients are treated equally and
receive attention for their individual needs.
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7.13. Whyisdisclosureof patient infor mation allowed for casereportingthatis

7.14.

7.15.

required by law? (page29)

Cases of TB are reported to federal, state, or locad hedlth authorities based upon laws
governing the locality. Because TB is consdered a significant threet to the public’'s
hedlth, the disclosure of the patient information from the health care worker to a
designated public hedlth authority is alowed for the purpose of TB control. In
addition to routine case reporting, some TB control programs conduct active
survelllance to identify TB cases through laboratory or pharmacy records. Health
departments are required to protect the confidentiaity of all TB case reports.

How should health carewor ker sprotect confidentiality during DOT encounter s?
(age 32)

DOT involves frequent encounters between the patient and health care worker, which
may take place at dtes in the community (for example, the patient’s home, workplace,
or other locations). Hesdlth care workers should make sure that the patient’s
confidentiality is protected during these encounters. This means that

# The location chosen should alow private conversations
# No other persons should be present without the patient’s permission

# Any documents or materias brought to such encounters should be protected from
access by unauthorized persons

What infor mation should thehealth carewor ker explaintoapatient regarding
theprotection of confidentiality duringacontact investigation? (pages34-35)

When a contact investigation is to be conducted for a reported TB case, a hedth care
worker should interview the patient, explain the goals of the investigation and why it is
important to know the names of contacts. The patient should be told about his or her
right to privacy and the measures that will be taken to maintain confidentiality.

The health care worker should be aware that some patients may be reluctant to identify
some or dl of ther contacts. For example, a patient may not want to identify people
who use illegd drugs with him or her, or the patient Smply may not want his or her
friends to know that he or she has TB. The hedlth care worker should be senstive to
the patient’s fears, explain the importance of screening the contacts, and assure the
patient that al information, including the patient’s name, will be kept confidential and
will not be shared with authorities.
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Findly, the patient should be assured that the contacts will not be told who identified
them as a contact.

7.16. What aresomestrategiesthat ahealth careworker can usetoprotect theTB
case’s(index case' s) identity when conducting a contact follow-up during contact
investigations? (page36)

Hedlth care workers can use the following strategies to protect the confidentidity of
the patient when conducting a contact follow-up during contact investigations:

# Gender-neutral language should be used (even if it requires using bad grammar).
For example, “Somebody was diagnosed with TB and they were [or “that person
was’] concerned about you” ingtead of “A woman was diagnosed with TB and she
was concerned about you.”

# The index case's hedth care worker, place and dates of diagnosis, or
hospitalization should not be mentioned

# The environment in which the exposure occurred should not be mentioned. For
example, “You have been around somebody who has TB” instead of “You have
been around somebody at work who has TB.”

# The dates of exposure should not be specified

# When following-up on interjurisdictional referras, the county or state that initiated
the referral should not be mentioned

# Confidentidity should not be violated even if contacts refuse to be evauated until
they have been told the index patient’s identity

7.17. Explain how other program activities, especially thoseinvolvingdatacollection
and analysis, requireadequatemeasur esto providedata security and protect
confidentiality. (pages39-41)

Confidentiaity is important when collecting and analyzing data with patient-
identifiable information. TB control programs develop specific policies to ensure the
security and confidentiaity of TB records and should train staff members in
procedures for maintaining and carrying out these policies. Policies and procedures
should be in place to protect dl TB reports, records, and files containing patient names
or other identifying information.

Loca policies regarding the security and confidentiaity of such information,

especidly HIV test results, must adhere to dl laws applicable in state and local
jurisdictions.

6/
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7.18.

These protections should include the use of TB survelllance databases such as CDC's
Tuberculosis Information Management System (TIMS) software or other databases
developed specificaly for TB surveillance. These databases are encrypted to protect
information during transfers of data for reporting purposes. Although such databases
alow for the collection and storage of persond identifiers such as names and street
addresses for local and state TB survelllance purposes, these identifiers are not trans
mitted to CDC. In generd, any survelllance information sent through the mail should
be stamped “confidential,” addressed to a specific person (or sent to that person’s
attention), and sent by secure mail. These

precautions will help to limit unauthorized access to surveillance information.

List thewaysinwhich apatient’sconfidentiality can beprotected inthe
followingsituations. (page53)

Anysituation

# Confirm the patient’s identity at the first encounter

# Never discuss the patient’s case with anyone without the patient’s permission
(including family and friends during off-duty hours)

# Never leave hard copies of forms or records where unauthorized persons may
access them

# Use only secure routes to send patient information (for example, official mail) and
always mark this information confidential

# When using an interpreter, ensure that the interpreter understands the importance
of patient confidentiality

Whenin an office, clinic, or institution

# Conduct patient interviews in private rooms or areas

I+

Never discuss cases or use patients names in a public area

# If a gaff member or hedth care worker requests patient information, establish his
or her authority to do so before disclosing anything

# Keep records that contain patient names and other identifying information in
closed, locked files

# Redtrict access to electronic databases to designated staff
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# Carefully protect computer passwords or keys, never give them to unauthorized
persons

# Carefully safeguard computer screens

Keep computers in a locked or redtricted area; physicaly or eectronically lock the
hard disk

# Keep printouts of eectronic information in a restricted or locked area; printouts that
are no longer needed should be destroyed

Wheninthefield

# Be discreet when making patient vists
# Conduct patient interviews in private; never discuss the case in a public place

# Don't leave sendtive or confidential information in messages for the patient on a
door; but if a message must be left on the door, it should be left in a sealed envelope,
marked confidential, and addressed to a specific person

# Don't leave sendtive or confidentia information on an answering machine that other
people can access

# Don't leave sendtive or confidentia information with a neighbor or friend, and be
careful not to disclose the patient’s condition when gathering information on his or
her whereabouts
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ANSWERS TO CASE STUDIES

71  Vanisacook at alocal restaurant. Hecametothehealth department after his
girlfriend, Tanya, told him that shehad been diagnosed with TB disease. After
undergoingtestsfor TB, it wasconfirmed that Van also hasTB disease. Vanisnot
fromtheUnited Statesand doesnot havetheproper documentstobeworkingin
thiscountry. Duringthecontact investigation interview, Van wasreluctant to
provideinformation on whereheworked. Hedid not want to get hisemployer in
troubleand hedoesnot want tobereported toimmigration authorities. Van was
alsoafraid that if peopleat work found out that hehad TB that hewould losehis
job. Finally, Van also admitted toinjecting drugswith somefriendsoncein awhile,
but wasreluctant togivetheir namesbecausehedidn’t want hisfriendsto know
that hehad TB. Hewasalso afraid hisfriendsmight bereported tothepolice.

# Whyisitimportanttoprotect Van'sconfidentiality?

By bringing his hedth problem to the attention of a hedth care worker, Van has
entrusted persona information to the hedlth care worker. |If sengtive persona
information about Van is reveded to a coworker, friend, or acquaintance without
Van's permission, there may be serious consegquences.

# His relaionship with the hedlth care worker may be damaged, possibly affecting
his care

# He may lose his job or be evicted from housing

# He may be stigmatized or regjected by his friends, family, and others

# The hedth care worker may lose the trust of other patients

# What can thehealth careworker dotodevelop trust with Van?
There are three ways to earn a patient’s trust including

# Respecting Van's autonomy, his right to determine what will be done with his
body, belongings, and personal information

# Fredly providing complete and accurate information to him
# Rigorously maintaining confidentiality
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Van has alot of fear that others (employer, friends) will find out aout his TB
disease. He is dso afraid he will be reported to immigration authorities. Van
should be reassured that the information he shares, as wdl as information
regarding his diagnosis, will not be shared with others and that the hedlth care
worker will keep al information confidential.

Mr. Alvin Jonesisapatient with infectious T B diseasewho hasbeen recently
discharged from the hospital. Whilehospitalized, Mr. Joneswasvery sick and
had no problemswith taking hismedication or under going diagnostic
procedures. Now that heisback at home, hehasstopped takinghis
medications, hasmissed two clinicappointments, and hascontinually refused to
speak tothehealth careworker assigned tohiscase. After many attemptsto
inform Mr. Jonesof hiscondition and theneed for treatment, thehealth
department finally obtained acourt order requiringMr. Jonesto completea
directly observed therapy regimen. Mr. Jones, not wantingtoget intolegal
problems, hasreluctantly agreed to meet with thehealth careworker to
establish atreatment plan.

# Whyisthehealth department abletoobtain acourt order, despiteMr.
Jones wishtostop treatment?

Sometimes the right to autonomy can be overridden in the interest of protecting
others who may be harmed by the patient’'s decisons. This can happen in TB
control when a patient with infectious or potentialy infectious TB disease refuses
treatment. Because Mr. Jones poses a significant health threat to other people, he
can be ordered by a court to participate in and complete his DOT. If he does not
comply with this order, he could be detained until treatment is completed,
depending on the strength of state and local TB control laws in his jurisdiction.

# What should bedonetoprotect Mr. Jones rightstoautonomy, infor mation,
and privacy?

Autonomy is the right of a patient to determine what will be done with his or her
body, persona belongings, and persona information. Although Mr. Jones has
been ordered to comply with trestment, he should be able to participate in
decisons about how his trestment is carried out. Health department staff should
discuss the treatment and adherence plans with Mr. Jones, dlowing him to have
some input into these plans whenever feasible.
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Mr. Jones has a right to information about his medical diagnoss, treatment regimen,
and progress, as well as a right to review the information in his medica records. The
hedth care worker should be careful to follow due process in working with Mr. Jones
and documenting his therapy.

In this stuation, maintaining the confidentidity of Mr. Jones information is critical.
Although disclosure was necessary to obtain the court order, it should have been
grictly limited to those public hedth authorities who needed theinformation. Any
health department or law enforcement officials who are involved in enforcing Mr.
Jones order should take great care to protect his right to privacy. A breach of
confidentidity in these circumstances can further undermine the patient-hedlth care
worker relationship and lead to continued resistance to adherence-promoting
measures.

Ms. RitaRamirez, ayoung mother of two children, hasbeen diagnosed with infectious
TB. Sheisalsoinfected with HI'V, which shecontracted thr ough sexual contact with
her current partner,an HIV-infected injection druguser. Ms. Ramirezworksina
factory that assemblessmall partsfor electronicappliances; thereareover 250 wor k-
ersat theplant. Sheisvery concerned about her job security, having only recently
begun wor k on atemporary basis. Ms. Ramirez hasconsented toatreatment plan
includingaDOT regimen and iswillingto cooper atewith thecontact investigation.
Shewill inform her household contacts, but doesnot want anyoneat wor k toknow she
hasTB disease.

# Whyisitimportant toprotect theconfidentiality of Ms. Ramirez’
infor mation?

By bringing her hedth problem to the attention of a hedth care worker, Ms. Ramirez
has entrusted persond information to the hedlth care worker. Both TB disease and HIV
infection have some socid stigma attached to them and have serious implications for the
patient’s hedth. If sendtive persond information is reveded to a coworker, friend, or
acquaintance without Ms. Ramirez permission, there may be serious consequences.

# Her rdationship with the hedth care worker may be damaged, possbly
affecting her care

# She may lose her job or be evicted from housing

# She may be stigmatized or regjected by her family, friends, or others

# The hedth care worker may lose the trust of other patients
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# What stepsshould betaken toensurethat confidentiality ismaintained?

Ms. Ramirez should be told about her right to privacy and the measures that will be
taken to maintain confidentiality. The hedth care worker in this case should be
sendtive to her fears, explain the importance of screening the contacts, and assure
her that dl information, including her name, will be kept confidentia and will not
be shared with authorities. Health department staff will have to inform the workers
of their possible exposure and screen people in the workplace. This should be
done with as much discretion as possble, usudly after some negotiation with the
employer about the best way of informing workers, offering screening (on-site if
possible), and providing follow-up care. It should aso be pointed out to the patient
that the hedlth department has no control over family members, friends, and others
whom she informs of her diagnosis and their exposure; she should make sure these
are people she trusts and should stress the need for them to be discreet with her
personal information.

Because Ms. Ramirez is infected with HIV, the hedth care worker should explain
who is considered a contact for the purpose of TB investigations and that both Ms.
Ramirez's name and her HIV satus will be kept confidentia. HIV reports are held
in strictest confidence and in many jurisdictions are protected by statute from
subpoena.  For clinica care purposes, however, HIV-related information should be
shared between TB care providers and other hedth care providers in accordance
with state and loca laws.

Rolandoisahealth careworker at abusy TBclinic. It istheend of very busy
Friday afternoon. Heistryingtowrap thingsup and go homeafter hisextremely
stressful week. Heisgoingthrough thepatient-related papersand formshehas
been workingon that day. Heison hisway to put thepapersand formsin thefile
cabinet when heisinterrupted by aphonecall from hisbabysitter. Hisbabysitter
explainsthat shehastoleaveearly that day. Thinkingit isan emer gency,
Rolandohastily handsover thefilestohisco-worker Samintheclinicarea.He
asksSam to put thefileson hisdesk. Beforegetting areply from Sam, heleaves.
Sam wasnot very happy because hewasjust leaving himself. Heendsup leaving
thefilesonthetablein theclinic, an areawhereother TB patientsmay seethe
files.

# What measuresshould Rolandohavetaken toprotect patient confidentiality?
Rolando should have ensured that patient records that contain patient names and

other identifying information are placed in a closed locked file cabinet. In addition,
no papers should be exposed when workers are away from the work area, even for
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brief periods of time. Hedlth care workers have a duty to protect patient records
from unauthorized access. Information should be kept in closed, locked file
cabinets except  when being processed by authorized officids.

Another outreach worker, Janice, hasbeen tryingto contact her patient Jerry
for several days. Shehasvisited hishomeseveral times, and tried tocall him on
thetelephone. Onetimewhen shevisitsJerry’ shousesheseesJerry’sneighbor.
Theneighbor tellsJanicethat Jerry just left. Janiceintroducesherself to
Jerry’sneighbor and explainsthat sheisfromtheTB clinicin thehealth
department and islookingfor Jerry. Shetellstheneighbor that thereason she
islookingfor Jerryisthat hehasTB and hasmissed takingtreatment for over 1
week. Shealsotellstheneighbor that if sheseesJerrytopleasetell him that she
hasstopped by toseehim. Finally, sheleavesamessagefor Jerry onthedoor of
hisapartment. Shedoesnot haveany envelopesfor her letter but decidesJerry
must really get her message and so shetapesit tohisfront door.

# DidJanicedoanythingthat possibly threatensJerry’sconfidentiality? What
measur esshould shehavetaken toprotect patient confidentiality?

Yes. Janice revealed private information about Jerry to Jerry’s neighbor without
authorization. Janice must be discreet when making patient visits.  She should
not have disclosed Jerry’s condition to Jerry’s neighbor. Also, she should not
have reveded that she was from the TB clinic in the hedth department. Janice
could have gathered information on Jerry’s whereabouts without revealing
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