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20th Street and Constitution Avenue, NW  Mail Stop 1-5
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Attention: Docket No. R-1199 Attention: Docket No. 04-13
Mr. Robert E. Feldman Regulation Comments
Executive Secretary Chief Counsel’s Office
Federal Deposit Insurance Corporation Office of Thrift Supervision
550 17th Street, NW 1700 G Street, NW
Washington, DC 20429 Washington, DC 20552
202-898-3838 202-906-6518

Attention: RIN # 3064-AC77 Attention: No. 2004-26

Re: Docket No. R-1199; Docket No, 04-13; RIN # 3064-AC77; No. 2004-26

Dcar Sir or Madam:

The Wisconsin Bankers Aasociation (WBA) is the largest financial institution trade
association in Wisconsin, representing over 300 statc and nationally chartered banks,
savings and loans associations, and savings banks located in communities throughout
the State.

The WBA appreciates the opportunity to comment on the proposed rule issned by the
Office of the Comptroller of the Currency (QCC), the Board of Governors of the
Federal Reserve System (FRB), the Federal Deposit Insurance Corporation (FDICY, and
the Office of Thrift Supervision (OTS) (bereinafter, the Agencies), conceming the
implementation of section 216 of the Fair and Accurate Credit Transaction Act of 2003
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(FACT Act), which amends the Fair Credit Reporting Act (FCRA) by creating a new
section 628. The proposed rule would require financial institutions to develop,
implement, and maintain appropriate measures to properly dispose of “consumer
mformation.” The FACT Act mandatcs that the Agencics’ regulations be consistent
with the Gramum-Leach-Bliley Act (GLB Act), as well as other federal laws.

The WBA. recoguizes the importance of creating and implementing reasonable
meastres to protect consumers in general, as well as custorers, from the unauthorized
acoeds and use of persopal private financial information. Therefore, to this end. the
WBA supports the proposed amendments to the Interagency Guidelines Establishing

for Safeguarding Customer Information (Guidelines). The WBA,
nevertheless, would like to direct the Agencies” attention to the following issues created
by the Guidelines as currently written, -

The Definition Of “Consumer Information” Is Exceedingly Broad And The

; Agencies Should Fuxther Clarify The Interpretation Of The Statutory Phrase
| “Derived From Consumer Repoxts.”?

First, the proposed language defines “consumer information” as “any record about an
: individual, whether in paper, electronic, or other form, that is 2 consumer report or is

. derived from a consumer report and that is maintained or otherwise possessed by or on
behalf of the bank for a business purpose.” The definition also encompasses a
compilation of such records. The WBA believes that the use of the word “any,” without
more. and in conjunction with the statutory phrases “derived from a consumer report”
aud “compilation of such records” is exceedingly broad. Thus, literally auv record a
fmancial mstrtution bas which is dexived from a compilation of consumer report data,
but which contains no nonpublic personally identifiable information would end up
being disposed of pursuant to guidelines intended to protect the security, confidentiality,
and integrity of sensitive nonpublic information. Mandating that “consumer
nfoxmation” must have personally identifiable information would eliminate ambiguities
associated with the phrase “any record about an individual.” ‘

Second, the WBA believes that the current attempi 1o distinguish. between “customer”
and “consumer” information does not espouse the interests of consistency and clarity.
The WBA appreciates the Agencies® attonapt to explain the difference between these
two terms; however, the Agencies noted that the definitions “will sometimes overlap,
but will not always coincide.” Operationally this has the potential to become confusing
and problematic for the cmployees of the affeoted institutions, as they arc the
mdividuals that ultirnately put theory into practice.

The WBA believes consistency and clarity require that the same definition be used for
both, “customer” and “‘consumer,” the common element between these two being the
sensitive issue of nonpublic personally identifiable information. In defining “customer
wformation™, part I, section. C.2.c. of the vurent Interagency Guidslines Establishing
Standards for Safeguarding Customer Information relies on Regulation P, 12 CFR
216.3(n), to define “nonpublic personal information.” The definition, incorporated
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herein as Appendix A, centers around “personally identifiable information.” The
defmstion for “consumer information” should also have this very important phrase,
Uting this phrase in the definition would promote clarity and consistency, and would
build upon the practical and logal knowledge institutions have alrcady acquircd with
respect to “pexsonally identifiable information.™

Third, the actual language of the proposed rule does not dofine “derived froma
consumer xeport.” The supplementary information, however, does provide a very useful
description of the scope and meaning of the statutory phrase. The WBA believes the
Agencies were heading in the right direction in anticipating this issue and in specifically
requesting comments about this statutory phrase. The Agencies should incorporate
examples or substantive language suitable for the Guidelines® current format. The WBA.
believes that the use of Regulation P’s “nonpublic personal information” in. the
definition of “consumer information’” would bring into sharper focus the scope of the
statutory phrase in question.

The Proposed Rule’s Current Language May Impose More Reguirements In
Wisconsin Than Under Current State Law.

Abscnt cxplicit langnage about personally identifiable information, the WBA. belicves
that the proposed rule would impose stricier requirements than the current requirerments
of Wisconsin law. Our State law i3 very specific, whereas the language of the proposed
rule is more general in substance. Section 895.505 of the Wisconsin Statutes, in relevant
Paxt, incorporated herein as Appendix B, enumerates four different procedures financial
institutions mmst follow in order to dispose of records containing personal information.
These requirements more or less follow the requirements of the Guidelines. The only
point of contention results from our statute defining “‘personal information” and the
proposed rule not limiting the scope of the information to records containing sensitive
information. As the WBA. pointed out above, the scope of the proposed rule, as drafied,
would reach records that do not contain sensitive information. Since the proposed rule,
without modification, will likely impose unnecessary additional obligations not roquired
under Wisconsin law, the WBA. urges the Agencies to amend the definition of
“consumer information” to include personally identifiable information. If that were
done, the definition of “consumer information” would be consistent with the definition
of “eustomer information” and Wisconsin State law.

The Proposed Rule Should State That “Dispose™ Or “Disposal™ Excludes The Sale
Or Transfer Of Records For Value.

Current Wisconsin law, Wis. Stat. § 895.505, defines “dispose” as “not inchud[ing] a

sale of record or the wansfer of a record for value.” The Federal Trade Comgaission’s |
(FTC) version. of the proposed rules addresses this point by defining “dispose” and |
“disposal.” The FTC was wrged to clarify that “dispose” or “disposal” docs not include

the sale, donation, or transfer for value of consumer infortoation. Absent that

clarification, current information sharing arrangements would be disrpted.
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The Agencies’ version does not address this point. The WBA., therefore, encourages the
Agencies to define the word “dispose’” and “disposal” to exclude the sale or transfer for
value of records or media containing personally identifiable information. The current
version of the Interagency Guidelines Establishing Standards for Safeguarding
Customer Information does not explicitly define this term. Without clarification, it
would be possible to arguc that “disposal” or “dispose™ includes the sale, donation, or
transfer of consumer information pursuant to sharing arrangements. The WBA. is
concemed that such an interpretation may disrupt current information sharing
arrangements. '

Froally, interagency cooxdination should result in assuring that any financial institution
subject to exarination under the Guidelines by one of the Agencies is not mandated to
comply with the obligations under the FTC"s disposal rule even if there is joint
jurisdiction.

Conclusion

The WBA directs the Agencies’ attention to 2 number of issues. First, the proposed
“consumer information” definition, without referring to personally identifiable
information, is cxcccdingly broad. Sceond, the Agencics’ attempt to distinguish
between “consumer™ and “customer™ information is confusing and probiematic. The
definition of “conswmer information,” just as in the definition of “customer '
information,” should refer to personally identifiable information. These changes, if
made by the Agencies, would facilitate the operations of Wisconsin finaneial
institations because the Guidelines would be consistent with our State law. Third, the
Guidclines should include language or examples that claborate on the “derived from
consumer report” statutory phrase. The use of personally identifiable information in the
language or examples would bring the scope of the phrase into sharper focus. Finally,
the Agencies should define the word ““disposal” ta exclude the transfer for value or sale
of records or media containing such records. The WBA appreciates the opportunity to
comment on the proposed rule issued by the Agencies and generally supports the
proposed amendments to the Guidelines, subject to the noted changes.

Sincerely,

Exccutive Vice Prosident/CEO
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02259
(n) (1) Nonpublic personal- information
meaang—
© (1) personally 1dcnhf‘1ab1c fma.ncml infor-
“-mation; agd -

(u) any. list, descripfion, or other group-
ing of consumers (and publicly available
information. portaining to them) that is
derived .using any -personally identifiable
Tinancial information that is not publicly
- available. .
(2) Nonpublic perﬂonal :nfarmauon does
pot include—
(64} pubhcly awaﬂablc mformauon, eXeept
as included on a list desctibed in - para-
graph (o)(1)() of this section: or
(if) any list, description. or other group-
. ing of consumers (and publicly available
information :pertaining. to them) that is
derived without uwsing any  personally

. not publicly available, - .1,
(3) Examples of lsts, -
. () Nomnpublic personal. information in-
cludes: any list of individuals’® names
- and street. addresses. that is derived in
" whele or in - part usingspersopally diden-
tifiable financial informarion that s nor
. - publicly- -available, such as account
- . - numbers. . o fa

+ (i) Nonpublic’ purscmal mformauon docs
- not include any- list -of individuals’ names
. and addresses-that céntaing on].y-fpub]idy

‘wholc: or in part using persomnally idenfifi-
- gble financial information that is not pub-
Yicly available, and s not disclosed in a
manner that indicates.that any of the in-
. Gividuals, on the listis -a consumer of a
!+ financial instimrion::.

FRRS Transminal 234
Page 6+ 1147 ‘ (8/00)

identifiabie financial information that is

. ‘available information, is ot derived in .

2

6=2260

{0) (1) Personally identifiabie fi nancicl infor-
marion means apy information—

(1) 2 consumer provides to you to obtain
a finaneial .product or sexvice from you;,

(i) about a cunsumer resulting from any
mansaction involving a financial product
or service between you and a consumer;

- Qr

(it} you otherwise obrain about a cop-
sumer in conpection with providing a fi-
papcial. product or service to that
cansumer. .

(2) Exemples.

Q) Information included. Pexsona]ly iden-

tifiable fibancial information. inclades—
(A) information a comsumer provides
.10 you on an application to obtain a

+ . - loan, credit card, or other financial

product or service; )

(B) account-balance mformaunn, pay-

ment - history, overdraft history. and

credit or . debit card. purchase

information; . o ‘

{C) the fact that an individual is or.has

been-.oue of your customers or has ob-

tained a financial product or service

from. you; .

. (D) any. information about your .con-

sumer- if it is. disclosed .in .2 manner

. that: indicates . that .the individval is or

has been -your consumer; ‘

., () -any information that a consumer

provides to you or that you .or your’
+. agent otherwise, obtain in connection

with collecting on a Ion‘n or-scrvicing a

doan; . )

(F) amy. . informatxon you colleet

through an Internet “cookie” (an

mformatmn-aollcctmg dcv-icc. from - a

web server): and '

(G} information . fxom a Zonsumer

TeporL.
. (i) Iry%mmtwn not mc[uded Pcrsonally
idenrifizble financial mformauon dues not
include— '

(A) a list of names and sddresses of
. custoiners of an entity that is not a

finrancial instimtion; and

{B) information that does.not identify
. a consumer, such as aggregatc infor- .

mation -or blind dara rhar does not con-
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tain personal identifiers such as ac-
count numbers, ‘names, or addresses.
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Transpartal 234 FRRS
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B85.506 Disposal of records containing personal in-
tormation. (1) Damnmione. In this section: -

(2) “Credit card™ has the meaning given in &. 421,301 (15}

{am)} “Dispote” does pot include a sale of & tecord of the teans-
fer of a record for value.

(b) “Financial instiuion” means any bapk, savings banl, sav-
ings and loan association or credit union that is authorized to do
‘business under state or federel laws relating 10 financial instita-
1ions, any issuey of a cred!t card or any investment company.

(c) “Investmemt company” has the meaning given in s.
180.0102 (1}e).

(d) “Medical business™ moans any erganizaten or enterprisc
operated for profit or wot for profit, including & sole proprietor-
ship, parmership, firm, business trost, joint venture, syndicate,
corporation, limited liability company or association, that
possesses information, other than personnel records, relating to
2 pocson’s physical or mental health, medical history or medical
aatient. :

{#) "Pareonal information” means any of the following:

1. Personally identifiable data about an individual’s medica)
condition, if the dara are not generally considered tm be public
knowledge. ) l

2. Pexsonally identifiable data that contain an individual’s ac-
count or customer number, account balance, balance owing, eradit]
balanco or eredit limit, if the data relate to 451 individual's accoum|
or transaction with a financia) institution. o 1

3. Pertonslly idenitifiable data provided by an individual toa !
financial STITLLON RPON OPEMDg 2n account or applying for a
loan ox credit, : .

4. Personally idenrifigble data about an individual’s federal,
state or local rax retams, '

(0 “Personally identifiable” means capable of being associat-

ed with a pardcular individoal through one or more identiGers or
other information or circumstances. . .

(g “Record” means any mategial on which written, drawn,
ptinted, spoken. visual or electromagnetic information is recorded
or preserved, nogardless of physical form or characteristics.

{h) “Tex preparation busincss” means any organization or ca-
ferprise operaied for profit, including a solé proprietorship, parz-|
nership, firm, business trust, joint vepiwe, syndicate, corporanion. |
limjted Jiability company or association, that for o foe propates an
individus]’s federal, state or local tax retums or connsels an indi-
vidun] regarding the individual’s federal, stare or local tax returms, |

{2) DISPOSAL OF RECORDS CONTAINING PERSONAL INFORMA- |
TON. A financial insdnwion, medical business or tsx preparation :
business may not gispose of & record containing personal informa- .
tion tinlcss the fnegcial institation, medical Business, tax preparas |
tion business or other person under contract with the finaneial in- |
stimtion, medical business or tax preparation business does any of
the following: .

. () Shreds the record before the disposal of the record.

(b} Erases the personal information contained in the record bo-
Tore the dispnsal of the record, ' :

(c) Mddifies the 1ecord 10 make the personal information un-
readable before the disposal of she record. [

Q1-02 Wis, Stats. ' 5614

(d) Takes actions that it reasonably believes will ensure that no
unauthorized person will have azcsss to the personal information
contained in the record for the. period betwesn tha record's digpos-~
al and the record’s destruction.

(9) CIviLuABILITY; DISPOSAL AND USE. (&) A Tinancial instinu-
tion, medical business or tax preparation businas is lable to & pes-
son whose personal information j5 disposed of in viclation of suh,
(2) for the amount of damages resuiing from the violation.

(b) Any person who, for any purpose, nses personal informa-
ton-contained in a record that wss disposed of by a finansial inst-
tution, medical business or tax preparation business is sble to an
individua) who js the subject of the infonmation sxd to the finan-
cial ingtitution, medisal business or tnx preparation businoss that
disposed of the record for the amoune of damages resulting from
the person’s use of the information, This paragraph does not apply
to a person who uses personal information with the awthorization
or consent of the individual who #s the subject of the information,

{4) PENALTIES: DISPOSAL AND USE. (4) A financial institution,
medical business or vax preparation bustness that violales sub. {2)
may be requined to forfeit not more than $7,000, Acts arising out
of the ssme incident or sceurrence shall be a single violation,

(b} Any person who pogsesses & record thar was disposed of
by a financial institution, medical business or tax preparation
business snd who intends to use, for any Purposc, porsonal frifor-
mation contained in the record may be fined not more than $1,000
or imprisoned for not more than 90 davs or both. This paragraph
doee not apply to d pason who posscascs a xrocord with the authori-
zaton or consent of the individual whose personal information is
contzined in rhe record, ‘ i

History: 19598 9.

- Disposiog Medical, Financisl Records. Frankiip, Wis.Low. Dex. 1988,
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