FMS Card Processing Rules and Regulations

Since you ("Agency") have entered into an agreement with the Financial Management Service
(“FMS™) to receive Visa, MasterCard, American Express, Discover, and debit card (“Cards”)
acquiring services, FMS’s Financial Agent will credit and debit your agency account for all credit
and debit card acquiring transactions. The Agency must comply with and be bound by the VISA,
MasterCard, American Express and Discover Card Rules and Regulations ("Card Rules"). These
Card Rules may be altered or amended from time to time at FMS’s sole discretion and without
notice. The Agency also must comply with and be bound by the Visa U.S.A Inc. By-Laws and
Operating Regulations, the Visa International Operating Regulations and any other rules, policies
or requirements of Visa or any of its subsidiaries or affiliates (collectively "Visa Rules"), the
MasterCard International Inc. By-Laws and Operating Regulations and any other rules, policies
or requirements of MasterCard or any of its subsidiaries or affiliates (collectively "MasterCard
Rules"), and the American Express Card Acceptance Operating Rules for the Federal
Government, any of which may be altered or amended from time to time and without notice. The
Agency agrees to follow and be bound by the rules and regulations of the aforementioned
networks, as amended from time to time, to the extent that these rules and regulations do not
conflict with federal law and/or the terms of the FMS Card Processing Rules and Regulations. In
the event of a conflict, federal law and/or the terms of the FMS Card Processing Rules and
Regulations shall govern. The network rules may provide more specificity regarding some of the
items mentioned in the FMS Card Processing Rules and Regulations. If clarification is gained
from researching the network rules, it will not be deemed a conflict with the FMS Card
Processing Rules and Regulations. To the extent, that the rules and regulations of these networks,
as amended from time to time, are or become inconsistent with the best interest of the Federal
Government, as determined by FMS in their sole discretion, FMS may agree not to apply the rule
or regulation determined to be inconsistent.

1. General Acceptance Provisions

A. Agency Participation Agreement (APA) and Applications

e The Agency will establish a processing relationship for Credit and Debit Card
Acquiring Services by completing and submitting the Agency Participation
Agreement (APA) and application to FMS for approval.

e The Agency may not engage in mail order, telephone order, delayed delivery, and/or
Internet transactions unless indicated on the Agency application and subsequently
approved by FMS in writing. If the Agency determines that a change in their
collection process is needed, such as adding Internet transactions or Over the Counter
(OTC) transactions, the Agency must seek prior approval from FMS.

o |f the Agency requires an additional cashflow, a new application must be submitted
to FMS for prior approval.

B. Honoring of Cards

e The Agency must honor all valid cards within the appropriate categories of
acceptance when properly presented as payment from cardholders.

e Outside of the FMS limitation defined in the section “Limitations on Credit and Debit
Card Collection Transactions”, the Agency must not establish minimum or maximum



sales transaction amount as a condition for honoring a card. Additionally, no fee can
be charged or added to the transaction amount when using a credit or debit card for
payment.

The Agency must validate all cards by ensuring the signature on the back of the card
matches the signature on the transaction receipt. In the absence of a signature, then
validate the card with proper identification. When a card is not present such as with
an internet based transaction, (a) the Card-validation code (CVV2, CVC2, CID) - the
three digit value printed on the signature panel of a Visa, Mastercard or Discover,
and the four digit code printed on the front of an American Express card must be
validated in order to honor the card transaction.

The Agency must not (i) try to dissuade cardholder from using any Card; or
(i) criticize or mischaracterize any Card, services, or programs; (iii) try to persuade
or prompt cardholders to use any particular Card or (iv) engage in activities that harm
the business or brand of Visa, MasterCard, American Express or Discover.

C. Use of Service Marks

The Agency must display the Visa, MasterCard, American Express, and Discover
promotional materials, in the same manner, at the points of interaction to indicate that
all cards will be honored. At a minimum, the service marks should be placed near the
entrance of the Agency or posted on a web site. No service mark for a specific card
type will be omitted from the display requirements.

The Agency may use Visa, MasterCard, American Express, and Discover wordmark
on promotional, printed, or broadcast materials, in the same manner, to indicate cards
are acceptable for payment. No wordmark for a specific card type will be omitted
when creating any promotional, printed or broadcast material. The Agency may not
indicate that the Associations or FMS endorse any goods or services.

D. Authorization

The Agency must obtain authorization for each sales transaction for the total amount
of the transaction. An authorization code only indicates the availability of a
cardholder’s credit as of the time the authorization is obtained.

If a sales transaction is not authorized, the Agency must not complete the sale. A
declined sales transaction is originated from the bank that issued the card.

When the cardholder is not physically present for the actual transaction, the Agency
must require the Card Validation code for the CVV2 for Visa cards, the CVC2 for
MasterCard cards, the CID for Discover cards and American Express cards.

If the standard method of acquiring an authorization is not available, the agency must
obtain an authorization by calling the Financial Agent authorization telephone
number.



E. Settlement:

The Financial Agent is authorized to credit and debit the Agency’s deposit account
for any sums due from the agency.

The Agency must deposit only transaction receipts that result from cardholder
transactions with that Agency.

Except as provided in the following paragraph, the Agency will transmit the
completed Batch to the Financial Agent within one (1) business day after completion
of the card transaction.

The above time requirements shall not apply: (i) until the goods are shipped or the
services performed, unless the Cardholder agrees to a delayed delivery of the goods
or services at the time of the transaction; (ii) if the Agency requested and received
authorization for delayed presentment (the authorization number and the words
"Delayed Presentment” shall be legibly noted on the transaction form) presentation
will be made within the period permitted for delayed presentment; (iii) if the Agency
is obligated by law to retain the transaction form or return it to the Cardholder upon
timely cancellation, presentment will be made as soon as permitted after the date of
the transaction; and (iv) if the Agency has multiple locations or offices and a central
office or facility is responsible for collecting and transmitting all transactions,
presentment will be made within three (3) calendar days after the date of the
transaction.

F. Limitations on Credit and Debit Card Collection Transactions

FMS has established a limit for card collections to cash flows that consist only of
individual transactions less than or equal to $99,999.99. If the agency’s cash flows
include individual transactions greater than $99,999.99, then the agency should use
another electronic collection alternative for those cash flows. Available electronic
alternatives include Automated Clearing House debits or credits and Fedwire
transactions.  Please contact FMS, if assistance is needed to implement these
alternatives.

Individual transactions greater than $99,999.99 may not be split into two or more
transactions For a customer that attempts multiple transactions on the same day on
the same card, those transactions that cause the total charges to exceed the limit of
$99,999.99 will be rejected by the Financial Agent.

All transactions greater than $99,999.99 will be rejected.

G. Disclosure and Storage of Cardholder Information

The Agency must not disclose a cardholder's account information nor any other
personal information to third parties other than to the Agency's agent(s) for the sole
purpose of assisting the Agency in completing the transaction or as specifically
required by law. Suspicious requests for account information should be reported
immediately to the Agency’s designated relationship manager at FMS.

The Agency terminal location agrees to retain in its files legible copies of each sales
draft and credit draft for a period of at least 90 days, and further agrees to deliver the



paper copy of any sales draft or credit draft in its files to the Agency central point of
contact, or to such person as the Agency may designate, within such period after
request therefore as is required by law or by the Visa, MasterCard, and Discover
Rules and Operating documents, not less than 12 months and not less than 24 months
for American Express.

The Agency agrees to preserve all of the Agency’s records relating to each Card
Transaction, including the underlying transaction forms, for a period of at least six
(6) years from the date of such Card purchase.

The Agency or contractors working with the Agency must not retain or store
magnetic-stripe data subsequent to the authorization of a sales transaction.

The Agency or contractors working with the Agency must not retain or store Card
validation code (CVV2, CVC2) or CID data subsequent to the authorization of a
sales transaction.

The Agency will immediately follow the Office of Management and Budget (OMB)
Personally Identifiable Information (PI1) guidelines (located on the OMB website at
http://whitehouse.gov/omb/) related to accidental or purposeful disclosure of
cardholder information. The Agency will contact their legal counsel to identify the
specific requirement for reporting to OMB. The Agency will notify the Financial
Agent of a disclosure of cardholder information.

. Retrieval Requests and Chargeback Processing

The Agency will have five (5) business days to locate and return requested sales draft
retrieval to the Financial Agent. Failure to return the requested sales draft retrieval
within five business days, or to provide an explanation of why the sales draft retrieval
cannot be located or returned will result in a Financial Agent chargeback to the
Agency.

The Agency agrees to resolve any claims or complaints arising from Card
Transactions directly with Cardholders. If the Financial Agent receives notification
from any authorized Card issuer that their Cardholder has been unable to resolve any
such claims or complaints through proper Agency channels, the Financial Agent and
the Agency will work together to resolve the claim or complaint. If a claim cannot be
resolved, the Financial Agent will debit the Agency account for the agreed upon
amount of the claim and forward to the Agency a copy of the debit advice and
supporting documentation.

The Financial Agent will be responsible for maintaining an online system that will
allow for the automation of the chargeback process, and they will communicate
directly with the Agency to obtain all information necessary to resolve the dispute.

When a chargeback is properly made, the Financial Agent shall debit the Agency’s
account for the proper amount of the transaction.


http://whitehouse.gov/omb/

. Audits

o All credits and debits to the Agency’s deposit will be subject to review, audit and
correction by the Financial Agent.

J. Data Security

e The Payment Card Industry (PCI) Data Security Standard offers a single approach to
safeguarding sensitive data for all card brands. Other card companies operating in the
U.S. have also endorsed the PCIl Data Security Standard within their respective
programs.

e The Agencies will comply fully with PCI standards. FMS will determine how PCI
standards will apply to each individual agency and will provide them with tailored
guidance.

o The PCI Data Security Standard consists of twelve basic requirements categorized as
follows:

Build and Maintain a Secure

Network 1. Install and maintain a firewall configuration to protect data

2. Do not use vendor-supplied defaults for system passwords and
other security parameters

Protect Cardholder Data 3. Protect stored data

4. Encrypt transmission of cardholder data and sensitive information
across public networks

Maintain a Vulnerability

Management Program 5. Use and regularly update anti-virus software

6. Develop and maintain secure systems and applications

Implement Strong Access Control

Y —— 7. Restrict access to data by business need-to-know

8. Assign a unique ID to each person with computer access
9. Restrict physical access to cardholder data

Regularly Monitor and Test

10. Track and monitor all access to network resources and cardholder
Networks

data
11. Regularly test security systems and processes

Maintain an Information Security

Policy 12. Maintain a policy that addresses information security


https://www.pcisecuritystandards.org/tech/download_the_pci_dss.htm

K. Training of Key Personnel

The Agency will review all credit and debit card collection processes and ensure that
key staff is properly trained to accommodate VISA, MasterCard, American Express,
Discover, and debit cards.

The Agency will ensure that training is conducted on transaction chargeback
procedures in conjunction with the Financial Agent.

The Agency is responsible for its employees’ actions while they are employed.

The Agency may contact the Financial Agent to provide consulting assistance and
training on processing credit and debit card acquiring services. This training may
include assistance on how to reconcile card activity daily, demonstrations on the
reporting capabilities, and how to operate or trouble shoot equipment issues, etc

L. Disability Compliance

e The Agency must be 508 compliant. Under Section 508 (29 U.S.C. ‘794d), the agency
must give disabled employees and members of the public access to information that is
comparable to the access available to others. (See http://www.section508.gov for
additional information).

e The regulation covers the physical device or product utilized to gain authorizations,
including Internet software gateways, terminal locations and all equipment associated
with providing the convenience of credit card payment processing.

M. Written Response

e The agency will respond to all written inquiries from FMS within a period of no more
than thirty (30) calendar days from the date of receipt or as specified in the inquiry.

Over the Counter Processing of Credit and Debit Card Transactions

A. Processing Procedures for Signature Based Transactions:

Before concluding a Card Transaction, the Agency employee will determine, in good
faith and to the best of their ability, that:

a. The Card is valid on its face;

b. For Visa and MasterCard cards, the Agency employee will ensure that the four
digits printed below the account number are the same as the first four digits
embossed on the card;

If the Card bears a "valid from" date, that such date has passed;

The Card bears the signature of the Cardholder;

If the Card bears a termination date; that such date has not expired; and

The Cardholder's signature has not been visibly altered.
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The Agency employee shall examine one or more Card security features, if required
by the Financial Agent or requested by the card issuer, before concluding a Card
transaction.

The transaction form is to be signed in the Agency employee's presence, and the
Agency employee will compare the signature on the transaction form to the signature
on the Card to ascertain that they appear to be the same. NOTE: The signature may,
but need not be, the name embossed or printed on such Card. For American Express
Cards, the Agency must ensure that the Card is signed in the same name as the name
on its face (except for prepaid cards that show no name on their face). If the Card has
a photograph of the Cardholder, the Agency employee will determine that the
Cardholder and the person presenting the Card appear to be the same person. If such
identification is uncertain or if the Agency employee questions the validity of the
Card, the Agency will call the Financial Agent’s authorization telephone number for
instructions.

B. Processing Procedures for PIN-based Transactions:

Interlink Network is a national on-line debit card network and an affiliated of the
VISA system. Maestro U.S.A. Network in an international on-line debit card network
and an affiliate of the MasterCard system. The Interlink and Maestro U.S.A.
Networks operate under distinct operating rules and regulations. The Interlink and
Maestro U.S.A. Networks will be referred as the "National/International Networks."
There are other various networks that are considered regional on-line debit card
networks. Each Regional Network operates under its own set of operating rules and
regulations. These debit card networks will be referred to as "Regional Networks."
The Agency must comply with and be bound by National/International and Regional
Network rules and regulations to the extent these rules apply under the terms of the
FMS Card Processing Rules and Regulations and do not conflict with Federal law.

The Agency shall have appropriate Point-of-Sale (POS) devices. The Agency POS
terminal equipment will be situated to permit Cardholders to input their PINs without
revealing them to other persons, including agency personnel. The PIN keyed in by
the Cardholder will not be displayed, transmitted or stored in non-encrypted form.
The Agency POS terminal equipment must comply with the Data Encryption
Standards required by National/International and Regional Networks.

The Agency POS terminal equipment, and related transaction equipment such as
electronic cash registers, must be fully compatible with the central processing unit of
the Financial Agent or its designated processor, and must be able to directly send,
receive and process information, on-line authorizations, and daily on-site
reconciliation for the balancing of close-out procedures.

The Agency will require the Cardholder to enter his or her PIN when initiating an on-
line debit card transaction. The Agency is not permitted to complete any POS debit
card transaction, via the Agency POS terminal, which has not been authorized on-line
by the Financial Agent and/or the National/International or Regional Network.

The Agency will not accept cash, checks, or other negotiable instruments from any
Cardholder and forward a credit through a National/International or Regional



Network, as a purported payment of deposit to an account maintained by the
Cardholder.

C. Returned Merchandise

The Agency must not process a credit transaction without having completed a
previous purchase transaction with the same cardholder and the same card. The
refund or adjustment indicated on the credit draft must not exceed the original
transaction amount.

Authorization is not required when a refund is given to a cardholder.

If any merchandise is accepted for return, or any services are terminated or cancelled,
or price adjustment is allowed by the Agency, the Agency must not make any cash
refund to the cardholders credit card account, instead shall process a credit draft to
the cardholders account evidencing such refund or adjustment, unless required by law.

The Agency may limit its acceptance of returned merchandise provided that proper
disclosure is made by the Agency. Proper disclosure by the Agency is determined to
have been given at the time of the transaction if (i) the Agency informs the
cardholder orally of its return policy and (ii) the Agency's return policy is clearly
stated on the sales draft that is signed by the cardholder. The return policy on the
sales draft should have the following words or similar wording legibly printed on all
copies of the sales draft, in capital letters at least % inch high and in close proximity
to the space provided for the cardholder's signature or invoice being presented to the
cardholder for signature:

(1) "NO REFUND, ALL SALES FINAL" -- For the Agency which does not accept
merchandise in return or exchange and does not issue refunds to cardholders.

(2)

“EXCHANGE ONLY"™ -- For the Agency which only accepts merchandise in

immediate exchange for similar merchandise of a price equal to the amount of the
original transaction.

(3) "IN-STORE CREDIT ONLY" -- For the Agency which accepts merchandise in
return and delivers to the cardholder an in-store credit equal to the value of the
merchandise returned which may be used only in the Agency's place(s) of business.

D. Cash Payment/Cash Disbursement/Cash Deposit

The Agency may not receive any payments from a cardholder with respect to charges
for merchandise and/or services which are included on a sales draft resulting from the
use of a card.

The Agency may not disburse cash to a cardholder and then process such activity as a
Card sales transaction.

The Agency may not process a money order or wire transfer transaction for a
cardholder and then process such activity as a card sales transaction.



The Agency may not receive cash, a check, or other value from a cardholder for the
purpose of preparing and/or depositing a credit draft that could result in a deposit to
the cardholder's account.

E. Multiple Sales Drafts and Partial Consideration

The Agency must include all items of goods and/or services purchased in a single
transaction in the total amount on a single sales draft, except in the following
situations:

1. For purchases in separate departments of a multiple-department store, and
2. For partial payment transactions when the balance of the amount due is paid by

the cardholder at the time of the transaction in cash, by check, with another card
or card, or any combination of these payment types.

F. Delivery of Sales Drafts and Credit Drafts

The Agency must deliver to the cardholder a true and completed copy of the sales
draft evidencing a transaction involving use of a card. This copy must be delivered at
the time of the delivery of the goods and/or performance of the services, or, for
transactions initiated at point-of-sale terminals, at the time of the transaction.

The cardholder must not be required to sign a sales draft until the final transaction
amount is known and indicated in the "total™ column.

The Agency must not issue a Credit when there is no corresponding Charge.

The Agency will ensure that the following information is entered legibly on each
credit draft:

The Agency name and address;

The name and account number embossed on the Cardholder’s Card;
The interbank number (if applicable);

The date of credit;

A description of the goods or services for which credit is being given;
The amount of credit for each item;

Any applicable taxes;

The total amount of the credit draft;

The initials of the person making and approving the credit draft; and
The Agency employee signature.
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G. Equipment

The Financial Agent will provide direct support for all POS terminals and related
supplies currently in the FMS Card Services portfolio. For a current listing of
supported POS Terminal devices contact the Financial Agent’s help desk for products
and pricing.

The Financial Agent will provide the requested equipment and related supplies and
ship on the same day all equipment orders that are received by 3:00 PM EST and all
supply orders that are received by 12:00 PM EST.



e The Agency will be directly responsible for the acquisition and cost of the POS
terminals and related supplies and will remit payment of the associated invoice
directly and timely to the Financial Agent.

e The Agency can purchase all types of supported terminals including those with
wireless capabilities, handheld-battery operated models with built in printers to
provide receipts, those with traditional dial up connections, as well as Ethernet
connections for DSL, cable and other high-speed, IP-based communications.

e The Agency must seek a replacement terminal within three (3) calendar days of the
inability to process transactions and deposits. If in a replacement situation, the
Financial Agent will attempt to provide the same terminal if requested or a model
with reasonably comparable functionality.

H. Delivery of Non-Electronic Sales Drafts and Credit Drafts (Short Term
Contingency only)

e The card must be swiped through the terminal. If the card account number is not read
electronically from the magnetic stripe, the Agency must obtain an imprint of the
card, and contact the Financial Agent’s authorization telephone number to authorize
the transaction before it is presented to the cardholder for signature. The imprint
must be signed and dated by the cardholder to complete the transaction.

e The Agency must deliver all non-electronic (e.g. paper) sales drafts and credit drafts
to the Financial Agent within three calendar days after the applicable transaction
date. If the Agency has multiple locations or offices and a central office or facility is
responsible for collecting and transmitting all transactions, presentment will be made
within seven (7) calendar days after the date of the transaction. This paragraph has
been added only in the event of a contingency situation where a terminal would not
be available for a period of time. If this event occurs, then the paper drafts will be
forwarded to the Financial Agent for authorization and settlement, unless specified
otherwise.

¢ An Agency may not present to the Financial Agent, either directly or indirectly, any
sales draft or credit draft which was not originated as a result of an act between the
cardholder and the Agency.

e The Agency will ensure that the following information is entered legibly on each
credit voucher: (1) the Agency name and address; (2) the name and account number
embossed on the Cardholder's Card; (3) the interbank number (if applicable); (4) the
date of the credit; (5) a description of the goods or services for which credit is being
given; (6) the amount of credit for each item; (7) any applicable taxes; (8) the total
amount of the credit voucher; (9) the initials of the persons making and approving the
credit voucher; and (10) the Agency employee signature.

o |f a Card is presented, but the sales transaction is completed without a Card imprint,
the Agency will note legibly on the transaction form sufficient detail to identify: the
Agency's official name and address; the name of the card issuer as it appears on the
face of the card; the account number, the interbank number and the interbank initials
(if applicable), the expiration date (or, in the case of a Card bearing a dual date, both
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the effective date and the expiration date); the Cardholder name and/or any company
name; and any other embossed data such as security symbols.

Internet and Telephone Processing of Credit and Debit Card Transactions
A. Mail Order, Telephone Order, Delayed Delivery, and Internet Transactions

e The Agency may accept credit cards over the Internet using the World Wide Web
(“WWW?”). Card data accepted via Internet services, such as electronic mail, is
prohibited.

e The Agency assumes all risk associated with accepting mail order, telephone order,
delayed delivery, and internet transactions, including, but not limited to, fraudulent
sales transactions.

e For the transactions specified below, the Agency shall type or print legibly on the
“signature” line of the sales draft.

a. “TO” for telephone order transactions.
b. “MO” for mail order transactions.
c. “E-Commerce” for electronic commerce transactions.

On the sales draft, the Agency must clearly print the (i) cardholder's account number
(only hash marks and the last four digits of the card), (ii) date of the transaction, (iii)
description of the goods and/or services, (iv) amount of the transaction (including
shipping, handling, insurance, etc. charges), (v) cardholder's name, (vi) cardholder's
billing address, (vii) ship to address, (vii) authorization code and (ix) Agency's name and
address.

The Agency shall use Secure Sockets Layer (SSL) protocol to secure Internet based
transactions. Any transaction whereby a SSL security session cannot be established with
the cardholder’s Web browser shall be denied.

The Agency shall not store any card numbers on a Web server or otherwise maintain a
database of card numbers on a machine accessible from the Internet or accessible to
unauthorized Agency Local Area Network users. Workstations where card numbers are
keyed or otherwise entered are to be secured from the Internet via the appropriate firewall
and networking configurations.

Intragovernmental Card Transactions

Intragovernmental is defined as a purchase of goods and services from one government
agency by another government agency with a government issued credit card.

The Agency may accept credit cards, issued under the GSA SmartPay (the Federal
government’s charge card program) contract, for Intragovernmental sales of goods and
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services.

The Agency must have a dedicated terminal or PC software for Intragovernmental use
and should not use the same site to accept collections from the public.

The Agency will also have a separate account key for Intragovernmental transactions.

The Agency must not engage in accepting intragovernmental transactions unless
indicated on the agency application and allowing for subsequent approval in writing by
FMS.

The Agency will be solely responsible for all charges for intragovernmental collections.
FMS will not be liable for any charges or liabilities incurred through the agencies
participation. The Financial Agent will directly invoice the Agency on a monthly basis.
The Agency will pay with appropriated funds within 30 days of the receipt of the invoice.
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