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Office of the General Counsel.
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Analysis.

Organization Concerned: Office of Management and Budget.

Authcrity: Privacy Act of 1974, Freedcm of Infcrmation Act. 40
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UNITED STATES GOVERNMENT GENERAL ACCOUNTING OFFICE

V.M emorandum

Octcter 18, 1778

To ‘ Associate Director, LCD/CIMIS - Donald L. Eirich

o

- ] /
FROM :  genior Attorney, OGC - Geraldine M. Rubaﬁﬁngtt;//

. sl
SUBJECT:  Couments on Supplemental Guidance for Agency M o/ M*
Matching Programs (File B-130441) pEE

The prcposed -Office of Management and Budget (ONMB)
Supplemental Guidance for a2gency matching programe is an
important step toward limitino and controlling the use of
the matching of corputer files on individuals by Federal
agencies. 2Among other things, the Guidance provides that
every matcning program should be identified and revorted
to OFB and that both the agency conducting the program and
those asked to provide records for ratching should publish
notices in the Federal Fecicster explaining why the matching
program is nceded and describing the disclosures of records
which will be made to or from the system, including the
legal justification for any rcutine use involved.

Since CMB is primarily an oversight agency rather than
a requlatory body, and since final responsibility for com-
pliance with the Privacy Act of 1974 rests with the agen-
cies, the proposed Supplemental Guidance is advisory
rather than mandatory. Thus, it basically supplements the
OMB Guidelines for implementing section 3 of the Privacy
Act (40 Fed. Feg. 28949-28978 (July 1975)) and establishes
procedures rather than requirements for tie conduct of
matching programs carried out by Federal agencies to reduce
fraud or unauthcrized rayments in a Federal program or to
collect debts owed to the Federal Government.

Computer matching programs carried out by Federal
aganc.es “or purposes other tnan reductlon of fraud or

collecticon of debts and cercain éisclosures to norn-Federal
.entitias for tur-cses of veiching are nobt withpin the cdefini-
tion of "matchinc rregrar" rroviizd in the Syrrnlerental
GuicCance, althouuh the latter Coes attorpt to estaklisn

certain vevarting reecuirevents for thesze matches.

Ccr.ments on cerctain cections folleow:




Section 1., SCOPEL

The Supplemantal Guidance basiczlly limits its scope to
those matching rprograms carriea out by Federal agencies that
attempt to reduce fraud in Federal =roograms or to collect
dgebts oweu to the teceral Government. Tne Surrlemental Cuid-
ance also establishes reporting recuirements for matching
prograic carried cut by Federal agencies for other purposes,
specifically excluded from the definition of matching pro-
grams are corruter checks made in recsronse to an applicetion
for a benefit to cetermine a specific individual's eligibil-
ity for the benefit. The rationale for eliminating this kind
of procedure from the purview of tne Supplerental Guidance
is net clear. ©Cn_ one hang, the lack of guicdelines for these
kinds of computerized clecks mav sircly mean that they may
occur without any limiting procedures from C!iB. The other
rationale mav be that such checcks ars not an apprepriate uce
of computer matchinc and snould not occur without a statutcry
mandate. The rationale for their omission from the scope of
the Supplemental Guidance should be clarifieag.

Section Z. DEFINITICNS

A "matching program” is defined as a procedure carried
out by a Feaeral agency whereby the reccrds meintainea by
one Federal aaency are compared by ccxputer with the records .
of another entity, such as another federal eacency, a Stete
or local unit of CGovernment, or a percson. A matching program,
however, by definition does not include checks on specific
individuals in resronse to an applicztion for a benefit or
as a result of the acouisition of inzZormation that raises
questions @oout a specific individual's elicibility that
are reasd.ably centemporaneous with the application or
acquisition.

The Supplemental Guidance does rot clarify whether
computer matches to verify accuracy c¢f inforration are to
be avoided by agencies since they are not even considered
to be a "matchirg program" or whether such matches were
omitted froxm the c¢efiniticn cf matching procrom so that
they coule occur without limitations or additional require-
rents.
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Section 3. KECUIRLIENTS FOR {ATCEING PROCRALS--HMATCHING
ACENCY "

One of the main criticisms of the Project iatch, a
Department of Health, Ecducation and Welfare (HEVW) program
decigned to identify individuzls who were wrongfully receiv-
irg welfare by comgaring FI7 welfsre roll corrnuter tapes with
taves cf the employees of various agencies such as the Civil
Service Commicsion (CSC) or th> Department of Pefense (DOL).,
was that Privacy 2ct restrictions only secmed to apply to the
entity or agency maintaining the other tape needed by H:l for
‘the matchinag. For example, LOD and CSC had to mneet a Privacy
Act condition before disclosing their respvective computar
tapes of ewmployees to HE!. Criticism of Project llatch fccused
on the alleged improrer transfer of information by CSC and
DOD. Eection 3 of the Supplermental CGuicdance attempts to
balance the responsibilities for ratching prograers so that
the Federal agency seeking tc carry out a matching program
must share respgonsibility for the match with the entity or
agency that is supplying the nececssary records.

The Supplemental Guidance also provides, among other
thinags, that the matchinc zoency way carry ont the mrogram
only "if the matching program will be fair and ecuiteble
and minimize any chilling effect on the exercise of indivi-
dual rights" znd “only if there will be a demonstrable
financial benefit to the Federal Government from the match-
ing progrem" that sionificantly outweighs any harm to indi-
viduals. The "fair and equitzble" standard is vague and
relatively easy to justify. The standard for a demonstra-
tion of financial beneift is also unclear since the finan-
cial benefit of the match may not be apparent until the
match has already ogccurred. VWe assume that a reasonable
estimate of the financial benefit can be made in advance,
but this should be clarified.

The provision in section 3(e) that matching proarams
should be carried out by officials of the matching agency
and not by cocntractors or grantees seems to be appropriate
since the officials of the retching agency are more account-
able to the Office of Manacement and Budaet (CiB) then - a vri-
vate contractor of the matching agencv. Since CGMNE's authority
with respect to the Privacy Act is advisory rather than manda-
tory anc since the rinzl Jecision fer egency actions is with
the agency itself, CME's eoévicory influence woulc be lessened
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even more if private contractors or grantees could conduct
the matches.

Section 5. REQUIRCHINTS FOR MATCHING PRCGRAMS--
MATCHING SOURCES

Perhaps the most important provision in the Supplemental
Guidance ic contained in section 5(b)(2), which provides that
all disclosures of records by a Federal matching source to
a matching acency should be made in accordance with the “"rou-
tine use" provisions of the Privacy Act. This provision would
eliminate inconsistencies that occurred in Project iatch
when CSC rcleased its ccmputer tape to HEVW under the Freedom
of Information Act and LOD released its tape pursuant to the
routine use provi ision of the Privacy Act.

In addition to the six limitations in the section (4)
(d) of the Supplemental Guidance corcerning disclosures
pursuant to a routine use, the 0ffice of Management and
Budget has issued a transmittal memorandum that requires
a 60 day prenotification to tre Congress and a publ;c
notice of a2 proposed routine use in the Federal Register.
(04B Circular No. A-108, September 30, 1975.) These notice
requir.ments help to insure the fair and eguitable guality
of the proprosed match through public accountability. Never-
theless, the Supplemental Guidance does not give any speci-
fic guidance on the definition of the term "compatible" even
though section 5(b)(3) provide that no disclosure shall be
made by a matching source unless specifically provided by
law or unless the compatibility purpose test is met.

SUMMARY

The 0i'B Supplemental Guidance provides a framework for
the use of computer matches. Cne of its main contributions
is that botn the agency conducting the matching progranm and
the entity or agencv asked to vrovide inforration share the
responsibility for determining the appropriateness of releas~
ing information for conducting the match. i:hen other Federal
agencies suvonply inforration, they must transfer such informa-
ticn nursvarnt to tha routins vza o rerrtion of the Privacy
Act vith all its oublic notice requirements. .

Nevertheless, the score of matchinc programs is gene-
rally limited to the establishment of procedures and
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limitations as an aic¢ for curtailing fraud or unauthorized
payments under reaeral programs, for collecting debts, and
for establizhing recorting recuirements for matching programs
carried out by Federal agencies. ' ‘

Finally, the fact that the Suoplemental Guidance is
advisory rather than nandatory may be the primary factor in
determining the degrees of its effectiveness.

If you nave any =additional questio-s concerning these
comnents, olease contact Suzanne risnel. of ny staff.

cc: #Hr. Gutmarn, LCD
Index and riles






