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Minimum Required RT Security Standards

The Minimum Required RT Security Standards were created to provide Service Providers (SPs) with the most technically 
sound and broadly applicable set of security controls for RT information and information systems. A variety of sources 
were considered during the development of this standard, including security controls from NIST SP 800-53, the AICPA 
Generally Accepted Privacy Principles, and others from the audit, financial, healthcare, and privacy communities. It is 
the responsibility of the SPs to implement the controls correctly and to demonstrate the effectiveness of the controls in 
satisfying their stated security requirements.

The following table of security controls provides a range of safeguards and countermeasures for information systems. The 
security controls are organized into families for ease of use in the control selection and specification process. Each family 
contains security controls related to the security functionality of the family. A standardized, two-character identifier is 
assigned to uniquely identify each control family. To uniquely identify each control, a numeric identifier is appended to 
the family identifier to indicate the number of the control within the control family. Many of the controls in the standards 
were derived from NIST SP 800-53. Therefore, for consistency purposes, the unique identifiers for these controls have not 
been changed. For example, the control identifiers in the Access Control (AC) family jump from AC-14 to AC-17 in this 
document (NIST SP 800-53 controls AC-15 and AC-16 are not applicable to this standard).

While SPs are required to follow the Minimum Required RT Security Standards, there is flexibility in how SPs apply the 
standards. Unless otherwise specified by TSA, the standard generally allows some latitude in the implementation of the 
controls. Consequently, the application of this standard by SPs can result in different security solutions that are equally 
acceptable, compliant with the guidance, and meet the definition of adequate security for information systems. When 
assessing SP compliance with this guidance, auditors, evaluators, and/or assessors should consider the intent of the 
security concepts and principles articulated within the standard and how the SP applied the guidance in the context of its 
specific mission responsibilities, operational environments, and unique organizational conditions. 
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Control Number Control Description

Access Control 
Class: Operational

AC-1 Access Control Policy And Procedures The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, access control policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate the 
implementation of the access control policy and associated access 
controls.

AC-2 Account Management The organization manages information system accounts, including 
establishing, activating, modifying, reviewing, disabling, and removing 
accounts. The organization reviews information system accounts at 
least annually. 

AC-3 Access Enforcement The information system enforces assigned authorizations for 
controlling access to the system in accordance with applicable policy.

AC-4 Information Flow Enforcement The information system enforces assigned authorizations for 
controlling the flow of information within the system and between 
interconnected systems in accordance with applicable policy.

AC-5 Separation Of Duties The information system enforces separation of duties through 
assigned access authorizations.

AC-6 Least Privilege The information system enforces the most restrictive set of rights/
privileges or accesses needed by users (or processes acting on behalf 
of users) for the performance of specified tasks.

AC-7 Unsuccessful Login Attempts The information system enforces a predefined limit of consecutive 
invalid access attempts by a user during a predefined time period. 
The information system automatically locks the account/node for a 
predefined time period when the maximum number of unsuccessful 
attempts is exceeded.

AC-8 System Use Notification The information system displays an approved, system use notification 
message before granting system access informing potential users: 
(i) that the user is accessing an RT information system; (ii) that 
system usage may be monitored, recorded, and subject to audit; (iii) 
that unauthorized use of the system is prohibited; and (iv) that use 
of the system indicates consent to monitoring and recording. The 
system use notification message provides appropriate privacy and 
security notices (based on associated privacy and security policies or 
summaries) and remains on the screen until the user takes explicit 
actions to log on to the information system.

AC-9 Previous Logon Notification The information system notifies the user, upon successful logon, of 
the date and time of the last logon, and the number of unsuccessful 
logon attempts since the last successful logon.



Control Number Control Description

AC-10 Concurrent Session Control The information system limits the number of concurrent sessions for 
any user.

AC-11 Session Lock The information system prevents further access to the system by 
initiating a session lock that remains in effect until the user reestab-
lishes access using appropriate identification and authentication 
procedures.

AC-12 Session Termination The information system automatically terminates a session after 20 
minutes of inactivity.

AC-13 Supervision And Review Access 
Control

The organization supervises and reviews the activities of users with 
respect to the enforcement and usage of information system access 
controls.

AC-14 Permitted Actions Without 
Identification Or Authentication

The organization identifies specific user actions that can be 
performed on the information system without identification or authen-
tication.

AC-17 Remote Access The organization documents, monitors, and controls all methods 
of remote access (e.g., dial-up, Internet) to the information system 
including remote access for privileged functions. Appropriate 
organization officials authorize each remote access method for the 
information system and authorize only the necessary users for each 
access method. 

AC-18 Wireless Access Restrictions The organization: (i) establishes usage restrictions and implemen-
tation guidance for wireless technologies; and (ii) documents, 
monitors, and controls wireless access to the information system. 
Appropriate organizational officials authorize the use of wireless 
technologies.

AC-19 Access Control For Portable And 
Mobile Devices

The organization: (i) establishes usage restrictions and implemen-
tation guidance for portable and mobile devices; and (ii) documents, 
monitors, and controls device access to organizational networks. 
Appropriate organizational officials authorize the use of portable and 
mobile devices.

AC-20 Personally Owned Information 
Systems

The organization restricts the use of personally owned information 
systems for official RT business involving the processing, storage, or 
transmission of RT information.
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Control Number Control Description

Awareness And Training  
Class: Operational 

AT-1 Security Awareness And Training Policy 
And Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, security awareness and training 
policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures to 
facilitate the implementation of the security awareness and training 
policy and associated security awareness and training controls.

AT-2 Security Awareness The organization ensures all users (including managers and senior 
executives) are exposed to basic information system security 
awareness materials before authorizing access to the system and 
annually thereafter.

AT-3 Security Training The organization identifies personnel with significant information 
system security roles and responsibilities, documents those roles and 
responsibilities, and provides appropriate information system security 
training before authorizing access to the system and annually there-
after.

AT-4 Security Training Records The organization documents and monitors individual information 
system security training activities including basic security awareness 
training and specific information system security training.

Family:  
Audit And Accountability  
Class: Technical 

AU-1 Audit And Accountability Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, audit and accountability policy 
that addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate the 
implementation of the audit and accountability policy and associated 
audit and accountability controls.

AU-2 Auditable Events The information system generates audit records for the following 
events: All successful and unsuccessful attempts to access RT 
networks, network devices, software applications, and systems; 
activities that might modify, bypass, or negate IT security safeguards; 
and security-relevant actions associated with processing. 

AU-3 Content Of Audit Records The information system captures sufficient information in audit 
records to establish what events occurred, the sources of the events, 
and the outcomes of the events.

AU-4 Audit Storage Capacity The organization allocates sufficient audit record storage capacity and 
configures auditing to prevent such capacity being exceeded.



Control Number Control Description

AU-5 Audit Processing In the event of an audit failure or audit storage capacity being 
reached, the information system alerts appropriate organizational 
officials and takes a predefined course of action.

AU-6 Audit Monitoring, Analysis, And 
Reporting

The organization regularly reviews/analyzes audit records for indica-
tions of inappropriate or unusual activity, investigates suspicious 
activity or suspected violations, reports findings to appropriate 
officials, and takes necessary actions.

AU-7 Audit Reduction And Report Generation The information system provides an audit reduction and report 
generation capability.

AU-8 Time Stamps The information system provides time stamps for use in audit record 
generation.

AU-9 Protection Of Audit Information The information system protects audit information and audit tools 
from unauthorized access, modification, and deletion.

AU-10 Non-repudiation The information system provides the capability to determine whether 
a given individual took a particular action (e.g., created information, 
sent a message, approved information [e.g., to indicate concurrence 
or sign a contract] or received a message).

AU-11 Audit Retention The organization retains audit logs on-line by the system/network 
administrator for a predefined number of days and archived off-line 
for a predefined period to provide support for after-the-fact investiga-
tions of security incidents and to meet regulatory and organizational 
information retention requirements.

Configuration Management  
Class: Operational

CM-1 Configuration Management Policy and 
procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, configuration management policy 
that addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate 
the implementation of the configuration management policy and 
associated configuration management controls.

CM-2 Baseline Configuration And System 
Component Inventory

The organization develops, documents, and maintains a current, 
baseline configuration of the information system, an inventory of the 
system’s constituent components, and relevant ownership infor-
mation.

CM-3 Configuration Change Control The organization documents and controls changes to the information 
system. Appropriate organizational officials approve information 
system changes in accordance with organizational policies and proce-
dures.
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Control Number Control Description

CM-4 Monitoring Configuration Changes The organization monitors changes to the information system and 
conducts security impact analyses to determine the effects of the 
changes.

CM-5 Access Restrictions For Change The organization enforces physical and logical access restrictions 
associated with changes to the information system and generates, 
retains, and reviews records reflecting all such changes.

CM-6 Configuration Settings The organization: (i) establishes mandatory configuration settings 
for information technology products employed within the information 
system; (ii) configures the security settings of information technology 
products to the most restrictive mode consistent with operational 
requirements; (iii) documents the configuration settings; and (iv) 
enforces the configuration settings in all components of the infor-
mation system.

CM-7 Least Functionality The organization configures the information system to provide only 
essential capabilities and specifically prohibits and/or restricts the use 
of all unnecessary functions, ports, protocols, and/or services.

Contingency Planning  
Class: Operational

CP-1 Contingency Planning Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, contingency planning policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate the 
implementation of the contingency planning policy and associated 
contingency planning controls.

CP-2 Contingency Plan The organization develops and implements a contingency plan for 
the information system addressing contingency roles, responsi-
bilities, assigned individuals with contact information, and activities 
associated with restoring the system after a disruption or failure. 
Designated officials within the organization review and approve the 
contingency plan and distribute copies of the plan to key contingency 
personnel.

CP-3 Contingency Training The organization trains personnel in their contingency roles and 
responsibilities with respect to the information system and provides 
refresher training annually.

CP-4 Contingency Plan Testing The organization tests the contingency plan for the information 
system annually using table top exercises to determine the plan’s 
effectiveness and the organization’s readiness to execute the plan. 
Appropriate officials within the organization review the contingency 
plan test results and initiate corrective actions.



Control Number Control Description

CP-5 Contingency Plan Update The organization reviews the contingency plan for the information 
system annually and revises the plan to address system/organiza-
tional changes or problems encountered during plan implementation, 
execution, or testing.

CP-6 Alternate Storage Sites The organization identifies an alternate storage site and initiates 
necessary agreements to permit the storage of information system 
backup information.

CP-8 Telecommunications Services The organization identifies primary and alternate telecommunications 
services to support the information system and initiates necessary 
agreements to permit the resumption of system operations for critical 
mission/business functions within [Assignment: organization-defined 
time period] when the primary telecommunications capabilities are 
unavailable.

CP-9 Information System Backup The organization conducts backups of user-level and system-level 
information (including system state information) contained in the 
information system daily (incremental) and weekly (full) and stores 
backup information at an appropriately secured location.

CP-10 Information System Recovery And 
Reconstitution

The organization employs mechanisms with supporting procedures to 
allow the information system to be recovered and reconstituted to the 
system’s original state after a disruption or failure.

Identification and Authentication 
Class: Technical

IA-1 Identification And Authentication Policy 
And Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, identification and authenti-
cation policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures to 
facilitate the implementation of the identification and authentication 
policy and associated identification and authentication controls.

IA-2 User Identification And Authentication The information system uniquely identifies and authenticates users (or 
processes acting on behalf of users).

IA-3 Device Identification And Authentication The information system identifies and authenticates specific devices 
before establishing a connection.

IA-4 Identifier Management The organization manages user identifiers by: (i) uniquely identi-
fying each user; (ii) verifying the identity of each user; (iii) receiving 
authorization to issue a user identifier from an appropriate organi-
zation official; (iv) ensuring that the user identifier is issued to the 
intended party; (v) disabling user identifier after a predefined period of 
inactivity; and (vi) archiving user identifiers.
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Control Number Control Description

IA-5 Authenticator Management The organization manages information system authenticators (e.g., 
tokens, PKI certificates, biometrics, passwords, key cards) by: (i) 
defining initial authenticator content; (ii) establishing administrative 
procedures for initial authenticator distribution, for lost/compromised, 
or damaged authenticators, and for revoking authenticators; and (iii) 
changing default authenticators upon information system installation.

IA-6 Authenticator Feedback The information system obscures feedback of authentication infor-
mation during the authentication process to protect the information 
from possible exploitation/use by unauthorized individuals.

IA-7 Cryptographic Module Authentication For authentication to a cryptographic module, the information system 
employs authentication methods that meet the Triple Data Encryption 
Standard.

Incident Response 
Class: Operational

IR-1 Incident Response Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, incident response policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate 
the implementation of the incident response policy and associated 
incident response controls.

IR-2 Incident Response Training The organization trains personnel in their incident response roles and 
responsibilities with respect to the information system and provides 
refresher training annually.

IR-3 Incident Response Testing The organization tests the incident response capability for the infor-
mation system annually using [Assignment: organization-defined tests 
and exercises] to determine the incident response effectiveness and 
documents the results.

IR-4 Incident Handling The organization implements an incident handling capability for 
security incidents that includes preparation, detection and analysis, 
containment, eradication, and recovery.

IR-5 Incident Monitoring The organization tracks and documents information system security 
incidents on an ongoing basis.

IR-6 Incident Reporting The organization promptly reports incident information to appropriate 
authorities, in accordance with the RT Standards.

IR-7 Incident Response Assistance The organization provides an incident response support resource that 
offers advice and assistance to users of the information system for 
the handling and reporting of security incidents. The support resource 
is an integral part of the organization’s incident response capability.



Control Number Control Description

Family: Maintenance  
Class: Operational

MA-1 System Maintenance Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, information system mainte-
nance policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures to 
facilitate the implementation of the information system maintenance 
policy and associated system maintenance controls.

MA-2 Periodic Maintenance The organization schedules, performs, and documents routine preven-
tative and regular maintenance on the components of the information 
system in accordance with manufacturer or vendor specifications 
and/or organizational requirements.

MA-3 Maintenance Tools The organization approves, controls, and monitors the use of infor-
mation system maintenance tools and maintains the tools on an 
ongoing basis.

MA-4 Remote Maintenance The organization approves, controls, and monitors remotely executed 
maintenance and diagnostic activities.

MA-5 Maintenance Personnel The organization maintains a list of personnel authorized to perform 
maintenance on the information system. Only authorized personnel 
perform maintenance on the information system.

MA-6 Timely Maintenance The organization obtains maintenance support and spare parts for 
key information system components within a predefined period of a 
failure.

Family: Media Protection  
Class: Operational

MP-1 Media Protection Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, media protection policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate the 
implementation of the media protection policy and associated media 
protection controls.

MP-2 Media Access The organization ensures that only authorized users have access to 
information in printed form or on digital media removed from the 
information system.

MP-3 Media Labeling The organization affixes external labels to removable information 
storage media and information system output indicating the distri-
bution limitations and handling caveats of the information. 
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Control Number Control Description

MP-4 Media Storage The organization physically controls and securely stores information 
system media, both paper and digital, based on the highest FIPS 199 
security category of the information recorded on the media.

MP-5 Media Transport The organization controls information system media (paper and 
digital) and restricts the pickup, receipt, transfer, and delivery of such 
media to authorized personnel.

MP-6 Media Sanitization And Disposal The organization: (i) sanitizes information system media, both 
paper and digital, prior to disposal or release for reuse; (ii) tracks, 
documents, and verifies media sanitization actions; and (iii) periodi-
cally tests sanitization equipment and procedures to ensure correct 
performance.

Physical And Environmental Protection  
Class: Operational

PE-1 Physical And Environmental Protection 
Policy And Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, physical and environmental 
protection policy that addresses purpose, scope, roles, responsi-
bilities, management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures 
to facilitate the implementation of the physical and environmental 
protection policy and associated physical and environmental 
protection controls.

PE-2 Physical Access Authorizations The organization develops and keeps current lists of personnel with 
authorized access to facilities containing information systems (except 
for those areas within the facilities officially designated as publicly 
accessible) and issues appropriate authorization credentials (e.g., 
badges, identification cards, smart cards). Designated officials within 
the organization review and approve the access list and authorization 
credentials annually.

PE-3 Physical Access Control The organization controls all physical access points (including desig-
nated entry/exit points) to facilities containing information systems 
(except for those areas within the facilities officially designated as 
publicly accessible) and verifies individual access authorizations 
before granting access to the facilities. The organization also controls 
access to areas officially designated as publicly accessible, as appro-
priate, in accordance with the organization’s assessment of risk.

PE-5 Access Control For Display Medium The organization controls physical access to information system 
devices that display information to prevent unauthorized individuals 
from observing the display output. 

PE-6 Monitoring Physical Access The organization monitors physical access to information systems to 
detect and respond to incidents.



Control Number Control Description

PE-7 Visitor Control The organization controls physical access to information systems by 
authenticating visitors before authorizing access to facilities or areas 
other than areas designated as publicly accessible.

PE-8 Access Logs The organization maintains a visitor access log to facilities (except 
for those areas within the facilities officially designated as publicly 
accessible) that includes: (i) name and organization of the person 
visiting; (ii) signature of the visitor; (iii) form of identification; (iv) date 
of access; (v) time of entry and departure; (vi) purpose of visit; and 
(vii) name and organization of person visited. Designated officials 
within the organization review the access logs based on a predefined 
schedule.

PE-9 Power Equipment And Power The organization protects power equipment and power cabling for the 
information system from damage and destruction.

PE-10 Emergency Shutoff For specific locations within a facility containing concentrations of 
information system resources (e.g., data centers, server rooms, 
mainframe rooms), the organization provides the capability of shutting 
off power to any information technology component that may be 
malfunctioning (e.g., due to an electrical fire) or threatened (e.g., due 
to a water leak) without endangering personnel by requiring them to 
approach the equipment.

PE-11 Emergency Power The organization provides a short-term uninterruptible power supply to 
facilitate an orderly shutdown of the information system in the event 
of a primary power source loss.

PE-12 Emergency Lighting The organization employs and maintains automatic emergency lighting 
systems that activate in the event of a power outage or disruption and 
that cover emergency exits and evacuation routes.

PE-13 Fire Protection The organization employs and maintains fire suppression and 
detection devices/systems that can be activated in the event of a fire.

PE-14 Temperature And Humidity Controls The organization regularly maintains, within acceptable levels, and 
monitors the temperature and humidity within facilities containing 
information systems.

PE-15 Water Damage Protection The organization protects the information system from water 
damage resulting from broken plumbing lines or other sources of 
water leakage by ensuring that master shutoff valves are accessible, 
working properly, and known to key personnel.

PE-16 Delivery And Removal The organization controls information system-related items (i.e., 
hardware, firmware, software) entering and exiting the facility and 
maintains appropriate records of those items.

PE-17 Alternate Work Site Individuals within the organization employ appropriate information 
system security controls at alternate work sites.
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Control Number Control Description

PE-18 Location Of Information System 
Components

The organization positions information system components within the 
facility to minimize potential damage from physical and environmental 
hazards and to minimize the opportunity for unauthorized access.

Security Planning  
Class: Management

PL-1 Security Planning Policy And Procedures The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, security planning policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate 
the implementation of the security planning policy and associated 
security planning controls.

PL-2 System Security Plan The organization develops and implements a security plan for the 
information system that provides an overview of the security require-
ments for the system and a description of the security controls in 
place or planned for meeting those requirements. Designated officials 
within the organization review and approve the plan.

PL-3 System Security Plan Update The organization reviews the security plan for the information system 
annually and revises the plan to address system/organizational 
changes or problems identified during plan implementation or security 
control assessments.

PL-4 Rules Of Behavior The organization establishes and makes readily available to all infor-
mation system users a set of rules that describes their responsibilities 
and expected behavior with regard to information and information 
system usage. The organization receives signed acknowledgement 
from users indicating that they have read, understand, and agree 
to abide by the rules of behavior, before authorizing access to the 
information system and its resident information.

PL-5 Privacy Impact Assessment The organization conducts a privacy impact assessment on the infor-
mation system.

PL-6 Security-related Activity Planning The organization ensures that appropriate planning and coordination 
occur before conducting security-related activities affecting the 
information system in order to minimize the impact on organizational 
operations (i.e., mission, functions, image, and reputation) and 
organizational assets.



Control Number Control Description

Personnel Security 
Class: Operational

PS-1 Personnel Security Policy And 
Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, personnel security policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate 
the implementation of the personnel security policy and associated 
personnel security controls.

PS-3 Personnel Screening The organization screens individuals requiring access to organizational 
information and information systems before authorizing access.

PS-4 Personnel Termination When employment is terminated, the organization terminates infor-
mation system access, conducts exit interviews, ensures the return 
of all organizational information system-related property (e.g., keys, 
identification cards, building passes), and ensures that appropriate 
personnel have access to official records created by the terminated 
employee that are stored on organizational information systems.

PS-5 Personnel Transfer The organization reviews information systems/facilities access 
authorizations when individuals are reassigned or transferred to other 
positions within the organization and initiates appropriate actions 
(e.g., reissuing keys, identification cards, building passes; closing 
old accounts and establishing new accounts; and changing system 
access authorizations).

PS-6 Access Agreements The organization completes appropriate access agreements (e.g., 
nondisclosure agreements, acceptable use agreements, rules of 
behavior, conflict-of-interest agreements) for individuals requiring 
access to organizational information and information systems before 
authorizing access and reviews/updates the agreements annually.

PS-7 Third-Party Personnel Security The organization establishes personnel security requirements 
including security roles and responsibilities, for third-party providers 
(e.g., service bureaus, contractors, and other organizations providing 
information system development, information technology services, 
outsourced applications, network and security management) and 
monitors provider compliance to ensure adequate security.

PS-8 Personnel Sanctions The organization employs a formal sanctions process for personnel 
failing to comply with established information security policies and 
procedures.
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Control Number Control Description

Risk Assessment 
Class: Management

RA-1 Risk Assessment Policy And Procedures The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented risk assessment policy that 
addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and (ii) formal, documented procedures to facilitate the 
implementation of the risk assessment policy and associated risk 
assessment controls.

RA-2 Security Categorization The organization categorizes the information system and the infor-
mation processed, stored, or transmitted by the system in accor-
dance with FIPS 199 and documents the results (including supporting 
rationale) in the system security plan. Designated senior-level officials 
within the organization review and approve the security categoriza-
tions.

RA-3 Risk Assessment The organization conducts assessments of the risk and magnitude of 
harm that could result from the unauthorized access, use, disclosure, 
disruption, modification, or destruction of information and infor-
mation systems that support the operations and assets of the agency 
(including information and information systems managed/operated by 
external parties).

RA-4 Risk Assessment Update The organization updates the risk assessment every 3 years, or 
whenever there are significant changes to the information system, 
the facilities where the system resides, or other conditions that may 
impact the security or accreditation status of the system.

RA-5 Vulnerability Scanning The organization scans for vulnerabilities in the information system 
annually or when significant new vulnerabilities affecting the system 
are identified and reported.

System And Services Acquisition 
Class: Management

SA-5 Information System Documentation The organization ensures that adequate documentation for the 
information system and its constituent components are available, 
protected when required, and distributed to authorized personnel.

SA-6 Software Usage Restrictions The organization complies with software usage restrictions.

SA-7 User Installed Software The organization enforces explicit rules governing the downloading 
and installation of software by users.

SA-8 Security Design Principles The organization designs and implements the information system 
using security engineering principles.



Control Number Control Description

SA-9 Outsourced Information System 
Services

The organization ensures that third-party providers of information 
system services employ adequate security controls in accordance 
with applicable federal laws, directives, policies, regulations, 
standards, guidance, and established service level agreements. The 
organization monitors security control compliance.

SA-10 Developer Configuration Management The information system developer creates and implements a configu-
ration management plan that controls changes to the system during 
development, tracks security flaws, requires authorization of changes, 
and provides documentation of the plan and its implementation.

SA-11 Developer Security Testing The information system developer creates a security test and 
evaluation plan, implements the plan, and documents the results. 
Developmental security test results may be used in support of the 
security certification and accreditation process for the delivered 
information system.

System And Communications Protection  
Class: Technical

SC-1 System And Communications 
Protection Policy And Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, system and communications 
protection policy that addresses purpose, scope, roles, responsi-
bilities, management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures 
to facilitate the implementation of the system and communica-
tions protection policy and associated system and communications 
protection controls.

SC-2 Application Partitioning The information system separates user functionality (including user 
interface services) from information system management function-
ality.

SC-3 Security Function Isolation The information system isolates security functions from nonsecurity 
functions.

SC-4 Information Remnants The information system prevents unauthorized and unintended infor-
mation transfer via shared system resources.

SC-5 Denial Of Service Protection The information system protects against or limits the effects of denial 
of service attacks.

SC-6 Resource Priority The information system limits the use of resources by priority. 

SC-7 Boundary Protection The information system monitors and controls communications at 
the external boundary of the information system and at key internal 
boundaries within the system.

SC-8 Transmission Integrity The information system protects the integrity of transmitted infor-
mation.
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Control Number Control Description

SC-9 Transmission Confidentiality The information system protects the confidentiality of transmitted 
information.

SC-10 Network Disconnect The information system terminates a network connection at the end 
of a session or after a predefined period of inactivity.

SC-11 Trusted Path The information system establishes a trusted communications path 
between the user and the security functionality of the system.

SC-12 Cryptographic Key Establishment And 
Management

The information system employs automated mechanisms with 
supporting procedures or manual procedures for cryptographic key 
establishment and key management.

SC-13 Use Of Validated Cryptography When cryptography is employed within the information system, the 
cryptography complies with the RT Standards and the RTIC Technical 
Interoperability Specification; including FIPS 140-2 which requires the 
system to perform all cryptographic operations (including key gener-
ation) using FIPS 140-2 validated cryptographic modules operating in 
approved modes of operation.

SC-14 Public Access Protections For publicly available systems, the information system protects the 
integrity of the information and applications.

SC-15 Collaborative Computing The information system prohibits remote activation of collaborative 
computing mechanisms (e.g., video and audio conferencing) and 
provides an explicit indication of use to the local users (e.g., use of 
camera or microphone).

SC-16 Transmission Of Security Parameters The information system reliably associates security parameters (e.g., 
security labels and markings) with information exchanged between 
information systems.

SC-18 Mobile Code The organization: (i) establishes usage restrictions and implemen-
tation guidance for mobile code technologies based on the potential 
to cause damage to the information system if used maliciously; and 
(ii) documents, monitors, and controls the use of mobile code within 
the information system. Appropriate organizational officials authorize 
the use of mobile code.

SC-19 Voice Over Internet Protocol The organization: (i) establishes usage restrictions and implemen-
tation guidance for Voice over Internet Protocol (VoIP) technologies 
based on the potential to cause damage to the information system 
if used maliciously; and (ii) documents, monitors, and controls the 
use of VoIP within the information system. Appropriate organizational 
officials authorize the use of VoIP.



Control Number Control Description

SC-20 Secure Name Lookup Service 
(Authoritative Source)

The information system (i.e., authoritative domain name servers) 
that provides the name lookup service for accessing organizational 
information resources to entities across the Internet provides artifacts 
for data origin authentication and data integrity to enable users to 
obtain message authentication and message integrity assurances for 
the information received during network-based transactions.

SC-21 Secure Name Lookup Service 
(Resolution)

The information system (i.e., authoritative domain name servers) that 
provides the name lookup service for accessing information resources 
to entities within the organization provides mechanisms for data origin 
authentication and data integrity verification and performs these 
services when requested by client systems.

System and Information Integrity  
Class: Operational

SI-1 System And Information Integrity Policy 
And Procedures

The organization develops, disseminates, and periodically reviews/
updates: (i) a formal, documented, system and information integrity 
policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational 
entities, and compliance; and (ii) formal, documented procedures to 
facilitate the implementation of the system and information integrity 
policy and associated system and information integrity controls.

SI-2 Flaw Remediation The organization identifies, reports, and corrects information system 
flaws.

SI-3 Malicious Code Protection The information system implements malicious code protection that 
includes a capability for automatic updates.

SI-4 Information System Monitoring Tools 
And Techniques

The organization employs tools and techniques to monitor events on 
the information system, detect attacks, and provide identification of 
unauthorized use of the system.

SI-5 Security Alerts And Advisories The organization receives information system security alerts/
advisories on a regular basis, issues alerts/advisories to appropriate 
personnel, and takes appropriate actions in response.

SI-6 Security Functionality Verification The information system verifies, to the extent feasible, the correct 
operation of security functions [Selection (one or more): upon system 
startup and restart, upon command by user with appropriate privilege, 
periodically every [Assignment: organization-defined time-period]] 
and [Selection (one or more): notifies system administrator, shuts the 
system down, restarts the system] when anomalies are discovered.

SI-7 Software And Information Integrity The information system detects and protects against unauthorized 
changes to software and information.

SI-8 Spam Protection The information system implements spam protection. 

Appendix C: Minimum Required RT Security Standards and Procedures for Assessing Compliance with RT Security Standards	 C-17



C-18	 TSA Registered Traveler—Security, Privacy and Compliance Standards for Sponsoring Entities and Service Providers

Control Number Control Description

SI-9 Information Input Restrictions The organization restricts the information input to the information 
system to authorized personnel only.

SI-10 Information Accuracy, Completeness, 
Validity, And Authenticity

The information system checks information for accuracy, 
completeness, validity, and authenticity.

SI-11 Error Handling The information system identifies and handles error conditions in an 
expeditious manner.

SI-12 Information Output Handling And 
Retention

The organization handles and retains output from the information 
system in accordance with organizational policy and operational 
requirements.

Enrollment Process  
Class: N/A

EP-1 Biographic Information Collection EP kiosks adhere to physical security controls to prevent individuals 
from compromising PII.

Surveillance Around The Kiosk Is Present To Record Unauthorized 
Acquisition Of PII.

All Public Facing Websites Must Have A Valid And Current Secure 
Socket Layer (Ssl) Certificate Issued By An Authorized Certificate 
Vendor e.g. Thwart Or Verisign.

Automated Or Manual Controls Exist Which Require The Enrollment 
Technician To Compare Applicable Biographic Data Against U.s. 
Government Issued Identification Documents To Determine 
Whether The Rt Applicant’s Biographic Data Is Accurate Prior To The 
Submission To CIMS.

Audit Trails Exist To Uniquely Identify EP Personnel Who Verify The 
Accuracy Of The Biographic Data And The Validation Of Personal 
Identification Documents.

Ep Systems Are Designed With Field Edits To Detect Inappropriate 
Entries.

Audit Trails Exist To Uniquely Identify EP Personnel Who Authorize 
The Acceptance Of Biographic Data And The Validation Of Personal 
Identification Documents.
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Control Number Control Description

EP-2 Document Validation EPs utilize document authentication technologies that take 
advantage of anti-fraud features incorporated into government-issued 
documents.

Policies and procedures are in place to ensure EP personnel are 
appropriately trained to utilize validation devices and recognize 
counterfeit personal identification documents.

System controls exist which require dual validation of personal identi-
fication documents.

Audit trails exist to uniquely identify EP personnel who authorize the 
acceptance of biographic data and the validation of personal identifi-
cation documents.

EP-3 Biometric Collection System access controls exist which require the separation of duties 
between the authorization of biographic data and the collection of 
biometrics.

Procedures are in place to monitor the chain of custody of the RT 
Applicant from the Document Validation to the Biometric Collection 
stations to ensure the biometric collection process is not compro-
mised.

Audit trails exist to uniquely identify EP personnel who collect 
biometric data and operator identity is verified based on a 1:1 
biometric verification for each enrollment.

Policies and procedures are in place to ensure EP personnel are 
appropriately trained to assist in the collection of RT Applicant 
biometrics in accordance with CIMS specifications. (Records are kept 
to verify training has been completed).

Systematic controls are in place to ensure biometric are captured in 
accordance with CIMS specifications.

Systematic controls are in place to ensure biometrics are captured in 
accordance with the RTIC Technical Interoperability Specification.
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Control Number Control Description

EP-4 Card Production And Issuance EP systems do not have the ability to modify the payload data on the 
RT Card.

The cards have a read only mode (once the information is created it 
can only be read/not altered).

Unauthorized access to RT data on the card is prevented through EP 
initialization of card authentication keys requiring the use of crypto-
graphically-based mutual authentication between the RT card and the 
RT Verification Provider stations prior to reading of RT data from  
the card.

Entity issues RT cards only to individuals with ‘approved’ TSA security 
threat assessment determinations at the time of issuance.

Entity issues and replaces RT cards as necessary and notifies CIMS 
as required by the RT Standards.

EP-5 Data Collection & Storage Entity maintains archived electronic copies of completed enrollment 
forms in accordance with its written privacy policy.

EP-6 Excess Data Entity collects excess data in accordance with the RT Standards.

The entity ensures there is a logical separation between the collection 
of excess data and the base RT enrollment screen/form.
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EP-7 Information Provided To And Received 
From Applicant

Entity informs each applicant in writing that:
The RT Program is linked to the national security environment, and •	
TSA can suspend the program at any time if changes in the security 
environment warrant;

TSA considers the commencement of RT operations to occur at •	
the point in time when an RT system is connected to CIMS and 
TSA begins accepting enrollment applications. When an SE or SP 
desires to commence RT Participant enrollment prior to receiving 
an initial TSA approval to provide RT services, appropriate disclo-
sures shall notify enrollees that all such activities are not autho-
rized by TSA, and that TSA is not responsible for loss or theft of 
participant enrollment data.

Payment of a fee to participate in the RT Program neither •	
guarantees acceptance in the program nor continued enrollment 
status;

Collection of excess data is neither required nor endorsed by TSA;•	

Excess data is collected for SE and SP use only and not for TSA •	
use;

Provision of excess data to the SP is not required for participation •	
in the RT Program; and

Iris images may be shared with NIST for purposes of research to •	
develop government standards for the use of iris images.

Entity obtains and retains explicit digital or physical signature 
consenting to and understanding that TSA or its agents transmitting 
an “approved” or “not approved” determination of the applicant’s TSA 
security threat assessment directly to the SP. TSA or its agents will 
not transmit the content of the TSA security threat assessment nor 
the reason behind the “approved” or “not approved” determination.

EP-8 Enrollment Conformance Entity passes conformance testing for enrollment, and passes 
re-conformance testing after any major system changes.
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Control Number Control Description

Verification Process 
Class: N/A

VP-1 Checkpoint Verification Physical chain of custody is maintained over the RT Lane from the 
time the RT Participant presents themselves at the verification point 
to the time they are handed off to the TSO.

The VP ensures that the required traveler identity verification proce-
dures are performed in accordance with applicable TSA regulations 
and procedures.

The unique identifier is changed with sufficient frequency to maintain 
the integrity of the identifier and sufficient coordination exists 
between the VPs and the TSOs so they can recognize the unique 
identifier.

The VP ensures employees have undergone Criminal History Records 
Checks (CHRC) and Security Threat Assessment (STA), conducts 
ethics training, and provides for surveillance of the manned kiosks.

VP-2 Verification Controls VP ensures there is a maximum number of biometric attempts before 
the RT Participant is rejected from the verification kiosk and traveler 
should use regular security lanes.

VP-3 Metrics VP systems maintain sufficient metrics to measure false rejection 
rates.

VPs monitor false rejection rates on a daily basis. 

VPs report metrics as specified in Section 4 of the RT Standards.

VP-4 Verification Conformance VP passes conformance testing for verification, and passes re-confor-
mance testing after any major system changes.

Privacy 
Class: N/A

PR-1 Openness The entity defines, documents, communicates, and assigns account-
ability for its privacy policies and procedures. 

PR-2 Collection Limitation The entity collects personal information only for the purposes 
identified in the notice, describes the choices available to the 
individual, and obtains implicit or explicit consent with respect to the 
collection, use, and disclosure of personal information. 

PR-3 Purpose Specification The entity provides notice about its privacy policies and proce-
dures and identifies the purposes for which personal information 
is collected, used, retained, and disclosed. The entity provides all 
applicants the TSA Privacy Act Statement at the time of enrollment.
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Control Number Control Description

PR-4 Use Limitation The entity limits the use of personal information to the purposes 
identified in the notice and for which the individual has provided 
implicit or explicit consent. 

PR-5 Data Quality The entity maintains accurate, complete, and relevant personal infor-
mation for the purposes identified in the notice.

PR-6 Individual Participation The entity provides individuals with access to their personal infor-
mation for review and update and has procedures to address privacy-
related complaints and disputes.

PR-7 Security Safeguards The entity protects personal information against such risks as loss, 
unauthorized access, destruction, use, modification, or disclosure of 
data.

PR-8 Accountability The entity monitors compliance with its privacy policies and proce-
dures.

Registered Traveler 
Class: N/A

RT-1 Security Status The entity transmits employee information as required for key 
personnel. 

The entity processes daily updates to card revocation lists as provided 
by the CIMS.

RT-2 Updates to Biographic Information The entity re-verifies participant identity documents and recaptures 
digital images of participant identity documents in accordance with 
EP-2 whenever a participant reports changes or updates to any of the 
following:

Name•	

Gender•	

Date of Birth•	

Citizenship Status•	

Place of Birth•	

Social Security Number•	

Alien Registration Number•	

Driver’s License Number and State•	

	Passport Number.•	

RT-3 RT CARD DEACTIVATION The entity notifies CIMS within 24 hours when a card should be 
deactivated (when lost, stolen or malfunctioning).
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Control Number Control Description

RT-4 Interoperability The entity does not refuse service to an RT Participant regardless of 
the SP with whom the RT Participant is enrolled, provided the SP is 
approved by TSA to provide services.

The entity allows RT Participants from other SPs to use RT lines at no 
additional cost to the participant.

RT-5 Approval to Operate The entity has contracted with a qualified IPA firm to perform an 
annual attestation of compliance with the RT Standards and required 
controls.

The entity has obtained an attestation report and received TSA’s initial 
approval to provide RT services before commencing operations or 
collection of participant enrollment data for transmission to TSA.

RT-6 Oversight The entity includes a provision in their contract with the SE authorizing 
TSA oversight.

The entity includes a provision in their contract with the SE allowing 
TSA to audit or inspect the operational and security controls over the 
SP’s RT Program.

Procedures for Assessing Compliance with RT Security Standards

This section provides assessment procedures for the security controls defined in the RT Security Standards. The assessment 
procedures are organized by families similar to the security controls in the RT Security Standards. Each procedure consists 
of multiple procedural statements, which are used in assessing some particular aspect of a security control. 

In preparation for the assessment of security controls, a significant amount of background information should be 
assembled and made available to the assessors or assessment team. The organization should identify and arrange access 
to: (i) elements of the organization responsible for developing, documenting, disseminating, reviewing, and updating all 
security policies and associated procedures for implementing the policies; (ii) the security policies for the information 
system and any associated implementing procedures; (iii) individuals or groups responsible for the development, imple-
mentation, operation, and maintenance of security procedures; (iv) any materials (e.g., security plans, records, schedules, 
assessment reports, after-action reports, agreements, accreditation packages) associated with the implementation of 
security procedures and operations; and (v) the number/percentage of objects to be assessed by category. The preparation 
and availability of essential documentation as well as access to key organizational personnel are paramount to a successful 
assessment of the information system security controls.
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at
e 

te
le

co
m

m
un

ic
at

io
ns

 s
er

vi
ce

 a
gr

ee
m

en
ts

 a
nd

 i
n
te

rv
ie

w
 a

pp
ro

-
pr

ia
te

 t
el

ec
om

m
un

ic
at

io
ns

 S
er

vi
ce

 P
ro

vi
de

rs
 t

o 
de

te
rm

in
e 

if 
al

te
rn

at
e 

an
d 

pr
im

ar
y 

te
le

co
m

-
m

un
ic

at
io

ns
 s

er
vi

ce
s 

sh
ar

e 
a 

si
ng

le
 p
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 p
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e 
sy
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za
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 m
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r 
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nt
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ce
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 p
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it
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l f
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 m
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at
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m
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-
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 m
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 m
an

uf
ac

tu
re

r 
or

 v
en

do
r 

sp
ec

ifi
ca

tio
ns

 a
nd

/o
r 

or
ga

ni
za

tio
na

l p
er

io
di

c 
m

ai
nt

e-
na

nc
e 

re
qu

ire
m

en
ts

.
E

xa
m

in
e
 o

rg
an

iz
at

io
na

l r
ec

or
ds

 o
r 

do
cu

m
en

ts
 t

o 
de

te
rm

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
as

si
gn

s 
re

sp
on

-
si

bi
lit

y 
to

 s
pe

ci
fic

 p
ar

tie
s 

an
d 

de
fin

es
 s

pe
ci

fic
 a

ct
io

ns
 t

o 
en

su
re

 t
ha

t 
th
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l r
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l r
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 p
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s 
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 c
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at
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l o
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 d
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 d
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 p
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g 
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m
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-
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a 
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n 
of
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he

 m
ai
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an
ce

 p
er
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ed
; 
an

d 
(v
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m
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ed
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 m
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 c
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e
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 m
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(1
) 

Th
e 

or
ga

ni
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n 
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ts

 a
ll 

m
ai

n-
te

na
nc

e 
to

ol
s 

(e
.g

.,
 

di
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no
st
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 a

nd
 t

es
t 
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en

t)
 c

ar
rie

d 
in
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 a

 f
ac
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ty

 b
y 

m
ai

n-
te

na
nc

e 
pe

rs
on

ne
l 

fo
r 

ob
vi

ou
s 

im
pr

op
er

 
m

od
ifi

ca
tio

ns
. 

(2
) 

Th
e 

or
ga

ni
za

tio
n 

ch
ec

ks
 a

ll 
m

ed
ia

 
co

nt
ai

ni
ng

 d
ia

gn
os

tic
 

te
st

 p
ro

gr
am

s 
(e

.g
.,
 

so
ft

w
ar

e 
or

 fi
rm

w
ar

e 
us

ed
 f
or

 s
ys

te
m

 
m

ai
nt

en
an

ce
 o

r 
di

ag
no

st
ic

s)
 f
or

 m
al

i-
ci

ou
s 

co
de

 b
ef

or
e 

th
e 

m
ed

ia
 a

re
 u

se
d 

in
 t

he
 

in
fo

rm
at

io
n 

sy
st

em
. 

(3
) 

Th
e 

or
ga

ni
za

tio
n 

ch
ec

ks
 a

ll 
m

ai
nt

e-
na

nc
e 

eq
ui

pm
en

t 
w

ith
 t

he
 c

ap
ab

ili
ty

 o
f 

re
ta

in
in

g 
in

fo
rm

at
io

n 
to

 e
ns

ur
e 

th
at

 n
o 

or
ga

ni
za

tio
na

l i
nf

or
-

m
at

io
n 

is
 w

rit
te

n 
on

 
th

e 
eq

ui
pm

en
t 

or
 t

he
 

eq
ui

pm
en

t 
is

 a
pp

ro
-

pr
ia

te
ly

 s
an

iti
ze

d 
be

fo
re

 r
el

ea
se

; 

E
xa

m
in

e
 o

rg
an

iz
at

io
na

l r
ec

or
ds

 o
r 

do
cu

m
en

ts
 t

o 
de

te
rm

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
ap

pr
ov

es
, 

co
nt

ro
ls

, 
an

d 
m

on
ito

rs
 in

fo
rm

at
io

n 
sy

st
em

 m
ai

nt
en

an
ce

 t
oo

ls
. 

E
xa

m
in

e
 a

pp
ro

ve
d 

in
fo

rm
at

io
n 

sy
st

em
 m

ai
nt

en
an

ce
 t

oo
ls

 a
nd

 a
ss

oc
ia

te
d 

do
cu

m
en

ta
tio

n 
to

 
de

te
rm

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
m

ai
nt

ai
ns

 t
he

 t
oo

ls
 a

nd
 d

oc
um

en
ta

tio
n 

on
 a

n 
on

go
in

g 
ba

si
s 

an
d 

if 
th

e 
pr

oc
es

se
s 

ap
pl

ie
d 

ar
e 

co
ns

is
te

nt
 w

ith
 t

he
 d

oc
um

en
te

d 
m

ai
nt

en
an

ce
 p
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ce

du
re

s.
E

xa
m

in
e
 o

rg
an

iz
at

io
na

l r
ec

or
ds

 o
r 

do
cu

m
en

ts
 t

o 
de

te
rm

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
as

si
gn

s 
re

sp
on

-
si

bi
lit

y 
to

 s
pe

ci
fic

 p
ar

tie
s 

an
d 

de
fin

es
 s

pe
ci

fic
 a

ct
io

ns
 t

o 
en

su
re

 t
ha

t 
th

e 
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ai
nt

en
an

ce
 t

oo
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co

nt
ro

l i
s 

im
pl
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en

te
d.

In
te

rv
ie

w
 s

el
ec

te
d 

or
ga

ni
za

tio
na

l p
er

so
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el
 w

ith
 in

fo
rm

at
io

n 
sy

st
em

 m
ai

nt
en

an
ce

 r
es

po
n-

si
bi

lit
ie

s 
an

d 
e
xa

m
in

e
 o

rg
an

iz
at

io
na

l r
ec

or
ds

 o
r 

do
cu

m
en

ts
 t

o 
de

te
rm

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
co

ns
is

te
nt

ly
 m

an
ag

es
 s

ys
te

m
 m

ai
nt

en
an

ce
 t

oo
ls

 o
n 

an
 o

ng
oi

ng
 b

as
is

.
In

te
rv

ie
w

 s
el

ec
te

d 
or

ga
ni

za
tio

na
l p

er
so

nn
el

 w
ith

 in
fo

rm
at

io
n 

sy
st

em
 m

ai
nt

en
an

ce
 r

es
po

ns
ib

ili
-

tie
s 

an
d 

e
xa

m
in

e
 o

rg
an

iz
at

io
na

l r
ec

or
ds

 o
r 

do
cu

m
en

ts
 t

o 
de

te
rm

in
e 

if 
an

om
al

ie
s 

or
 p

ro
bl

em
s 

en
co

un
te

re
d 

by
 t

he
 o

rg
an

iz
at

io
n 

in
 t

he
 im

pl
em

en
ta

tio
n 

of
 t

he
 m

ai
nt

en
an

ce
 t

oo
ls

 c
on

tr
ol

 a
re

 
do

cu
m

en
te

d 
an

d 
th

e 
re

su
lti

ng
 in

fo
rm

at
io

n 
us

ed
 t

o 
ac

tiv
el

y 
im

pr
ov

e 
th

e 
co

nt
ro

l o
n 

a 
co

nt
in

uo
us

 
ba

si
s.

In
te

rv
ie

w
 s

el
ec

te
d 

or
ga

ni
za

tio
na

l p
er

so
nn

el
 w

ith
 in

fo
rm

at
io

n 
sy

st
em

 m
ai

nt
en

an
ce

 r
es

po
ns

ib
ili

-
tie

s 
to

 d
et

er
m

in
e 

if 
th

e 
or

ga
ni

za
tio

n 
in

sp
ec

ts
 a

ll 
m

ai
nt

en
an

ce
 t

oo
ls

 u
se

d 
by

 m
ai

nt
en

an
ce

 
pe

rs
on

ne
l f

or
 im

pr
op

er
 m

od
ifi

ca
tio

ns
.

E
xa

m
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e
 o

rg
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l r
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or
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 o
r 
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m
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o 
de

te
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e 

if 
th
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or
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sp
ec

ts
 

se
le
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 m
ai
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en
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 u

se
d 

by
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ai
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en
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 p

er
so
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 t
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en
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ha
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 im
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er
 m

od
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-
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 h
av

e 
be

en
 m
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e.
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rv
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w
 s

el
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te
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or
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l p
er

so
nn

el
 w

ith
 in

fo
rm
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io

n 
sy

st
em

 m
ai

nt
en

an
ce

 r
es

po
ns

ib
ili

-
tie

s 
to

 d
et

er
m

in
e 

ho
w

 t
he

 o
rg

an
iz

at
io

n 
ch

ec
ks

 m
ed

ia
 c

on
ta

in
in

g 
di

ag
no

st
ic

 t
es

t 
pr

og
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m
s 

fo
r 

m
al

ic
io

us
 c

od
e.

E
xa

m
in

e
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rg
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na

l r
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or
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 o
r 
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