SUBCONTRACT SECURITY
REQUIREMENTS

Joyce Matthews

Subcontracts Manager
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SUBCONTRACT SECURITY REQUIREMENTS

* General Provision DEAR 952.204-2 Security:
outlines subcontractor’'s responsibility with regard to security.

e General Provision LANL 310 Security Procedure:

“Prior to commencing work subcontractor shall meet with security
representatives to review security measures that apply to the work.”

-Badging

-Property/Personal Searches (protection of property)
-Access to Security Areas (escorting requirements)
-Prohibited articles

-Reporting Security Incidents
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SUBCONTRACT SECURITY REQUIREMENTS

e General Provision LANL 311 Operations Security
Program:

“Subcontractor shall implement and sustain a DOE
Operations Security (OPSEC) Program in accordance
with the provisions of the LANL manual entitled
‘Operations Security Program Guidance for LANL
Subcontractors’. The subcontractor may obtain copies of
this manual from the Contract Administrator.”
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Subcontractor Requirements

Ensure that the subcontract security requirements are
« Understood;
* Flowed down to all Subcontractor lower tiers, and

 Enforced.
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LANL Expectations

« Compliance with the requirements for safety, security,
quality.

 Adherence to the terms of the subcontract.

* Performance.

If you have questions or need clarification, please ask.
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