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ERRATA NOTICE FOR BEMIDII AREA THS CIRCULAR NO, 01-03

Information contained on pages one through four of the Bemidji Area Indian Health
Service Circular No. 01-03, "Policy on Personal Use of Government Office Equipment”,
dated 10717700, have been revised to include procedures involving Government-
owned/leased’ managed telephones, cellular welephones, Federal Calling Cards, and pre-
paid calling cards.

Please discard Bemidji Area Indian Health Service Circular No. 01-03 and replace with
Bemidj: Area Indian Health Service Circular Neo. 03-03.
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PURPOSE

The purpose of this circular i 1o establish Bemidji Aren Office Indian Health Service (BAOTHS)
pelicy on the personal use of Government office equipment, including information technology, when
such uge mvalves momrmal additionnl expense o the Government, and Government-owned leased/
rmtaged cellulur telephones, Federal Culling Cards, and pre-paid culling cards.

POLICY

BAOIHS employees are permitted limated use of Government office equipment for personal needs if
the use does not iterfere with official business and involves minimal additional expense to the
Government. This limited personal use of Government office equipment should take place during the
employee's non-work time. This privilege to use Government office equipment for non-Government
purposed may be revoked or limited at any tine by appropriate agency or Department of Health and
Human Services Oficials.

Telecommunicanons services and systems are Giovernment resources, and as sueh mudt be managed n
the mest cost-effecuve munner pessible and in the interes) ol the Government,  Telecommunications
services are used o support he mission of tw THS, Reisonable and common sese ahall be tie
guiding prncipbes sl situstions.

Yiou may use Guvernment Office equipment only for suthorized purposcs. Limited personal use
puthorized as follows:

A Limiled persomal wse = only authorized if it nvolves minimal additional expense to the
Ciovermimen

B, You are authonzed 1o make linuted personal use of Government office equipment during non-
wark fime,

C. This use must pot reduce your productivity or interfiere with your affictal duties or the alfieial
chities ol others
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B, You must be authorzed to use equipment for official Government business before it is available o
vou for limited personal use. Furthermore, THS is not required o supply vou with squipment if it
ks pot requared for you to perform official Government business.

E. Enmgployees shall use Government-provided communications equipment and services for official
Dusiness, but may moke and receive personal culls dring duty hewrs that are necessary and in the
interest of the Govermment,

F. Managers and supervisors may lurther restict personal use based on the peeds of the office or
prablems with mappropriste use in the office,

Contractors are not authorized limited personal use of Government office equipment, unless 11 w
specifically permitted by contract or other memorands of agrEeiel

3 DEFINITIONS

A Government office equipment includes, but it not limited 1o persoal computers, relabed
equipment ard software, Intemet services, ermnil, hbrary resources, tetephanes, facsimile
machines, photecoprers and office supplies.

B, Minimal additional expense meani the expende mcutred when the Government is already
providing equipment, supplies or services and yeu use only limited sdditional amounts of
eleciricity, ink, toner or paper. Wear and fear from normal wse i also condidered mimmal
additional expensec.

€. Non-work time means the time when vou are not performing un activity for the benefit of the
agency ad under the control or direction of the agency, Examples of non-work time isclude off.
duty hours such as lunch periods, authorized breaks, befire or after o workday, weskends o
holidays, but only if your duty station would normally be gvailable o youu at such tlimes

0. Personal calls that are in the interest of the Government ars | ) ealls to alert household
members ahout working late or other schedule chunges; 2) Calls fo make alternative child care
arrangements; 3) calls to talk with doctors, bospital stafl, or day care providers:4) calls to
deterniine the safety of family or household members, particularly in an emergency; 5) calls 1o
make funeral arrangements; 6) calls W reach business or Government pgencies that can only be
contacied during working hours; and calls to arrange emergency repairs 1o vehicles or residences.

E. Personal use mears uses other than official Government Business,
F. Privilege means thas you have no inherent right 1o personal ute of Government ofilce equipment

Employees must pot wse Government office equiprnient for activities that are inappropriate and are
specifically prohibived from wsing Government office equipment to maintain or suppor o personal
private business.

Examples of inapproprate activities inchsde:

A, Using lnrge files. sending or recewving greeting cards, viden, sound, mieractive games or other
large file attachment may hinder the performance of an entire neiwaT.

8. Loading personal software onto your computer or mutkiig configeration changes

C. Engaging in email practices that involve ongoing message receipt and iransmission neferred 1 ag
‘instant messaging. "

D. Mauaking long distance telephone calls, There sre three excephions: i an emergency; briet calls
within the local commarting area to Jocations that can only be reached durmg warking hours (e.g,,
W arrange car repasr, dector); and basel calls home within the local comanuting area (e.g., 1o
armagye mansportation, check on a sick childy.

E. Using Government equipment as 4 stagmng pround or platfomn to pan unonthorzed docess to olher
& ¥ SLETNS.
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L1,

Creating, copyving or fransmitting chvin lefier or ather mass mnlings, regardless of the subject
matler.

Creating, copyving or mansmiiting any material or commumication that is 1llegal or offensive o
fellow emploves oF 1o the public, such as hate speech, material that ndicules others based on race,
creed, religion, color, sex, disability, national origin or sexual arientaiion,

Viewing, downloading, sioring, ransmining of copying materals thil are sexunlly explen or
sexunlly oriznted, related fo gumbling, illegal wenpong, tlermarist aeiivities or any other prohihited
BeiviLies.

Using Covernment office equipment for commercial purposes or in support of other for profit*
activities such as outside employment or business (... selling real estate, preparing tx refurns
for a fee),

Engaging i any outside fund raising activity, endorsimg any product or service, pamcipating in
lobbying or prohibited pariisan palitical nctivity (e.g., expressing opinions about candidares,
distributing comgpaign literature).

Aoquiring, rcpmdllcmg, fransmitting, distnbuting or using any controlled mformation including
compauter soltware and data, protected by copyright, trademark. privacy laws, other proprictary
data or muterial with other intellectunl property rights bevond fair use, or export-controlled
software or data,

Personal ealls made from Covernment felephones must not adversely affest the perlormance of e
empboves’s offivial duties or the organization's work performanes and must be of reasonable dumibon,
Employees may make and receive a limited number of purely personal calls during duty hoars from
Government telephones when those calls do not incur additional charjes to the Govermment.

luigr, When an employee makes o parely personnl call, emplovees ensure shall thn:

A

& Crovermen

Al long-disance ealls are made at their own expense; .., charged to personal calling or credit
cards, home telephones, or ather non-Covernment 1elephone numbers,

Ay purely peraonal call does not adversely affest ithe perfonmance of official duties of the
nrgamizaton s work performance

All purely persanal calls are of reasonable duration and frequency, Supervisors and managers
shall determine, based on emplovees' wark schedule, co-worker needs, office work demands,
length of work day, ete., whether brief personal calls are of reasonable length, and in the interest
of the Government, More than three personal calls o day, each lasting more than 10 minutes in
durution is considered an unreasonable length.

b, OFFICIAL BUSINESS CALLS & USE OF GOVERMNMENT TELECOMMUNICATIONS
RESURCES WHEN TEAVELING

A

Cellular Telephones and Wireless Telecommunications Services Employees shall be partcularly

diligent and use wireless services only when required 1o do so for official business or when the
calls nre in the interest of the Government, Emipl hou WiTe|eas services
{stationary telepbone] if they are readily availoble. Employees should not expect reimbaursement
when using personal wireless services for Government business without prios approval of
mAnLEers and SUpeTvIsors,

Federal Colling Cards/Pre-Pard Calling Cards Employecs who frequently travel must obiain and
use a federal calling card o make authoneed long-distance calls while on official iravel. The use
of a cellular tebephone is allowable to conduct Government business while on travel i a stationary
phone 15 not availablg or to recesve incoming business related calls. If a calling card w5 |ost, stolen,
ot othervwise compramased, the employee must promptiy report the incident to the vendor using
the tell-free number on the back of the card,
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C. Calls Home Employees on official overnight travel stams are allowed o make a brief daily
personal call but they should do so using least-cost-1o-the -Government metheds, such as, by using
available Governmenl telephones and Federal Calling Cards. Employees may be reimbursed on
travel vouchers for daily persenal calls charged to hotel rooms as deseribed in the Indian Health
Manunl Travel Chapter.  Except in very unusual circumstances, cellular phones shall pot be used
to telephone home.

D Calls to Other than Home Other necessary long-distance calls may be made using Government -
provided calling cards, These are calls that must be made before employees return from travel, In
most cases, these calls would have beer made from home or affice phones if the empleyees were
o tn travel status.

I LY COMNSEN

Any wie of Government commnications resources 15 made with the understanding that such use 15
genernlly not secure, is ol private, and 18 nol anonymeus. [ndian Health Service emplovees imply
their consent to disclosing the contents of any filets) or information mainined or passed-through 1HS
oflice equipment. By using 1HS office equipment, congent 1o monitoring and recording is implied with
or without cause, ineluding (but pot limited to) accessing the Internet, and using eomuil,

MONITORING TOOLS

Indian Health Service system managers and supervisors may access any electronle comsmunications
and do employ monitoring toals to detect improper use. Electronic communications may be diselosed
within the THS to employees who have a need to know in (e performance of their dutics.

EENALTIES FOR MISUE OF GOVERNMENT EQUIPMENT

Unasitharized or improper use of [HS office equipment, or making upauthorized long distance or
cellular telephone calls could result in the lods of use oF limitations on the wse of equipment,
disciplinary or adverse actions, criminal peraliies, andior emplovees being held financially lable for
the cost of improper use.

SUPERSEDURE

Replaces BITAD [HS Circular NO. O1-03 dafed 1071 7/00

FFECTIVE )

The policy and procedures contained in this Circular are effective upon signature by the Area Director,

\%ﬁﬁffi@{ﬁm@@}wﬂ

athleen Annette, M.D ?f-" l.]-,.r"rﬂ"_'_?

Dhrector Dt
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