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NIH Privacy Coordinator Group (PCG) Charter

Purpose

The NIH Privacy Coordinator Group (PCG) is established by the NIH Senior Official for Privacy (SOP) and Privacy Act Officer.  Stakeholders are NIH Institute and Center (IC) Privacy Coordinators responsible for the implementation of privacy related Federal government-requirements and other information privacy and security policies.  The PCG shall serve as a forum in which the NIH SOP and Privacy Act Officer can ensure that all Privacy Coordinators are aware of evolving privacy requirements, NIH privacy policies, and their role and responsibilities with respect to privacy implementation.  In addition, the PCG shall provide an opportunity for all Privacy Coordinators to discuss privacy implementation strategies within their respective IC.
Scope and References

This Charter defines the composition and responsibilities of the PCG.
The PCG 
1. Coordinates the implementation of privacy directives, policies, and procedures at NIH.
2. Discusses and suggests updates to policy, procedures and areas of responsibility in assuring IC privacy.
3. Implements an effective information technology (IT) privacy strategy supporting Department’s requirements.
4. Works with other NIH working groups in the formulation of information privacy and security guidance resources.
5. Provides a forum for the presentation and discussion of Privacy Act and IT privacy issues/problems, and the development of recommendations for corrective procedures.
6. Provides guidance to current and future members.
7. Maintains awareness, knowledge, and expertise of privacy issues, policies, programs, and procedures in support of Federal government and NIH privacy concerns.
Structure

Chairperson 

The NIH SOP shall be the permanent Chairperson. 
Membership 

Members of the PCG shall consist of IC Privacy Coordinators and alternates.  Members must be NIH Federal employees responsible for the maintenance of systems of records, and the protection of personally identifiable information (PII), within an IC. 
Roles and Responsibilities 

Chairperson

The duties of the Chairperson shall include: 

1. Arranging meetings (i.e., setting date, time, location, and notification).
2. Conducting the meetings.
3. Functioning as the point of contact to the PMC and representing the consensus of the PCG.
4. Making requests to the NIH Office of Management Assessment (OMA) and NIH management.
5. Participating in voting in the case of a tie.
6. Ensuring quorum (4 persons) for all votes.
7. Coordinating administrative support (e.g., taking and distributing meeting minutes, other meeting materials).
Membership
The administrative responsibilities of the PCG members shall include:

1. Attending the PCG meetings.
2. Reviewing any meeting materials sent in advance.
3. Identifying issues that may have privacy implications, and bringing those issues to the attention of the PCG for review.
4. Participating in voting.

5. Examining the meeting minutes for accuracy.

6. Keeping the IC privacy stakeholders (e.g. IC Information Systems Security Officers, System Owners/Managers, etc) up-to-date on the PCG’s discussion and recommendations on privacy issues with potential impact to their IC.
The core privacy responsibilities of the PCG members shall also include:

1. Serving as the principal IC contact to the NIH SOP and the NIH Privacy Act Officer for coordination, implementation, and enforcement of privacy policies.
2. Acting as the IC contact for addressing and reporting IC-specific privacy considerations in data breach, security incident/compromise, and other notifications from HHS and NIH Incident Response Team (IRT).
3. Developing and maintaining familiarity with Federal, HHS, and NIH privacy directives, policies, procedures, guidelines, and standards.  Keeping up-to-date on policy changes, and advising the IC Information System Security Officers (ISSOs) and other management on current and changing privacy requirements.  Educating IC management on policies and directives.
4. Staying informed of the ICs’ privacy needs, and representing the ICs’ privacy interests to NIH. Ensuring that Federal privacy legislation and policies are implemented at the IC level. Requesting IC exceptions to NIH policies and procedures, if exclusion from the standard requirement is warranted.
5. Recommending and approving updates to NIH privacy policies and procedures.
6. Advising IC Management (e.g. Executive Officers [EOs] and Senior Administrative Officers [AOs]) on resources needed for implementing privacy requirements.
7. Assisting NIH Project Officers in developing privacy language for IT contracts, reviewing  acquisitions documents for privacy compliance, and evaluating contractors' privacy-related responses and deliverables (for example, privacy impact assessments). 
8. Coordinating with the NIH IRT and the NIH ISSOs on responses to incidents and/ suspected incidents involving PII.
9. Developing and/or coordinating IC privacy programs in conjunction with NIH policies and programs.
Meetings

Regular meetings will be held on a bi-monthly basis at the direction of the Chairperson.

Modification of the Charter

The PCG shall determine details of their operation (e.g. meeting structure, standing/ad hoc subcommittee formulation process). The charter shall be reviewed annually by the PCG, the PMC and the NIH SOP to ensure that it continues to define an appropriate mission and effective structure for advising all NIH privacy stakeholders on privacy compliance at NIH. The Charter may only be modified by the NIH SOP or designee.
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