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1 General

The Army Common Access Card (CAC)/Public Key Infrastructure (PKI) program implements
Department of Defense (DoD) policy to adopt smart card technology department-wide. Smart
card technology implementation has been led through guidance and direction of the Deputy
Secretary of Defense and Public Law 106-65, National Defense Authorization Act for FY 2000.
In response to these directives, the U.S. Army has aggressively pursued the programmatic steps
required to ensure a seamless integration of this emerging technology at the operational level.
The CAC will be implemented to provide the following functionality: personnel identification,
building access, network access utilizing Public Key Infrastructure (PKI) certificates and
eventually sending and receiving digitally signed and encrypted email. The CAC will replace
the current Teslin military identification card (ID) and serve as the official 1D card for civilians
and eligible contractors. The CAC will also be used for physical access to facilities and serve as
a token to enable logical access to networks and systems.

The CAC will be issued using the existing Defense Enrollment Eligibility Reporting
System/Real-time Automated Personnel Identification System (DEERS/RAPIDS) infrastructure.
Approximately 1.4 million CACs will be issued to all Army active duty military, National Guard
members, select Reservists, DoD civilians and eligible contractors in FY's 01 to 02.

2 Introduction

On 6 May 1999, the Deputy Secretary of Defense issued a memorandum that encouraged
widespread use of public key-enabled applications and provided specific guidelines for applying
PKI services throughout the Department. The strategy to achieve the target DoD PKI is
intrinsically linked to the overall DoD strategy for achieving information assurance (1A). The 12
August 2000 Deputy Secretary of Defense memorandum further defines these guidelines and
supercedes the memorandum of 6 May 1999. On 10 November 1999, the Deputy Secretary of
Defense directed that the CAC be used as the DoD’s primary platform for the PKI authentication
token. The report submitted in compliance with the requirement in Section 374 of FY 2000
Defense Authorization Act (Public Law 106-65) requiring the evaluation of the option of using
the smart card as the DoD’s authentication token concludes the smart card is the most feasible,
cost effective technology for the authentication mechanism to support the DoD PKI and to
protect its critical information.

The DoD CAC will employ smart card and PKI technology. The CAC is the size of a credit card
and contains an Integrated Circuit Chip (ICC) that is capable of storing a significant amount of
data, has both read and write capabilities as well as a Personal Identification Number (PIN)
selected by the cardholder. This PIN acts as a security code for the cardholder preventing others
from fraudulently using the card. The CAC also contains a magnetic stripe, a Code 39 bar code,
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a two-dimensional PDF417 bar code, a color photograph and printed text. As DoD implements
applications that use these automated technologies on the CAC, data can be added, modified, or
removed from the card as needed. These cards will be used for visual identification, access to
buildings and controlled spaces, and access to DoD computer networks and systems. Eventually,
users will be able to use their cards to send and receive secure e-mail messages and access secure
Web sites. Additional component-specific uses may be added as well.

Through RAPIDS version 6.0, one or more PKI certificates are stored on the CAC. Certificates
contain user identity data, the validity period for the certificate, and the public key portion of the
public/private key pair used in public key encryption. Managing keys and certificates through a
PKI helps an organization establish and maintain a trustworthy network environment.

With a few exceptions, all the members of these target populations will be issued a CAC:

e Active Duty members.

e Selected Reserve and National Guard members. This includes members in these
categories who are on Active Duty. There may be some exceptional situations
where members in other Reserve categories will receive a CAC, because they
require an electronic card to gain physical access to controlled areas or logical
access to government computers.

e Civilian DoD employees, including Non-appropriated Fund (NAF) and Foreign
National employees. Issuance of cards to foreign military will follow the same
rules as those for Foreign National DoD employees.

e Designated DoD contractors who require an electronic card to gain physical
access to controlled areas or logical access to government computers.

The following populations will continue to be issued Teslin Uniformed Services identification
and privilege cards, unless a CAC is issued for exceptional conditions, as noted in the preceding:

e Reserve members who are in the Standby Reserve, Individual Ready Reserve, or
the Inactive National Guard, i.e., components that are not classified as Selected
Reserve. These members will receive a DD Form 2 (Reserve).

e Designated DoD contractors who do not require an electronic card to gain
physical access to controlled areas or logical access to government computers, but
do require an ID card to conduct government business or a privilege card to
access authorized DoD benefits. This mostly applies to contractors who are
employed overseas or are considered emergency essential because they are likely
to be assigned overseas, are serving overseas, or are employed at US installations
where benefits are authorized locally. These individuals will receive DD Forms
2750 or 2764.
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The following other populations will continue to receive the teslin Uniformed Services
identification and privilege cards, as indicated, without exception:

e Reservists not receiving a CAC will receive a DD Form 2 (Reserve).
e Retirees with full retirement benefits receive a DD Form 2 (Retired).

e Reserve retirees receive a DD Form 2 (Reserve Retired) until they reach age 60,
at which time they qualify for full retirement benefits.

e Family members of Active Duty, Reserve, and retired (with full retirement
benefits) sponsors will receive DD Forms 1173 and 1173-1. While there are some
exceptions, children below the age of 10 do not receive any cards.

3 What Is Public Key Infrastructure?

A Public Key Infrastructure (PKI) is a system of Certificate Authorities (CAs), Registration
Authorities (RAs), directories, client applications and servers that model trust and allow for
secure/encrypted electronic data transfers/transactions. Each person or entity (such as a server or
individual) is issued one or more certificates by the CA, which are digital records that contain
information, such as the entity’s name and public key, and the signer’s signature and data. Each
CAC will contain a public and a private key specific to the cardholder. These keys can be used
for data and e-mail encryption. Each person to receive a CAC will be issued an identity
certificate, an e-mail encryption certificate, and a digital signature certificate to be used by
applications that are part of the DoD PKI. The CA is a secure server that signs end-user
certificates and publishes Certificate Revocation Lists (CRLS) for certificates that are no longer
valid. Directories are secured and trusted repositories of information, usually collected during the
registration process.

The DoD PKI plans to utilize RAPIDS workstations as Verifying Officer/Local Registration
Authorities (VO/LRAS) to:

e Register DoD personnel who will receive the CAC with the CA.
e Create and print the CAC.
e Download certificates to the CAC.

The RAPIDS workstation will also support revoking certificates, resetting a user’s CAC PIN and
updating information in DEERS. It is envisioned that the CAC will be used for applications, such
as computer access, network access, e-mail encryption, web authentication, building access,
digital signature, and other functions as PKI applications are developed and deployed by the
DoD.
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PKI is essential in supporting Public Law 103-355, the Federal Acquisition Streamlining Act of
1994, which requires the broad use of Electronic Commerce and Electronic Data Interchange
(EDI) by Federal agencies. In his 1997 Management Reform Memorandum number 16, Deputy
Secretary of Defense, Dr. John Hamre, directed the development of a DoD-wide PKI that
supports information security. PKI provides the framework and services for the generation,
production, distribution, control, and accounting of certificates. Certificates contain the user’s
identity and public key.

Public key technology is often referred to as asymmetric or a two-key system. Each user has a
pair of keys — the keys are not the same but match up in a unique way. One key is kept only by
the user and is called the private key. The other key is widely distributed and is called the public
key. These electronic key pairs provide users with two important capabilities. The first is the
ability to digitally sign a document. The second is the ability to encrypt and decrypt messages.
When digitally signing a document, the user’s private key is used to sign it and their public key
is used to verify the signature. When sending an encrypted message, the recipient’s public key is
used to encrypt the message. The recipient’s private key is used to decrypt the message. Identity
and Digital Signature private keys never leave the card. The E-mail Encryption private keys are
generated off the card and escrowed by the CA. It is important for both the CAC recipient and
the VO to understand the importance of updating RAPIDS with the correct e-mail address. The
e-mail address must actually match the address used on the server; otherwise, the certificates
cannot be used.

3.1 What is a Certificate Authority?

The DoD CA is a computer server that contains and automates the registration process using PKI
technology. A certificate is a computer-generated record that ties a user’s identification with the
user’s public key in a trusted bond. This trust is based on a registration process and is automated
by the CA. The Secure Sockets Layer (SSL) session encrypts all communications between
DEERS/RAPIDS, and the CA. Public and private keys help ensure that the information
transmitted between computers is secure.

Three types of servers support the DoD PKI:

e Multiple Root CA servers authorize issuance of certificates to users in the DoD
PKI.

e A CA issues certificates to users.

e A Directory server makes other users’ public certificates available to PKI
applications.
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3.2 What are Certificates?

A certificate is a computer-generated digital record that ties a user’s identity with the user’s
public key in a trusted bond. This trust is based on the individual’s/entity’s identity being
verified then registered by the RA, and the certificates being created, signed, and issued by a
trusted server known as the CA. As long as the trusted CA signs a certificate and the trusted
CA’s signature can be verified, any tampering with the certificate can easily be detected.
Three types of servers support the DoD PKI:

e The DoD Root CA server authorizes subordinate CA servers to issue certificates
to users in the DoD PKI. The DoD Root CA is the common point of trust for all
certificates issued by the DoD PKI.

e A CA creates, signs, and issues public key certificates to individuals/entities at the
request of a RA. It posts certificate information to the Directory Server, maintains
the CRL, and posts CRLs to the Directory Server.

e A Directory Server stores the certificates containing public keys for all registered
individuals/entities and makes these available to other individuals/ entities that
need to verify a certificate or use a public key for encryption.

Public and private keys help ensure that the information transmitted between computers is
secure. Having the keys themselves are of no benefit, the user must have a PK-enabled
application to make use of them. This provides:

e Confidentiality or privacy: protecting data from anyone who is not authorized to
review it.

e Integrity: protecting data from unauthorized modification during transmission,
storage, and processing.

e ldentification and authentication: verifies that you are who you say you are.

e Non-repudiation: Because of the authentication, PKI prevents the e-mail sender
from denying he or she sent the message. This is also the case when any
document is signed with the individual’s digital signature certificate. This is
known as non-repudiation.

It is, therefore, imperative that each individual keeps their private key and the PIN on the CAC
secure. Do not divulge the PIN to anyone.

When a card is being terminated, RAPIDS will revoke the certificates associated with the CAC.
RAPIDS will automatically terminate the identity and digital signature certificates for reasons
such as a lost card or invalid entry. If information on the card changed or the card has a defective
chip, the VO will retain that CAC and issue a new one.
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3.3  What is the Common Access Card?

The CAC differs from the standard Teslin Uniformed Services ID card in several ways. The
CAC employs smart card and PKI technology. The CAC is made of plastic (polyvinyl chloride
(PVC)) and contains an ICC with 32 kilobytes (KB) of memory storage. The standard (code 39)
and two-dimensional (PDF417) bar codes contain demographic and card management
information. Unlike the bar codes, the magnetic stripe and chip have the capability to update
(erase and save) stored information. The magnetic stripe has the ability to store building access
or financial information. The chip contains identification, demographic, card management,
benefits, digital certificates, and other application-specific data. The digital certificates can be
used to verify or authenticate the cardholder via a computer system or network, encrypt
information, and sign digital documents, such as electronic mail.

armed Foroesofthe
lnlied Blatmc
=8 = R

Figure 1: Front of CAC

The front of the CAC contains such information as Organization Seal, Branch of Service, Color
Photograph, Personnel Category, Name, Rank and Pay Grade, Issue Date, Expiration Date, Card
Type, Card Identification Information, Hologram, PDF417 Bar Code which contains DoD
Electronic Data Interchange Person Identifier and Social Security Number information, and the
ICC.




Product Manager
Secure Electronic Transactions — Devices

Kl
Elood Type: O+

Oman Canor: Yo s

Camno!Balh Fooa Teounly Mumbe

1363.JAN0S 255 00-0E]

ODOMOUBDPRR  OCT 2

Unauthorized reproduction, imifafion, or lilemess of
the CAC s punishable under 18 USC Secfion 701

Figure 2: Back of CAC

The back of the CAC contains a Magnetic stripe, Code 39 bar code, Date of Birth, Social
Security Number, Geneva Conventions Category, Blood Type, and Organ Donor Status.

If due to multiple personnel categories, a person requires multiple CACs, all CACs are to receive
the identity certificates. The e-mail certificate will be requested if the e-mail address is present in
the Service Record view. For dual eligibility situations (such as DoD Contractor and Reservist),
both eligible CACs will be given identity certificates. E-mail certificates will be added to the
CAC if the corresponding personnel category has an e-mail certificate.

4  Explaining DEERS and RAPIDS

DEERS is the database that tracks personnel and medical DoD benefits. The DoD operates one
of the largest health care systems in the world. DEERS has rules that determine benefits based on
the beneficiary’s data and status in DEERS. Tracking and determining personnel and medical
DoD benefits help reduce the fraud and abuse of these benefits. Also, it ensures that all
beneficiaries receive the benefits to which they are entitled.

RAPIDS is the application software that allows users to communicate with the DEERS database.
RAPIDS determines benefits and using the same rules as DEERS, allows users to issue machine-
readable automated ID cards and print the DD Form 1172. Additionally, it provides a means to
update sponsor and family member information in the DEERS database.

The DEERS and RAPIDS data is protected under the Privacy Act Statement (10 U.S. Code 133;
Executive Order 9397, November 22, 1943, (Social Security Number); and Title 5, United States
Code Section 301). RAPIDS users can only confirm information on the sponsor or family
member. As required by the Privacy Act of 1974, the operator cannot volunteer personal
information from the DEERS record.

10
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RAPIDS is designed to automate the following functions:

Update the DEERS database. RAPIDS workstations communicate with the
DEERS database, allowing you to update sponsor and family information in the
DEERS database quickly and easily.

Determine eligibility for benefits. RAPIDS can analyze a beneficiary's data to
determine the correct benefits and eligibility period based on the DoD Eligibility
Tables.

Create DD Forms 1172, Application for Uniformed Services Identification Card
and DEERS Enrollment and DD Form 1172-2, Application for Department of
Defense Common Access Card, DEERS Enrollment. You can use RAPIDS to
generate and to print the DD Form 1172.

Produce ID cards.
Implement the use of smart card and PKI technology to issue the CAC.

With the 10 November 1999, mandate from the Deputy Secretary of Defense to create a DoD
CAC, RAPIDS Version 6.0 was developed to include the hardware, software, communications,
and security requirements to issue the CAC.

5 DoD Public Key Infrastructure Roles

The main roles in the DoD PKI Infrastructure are:

Verifying Officer/Local Registration Authority (VO/LRA).
Director of Information Management (DOIM).

Information Management Officer (IMO).

Card Recipient.

5.1 Responsibilities of the VO/LRA

The VO is in a key position of responsibility. The following are the main responsibilities of the
VO with regards to the PKI portion of the CAC and processes expected of the RAPIDS user:

Use the RAPIDS workstation to issue the CAC, and to request certificates and
download them to the CA prior to issuing to the card recipient.

11
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e Assist in the management of the recipients’ keys and certificates.

e Verify identity of customers.

e Receive and entering subscriber information, and verifying correctness.

e Securely communicate requests to and responses from the CA.

e Execute revocation requests received from LRA/VOs or other authorized sources.
e Approve server certificates.

e Update the CAC as necessary to reflect any change in the personnel category of
the CAC recipient. This automatically issues/revokes certificates as needed.

e Update other data stored on the CAC ICC.

e Ensure that users understand their responsibilities with respect to the CAC and the
information, including the PKI keys, certificates and PIN stored on it.

The VO will perform the additional responsibilities of LRA which include:

e Verifying the identity of CAC recipients via official documentation.
e Registering the CAC recipients with the CA.

e Requesting certificates for CAC recipients from the CA.

e Printing CACs.

e Saving applications, certificates, and data to chips on CACs.

e Requesting CAC recipients to enter a PIN for their CAC.

e Terminating end user CACs and along with this function, automatically revoking
the associated PKI certificates that are no longer valid.

The RAPIDS workstation serves as the RA to approve and issue VO/LRA certificates on the
CAC, and revoke certificates as necessary.

5.2 Responsibilities of the DOIM

The DOIM holds a key position within the DoD PKI structure. The DOIM is the highest level in
the Information Systems hierarchy within an installation. The main responsibilities of the DOIM
are as follows:

e Distribution of Card Readers and Middleware to Units.
e Instructional classes for IMOs/SA s on:

12
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e Installation of Card Readers and Middleware.

e Setup and configuration of the email client.

e Registering of Certificates.

e Use of PKI Certificates for signing and encrypting email.
e Distribution of Training Materials.

e Troubleshooting Card Reader and Middleware problems, secure email problems
and determining next level of support.

e Augmented Infrastructure.

5.3 Responsibilities of the IMO

The IMO is the person that will have the most contact with PKI users. The IMO is also the first
resource for PKI users for distribution, installation and troubleshooting for specific aspects of the
PKI infrastructure. The main responsibilities of the IMO are as follows:

e Installation of Card Readers and Middleware throughout the IMO’s organization.
e Installing and Configuring email clients for signing and encrypting email.

e Installation of Certificates for signing and encrypting email.

e Short Instructional Lessons.

e Troubleshooting and determination of next level of support.

5.4 Responsibilities of the Card Recipient
Following are the responsibilities of the CAC cardholder:

e Use certificates and private keys only for official purposes.

e Protect your private key from unauthorized use. Protect it as you would your
bankcard.

e Report any loss or compromise of your private key to the RAPIDS issuing
facility.

e Comply with any policies established by the RAPIDS issuing facility.

13
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6 Installation Training Scenarios

6.1 System Requirements

6.1.1 Operating Systems

There are three different Operating System (OS) platforms that have been tested with the DoD
PKI infrastructure. A computer’s Operating System will provide the basis for all hardware and
middleware that will be utilized for the DoD PKI implementation. The OS platforms are typical
of those that would be in use at any given fielding site.

The OS platforms are:

e Windows 98.
e Windows NT 4.0 with SP6.

e Windows 2000 Professional.

There may be variations in the setup and installation of specific card readers and middleware
depending on the OS in use at a particular site.

Windows 2000 & NT Platform Installation:
An installer must be logged in as an ADMINISTRATOR in order to successfully install Card
Readers and Middleware on Windows 2000 and NT Platforms.

6.1.2 Applications

Specific applications need to be installed and configured on a workstation to support the
interoperability of all aspects of the PKI infrastructure. These will include applications for email
services and web browsing.

Email Services:
e Microsoft Outlook 98 2" Edition or Outlook 2000

Web Browsers:
e Microsoft Internet Explorer 5.0 with 128-bit encryption.

e Netscape Communicator 4.77 with 128-bit encryption.

14
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If the Web Browser installed on your machine does not have 128-bit encryption, download the
latest version from the websites listed below:

e For Internet Explorer: www.microsoft.com/downloads

e For Netscape Communicator: www.netscape.com

6.2 Installing ActivCard Gold 2.0.1 Middleware

Before starting the Installation process, close all running Windows Applications.

Insert the ActivCard Gold for CAC Version 2.0.1 CD in the CD-ROM drive.

The InstallShield Wizard should launch automatically.

If not, browse the CD using My Computer. Navigate to the ActivCard Gold 2.0.1 folder.
Double-click the run.exe icon to begin the installation.

¥ ActivCard =10 x|

ActivCard

ActivCard Gold versionz2o0

Install Product
View Documentation

Browse CD-ROM

[ Exit I

1. Click “Install Product” to begin the ActivCard Gold 2.0.1 Installation.

15
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x|

Welcome to the InstallShield Wizard for
ActivCard Gold 2.0.1

The InstallShield{R) Wizard will install ActivCard Gold 2.0.1 on
your computer, To continue, click Mext,

= Back Cancel

2. When the InstallShield Wizard appears, click the “Next” button.
§& ActivCard Gold 2.0.1 - InstallShield Wizard

License Agreement

Please Choose your ActivCard Gold configuration:

ACTIVCARD LICENSE AGREEMENT

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE PACKET(S)
ANDIOR INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE.
UNLESS A SEPARATE MULTILINGUAL LICENSE BOOKLET 15 INCLUDED IN
YOUR PRODUCT PACKAGE, THE FOLLOWING LICENSE AGREEMENT
APPLIES TO YOU. BY OPENING THE SEALED PACKET(S] AND/IOR BY
INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU
INDICATE YOUR ACCEPTANCE OF THE FOLLOWING ACTIWVCARD LICENSE
AGREEMENT (“AGREEMENT").

This is a lenal anrerment hetween v MY mither anindividual or an eatine and Ll

' 1 accept the terms in the license agreement:

" 1 do not accept the terms in the license agresment

< Back I Mext = I Cancel |

3. Select the “I accept the terms in the license agreement” radio button then click “Next”
to continue.

InstallShield

16
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Customer Information

Flease enter your information,

Lser Name:

Qrganization:

—  » [pm=ETD

ImstallShield

< Back I Mext = I Cancel |

4. Enter your name in User Name field. Enter Organization name in the Organization field.
Click “Next” to continue.

fg ActivCard Gold 2.0.1 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs,

Flease select a setup type,

" Typical
all program features that can be installed will be. (Requires the most
digk space.)
Choose which prograrm features yvou want installed and where they will
be installed. Recommended for advanced users.

ImstalShield

< Back I Mesxt = I Cancel |

5. Select the “Custom” radio button for the Setup type and then click “Next”.
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Custom Setup

Select the program features you want installed.

Click on anican in the list below to change how a feature is installed.

= £ eatire escriptiot

This component includes the

» [+ Q-l Metwork Login

warious ActivCard Gold software
=J-| Digital Certificates modules.
- Q-l Srart Card Reader Drivers

; Qvl ActivCard Gold Base Services
—— | v| ActivCard Gold Documentation

This feature requires OKB on your
hard drive. It has 4 of 4 subfeatures
selected. The subfeatures require
10MB on your hard drive.

Install to:

C:\Program Files\ActivCard\ActivCard Gold®, Change... |
InstallShield
Help | Space | <= Back I Ment = I Cancel |

6. The Custom Setup screen should look like the one shown above. Click on the “+” icon
next to Network Login to expand the menu.

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

= eature Mescription

= ’ This component includes the
=3~ | Network Login warious ActivCard Gold software

o & v | Dial-Up Client T
=3~ WWindows Network Login

=3~ | NDS Login for NMAS Support

=3~ | MDS Login with Static Password Suppc
¥ == Digital Certificates

- e~ | Smart Card Reader Drivers This feature requires OKB on your

hard drive. It has 4 of 4 subfeatures
o = = | ArtivCard Gold Docurmentation selected. The subfeatures require
10MB o your hard drive.
4| |
Install to:

C'\Program Filesh\activCardiactivCard Galdh, Change... |
InstallShield
Help | Space | < Back I et = I Cancel |

7. Once the menu is expanded the screen should look like the one shown above.
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'?m—-f ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features vou want installed,

Click on an icon in the list below to change how a feature is installed.
Feature Desoriptiot

Egl Lo GDIS Program This component provides support
E‘—IQ' ol Sl ) for windows MNetwork Lagin,
=3 ~| Dial-Up Client

28 This feature, and all subfeatures, will be installed on local hard drive.
L= -I
- IEI"l X This feature will not be available.
- Q-i ActiviCard old Base Services MUENENEIRES
--------- Qvl ActivCard Gold Docurnentation

< | I

Installshield

Help | = Back I Mext = I Cancel |

8. Click on the “Windows Network Login” icon. Clicking on this icon will open a menu.
Choose “This feature will be installed on local hard drive.”

g‘é! ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an ican in the list below to change how & feature is installed.

Feature Description
(= == activCard Gold Program /

This component includes the

- 2] Metwark Login Dial-Up Client,
P Dial-Up Client:
=) This feature will be installed on local hard drive,
- =B This feature, and all subfeatures, will be nstalled on local hargdrive.

; feature will not be available.

--Qvl eader Drivers

. Elvl ActivCard Gold Base Services
Elvl ActivCard Gold Docurmentation

J | I

Install to:

C:\Program FilestactivCardyactivCard Gald', Charge... |
Inztalishield
Help | Space | < Back I Mext = I Cancel |

hard drive.

9. Click on the Dial-Up Client icon. Choose “This feature will not be available” from this
menu.
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fé! ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

=== activCard Gold Program
E| ------ 129 ~| Metwork Login

—'—V -------- IER0isl-Up Clicnt
=2 - | Windows Metwaork Login

=3~ | MDS Login for NMAS Support
e B~ | MDS Login with Static Password Suppc

- =3~ Digital Certificates

- =3~ | Smart Card Reader Drivers

- =3~ ActivCard Gold Base Services

--------- =3~ activcard Gold Docurentation

Dial-Up Client.

hard drive.

= Featute Description

This component includes the

This feature requires OKB on your

< | I
Install o:
Change, .. |
Installshield

Help | Space | < Back

I Mest = I

Cancel |

10. A red “X” will appear next to the Dial-Up Client icon.

fé! ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

Egl ActivCard Gold Program

= =2=] Network Login

e ¥ | DialUp Client

' =9 - | Windows Network Login
DS Login for M i

Feature Description

This cornponent provides support
for MMAS Login based on a digital
certificate or a dynamic password.

= This feature will be installed on log&l hard drive.
=8 This feature, and all subfeaturge, will be nstalled on local hard drive.

409KE on your hard drive.

‘| | B
Install to:
C\Program Files\activCard'activCard Gald', Changs... |
InstallShisld

Help | Space | < Back

I Mext = I

Cancel |

11. Click on NDS Login for NMAS Support icon and choose “This feature will not be

available” from the menu.
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fé! ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

—Heature Description

- —I B o e ol el e el This component provides support

""" - =] Network Login far MMAS Login based on a digital
: _X_~|Dial-Up Client certificate or a dynamic password.
=2 - | windows MNetwark Login

MDS Login for [
MDS Login with Static Password Suppc
o | Digital Certificates
-~ | Smart Card Reader Drivers This feature requires OKB on your

" Qvl ActivCard Gold Base Services hard drive. It has 0 of 2 subfeatures
--------- =3 -| activCard Gold Documentation selected. The subfeatures require

OKB on your hard drive,

< | ]

InstallShield

Help | < Back I Mext = I Cancel |

12. A red “X” will appear next to “NDS Login for NMAS Support” icon.

f? ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.
Feature Description

E‘—I e eRlbl R B This component provides support

—I Network Login for NDS Login based on a static
; -| Dial-Up Client password.
=2 - | windows Network Login

* v| MNDS Login for MMas Support
[MDS Lagin with Static Password Support
=] = This featurs will be installed on local hard drive
QI =M8 This feature, and all subfeatures, will be installed on local hard drive.

=-|
......... = v| ActiviC

4|
Install o

ChProgram FilestactivCardhactivCard Gold, Change:.. |
InstallShield
Help | Space | = Back I Mext = I Cancel |

13. Click on NDS Login with Static Password Support icon and choose “This feature will
not be available” from the menu.
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Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

= Heature Mescnption———————————1

[ =3-] ActivCard Gald Pragram

This component includes several
login features (Microsoft Windows
Login, Dial-Up Client, Movell Login.

¥ - | Dial-Up Client
=2 - | Windows Metwork Login
¥ ~| NDS Login for NMAS Suppaort
i ¥ | NDS Login with Static Password Suppc
=3 ~| Digital Certificates
=9~ Smart Card Reader Drivers This feature requires OKB on your

- =3~ | activCard Gold Base Services hard drive, Ithas 1 af 4 subfeaiyres
e 2= | ActivCard Gold Documentation selected. The subfeatures require
426KB on your hard drive.
| | 2
Install to:

C:%Program FileshactivCard\activCard Gold®, Change. .. |
Installshield
Help | Space | = Back I Mext = I Cancel |

14. A red “X” will appear next to NDS Login with Static Password Support icon.

fg ActivCard Gold 2.0.1 - InstallShield Wizard : il
Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

S} =37 | Metwork Login ;l
< X~ | Dial-Up Clisnt

e 2~ | Windowes Metwork Login

- X ~| DS Login fior MMAS Support

- ¥ ~| NDS Login with Static Password St

NQ=RSE=TakDicyt=| Certificates

=2 | Microsoft CaPT Support

e =23~ | Netscape Communicator Support This feature requires OKB on your

. 22| Entrust Client Suppart hard drive. It has 5 of 5 subfeatures

gI Baltimore Client Support selected. The subfeatl.]rn.as require

iz dentrus - 2482KB on vour hard drive.

< | | »
Install to:

C'\Program Files\activCardyactivCard Gaoldy Change... |
InstallShisld
Help | Space | < Back I Ment = I Cancel |

= Feature Mescription

This cormponent provides support
for seweral Digital Certificate-based
applications.

15. Click on the “+” sign next to Digital Certificates to expand this menu.
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IEEJ'ActiuCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the prograrm features you want installed.

Click on an icon in the list below to changs how a feature is installed.
- Feature Description
= Elvl Metwark Login Y | i i

i e This compaonent provides suppart
X -|Dialup for several Digital Certificate-based
- = - | Windows Metwork Login applications.
¥ ~| NDS Login for MMAS Support

-]

<

Install to:
C:WProgram Filesh\activCardyactivCard Galdh, Change... |
Installshield
Heln | Space | < Back I Mext = I Cancel |

16. Click on the Digital Certificates icon and choose “This feature will not be available”
from the menu.

liié-—-fActiuCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
= Feature [Mescrption

[ = NEtWUrF |—|'3'£l'” i -~ | This cormponent provides support
R '| Dial-Up Client for several Digital Certificate-based
=2 - | Windows Metwork Login applications,

_¥ ~| NDS Login for NMAS Support
e 3% | NDS Login with Static Password St
=R} Diital Certificates
v ¥~ | Microsoft CAPT Support

2| Metscape Communicator Support
- ¥ _~| Entrust Client Support

¥ _~| Baltimaore Client Support

— -| Identrus hd
« | B

Install to:
Change. . |
InstallShield
Help | Space | <= Back I Mewxt = I Cancel |

This feature requires OKB on your
hard drive. It has 0 of 5 subfeatures
selected, The subfeatures require
OKB on your hard drive.

17. Red X’s should appear in front of all of the options in the Digital Certificates menu.
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Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.
Feature Descriptiot

== NE'M"DT’kl Lagin . ;I This component provides support
""""" X _~|Dial-Up Client for Digital Certificates via Micrasoft
--------- =3 - | Windows Network Login CAPI {compatible with Internet
[ ¥ -] NDS Login for NMAS Support Explorer, Outlook Express, Outlook,
¥ _~| MDS Login with Static Passwpfd St Wiindows 2000 Login or
Groupiiise),

-------- *  This feature will not be available,

< |
Install to:
Change,.. |
In=tallShield
Help | Space | = Back I Mext = I Cancel |

18. Click the Microsoft CAPI Support icon and choose “This feature will be installed on
local hard drive”.

liié!'ActiuCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
—Feature Description

=11 Netwlork I_Iogm i :I This component provides support
- D"? (TS ) for Digital Certificates via Microsaoft
Windows Metwork Login CAPI {compatible with Internet

Explorer, Outlook Express, Outlock,
Windows 2000 Lagin ar
Groupyise).

NDS Login for NMAS Support
MNDS Lagin with Static Password St

o lElvl Digital Certificates

This feature requires 257KB on your
hard drive.

¥ = | Netscape Communicator Support
e ¥ | Entrust Client Support

¥ ~| Baltirnore Client Support
e | Tdentrus hd
< ' | B
Install to:
CProgram FileshactivCardactivCard Goldy, Change... |
InstallShield
Help | Space | < Back I MNext = I Cancel |

19. The screen should now look like the one shown above.
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fé! ActivCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the prograrm features you want installed,

Click on an icon in the list below to change how a feature is installed.

—Feature Description————

X -1 NDS Login for NMAS Support :l This campanent includes several

—| MDS Login with Static Password St PC/SC drivers for ActivCard Smart
= | D|g|ta| Certificates Card Readers.

Microsoft CaPI Support
Metscape Communicator Support
Ertrust Client Support

Baltirmore Client Suppcp/

Identrus

This feature requires OKB on yvour
hard drive. It has 2 of 3 subfeatures

=18 This feature, and all subfeatures, will be installed on local hard drive

=) This feature will be installed on local hard drive. /

Install ta:

C\Program FileshactivCardyactivCard Goldy, Change. .. |
InstalIShisld
Help | Space | < Back I Mext = I Cancel |

20. Scroll down and click on the Smart Card Reader Drivers icon and choose “This feature
will not be available” from the menu.

liié-—-fActiuCard Gold 2.0.1 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click o an icon in the list below to change how a feature is installed.

—Feature Descnption ————
MNDS Login for MMAS Support Py |

o MNDS Login with Static Password St
= | Digital Certificates
- Microsoft CAPL Suppart
Metscape Communicator Support
Entrust Client Support
% ~| Baltimore Client Support
x -| Idenh’us This feature requires OKB on your

This companent includes several
PC/SC drivers for ActivCard Smart
Card Readers.

2] = : : hard drive. It has 0 of 2 subfeatures
W= Acthard Gold Base Sarvices selected. The subfeatures require
--------- _| Acthard Gold Documentation — | | O oy e e
< | »
Install to
Charnge: .. |
InstallShield

Help | SHace | = Back I Mext = I Cancel |

21. A red “X” will appear in front of the Smart Card Reader Drivers icon. Click “Next” to
continue with the Installation.
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.-% ActivCard Gold 2.0.1 - InstallShield Wizard

Reade file

Setup can display the Readme file.

The Readke file contains important information about ActivCard Gold,
ActivCard recommends reading it before installing and using the product.

¥ Yiew ReadMe file now:

InstallShield

< Back I Mext = I Cancel |

22. Leave the box checked next to “View ReadMe file now” if you would like to view the
ReadMe file. If you do not want to view this file, uncheck the box. Click “Next” to
continue.

.EEJ' ActivCard Gold 2.0.1 - InstallShield Wizard

Ready to Modify the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want o review or change any of your installation settings, click Back. Click Cancel to exit
the wizard,

InstallShield

<= Back Cancel

23. Click “Install” to begin the installation.
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ye ActivCard G M

InstallShield Wizard Completed

The InstallShield YWizard has successfully installed ActivCard Gold
2.0.1. Click Finish to exit the wizard.

< Back I Finisk I Carce]

24. Click “Finish” to close the InstallShield Wizard.

fg ActivCard Gold 2.0.1 Instal Ieré il

changes made to ActivCard Gold 2.0.1 to take effect. Click

i‘j fou must restart your system for the configuration
‘Yes to restart now or Mo if you plan to restart later.

25. If you will be installing a Card Reader next, click “No” and manually Shut Down your
computer using the Start menu, Shut Down option. If you will not be installing a Card
Reader, click “Yes” to restart your system now. After the computer is restarted the
installation is complete.

=G G%&,@I}ﬁ 11:26 AM

A Smart Card Reader icon will now be visible in the System Tray.
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6.3 Installing Card Reader and Drivers

Several different card readers have been tested with the DoD PKI infrastructure. The card
readers read the ICC located on the CAC. The ICC stores a significant amount of data and is
accessed through the use of a middleware application. Card readers can be attached to the
Personal Computer in 3 different ways: Serial connection, USB (Universal Serial Bus)
connection and PCMCIA (Personal Computer Memory Card International Association)
connection.

Installation will cover 6 different card readers:

e SCM SCR111 Serial SmartCard Reader.

e ActivCard Serial SmartCard Reader.

e Schlumberger Reflex 72 Serial SmartCard Reader.
e Schlumberger Reflex USB SmartCard Reader.

e Schlumberger Reflex PCMCIA SmartCard Reader.

6.3.1 SCM SCR111 Serial SmartCard Reader

_-.__

Attach the SCM SCR Card Reader to the back of the PC by plugging the serial plug into the
serial port. To connect the reader to the PC:

1. Ensure that the PC is turned off.
2. Connect Connector 1 to an available COM port on your PC or laptop.

3. Connect Connector 2 to either the Keyboard or the Mouse PS/2 port.
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4. Connect the Keyboard or Mouse to Connector 3 (if necessary).

NOTE: If you are using a laptop, Connector 3 may be left un-connected. However, both
Connectors 1 and 2 MUST be used at all times.

To RS232 or To PSi2 of Mouse
-/—I_I—\_ COM Port on or Keyboard port on

Computs
Insert Card Here

Figure 3: Installation of Serial Card Reader to PC
5. After the card reader is connected, turn your PC on.

6.3.1.1 Installation on Windows 2000

Found Mew Hardware Wizard

YWelcome to the Found New
Hardware Wizard

Thig wizard helpz vou inztall a device diver for a
hardware device.

To continue, click Mext.

< Back

Cancel |

1. The “Found New Hardware” Wizard should appear when the PC is turned on. Click
“Next” to start the installation.
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Found Mew Hardware Wizard

Install Hardware Device Drivers
A device diver iz a software program that enables a hardware device to work, with
an operating system.

Thiz wizard will complete the installation for this dewvice:

@ SCR110 SmartCard Reader

A device diiver iz a software program that makes a hardware device work, Windows
needs diver fileg for your new device, To locate diver filez and complete the
inztallation click Mext.

‘wihat do you want the wizard o do'?

% Search far a suitable driver for my device [recommendedE

" Display a list of the known diivers for this device so that | can choose a specific
driver

< Back I Hest » I Cancel |

2. Select the radio button next to “Search for a suitable driver for my device”. Click
“Next” to continue.

Found Mew Hardware Wizard

Locate Dnver Files
Where do you want Yindows to zearch for driver files?

Search for driver files for the following hardware device:

@ SCR110 SmartCard Reader

The wizard searches for suitable drivers in its driver databasze on your computer and in
any aof the fallowing optiohal zearch locations that pou specify.

To start the zearch, click Mext. IF you are zearching on a floppy dizk or CO-ROM drive,
inzert the floppy dizk or CD before clicking Mext.

Optional zearch locations:

W CD-ROM drives
[~ Specify a location
[T Microsaft wWindows Update

< Back I Hexnt = I Cancel |

3. Check the box next to “CD-ROM drives” to select this option. Click “Next” to continue.
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Found Mew Hardware Wizard

-

Driver Files Search Aeszults
The wizard has finizhed zearching for driver files for your hardware device.

The wizard found a driver far the following device:

SCR110 SmartCard Reader

Wwindows found a driver faor thiz device. Ta install the driver *Windows found, click Mest.

@ ehcardreader_driverssombzenalieom_sorl 11 _w2k.inf

¢ Back

Cancel |

4. The Wizard will find the driver on the CD-ROM. Click “Next” to continue.

Found New Hardware Wizard i

Completing the Found New
% Hardware Wizard

d \> SCR111 Sernial SmartCard Reader

Windows has finished instaling the software for this device.

To cloze this wizard, click Finizh,

[Lancel |

< Back

5. Click “Finish” to complete the Card Reader installation.
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6.3.1.2 Installation on Windows NT Platform

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, SCM folder, Serial folder.
Double-click the setup.exe icon in the Serial folder. The Installation Wizard will launch to
begin the card reader installation.

Welcome I

‘whelcome ta the SCR111 PCSC Drivers Setup
program. T hiz program will install SCR111 PCSC
- Dirvers on your computer.

It iz strongly recommended that pou exit all ‘Windows programs
befaore running thiz Setup program.

Click Cancel ko quit Setup and then cloze any programs you
hawve running. Click Mest to continue with the Setup progranm.

WARMIMG: Thizs program is protected by copyright law and
international reaties.

Urnauthorized reproduction or digtribution of this program, ar any
portion of it, may rezult in zevere civil and criminal penaltiez. and
will be prozecuted to the maximum extent possible under law.

Cancel |

2. When the Welcome screen appears, select “Next”.
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Chooze Destination Location |

Setup will install SCR111 PCSC Drivers in the following folder.
To inztall bo thiz folder, click Mext.

Toinzstall to a different falder, click Browse and select another
falder.

YY'ou can chooge not to install SCR117 PCSC Drivers by clicking
Cancel to exit Setup.

" Dezstination Faolder

C:hC ASCR11T PCSC Divers Browse... |
Cancel |

< Back

3. Accept the default file folder, click “Next”.

Select Program Folder E3 I

Setup will add program icons to the Program Folder listed below.
“Y'ou may type a new folder name, or select one from the existing
Folders list. Click Mest to continue.

Program Folders:

SCH111 PCSC

E sisting Folders:

ACSTOOLS

Adminiztrative Tools [Common)
Imtel Ulkra ATA Storage Driver
Microzoft Exchange

bicrozoft Hardware

Microzoft Office Toolz

kS Cert Demo j

< Back I MNest = I Cancel |

4. Accept the default Program folder, click “Next”.
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x|

- Connect your Smart Card Reader
- Inzert Disk 1

- Click on StartiSettingstControl Pane\SystemHardware!Device Manager

- Right click in the window and select 'Scan for Hardware changes' from the menu
- Follow the instructions on the screen

- Click 'OK' when the installation is completed

5. This message is valid for SCM SCR 111 Card Readers being installed on Windows 98
machines. Click “OK” to continue with Installation.

Setup Complete

Connectthe Smart Card Reader

lfyou are underWSx;

- click StarfySettings\Contral Panel\System

- select Device Manager, click Refresh, follow the instructions and
wait until the installation procedure has completed

& Yes, | wantto restart my computer now.

Mo, lwill restart my computer later.

(If needed. give the path Ciwindows\SystermDelayFb.exe)

Please clik Finish to restartyour computer

< Back I Finish I

6. If you are installing this card reader on Windows 2000 or NT, Click the “Yes, | want to
restart my computer now.” radio button then click “Finish” to complete the installation.

6.3.1.3 Installation on Windows 98 Platform

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, SCM folder, Serial folder.
Double-click the setup.exe icon in the Serial folder. The Installation Wizard will launch to
begin the card reader installation.
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E|

“wielcome to the SCR111 PCSC Drivers Setup
program.  Thiz program will ingtall SCR111 PCSC
- Drrivers on your computer.

It iz strongly recommended that vou exit all Windows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then close any programs you
have wnning. Click Mest to continue with the Setup program.

WwWARMIMG: This program iz protected by copyright law and
international treaties.

Inauthorized reproduction or distribution of this program. or ary
partion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law.

Cancel |

2. When the Welcome screen appears, select “Next”.

Chooze Destination Location

Setup wil install SCR111 PCSC Drivers in the following folder.
Toinztall ta this folder, click Mext.

Toinztall to a different falder, click Browse and select another
falder.

r'ou can chooze not to install SCR117 PCSC Drivers by clicking
Cancel to exit Setup.

C:h ASCR111T PCSC Diivers Browse... |
Cancel |

" Destination Folder

< Back

3. Accept the default file folder, click “Next”.
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Select Program Folder x| |

Setup will add program icons to the Program Folder listed below.
You may type a new folder name, or zelact one fram the exigting
Folders list. Chck Mest to continue,

Frogram Folders:

SCH111 PCSC Drivers.

E sisting Folders:

ACSTOOLS

Adminiztrative Tools [Common)
Intel Ultra ATA Storage Driver
Microzoft Exchange

ticrosoft Hardware

Microzoft Office Toolz

kS Cert Demo j

< Back I MNest = I Cancel |

4. Accept the default Program folder, click “Next”.

W35h/98/Me Inztallation

Thiz Dialog helps pou to install the reader Hardware
Do not pazs without SCReader Installed

Step 1 : Click

StartySettingssControl Panel\System

Step & : Select Device Manager

Click Refrezh,
follows the instructions and wait unkil
the inztallation procedure has completed

Step 3 : Follow

I the reader iz recognized, Press Next
Elze redo the step 2.

Cancel |

< Back

5. Do not click “Next” until you complete the steps listed on the screen.
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Mew Office Document
Open Office Document

Windows Update

WirZip

Frograms
Favorites
Documents
Erinters
Tazkbar & Start Menu...

Falder Options. ..
Active Deskiop

‘Windows Update. ..

Log OFf &dminigtratar...

Shut Down...

Windows95

Ed Control Panel
J File  Edit “iew Go Favorites Help
« =& (| X ) | X
Eack Fariarnd Up Cut Copy Paste Undo Delete  Properties Wiews
JAgdress I@ Cantral Panel j
™ 8
Acceszibilit Add Mew Add/Remove  DatedTime
Options Hardware Frograms
Control
Panel % A g
[ EJ
Find Fast Forits Garme Internet Kevboard
Use the settings in Controllers Options
Control Panel to -
personalize your .’"} )
computer, L L = E
Select an item to view its b il Modems Mouze Multirmedia M etwark
description.
Microsoft Home @ % % @
Technical Support ODBCDats  Passwards PC Card Power Printers
S Sources [32bit) [PCRCIS] M anagement
® £ 2 & ¢«
Regional Saunds System Telephary Uszers
Settings /
| | My Computer i

7. Double click the System icon.
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System Properties il B

General | Device Manager | Hardware Profiles | Performance:

System;
Microzoft Windows 58
Second Edition
4102222 A

Reaistered to:
Adrninistrator
FPM SET-D
B0578-029-9220152-05646

Computer: %

Genuinel kel
#86 Family & Model 8 Stepping 3
E4.OME Rashd

ak. | Cancel |

8. The System Properties window will open. Click the Device Manager tab.

System Properties

21x]|

General Device Manager | Hardware F'rofilesl Perfnrmancel

% Wiew devices by tupe " Wiew devices by connection

 Computer
-2} COROM
[+-= Disk drives
[]---@ Dizplay adapters R
-5 Floppy disk controllers
-5 Hard disk controllers
-8 Keyboad

F- 8 b oritors

-5y Mouse r
- EIf} Mebwork adapters

-9 Other devices

- PCMCIA socket
EJ--% Parts [COM & LPT]
E
E
£

H]- Sound, videa and game controllers

H- B System devices
48 Universal Serial Bus controllers

Properties | Refresh | Remaove | Print... |

Vol

9. Click the “Refresh” button at the bottom of the Device Manager tab window.
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Mew Hardware Found

_\> SCR111 Serial SmartCard Reader

windows iz inztalling the software for your new hardware.

10. The New Hardware Found screen will appear and Windows 98 will automatically install
the driver software.

System Properties 7]

General Device Manager | Hardware Prnfilesl Performancel

% Wiew devices by lype £ Wiew devices by connection

Computer -
=) COROM

- Disk drives

@ Dizplay adapters

--% Floppy disk controllers

--% Hard disk contrallers %
5% Keyboard

Monitors

Mouse

w Network adapters

c@ Other devices

-4 PCMCIA socket

- Ports [COM & LPT]

— EQ SmartCardReader -
——> \> SCR110 SmartCard Reader

% Sound, video and game controllers j

= e dl

Froperties | Refresh | Remaove | Frint... |

— 0K I Cancel |

11. Once the driver software is completely installed, you will see the above screen.

The SmartCardReader Heading will now appear in the Device Manager tab window.
Click the “+” sign to expand this menu. The SCM SCR 111 Card Reader will appear in
this menu. Click “OK” to close the window. Return to the SCM SCR installation screen.
This screen will be minimized in your task bar.
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Setup Complete

Caonnectthe Smart Card Reader

fyou are under iy

- click StatiSetingsiCantrol PanelSystarm

- select Device Manager, click Refresh, follow the instructions and
wait until the installation procedure has completed

& “Yes, | want to restart my computer now.

" Mo, lwill restart my computer later.

(Ifneeded. give the path Chwindows\System\DelayBi.exe)

Flease clik Finish to restart your computer

< Back | Finish |

12. Click the “Yes, I want to restart my computer now.” radio button then Click “Finish” to
complete the installation.

6.3.2 ActivCard Serial SmartCard Reader

The ActivCard SmartCard Reader must be attached to the PC before installation begins.
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The ActivCard Serial SmartCard Reader has 3 connectors:

1. Ensure that the PC is turned off.
2. Connect Connector 1 to an available COM port on your PC or laptop.
3. Connect Connector 2 to either the Keyboard or the Mouse PS/2 port.

4. Connect the Keyboard or Mouse to Connector 3 (if necessary).

NOTE: IF you are using a laptop, Connector 3 may be left un-connected. However, both
Connectors 1 and 2 MUST be used at all times.

To RS232 or To PS/2 of Mouse
ﬁ COM Port on or Keyboard port on
Computs

Insert Card Here

Figure 3: Installation of Serial Card Reader to PC

5. After the card reader is connected, turn your PC on.

6.3.2.1 Installation on Windows 2000 & NT Platforms

In some instances, on Windows 2000 Platforms, the ActivCard Card Reader will automatically
install when the PC is turned on. No installation message will appear. In other instances the
“Found New Hardware” wizard will install the card reader. Please use Device Manager to check
the installation of the card reader BEFORE following the instructions below.
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1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, ActivCard folder, Serial folder.
Double-click the SmartReader NT&2000.exe icon in the Serial folder. The Installation
Wizard will launch to begin the card reader installation.

;n H SmartReader - InstallShield Wizard i'

Welcome to the InstallShield Wizard
for SmartReader

The InstallShield Wizard(Tr) will help install SmartReader
on your computer.  To continue, click Nesxt,

< Back Carncel

2. When the Welcome screen appears, click “Next”.

42



Product Manager
Secure Electronic Transactions — Devices

Software License Agreement il

g Flease read the following License Agreement. Press the PAGE DOWN key to see the
= rest ofthe agreement.

ACTHNCARD LICEMSE AGREEMENT ﬂ

IMFORTANT - READ CAREFULLY BEFORE OFENING S0F TWARE FACKET(S) ANDVOR
INSTALLIMG, COFYING, OR OTHERWISE USING THE S0FTWWARE. UNLESS A SEFARATE
MULTILINGUAL LICENSE BOOKLET |5 INCLUDED IN YOUR PRODUCT PACKAGE, THE
FOLLOWAMNG LICENSE AGREEMENT AFPFLIES TO YOLUL BY OFENING THE SEALED
FACKET(=) AND/OR BY INSTALLING, COPYING OF OTHERWISE USING THE S0FTWARE.
O INDICATE YOUR ACCEFTAMCE OF THE FOLLOWANG ACTIWVCARD LICENSE
AGREEMENT ("AGREEMEMNT").

This is a legal agreement between you ("yYOU"). either an individual or an entity, and ActvCard, ﬂ

Do you accept all the terms of the preceding License Agreement? lfyou choose Nao, Setup will
close. Toinstall ActivCard SmantReader, you must acceptthis agreement.

InstallZhield
< Hack YEs Mo

3. Click “Yes” to accept the Software License Agreement.

Click the type of Setup wou prefer, then click Next.

|Custc:m

—Description

Frogram will be installed with the driver and the Microsoft Smart
Card Components. Recommended for most users.

InstallShigld

< Back I Mext > | Cancel

4. Select “Typical” for the setup type and then click “Next”.
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x|

Installzhield

< Back I Mext » I Cancel |

5. Select “COM1 (default)” to choose the correct serial port and click “Next”.

Setup Complete

The Setup has successtully installed ActvCard SmanReader.
Click Finish to exitthe setup.

M wiew Readhe File

hittg:sffwmeny aictivcard . com

< Back

Cancel

6. If you would like to view the ReadMe file, leave the “View ReadMe File” box checked

If you do not want to view the file, uncheck this box. Click “Next” to complete the
installation.
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Setup Complete

The options yvou selected require that files be installed to your
system, ar files be uninstalled from wour sywstermn, or both. To complete
this operation, wou must restart yvour computer,

= es, | wantta restart my computer now

" Mo, | will restart my computer later.

Remaowe any disks fram their drives, and then click Finish ta
complete setup.

InstallShigld

< Back I Finish |

7. Click “Yes, I want to restart my computer now.” to complete the Setup.

6.3.2.2 Installation on Windows 98 Platform

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, ActivCard folder, Serial folder.
Double-click the SmartReader 98&95.exe icon in the Serial folder. The Installation Wizard
will launch to begin the card reader installation
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e SmartReader - InstallShield Wizard il

Welcome to the InstallShield Wizard
for SmartReader

The InstallShield Wizard({Th} will help install SmartReader
on your computer.  To continue, click Next,

= Back PoMext > Cancel

Software License Agreement < il

g Please read the following License Agreement. Press the PAGE DOWN key to see the
= rest ofthe agreement.

ACTHNCARD LICENSE AGREEMENT ﬂ

IMFORTANT - READ CAREFULLY BEFORE OFPENIMNG SOFTWARE PACKET(S) ANDJOR
INSTALLIMG, COFYING, OR OTHERWISE USING THE S0FTWWARE. UNLESS A SEFARATE
MULTILINGUAL LICEMSE BOOKLET |2 INCLUDED IN YOUR FRODUCT FACKAGE. THE
FOLLOWAMNG LICENSE AGREEMENT APPLIES TO YOLU. BY OFPEMNING THE SEALED
FACKET(S) ANDYOR BY INSTALLING, COPYING OR OTHERMWISE LISING THE SOFTWARE,
OU INDICATE YOUR ACCEFTAMNCE OF THE FOLLOMANG ACTIWVCARD LICENSE
AGREEMENT ("AGREEMEMNT").

This is & legal agreement between you ("YOU"), either an individual or an entity, and ActivCard, LI

Do wou accept all the terms of the preceding License Agreement? fyou choose Mo, Setup will
close. Toinstall ActivCard EmanReader. you must accept this agreement.

InstallShield
< Back Yes Ko

3. Click “Yes” to accept the Software License Agreement.
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x|

Click the type of Setup wou prefer, then click Next.

Custom

—Descriptian

Program will be installed with the driver and the Microsoft Smart
Card Components. Recommended for most users.

IrnstallShie/d

< Back I Mext > | Cancel

4. Select “Typical” for the setup type and then click “Next”.

ActivCard SmartReader Configuration B il

Choose the serial port to which your SmartReader is connected:

Inetallshield

< Back I Mext > I Cancel |

5. Select “COM1 (default)” to choose the correct serial port and click “Next”.
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The Setup has successtully installed ActvCard SmanReader.
Click Finish to exitthe setup.

¥ “iew Feadhe File

hittg:: actvoard. com

< Back

Cancel |

6. If you would like to view the ReadMe file, leave the “View ReadMe File” box checked.

If you do not want to view the file, uncheck this box. Click “Next” to complete the
installation.

Setup Complete

The options vou selected require that files be installed to wour

system, or files be uninstalled from wour system, ar both. Ta complete
this operation, you must restart vour cormputer.

= es, | wantta restart my computer now

" Mo, | will restart my computer later.

Remaowe any disks fram their drives, and then click Finish ta
complete setup.

InstallShigld

< Back I Finish |

7. Click “Yes, I want to restart my computer now.” to complete the Setup.
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6.3.3 Schlumberger Reflex 72 Serial Smart Card Reader

The Reflex 72 Serial Card Reader has 3 connectors. To connect the reader to the PC:

Ensure that the PC is turned off.

Connect Connector 1 to an available COM port on your PC or laptop.

w e

Connect Connector 2 to either the Keyboard or the Mouse PS/2 port.

4. Connect the Keyboard or Mouse to Connector 3 (if necessary).

NOTE: If you are using a laptop, Connector 3 may be left un-connected. However, both
Connectors 1 and 2 MUST be used at all times.

To RS232 or To PS/2 of Mouse
t COM Port on or Keyboard port on
©

Insert Card Here

Figure 3: Installation of Serial Card Reader to a PC

5. After the card reader is connected, turn your PC on.
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6.3.3.1 Installation on Windows 2000 Platform

This Schlumberger Reflex 72 Serial Card Reader is a Plug and Play device. Once attached to the
PC, the PC should detect this new hardware by itself and launch the Add/Remove Hardware
Wizard. If the Wizard does not launch:

Ri[H

________ i MNetscape Smartipdate

Mews Office Docurment

% Cpen Office Document
% Windows Update

E Programs *
@ Documents *

Settings Bl control Panel

2000 Professional
ivs_l

Metwork and Dial-up Connections
@ Search * _
Printers
@ Help M Taskbar & Start Menu. .,
ELm...
§ &ga Eject PC
E Shut Dawr. .,

1. Click Start, Settings, Control Panel. The Control Panel will open.
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JFiIe Edit WView Favorites Tools Help

- ol

J 4=Eock « = - | Qsearch [yFolders £#History ||¥ L % @) | Ed-

| Address [ conral panel

=] oc

Coni:rol Panel

L

Add/Remove
Hardware

Use the settings in Control Panel
to personalize your cormputer,
Fax Find Fast

D

Select an item to view its
description,

Windows Update
Windows 2000 Support

Keyboard il
Printers RealPlayer
=
Symantec System
LivelUpdate

[ L)
Add/Remove Aadministrative  Date/Time
Prograrns Tools
= I
Faolder Options Fonts Garme
Confrollers
g 22
QO
MoLise Metwork and Phone and
Dial-up Co...  Modem Options
® =2
Regional Scanners and Scheduled
Options Cameras Tasks

Users and
Passwords

2. Double click the “Add/Remove Hardware” icon.

emove Hardware Wizard

Wizard

wour hardware.

To continue. click Mext

Welcome to the Add/Remove Hardware

Thigwizard helps you add, remove, unplug, and troubleshoot

i

< Back

I Mext > |

Cancel |

i
)
=Al

Display

&

Internet
Options

@

Power Options

.
—
-

Sy

Sounds and
Multimedia

3. The Add/Remove Hardware Wizard will appear. If the Wizard launches by itself, this
screen will appear. This Wizard will assist you in installing the Card Reader driver on your

PC. Click “Next” to continue.
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Add /Remove Hardware Wizard

Choose a Hardware Task o
Which hardware task do you want to perform?

Selectthe hardware task you want to perfarm, and then click MNext.

& Add/Troubleshoot a device
Choose this option if you are adding a new device to your computer or are having
problems geting a device working.

 Uninstall/Unplug a device
Choose this option to uninstall & device or to prepare the computer to unplug a device.

< Back I Mext > I Cancel |

4. Click the “Add/Troubleshoot a device” radio button then click “Next™ to continue.

Add/Remove Hardware Wizard

New Hardware Detection "
The wizard automatically locates new Plug and Play hardware.

‘Windows is searching for new Plug and Play hardware ta install

Searching..

< Back | [MEt> | Cancel |

5. The Add/Remove Hardware Wizard will search for the Card Reader.
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Add/Remove Hardware Wizard

New Hardware Detection Ny
The wizard automatically locates new Plug and Play hardware.

Windows has finished searching for Flug and Flay hardware.

The following Flug and Flay devices were installed:

Devices Installed
@.Schlumberger Reflex 72 Serial Smant Card Reader

<« Back I [N ext > | Cancel |

6. The Wizard will automatically detect the Schlumberger Reflex 72 Serial Smart Card
Reader and install this device. Click “Next” to continue.

emove Hardware Wizard 2
Completing the Add/Remove Hardware
Wizard

‘rou hawve successfully completed the Add/Remove Hardware
wizard,

‘Windows has finished installing new Flug and Flay hardware.

To close this wizard, click Finish

< Back I Finish | Cancel |

7. Click “Finish” to close the Add/Remove Hardware Wizard.
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6.3.3.2 Installation on Windows NT & 98 Platform

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, Schlumberger folder, Serial
folder. Double-click the setup.exe icon in the Serial folder. The Installation Wizard will

launch to begin the card reader installation.

Welcome

Wwielcome to the Schlumberger Reflex ¥2 smart card
reader inztallation.

It iz ztrongly recommended that pou exit all Windows programs
before running thiz Setup program.

Click Cancel ko quit Setup and then close any programs pou
hawe running. Click Mest to continue with the Setup program.

wiBRMIMG: This program iz protected by copyright law and
international treaties.

|Irnauthiorized reproduction or distribution of this program, or any
portion of it, may result in gevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law.

Cancel |

2. When Welcome screen appears, select “Next”.
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Schlumberger Software License Agreement E |

Fleaze read the following license agreement. Usze the zcroll bar to view the entire
agreenment

F : :
[Beader Driver License Agreement ﬂ

Schlumberger ["Supplier''] Smart Card Reader Drivers
[the "Software"] that iz being made available o pou
["Cuztomer"], iz provided in strict accordance with
the following termz and conditions [the “Aareement'].
By the act of uzing the Software, vou agree to and
accept the following terms and conditionz. [F you

are niot willing to accept and be bound by these
terms and conditionz, then you are not authorized

to uze the Software. Your uze of the Software iz
expreszly made conditional on wour azzent ko the
terms and conditionz contained herein.

Do pou accept all of the termz of the preceding licenze agreement™? [ 2o,
click on the Yes push button, If you select Mo, Setup will cloze.

¢ Back Yes Mo |

3. Click “Yes” to accept the Software License Agreement.

Chooze Destination Location |

Setup will ingtall the Reflex 72 emart card reader documentation
and utilities in the fallowing folder.

Toinstall in thiz folder, click Mest.

Tainztall ta a different folder, click Browse and zelect anaother
folder.

'ou can chooge not ta inzstall the Beflex 72 by clicking Cancel to
exit Setup.

" Destination Folder

o4 MRefles 72 Smart Card Feader Browse... |
Cancel |

4. Accept the default file folder, click “Next” to continue. The necessary files will now be
installed.
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Schlumberger Reflex 72 Releaze Hotes |

@ Inztallation iz complete. Do you want to view the Releaze Naotes file now?

5. Select “Yes” if you would like to view the Release Notes file or “No” if you do not.

Schlumberger Reflex 72 Installation Complete

The Schlumberger Feflex 72 smart card reader installation iz
complete.

Y'ou need to reboot the zpztem far the changes to take effect.

% es, | want to restart my cormputer now

= Mo, | will restart my computer |ater,

Remowve any dizks from their drives and then click Finish ta
complete Setup.

< Black I Finizh I

6. Click “Yes, I want to restart my computer now.” to complete the installation.
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6.3.4 Schlumberger Reflex USB Card Reader

The Schlumberger Reflex USB Card Reader is a Plug and Play Device. A USB Card Reader
will attach to the PC differently than a serial Card Reader. The USB Card Reader will connect to
your PC via the USB port located on the back of the PC.

Simply plug the card reader into the USB port as shown above.

NOTE: The Schlumberger Reflex USB Card Reader is NOT SUPPORTED on the Windows
NT platform.

After the card reader is connected, turn your PC on.
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6.3.4.1 Installation on Windows 2000 Platform

Found New Hardware

5LB ReflexSB SmartCard Reader

Installing ...

1. Once the Schlumberger USB Card Reader is plugged into the back of the PC, the Found
New Hardware Wizard should appear.

Found New Hardware Wizard

Welcome to the Found New Hardware
Wizard

This wizard helps vou install & dewice driver for a hardware
device.

To continue, click Next.

< Back I MNext » I Cancel |

2. Click “Next” to install a device driver for the Card Reader.
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Found New Hardware Wizard

Install Hardware Device Drivers N
A device driver is a software program that enables a hardware device to work with an

aperating system.

This wizard will complete the installation for this device:

@ SLE ReflexUSE SmartCard Reader

A device driver is a software program that makes a hardware device waork, Windows needs
driver files far your new device. Ta locate driver files and complete the installation click MNext.

YWhat do you want the wizard to do?
& Search for a suitable driver for my device (recommended)

 Dizplay a list of the known drivers for this device so that| can choose a spedific driver

< Back I INext > I Cancel |

3. The Found New Hardware Wizard will look for a device driver for this Card Reader.
Click the “Search for a suitable driver for my device (recommended)”. Click “Next” to
continue.

Found New Hardware Wizard =

Locate Driver Files
where do you want Windows to zearch far driver files?

Search for diiver filez for the following hardware device:

@ SLE RieflexSE SmartCard Readsr

The wizard searches for zuitable drivers in itg driver databaze on pour computer and in
any of the following optional search locations that you specify.

Ta start the zearch, click Mest. If you are searching on a floppy disk or CD-ROM drive.
ingert the floppy dizk ar CO before clicking Mext.

Optional zearch locations:

> [v CD-ROM diives
I™ Specify a location
[T Microsoft Windows Update

< Back I Mest » I Cancel |

4. Place the CD in the CD-ROM drive. Make sure “CD-ROM drives” is checked. Click
“Next™.
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Found New Hardware Wizard

Driver Files Search Results M
The wizard has finished searching for driver files far your hardware device.

The wizard found a driver for the fallowing device:

@ SLB ReflexJSB SrarCard Reader

‘Windows found a driver for this device, To install the driver Windows found, click Next.

@ dicac driversischlumbergenushbireflexushzk.inf

< Back | MNext > | Cancel |

5. The Wizard will find the driver on the CD-ROM. Click “Next” to continue.

Found New Hardware Wizard

Completing the Found New Hardware
Wizard

\> Reflex USE Smart Card Reader

Windows has finished installing the software for this dewvice.

To close this wizard, click Finish.

< Back | Finish I Cancel

6. Click “Finish” to complete the driver installation.
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6.3.4.2

Installation on Windows 98 Platform

Do not use the Plug & Play Installation on this Platform. .

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, Schlumberger folder, USB
folder. Double-click the ReflexUSB.exe icon in the USB folder. The Installation Wizard
will launch to begin the card reader installation.

Welcome

YWelcome to the Schiumberger Reflex USE smart card
reader inztallation.

It iz strongly re%mended that pou exit all Windows programs
before running thiz Setup progran.

Click Cancel to guit Setup and then cloze any programs pou
have running. Click Mext to continue with the Setup prograrm.

WARMIMG: Thiz program iz protected by copuright law and
international treaties.

nauthorized reproduction or distribution of thiz program. or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the masimurn extent poszible under law.

Cancel |

2. When the Welcome screen appears, click “Next”.
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Schlumberger Software Licenze Agreement I

Pleaze read the following licenze agreement. Lze the scroll bar to views the entire
agreememnt

rFleau:Ier Diriver Licenze Aareement ﬂ

Schlumberger ["Supplier''] Smart Card Reader Drivers
[the "Saftware'] that iz being made available ta you
["Customer'], iz provided in stiict accordance with
the following terms and conditions [the “Agreement').
By the act of using the Software, pou agree to and
accept the fallowing termz and conditions. IF pau

are not willing to accept and be bound by these
terms and conditions, then you are not authorized

to uze the Software. Your uze of the Software is
exprezzly made conditional on pour azzent to the
terms and conditions contained herein.

Do pou accept all af the terms of the preceding license agreement? IF zo,
click on the ez push button. IF you zelect Mo, Setup will close.

< Back Yes Ho |

3. Click “Yes” to accept the Software License Agreement.

Choosze Destination Location |

Setup will inztall the Reflex LISE zmart card reader documentation
and utilitiez in the following folder.

To inztall in thiz folder, click Hest.

Toinztall to a different folder, click Browse and select another
folder.

Y'ou can choose not to ingtall the Refles USE by clicking Cancel
to exit Setup.

-5 AReflex USE Smart Card Reader Browse...

=
by
|

" [Destination Folder

< Back Cancel

4. Accept the default file folder, click “Next” to continue.
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Schlumberger Reflex USB Release Motes

@ Inztallation iz complete. Do you want to view the Releaze Motes file now?

5. Select “Yes” if you would like to view the Release Notes file or “No” if you do not.

Schlumberger Aeflex USE Installation Complete

The Schlumberger Reflex JSE smart card reader installation iz
complete.

“t'ou need to reboot the system for the changes to take effect.

& Yes, | want to restart my computer nov,

™ Mo, | will restart my computer later,

Remove any dizks friom their d%&s and then click Finish to
complete Setup.

< Bk I Finizh I

6. Click the “Yes, | want to restart my computer now” radio button then Click “Finish” to
complete the installation.

63



Product Manager
Secure Electronic Transactions — Devices

6.3.5 Schlumberger Reflex PCMCIA Card Reader

The PCMCIA Card Reader will connect to your PC or laptop via the PCMCIA slot.

The PCMCIA slot in a standalone PC is shown above.

The PCMCIA slot in a laptop is shown above.

After the card reader is inserted in the PCMCIA slot, turn your PC on.
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6.3.5.1 Installation on Windows 2000 Platform

1. Shut down and turn off the computer.
2. Insert the PC card reader into an available PCMCIA slot.

3. Restart your computer.

The installation of the driver will take place without any prompting by the user if the device
driver software for the smart card reader is available. This driver is installed on the hard drive as
part of the Windows 2000 installation. This may take a few minutes.

\
2

4. You can confirm that installation has successfully taken place by the appearance of the
Unplug or Eject Hardware icon in the toolbar (shown above). Double-click this icon.

= Unplug or Eject Hardware 2=l

Select the device you want to unplug or gject, and then click Stop. When
Windows notifies you that it is zafe to do so unplug the device from your
cornputer.

Hardware devices:
2 = chlumberger Reflex 20 PCMCIA Smart Card Reader

Schlumberger Reflex 20 PCMCLA Smart Card Reader at CardBuz Shot 0

Properties | Stop |

[ Display device components

Iv Show Unplug/Eject icon on the taskbar Close |

5. The PCMCIA card reader will appear in the list of hardware devices in the Unplug or
Eject Hardware dialog box.
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6.3.5.2 Installation on Windows NT & 98 Platform

1. Place the CD in the CD-ROM drive. Browse the CD using My Computer. Navigate
through the following folders: Card Reader Drivers folder, Schlumberger folder, PCMCIA
folder. Double-click the Reflex4dNT&9x.exe icon in the PCMCIA folder. The Installation
Wizard will launch to begin the card reader installation.

Install Ed

Pleaze enzure that the Reflex 20 device
iz MOT inzerted in a PCMClA lat]

Cancel |

2. Ensure that the PCMCIA card reader is not inserted in the PCMCIA slot and click “OK”
to continue.

Ywelzome to the Schlumberger Reflex 20 smart card
reader inztallation

It iz ztrongly recommended that you exit all Windows programs
before running thiz Setup program.

Click Cancel to quit Setup and then close any programs you
hawe running. Click Mest to continue with the Setup program.

WARMIMNG: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction ar distribution of thiz program, or any
portian of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

Cancel |

3. When the Welcome screen appears, click “Next”.

66



Product Manager
Secure Electronic Transactions — Devices

Schlumberger 5oftware License Agreement E2

Pleaze read the following licenze agreement. Usze the scroll bar to view the entire
agreemenk

[Reader Driver Licenze Agreement ﬂ

Schlumberger ["'Supplier'] Smart Card Reader Crivers
[the "Software"] that iz being made awailable to pow
["Customer"'], is provided in strict accordance with
the following terms and conditions [the "Agreement'].
By the act of uzing the Software, pou agree ta and
accept the following termz and conditions. [F you

are not willing to accept and be bound by these
terms and conditionz, then you are not authonzed

to uze the Software. Your uze of the Software is
exprezzly made conditional on pour assent ta the
termz and conditions contained herein.

Do pow accept all of the terms of the preceding license agreement? If o,
click on the ez push button. If you select Mo, Setup will cloze.

£ Back Yes Ho |

4. Click “Yes” to accept the Software License Agreement.

Choose Destination Location E |

Setup will install the Reflex 20 smart card reader documentation
and utilities in the following folder.

To inztall in this folder, chck Next.

To inztall in a different folder, chck Browse and select another
falder.

You can chooze not to install the Reflex 20 by clicking Cancel to
exit Setup,

" Destination Folder

4 AReflex 20 Smart Card Reader Browse... |

¢ Back Cancel

5. Accept the default destination file folder, click “““Next™” to continue. The installation
program will install the necessary files.
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Information E2 |

@ Pleaze inzert the Reflex 20 in a PC Card slat to check the fimware wersion.

6. Please insert the PCMCIA card reader into the PCMCIA slot and click “OK” to check the
firmware vcrsion.

Information |

@ Reflex 20 reader firmware 1= curment,

7. Click “OK?” to continue with the installation.

Schlumberger Reflex 20 Releaze Hotes B

@ Inztallation iz complete. Do vou want to wiew the Releaze Motes file now?

8. Click “Yes” if you would like to view the Release Notes file. Click “No” if you do not.
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Schlumberger Reflex 20 Installation Complete

The Schlumberger Reflex 20 smart card reader ingtallation 1z
complete,

The system must be rebooted for the changes to take effect.

% e, | want bo restart my computer now.

" Mo, | will restart my computer later.

Remowve any disks from their dives, insert the Reflex 20
device, and then click Finish to complete Setup.

< Black I Finish I

9. Click “Yes, I want to restart my computer now.” radio button. Click “Finish” to
complete the installation.
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i Netscape SmartUpdate
Mew Office Document
Cpen Office Document

Windows Update

1 Programs

Documents

Settings

R Metwaork and Dial-up Connections
Printers
Help M Taskbar & Start Menu..,

Search

Rurn,..

ndows 2000 Professional

; Shut Down...

start| HE ST

| &welcome to A0, | B M SET-D-

1. Choose Control Panel from the Start-Settings menu
1 control Panel : ;Iglil
|

J File Edit “iew Favorites Tools Help i
| #=eack ~ = - @l | @oearch Tirolders (fHismry |5 I X o | E
| Address [ control Panel | P
- - = e . P L : .1
u m @
= Accessibility  Add/Remove  AddRemowe  Administrative  Date/Tirme Display
control Panel Options Hardware Prograrrs Tools
R W m A g
Provides systerm information and :@ Rﬂ
changes environment settings Fax Find Fast  Folder Options Fonts Game Internet
e Controllers Options
Windows 2000 Support .
7l s
= O © g
keyboard Mail Maose Netwark and Phone and  Power Options

Diakup Co...  Modem Options

-

i o -

® 2 4
Ny
Prifiers RealPlayer Regional Scanners and  Scheduled Sounds and
Options Carreras Tasks Multirmedia

@

Syrmantec y Users and
LiveUpdate Passwords

2. Choose System from the Control Panel window.
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System Properties : ﬂil

GenerallNetwurkldentificatiun Harchware | User Profiles Advancedl

—Hardware Wizard

The Hardware wizard helps you install, uninstall, repair. unplug,
eject. and configure your hardware.

Hardware Wizard. .. I

—Device Manager

The Device Manager lists all the hardware devices installed on
your computer. Use the Device Manager to change the properties
of any device.

Ciriver Signing... Device Manager... |

—Hardware Profiles

@ Hardware profiles provide away foryou to set up and stare
different hardware configurations.

Hardware Profiles.. |

Ok | Cancel | Aty |

3. Click the “Hardware” tab in the System Properties window. Once the Hardware tab is
visible, click the “Device Manager” button.
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+- t:._‘ Batteties
EI"- Computer

F-i— Disk, drives

EI"- Display adapters

-5} DVD{CD-ROM drives

H-5=4 Floppy disk controllers

H-1=0 Floppy disk drives

F-5=a IDE ATAJATAPI controllers

H-&s IEEE 1394 Bus host controllers
]ﬁa Keyboards

A7y Mice and other pointing devices
-3 Moritars

H- B8} Mebwaork adapters

ZICQ Cther devices

i3 PCMCIA adapters

:Iér: Parts (COM & LPT)

F]-- Smark card readers

EI"(EIE Sound, video and game controllers

EI-- Swskem devices

t-8 Universal Serial Bus controllers

g R O O O OO O g O O O O O o O o O o O O O |

4. The Device Manger window will appear. Scroll down through the list and find the Smart
Card Readers heading. Expand this menu choice by clicking on the “+”.
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8 Eatteries

Compuker

[+ Disk drives

Display adapters

-5} DYDJCD-ROM drives

--% Floppy disk controllers

--E Floppy disk drives

[#1-52y IDE ATAJATAFT contrallers
[#1-& IEEE 1394 Bus host controllers
fﬁ kevboards

[#1- %2 Mice and other pointing devices
Manikors

[+ B8 Metwork adapters

C@ Cther devices

[+ PCMCIA adapters

é Parts (COM & LPT)

El Smart card readers

——> @ SCR111 Serial SmartCard Reader
--CZHE Sound, video and game controllers
- System devices

-- Universal Serial Bus controllers

5. If the smart card reader is not installed properly, a yellow exclamation point will appear
next to the Smartcard reader. If the reader is installed properly the screen will look like the
one above.
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6.5 Obtaining and Installing Root Certificates

IMPORTANT NOTE:

For training purposes, we will be obtaining and installing 2 sets of Root Certificates. One
set is for use with the Test CACs in the Training Classroom. These Test Root Certificates
WILL NOT need to be installed during fielding of Card Readers and Middleware.

The second set of Root Certificates, the Live CAC Root Certificates, will be obtained from
the PKI webpage and saved on your Desktop. A simply installation procedure will follow.
Both sets of Root Certificates will need to be installed in order to use your CAC for
digitally signing and encrypting email during the Training class. Only the Live CAC Root
Certificates will need to be installed for Fielding purposes..

6.5.1 Obtaining and Installing Test CAC Root Certificates

J 4= Eack » = - | @53 Map Metwork Drive..,
Disconneck Mekwork Drive.. .

Synchronize. ..

J Address I My Netwark Places

i B | Folder Options. ..
= Add Metwark Entire Metwork 5
My Network Places Flace 0

LUse this folder to open files and
folders on ather computers and ko
install network, prinkers,

2. The “My Network Places” window will appear. Click on the “Tools” menu and choose
“Map Network Drive.”
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‘Windows can help vou conneck to a shared network Folder
and assign a drive letter to the connection sa that wou can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that vou want ko connect to:

Drrive: IF: j
Folder: I | j Browse. ., |
Example: Yiserverishare \

¥ Reconnect at logon

Connect using a different user name.

Create a shorkcut bo & Web Folder or FTP site,

= Back | Fimish | Cancel I

3. Choose “Browse” to browse the network for the drive you would like to map.

Browse For Folder - 2xl

Select & shared network Folder

My Metwork Places
Elwl'; Entire Metwork
El.rl"!' Microsoft Windows Metwork
&, Pki_dema

(0]:¢ | Cancel I NeanIderl

&

4. Click on the “+” sign to expand the menu next to “Pki_demo”.
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Select a shared network Folder

My Metwork Places
E‘{) Entire Metwork
E-rl'a' Microsoft Windows Metwork

B d
=) plidemao_pde
/ Student0s

-2 studento?

()¢ | Cancel | Mew Fu:ulu:lerl
v

5. Click on the “+” sign next to “Pkidemo_pdc” to expand this menu.

Select a shared network Folder

E‘%] Entire Mebwork ﬂ
EI.,I'" Microsoft Windows Metwork,
Elé Pki_demo

E Pkidemo_pdc
@' Add-ins
@ Address
@' Images
-2 MRS - M5 LA
28 NETLOGON
@' Resources

@' Smark Cards
@' tracking.log \ b
Printers

F-|---El ShudannA j

4 Ok, | Cancel | NeanIderl
4

6. Click on “Smart Cards” to highlight this folder and then click “OK”.
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Ko
Windows can help you connect ko a shared network Folder
and assign & drive letker to the connection so that vou can

access the Folder using My Computer,

Specify the drive letter For the connection and kthe Folder
that you wank ko connect ta:

Dirive: IF: j
Folder: I'l,'l,ijdemcu:ndclSmartCarcj Browse, ., |

Example: \\serverishare

¥ Reconnect at logon

Connect using a different Lser name,

Create a shortcut to a Web Folder or FTP site,

< Back I Finish I Cancel |

7. Click on “Finish” to complete the drive mapping.

=5 smart cards on 'Pkidemo_pdc” (F:) 2 - |D|ﬂ

J File Edt ‘iew Favortes Tools Help ﬁ

J ol v | @Search [, Folders gHistory |[|!S 0 % @ | i
Jnddress E Smatt cards on ‘Phidema_pdc' (F:) j ﬁ Go

S - 2 OO m0o 003

L CAC Drivers Clare oD Cert For 8] {8 Error colection Instal-Confi.,, LAB-Activiti,,, MIDDLE WARE
Smart cards on Live CAC Docs

'‘Pkidemo_pdc' (F:) D D D D \

This folder is Online.

Misceleneous M5 Smart Card  pictures Temp

Base Conpo. .
DOD Certs for DEY ActivCard S

File Folder

8. A new window will open containing the folders of the newly mapped drive. Double-
click the “DOD Certs for DEV ActivCard” folder.
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& DOD Certs for DEY ActivCard

J File Edit View Favarites Tools  Help

J s Back = = - | @Search L Folders @Histnry |E’ LE 5wy |[

| ddress |1 DOD Certs for DEY ActivCard

iColimbia Email; Columbia I Calumbia Root

DOD Certs for DEV . D=v_  Dev Dew
ActivCard

This folder is Online.

Select an item to view its
descriptian,

9. This folder contains the 3 Certificates that you will install for use with the Test CACs in
our Training environment.

& DOD Certs for DEY ActivCard

J File Edit “iew Favorites Tools Help

J S Back ~ = - | Qhsearch  LYFolders £ #History ||:|3 O % wy | Eq-

J Address II:I DD Cerks For DEY ActivCard

e Columbia Emal  Columbia [0 [Reiry _ Open i
DOD Certs for DEV D D il Install Certificate
ActivCard Make Available OFfline
Cipen With. ..
This folder i= Online.,
Send To 3
Columbia Root Devy
Security Certificate Cut
Copy

Modified: 2/19/2001 5:13 PM

Create Shorbouk

Size: 926 byt
e LE Delete

Attributes: Read-onky Rename

Properties

10. Right-click on the “Columbia Root Dev” certificate and choose “Install Certificate”
from the menu.
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Certificate Import Wizard Ky, x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From your disk to a
certificake skare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infaormation
used ko protect data or to establish secure network,
connections. A certificate stare is the syskem area where
certificates are kept,

To conkinue, dlick Mext,

< Back I Mexk = I Cancel |

11. The Certificate Import Wizard will launch. Click “Next” to continue with the installation
of the certificate.

Certificate Import Wizard : x|

Certificate Store

Certificate stores are syskem areas where certificates are kept,

windows can automatically select a certificate store, or wou can specify a location for
{* aukomatically select the certificate store based on the bype of certificate
{~ Place all certificates in the following stare

Certificate store:

Brawise, .. |

< Back I Mexk = I Cancel |

12. Make sure the “Automatically select the certificate store based on the type of
certificate” radio button is selected. Click “Next” to continue.
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Certificate Import Wizard I x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.

You have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Conkenk Certificate

< | |

< Back I Finish I Cancel |

13. Click “Finish” to complete the Root certificate installation.

Certificate Import W |

@ The impart was successful,

14. Click “OK” to close the Certificate Import Wizard.
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& DOD Certs for DEY ActivCard

JFiIe Edit  Wiew Fawvorites  Tools  Help

J = Back = = - | @Search L Folders @Histnry ||:E' 0 % | Ed-

J Address I[:I DOD Certs For DEY AckivCard

& Colurnbia Emnail Open
DOD Certs for DEV Dy 0 Install Certificate

ActivCard Make feailable OFfline
Open With. ..

This Folder is Online. 2
Send To k

Columbia ID Devw

Security Certificate Cuk

Modified: 2/19/2001 5:13 PM Copy

Size: 1,45 KB Create Shorbouk
Delete

Attributes: Read-only EEmEmE
Properties

15. Right-click on the “Columbia ID Dev” certificate and choose “Install Certificate” from
the menu. This certificate will install exactly like the last certificate.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From your disk to a
certificake skare,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and conkains information
used ko protect data of to establish secure netwark,
conneckions. & certificate store is the system area where
cettificates are kept,

To continue, click Mext,

= Back I ek = I Zancel |

16. Click “Next” to continue with the installation of the certificate.
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Certificate Import Wizard i x|

Certificate Store

Certificate stores are syskem areas where certificates are kepk,

Windows can automatically select a certificate store, or wou can specify a lacation Far
' Automatically select the certificate store based on the kype of certificate
" Place all certificates in the following store

Certificate stare;

Brawise. .. |

< Back I Mexk = I Cancel |

17. Make sure the “Automatically select the certificate store based on the type of
certificate” radio button is selected. Click “Next” to continue.

Certificate Import Wizard ke 5[

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selecked  Automatically determined by t
Cankent Certificate

J ol

= Back I Finish I Cancel |

18. Click “Finish” to complete the Root certificate installation.
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Certificate Import Wiza |

@ The impart was successful,

19. Click “OK” to close the Certificate Import Wizard.

& DOD Certs For DEY ActivCard

J File Edit ‘Wiew Fawvorites Tools  Help

J s=Back ~ =F - | Qhsearch [ Folders & #History ||:|B Oz = EE‘_"EJ|
|

Address II:I DD Cerks For DEY ActivCard

1 [
e Zolumbi:
DOD Certs for DEV D
ActivCard Make Available OFfling
Open With. ..
This Folder is Online.
Send To 3
Columbia Email Dey
Security Certificate cut
Copy

Modified: 2/19)2001 5:13 PM
Create Shorbcut

Size: 1,537 KB Delete

Atbributes: Read-only Rename

FProperties

20. Right-click on the “Columbia ID Dev” certificate and choose “Install Certificate” from

the menu. This certificate will install exactly like the last certificate.
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Certificate Import Wizard Ky, x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From your disk to a
certificake skare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infaormation
used ko protect data or to establish secure network,
connections. A certificate stare is the syskem area where
certificates are kept,

To conkinue, dlick Mext,

< Back I Mexk = I Cancel |

21. Click “Next” to continue with the installation of the certificate.

Certificate Import Wizard i x|

Certificate Store

Certificate stores are syskem areas where certificates are kepk,

Windows can automatically select a certificate store, or wou can specify a lacation Far
' Automatically select the certificate store based on the kype of certificate
" Place all certificates in the following store

Certificate store:

Brawise, .. |

< Back I ek = I Zancel |

22. Make sure the “Automatically select the certificate store based on the type of
certificate” radio button is selected. Click “Next” to continue.
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Certificate Import Wizard I x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.

You have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Conkenk Certificate

< | |

< Back I Finish I Cancel |

23. Click “Finish” to complete the Root certificate installation.

Certificate Import W |

@ The impart was successful,

24. Click “OK” to close the Certificate Import Wizard.
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&0 DOD Certs for DEY ActivCard

J File  Edit ‘iew Faworibes  Tools  Help

J = Back » = - | Qsearch [ Folders  C#History | e g ) |

J Address I_I DOD Cerks For DEY &ctivCard

]

DOD Certs for DEV

ActivCard Make Available Offline
Open ‘With. ..
This Folder is Online.
Send To 3
Columbia Email Dey
Security Certificate Cut
Copy

Modified: 2/19/2001 5:13 PM

Create Shorkeut

Size: 1.37 KB Delate
Attributes: Read-only Rename
Properties

25. Right-click on the “Columbia E-mail Dev” certificate and choose “Install Certificate”
from the menu. This certificate will install exactly like the last certificate.

Certificate Import Wizard i x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used ko protect data of to establish secure netwark,
conneckions. & certificate store is the system area where
cettificates are kept,

To continue, click Mext,

= Back I ek = I Zancel |

26. Click “Next” to continue with the installation of the certificate.
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Certificate Import Wizard i x|

Certificate Store

Certificate stores are syskem areas where certificates are kepk,

Windows can automatically select a certificate store, or wou can specify a lacation Far
' Automatically select the certificate store based on the kype of certificate
" Place all certificates in the following store

Certificate stare;

Brawise. .. |

< Back I Mexk = I Cancel |

27. Make sure the “Automatically select the certificate store based on the type of
certificate” radio button is selected. Click “Next” to continue.

Certificate Import Wizard ke 5[

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selecked  Automatically determined by t
Cankent Certificate

J ol

= Back I Finish I Cancel |

28. Click “Finish” to complete the Root certificate installation.
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Certificate Import Wizar |

@ The impart was successful,

29. Click “OK” to close the Certificate Import Wizard.

You have now successfully obtained and installed all 3 Test CAC Certificates.

6.5.2 Obtaining Root Certificates

‘R DoD Class 3 PKI - Home Page - N ft Initernet o _ |3 x|
‘ File Edit \iew Favorites Tools Help ﬁ
‘@_#_@ﬁ@@‘%vég,”
Back Foryward Stop  Refresh  Home Search Favorites  History Ilail Print Edit
IAddrs{j@s |@ http: //dadpki.c3pki.den.disa. mil LI G0 HLiﬁkS £
PKI H e
Topics
. Regues_
an Il
Identity DoD Class 3
Certific
+ Reques .
i, Public Key Infrastructure (PKI)
Server _
_‘I—nl ‘.r; h o 8 T ﬂ
‘@ Dohe ’7 FI@ Internet ,é

1. Start Internet Explorer and connect to PKI home page:
http://dodpki.c3pki.chamb.disa.mil or http://dodpki.c3pki.den.disa.mil
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=8 DoD Class 3 PKI - Home Pag

File Edit “iew Favorites Tools H

% E R <

Back | Forward Stop

Refre

Address I@ htip:/fdodpki.c3pki.den.disa.

PKI Topics

« Request an

Identity
Certificate

+ Request a Server
Certificate

¢ Search the

Identity
Directory Server

¢ Search the Email
Directory Server

o Frequently
Asked Questions

+« Download Root
CA Certificates

2. Click the “Download Root CA Certificates” link on the left side of the webpage.
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24 DoD Class 3 PKI - Obtaining the Root GA Certificate : o _ A x|
JFiIe Edit View Favorites Tools Help |ﬁ
Jé,%*,@ﬁaﬁﬁ‘%'ég z

Back Forward Stop Refresh  Home Search Favorites  History Mzl Print Edit
JAddress I@ https i/ /ca-4.c3pki.den.disa. milregql.html Ll @G0 |J|_iﬁk5 ==
F S

If you see a window stating "The certificate that you are trying to
download already exists in your database," click "OK" and
continue.

After reading the above instructions, click on Download Class 3
Root CA Certilicate.

Then repeat by clicking on Download Medium Assurance Root
CA Certificate.

ﬂj li I@ ’a Internet 4

3. The User Registration page will appear. Scroll down to the bottom of the page and click
“Download Class 3 Root CA Certificate”.

FileNDownload X

“'ou hawe chosen to download a file from this location.

dodroot.cer from ca-4.c3pki.den.disa.mil

YW'hat would you like to do with this file?

 Qpen this file fram its current location
* Save this file to disk

v Always ask before opening this type of file

Dk | Cancel | kare Infa |

4. Click the “Save this file to disk” radio button. Click “OK” to continue.
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b

@My Documents
@,My Computer
My Network Places
| IMicole

1 abtain with IE

dodroot.F7E LI Sawve I

Sawve as type: ISecurity Certificate LI Cancel

File name;

e

5. Select your Desktop and ensure file name is DODROQOT.P7B click “Save”.

Download complete L _ 3] x|

v
% Download Camplete

Sawved:
dodroot.cer from ca-4.c3pki.den.disa.mil

Downloaded: 681 EBIn1 sec

Diownload to: CADocuments and Settingst,.. \dodroot.F7B

Transfer rate: £.681 KB/Sec

[ Close this dialog box when download completes -

/
Open | OpenFDIderl Close |

6. When you receive this message that the download is complete, click “Close.”
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<3 DoD Class 3 PKI - Obtaining the Root CA Certificate - Microsoft Ij‘ -] | O |£|

J File Edit “iew Favorites Tools Help i
j@,»,@ﬁ@@a®|%v§@,”

Back Faryyard Stop Refresh  Home Search Favorites History Mail Print Edit
Jf—‘\ddress I@ https 1/ /ca-4.c3pki.den.disa. mil/regl.html LI G0 “I_imks i

[

If you see a window stating "The certificate that you are trying to
download already exists in your database,"” click "OK' and
cofitinue.

After reading the above instructions, click on Download Class 3
Root CA Certificate.

Then repeat by clicking on Download Medium Assurance Root
CA Certificate.

@ _ ’7 ’@ Ia Internet v

7. You will be returned to the User Registration page. Click “Download Medium
Assurance Root CA Certificate”

2| X

Sawve in: |:ﬁ Desktop LI

@M\; Docurments
@,M\; Computer

SR My Metwork Places
_Micole

1 obtain with IE

Filz name: l:i odrootmed. P7B LI Save |

Sawve as tpe: ISen:urity Certificate LI Cancel

“

8. Select your Desktop and ensure file name is DODROOTMED.P7B and click “Save”.
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Download coyplete - ||:| |i|

i ¥

= Download Complete

Saved:
dodrootmed.cer from ca-4.c3pki.den.disa.mil

Downloaded: 48 KB in1 sec

Diownload to: ChDocuments and Setti. \dodrootmed. P7B

Transfer rate: 458 KB/Sec

[ Close this dislog boxwhen download completes /

Open Open Folder | Close I

9. When you receive the message that the download is complete, click “Close”.

‘3 DoD Class 3 PKI - Obtaining the Root CA Certificate - Micr o-| - |O] x|
J File Edit “iew Favoribes Tools  Help ﬁ \

« _ = _ @ 2 a @ @ | B & =9 . =

Back Farwyard Stop Refresh  Home Search Faworites History Mail Print Edit
JAddl’eSS I@ https://ca-4.c3pki.den. disa. mil/regl.htm] LI &GO “ Links >
rs

If you see a window stating "The certificate that you are trying to
download already exists in your database,"” click "€©K' and
cofitinue.

After reading the above instructions, click on Download Class 3
Root CA Certificate.

Then repeat by clicking on Download Medium Assurance Root
CA Certificate.

.@ ’7 ’@ Ia Internet v

10. Certificate download is now complete. Click the “X” to close the window.
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6.5.3 Installing Root Certificates

% (Ta"!n gi"”rl -

dodroot \

Ex [_lll rer

dodrootmed

1. There should be 2 certificates saved on your desktop: DODROOT.P7B and
DODROOTMED.P7B.

Cpen Wiith
5 Add to Zip

®w

= 3] Add to dodroot.zip
dodro

Send To

Cut
Copy

Create Shortout
Delete
Rename

Properties

2. For Outlook 2000 users: Right-click DODROOT.P7B and choose “Install Certificate”.

For Outlook 98 users, Double-click the Certificate icon and the Installation Wizard will
begin.
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x|

Welcome to the Certificate
Import Wizard

This wizard helps you copy certificates, cerfificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

& certificate, which is issued by a certification authority,
is & confirmation of your identity and contains

infor mation used to protect data or to establish secure
network connections, & certificate store is the system
area where certificates are kept.

To continue, click Mext,

Cancel

< Back

Certificate Import Wizard i'

Certificate Store
Certificate stores are system areas where certificates are kept.

Wiindows can automatically select a certificate store, or you can specify a location

&+ mummatically select the certificate store based on the type of certificate!

= Place all certificates in the following store

Certificate store:

Erowse, .. |

< Back I Mext = I Cancel |

4. Accept the default of “Automatically select the certificate store based on the type of

certificate” radio button. Click “Next”.
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i X|

Completing the Certificate
Import Wizard

Certificate Import Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the following settings:

Certificate Store Selected  Automatically determined by -
Comtent PKCS #7 Certificates

File Mame AMhdodroot.p?h

. | I

<pack | Finish | Cancel |

5. Click “Finish” to complete the DODROQOT certificate import.

Certificate Import; il

@ The import was successful,

6. The Certificate Import Wizard should display this message stating the import was
successful. Click “OK”.
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dodro

Open YWith
i add to Zip
3l &dd to dodrootmed.zip

Send To

Cut
Copy

Create Shorfout
Delets
Rename

Properties

7. For Outlook 2000 users, Right click DODROOTMED.P7B and choose “Install
Certificate”.

For Outlook 98 users, Double-click the icon and the Installation Wizard will begin.

Certificate Import Wizard il

Welcome to the Certificate
Import Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority,
is & confirmation of your identity and contains
information used to protect data or o establish secure
retwork connections, A certificate store is the system
area where certificates are kept.

To continue, click Mext,

= Back I MNext = I Cancel

8. The Certificate Import Wizard will start. Click “Next”.
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Certificate Import Wizard il

Certificate Store

Certificate stores are system areas where certificates are kept.

Wiindows can automatically select a certificate store, or you can specify a location

& mutnmatically select the certificate store hased on the type of certificate;

" Place all certificates in the following store

Certificate store:

Browse, ., |

<= Back I Mext = I Cancel |

9. Accept the default of “Automatically select the certificate store based on the type of
certificate” and then click “*“Next””.

Certificate Import Wizard E il

Completing the Certificate
Import Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:

Certificate Store Selected  Automatically determined by -
Comtent PKCS #7 Certificates

File Mame & hdodrootmed.p?h

=< Back . Finish | Cancel |

10. Click “Finish” to complete the DODROOTMED certificate import.

98



Product Manager
Secure Electronic Transactions — Devices

@ The import was successful,

11. The Certificate Import Wizard should display this message stating the import was
successful. Click “OK”.

6.6 Registering CAC PKI Certificates

SEONIQIB LD 11w

/

1. Double click the ActivCard icon (looks like a smart card reader) displayed in the
Windows SysTray or run ActivCard Gold Utilities from the Windows Start/Programs
menu. The ActivCard icon was placed in the SysTray during the ActivCard 2.0
Middleware installation.

' -ActivCard Gold Utilities ><|
File Tools Help [%
Smar Card Content IAdmin Sewerl
£ My Card
[ =
Insert Smart Card ] ><|
@ Flease insert one of the following smart cards: ActivCard Gold

(Schlumberger Cryptoflex 16K, ActivCard Gold | ActivCard Gold

cactivCard Gald | ActivCard Gaold . ActivCard Gold (Oberthur

8] ¢ | Cancel I Details »>

|raE @t Add. Delete Froperies |

Close |

2. After launching the ActivCard Gold Utilities, insert your CAC into the smart card reader.
The “OK” button will be highlighted once the CAC is recognized by the card reader.
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Insert Smart Card il

Q A sman card has been selected. Press OK to continue.

’TI ............ = Details >>

3. Click “OK” to continue.

ActivCard Gold - Enter PIN

Q Enter FIMN code:
Dk I Cancel |

4. You will be prompted to provide a PIN (personal identification number). This PIN was
chosen when the CAC was issued. Enter the PIN and click “OK”,

T ActivCard Gold Utilities a x|

Eile Tools Help

Smant Card Content | Admin Serverl

5 PIN
£ Quick Fill

@=-£3 Digital Cerificates

[, Al Delate Properies |

Close

5. The ActivCard Gold Utilities window will appear.
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x|

Eile Toolz Help

Smart Card Content | Admin Sewerl

-2 Ief gital Certificates

Impar... A Delete Froperies |

Close

6. Click the “+ sign” to expand the Digital Certificates folder so the certificates on the CAC
can be viewed.

- ; Free 1
i, ActivCard Gold Utilities ; ll

Eile Tools Help

Smart Card Content | Admin Sewerl

=0 Digital Certificates

-4y Certificate - BAKER-Identity
¥ ¥ Cortificate - Encryption Certificate
- & Cerificate - Signature Cenificate

IFiport... Al Delete Froperties |

Close

7. Highlight a certificate and click “Properties” to verify details of the certificates.
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Certificate Properties il

& Infarmation about your certificate

¥ Setas defaultforWindows 2000 Login

Property | “alue -
Subject CMN=BAKERMICOLE.M.T...

Issuer CH=DO0D CLASS 3 CALC ..

Yalid fram ke 4 15:29:36 2001 GMT

Walid until Mary 315:29:36 2004 GMT

Key length 1024 bits

Fingerprint 60 CB 8F 59 0A4CB251 ..

Serial Number 2B bR LI

—Werify

To check cedificate validity... “arify |

] I Cancel |

8. Click “Verify” to verify the Certificate.
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Certificate Properties

3 Information about wour cedificate

¥ Setas default forWindows 2000 Laogin

x|

Property I Walue I
Subject CH=BAKER.MICOLE .M. ...

lzsuer CH=D0D CLASS 3 CAC .

“alid from blay 4 15:29:36 EQ'I GhT

“alid until 4

Key length ActivCard X |

Fingergrint )
Serial Mumber G.)\Certiﬂcate successfully verified!

O |

—Warify

To check cerificate validity. . arify

~,

(0] | Cancel |

9. Once verification is complete, click "OK” to close the Verification message. Close the
Properties window by clicking “OK”. You may do this for each of the Certificates.

. ActivCard Gold Utilities

File | Tools Help

Change PIM...

er
Unlack Card... |

S

—  ResstCard...
£

Certificates... ‘

l_l TETHOTE oG

=0 Digital Cerificates

i Certificate - BAKER-Identity

i Certificate - Encryption Certificate
-y Cerificate - Signature Carificate

| art... Al Delete

. Properties

Close |

10. To register all Certificates, click the “Tools” menu then click “Register Certificates”.
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ActivCard Gold Utilities x|

@ This operation will allow wou o use from this machine the certificates already stored in the card. This will not expart your
private key from the card to the PC but just public information including the digital certificates.
This operation needs to be done in the following cases:
-Yiou download a certificate from another machine,
-¥ou downloaded the certificate in another application than the one vou plan to use (download in Netscape browser and use

in Microsoft Internet Explorer for exarmple).

Ewen if the operation is not needed this operation will insure access o all the cerfificates downloaded in the card.
Do you wish to procesd?

11. Click “Yes” to proceed.

@ Certificate installation has been done

12. To complete Certificate installation click “OK”.
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NOTE: The use of the Network Login feature will be determined by Site/DOIM/Unit policy.

- - e i
i ActivCard Gold Utilities . il

File Tools Help

Smart Card Content | Admin Serverl

3 Quick Fill
B 2] etwork Login
—=-10 Digital Certificates

[Fripart.. Adld... Delete Propetties |

Close

13. To configure Network Login, click the “Network Login” folder then click “Add”.
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3 x|

File Tools Help

Srnart Card Content |Admin Sewerl

@ hdy Card
Ly PN Select item to add b4 |
{20 Quick Fill
e Network |

Windows NT Login
Wlindows Dial-lJp

-3 Digital Ce

Ok I Cancel |

Impart.. | Add. . | Delete | Properties |

Close |

14. Highlight “Windows NT Login” then click “OK”.

106



Product Manager
Secure Electronic Transactions — Devices

Windows Network Login

=
é Infarmation about your Windows MNT Login credentials

[ Enable Quick Fill

X

— General Infarmation

Usermarme: > Ibakern

Domain: _— Ipmdmgarmy

Define workstation behaviour upon card remowval
Pindows NT/2000 only)

¥ Unlock only with smart card

— Passwaord

' Password is user defined (static password)

I

Password: >

I

Confirm: >

! Password|is managed by & server [dynamic password)

SERER e

15. Enter Username, Domain and Password information. This information will be the
Username, Password and Domain used for normal network login. Retype password to

confirm it is correct.

*One of the features of Network Login for Windows 2000 & NT is the option to define
the workstation behavior upon removal of the smart card from the card reader. If the
option “Lock workstation’ is selected from the drop-down menu, when the smart card is
removed from the card reader the workstation will lock. If the box next to “Unlock only
with smart card” is checked the workstation can only be unlocked by re-inserting the

smart card and entering the PIN number.
Click “OK” to close window.
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L ActivCard Gold Utilities 1 X/

File Tools Help

Smart Card Content |Admin Sewerl

20 Quick Fill

--{:I Metwark Login
&1 Digital Certificates

|mper... | Add.. Delete Froperties |

Cloze |

16. Click “Close” to complete configuration.

6.7 Configure Outlook 98/2000 Client Security Profile

1. Open Microsoft Outlook 98/2000.

Inbox - Microsoft Outlook
J Eile Edit “iew Faworites | Tools Actions Help
J Mew ~ | S | By X | & Synchronize »

Outiook Shart... m Address Book,..  CrhShift+e

Falder List (£ Rules Wizard...

=G Outh (3 Empty "Deleted Items" Folder

Services. ..

Options. ..

2. Inthe “Tools” pull-down menu, select the “Options” menu item.
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2|

Preferencesl Mail Services | Mail Format | Spelling  Security |O1her I Delegatesl

Secure e-mail

% ™ Encrypt contents and attachments for outgoing messages:

™ add digital signature to outgoing messages

V¥ Send clear text signed message

Default Security Setting: INicoIe Baker - |

Change Settings...

Secure content
Security zones allow you to customize whether scripts and active

content can be run in HTML messages. Select the Microsoft
Internet Explorer security zone to use,

Zone: |£® Intermet = | Zone Settings. .. |

Attachment Security... |

Digital IDs (Certificates)

% Digital IDs or Certificates are documents that allow you to prove your
2 identity in electronic transactions.

Import/Export Digital ID... | Get a Digital ID... |

’TI Cancel | Aaply |

3. The Options window will appear. Click on the Security tab.

Once the Security tab appears, click on the “Change Settings™ button.
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Change Security Settings

Security Setting

> Security Settings Name: I Micole Baker

) Secure Message Format: |5 AWIIMVIE

™ Default Security Setting for this Secure Message Format

I” | Default Security Setting for alllsecure messages

ey Delete | Paszsword..., |

Certificates and Algarithms

Signing Certificate: IB.&KER.NICOLE.M;’-‘«RGUERITE.124 Choose. . |
Hash Algarithrm: ISHAl LI
Encryption Certificate: IE-.&KER.NICOLE.M!—‘«RGUERITE.124 Choose... |
Encryption algorithm: |3DES LI
¥ Send these certificates with signed messages

K I Cancel |

4. Inthe Change Security Settings window, type your name in the Security Settings Name
field. Choose S/IMIME from the drop-down menu in the Secure Message Format field.
Click the “Choose” button to the right of Signing Certificate.

Select Certificate

Select the certificate you want to use.

/

2Ix|

Issued to Issued b Intended ... | Friendly f... | Ex
BAKER.... DOD C MAIL CA <All= Mone 543,
ElpakER.... DOD CLASS 3 CAC CA A [ES Mone 5/3,
. | B
0K I Cancel | Yiew Certificate |
5. Inthe Select Certificate window, identify the correct certificate by examining the Issued

By column. Highlight the Certificates issued by the DoD Class 3 CAC Email CA. Click
the *“OK” button to continue.

110



Product Manager
Secure Electronic Transactions — Devices

Change Security Settings

Security Setting

2| x]

Security Settings Mame: INiCD|E Baker

Secure Message Format: ISNIME

v Default Security Setting for this Secure Message Format

¥ Default Security Setting for all secure messages

W=

=
=

Delete | Pazeward, .,

Certificates and Algorithms

Signing Certificate: I BAKER.NICOLE.M, 1247205442

Hash Algorithm: ISHAl

Encryption Certificate: I

Encryption algorithm: IDES

=1

V¥ Send these certificates with signed messages

|

Choose... |

Cancel |

6. You will be returned to the Change Security Settings screen. Ensure that SHAL is
selected in the Hash Algorithm drop down menu. If it is not, click on the drop down

menu and select “SHA1”.
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by

Security Setting

Security Settings Mame: | gl=a]iEN=ELCly LI
Secure Message Format: ISNIME LI
v Default Security Setting for this Secure Message Format
v Default Security Setting for all secure messages
ey Delete | Passwmrd, . |

Certificates and Algorithms

Signing Certificate: I BAKER.MNICOLE.M. 1247205442 Choose. .. |

Hash Algoritirm: ISHAl - |
Encryption Certificate: IBAKER.NICOLE.M.124?205442 Choose... |V\
Encryption algorithm: IDES - |

v Send these certificates with signed messages

ik, I Cancel |

7. Inthe Change Security Settings window, click the “Choose” button to the right of
Encryption Certificate.

Select Certificate - 2| x|

Select the certificate you want to use.

Issued to Issued by Intended ... | Friendly n... | Bxp
B&KER.... DOD Cl 42 EMAIL Ca <hll= Mane

< | a
Ok | Cancel | Yiew Certificate |

8. Inthe Select Certificate window, identify the correct certificate by examining the Issued
By column. Highlight the Certificate issued by DoD Class 3 CAC Email CA. Click “OK.”
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Change Security Settings

Security Setting

Security Settings Name: INiCD|E Baker

Secure Message Format: ISﬂWIME

v Default Security Setting for this Secure Message Format

v Default Security Setting for all secure messages

Teny Delet=

| Bassyward...

Certificates and Algorithims

Signing Certificate:

I BAKER . MICOLE. M. 1247205442 Choose...

—

Hash Algorithm: ISHAl

Encryption Certificate: I BAKER . MICOLE. M. 1247205442

—

Encryption Algorithm: |3DES

V¥ Send these certifica]RC2 (128-bit)
DES
B2 {40-bit)

| =iy Cancel

Choose. .. |
<

9. Ensure 3DES is selected in the Encryption Algorithm drop down menu. If not, select
3DES from the menu.

Change Security Settings

Security Setting

7 x|

Hicole Baker

Security Settings Name:

Secure Massage Format: ISKMIME

—p W Default Security Setting for this Secure Message Format

W Default Security Setting for all secure messages
— i ty =] =]

RETY Delete

B

| Fassward...

Certificates and Algorithms

Signing Certificate: I BAKER . MICOLE M, 1247205442

=
Encryption Certificate: | BAKER.MICOLE. I, 1247205442

[

Hash Algoritim: ISHAl

Encryption Algorithm: IBDES
v Send these certificates with signed messages

o]

Zancel

Choose. .. |

Choose. .. |

10. Make sure both boxes are checked under Security Setting Preferences. Click “OK™ to

continue.
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Options ilil

Preferences I Mail Services | Mail Format | Spelling  Security |O1her I Delegates I

SecLre e-mail
% ™ Encrypt contents and attachments for outgoing messages

/ V¥ Send clear text signed message

Default Security Setting:  [Micole Baker hd |

Change Settings. .. |

Secure content

Security zones allow you to customize whether scripts and active
content can be run in HTML messages. Select the Microsoft
Internet Explarer security zone to use.

Zone: I" Internet - | Zone Settings... |

Attachment Security... |

Digital IDs {Certificates)

% Digital IDs or Certificates are documents that allow you to prove your
A identity in electronic transactions.

Import/Export Digital 10... | Get 3 Digital ID. .. |

(0]4 I Cancel | Apply |

11. You will be returned to the Options window showing the Security tab. Enable the check
box next to “Add digital signature to outgoing messages”. This will automatically sign every
message you send. Ensure that the “Send clear text signed message™ check box is also
enabled.

12. Click “OK” button to close the window.

Adding Signing and Encrypting lcons to the Toolbar

An optional step is to add Signing and Encrypting icons to your toolbar.

114



Product Manager

Secure Electronic Transactions — Devices

JEiIe Edit Yiew Faworites Tools Actions Help

Bl New ~

& | S | GyReply RReply to A1l W& Forward ‘ (A Send/Receive ‘ EoFind %5 0rganize | [E&:

Folder List

-8 Calendar
-2 Contacts

-3 Deleted Items
5B Drafts

-4 Inbox

3 Journal

.@ Motes
-5 Cutbax

-5 Sent Thems
iy Tacks

=% Personal Folders
----- 3 Calendar

----- 3 Deleted Items
..... 5B Drafts

£ Inhax

. (B Ft Eustis

=55 Outlook Today - [Mailbox - | .

-

e DODDDELed DOy

Johnsen, Sterling ...
Johnsen, Sterling ...
Johnsen, Sterling ...
Soto, Joe F SET-D...
Elliott, Shawn SET...
Johnsen, Sterling ...
Hackett, Tanva SE...
Schultz, Jean
Devkes, Dave

Elliott, Shawn SET...
Elliott, Shawn SET...
Barranco, Happy
Baker, Micole SET-...
Schultz, Jean
Mitchizll, Armi OMSD
Baker, Micole SET-...

Training Meeting of Friday, 8 June
RE: CBT Toolkit

SEAT Training

RE: SET-D arder for Dell C800 and ot
Fi: Thursday presentation info

Staff Meeting June 28

DISa CBT

Fi: Candidate from Washingtonlobs,
Logitech Products TrackManfont size
Fi\: SET-D arder for Dell C800 and o
RE: CAC/PKI CBT

RE: CAC/PKI CBT

CAC/PKI CBT

PED STAMIS Employes of the Year
Kelly Rindfusz

1. Open a New Mail Message by clicking the “New” button in the top left of the Outlook

window.

B Untitled - Message (Rich Text)

JEiIe Edit | Wiew Insert Format Tools Actions Help

'3 | v |Ogtic:n

@ .

-AlBru =

kL
m—

Il
1

| i=1gend | Previous P L| E] | £,
Jﬁrial Megt Yo
Options. ..
To... - |
| v Standard
cc e :
« Formatting
Subject: I Clipboard

2. Once the New Mail Message opens, click “View”, choose Toolbars, then Customize.
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JFiIe Edit “Wiew Insert Format Tools Actions Help

J Arial

|ID

-SEnd|E§|¢'ﬂa E|% 1] |.E¢| ' l|?|.0gtlnns

}
=
by
=
Il
il
i
i
[T
mr
Tha}
m—
4

Subject: |

Toobars  Commands | Options |

Categories: Commands:

Farmat e | 1= Send -
Toolks =

Actions e

Help &5 Print

Macros L cut

(Meru Bar o

Standard Copy

Formatting ER, Paste

Farm Design 5

i « | |[E& Signature 3 Ll

Selected command:

Description

Iviodify Selection ™

o)

Cloge

3. Make sure the Commands tab is chosen. Click “Standard” under the Categories: menu.
Scroll through the list of choices under the Commands menu. Look for the “Encrypt
Message Contents and Attachments” icon and the “Digitally Sign Message™ icon in the
menu choices.

NOTE: If the “Encrypt Message Contents and Attachments” icon and the “Digitally
Sign Message icon are NOT present in this menu, you may have MS Word selected as
your Email Editor. When this option is chosen, you cannot customize the toolbar with
the Signing and Encrypting icons. Complete the additional steps below to turn off this
functionality and then place the icons on your toolbar.

If the icons are in the Commands menu, continue to #4.
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To turn off MS Word as an Email Editor:

Inbox - Microsoft Outlook
J File Edit “iew Favorites | Tools Actions Help
Jﬂew ~| & ‘ [ ™ ‘ o Synchronize

Outlack Shart., . m Address Book.,,  Cir+Shift+B

Folder List ©2 Empty "Deleted tems" Folder

B Outl

]5?3 C Services...
R Customize. ..
O Options...
@ O ¥
% ;IDLJI'I"IEH > iy
| Lehiman,
-G Notes ;
= Hill, Char
B Outhax . Gt

In the “Tools” pull-down menu, select the “Options” menu item.

2| x|

Preferences |Mai| Services | Mail Format Spellingl Securityl Other I Delegatesl

E-mail

Change the appearance of messages and the way they are handled,

| E-mail Options. .. I

Calendar

Customize the appearance of the Calendar,

v Default reminder: |15 minutes vl Calendar Options... |

Change the appearance of tasks,
Reminder time: IEI:EID A hd | Task Options... |

Tasks

Contacts
-"‘E Change default settings for contact and journal.

Contact Options... | Journal Options. .. |
Motes

Change the appearance of notes,

Mote Cptions... |

ik Cancel | Ay

Click the “Mail Format” tab.
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Preferencesl Mail Services  Mail Format |Spe|ling| Securit\;l Other | Delegatesl

Message format
Choose a format for outgoing mail and change advanced settings.

Send in this message format: IMichSDFt Outlook Rich Text - |

— ¥ Use Microsoft Word to edit e-mail messages

™| Send pictures from, the Intermet International Cptions. .. |

Stationery and Fonts
% Change these options in Microsoft Word.

Uze this stationery by default: I{NDI“IE.‘} - |

Fants, .. | Stationery Picker, .. |

Signature
% Change these options in Microsoft Word,

Lise this Signature by default: I{Nune> - |

¥ Don't use when replying or forwarding Signature Picker. ., |

2x

(04 | Cancel |

Apply

Uncheck the box next to “Use Microsoft Word to edit my e-mail messages”. Click “OK” to

close the window.

Continue with the following instructions to place the Signing and Encrypting Icons on your

toolbar.
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JFiIe Edit Wiew Insert Format Tools Actions Help

ECEEE L P L

. Ogtlons. e

= i

| ariail ‘10 ‘A|BIU|—

it

Toolbars  Commands | Options | | E—

Subject:
I Categories: Comrmands:
Farmat :I ¥ Importance; High :I
Tools
s 4 Importance: Low
Help ¥ Flag for Faollow Un., .,
macrug Options. ..
eri Bar
Standard e Contents and At
Formatting 84 Digitally Sign Message
Farm Design : -
e = [2) Microsoft Outlogk Help

Selected command:

Description | Medify Selection |

o

4. Scroll through the list of commands. Click on “Encrypt Message Contents and
Attachments.”
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V'd

|=eend & $ 2@ B0 B8 ! 4| v Eomms. D[

|
-l -JAlB 7 u|l===;

Ll | Customize : ﬂil —

Toolbars  Commands | Options |

..

]
]
[Tkl

Subject:
| Categories: Commands:

Farmat :l ¥ Importance; High :l
Tools
Artioris 4 Importance: Low
Help ¥ Flag for Fallow Un,.,
Macros Optians...
IMenu Bar .
Standard 4 Encrypt Message Contents and Ath
Formatting 8 Digitally Sign Message
Farm Design . =
P = [2) Microsoft Cutlogk Help

Selected command:
Description | Modify Selection ™ |

o

5. Drag and drop this icon on top of your toolbar.
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JEiIe Edit “Wiew Insert Format Tools Actions Help

|z HG $ 2R B0 @8

'ty

| Options. ..

Il
111
A
i
¥
M —

| rial o ~|AB7U|EE |
To... |
| Customize ?l Xl
Ce.. ||
I Toolars  Commands | Options |
Subject:
Categories: Commands:
Farmat ;l ! Importance: High :l
Tools 11 e
Actions mportance: Low
Help ¥ Flag for Follow Up...
Macros Options. ..,
Menu Bar

Standard
Farmatting
Farm Design
Mewy Menu

Selected command:

Description

| [Wodify. Selection. © |

) Encrypt Message Contents and Att

& Digitally Sign Message
[2) Microsoft Outlook Help v

o)

Cloge

6. Click on “Digitally Sign Message”.
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JFiIe Edit “Wiew Insert Format Tools Actions Help

0

] =] =

-

J Arial

|ID

J.Send|ﬂ§|c'ﬂ; E|% 1] |. E¢| ! l|?|.0gtlnns..

|A‘BIU|—

ity
mr
k|
m—

-

Subject: I

Customize

Toolhars  Commands | Options |

Categories: Commands:

Farmat - | ! Importance: High - |
Toals 11 o

Actions mpartance: Low

Help ‘F Flag for Follow Up...

Macros 33 Options. ..

enu Bar

Standard

Faormatting ¥ Digitally Sign Message
Ez:mmMD;nSLngn — (2] Microsoft Outlook Help
Selected command:

Descrigtion | Modify Selection ™ |

i Encrypt Message Contents and Att

o)

Cloge

7. Drag and drop this icon onto your toolbar.

8. Click “Close”.
Both icons should appear on this toolbar every time you open a New Mail Message.
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7  Functional Training Scenarios

7.1 Sending and Receiving Digitally Signed and Encrypted Email

7.1.1 Sending Email

Inbox - Microsoft Outlook

JEiIe Edit Wiew Favorites Tools Actions Help

J New ~ | S | (% X | €oReply Reply to All W& Forward | = Send/Receive
Folder List x| :||'_“||?|Q|Fr|:|m
=4 outlook Today - [Mailbax - 1| & @ Maxwell, Debbie B...
- Calendar 23 Maxwell, Debhie B...
- Contacts | Maxwell, Debbie...
- Deleted Items 3 @ Bowman, April
~§f Drafts = Bowman, April
by (1) ~ Inbox (1) '3 ¥ Johnsen, Sterling ...
_ -3 Journal = Fllintt, Shawn SET...

1. Open Microsoft Outlook (98 or 2000) and click the “New” Mail Message icon located on
the upper left-hand corner of the menu bar.
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B Untitled - Message (Rich Text) W

IEiIe Edit “Wiew Insert Format Tools Actions Help

IEEIgend|H§|é{- EI%E“% 1] |5v| ey
|

| Arial v|10 v|£|3 ru

To.. | Select Names 4
cc.., | I Showe Marmes from the: |Global Address List

Subject: I _
Type Mame or Select from List:

L x

|bDW Message Recipients

© Bowe, Bl ARISS =l e I a

@ Bowen, Harmy FCBS —l —I

& Bowerman, John MC4/SAIC |

& Bowers, Daryl LI

© Bowker, Teresa

& Bowles, Chiiz MICRON PC CC-= - |

& EBowley, B.

31 Bowrnan, Apnl - |

Bowman, Apnl SET-DAAMADEM T..

& Bowser, Patricia

& Boyd, Betty Bec -= | — |
ouden. Theresa TCAIMS I =

4 2 v |
MEW. ., | Properties | Find... | Send Options... |

O | Cancel | Help |

2. Click the “To” button. This will open the Select Names window.

*To send a digitally signed message you may choose the recipients name from any
address list. Choose an address list from the Show Names from the: drop down box in
the right hand corner of the Select Names window. April Bowman is the selected
recipient in the diagram. Double click on the recipient’s name. Click “OK” to close the
address book.

*To send an encrypted message you must have the recipients Certificate. Certificates are
stored in the Contacts list. Use the Show Names from the: pull down menu and choose
“Contacts”. Double-click a recipient’s name. Click “OK” to close the address book.
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Test message for PKI - Message (Rich Text)

JEiIe Edit Yiew Insert Format Tools Actions Help

| rial v|1D v|A|BIU“_

Jégendlnélé{; E|@ 1] | ﬁ«l ' ll?|-0gtn:|ns

To... |wﬂ

EfEoo ||

Subject: ITest message for PKI

This is a test message!lll Hang in there!ll|

3. The recipient’s name appears in the To box, type a subject and finish typing in the main
body of the message.

B Test message for PKI - Message (Rich Text)

JEiIe Edit Wiew Insert Format Tools Actions Help
|end S| 2B B0 @8 ' 4 ¥
| arial v‘m ‘A|BIU‘
Ta,.. | IBDwman. April SET-0/MADEN TECH
e | |

Subject: ITest message for PKI

Ogtmns | [z) %3 bg .

il
e
i
(Thdl
mr

This is a test message!ll Hang in therell|

4. As the writer of the message, you must decide how to send the message: Encrypted or
with a Digital Signature or both.
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JEiIe Edit Wiew Insert Format Tools Actions Help

|Hgerd | H & | % 28 B0 |E2S ! 4| vlomio‘ns---|®EE-
| arial -|juw JAlB 7 Uu|[Es=EEE,
Ta,.. ||E.Dwman April SET-0/MADEN TECH

Subject: ITest message for PKI

This is a test message!ll Hang in therell|

5. Click the envelope icon with the red seal to Digitally Sign the message. Click the
envelope icon with the blue lock to Encrypt the message. Click both icons to Digitally Sign
AND Encrypt the message.

If the icons do not appear on the toolbar, click the Options button.

Message Options 2 | pod |
Message settings Security —&
@ Irmportance : [~ Encrypt message contents and attachments

Sensitivity:  |Mormal - [ add digital signature to outgoing message

woting and Tracking

@ I~ Use voting buttons: I LI

I Request a delivery receipt for this message

™ Request a read receipt for this message

Delivery options

@ I Hawe replies sent o I Select Mames... |
¥ Sawe sent message to: ISent Items Browwse. .. |

™ Do not deliver before: I LI
I~ Expires after: I LI

Contacts... | I
Categories... ||

Close

6. Inthe Message Options window, check the box next to the type of message you would
like to send. Click “Close” to close this window.
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B Test message for PKI - Message (Rich Text)

JEiIe Edit Yiew Insert Format Tools Actions Help

j=sed M & ¢ @B B0 me ! 4 v Hoptos. |

/vJAriaI -|uw AR ru|EsS=EEE,
To... | IBDwman. April SET-DMADEM TECH

ce.., | |

Subject: ITest message for PKI

This is a test messagelll Hang in therell|

7. Click “Send” to send the message to the recipient.

8. If your CAC is in the reader and you have already logged in with your PIN, you will not
be prompted for your PIN to send a signed message. However, if you removed the CAC from
the reader, the following display will appear indicating you need to reinsert your card in the

reader.
nsertsmartCard K|

@ Fleaze inzert one of the following smart cards: ActivCard
Gaold [Schiumberger Croptafles 16K, ActivCard Gold |
ActivCard Gold . ActivCard Gold . ActivCard Gold

[IF | Details »» |

Insert Smart Card E |

Q & smart card has been zelected. Prezs OF to continue.

oK |

Details > |

7. Insert your CAC into the reader then click “OK”.
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ActivCard Gold - Enter PIM |

Q Enter PIM code; I
k. I Cancel |

8. Enter your PIN code and click “OK”. The email will then be sent to the recipient.

7.1.2 Receiving Email

Inbox - Microsoft Outlook

J Eile Edit “iew Favorites Tools Actions Help
Jﬂew - | S | ELA .4 | CoReply €RReply to Al % Forward ‘ i send/Recaive ‘ BoFind % 0rganize | E2

Folder List x| 1| 0| |@|From |Subject
=& outlook Today - [Mailbox - 1| & @ Schultz, Jean Fid ; WWOMEM'S LANGUAGE-4 MAN'S
-8 Calendar = ieqfreid Young Re: hey
i Contacts B Soto, Joe F SET-D... RE: Material Fielding Plan/Dates
-4 Deleted Items (1) E§ 0 Schultz, Jean FWd: Training Information
&% Drafts ) Srhultz, Jean Fwi: Re: Problems with InstallRoot o
-k Inbox (1) £ Lehiman, Greta (L... FW: TADLP Training Development
-3 Jounal 8 Schuliz, Jean Training Costs Documents
g EEEESD}{ B4 0 schultz, Jean Engineering Meeting
o - Sent Items B4 0 schultz, Jean Revised Training Plan
e €N Tasks @ Mieves, Ruth I SET... Mew Fax Mumber

1. An encrypted message received from another PKI user will be indicated by the
Encrypted icon (a blue lock symbol over an envelope) in the Outlook Inbox.

A digitally signed message received from another PKI user will be indicated by the Digital
Signature icon (a red seal over an envelope) in the Outlook Inbox.
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2] @ Hill, Charles A MS... X120 Tue 6,/5,/2001 -
i @ Soto, Joe F SET-D... RE: Material Fielding Plan/Dates Tue 6,/5,/2001 :
) 8 Flinn, Monica SET-... FW: Training Kit Specs Tue 6,/5,/2001 ¢
= 8 \Wright, James W ... FW: Training Kit Specs Tue 6,/5,/2001
R 0 Schultz, Jean Fi's Training Infor mation Maon 6/4 /2001

) Schultz, Jean Fui': Re: Problems with InstallRoot on an NT4 SPS platform and the work around Sun 6/3,/2001 ¢
5 Johnsen, Sterling ... RE: Fielding,/Training YWarking Group Meeting Thu 5/31/2001

ﬁ Encrypted or encoded items cannot be shown in the Preview Pane, Open the message to read it

2. Highlight the Encrypted message by clicking on it. Notice that the Encrypted message
does not appear in the preview pane. The contents will not be displayed until the item is
opened with your CAC in the reader. (Encrypted messages only).

Insert Smart Card E |

Q Pleaze inzert one af the following smart cards: ActivCard
Gold [Schlumberger Crpptofles 16K, ActiviCard Gold |
ActivCard Gold . ActivCard Gold . ActivCard Gold

Detailz »» |

3. Double click on the encrypted message. If your CAC is in the reader and you have
already logged in with your PIN, you will not be prompted to open the encrypted message.
However, if you removed the CAC from the reader, the following display will appear
indicating you need to reinsert your card in the reader.
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Insert Smart Card Ed |

Q & smart card has been selected. Preszs OK to continue.

ok [

Detailz »» |

4. Insert your CAC into the reader and click “OK”.
ActivCord Gold -EnterPiN |

Q Enter FIM code: I
k., I Cancel |

5. Enter your PIN code and click “OK”. You will now be able to view the contents of the
encrypted message.

i o D R T =N s |t

¥ RE: TSACs Accounts - Message [HTML]

JEiIe Edit View Insert Format Tools Actions Help

Jﬁﬁﬂeply | %4 Reply to A ‘ WF Forward |§ ‘ Ld ‘E #4 Ogtions... ‘[B b | 4+ - ¥ i

2.

|ﬂ You Forwarded this message on 2/27/01 7:15 AM., Click here to find all related messages.

From:  Dennis Mal Sent: Mon 2(26/01 11:51 AM
To Jean Schulz

Cc
Subject:  RE: T3&Cs Accounts /

Security: Signed & encrypked ﬁ ﬂ
Jean, j
Please let me know if you need additional information.. r

6. Click the “Encryption” icon. This icon (symbolized by a blue lock) is located on the far
right corner of the email message.
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Encrypted Message E

Encryption Algorithm: 3DEi/
1

Encryption Certificate. .. |

7. The Encrypted Message window will appear. You can click the “Encryption
Certificate” button to open the View Certificate window. Close this window when you are
finished viewing the Certificate information.

Inbox - Microsoft Outlook
J File Edit View Favorites Tools Actions Help
J lew

= ‘ LA ‘ CeReply fHReply to Al W8 Forward ‘ i Send/Receive ‘ BoFind %g0rganize | 2

Cutlook Short...

Falder List
-5 Outlook Today - [Mailbox - | S =il
-5 Calendar Hill, Charles & MS... FW: Update on Training Manual Status
Contacts £ Johnsen, Sterling ... RE: Fielding/Training Yworking Group Meeting #4
-4 Deleted Items (1) £y @ Johnsen, Sterling ... Fielding/Training Working Group Meeting #4
@ Drafts S Elliott, Shawn SE... URGEMT TRAINIMNG SCHEDULE
-8 Inbox (1) £ @ Elliott, Shawn SE...  FW: problem/solution documentation
~§3 Joumal ' Wade, Lelo & SET... Update on Training Manual Status
% gﬂﬁm B Som, Joe F SETD.. RE: Newsst

8. Double-click on the Digitally Signed message. Notice you do not need to enter your PIN
to open this message.
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B PKI - Message (HTML) 3 - 0| x|

JEiIe Edit Wiew Insert Format Tools Actions Help

J!Edgeply|@ReplymA1I|‘o§Forﬂard|§|Y ||:B X|A - vﬁ| ).

From: Bowman, April [ABowman_MadenTech@DMS. belvair. arrry. mil] Sent: Wed 8/1/2001 12:30 PM
Ta: Baker, Nicole (PEC)

Cc: /
Subject: PKI

Security: Signed 2

Test LI

9. Click the Digital Signature icon. This icon (symbolized by a red ribbon) is also located
on the far right corner of the email message.

Digital Signature: Valid 27| x|
E Message: PEI

This message is digitally signed

CM=Bowman.April.0101200005; OU=CONTRACTOR; OU=PKI;
OU=DoD; 0=U.5. Government; C=US

v Signature: Yalid

v Contents not altered after message was signed
v Certificate not revoked

v Certificate not expired

v Certificate trusted

IV &hways warn me before Dpeningy@es with invalid signatures

Wiew Certificate. .. | Edit Trust... | oK I

10. The Digital Signature window will appear. You can click the “View Certificate” button
to open the View Certificate window.
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\View Certificate ilil

General |Detai|s| Cartification Path I Trust |

Certificate Information

This certificate is intended to:
* Protects e-mail messages

Issued to:  Bowman.April.0101200005

Issued by: DOD CLASE 3 EMAIL CA-3

Valid from 10/5/2000 to 10/5/2002

|ssuer Staterment

11. Click “OK” to close this window when you are finished viewing the Certificate
information.

Digital Signature: Valid ’ ﬂi'

E Message: PEI

This message is digitally signed

CM=Bowman.April.0101200005; OU=CONTRACTOR; OU=PKI;
OU=DoD; 0=U.5. Government; C=US

v Signature: Yalid

v Contents not altered after message was signed
v Certificate not revoked

v Certificate not expired

v Certificate trusted

IV &hways warn me before opening messages with invalid signatures /

Wiew Certificate. .. | Edit Trust... | oK I

12. Click “OK” to close the Digital Signature window.
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7.2 Retrieving Other Users Certificates

7.3.1 From a Signed Message

Inbox - Microsoft Outlook

JEiIe Edit “iew Favorites Tools Actions Help
Juew =

= ‘ [ ™ ‘ CyReply oRenly to All & Forward | HSend/Receive | EaFind %n0rganize ‘ E3

Outlook Shart.,..

Folder List x| 1|0 |%|@|From |Subject ¢

= Outlook Today - [Mailnos: - | 2 Schultz, Jean SET-D Test Participants and Daily Schedule
© o f£® Calendar

-§> Contacts

{8 Deleted Items
5B Drafts

{3 Inbox (1)

1. Open Microsoft Outlook (98 or 2000). When a new-signed message is received, select
the message and double-click to open it.

B SET-D Test Participants and Daily Schedule - Message (HTML) - |I:I |i|

JEiIe Edit “iew Insert Format Tools Actions Help

J!?JBEpI”@JRepIymALI|§§Forﬂard|§| k4 ||B * |A i vﬁ| 3.

From: Schultz, Jean [1Schultz_madentech@DMS. belvoir. arry. mil]

Sent: \Wed 6/27/2001 5:08 AM
Ta:

Keith Laury (E-mail); Elliott, Shawn (PEQY; Gannaway, Raymond; Bowman, April; Baker, Nicole; MNguyen, Sonny; Nguyen, Tony (PEO); Theresa Mguyen
(E-mail); Lelo Wade (E-mail); Deykes, David (PEQ); Logan, George (PEC); Ed Magary (E-mail); Hairfield, Robert; Soto, Joe (PEQ)
(CiEs

Subject: SET-D Test Participants and Daily Schedule

Security: Signed R

F
ALL,

2. Notice the red ribbon in the upper right hand corner of the message.
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SET-D Test Participants and Daily Schedule - Message (H

JEiIe Edit Wiew Insert Format Tools Actions Help

Jﬁqlgepl\;|@Replym.&1l|§EFDrﬂard|§| 4 ||%,‘ 'X_|4 ' 4 v£| (2)

From: Schultz, Jean [15 5. belvoir.army. mil ]
] Froperties. ..
To: Keith Laury (E-rr Send Ot 4, Gannaway, Raymond; Bowman,
{E-maily; Lelo ENC UPLoNS. . vid (PEOY; Logan, George (PED); E
Add to Contacts |3
Cc:
) Look up Contact
Subject: SET-D Test Part le
Security: Signed Uk
Copy
Faste
AL, Clear
' Select all _ . )
Attached please finc ET-D participant list and dai

change and we will send updated copies continually.

3. Right click on the message sender’s name. Select “Add to Contacts”.

B Jean Schultz - Contact

JEiIe Edit “iew Insert Format Tools a::tigws Help
| I save and Close |§ 1] | 4 @/@@v|4 -

General ] Details ] Artivities ] Certificates ] All Fields I

g Full Mame. .. ||5Ehu|12J Jean @ Business ﬂl
Job title: I Horme ﬂl

Campany.: I Business Fax ﬂl

File as: ISchuth Jean LI Mabile ﬂl

@ address... | E-miail ﬂIJSEhuIL? madentechd@DMS belvair.army. mil
Business ﬂ

Wieb page address: I

[T This is the mailing address

4. MS Outlook creates the Contacts entry for you. You should see the name and email
address of the Sender.
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&= Jean Schultz - Contact

JEiIe Edit Wiew Insert Format Tools Actions Help

—bjﬂgaveandcluse |§ 1] |‘F ®@v|4vvv,

General I Details I Activities I Certificates ] All Fields I

Cutlook will use one of these certificates $4 send encrypted mail to this contact.

‘You can get a certificate by receiving digitally signed mail from this contact or by imparting
a certificate file for this contact,

/

Certificates (Digital IDs):

5. Click on the Certificates tab to view the certificate. Click the Save and Close button.

Duplicate Contact Detected X |
g The name or e-mail address of this contact already exists in this folder:
Contacts
Wiould you like to:
" Add this as a new contact anyway

& Update new information from this contact to the existing one:

MNote: A backup copy of the existing contact will be placed in your
Deleted Items folder,

Cpen Existing Contact | 04 | Cancel

6. Insome instances the Contact entry already exists. If it does, update the new information
by selecting “Update new information from this Contact to the existing one”. Click “OK”.

The sender has now been added to your Contacts Folder.
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7.3.2 Retrieval from DOD PKI Directory

23 DoD Class 3 PKI - Home Page - Microsoft Internet Explore:: o - |I:I|i|
J File Edit WYiew Favorites Tools Help i
j¢-,*,@ﬁ@@®‘%v§@,”
Back Farward Stop Refresh  Home Search Favorites  History Ml Print Edit
| Addiress &1 http: //dodpki.c3pki.chamb. disa, mil | @eo ||Links >
PKI — —
Topics
. Regues_
an (-
Identit DoD Class 3
Certific
+ Reques .
2 Public Key Infrastructure (PKI)
Server _
_‘l_nl ‘ r; T T Ll

"@ Dane | | I@ Internet 4

1. Toreceive a Class 3 Release 2 Certificate from the global directory, open your web
browser and connect to either PKI home page:

http://dodpki.c3pki.chamb.disa.mil or http://dodpki.c3pki.den.disa.mil.
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JFiIe Edit “iew Faworites Tools  Help

]¢- = @ B & | @

Back  Forward Stop  Refresh  Home Search

J Address I@ htip: //dodpki.capki.chamb.disa. mil

PKI Topics

+ Request an

Identity
Certificate

+« Request a Server
Certificate

+ Search the

Identity
Directory Server

¢ Search the Email

Directory Server '\

o Frequently
Asked Questions

+ Download Root
CA Certificates THIS I8 A GOVERD

2. Click “Search the Email Directory Server”.
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3 Netscape Directory Server Gateway - Microsoft Internet Explorer :- Q- - | I:I|i|

J File  Edit “iew Favorites Tools  Help |

J « 0=+ @ at ‘ Q@ m @ | B & ® _ *
Back Forward Stop  Refresh  Home Search Favorites History Mail Print Edlit:

JAddress I@ https: #fds-web . c3pki.charmb. disa. mil/dsgw binang?context=dsguw-mail LI 6) Go |J Lirks *

Netscape Directory Server Gateway

{ Standard Search % / Advanced Search Y} / MNewEntry % / Authentication

The Default Gateway

This is the default gateway installed with MNetscape Directory
Server 4.x. A gateway is an HTTP-to-LDAP client used for
directory lookup, directory authentication, and to create and
modify directory entries.

The standard Search Form on this page provides an easy way
to search the directory for a name, telephone number, user id,
or email address. The gateway automatically selects the best
method for locating the information and returns the search
results. The gateway also provides menu tabs for the gateway
forms described below.

‘@ ’7’@@ Internet .

3. Select the “Standard Search” tab at the top of the window.

a Netscape Directory Server Gateway: Standard Search - Microsoft i

o - |of x|

JFiIe Edit “iew Faworites Tools HMetscape Directory Server Gateway: Standard Search-M|chsuftInternetE}{pIDnr3i
« _ =+ . O d | @ @m @ | B @ m _ >
Back Forward Stop  Refresh  Home Search Favorites  History Mail Print Exlit:

Jﬂ\ddress I@ https ://ds-web.c3pki.chamb.disa, mil/dsgw /bin/search?context=dsgw-mail LI @GD |J|_iﬂ|(5 ®

Netscape Directory Server Gateway

/ standard Search { Adwanced Search %/ MewEntry Y/ Authentication

— Find [People > | within PKI,DoD,U.S. Government, US

Search for | Search | Help

4. Ensure People is selected in the Find drop down menu.
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a Netscape Directory Server Gateway: Standard Search - Microsott In Q- - ||:| |i|
J File Edit “iew Favorites Tools Help - i
J @« o= D a3 Q Gl & ‘ B S K _
Back Forward Stop Refresh  Home Search Fawvorites History Mail Print Edit
JAddress I@ https: /fds-web.c3pki.chamb.disa. mil/dsgw bin/search?context=dsgw-mail LI @GD H Links *

Netscape Directory Server Gateway

! standard Search / Advanced Search 3/ MewEntry % [/ Authentication

Find |People Ll within PKI,DoD,U.S. Government,US

Search for |bowman| Search | Helpl

N

5. Type in the last name of the person you wish to receive the certificate for in the Search
For: field. Click the “Search’ button.

<=8 Netscape Directory Server Gateway: Standard Search - Microsoft Internet Explore

JF|Ie Edit “iew Faworites Tools Help

S S at Q E= & e =] ]
Back Faryyard Stop Refresh Horme Search Favorites History kil Print Edit

Jf—\ddl’eSS I@ https: ffds-web.c3pki.chamb.disa. mil/dsgw bindsearch?comext=dsgw-rmail

Netscape Directory Server Gateway

{ standard Search ;/ Adwvanced Search %/ MewEntry %/  Authentication

Find IPeopIe Ll within PKI,DoD,U.S. Government,US

Search I Helpl

Found 11 entries where the name or user id is 'bowman'.

Search for |sJs¥NEY

Name ID Phonel
Bowman . April. 0101200005 Bowman . April.0101200005 H
Bowman.Beltty. 0606052026 Bowman.Betly.0606052026 I
Bowman.Brian.D.0101068799 Bowman.Brian.D. 0101068799 1
Bowman.Bruce.E.0300086392 Bowman.Bruce.E.0300086392 I
Bowrman. Daniel R.0300043766 Bowman. Daniel . R.03000437 66 C
Bowman.Donald.1.1r.0300106012 Bowman.Donald . 1.1r.0300106012 I
Bowman.George. . M.0101308142 Bowman.George M. 0101308142 I
Bowrman.John.M.0300062184 Bowman. . John.M.0300062184 ]
Bowman.Teresa. A.0300116075 Bowman.Teresa . A.0300116075 t
Bowman. Terry. L. 0300023020 Bowman.Terry.l .0300023020 i
LRA.Bowman. April.D.0101200200 LRA. Bowman April .D.0101200200703-  /
7H69-
4518

6. The directory will list all individuals that meet the criteria listed in the search. Select
your entry from the list.
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3 Netscape Directory Server Gateway: Standard Search - Microsoft Internet Explorer

J File Edit View Favorites Tools Help

« =2 B BB & a8 @m @ B 8 m B3 D
Back Farvward Stop  Refresh

Home Search Favorites  Histary Mail Print Edit  Discuss Real.com
J Address I@ https: /fds-web.c3pki.chamb. disa. mil/dsgw/bin/search?context=dsgw-mail

Netscape Directory Server Gateway

/ Standard Search  Advanced Search

~ MewEntry % [ Authentication

Find |People ¥ | within PKI,DoD,U.S. Government,US

Search for |bowman Search | He'Dl

Bowman. April.0101200005, CONTRACTOR, PKI, DoD

Download Certificate

Show Card | Edit Ferson |
|First Name: |April Full Name: Bowman. April. 0101200005
|Last Name: |Bowman
|Ph0ne: | E-Mail Address: |abowman madentech(@dms.belvoir.army.mil
Fax: | User ID: 0101200005
|Pager: | |M0bi1e Phone: |

7. Once the screen has loaded with the results of the search, review the information to
ensure the certificate is for the correct person.

141



Product Manager
Secure Electronic Transactions — Devices

3 Netscape Directory Server Gateway: Standard §

JFiIe Edit “iew Faworites Tools  Help

J¢- = @ B & | @

Back  Forward Stop  Refresh  Home Search |

J Address I@ https 1 //ds-web.c3pki.chamb.disa. mil/dsgw/binfsearch?c

/ standard Search\ fr aAdvanced Search 1\ fr MNew Entry 1\ fr

Find IPeopIe Ll within

Search for |bowman

Bowman. April.0101200005,

Download Certificate

Cpen
M Dpen in Mews Window
Save Target As...
= Print Target —
First Name: Full Name:
Cut —
Last Name: Capy B
Phone: Capy Sharteut E-Mail Addi
Fax: e User ID:
Pager: Add to Favorites. . Mobile Phor
l— Froperties

[~ - —

8. If you are using Netscape, right click on “Download Certificate” and choose “Save Link

As...” from the menu.

If you are using Internet Explorer, right click on “Download Certificate” and click “Save

Target As...”.
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File Download
You have chozen to download a file from this location,

dozearch fram ds-web. c3pki chamb. diza. mil

What would wou like to do with this file?

" Open thiz file from its curent location

o ik

[V &liways ask befare opening this bipe affile

ok I Cancel Muore Info

9. Select “Save this file to disk. Click “OK”.

Save As HE |
Save jr; I Deskiop j : ﬁl

=) by Computer DhS Lotus CBT 21.4.2

.,E.'_EI_ Metwork, Meighborhood DMS M5 CBT 2.1.4.2
.28 scrobat Reader 4.0 Lotuz RG 21.4.2
= A0L Instant Mezzenger [TH) =R M5 ARG 2.1.8.2

= Armada Quick Reference Metzcape Communicator
8| Compag Infarmation Center RingCentral Fax

2l

File narme: IEDwman-'l'-..n:erI Save

Save az lype: I Document j Cancel

10. Save the file to your Desktop as LastnameFirstinitial.cer. For example: bowmana.cer for
April Bowman. Select “Save”.
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Download complete M= B

[vIa

=] Dovwnload Complete

Saved
doszearch from dz-web.c3pki chamb. diza. mil

Downloaded; 908 bytez in 1 zec
Diownload o AWM T Profileshbow. . \B owmand, cer
Tranzfer rate: 908 bytez/Sec

™ Close this dislag bow when download completes

Open | Open Folder | Cloze I

11. When Download is complete, click “Close”.

3 Netscape Directory Server Gateway: Standard Search - Microsoft Internet Explorer

J File Edit WView Favorites Tools Help

j@,*,®ﬁ@§a®%'§n

Back Faryard Stop  Refresh  Home Search Favorites  Histary Mail Print Edlit

@

Discuss  Real.com

J Address I@ https: //ds-web,c3pki.charmb.disa, mil/dsgw/binsearchroontext=dsgw-mail

- - E
/ standard Search\;’ Advanced Search 1\ | Mew Entry \\ | Authentication 1\

Find |People ¥ | within PKI,DoD,U.S. Government,US

Search for |bowman Search | Helpl

Bowman. April.0101200005, CONTRACTOR, PKI, DoD

Download Certificate
Shaw Card | Edit Person |
|
|First Name: |April Full Name: Bowman.April.0101200005
|Last Name: |Bowman
|Ph0ne: | |E-Majl Address: '_Iabowman madentech@ dms.belvoir.army.mil
Fax: | User ID: 0101200005
|Pager: | |M0bi1e Phone: |

12. Click on the link for the email address located on the far right side of the window.
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B Untitled - Message (Rich Text) [_ (O]

JEiIe Edit Wiew Insert Format Tools Actions Help

Jéiend|ﬂ|c'|% E|| ! TIE|EOE“°”5---|® Al

_| I Properties. ..

Ce.. | I Send Options. ..
Add ko Contacts
Bec. . I Look up Contact

Subject: I Cuk

Copy "
Baste _I
Clear

Select Al =i

13. When the new mail message opens, right-click on the recipient’s name and select “Add

to Contacts”.

EE2 April Bowman - Contact M= E
JEiIe Edit Wiew Insert Format Tools Actions Help

Jnﬁaveandclose |§ 1] | y & -

General I Details I Activities I Certificates I All Figlds I

g Full Hame. , ||Bowman, April ’ @Business ﬂ|§?031?69-4518
Job bitle: I / Home ﬂl

Compant: I / Business Fax ﬂ I; 703} P63-7A05

File as; IBowman, April j Mobile ﬂ“
m Address... | PM SET-D E—mail ﬂlabowman rnadentect@dms . belvair . ey mil @

2110 Washington Blvd Suite 200
Business j Atlington, W& 22204

ﬂ""'. Weh page address: I
2

¥ This is the maiing address

||
Contacks.., | I Cateqgories. .. | I Brivate [

14. Fill out additional information. Mandatory fields have been completed for you. Once

complete, click on the “Certificates” tab.
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e= April Bowman - Contact

| File Edit iew Insert Format Tools Actions Help
|HsaveandCios= | & [ |‘r AR S
General | Detalls | Activtis | Certificates | allFields |

Outloak will use ane of these certificates to send encrypted mail to this contact
“fou can get a certificate by receiving digitally signed mail from this contact or by imparting
3 certificate file for this contact.

Certificates [Digital I0s):

15. Select “Import” on the far right side of the window.

Locate Security Profile

Lok, in: I Deskiop

= | g (2 E

=} by Computer E,:I Shortcut to uzer
E_EI_ Metwork, Meighborhiood wyatt
2 My Eriefcaze a2

File name: IBDwman-'-‘-.

Open |

Files of type: | Digital D Files [*p7c:*.cer

j Cancel |

16. Select the file you previously saved on your Desktop. Click “Open”.

146



Product Manager
Secure Electronic Transactions — Devices

JEiIe Edit “Wiew Insert Format Tools Actions Help
lngaveandclose |§ I | vy Q- a-w-,
/ General I Dietails I ACtivities I Certificates I all Fields ]

Cutlook will use one of these certificates 1o send encrypted mail to this contact.,

‘fou £an get a certificate by receiving digitally signed mail from this contact or by importing
a certificate file for this contact.

Certificates (Digital IDsg):

Biow rman. April. 0101200005 (Default)

17. The Public Key has now been imported. Click “Save and Close”.

/4 DoD Medium Assurance PKI - Email DS Gateway - Search - Microsoft Intemnet Explorer provided by Compag

J File  Edit “iew Favoites Tools Help

j@.».@@@@@@v@v@-”
Back Farwarnd Stop Fiefresh Home Search  Fawortes  History b ail Size Frint Edit

J Address I@ hikp: /#ds-2-ent. den. disa.mil/ds/search

=] @60 ||Liks >

amian iy

Sy DoD Medium Assurance PKI

Email Directory Server Search

DoD Home Page Advanced Search Cap ability
Find:|Feople e within:  PEI DoD, U.5. Government, TS

Search For: |Siiglel=ls

e

Found 2 entries where the name or user id is "Stringfield".

‘ Name ‘ Phone Number ‘ E-Mail Address ‘ Title
| LRA Stringfield Robert 10101000003 ‘ stringfr@ha Ssieemd army. mi ‘
‘ Stringfield Robert 0101080163 ‘ ‘ stringfr@ha, Ssigemd. army mil ‘
|@ Dane ’_l_lg Intermet 4

To retrieve a Class 3 Release 1 certificate from the global directory, go to http://ds-2-
ent.disa.mil/ds/search to search for users. The rest of the process is the same as C3R2.
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7.3 Network Login

The Network Login feature is configured during the CAC Registration process. The use of
this feature will be determined by Site/DOIM/Unit policy.

7.3.1 Windows NT & 2000 Network Login

Insert your smart card into the reader (chip side up and chip first).

Turn on your machine.

A message will appear asking you to press Ctrl, Alt, Del to login. Press Ctrl, Alt, Del.

A w o

The Windows Logon window will now appear. Once ActivCard Gold detects the smart
card, the Password field automatically changes to PIN.

NOTE: If the login screen displays the Password field instead of the PIN field, then:
a) Verify that the smart card is inserted properly in the reader.
b) When the login screen displays the PIN field, repeat step 3 above.

Logon Information

% E nter a user name and password that iz walid for this system.

Wser narme: Iismith
—> PN |
Domair: [&CTIVCARD El

Loagon using
[~ Micrasoft DialUp Metworking
[~ ActiviCard Gald DiallU p Metwaorking

1]9 I Cancel | Help I Chiut Do, |

5. Enter your smart card’s PIN code in the PIN field and click “OK”. After a few moments,
you are logged in to your network and your desktop displays.
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7.3.2 Windows 98 Network Login
Insert your smart card into the reader (chip side up and chip first).
Turn on your machine.

A message will appear asking you to press Ctrl, Alt, Del to login. Press Ctrl, Alt, Del.

A w o

The Windows Logon window will now appear. Once ActivCard Gold detects the smart
card, the Password field automatically changes to PIN.

NOTE: If the login screen displays the Password field instead of the PIN field, then:
a) Verify that the smart card is inserted properly in the reader.
b) When the login screen displays the PIN field, repeat step 3 above.

Enter your network password

I_! Enter your PIN code For Microsoft Metworking.

Carcel |

|J=er Marne: Iidﬂe
PIN: |
Domain Mame: Im_l,ldomain

5. Enter your smart card’s PIN code in the PIN field and click on the “OK™ button. After a
few moments, you are logged in to your network and your desktop displays.
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o - |0| x|

J File Edit View Fawor,s, Departrient of Defense Warning | Warld Wide Web Usage Policy - Microsoft Internet Explarﬁ

« 0+ @ B &4 | @ m @ | B a8 =

Back Farward Stop Refresh  Home Search Favorites  History Ml Print Edit
JAddress I@ htips: /fsetdweb.bebvoir ar my, milfsetdtest/indexpages/index. html LI G0 “ Lirks *
procedures, survivability and operational security. :l

Monitoring includes active attacks by authorized DoD entities to test or
verify the security of this system. During monitoring, information may
be examined, recorded, copied and used for authorized purposes.

All information, including personal information, placed on or sent

over this system may be monitored.

Use of this DoD computer system, authorized or unauthorized, constitutes
consent to monitoring of this system.

Unauthorized use may subject you to eriminal prosecution. b

Evidence of unauthorized use collected during monitoring may be used =
for administrative, criminal or adverse action.

Use of this system constitutes consent to monitoring for these purposes.

SET-D PKI ENABLED .

1. Start Internet Explorer or Netscape and connect to a PK-Enabled website. For this
example we are using:

https://setbweb.belvoir.army.mil/setdtest/indexpages/index.html

2. Click on the “SET-D PKI ENABLED” link.
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Client Authentication b 1' il

—ldentification

The‘Web site you want to view requests identification.
Selectthe certificate to use when connecting.

BAKER NICOLE.M.1247205442
BAKER.NICOLE M.1247205442
: 205442

N\

hore Info... | Wiew Cerificate.. |

QK I Cancel |

3. Highlight your ID Certificate. Typically your ID Certificate is listed last, to double-
check, click on “View Certificate”.

Certificate e 1'1'

General |Detai|s I Certification Path

Certificate Information

This certificate is intended to:

e Ensures the identity of a remote computer -
e Proves your identity to a remote computer

®Ensures software came from software publisher

e Profects software from alteration after publication
e Profects e-mail messages

& Allows data to be signed with the current time e

KN

Issued to: BAKER.MNICOLE.M. 1247205442
Issued by: DOD CLASS 3 CAC Ca

/ valid from 5/4/2001 to 5/3/2004

¥ vou have a private key that corresponds to this certificate,

Issuer Statement |

4. Examine the Issued by: field. It should say DoD Class 3 CAC CA. Click “OK”.
You will be returned to the Client Authentication window. Click “OK” to continue.
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Q Enter PIMN code: ||
(04 | Cancel |

5. If the smart card (CAC) is already inserted into the card reader, you will be prompted to

enter you PIN code. Enter the PIN code and click “OK™.

Insert Smart Card g il

@ Flease inser one of the following smar cards: ActivCard Gold
(Schlumberger Cryptoflex 16K), ActivCard Gold, ActivCard Gold
L ActivCard Gold | ActivCard Gold |, ActivCard Gald (Oberthur

0] | Cancel | Details >»

6. If your smart card is not already in the reader, you will see the above message. Insert
your CAC into the card reader.

Insert Smart Card il

@ A smant card has been selected. Press OK to continue.

(0] I Cancel Dietails »»

7. Click “OK” to continue.
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Q Enter PIMN code: ||
(0] |

Cancel

8. Enter your PIN at the prompt.

JFiIe Edit Wiew Favorites Tools Help

o - |0 x|
a

« 0=+ @ a Q 3 | B & = _ 7
Back Farward Stop Refresh  Home Search  Faworites  History Tlail Print Edit
JAddreSS I@ https ; /fsetdweb, belvair, ar my. mil fsetdtest/indexpages/index2test. htm LI PGo HLiﬁkS i

=

PMO SET-D (Secure

What does the Smart Card

For Pre-Fielding
Site Survey Information
Contact: MSG Charles Hill

Electronic Transactions - {(CAC) do?
Devices) Program:
The
LTC Greta Lehman, Zommon
Product Manager Access Card
(CAC), also
Mr. Robert Hairfield, known as the
Deputy Product Manager _Srft]ﬁrt Card,
is the
Notice: DOIMs: MACOMs:  Primary

focus of the

SET-D program. CAC is an
identification card with a tiny

F e

SET-D

Material
Fielding Flan

What is SET-D?

How do | get a CAC?
How do | use a CAC?
Support

Puaints of Contact
FAQ

Sitemap

ISite Search

|@ Diane

9. If the PIN is correct, access to the web site will be granted.
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Troubleshooting Guide

Frequently Asked Questions

Frequently Asked Questions

This page contains answers to common questions about Public Key Infrastructure (PKI) and
Common Access Card (CAC)/Smart Cards. Some of the questions are linked to the Army’s
website, they can be accessed by a simple click.

What is Common Access Card (CAC)?

The Common Access Card (CAC) is a Department of Defense-wide Smart Card that will
serve as:
e Standard ID card for active-duty military personnel (to include the
Selected Reserve), DoD civilian employees, and eligible contractor
personnel

e Principle card used to enable physical access to buildings and controlled
spaces

e Principle card used to enable computer network and system access
e Primary platform for the PKI authentication token.

How do | use the CAC?

By the end of FY 2002 every military member, selected reservist, civilian employee, and
on-site contractor in the Department of the Army will have a smart card that they will be
able to use in their everyday life. Initially, the CAC will be used to enable building
access, network access, and personnel identification. For example, service members may
use the CAC to enter their post/camp/station, log onto their computers, or to verify their
eligibility for benefits at a medical or dining facilities. These will be the primary uses of
the CAC for its initial release. As technology matures, the Army will use the CAC to
enable many business processes to improve current business processes and enhance
support to people throughout the Army. One of the efforts currently underway is the
development of the process and criteria by which new requirements for the CAC will be
evaluated and prioritized.
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Who will receive a CAC?

Initially, the Army will issue 1.4 million cards to active-duty military, Selected Reserve,
National Guard, Army civilian, and eligible contractor personnel. Retirees and military
dependents will not receive the CAC at this time, but will continue receiving their current
identification cards.

Who will issue the CACs?

Verifying Official (VO)/Local Registration Authority (LRA) will issue the CACs at the
current 1D issuance facilities.

The following steps will be performed:
e  Authenticate Based Upon Documentation Review

e Update DEERS Data
. Issue Uniformed Services ID Cards/Smart Cards

When will the CACs be issued?

During October 2000, a select group of personnel stations were issued the CACs starting
with the Beta Tests at selected DoD installations. This will be followed by expanded beta
tests in selected CONUS and OCONUS Army installations through June 2001. Full
implementation of the CAC starts in May 2001 and continues through the end of 2002. This
is a gradual process because the personnel stations must receive upgraded equipment to issue
the CACs. Local Commanders or personnel offices will notify their staff when it's time to get
the new card.

Where will the CAC be used?

CACs can be used at all locations where current ID cards are accepted. Additional locations,
services, and functions that accept or support the new ID card will depend initially on the
local command.

What is purpose of the CAC?

By the end of FY 2002 every military member, selected reservist, civilian employee, and on-
site contractor in the Department of the Army will have a smart card that they will be able to
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11.

12.

use in everyday life. Initially, the CAC will be used to enable building access, network
access, and personnel identification. For example, service members may use the CAC to
enter their post/camp/station, log onto their computers, or to verify their eligibility for
benefits at a medical office or mess hall. These will be the primary uses of the CAC for its
initial release.

How often will the CAC be re-issued?

On average, the CAC expires 3 years from the issue date, but new cards may be issued
during that time period if the card is lost, damaged, or if the individual is promoted, married,
or has a status change.

What should I do if my CAC is lost?

Individuals should report them as lost to their command and the nearest RAPIDS issuance
station. Authorized operators at the issue station will request revocation of the digital
certificates and issue new certificates.

What if a cardholder forgets their PIN?

The cardholder has three chances (in a row) to enter the PIN correctly. After the third time,
the system will lock the cardholder out and the cardholder needs to return to the CAC
issuance station to have the card "unlocked.”

How does this card work with the different Microsoft Operating Systems out there?

DMDC has issued a “Validated Reader List.” A card reader as well as a middleware product
is needed to interoperate with the card and the Microsoft Operating System.

What is the Hardware/Software requirement for PKI1?

Client computers must meet the following requirements:
e Hardware:

= Pentium 166 processor or higher
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* 64 MB RAM
e Software:
= Microsoft Windows 98/NT/2000 Professional
= Microsoft Outlook 98/2000
= SmartCard reader/driver
= Middleware

13. | am trying to send a signed and encrypted message but | keep getting the following error:
“Your Key set cannot be found by the underlying security system.” Why is this
happening?

You may not have the 128-bit version of Internet Explorer 5 installed on your system. To
check this, Open Internet Explorer and select the Help drop down menu. Click on About
Internet Explorer and make sure that the cipher strength says 128-bit. If it says anything else
you will need to install the 128-bit Security Patch.

14. When trying to send an encrypted message, | keep getting the following error message:
“This message cannot be secured using the selected Security Settings. Your email address
may not march the email address on the certificate, or some other problem exists with the
certificate. Do you want to proceed with the message without security?”

On occasion the Email and ID certificate will flip-flop and this error will occur. To fix this all
you will need to do is go into Tools, Options, Security, Change Settings and making sure
both the Signing Certificate and Encryption certificates are both pointing to the e-mail PKI
certificate. If the ID and Email certificates have not flip-flop’d, you will need to verify that
the e-mail address on the certificate matched your e-mail address listed in the Global Address
List on the server.

15. | have an extensive Personal Address book. Is there a way to transfer my personal
address list into my contacts without having to retype everything?

Yes. Follow these instructions:

Using Outlook, add a personal folder to your profile. Create a temporary Contacts folder
in the new personal folder you just created. On the Tools menu, click Address Book.
Click to select the recipients you want to add as Outlook contacts. Right-click the
selected recipients and click Add to Personal Address Book. On the File menu, click
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Import and Export. Click Import from another program or file, and then click “Next”. In
the Select file type to import from list, click Personal Address Book, and then click
“Next”. Select the temporary Contacts folder previously created, and then click “Next”.
Click Finish to import the users from your PAB to the Contacts folder in your personal
folder. You can now drag the contacts to any Microsoft Exchange Server location,
whether it is a Mailbox Contacts folder, or a Contacts public folder.

Why can’t | “Reply” to an encrypted message?

You cannot "Reply" to an encrypted message. When you receive a message and
"Reply", the "To" addressee is pointing to the global or the directory services of the
Exchange server instead of your contact list. Since the certificate is linked to the contact
folder, the "To™ addressee must point to the SMTP address from the contact folder.

Outlook 98: Customize option unavailable when attempting to customize toolbar.

Use any Mail Format other than Microsoft Word: TOOLS/OPTIONS/MAILFORMAT
TAB, Select any option other than Microsoft Word from the "Send in this message
format” and select OK. REFERENCE: Microsoft Technet: ID Number Q189919

Is there a way to change the security level without reloading the cert? (User wants to
change it from “High’ to perhaps ‘Low’)

The security setting should be set to HIGH to support the regular usage of the password
protecting the private key. This procedure would require a password each time you encrypt
or decrypt. That way only the person with the password would be able to open or send
encrypted messages. If the security setting is not set to HIGH, it will require the user to
reload the certificate.

When | attempt to open an encrypted message, | receive an error message saying, “Cannot
open this item. Your digital ID name cannot be found by the underlying Security System.”

Check your security settings within Outlook and verify that all possible encryption
certificates are installed. Even if more than one certificate is listed within the Outlook
Security Settings, you will be able to decrypt any message as long as the necessary certificate
is installed. If the message still cannot be opened, it is possible that the sender used an
encryption certificate from the directory that you do not have locally installed. Download
your encryption certificate from the web directory (save it as a .cer file) and compare the
serial number on it to your locally installed certificates. If you do not have a certificate
installed locally that matches the serial number from the directory certificate, you will not be

158



Product Manager
Secure Electronic Transactions — Devices

19.

20.

21.

able to decrypt the message. If you have another certificate on a floppy disk or a different
machine, you will need to install it locally in order to open the message.

If you do not have a “private” certificate matching this serial number on any other machine
or floppy disk, you will need to contact your LRA to have it revoked. Once it is revoked, the
certificate you do have should then appear in the directory so that others will be able to use it
to send you encrypted mail.

How do | know if a digital signature has been checked against a valid certificate revocation
list (CRL)?

CRL checking is not built in to Outlook, but it is available as a separate patch. This patch is
included in Internet Explorer 5.5 Service Pack 1, but Outlook 2000 SR-1 security features
must also be enabled for it to work properly.

To validate a digital signature once the CRL patch and SR-1 have been applied, open a
signed message. Click on the red ribbon for the digital signature and view the large white
box for the Message Security Properties.

If there are green check marks throughout the list of security properties, the signature has
been verified and you can trust the signature.

However, if there is a triangle yellow warning icon with an exclamation point in this list,
click to highlight it and view the description box underneath to determine why the signature
could not be fully verified.

Why aren’t any signatures released from the DOD CLASS 3 EMAIL CA-3 or CA-4
intermediate certification authorities successfully verified against the CRL?

Many of these “Release 2” email certificates do not have a CRL Distribution Point listed in
the certificate itself. The PKI office temporarily removed this line from the email certificates
to resolve a technical problem. The CRL Distribution Point will be added back to the
certificates in the near future. Thus, a CRL check against one of the Release 2 certificates
will not appear to be successfully verified.

When | open an email message with Outlook, | get an error saying that the certificate is not
trusted. What is wrong?

The error means that the certificates used to sign and/or encrypt cannot be validated based on
the root certificates currently in your root store. To resolve this issue, you will need to install
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the root certificate authority that issued the certificate the sending is using. You can obtain
the trusted root certificate authorities from:

DOD PKI Release 1 & 2: https://ca-3.c3pki.chamb.disa.mil/regl.html

ORC IECA: http://eca.orc.com/trust.html

DST IECA: http://www.digsigtrust.com/certificates/policy/ieca/ieca.cacert

Verisign IECA:
https://onsite.verisign.com/services/USGovernmentDODIECAS3Encryption/cgibin/privateCA

[getcacert

GD IECA: http://webex.qgdgsc.com/ieca/GDIECARoot.cer

The DOD PKI root certificate authorities and 4 IECA’s are the only certificate authorities
you should trust. It may be a potential security breach to install any other root certificate
authority. Once you have installed these root certificate authorities, the error message will
not appear the “Next” time you open the message.

People | send messages to who are not using MGS claim that they cannot read my
messages. The messages aren’t being sent encrypted, so why can’t they read them?

If the recipient is not using an email client capable of supporting S/MIME, the digital
signature will make a message unreadable on these clients. To prevent this problem from
occurring, make sure you select the check box for “Send clear text signed message when
sending signed messages.” This check box specifies that recipients whose email clients
do not support S/IMIME signatures be allowed to read the message without verification of
the digital signature.

If this check box is not selected, recipients using Outlook will notice the blue encryption
icon “Next” to a message in their inbox. However, after opening the message, you will
notice that it has been digitally signed.

When | sign a forward of a signed attachment, why do the recipients get the error “An
error occurred in the underlying security subsystem”?

This error will appear in Outlook when you sign and forward a signed message. If only
the original message is signed, and not your forward, the recipient will be able to read it.
A possible workaround is to configure Outlook so that you forward messages as inline
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text rather than attachments. However, this configuration will forward the original
message unsigned, with no assurance that the text hasn’t been modified.

8.2 Where Do | Go For Help?

PKI Army Help Desk

703 769-4499

DSN 327-4004

Hours: 0700 — 1700 (M-F)

Website:
http://setdweb.belvoir.army.mil

PKI Web Sites:
http://dodpki.c3pki.chamb.disa.mil

http://dodpki.c3pki.den.disa.mil
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APPENDIX A - ACRONYMS

Abbreviation of Term Explanation
API Application Programming Interface
CA Certificate Authority
CAC Common Access Card
CD Compact Disc
CD-ROM Compact Disc-Read Only Memory
CRL Certificate Revocation List
D/RPO DEERS/RAPIDS Program Office
DEERS Defense Enrollment Eligibility Reporting System
DMDC Defense Manpower Data Center
DoD Department of Defense
DOIM Director of Information Management
DSO DMDC Support Office
EDI Electronic Data Exchange
FSR Field Service Representative
ICC Integrated Circuit Chip
IMO Information Management Officer
10 Issuing Officer
KB Kilobyte
LRA Local Registration Authority
MOA Memorandum of Agreement
MOU Memorandum of Understanding
0S Operating System
PCMCIA Personal Computer Memory Card International
Association
PIN Personal Identification Number
PKI Public Key Infrastructure
RA Registration Authority
RAPIDS Real-Time Automated Personnel Identification System
SLCPP Senior Leadership Communication Protection
Program
SSN Social Security Number
USB Universal Serial Bus
VO Verifying Officer
VO/LRA Verifying Officer/Local Registration Authority
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APPENDIX B — DEFINITIONS

Authentication: Security measure designed to establish the validity of a transmission, message,
or originator, or a means of verifying an individual's authorization to receive specific categories
of information.

Certificate: A digital representation of information that binds the user's identification with the
user's public key in a trusted manner. At minimum, this information (1) identifies the
certification authority issuing it, (2) names or identifies its user, (3) contains the user's public
key, (4) identifies its operational period, and (5) is digitally signed by the certification authority
issuing it.

Certification Authority (CA): An authority trusted by one or more users to create and assign
certificates.

Certification Practice Statement (CPS): A statement of the practices that a certification
authority employs in managing and issuing certificates in relation to a specific Certificate Policy.

Certificate Revocation List (CRL): A computer-generated record that identifies certificates
that have been revoked or suspended prior to their expiration dates. It is periodically issued by
each CA and posted to the directory.

Confidentiality: Assurance that information is not disclosed to unauthorized entities or
processes.

Defense Eligibility & Enrollment Reporting System (DEERS): A system that contains
accurate and timely information on all eligible Uniformed Services members (Active Duty,
Reserve and Retired) and their families as well as DoD Civilians (23 million records). It
includes detailed information on DoD Benefit Program eligibility.

Digital Signatures: "Digital signature” or "digitally signed" refers to a transformation of a
message using an asymmetric cryptosystem such that a person who has the initial message and
the signer's public key can accurately determine: (1) whether the transformation was created
using the private key that corresponds to the signer's public key; and (2) whether the initial
message has been altered since the transformation was made.

Directory: The directory is a repository or database of certificates, CRLs, and other information
available online to users.

Encryption: The process of transforming data to an unintelligible form in such a way that the
original data either cannot be obtained (one-way encryption) or cannot be obtained without using
the inverse decryption process.

Integrity (Data Integrity): Protection against unauthorized modification or destruction of
information.
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Interoperability — Refers to a system or a product that is capable of operating with another
system or product directly without additional developmental effort by the user.

Local Registration Authority (LRA): A type of Registration Authority with responsibility for
a local community.

Logical Access Control — Refers to an automated system that controls an individual’s ability to
access one or more computer system resources such as a workstation, a network, an application,
or a database.

Mission Category: (GIG IA 6-8510 G&PM) Applicable to information systems, the mission
category reflects the importance of information relative to the achievement of DoD goals and
objectives, particularly the war fighter’s combat mission. Mission categories are primarily used
to determine requirements for availability and integrity services. DoD will have three mission
categories:

e Mission Critical': Systems handling information that is determined to be vital to
the operational readiness or mission effectiveness of deployed and contingency
forces in terms of both content and timeliness. Information in these systems must
be absolutely accurate and available on demand (may be classified information, as
well as sensitive and unclassified information).

e Mission Support: Systems handling information that is important to the support
of deployed and contingency forces. The information must be absolutely
accurate, but can sustain minimal delay without seriously affecting operational
readiness or mission effectiveness (may be classified information, but is more
likely to be sensitive or unclassified information).

e Administrative: Systems handling information that is necessary for the conduct
of day-to-day business, but does not materially affect support to deployed or
contingency forces in the short term (may be classified information, but is much
more likely to be sensitive or unclassified information).

Non-Repudiation: Assurance that the sender is provided with proof of delivery and that the
recipient is provided with proof of the sender’s identity so that neither can later deny having
processed the data.

Private Key: The part of a key pair to be safeguarded by the owner. A private key is used to
generate a digital signature. Private keys are used to decrypt information, including key
encryption keys during key exchange. It is computationally infeasible to determine a private key
given the associated public key.

164



Product Manager
Secure Electronic Transactions — Devices

Public Key: The part of a key pair released to the public. A private key can be either a signature
or key exchange key. The signer's public signature key is used to verify a digital signature.

Public Key Infrastructure (PKI): Framework established to issue, maintain, and revoke public
key certificates.

Private Web Server: A web server that is designed for and/or provides information resources
that are limited to a particular audience (i.e., DoD) or a subset thereof. (This includes web
servers that provide interfaces to e-mail systems.) A private web server restricts or attempts to
restrict general public access to it. The common means of restriction are by the use of domain
restriction (e.g., .mil and/or .gov), filtering of specific Internet Protocol (IP) addresses, user ID
and/or password authentication, encryption (i.e., DoD certificates) and physical isolation. Any
DoD operated web server that provides any information resources that are not intended for the
general public shall be considered a private web server and is subject to this policy. Personal
web servers (i.e., those that only allow one user and are only accessible from the machine to
which it is installed) are not subject to this memorandum.

Real-Time Automated Personnel Identification System (RAPIDS): This is an automated,
cost-effective and currently operation 1D Card System for Military, Retired and their Families.

Registration Authority (RA): Entity responsible for identification and authentication of
certificate subjects that has automated equipment for the communication of applicant data to
Certification Authorities and does not sign or directly revoke certificates.

Root Certification Authority: The Root CA is a trusted entity responsible for establishing and
managing a PKI domain by issuing CA certificates to entities authorized and trusted to perform
CA functions.

Smart Card - Credit card size card with an Integrated Circuit Chip (ICC).

Token: A device (e.g., floppy disk, Common Access Card, smart card, PC Card, Universal
Serial Bus device, etc.), that is used to protect and transport the private keys of a user.

165



