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45-10-00 PURPGCSE

A.

The Privacy Act of 1974 affects the ways in which the
Department and its enployees collect, maintain, use, and
di sseminate information concerning individuals. The prine
urpose of the Act is to safeguard personal privacy by
imting and controlling the use of infornation that Federal
agencies collect and nmaintain on individuals and by providing
i ndi viduals access to, and the right to anmend, records that
Federal agencies maintain on them Chapters 45-10 through
45-19 of the Ceneral Administration Mnual set forth
policies, practices, and procedures for admnistering those
provisions of the Act that apply to Departnent operations.

This initial chapter describes the general framewrk of
responsibility and organization for carrying out these
policies, practices, and procedures. It also sumarizes the
basic requirements of the Act and indicates where in the
Department Staff Manual System other instructions applicable
to the Privacy Act are located. Oher chapters of this Part
(45-11 through 45-19) describe specific requirenents of the
Act and provide guidance for meeting them

45-10-10 POLI CY

A.

Department policy is to protect the privacy of individuals to
the fullest extent possible while at the sane tine permtting
di scl osure of records necessary to fulfill the Departnent's
adm nistrative and progranmatic responsibilities.

In deciding whether to disclose records under the Privacy Act
without the witten permssion of the record subject, the
Department is guided by the twelve "conditions of _disclosure”
exceptions set forth in section (b) of the Act. The nost
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frequently used of these exceptions by the Departnent are
di scl osures nmade:

1. to Department enployees who need the records in the
performance of their duties.

2. because the FOA requires the disclosure. Wen

di sclosure under the FOA may be appropriate, a FOA
Oficer, in consultation wth the system of records
manager, Wl decide whether to release or wthhold
records. Normally this involves a balancing process.
That is, does the public interest in disclosure outweigh
the personal privacy considerations? Public interest iIn
this context is limted to the kind of public interest
for which Congress enacted the FOA i.e., to shed |ight
on an agency's performance of its statutory duties.

3. for a routine use, as defined and described in the
Privacy Act.

45-10-20 SCOPE AND APPLI CABILITY

This chapter applies to any group of records under the control of
the Department from which data on a subject individual are
retrieved by a personal identifier assigned to the individual.
The identifier may be the name of the subject individual, a
number, a synbol, or any other specific retriever assigned to
such individual. (See Exhibit 45-10-A for the definition of
"individual" within the meaning of this Part.)

45-10-30 LEGAL auTHORITY AND ADM NI STRATIVE GUI DELI NES

The provisions of this chapter are based primarily on the
following legal authorities and adm nistrative guidelines.

A Public Law 93-579, known as the Privacy Act of 1974,
primarily Sections 3 and 7 of the Act. Section 3 of the Act
is codified in the United States Code, Title 5, Section 552a,
Records Maintained on Individuals (5 USC s552a). Section 7
relates to the disclosure by individuals of their social
security account nunber.

B. Public Law 100-503, the Computer Matching and Privacy
Protection Act of 1988, anended the Privacy Act by adding new
provisions regulating the use of conputer natching. Records
produced during the conduct of a matching program are subject
to a separate set of requirenents.
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¢c. OWMB Privacy Act Cuidelines of 1975 inplenenting the
provisions of the Privacy Act of 1974 (Federal Register
July 9, 1975, p. 28948).

D. OWB Final Guidance of 1989 interpreting the Conputer Matching
and Privacy Protection Act of 1988 (Federal Register June
19, 1989, p. 25818).

E. OWB Circular No. A-130: Managenent of Federal Infornmation
Resources (Appendix | = Federal Agency Responsibilities for
Mai ntai ning Records About |ndividuals).

F.  Department Regulations on the Privacy Act published in the
Code of Federal Regulations, Title 45, Part 5b (45 CFR 5b).

45-10-40 DEFI NI TI ONS

Key definitions applicable to this chapter and the other chapters
on the Privacy Act in Part 45 are located in Exhibit 45-10-A

KEY DEFI NI TIONS APPLI CABLE TO THE PRIVACY ACT. Additional
definitions and clarifying information are contained in the
definitions paragraphs of section 552a of Title 5 U S. Code:
Records Maintained on Individuals, and the OVB Final GCuidance of
1989 Interpreting the Conputer Mitching and Privacy Protection
Act of 1988.

45-10-50 ORGANI ZATION FOR ADM NI STRATION OF THE PRIVACY ACT
WTH N HHS

A, The Secretary has charged the Assistant Secretary for Public
Affairs with the general responsibility for Departnment-w de
i npl ementation and adm nistration of the Privacy Act. The
head of each Operating Division (OPDIV) and Staff Division
(STAFFDIV) has specific responsibility for the operation of
the Act within his organization.-The Secretary, however, has
retained approval authority for exenmpting any system of
records from certain requirements of the Privacy Act, in
accordance with sections (j) and (k) of the Act.

B. In providing policy guidance, technical assistance, and
general oversight, the Assistant Secretary for Public Affairs
is assisted by the Director of the FO A/ Privacy Act Division
and the HHS Privacy Act Oficer within that D vision. The
HHS Privacy Act Oficer coordinates (and serves as a resource
to) a network of Privacy Act Oficers and Coordinators
desi gnated by conponents of the Departnent.

C. A system nmnager, who nust be a Departnent enployee, is
designated for each Privacy Act system of records nmaintained
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by the DePartment. This responsible Departnment official (who
is identified in each system of records notice) ensures
compliance with the Privacy Act in admnistering the system
of records. If a system of records is relatively small and

| ocated in one place, the system nanager ordinarily controls
access to the records. If the system is large or located in
more than one place, the system nanager nmay designate other
responsi ble Department officials to control access to the
records. Nevertheless, the system nanager remains

responsi ble and accountable for the system Also, an HHS
conponent or office may centralize at one point the control
and access to its systens of records. The notice published
in the Federal Register for each system of records describes
the system and how 1t 1s adm nistered.

D. The Secretary of HHS has established an HHS Data Integrity
Board to coordinate the inplenentation of major provisions of
the Computer Matching and Privacy Protection Act of 1988.
Menbership of the Board consists of the Heads of the OPDIVs
a]p?l_ t_heI follow ng sTAFFDIVs, Or their designated senior |evel
of ficials:

The Assistant Secretary for Mnagement and Budget
The Inspector GCeneral
The Assistant Secretary for Public Affairs.

The Assistant Secretary for Mnagenent and Budget (ASMB)
serves as Chairperson of the Board. In general, the Board
meets at the call of the Chairperson to acconplish duties set
forth in the Conputer Matching and Privacy Protection Act of
1988 (codified at 5 USC 552a(u)(3)), establish conputer

mat ching policy, and issue guidance to conponents of the
Depart nent .

45-10-60 BASIC REQU REMENTS OF THE PRIVACY AcCT

A. The basic requirenents the Privacy Act places on the
Department are summarized here to provide the reader with an
understanding of the scope and conplexity of the Act and its
provisions. They are described in nore detail in other
chapters of this Part 45 and in the admnistrative guidelines
cited in 45-10-30 above. An agency nust:

1. Maintain 0'n|¥1 information that is relevant and necessary
to acconplish an agency purpose required by statute or
executive order of the President.
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2. Collect information to the greatest extent practicable
directly from the subject individual when the information
may result in adverse determ nations about an
individual's rights, benefits, and privileges under
Federal prograns.

3. Inform each individual of the purpose and use of the
information, and any adverse effects of not providing the
i nformation sought.

4. Permt an individual to gain access to his record (except
in the case of an exenpt system of records) and request
correction of it.

5. Publish a notice in the Federal Register of the existence
and character of each system of records upon
establ i shment or revision.

6. Ensure that all records are sufficiently accurate,
timely, relevant, and conplete to give the individual a
reasonabl e assurance of fairness in agency uses of the
records.

7. Maintain no record describing rights guaranteed by the
First Anmendment unless expressly authorized by statute or
by the individual about whom the record is maintained,
or unless pertinent to and within the scope of an
authorized |aw enforcenent activity.

8. Notify an individual of a\% record made avail able under
compul sory |egal process en the l|legal process becones a
matter of public record.

9. Establish enployee rules of conduct (and penalties) for
persons involved in the design and operation of a system
of records, or in maintaining any record.

10. Establish appropriate admnistrative, technical, and
physi cal safeguards for systems of records.

11. Publish in the Federal Register for public comrent any
new ré)utlne use of the information in a system of
records.

Conputer matching is the conputerized conparison of
information about individuals for the purpose of determning
eligibility for federal benefit prograns. In general,

mat ching programs involving federal records nust be conducted
under a matching agreement between the source and recipient
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agencies. The matching agreenent describes the purpose and
procedures of the match and establishes protections for the
records and the individuals involved in the match. The HHS
Data Integrity Board nmust approve the matching program before
the match may be conducted. A matching agreement nmay remain
in effect for up to eighteen nonths, and may be renewed for
not nore than twelve additional months if the matching wll
be conducted w thout any change, and each party to the
agreenent certifies to the Board in witing that the program
has been conducted in conpliance wth the agreenent. The
Secretary of the Data Integrity Board, ASMB, can provide
additional information and records relating to conputer

mat ching requirenents and the conputer matching prograns
operating within the Department.

45-10- 70 PENALTI ES

A The Privacy Act inposes crimnal penalties directly on
individuals if they knowingly and willfully violate certain
provisions of the Acf.  Any Federal enployee, for instance,
I's subject to a m sdeneanor charge and a fine of not nore
than $5000 whenever such enployee:

1. Discloses in any manner records in a system of records to
any person or agency not entitled to such records.

2. Maintains a system of records without publishing the
rescribed public notice of the system in the Federal
egi ster.

3. Requests or obtains any record from any system of records
under false pretenses. (This provision also applies to
non- Federal enpl oyees.)

B. Al HHS enployees, especially those who work with a system of
records, should be made fully and continually aware of these
provisions and their corresponding penalties.

45-10-80 OTHER DI RECTIVES PERTINENT TO THE PRIVACY ACT

Additional and nore specific instructions for carrying out the
provisions of the Privacy Act are located in certain other
manual s of the HHS staff nanual system such as the Acquisition
Manual , the Information Resources Managenent Manual, and the
Personnel Manual. The subject and location of these instructions
are listed in Exhibit 45-10-B to this chapter. Questions on
privacy materials located in HHS staff manuals should be directed
to the responsible HHS staff office. Li kewi se, whenever HHS
enpl oyees have questions about the Privacy Act they should
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consult with their Privacy Act Oficer, Coordinator, or System
Manager. Legal questions nmay be brought to the attention of the
CGeneral Counsel .
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KEY DEFINITIONS APPLI CABLE TO THE PRI VACY ACT

The following key definitions are applicable to the Privacy Act
and its inplementation by this Departrment. Additional definitions
and clarifying information are contained in the definitions
paragraphs of section 552a of Title 5, U S. Code: Records

Mai ntained on Individuals, and the OB final GCuidance of 1989

Interpreting the Conputer Mitching and Privacy Protection Act of
1988.

1. Access : availability of a record to a subject individual.

2. Agency: the Department of Health and Human Services.

3. Disclosure: the availability or release of a record to
anyone other than the subject individual.

4. Individual: a living person who is a citizen of the United
States or an alien lawfully admtted for permanent residence.
It does not include persons such as sole proprietorships,
partnerships, or corporations. A business firm which is
identified by the name of one or nore persons is not an
individual within the neaning of this Part.

5. Maintain: mai ntain, collect, use, or dissemnate when used
in connection with the term "record” and to have control over
or responsibility for a system of records when used in
connection with the term "system of records.”

6. Matching program at its sinplest, the conparison of records
using a conputer. The records nust themselves exist in auto-

mated form in order to perform the match. Mnual conparisons
of, for exanple, printouts of two automated data bases are
not included within this definition.

7. Notification:  communication to an individual whether he is a
subj ect individual.

8. Reci pi ent agency: any agency, or contractor thereof,
receiving records contained in a system of records from a
source agency for use in a conputer matching program

9. Record: any item, collection, or grouping of information
about an individual that is maintained by an agency,
including, but not limted to, education, financial
transactions, nedical history, and crimnal or enploynent
history and that contains the individual's nanme, or the



HHS Exhibit 45-10-A Page 2
General Admnistration Mnual
HHS Transmittal 90.06 (10/30/90)

identifying number, synbol, or other identifying particular
assigned to the individual, such as a finger or voice print
or a photograph.

10. Responsible Departnent official: that official who is
identified in a notice of a system of records as the system
manager for the system or another individual. identified in

the notice to whom requests may be nade, or the designee of
such officials.

respect to the disclosure of a record, the
for a pur{oose which is conpatible with the
t was collected.

11. Routine use: with
use of such record
purpose for which i

12. Secretary: the Secretary of the Departnent of Health and
Human Servi ces.

13. Source agency: any agency which discloses records contained
in a system of records to be be used in a conputer natching
program, Or any State or |ocal government, or agency thereof,
which ¢*scloses records to be used in a conputer matching

prograr..

14. System of records: a group of any records under the control
of the Department from which information is retrieved by the
nanme of the individual or by sonme identifying nunber, synbol,
or other identifying particular assigned to the individual.

15. Subject individual: that individual to whom a record
pertains.
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HHS DI RECTI VES APPLI CABLE TO THE PRI VACY ACT

The additional HHS directives identified below contain further
information on the applicability of the Privacy Act to HHS
oper ati ons. The directives are identified first by the HHS
manual in which they are located and then by their specific
location within that manual.

Acqui siti on Manual

Part 324: Protection of Privacy and Freedom of Information

Forns Managenent Manual

Chapter 2-30: Forms Control

CGCeneral Admnistration Mnual

Chapter 10-19: Reports Managenent Conpliance with the Privacy Act

I nformati on Resources Minagenent Manual

Chapter 6-00: Exhibit 6-00-A (Authorities)

Per sonnel Manual

HHS Personnel Instruction 297-1: Protection of Privacy in
Personnel Records Systens

Records Managenment Manual

Chapter 4-10: Use of Federal Records Centers



