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(iv) Information from a consumer re-
porting agency.

(2) Categories of nonpublic personal in-
formation you disclose. (i) You satisfy
the requirement to categorize the non-
public personal information that you
disclose if you list the categories de-
scribed in paragraph (e)(1) of this sec-
tion, as applicable, and a few examples
to illustrate the types of information
in each category.

(ii) If you reserve the right to dis-
close all of the nonpublic personal in-
formation about consumers that you
collect, you may simply state that fact
without describing the categories or
examples of the nonpublic personal in-
formation you disclose.

(3) Categories of affiliates and non-
affiliated third parties to whom you dis-
close. You satisfy the requirement to
categorize the affiliates and non-
affiliated third parties to whom you
disclose nonpublic personal informa-
tion if you list the following cat-
egories, as applicable, and a few exam-
ples to illustrate the types of third par-
ties in each category.

(i) Financial service providers;

(ii) Non-financial companies; and

(iii) Others.

(4) Disclosures under exception for serv-
ice providers and joint marketers. If you
disclose nonpublic personal informa-
tion under the exception in §716.13 to a
nonaffiliated third party to market
products or services that you offer
alone or jointly with another financial
institution, you satisfy the disclosure
requirement of paragraph (a)(5) of this
section if you:

(i) List the categories of nonpublic
personal information you disclose,
using the same categories and exam-
ples you used to meet the requirements
of paragraphs (a)(2) of this section, as
applicable; and

(ii) State whether the third party is:

(A) A service provider that performs
marketing services on your behalf or
on behalf of you and another financial
institution; or

(B) A financial
whom you have a
agreement.

(5) Simplified notices. If you do not dis-
close, and do not intend to disclose,
nonpublic personal information about
members or former members to affili-

institution with
joint marketing
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ates or nonaffiliated third parties ex-
cept as authorized under §§716.14 and
716.15, you may simply state that fact,
in addition to the information you
must provide under paragraphs (a)(1),
(a)(8), (a)(9) and (c) of this section.

(6) Confidentiality and security. You
describe your policies and practices
with respect to protecting the con-
fidentiality and security of nonpublic
personal information if you do both of
the following:

(i) Describe in general terms who is
authorized to have access to the infor-
mation.

(i1) State whether you have security
practices and procedures in place to en-
sure the confidentiality of the informa-
tion in accordance with your policy.
You are not required to describe tech-
nical information about the safeguards
you use.

(7T) Joint mnotice with affiliates. You
may provide a joint notice from you
and one or more of your affiliates or
other financial institutions, as speci-
fied in the notice, as long as the notice
is accurate with respect to you and the
other institution.

§716.7 Form of opt out notice to con-
sumers and opt out methods.

(a)(1) Form of opt out notice. If you are
required to provide an opt out notice
under §716.10(a)(1), you must provide a
clear and conspicuous notice to each of
your consumers that accurately ex-
plains the right to opt out under that
section. The notice must state:

(i) That you disclose or reserve the
right to disclose nonpublic personal in-
formation about your consumer to a
nonaffiliated third party;

(ii) That the consumer has the right
to opt out of that disclosure; and

(iii) A reasonable means by which the
consumer may exercise the opt out
right.

(2) Examples. (i) Adequate opt out no-
tice. You provide adequate notice that
the consumer can opt out of the disclo-
sure of nonpublic personal information
to a nonaffiliated third party if you:

(A) Identify all of the categories of
nonpublic personal information that
you disclose or reserve the right to dis-
close and all of the categories of non-
affiliated third parties to whom you
disclose the information, as described
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in §716.6(a)(2) and (3) and state that the
consumer can opt out of the disclosure
of that information; and

(B) Identify the financial products or
services that the consumer obtains
from you, either singly or jointly, to
which the opt out direction would
apply.

(ii) Reasonable opt out means. You pro-
vide a reasonable means to exercise an
opt out right if you:

(A) Designate check-off boxes in a
prominent position on the relevant
forms with the opt out notice;

(B) Include a reply form together
with the opt out notice;

(C) Provide an electronic means to
opt out, such as a form that can be sent
via electronic mail or a process at your
web site, if the consumer agrees to the
electronic delivery of information; or

(D) Provide a toll-free telephone
number that consumers may call to opt
out.

(iii) Unreasonable opt out means. You
do not provide a reasonable means of
opting out if:

(A) The only means of opting out is
for the consumer to write his or her
own letter to exercise that opt out
right; or

(B) The only means of opting out as
described in any notice subsequent to
the initial notice is to use a check-off
box that was provided with the initial
notice but not included with the subse-
quent notice.

(iv) Specific opt out means. You may
require each consumer to opt out
through a specific means, as long as
that means is reasonable for that con-
sumer.

(b) Same form as initial notice per-
mitted. You may provide the opt out no-
tice together with or on the same writ-
ten or electronic form as the initial no-
tice you provide in accordance with
§716.4.

(c) Initial notice required when opt out
notice delivered subsequent to initial no-
tice. If you provide the opt out notice
later than required for the initial no-
tice in accordance with §716.4, you
must also include a copy of the initial
notice in writing or, if the consumer
agrees, electronically.

(d) Joint relationships. (1) If two or
more consumers jointly obtain a finan-
cial product or service, other than a

12 CFR Ch. VII (1-1-06 Edition)

loan, from you, you may provide only a
single opt out notice. Your opt out no-
tice must explain how you will treat an
opt out direction by a joint consumer
as explained in the examples in para-
graph (d)(5) of this section.

(2) Any of the joint consumers may
exercise the right to opt out. You may
either:

(i) Treat an opt out direction by a
joint consumer to apply to all of the
associated joint consumers; or

(ii) Permit each joint consumer to
opt out separately.

(3) If you permit each joint consumer
to opt out separately, you must permit
one of the joint consumers to opt out
on behalf of all of the joint consumers.

(4) You may not require all joint con-
sumers to opt out before you imple-
ment any opt out direction.

(5) Example. If John and Mary have a
joint share account with you and ar-
range for you to send statements to
John’s address, you may do any of the
following, but you must explain in
your opt out notice which opt out pol-
icy you will follow:

(i) Send a single opt out notice to
John’s address, but you must accept an
opt out direction from either John or
Mary.

(ii) Treat an opt out direction by ei-
ther John or Mary as applying to the
entire account. If you do so, and John
opts out, you may not require Mary to
opt out as well before implementing
John’s opt out direction.

(iii) Permit John and Mary to make
different opt out directions. If you do
s0, and if John and Mary both opt out,
you must permit one or both of them
to notify you in a single response (such
as on a form or through a telephone
call).

(6) Special rule for loans. (i) You are
required to provide an initial opt out
notice to a borrower or guarantor on a
loan if you share his or her nonpublic
personal information with non-
affiliated third parties other than for
purposes under §§716.13, 716.14 and
716.15.

(ii) You may satisfy your annual opt
out notice requirement by providing
one notice to those borrowers and
guarantors jointly.

(e) Time to comply with opt out. You
must comply with the consumer’s opt
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out direction as soon as reasonably
practicable after you receive it.

(f) Continuing right to opt out. A con-
sumer may exercise the right to opt
out at any time.

(g) Duration of consumer’s opt out di-
rection. (1) A consumer’s direction to
opt out under this section is effective
until the consumer revokes it in writ-
ing or, if the consumer agrees, elec-
tronically.

(2) When a member relationship ter-
minates, the member’s opt out direc-
tion continues to apply to the non-
public personal information that you
collected during or related to the rela-
tionship. If the individual subsequently
establishes a new member relationship
with you, the opt out direction that ap-
plied to the former relationship does
not apply to the new relationship.

(h) Delivery. When you are required to
deliver an opt out notice by this sec-
tion, you must deliver it according to
the methods in §716.9.

[66 FR 31740, May 18, 2000, as amended at 65
FR 36783, June 12, 2000]

§716.8 Revised privacy notices.

(a) General rule. Except as otherwise
authorized in this part, you must not,
directly or through any affiliate, dis-
close any nonpublic personal informa-
tion about a consumer to a non-
affiliated third party other than as de-
scribed in the initial notice that you
provided to that consumer under §716.4,
unless:

(1) You have provided to the con-
sumer a revised notice that accurately
describes your policies and practices;

(2) You have provided to the con-
sumer a new opt out notice;

(3) You have given the consumer a
reasonable opportunity, before you dis-
close the information to the non-
affiliated third party, to opt out of the
disclosure; and

(4) The consumer does not opt out.

(b) Examples. (1) Except as otherwise
permitted by §§716.13, 716.14 and 716.15,
you must provide a revised notice if
you—

(i) Disclose a new category of non-
public personal information to any
nonaffiliated third party;

(ii) Disclose nonpublic personal infor-
mation to a new category of non-
affiliated third party; or

§716.9

(iii) Disclose nonpublic personal in-
formation about a former member to a
nonaffiliated third party, and that
former member has not had the oppor-
tunity to exercise an opt out right re-
garding that disclosure.

(2) A revised notice is not required if
you disclose nonpublic personal infor-
mation to a new nonaffiliated third
party that you adequately described in
your prior notice.

(c) Delivery. When you are required to
deliver a revised privacy notice by this
section, you must deliver it according
to the methods in §716.9.

§716.9 Delivering privacy and opt out
notices.

(a) How to provide notices. You must
provide any privacy notices and opt
out notices, including short-form ini-
tial notices, that this part requires so
that each consumer can reasonably be
expected to receive actual notice in
writing or, if the consumer agrees,
electronically.

(b) (1) Examples of reasonable expecta-
tion of actual motice. You may reason-
ably expect that a consumer will re-
ceive actual notice if you:

(i) Hand-deliver a printed copy of the
notice to the consumer;

(ii) Mail a printed copy of the notice
to the last known address of the con-
sumer;

(iii) For the consumer who conducts
transactions electronically, post the
notice on the electronic site and re-
quire the consumer to acknowledge re-
ceipt of the notice as a necessary step
to obtaining a particular financial
product or service;

(iv) For an isolated transaction with
the consumer, such as an ATM trans-
action, post the notice on the ATM
screen and require the consumer to ac-
knowledge receipt of the notice as a
necessary step to obtaining the par-
ticular financial product or service.

(2) Examples of unreasonable exrpecta-
tions of actual motice. You may not,
however, reasonably expect that a con-
sumer will receive actual notice if you:

(i) Only post a sign in your branch or
office or generally publish advertise-
ments of your privacy policies and
practices;
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