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(f) Procedures are instituted to as-
sure that an individual or agency au-
thorized direct access is responsible for 
(1) the physical security of criminal 
history record information under its 
control or in its custody and (2) the 
protection of such information from 
unauthorized access, disclosure or dis-
semination. 

(g) Procedures are instituted to pro-
tect any central repository of criminal 
history record information from unau-
thorized access, theft, sabotage, fire, 
flood, wind, or other natural or man-
made disasters. 

(ii) A criminal justice agency shall 
have the right to audit, monitor and 
inspect procedures established above. 

(4) The criminal justice agency will: 
(i) Screen and have the right to re-

ject for employment, based on good 
cause, all personnel to be authorized to 
have direct access to criminal history 
record information. 

(ii) Have the right to initiate or 
cause to be initiated administrative ac-
tion leading to the transfer or removal 
of personnel authorized to have direct 
access to such information where such 
personnel violate the provisions of 
these regulations or other security re-
quirements established for the collec-
tion, storage, or dissemination of 
criminal history record information. 

(iii) Institute procedures, where com-
puter processing is not utilized, to as-
sure that an individual or agency au-
thorized direct access is responsible for 

(a) The physical security of criminal 
history record information under its 
control or in its custody and 

(b) The protection of such informa-
tion from unauthorized access, disclo-
sure, or dissemination. 

(iv) Institute procedures, where com-
puter processing is not utilized, to pro-
tect any central repository of criminal 
history record information from unau-
thorized access, theft, sabotage, fire, 
flood, wind, or other natural or man-
made disasters. 

(v) Provide that direct access to 
criminal history record information 
shall be available only to authorized 
officers or employees of a criminal jus-
tice agency and, as necessary, other 
authorized personnel essential to the 
proper operation of the criminal his-
tory record information system. 

(5) Each employee working with or 
having access to criminal history 
record information shall be made fa-
miliar with the substance and intent of 
these regulations. 

(g) Access and review. Insure the indi-
vidual’s right to access and review of 
criminal history information for pur-
poses of accuracy and completeness by 
instituting procedures so that— 

(1) Any individual shall, upon satis-
factory verification of his identity, be 
entitled to review without undue bur-
den to either the criminal justice agen-
cy or the individual, any criminal his-
tory record information maintained 
about the individual and obtain a copy 
thereof when necessary for the purpose 
of challenge or correction; 

(2) Administrative review and nec-
essary correction of any claim by the 
individual to whom the information re-
lates that the information is inac-
curate or incomplete is provided; 

(3) The State shall establish and im-
plement procedures for administrative 
appeal where a criminal justice agency 
refuses to correct challenged informa-
tion to the satisfaction of the indi-
vidual to whom the information re-
lates; 

(4) Upon request, an individual whose 
record has been corrected shall be 
given the names of all non-criminal 
justice agencies to whom the data has 
been given; 

(5) The correcting agency shall notify 
all criminal justice recipients of cor-
rected information; and 

(6) The individual’s right to access 
and review of criminal history record 
information shall not extend to data 
contained in intelligence, investiga-
tory, or other related files and shall 
not be construed to include any other 
information than that defined by 
§ 20.3(b). 

[41 FR 11715, Mar. 19, 1976, as amended at 42 
FR 61595, Dec. 6, 1977] 

§ 20.22 Certification of compliance. 
(a) Each State to which these regula-

tions are applicable shall with the sub-
mission of its plan provide a certifi-
cation that to the maximum extent 
feasible action has been taken to com-
ply with the procedures set forth in the 
plan. Maximum extent feasible, in this 
subsection, means actions which can be 
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taken to comply with the procedures 
set forth in the plan that do not re-
quire additional legislative authority 
or involve unreasonable cost or do not 
exceed existing technical ability. 

(b) The certification shall include— 
(1) An outline of the action which has 

been instituted. At a minimum, the re-
quirements of access and review under 
§ 20.21(g) must be completely oper-
ational; 

(2) A description of any legislation or 
executive order, or attempts to obtain 
such authority that has been instituted 
to comply with these regulations; 

(3) A description of the steps taken to 
overcome any fiscal, technical, and ad-
ministrative barriers to the develop-
ment of complete and accurate crimi-
nal history record information; 

(4) A description of existing system 
capability and steps being taken to up-
grade such capability to meet the re-
quirements of these regulations; and 

(5) A listing setting forth categories 
of non-criminal justice dissemination. 
See § 20.21(b). 

§ 20.23 Documentation: Approval by 
OJARS. 

Within 90 days of the receipt of the 
plan, OJARS shall approve or dis-
approve the adequacy of the provisions 
of the plan and certification. Evalua-
tion of the plan by OJARS will be 
based upon whether the procedures set 
forth will accomplish the required ob-
jectives. The evaluation of the certifi-
cation(s) will be based upon whether a 
good faith effort has been shown to ini-
tiate and/or further compliance with 
the plan and regulations. All proce-
dures in the approved plan must be 
fully operational and implemented by 
March 1, 1978. A final certification 
shall be submitted on March 1, 1978. 
Where a State finds it is unable to pro-
vide final certification that all re-
quired procedures as set forth in § 20.21 
will be operational by March 1, 1978, a 
further extension of the deadline will 
be granted by OJARS upon a showing 
that the State has made a good faith 
effort to implement these regulations 
to the maximum extent feasible. Docu-
mentation justifying the request for 
the extension including a proposed 
timetable for full compliance must be 
submitted to OJARS by March 1, 1978. 

Where a State submits a request for an 
extension, the implementation date 
will be extended an additional 90 days 
while OJARS reviews the documenta-
tion for approval or disapproval. To be 
approved, such revised schedule must 
be consistent with the timetable and 
procedures set out below: 

(a) July 31, 1978—Submission of cer-
tificate of compliance with: 

(1) Individual access, challenge, and 
review requirements; 

(2) Administrative security; 
(3) Physical security to the max-

imum extent feasible. 
(b) Thirty days after the end of a 

State’s next legislative session—Sub-
mission to OJARS of a description of 
State policy on dissemination of crimi-
nal history record information. 

(c) Six months after the end of a 
State’s legislative session—Submission 
to OJARS of a brief and concise de-
scription of standards and operating 
procedures to be followed by all crimi-
nal justice agencies covered by OJARS 
regulations in complying with the 
State policy on dissemination. 

(d) Eighteen months after the end of 
a State’s legislative session—Submis-
sion to OJARS of a certificate attest-
ing to the conduct of an audit of the 
State central repository and of a ran-
dom number of other criminal justice 
agencies in compliance with OJARS 
regulations. 

[41 FR 11715, Mar. 19, 1976, as amended at 42 
FR 61596, Dec. 6, 1977] 

§ 20.24 State laws on privacy and secu-
rity. 

Where a State originating criminal 
history record information provides for 
sealing or purging thereof, nothing in 
these regulations shall be construed to 
prevent any other State receiving such 
information, upon notification, from 
complying with the originating State’s 
sealing or purging requirements. 

§ 20.25 Penalties. 

Any agency or individual violating 
subpart B of these regulations shall be 
subject to a civil penalty not to exceed 
$10,000 for a violation occurring before 
September 29, 1999, and not to exceed 
$11,000 for a violation occurring on 
after September 29, 1999. In addition, 
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