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HIGH-TECH PRIVACY ISSUES IN HEALTH 
CARE 

WEDNESDAY, OCTOBER 27, 1993 

U.S. SENATE, 
SUBCOMMITTEE ON TECHNOLOGY AND THE LAW, 

COMMITTEE ON THE JUDICIARY, 
Washington, DC. 

The subcommittee met, pursuant to notice, at 9:00 a.m., in room 
SR-328A, Russell Senate Office Building, Hon. Patrick J. Leahy, 
chairman of the subcommittee, presiding. 

Also present: Senator Specter. 

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S. 
SENATOR FROM THE STATE OF VERMONT 

Senator LEAHY. Good morning. I am Patrick Leahy. I am the 
Chairman of the Technology and the Law Subcommittee of the 
Senate Judiciary Committee. 

We know that reform of the health care system in America is a 
priority, both for the Congress and for the President. In fact, the 
President will outline his plan later this morning. But reform re- 
quires cost containment and reduction of administrative overhead 
without sacrificing the quality health care Americans demand and 
deserve. 

I found it interesting that one of the newest technologies that 
has been developed to streamline the system and expedite patient 
care is a health data card. This is what it can do: You can take 
a patient's entire medical history, compress it onto one card that 
is about the size of your average credit card. My wife is a nurse 
and I know what the files generally look like in the hospital•about 
yea big. Any time any one of us go in for our own medical check- 
ups, our doctors see these records. But these records are something 
that actually could be carried around very, very easily, and I think 
the health data card has great potential for the health care system. 

The health data card also has built-in features to enhance the 
privacy of our personal health information. None of us wants to 
think that everything about us, probably from childhood to the cur- 
rent time, could be put on one credit card-sized information pack- 
age that is also available to our neighbors or to our employers or 
to anybody who really has no need to know what is on there. Fed- 
eral law has to keep pace with this new technology in protecting 
the privacy of the intimate details of our medical records. 

So this hearing will be a first step in formulating a comprehen- 
sive Federal law for the privacy and the confidentiality and secu- 
rity of our medical records. I truly believe that instead of having 
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large files with information about your medical conditions that will 
follow you around in the near future we will all have a card that 
will contain all the information. But I do not want to see a situa- 
tion where my neighbor or your neighbor, my employer or your em- 
ployer or anybody, who just has a prurient interest, is able to go 
into your card, my card, or anybody else's. In my work on the Elec- 
tronic Communications Privacy Act of 1986, and other privacy leg- 
islation, I have seen American companies learn that protection of 
individual privacy is just good business. Recent surveys confirm 
that protection of privacy is important to the public. Privacy has 
to be the cornerstone of health care reform. 

Without assurance to the American people of adequate safe- 
guards to protect the privacy, the security and the confidentiality 
of their medical information, the public is going to resist healthcare 
reforms that call for increased government involvement or in- 
creased use of high technology. We know that the high technology 
is there; we know that we have a nationwide health care plan that 
calls for increased Government involvement. 

But I know very much that most people feel, as we do in Ver- 
mont, that we must protect our privacy. We cherish our privacy. 
The high-technology devices that are available to us in the medical 
field will be resisted by the public unless we can guarantee that 
the privacy of individual patients will be protected. 

So I think we are fortunate in the people we have here today. 
We have Sherman Hope from the Brownfield Rural Health Clinic 
in Brownfield, TX. The doctor has been a great innovator in the 
field of keeping computerized medical records, and he will start off 
the testimony. Dr. Hope will be followed by Richard Haddock, who 
is the president of the LaserCard Systems Corporation of Mountain 
View, CA. He, in fact, just showed me a very quick overview of 
some of the things he is able to do with the laser optical care tech- 
nology. 

I feel as I always do when my youngsters or their friends come 
in and explain how we do things and how we store things on com- 
puters. They try their best to teach me. They have gotten up to the 
point where I know how to turn the VCR on and off and even knew 
how to stop it from blinking "12, 12, 12, 12" all day. 

[Laughter.] 
[The Prepared statement of Senator Leahy follows:] 

PREPARED STATEMENT OF SENATOR PATRICK J. LEAHY 

President Clinton's Health Security Act takes bold steps in reforming our health 
care system and the President has actively engaged Congress and the American peo- 
ple in this discussion. 

Hardly a day goes by without the latest turn in this debate being reported in our 
local and national press. Such terms as cost containment, portability and universal 
coverage are the focus of much of this debate, but there is a great deal more to the 
comprehensive plan put forward by the President. 

Today, we will discuss one aspect of the Health Security Act that goes beyond the 
new health care jargon and affects each of us in a very personal way•a national 
computerized health care network that will hold basic information on each of us. 
Mv concern and the focus of this hearing is safeguarding the personal privacy of 
all Americans with regard to their medical care. 

The legislation pending before Congress uses technology aggressively to achieve 
the savings necessary for delivery of health care to all Americans. This Act builds 
upon piecemeal efforts already going on across the country and envisions medical 
information flowing across a network from the health care provider to the alliances 



that each state will be required to create, to a regional center, and on to a National 
Health Board. 

The days are gone when, after a visit to your doctor, medical records were locked 
away in the office, our privacy protected. Personal information is now disseminated 
to insurance companies, third-party payors, and clearinghouses. Today, this very 
Personal medical information is even sold for marketing purposes to commercial 

rms. 
No longer can the focus of security be on the actual location where the record is 

made. We must be concerned about private information itself, wherever it may go. 
With or without health care reform, and I believe that the President has made a 
compelling case for why reform is needed, we want to regain control of our personal 
medical information. Others should not have access to it without our knowledge and 
consent. 

Today, we will hear from Congresswoman Nydia Velazquez about the trauma of 
having personal medical information disclosed publicly. Hers is a compelling case 
but, unfortunately, not an isolated one. I spoke with Jeanne Ashe a few weeks ago 
on this subject. In his autobiography. Days of Grace, Arthur Ashe wrote about how 
he and his wife Jeanne learned in 1988 that ne had contracted AIDS during a heart 
operation. Arthur Ashe was not only a great athlete, activist and scholar, but a hus- 
band, father and private individual. Tragically he was forced to live his remaining 
days in the glare of public knowledge of his battle with AIDS. In his case, he was 
forced to confirm his condition after the press got a tip about his medical condition. 
His family is still feeling the effects of this intrusion into their privacy. 

I am sure you will understand that even now, almost a year after Arthur Ashe's 
death, his wife wished to maintain the privacy she has left and has chosen not to 
appear at this time. Our thoughts are with her and her daughter. We should learn 
from their experience so that no one else need bear the intrusion they have had to 
suffer to their privacy in addition to illness and great loss. 

The Administration has recognized in the Health Security Act that "health secu- 
rity" not only requires universau coverage but also assurances that personal health 
information will be kept private and secure from unauthorized disclosure. 

I know that in my own state of Vermont, efforts are already underway to develop 
a modern, integrated health care information system that is community-based and 
community-run. The Vermont Health Information Consortium (VHIC), working 
closely with the Vermont Health Care Authority, is developing confidentiality, pri- 
vacy and security standards for this system. 

Past experience might have given vermonters reason to resist the computeriza- 
tion and dissemination of records. It was two years ago that•in error•nearly eveiy 
property owner in the town of Norwich was listed by one of the nation's largest cred- 
it reporting agencies as delinquent in their taxes. But rather than be deterred by 
past pitfalls, my state as been encouraged by the promise of emerging technologies. 

At the last hearing of the Subcommittee on October 26, we saw demonstrations 
of some of the new technologies being used in health care. It is now possible to carry 
our entire medical history, including health and psychological profiles, blood tests, 
x-rays, and family medical histories, on a piece of plastic the size of a credit card. 
Without the proper security features, however, anyone with the right machinery 
could take the card and look at that information. 

The same problem exists with computerized medical information. Without the 
proper safeguards, anyone hooked up to the computer where our medical records are 
on-line, could look at the intimate details of our personal medical history. If the 
computer is on a network, access to our medical information is multiplied 
exponentially. There is no doubt that the increased computerization of medical infor- 
mation has raised the stakes in privacy protection. 

New technologies have the capability of enhancing the privacy of personal health 
data, however. In fact, in many ways, technology can provide better protection than 
paper records. In order to take full advantage of the privacy and security features 
technology has to offer, we should address questions of who should have access to 
personal medical information and the appropriate safeguards and we should do so 
now, in advance of implementation. Then, as the information systems contemplated 
in the Health Security Act and in states like Vermont take shape, the computer pro- 
grammers can work with clear privacy and security directives set forth in law. 

The American public cares very much about protecting its privacy. As policy- 
makers, we must remember that the right of privacy is one of our most cherished 
freedoms. It is the right to be left alone and to choose what we will reveal of our- 
selves and what we will keep from others. 

The Administration's health care reform proposal provides that privacy and secu- 
rity guidelines will be required for health data cards and computerized medical 
records to assure the public that their privacy will be protected. I look forward to 



hearing from the witnesses from the Department of Health and Human Services, 
the American Hospital Association and the ACLU about the adequacy of those pri- 
vacy and security provisions. 

Senator LEAHY. Dr. Hope, why don't we start with you, sir. 

PANEL CONSISTING OF SHERMAN HOPE, M.D., BROWNFIELD 
RURAL HEALTH CUNIC, BROWNFIELD, TX; ACCOMPANIED 
BY RICHARD HOPE, M.D.; AND RICHARD HADDOCK, PRESI- 
DENT, LASERCARD SYSTEMS CORPORATION, MOUNTAIN 
VIEW, CA 

STATEMENT OF SHERMAN HOPE 
Dr. SHERMAN HOPE. Thank you. Senator. 
As you mentioned, I am at this hearing to enumerate some expe- 

rience I have had with computerized medical records. I am a prac- 
ticing physician. I have been in Brownfield, TX, practicing family 
practice for approximately 32 years. I am from Lubbock, TX, bom 
there. My son, Richard, has done like you were talking about, has 
taught me about computers, and he is a practicing physician in a 
little town called Little Rock, AR. I think most of us have heard 
of it. 

Senator LEAHY. We are all required now to be able to spot it in- 
stantaneously on a map. 

Dr. SHERMAN HOPE. Instantaneously. Even tell what State it is 
in. [Laughter.] 

Senator LEAHY. That is right. 
Dr. SHERMAN HOPE. Brownfield, TX is a city of approximately 

9,000 people. We have a 5-county medical society composed of 17 
doctors. In this area, we have 57,000 people that we are taking 
care of. This figures out to be 1 doctor per 3,366 patients. I think 
I have got twice that many. This is 1 doctor per 300-square miles 
of area. 

With these capabilities, necessity is the mother of invention. Be- 
cause of our patient load, we felt like we needed to do something 
to help expedite and improve the medical care in our area and for 
our patients. I have 7,006 patients on the computer as of Saturday 
morning. This figures out to be 16 percent Medicare patients, 52 
percent Medicaid patients, 31 percent private insurance and pri- 
vate pay. It is obvious that the Government is strongly involved in 
the financial survivability of my practice. 

Taking advantage of the Rural Health Clinic clause, I established 
one of the first 10 rural health clinics in Texas approximately 3 
years ago. This enabled me to utilize the services of a physician as- 
sistant to see patients, and our average patient load last year was 
54 patients a day. 

Now, if you are going to see that many patients, you have cer- 
tainly got to do something to improve the efficiency, and we chose 
to computerize our medical records. The medical records are sort 
of the doctor's heartbeat. They are his lifeblood in his office. It is 
your medical records that will help keep you out of malpractice 
trouble. It is your medical records that will determine whether 
Medicaid, Medicare, private insurance is going to pay. The old 
adage, if you do not document it, you did not do it, certainly ap- 
plies, and most of the doctors' handwriting is known for its hiero- 
glyphic type of things that even I cannot figure out an hour later. 



Computerized medical records seemed to be the answer. So with 
the aid of my son as the computer expert, and he can also work 
a VCR and a few things like that, we undertook to set up a pro- 
gram, develop a program for computerized records, and I have been 
using such a program in my office for 7 years. So we were ahead 
of the game before there were virtually any other medical records 
systems available. 

As you mentioned, there are medical records for computerization 
that involve several different concepts. You can have a total record 
from birth certificate to death certificate on there. You can have 
records that are totally stored on the computers. You can have your 
computers that will basically organize and continue to print out 
hard copies of your records, and anything in between. 

Because of the cost and capabilities and not wanting to change 
things from the way doctors usually do, we developed a system 
which actually prints out a hard copy, although we can maintain 
total electronic storage if desired, utilizing the power of the com- 
puter not just for electronic storage, but instead trying to utilize 
the power of the computer to actually improve the patient care. 

For example, automatic drug interaction checks, side effects, 
health maintenance, patient recall, all kinds of capabilities along 
that line. We developed what we call the SOAP system. SOAP is 
an acronym standing for what doctors are supposed to keep their 
medical records: subjective, what the patient complains of; objec- 
tive, what the doctors sees, x-rays, et cetera; assessment, what is 
the matter with the patient, what you are going to do with him, 
prescription, put him in the hospital, surgery, what-have-you; and 
plan, how you are going to take care of the problems. 

[Dr. Sherman Hope submitted the following:] 

PREPARED STATEMENT OF SHERMAN A. HOPE, M.D., ON BEHALF OF THE BROWNFIELD 
RURAL HEALTH CLINIC 

The medical profession, working with our elected governmental leadership, is 
challenged with the responsibility of providing medical care to all citizens of our na- 
tion. This must be done in an efficient and cost effective manner by building on the 
experience and structure of our current medical delivery system. High quality and 
compassionate care available to every individual should be the goal. This medical 
care should not be denied to those in need because of circumstance, whether finan- 
cial or geographic. 

BIOGRAPHICAL INFORMATION 

I am Sherman A. Hope, M.D., a 61 year old family practitioner from Brownfield, 
TX. I was bom in Lubbock, TX, and graduated from Baylor University (pre-medical 
education) and from the University of Oklahoma School of Medicine in 1957. I 
served three years in the United States Air Force, where I was a flight surgeon. 
I have been engaged in family practice in Brownfield for 32 years, doing "small town 
family practice," i.e. doing surgery, delivering babies, and caring for a full range of 
patients, treating them for eveiything from arthritis to zoster. I am a Fellow of the 
American Academy of Family Practice and a Diplomat of the American Board of 
Family Practice. I have been certified and recertified by this board. My wife and 
I have raised seven children and have been active in our community and church. 

Richard Hope, M.D., was bom in Brownfield, TX. He graduated from Angelo State 
University with a Bachelor or Science degree in computer science. He obtained his 
medical degree from the University Heafth Science Center at San Antonio. He is 
currently working in the University Hospital, University of Arkansas Medical 
School, in Little Rock, AR. (I'm sure most of you know where that is and know at 
least two famous people from there.) Richard and his wife have two children. Dr. 
Richard Hope is tne computer expert" and is with me today to answer any tech- 
nical computer questions you may nave. 



PRACTICE DESCRIPTION 

I began practicing medicine in Brownfield, TX, in 1961, after three years in the 
Air Force. After ten years of practice, I constructed my medical clinic building which 
contains a laboratory and x-ray facilities. I have recruited other physicians for 
Brownfield and this clinic, and we practice in this facUity. I am currently active in 
practice. 

Taking advantage of the Federal Rural Health Clinic legislation, I established a 
rural health clinic (one of the first ten in Texas) in 1990. Our computer read-out 
shows that as of the end of this week that I have an active patient population of 
7006. These patients are served by myself and by a physician assistant who began 
work here when the rural health opened. During the past year we have had 13,546 
patient visits, an average of 64 patients per day. The breakdown of patient types 
is as follows: Medicare 16 percent, Medicaid 53 percent, and private pay 31 percent. 
It is obvious from these statistics that the federal government is strongly involved 
in the financial viability of my practice. We are currently serving the medical needs 
of pediatric and adult patients in our community, with referral services for obstet- 
rics and surgical needs. We furnish care at the two local nursing homes and provide 
hospital care for our patients in the Brownfield Regional Medical Center (our local 
50 bed hospital). Complicated cases are referred to secondary and tertiary medical 
facilities in Lubbock. 

DEMOGRAPHICS OF MEDICAL CARE IN THE BROWNFIELD AREA 

Brownfield, TX (population 9,560) is located in the Texas Panhandle, 45 miles 
south of Lubbock, TX, and 40 miles from the New Mexico state line. It is a rural 
community with the economy depending approximately 80 percent on agriculture 
and 20 percent on oil and other business. It is the county seat of Terry County (pop- 
ulation 13,218). Our local Medical Society is composed of five counties (Dawson, 
Gaines, Lynn, Terry, and Yoakum). The total population of this area is 57,234, with 
an area of 4,979 square miles. This area has a total of 17 practicing physicians or 
1 physician for every 3.366 persons, or 1 physician for every 293 square miles. The 
nearest "metropolitan center" is Lubbock, TX, (population approx. 200,000). The re- 
ferral hospitals in Lubbock are Methodist Hospital (patient bed capacity of 900). 
University of Texas Tech Medical School Hospital (patient bed capacity of 300), and 
St. Mary's Hospital (patient bed capacity of 422). 

COMPUTERIZATION OF MEDICAL RECORDS 

In order to meet the medical needs of this population, it became apparent that 
I needed to develop the capabilities of serving patients more efficiently. With the 
constant threat of malpractice suits and "non pay" by Medicare, Medicaid, and pri- 
vate insurance companies (if the medical records didn't reflect quality medical care 
and "prove we did it"), it became apparent that we must improve on our medical 
record system. The use or a "computerized medical record system" was the logical 
solution. We (Richard and myself) instituted the development of a computerized pa- 
tient record medical system which we refer to as the "S-O-A-P System." The acro- 
nym S-O-A-P it derived from the current medical terminology and methodology of 
keeping records. 

"S" stands for Subjective (the patient's complaints). 
"O" stands for Objective (the physician's finding upon examination, lab- 

oratory, x-ray, etc.). 
"A" stands for Assessment (evaluations and diagnosis). 
"P" stands for Plan (what you undertake to do for the patient). 

Using our computerized medical record system, we were able to increase our pa- 
tient load and markedly increase the efficiency in our office. 

Computerized medical records are a new concept in physicians' offices. Although 
50 percent to 60 percent of physician' offices currently are using a computer for the 
purpose of billing, scheduling, and submitting insurance claims, less than 1 percent 
of physicians are using computers for patient care. Even a smaller percentage are 
utilizing computers for maintaining patients' charts. 

Computerized medical record systems that are available currently can be divided 
into two classes. 

1) The first class is those which do total electronic storage, requiring typing of 
the progress notes directly into the computer by the physician, nurse, or 
transcriptionist. This also requires scanning of laboratory reports, x-ray reports, per- 
mission slips, consultation reports, etc., into the patients computer record. Of 
course, if the computer is "down" at any particular time, patient visits and treat- 



ments may come to a screeching halt. Currently these systems require a significant 
amount of computer expertise by the user. They usually do not print out "hard cop- 
ies" of the record except by special request. Currently they require more expensive 
computers and support. 

2) The second type of computer programs for computerization of patient charts 
(medical records) utilized the chart system currently used by 99 percent of physi- 
cians and clinics. This usually creates a "hard copy' of the information of the pa- 
tient visit. It takes advantage of the power of computers to organize and clarify the 
records and assist in patient care. Better care is rendered because the computer 
automatically flags drug interactions and warns immediately of potential drug aller- 
gies or adverse effect with certain diseases. Automatic prescription writing and pa- 
tient recall abilities by diagnosis, age, diseases, drug usage, etc., are important fea- 
tures. Utilizing the computerized record system has enabled me to get the maximum 
use of my "physician expander," i.e. my physician assistant. His supervision is en- 
hanced by my ability to check his prescriptions, diagnoses, and records, using the 
computer. 

Other advantages of the computer are discussed in the attached "S-O-A-P Mini 
Manual." Please refer to this literature for more specific information. 

ECONOMICS OF COMPUTERIZATION 

Economics of computerization must be taken into consideration, especially by pri- 
vate physicians with no special funding for such projects. The S-O-A-P System was 
specifically designed to operate on the least expensive, most readily available com- 
puters in existence. With the exception of the ChartCard reader/writer, S-O-A-P 
operates with equipment available in any standard computer supply store. It re- 
quires no special installation and is not written in a special language. If a physician, 
clinic, hospital, or the government is considering the use of computers for patient 
records, it is absolutely necessary to keep the cost down by using currently available 
equipment and programs and avoid "reinventing the wheel." The medical profession 
needs to begin where technology is now and not wait until the "ultimate systems" 
is developed. Men didn't wait on the jet air liner before we started to fly, we began 
with the Di-plane. 

In our clinic we chose to utilize the second concept in developing a medical record 
system. I have chosen to illustrate our medical records by including actual copies 
of the charts of the patients that I treated recently in a one day period. These 
records were generated by the S-O-A-P System and required no secretarial help. 

PATIENT PROFILES 

The heart of any medical record system is creation of a patient database, which 
the S-O-A-P System calls the "Patient Profile." S-O-A-Fs patient profile contains 
basic information that any physician should have immediately available when treat- 
ing any patient For any condition. This includes: demographics (name, address, 
phone, spouse, insurance, etc.), acute illness (diagnosis, date, and doctor of last two 
visits), chronic disease list, drug list (including dosage and directions), conditions af- 
fecting drugs (sex, smoking, allergies, etc.), major procedure, hospitalizations, and 
surgeries, health maintenance information (including lab, and immunizations), and 
brief significant family history. 

Since an outdated data base is essentially useless and occasionally even dan- 
gerous, the data base or the S-O-A-P System is updated 'with each patient encoun- 
ter. By utilizing the power of the computer, drugs are checked for interactions and 
side effects. The problem list of diseases is checked for drug cautions and warnings, 
and drug allergies are checked. This is all done on a "real time basis," while the 
patient is in the examining room and before the prescription is written. 

USING THE COMPUTERIZED MEDICAL RECORDS SYSTEM 

I make extensive use of our computerized medical records in patient care. A com- 
puter terminal is turned on in each examining room in order that the patients may 
review his/her medical profile as displayed on the screen. Working with the nurse 
or physician the patients update their own data. I use the system to write prescrip- 
tions and this information is automatically transferred back to the patient's chart 
(providing more accuracy). 

I use the computer for patient health maintenance. Health maintenance and dis- 
ease prevention is a very important feature of family practice. The S-O-A-P system 
has two concepts in health maintenance. 

First, consider the individual. For a particular patient, using a single key stroke 
triggers S-O-A-P to search the profile of that patient and displays on the screen 
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(or prints out) the status of health maintenance recommendations. Not only are 
such routines as regular pap smears, mammograms, blood pressure checks, choles- 
terol checks, etc., included, but S-O-A-P also takes into account the patient's spe- 
cial situations, such as family history (example: cancer of the breast) or place of res- 
idence or occupation (examples: a patient living in an institutional setting needing 
a flu vaccine or a coal miner needing a chest x-ray). Information obtained will tell 
what procedure is needed, how often, and the date the procedure was last done, 
flagging in color if delinquent. Although the criteria for health maintenance proce- 
dures are taken from recommendations of recognized authorities such as the Amer- 
ican Heart Association, American Cancer Society, American Academy of Family 
Practice, etc., the physician may modify these criteria to fit his/her practice. 

The second health maintenance responsibility of the physician is to his practice 
in general. In using this computerized system, I am able to recall patients for proce- 
dures that need to be done. We send reminders for annual physicals, pap smears, 
immunizations, etc. In addition to routine reminders, I hold screening clinics in my 
office. I will use the computer to recall patients with certain conditions that need 
to be followed carefully. For example, I will have an ophthalmologist come from 
Lubbock. TX, (the nearest ophthalmologist), and check my diabetic patients for dia- 
betic retinopathy. This is practical because of the power of the computer to search 
the profile of over 7000 patients and identify those with diabetes. It then prints ad- 
dress labels for them in only a few minutes. I use this same concept in screening 
for kidney disease, peripheral vascular disease, etc., for hypertensive patients, car- 
diovascular patients, and other groups. We have screening clinics for skin cancer 
with dermatologists coming to the clinic, and utihzing the computer to call patients 
in by age. Preventive care is cheaper than treatment of the complications after they 
have occurred. 

Patient education is a major function of primary care, especially in chronic ill- 
nesses and diseases of the aged. Our computer system allows us to print out edu- 
cational material which is customized for individual patients. 

PHYSICIAN INFORMATION EXCHANGE; CHARTCARDS•SMART CARDS 

No single physician can fulfill all of the needs of all of his patients; therefore, we 
have a developed network of physicians to whom we refer. All physicians must do 
the same. To some physicians this may be a more formal arrangement such as an 
HMO or PPO. We use our computerized medical record system to support this refer- 
ral process. Not only do we print the patient profile, but we also print a list of all 
previous visits (with date, doctor, and diagnosis) and previously prescribed medica- 
tions. This may be mailed or hand carried by the physician to the next provider 
(hospital or doctor). 

However, the S-O-A-P Medical Record System furnishes the capability of creat- 
ing a portable medical record for the patient. This technique involves the use of 
"smart cards." Utilizing an imbedded computer chip in a credit card size plastic 
card, S-O-A-P copies she most current "Patient Profile" onto his "ChartCard" (our 
trade name for the smart card). This card, which looks like a credit card, contains 
the patient's medical information. On each visit to his physician, this card is up- 
dated at the end of the office visit simply by inserting it into the ChartCard reader/ 
writer of the computer. When the patient goes to another physician, emergency 
room, hospital, etc., the patient furnishes them with his ChartCard. This is inserted 
into their card reader/writer, and the new provider has the most current medical 
information on this patient. After this institution or doctor treats the patient, pre- 
scribes medications, etc., the ChartCard is updated via the computer and returned 
to the patient to take to the original physician. In this manner, each medical pro- 
vider has the latest information on the status of the patient. 

The S-O-A-P System is unique in that it contains the basic medical data of the 
patient needed by a treating physician to take care of the patient in a new encoun- 
ter (the "Patient Profile"). All of this necessary information is displayed on one com- 
puter screen. There is no need to "page through" multiple screens to get the informa- 
tion. 

Using the ChartChard eliminates each provider's having to "start a new medical 
record, fill out forms, etc." The ChartCard does this for him. These cards are espe- 
cially useful in HMOs, PPOs, hospital-physician networks, medical area networks, 
and hospital-physician marketing. Those ChartCards can be customized as needed 
by a particular institution or provider. They may have bar coding strips and mag- 
netic strips for identification and financial information (such as insurance compa- 
nies, policy numbers, etc.) and may even carry the patient's picture for identifica- 
tion. 
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These ChartCards are a new concept in the transferring of medical records and 
have the potential of time-saving, accuracy, and cost efficiency for doctors. They will 
save money in eliminating duplication of clerical work, helping to reduce unneces- 
sary duplication of laboratory and x-ray work, and in helping to eliminate prescrib- 
ing of duplicate medication by different physicians, etc. From a patient acceptance 
standpoint, the Chart Card will help eliminate some of the major complaints that the 
public has against medical care facilities. The first complaint is cost of care; the sec- 
ond is lengthy waiting time in care facilities; and finally the resentment at having 
to repeatedly fill out medical information questionnaires at each point of delivery 
of services. 

PATIENT'S PRIVACY AND CONFIDENTIALITY OF MEDICAL RECORDS 

Confidentiality of the information used by computerized medical records poses vir- 
tually the same problems that arise when not using computers to maintain the pa- 
tient s medical records. Obviously, it depends upon the integrity of the physician 
and the people under his supervision who are entrusted with creating and distribut- 
ing of the medical records. Because of the computer's ability to "lock out or grant 
access" information to particular individuals, medical confidentiality on computers 
is probably better than that usually experienced in todays medical environment. 

Security under the S-O-A-P Patient Medical Record System is built into the pro- 
gram. Currently there are five levels of security. When the program is installed in 
any institution, the director, or supervisor of that institution may set the access lev- 
els according to the direction of the supervisor and needs of the individual computer 
user. The highest access level is for the general supervisor (which usually would be 
the physician in charge of that clinic). The second level allows the nurses and the 
doctors to enter information onto the patient's medical record (such as writing pre- 
scriptions, updating the problem list, adding drugs, etc.) The third access level al- 
lows the receptionist to transcribe information and take dictation using the program 
but would prohibit her from modifying the patient's profile or changing drugs. The 
fourth level allows "viewing only" of the patient's records (for such people as insur- 
ance clerks which may want to get a diagnoses). A fifth level allows a pharmacist 
to enter data into the drug data nase but not to view patient records or modify the 
patient's chart. All of these levels require the user to sign on" using a pass words 
and to type in the user's ID number. 

Most of the S-O-A-P Systems utilized in larger clinics would be on a computer 
network. These computer networks also contain a security system requiring "login" 
and "logout" capabilities with certain levels of access allowed. 

As mentioned previously, I try to assure the accuracy of the patient's medical 
records by having the computer turned on in the examining room. The patient will 
read his own chart and tell me if the information is correct. He will also inform me 
if there is information that he does not wish to have recorded on his record. (This 
could be information such as AIDS, or taking the drug AZT, etc.) In this manner, 
the chart printout as well as the ChartCard information which is taken from this 
patient profile and will be suitable to the patient. The ChartCard has the same in- 
formation as the patient profile (that the patient will have reviewed with the doc- 
tor). This allows the patient to eliminate diagnoses that he does not want main- 
tained in his records, such as alcoholism, AIDS, or other information that he might 
feel he would not want other people to know. Unfortunately, when the patient be- 
gins to select what he wants physicians to know and not know, the accuracy of the 
medical information on the chart will decrease. This is nothing new. Patients with- 
hold information frequently, especially when they are seeing another doctor for a 
particular condition or that they have taken some of Grandma's pills for their ar- 
thritis and they really do not want to tell me. 

The information placed in the computerized "patient profile" and subsequently 
onto the ChartCard, would be akin to what the patients have in a written record. 
The patient has a choice of either furnishing or refusing to furnish his card (or writ- 
ten chart) to another institution, including medical institution, prospective em- 
ployer, or insurance company. There is an additional benefit to these institutions 
in using the ChartCard. The identification capabilities of the ChartCard can confirm 
that the card carrier is indeed the correct person to receive the medical care, em- 
ployment, or insurance. 

In summary, the computerization of medical records has been a necessary endeav- 
or for my office. Although it was a major effort, it has provided valuable dividends 
through better patient care, enhanced accuracy of the medical records, and efficiency 
of office personnel. I have found that my ofnce personnel take pride in their new 
computer skills, and the economics of practicing in this manner justified the efforts 
to computerize my medical records. Thank you. 
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SHERMAN A. HOPE, M.D., 
BROWNFIELD RURAL HEALTH CUNIC, 

Brownfield, TX, January 11, 1993. 
Hon. PATRICK J. LEAHY, 
Committee on the Judiciary, 
U.S. Senate, Washington, DC. 

DEAR SENATOR LEAHY: I am responding to the questions posed in your letter of 
December 28, 1993, about our computerized medical record program called the S- 
O-A-P Patient Medical Record System and its ChartCard capabilities, ChartCard 
is our trade name for a portable medical record health card that can be carried by 
the patient on either the smart cards or laser cards. I hope my answers are clear; 
and if you have any questions, feel free to have your office call me for further clari- 
fication. 

I hope these answers have satisfied your questions and feel free to cadi me if I 
can furnish further information. 

I would like to take this opportunity to offer to you, for your personal physician 
and your mother's physician, our S-O-A-P Medical Record System. Simply have 
your office contact me, and we will be glad to send it to your office or directly to 
them. There would be no charge for this service. It would be our honor to provide 
this for you. 

I wish to thank you for the opportunity to express my views and to demonstrate 
our system to your committee. Give my regards to your staff, who have been very 
cordial and helpful. I wish the best for you, your family and staff this coming year. 

Yours truly, 
SHERMAN A. HOPE, M.D., 

Family Practice. 

SHERMAN A. HOPE'S RESPONSE TO QUESTIONS SUBMITTED BY SENATOR LEAHY 

Question 1. What privacy and security guidelines do you think should be required 
for health data cards and computerized medical records to assure the public that 
their privacy will be protected? 

Answer. The health data cards are actually a copy of data generated from the 
computerized medical records. Therefore, the security that should be required 
should reside in the medical record system. The medical record system should have 
"built in security" that would require proper identification and authorization of any 
person using the card reader. The computerized medical record system should have 
levels of authorization and the ability to shield certain fields so that privileged infor- 
mation can be either concealed or revealed to the reader according to his predeter- 
mined authorization. I would avoid writing specifics into laws wnich define what 
fields of information are to be shielded and who would be authorized to use the med- 
ical record system. Leave it up to the vendors, users, and the medical legal person- 
nel to develop specifics according to the needs of that particular application pro- 
gram. The emphasis of the law should be aimed at individuals who are not author- 
ized to have the information on medical records. The law should define abuse and 
set defined punishments for those persons. I do not think that laws placing undue 
responsibility for information security on the industry will help very much. No mat- 
ter how well the medical record program is designed m today's technology, tomorrow 
someone will find a way to "crack the code," and if there are not specific laws pro- 
hibiting them from pirating medical information and illegally using this informa- 
tion, there will be problems. 

Question 1. If the smart card you demonstrated at the hearing is lost or stolen, 
the patient's medical information can be retrieved from a database and put on a re- 
placement card. Does the use of these cards rely on the storage of the medical infor- 
mation in a central database? 

Answer. Since the card is really just an electronic picture of the database gen- 
erated by a computerized medical record system, the basic data on this patient will 
reside in a medical database. That medical database may be as limited as a single 
physician's office or as extensive as an area network such as a hospital, HMO group, 
or limited geographical area. The larger the database, the more subject to misuse: 
therefore, 1 would propose keeping the databases in relatively small units limited 
to geographical and provider groups. I see no need medically for a national medical 
database. Assuming a "health card" system was in place, each person could carry 
his medical data with him. 

A second part of this question has to do with features of the actual card. These 
cards can be developed to provide patient identification, utilizing pictures, finger- 
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prints or other methods. They can be produced in such a way that they could not 
be read except by an "authorized" card reader. For example, an "authorized" card 
reader would be in place in the emergency room; but if a health insurance company 
wanted to scan people's health cards, it would not have an "authorized" reader, even 
if it purchased the medical record system and a generic reader. 

Question 3. Have you developed any technological features that protect the pri- 
vacy and security of such a central database of medical records? 

Answer. On the S-O-A-P System we currently have five levels of access. The clin- 
ic director assigns privileges, with a particular level assigned to personnel according 
to their need for patient medical information. For example, the physicians are al- 
lowed the entire medical records; and they may change data, write prescriptions, 
etc. (all of which is transferred to the health card); whereas, a secretary can only 
read the patient's profile but cannot change drugs and diagnostic information. How- 
ever, she can type the clinical notes into the patients' medical records. In contrast, 
the pharmacist can not review a patient's medical history but can change drug 
database information. Virtually any level of access can easily be built into the medi- 
cal record system simply by defining the needs and functions of the medical person- 
nel and allowing them access capabilities according to their job description. In addi- 
tion to the medical record system having levels of access, the Novell network sys- 
tem, under which the S-O-A-P System operates also has security and access fea- 
tures; therefore, requiring the user to "login" through two security systems. This 
"login" feature creates a tracking" system to see who had access to medical infor- 
mation and when. 

Question 4. Would you have any concern over your ability to protect the privacy 
of your patient's records if your computerized medical records were connected in a 
network with other doctors' or hospitals' medical records? 

Answer. Yes, I would have an adverse feeling about leaving a modem running on 
my computer allowing virtually anyone at another institution to access the medical 
records out of my office. I feel the concept of using smart cards or ChartCards allevi- 
ates this problem because it provides for the patient to carry his own medical 
records with him and give them to whomever he wants. A national database is great 
for research and statistical uses but I would question as to whether it would be ap- 
plicable to local real life practice situations. Both physicians and patients are likely 
to be very resistant to transfer of privileged information to the safe keeping of large 
governmental bodies. 

Questions 5. So-called computer viruses are a damaging nuisance about which ev- 
erybody with a computer worries. Can computer viruses destroy information on 
health data cards? 

Could a computer hacker or a virus be able to alter information on a central 
database of health records and, for example, make every AIDS test result a positive? 

Answer. To date there have been no reported cases of viruses infecting medical 
software or medical computers. However, just as adding new programs via disk or 
electronic transfer may infect a computer or program, it is certainly possible that 
a hacker could cause problems with medical records. This problem can be solved in 
our system by maintaining a printout on each patient's record, usually with each 
visit. If a medical record system relies totally on electronic storage, it is much more 
vulnerable to serious alteration of the medical records. Perhaps all medical record 
systems need a requirement of hard copy printouts, or at least extensive, secure 
back-up procedures. I do not see a way that a computer hacker could access local 
health databases such as physicians' offices, local hospitals, HMO's, etc., and change 
fields arbitrarily in a computerized medical system. Of course, the ingenuity of the 
computer hackers is not to be denied, and I envision that such an event could hap- 
pen. The larger the database and the more users that are connected, the more likely 
problems could develop, especially in large databases that are connected from insti- 
tution to institution. 

Senator LEAHY. Who has access to that? 
Dr. SHERMAN HOPE. Who have access to it? 
Senator LEAHY. Yes, to the records you keep. 
Dr. SHERMAN HOPE. The records I keep are accessed by myself 

and my office staff. 
Senator LEAHY. And that is it? 
Dr. SHERMAN HOPE. Yes, sir. 
Senator LEAHY. But if you had a patient, who was traveling 

away from Texas to my own State of Vermont, are you able to, are 
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you, to transmit any of those records, if you wanted to, to somebody 
with a compatible computer? 

Dr. SHERMAN HOPE. Yes, sir. There are two methodologies. Obvi- 
ously, one is a modem, but the most popular one, as you men- 
tioned, is the use of a card and the card is designed to display what 
we refer to as the patient profile, which is the basic medical needs 
that the doctor must have each time he sees a patient. 

Senator LEAHY. SO the patient would have that and you would 
have access to it? 

Dr. SHERMAN HOPE. Yes, sir. 
Senator LEAHY. The patient would have access to it because he 

would have the card with him? 
Dr. SHERMAN HOPE. Right. 
Senator LEAHY. But nobody else could go in and just pick that 

up? 
Dr. SHERMAN HOPE. NO, sir. 
Senator LEAHY. If we started using cards as a common thing, 

would you feel that we should have something built in so that em- 
ployers or others could not have a right to just arbitrarily ask em- 
ployees to see their card, to access it, to go through the material? 

Dr. SHERMAN HOPE. TO run into the same situation as we cur- 
rently have in medical records, if a patient has information that he 
does not want other people to know, he may request that it be kept 
off of his written records. Certainly he could keep it off of his com- 
puter records in the same manner. 

Senator LEAHY. Or you could set up a separate file. You could 
have different levels of access on your card if you wanted to, too, 
couldn't you? I mean, keep the information on the card but with 
different levels of access? 

Dr. SHERMAN HOPE. That is correct. And we currently do that. 
For example, only certain levels of access, the doctor can see the 
patient's record and change, say write a prescription. In contrast, 
the insurance clerk can only read the patient's record. 

Senator LEAHY. I wonder if your son could demonstrate some of 
how that works. 

Dr. RICHARD HOPE. On this card right here, we have a sample 
patient. This was as if you came into the physician's office, your 
family practitioner referred you to the neurologist or something, 
and you just plug this little card into the reader and just view the 
information from this card. 

Here are the basic demographics and the drugs, allergies, which 
is very important, and the diseases and problem list on this pa- 
tient. You get all this information from the card. 

Any information can be changed on here. You make your diag- 
nosis, write your prescriptions for the patient, put it back on the 
card, and the next day the patient may go back to his family prac- 
titioner and the family practitioner then has an updated record. 

Senator LEAHY. I would note in case the screen is being picked 
up on the camera, that the addresses and other information on the 
screen are obviously for a fictitious case? 

Dr. RICHARD HOPE. All of our patients are fictitious, right. 
Senator LEAHY. I see various telephone numbers and zip codes 

and so on. Just in case anybody's trying to read just what this poor 
person is suffering from, it is not a real person. 
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Dr. RICHARD HOPE. Right. I think that is one of the main advan- 
tages of the card, is that you have at least a summary of the infor- 
mation that any physician of any specialty needs to treat that pa- 
tient for any particular visit, ana this can certainly be expanded to 
keep more detailed records on the card and levels of access are 
built in into this card and they can be built into other cards and 
other systems. 

But yes, this information can certainly be sensitive and as we 
put information on the card, the patient has the opportunity to 
view the information that is being put on the card, and he can re- 
quest that information not be put on there. 

Senator LEAHY. I would think on that, you've got something that, 
particularly from the emergency room basis, you have immediately 
what drug allergies  

Dr. RICHARD HOPE. Very important information. ^ 
Senator LEAHY. And problem lists of things of this nature. 
Dr. RICHARD HOPE. Just last year I was actually working in an 

emergency room in Little Rock, and if we had a list of the patients' 
medicines when they came in unconscious, their diseases and their 
drug allergies, it would certainly be of benefit a lot. 

Senator LEAHY. HOW much information beyond the detail you 
have on the screen, can you put on the card? 

Dr. RICHARD HOPE. On our current system right now, we can 
store 2,000 bytes of information, which is our basic profile. That is 
certainly expandable to store it on other types of cards, other types 
of media, with minimal modification of the program. And, again, 
you can build in all the levels of access that we currently have in 
the program and any more with minimal effort. 

I think one of the key points we are getting is that this is some- 
thing that is realtime, tnat we are already using, and it is cur- 
rently already developed, that can potentially be used by other phy- 
sicians at this time that will help with the medical care of patients 
in general. 

Senator LEAHY. All right. And that also would be information 
that you could transmit to somebody else quickly and easily? 

Dr. RICHARD HOPE. Yes, sir. 
Senator LEAHY. Or you could print a hard copy of what you had 

there, too? 
Dr. RICHARD HOPE. Yes, sir. You can print hard copies or trans- 

fer it over a modem to other physicians, if so desired. 
Senator LEAHY. DO either one of you have much experience with 

people asking just to see their records, then, if they have got one 
of these cards? Or do they sort of feel, well, OK, if the doctor put 
it in, it must be right? 

Dr. SHERMAN HOPE. In my office, I have a computer terminal in 
each examining room and while the nurse is getting the patient 
ready for examination, she calls the medical record up on the com- 
puter. The patient will sit there on the examining table and actu- 
ally read their own record, and they will say, "Well, I'm not taking 
this drug," or, "I saw Dr. Jones and he told me I had rheumatoid 
arthritis, so take off that other diagnosis." So they actually read 
their own records almost routinely. 

Senator LEAHY. We had a situation in the IRS that came to light 
a few months ago, where a number of IRS employees were pulling 
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up the files of celebrities, movie stars, well-known people, and so 
forth, and going through them just for the fun of it to see what 
they invested, how much they really made last year, and so on and 
so forth. 

Now, suppose you had somebody working at your cUnic and he 
was thinking of buying stock in a particular company and knew the 
president of that company or the chief designer of that company 
was a patient. Is there anything to stop the clinic employee from 
saying, "Gee, I would just kind of like to see if he or she is going 
to be around 2 years from now before I buy the stock," or, "I am 
just curious if they really are that healthy. They look to me like 
somebody who might have had some problems with depression or 
something else like that in the past." 

Is there anything to stop a person with access to the medical 
records from just saying, "I will just pull the record up and take 
a look at it"? * 

Dr. SHERMAN HOPE. Well, if you give access to the proper people 
as you install the program, for example the physicians, there would 
be nothing to keep a physician from doing such a thing. But there 
is nothing to keep in our current system from doing that, also. So 
no, I don't know how you would stop them if they have access to 
the patient's medical information. 

Senator LEAHY. Can you program the record in such a way that 
it would show who did call it up? 

Dr. SHERMAN HOPE. Yes, that can be done. Normally, under the 
security thing, when you make an entry•well, currently when you 
make an entry, it will initialize the record as to who made the 
entry. Now, just viewing it, that is not built in right now, but that 
is not a problem. 

Senator LEAHY. But that could be done? 
Dr. SHERMAN HOPE. Yes. 
Senator LEAHY. If we were going to start having medical records 

computerized like this on a general, nationwide basis, it would be 
relatively simple, would it not, to program that whoever accessed 
the record would have to use his own identification number to ac- 
cess it, and once he accessed it, there would be a permanent record 
kept? 

Dr. SHERMAN HOPE. Permanent record, yes, sir. 
Senator LEAHY. AS an example, it would show that Dr. Hope 

accessed it on July 12. 
Dr. SHERMAN HOPE. Yes, and that would be created as a perma- 

nent record on it. 
Dr. RICHARD HOPE. Yes, that is easy to build into the system. 

You can have an audit trail of who calls up the record and if a par- 
ticular user gets someone else's access code or whatever, you would 
know that at least that person was signed onto the system and 
that they did look at that particular patient's record. You can make 
an audit trail. 

Senator LEAHY. One thing occurred to me, especially when your 
father was talking about the type of practice you have. I come from 
a rural area, but we are not spread over the kind of distances you 
are. I suspect you have counties that would just about swallow up 
our State. 
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But I think of something like this as being especially helpful in 
a rural practice. Does that turn out to be your experience? 

Dr. SHERMAN HOPE. It has been a major lifesaver in my office. 
It has allowed me to spend much more time with my patients and 
still give them adequate medical care and yet have more volume, 
because I am not spending all the time handwriting things, and my 
nurses have considerably more efficiency because they don't over- 
look things. 

For example, immunizations: That is brought forward each visit. 
You do not overlook health maintenance. You can see immediately 
that either they are current on their Pap smear or they are behind. 

Senator LEAHY. Well, let us take immunizations. You go in and 
get a flu shot. Would that get entered right then and there on your 
medical data card? 

Dr. SHERMAN HOPE. Yes, sir. 
Senator LEAHY. SO that if that person shows up again 2 weeks 

later in an entirely different office, they would know it? 
Dr. SHERMAN HOPE. Yes, sir, if they were accessing this. It is on 

the profile. That is part of the basic things we think doctors ought 
to know. 

Senator LEAHY. NOW, Mr. Haddock, your system goes beyond this 
in the amount of information that gets stored, is that correct? 

STATEMENT OF RICHARD HADDOCK 
Mr. HADDOCK. That is true. Our system is based on the optical 

memory card and as such, it can store about 4 million bytes of in- 
formation in comparison to the 2,000 you see there, so this is 
equivalent to about 2,000 times that capacity. They could easily 
transfer that data onto this card in continued development of their 
same program with this media. 

Senator LEAHY. SO that if somebody from Dr. Hope's clinic went 
into an area where they had that system, it is relatively simple just 
to load it on? 

Mr. HADDOCK. Yes. This card looks like a logical DOS device to 
the computer system, like a floppy disk or hard drive, and therefore 
their system is capable right now of transferring to such devices, 
so in a matter of minutes, I believe, they could take that data right 
there and put it on this card. 

Senator LEAHY. Mr. Haddock, would you give us a demonstration 
of your system? 

I have been in various health clinics back home where a patient 
may be asked about his or her past medical history and would be 
asked, "Well, what did you get? The patient might respond "Well, 
they gave me a pink pill," or, "It was such-and-such." "Well, that 
sounds like it, but I am not sure." The doctor has to pick up a 
phone to call somebody else or find somebody else who is in. About 
an hour later, somebody will look through a record to find the an- 
swer, which I guess you would have already on the card. 

But go ahead, Mr. Haddock. 
Mr. HADDOCK. Part of what we came here to show you today was 

some security features related to health cards. There are many lev- 
els of security, from things as simple as PIN numbers that you are 
familiar with at ATM machines, to passwords to files. The most ad- 
vanced level of security is biometric devices, and so this card is pro- 
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tected by a series of biometric devices, such as hand recognition 
systems, fingerprint scanners, signature recognition, and so forth, 
which can be selected to the degree of security you think is nec- 
essary for the card. 

When I insert the card in the drive, it first looks to see who owns 
the card. It brings up just the name on the screen and goes no fur- 
ther until you enter a PIN number. At that point, it opens a basic 
record of the card, such as you might find on a driver's license or 
passport, of name, address, and so forth. 

To go further and unlock the files, you must first verify that you 
have the right person, such as the photograph of the holder. With 
that verified, you can see things on there, you can verify the signa- 
ture, you can verify dynamically on a dynamic signature tablet if 
required. In this demonstration, I am going to show you the ver- 
ification of my actual hand geometry. It will not open until my 
hand is put in this unit. When it verifies that, it opens my medical 
record. If that was not my hand, it would not have gone any fur- 
ther. 

At this point, you have your emergency medical information, 
similar to their program. However, now you can drop down into a 
menu of the other files on the card, and because our card actually 
looks like a logical computer device, like any other media, there are 
a number of files here that can be accessed in the same manner, 
such as patient demographics. 

Regarding the question of updates and so forth, the optical media 
is an archival media. Once it is written, it cannot be altered or de- 
leted but it can be updated, and so I have entered an address here. 
If I wanted that removed, I have a new address, it writes a new 
record to the laser card and now when you go back to it, you see 
that record has been changed the way you would expect, with typi- 
cal magnetics. 

The advantage of the laser card is that it maintains a complete 
audit trail of every change made. If you want to go back to what 
it once was, you select the history of the card and it drops back and 
shows you the audit trail of how that card was changed. 

Senator LEAHY. SO you could find out that the person lived in a 
different State before? 

Mr. HADDOCK. Correct. 
Senator LEAHY. Or had a different employer? 
Mr. HADDOCK. And as you have said also, it date-time stamps ex- 

actly how it got changed and you could add to that easily who and 
where and so forth. And that is a permanent entry on the card that 
cannot be changed. 

Senator LEAHY. If you have that much memory in there, there 
would be no problem showing when anybody accessed it? 

Mr. HADDOCK. NO. The card can store tens of thousands of up- 
dates, so that is a lot of action on one card. This is the case of a 
little history here. If you have a shot today, you would just enter 
that into the card and it would write an update for the flu shot. 
Now, you see, that has been changed and you have a history to go 
back and see how it got changed. 

Similarly, things like prescription history, the doctor can fill out 
a prescription for a card. To find out whether refills are allowed, 
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and at the bottom of the screen, the pharmacist can read that but 
can only enter the date, showing that they refilled, the record. 

The card's data capacity also allows it to hold images. In this 
case, x-rays controlled by this program. Every x-ray has a linked 
doctor's report against it of the doctor's diagnosis. At the time the 
x-ray is scanned and put onto the card, we create two actual image 
files. One is a small icon so that you can visually select which one 
you might want. 

In this case, I will take this image of the spine. You select it and 
it now reads from the card the complete image file and then it dis- 
plays it on the monitor, where you are free to zoom in and move 
around. You can change the contrast of the image or whatever. 

You can store about 100 image files of that type on the card in 
addition to the text files. Again, to make sure you have the right 
patient, you have complete verification photographs. 

This type of photograph is also used in another area of security, 
and that is things like passports and documents issued by govern- 
ments, where files like this could be given an added level of secu- 
rity called the digital signature, which shows that not just any per- 
son put the photograph on there; it was put on by the issuing au- 
thority, such as the U.S. Grovemment, and it was verified by them. 
This is done at MIT by a professor up there who actually applies 
visual signatures for such security. 

I will show you one other security feature of the card, and that 
is this card contains the same basic medical information but it does 
not have a code which says that this is a•that I am authorized 
to read it, and this is not a valid medical card, have the adminis- 
trator validate it. So you can put secret keys onto the card that 
says you are not authorized. So in the case of an employer, his ter- 
minal would not have the ability to read that code and you auto- 
matically reject them like that, and he could not open this record. 
It is impossible to open this record. 

The other aspect of the card is because it does look like a logical 
DOS device. You can just read the directory off. This is loaded with 
a commercial program, so you can see the directory files of the 
card. So these are the files I am reading which shows there are 55 
files on the card containing about 450,000 bytes of data. 

The advantage of this program is that immediately, if you high- 
light the name of a file, it reads it from the card. So these are 
WordPerfect documents, so the minute you highlight it, it is read- 
ing from the card the conventional WordPerfect documents. If you 
want a copy of that, you can highlight it and say copy that to the 
hard disk drive. It reads it from the card, transfers it to the com- 
puter in that amount of time. 

Senator LEAHY. Can you print it, too, if you want? 
Mr. HADDOCK. If that was connected, I could have printed it in 

that amount of time. You can encrypt files, so I have taken that 
same file and applied a password protection to it, so when I high- 
light this file, it says the file is password protected and must be 
unzipped to view. 

So along with open text records, you can have password pro- 
tected ones which no one can view unless they have the password. 
So you can see, in a fairly simple demonstration, you can have mul- 
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tiple levels of security which can be designed to whatever the re- 
quirements of your system are. 

Senator LEAHY. One thought occurs to me. You could also build 
in perhaps too much security. I am thinking of the signature access 
or something like that in the context of the emergency room and 
an unconscious patient. 

Mr. HADDOCK. Yes. What the card initially does is bring up the 
emergency medical record which would be something the patient 
would agree is viewable at the time. 

Senator LEAHY. Which would be immediately? 
Mr. HADDOCK. Yes. One other thing is, some people do not want 

to use a keyboard. They want to use text documents. If you just 
wanted to take your handwritten notes, you could apply those to 
the card as well, and the way that we do this is through a conven- 
tional, like a fax machine. You can scan documents, in this case 
like a personnel file, where you want to see signatures and con- 
fidential notes, and you can store more than 100 such scanned doc- 
ument files on this card, as well. 

Senator LEAHY. DO you have any concerns about a hacker getting 
in there? You hear about the dream of student hackers being able 
to get into the dean's files and suddenly they can explain to their 
parents, they really are working hard because they got all straight 
A's, notwithstanding a lost weekend during Homecoming. 

I say this from books I have read, not from any personal experi- 
ence. [Laughter.] 

I went to a school with strict disciplinary methods. 
But what about that concern? 
Mr. HADDOCK. Well, the easiest way to show how you prevent 

that is by taking the card out. Once the card is out, no hacker can 
do anything to it. The card is now totally protected against that. 
If the dean takes records and puts them in his wallet, it can cer- 
tainly hold enough records for an entire school year for a good-sized 
university. It is protected from that. 

Senator LEAHY. You are not going to have somebody's AIDS test 
go from negative to positive? 

Mr. HADDOCK. Well, but the records are not on a mainframe sys- 
tem and they are provided whatever degree of security you wish to 
apply to them in terms of, as I showed you, the biometrics. 

If that person is not present, you could have that handprint actu- 
ally encrypt his files so that he must be there for that file ever to 
be accessed, which is the ultimate case. 

Senator LEAHY. If we are going to have a national health care 
plan, I expect we will go to an ability to carry your records around. 
Even without a national health care plan, we are going to use 
health data cards in one form or another anyway, because the tech- 
nology is there, because we are a far more mobile society than we 
used to be, and because, to keep down costs, the doctor, whether 
it is Dr. Hope or somebody in my State, should not have to go down 
or have his staff go down and spend 30 minutes to find out wheth- 
er you have had your flu shot or whether you have an allergy to 
any drug. Such cards will be helpful especially with patients who 
might have forgotten. Or might not fully realize how they have 
been diagnosed. 
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So we are moving to a system like this. Do you think it would 
be wise if we do, for us to start thinking of legislation which com- 
pletely protects the card holder from being asked the questions? I 
am thinking of an employer who may say, ^Vell, I want to see your 
medical records." Of course the easiest thing to say now is, "My 
medical records are down in Dr. Hope's office in a big file. I don't 
have those." And nothing happens. If the employer says, "Hand me 
your card," shouldn't we have legislation that says an employer 
cannot do that? 

Mr. HADDOCK. I think you should, although I also think that con- 
cern is maybe a little overstated, inasmuch as an employer's sys- 
tem would not be able to access this card even if the person handed 
it to them. The actual read-write card would recognize that this is 
not appropriate and would not open, and so the amount of protec- 
tion could be in there. 

Senator LEAHY. But so long as you have systems that can read 
the card in emergency rooms and elsewhere, it is not going to take 
very long before personnel offices in large companies to buy a set 
of the system. 

They are going to be able to. I guarantee you, if 250 million 
Americans are walking around with these cards, it is not going to 
take long for employers to think, "We had better have something 
that can read those cards so we can ask all these questions." And 
then you run the risk with a large database on people that some 
of the information is going to be salable. We have had hospitals 
that have tried to make up mailing lists for purveyors of particular 
types of prescription drugs or other products. 

We passed a law, which I helped to write, to make it difficult to 
go into a video store and find out what videos you rent. Well, that 
is one thing. You know, whether you rent Aladdin or Bondage 
Babes of Bombay or something•I am going to be terribly embar- 
rassed if there is such a tape. [Laughter.] 

If there is, I did not rent it. I did not rent Aladdin, either. 
But if we are going to protect that information, we ought to pro- 

tect whether you have been tested for hypertension or a sexually 
transmitted disease or gall bladder problems. 

Mr. HADDOCK. I would certainly agree with that, and I think 
laws probably are required to prevent abuse of the system, and if 
you build a secure system, obviously people could get around that, 
but if that was made illegal, that would add another level of secu- 
rity to the overall system. 

Senator LEAHY. True. And the same with selling the information. 
Mr. HADDOCK. Yes. 
[Mr. Haddock submitted the following:] 

PREPARED STATEMENT RICHARD M. HADDOCK ON BEHALF OF THE LASERCARD 
SYSTEMS CORPORATION SUBSIDIARY OF DREXLER TECHNOLOGY CORPORATION 

SUMMARY 

This presentation is intended as a short introduction to the use of optical memory 
cards in health care. Optical memory cards, the size of a normal credit card, are 
designed for use as a personally carried database. They are a secure storage media, 
functionally the equivalent of a computer floppy disk drive or a hard disk, and sup- 
port all security and privacy techniques used by industry and government to protect 
computer information. They offer the highest storage capacity any card type, enough 
to store up to 2,000 pages of text on one card. The data is updatable, but cannot 
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be tampered with or altered without detection. The card has the ability to store 
thousands of individual transactions per card. A review of some of the security and 
privacy features used on the card are presented, as well as a partial list of optical 
card users in healthcare. Also included is a brief comment on the U.S. position in 
the world market for information cards. 

A short demonstration of an optical memory card system will be made, featuring 
medical, security, and biometric aspects of the technology. 

INDUSTRY BACKGROUND 

California Technology. The optical memory card was invented and patented in 
1981 by Drexler Technology Corporation of Mountain View, California (a public cor- 
poration). Drexler Technology built a $25 million manufacturing facility with a ca- 
pacity of more than 25 million cards per year. More than one million cards have 
been produced there. Additional manufacturers of optical cards are Dai Nippon 
Printing, and Canon Inc., both of Japan, who operate under license to Drexler Tech- 
nology patents. There are multiple sources for card reader/writer units. 

Optical card systems are being developed in more than 40 countries worldwide, 
with LaserCard Systems Corporation, (as a wholly owned subsidiary of Drexler 
Technology) a primary supplier of cards, hardware and software to application de- 
velopers sines 1990. 
Description of the optical card system 

The optical card is used in a reader/writer unit, which in turn is linked to the 
computer system by an SCSI (Small Computer Standard Interface) connection. The 
card, when inserted into the reader/writer by the user like an ATM card, is imme- 
diately confirmed as a valid card, and then the card file directory is read. At this 
point, it appears like a conventional floppy disk to the host system. 

Depending on the security features of the controUing application software, the 
user is allowed to read or write files to the card. Once the transaction is finished, 
the card is automatically ejected, and given back to the user. 

Any information on the card can be accessed in less than one second, and over 
200 pages of text can be transferred from the card in less than a minute. Images, 
voice, charts, and graphs may also be stored on the card, as well as all types of secu- 
rity biometric identifiers. All standard data privacy and encryption methods may be 
applied to the card, such as Personal Identification Numbers (PIN), DES (Digital 
Encryption Standard), private/public keys encryption, including digital signatures. 
Several applications can be stored on a single card, and each kept confidential and 
secure from other applications. Some file areas may be used for open information, 
such as basic emergency medical information, with additional file areas controlled 
by increasing levels of security required for access. One optical card, having about 
600 times the capacity of an integrated circuit card, provides the ability to store and 
partition information for dozens of separate applications relating to the card holder, 
and offers the maximum potential for growth as future data requirements develop. 

The data stored on the card is secure and cannot be affected by magnetic fields, 
static electricity, and similar problems that cause memory loss in other cards. While 
it is true that the optical card surface can be scratched, the card format has error 
detection and correction functions, which allows most data obscured by typical sur- 
face damage to be reconstructed automatically. 

Additionally, the optical card may be combined with a magnetic stripe to allow 
use of both the conventional magnetic stripe applications along with the use of the 
advanced features of the optical card in the fiiture. 
Optical card advantages 

Optical memory cards, physically the same size and shape as conventional credit 
cards, offer significant advantages over magnetic stripe or I.C. cards, particularly 
in the area of healthcare information. All these cards can store information digitally. 

Three key features differentiate the optical card from all others: 
1.) Data Capacity. The magnetic stripe card has a memory capacity of 100 to 300 

characters, or bytes, of data. This represents a few sentences of information. The 
I.C. card, containing a silicon memory chip within it, comes in many configurations, 
covering a memory range from about 2,000 to 16,000 bytes of information, rep- 
resenting 1 to 8 pages of text. However, current versions of optical memory cards 
hold more than 4,200,000 bytes of information, allowing one card to hold the equiva- 
lent of up to 2,000 pages of text (alternately, dozens of high quality medical and 
document images, plus a few hundred pages of text may be stored on one optical 
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card). This high memory capacity, coupled with the optical cards ability to safely 
store this information is a primary advantage over other cards. 

Cant Typ« Number of pages stored per 
card (at 2K byteVpage) 

Magnetic Stripe Card 
I.C. "Smart Cart"  
Optical Memoiy Card 

0.1 
ltd 8 

about 2.000 

2.) System Compatibility. The optical card functions in a computer network ex- 
actly like a floppy disk or a removable hard disk. The large memory capacity of the 
optical memory card allows conventional computer file structures to be used on the 
card, which is not possible on other cards. This allows use of normal system and 
network software to access, read, write, and maintain data security on the optical 
card in the same manner as used for the hard disk drives within the network or 
individual workstation. 

3.) Durable, Secure Data. A key feature of optical memory cards is the use of pas- 
sive, permanent memory, unlike the volatile, erasable memory used in other cards. 
Writing on an optical card is done by a low power laser diode, similar to that used 
in CD disk players. The laser melts a series of holes into the reflective optical media 
surface, lowering the reflectivity within the holes. This string of holes, like punching 
holes in a paper tape, represents the digital data, and once written, cannot be phys- 
ically erased or altered. This gives the optical card a high degree of data security 
and protection against unauthorized moaifications. However, although the optical 
card cannot be erased, new data can be added to it, allowing information updates 
and additions, which is essential in any application. A permanent audit trail of all 
changes is maintained on the card for security. 

DATA SECURITY AND PRIVACY ISSUES USING OPTICAL MEMORY CARDS 

The optical memory card looks, to the computer system and the user, like a nor- 
mal disk drive, and therefore all normally applied security and privacy techniques 
used on magnetic disk media can be applied to optical cards. In any configuration 
of a new U.S. healthcare svstem, it is clear that the computer network, with high- 
speed data links, will surety play a central role. These networks will automatically 
send secure messages and files, using data encryption, digital signatures, PIN num- 
bers, and other techniques to assure the security and privacy of the information 
transferred between storage media on the sending and receiving stations. The opti- 
cal card can directly link into any such network, and send and receive secure infor- 
mation, in the same secure manner. 

As previously mentioned, the optical card can be partitioned for separate applica- 
tions, with each partition having its own type and level of security. While the actual 
security structure for use in the National Heath Security card would have to be de- 
fined, it is clear that almost any level of required security can be achieved by the 
use of optical cards. 

In comparison to magnetic stripe cards, the non-alterable recordings and large ca- 
pacity allow the optical card to duplicate and exceed any security method used on 
the magnetic stripe. Again, the optical card can be produced with an added mag- 
netic stripe on the back if required. 

In comparison to IC "Smart Cards," first one must realize that there are a large 
number of variations of IC cards, with different features and complexities, as well 
as price. The most complex and expensive version is used for comparison, such an 
I.C. card containing both memory and a microprocessor. This processor is used to 
give added security to the IC card, by allowing it to internally encrypt and decrypt 
passwords and data. While these are good features, the optical card can obtain the 
same degree of data protection as afforded network data and magnetic disk drives, 
without the need for a internal processor within the card. The protection process 
in the attached reader/writer, or the host computer system can provide the same 
functions, with much higher performance and capability, as well as convenience in 
backing up the card data. 

EXAMPLES OF OPTICAL CARD SECURITY FEATURES 

Optical cards are secure against counterfeiting 
Each optical card can have a factory encoded serial number, which can be used 

to "lock" the data to that one card, and eliminate any possibility of counterfeit cards 
being produced. The entire data structure on a card is determined by first reading 
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its unique serial number, which is used in conjunction with encryption to read and 
write records to the card. 
Optical cards are secure against unauthorized access to private data 

PIN numbers, encryption (such as the Data Encryption Standard D.E.S.), Public/ 
Private keys (such as RSA, DSA, or the Public Key Cryptographic Standards 
P.K.C.S. i, and for the maximum security, biometric identification, can all be used 
with optical cards. Different techniques can be used on different areas within the 
same card, to allow the maximum flexibility to designing a system that is both sim- 
ple and secure. 
Biometrics assure individual identification 

No system is totally secure if the personal accessing the system cannot be posi- 
tively identified. A "secure" magnetic or IC card can be handed to another person, 
along with any access codes. The card will be accepted as valid, and can still author- 
ize payments and create electronically "signed" documents, but with the wrong card 
holder. Using optical cards allows the full use of biometrics for absolute identifica- 
tion when required. 
Individual privacy assured 

Protection against the misuse of a health card as a type of citizen identification 
card can be assured by partitioning the data by authorized user type (hospital, phar- 
macy, insurance company, clinics, individual doctors, etc.). Each group may access 
only those files previously authorized. This allays the fear that one's health card 
could be demanded for inspection by a prospective employer, for example, since the 
files would be encrypted against unauthorized access. 
Doctor's confidential files 

Given the large data capacity of the card, each doctor wishing to could define a 
confidential area for their own private notes on the patients caro. Only that doctor 
could later access f>nd read this area. 
Ease of secure data back-up 

All systems need a good system for data back-up and to re-issue cards. Data back- 
up and the issuing duplicate cards for those lost, damaged or stolen is a matter of 
system design. Since tne files on the card are themselves secure, optical cards may 
lie backed-up onto a network or other central storage system without requiring the 
knowledge of card access codes or pass words, and still maintain the same data pri- 
vacy. If a new card must be created due to the loss or damage to the original, the 
central files are simply copied to a new card. The actual method of where, when, 
and how often the data is backed up is again a matter of system design. (In the 
case of IC cards access and back-up to the entire card data content is much more 
difficult, since data security is handled in the card, and cannot be accessed for back- 
up without passwords and PIN numbers. All the card data must be copied from the 
card to a central system for back-up, and therefore additional security measures 
must be taken). 

Overall, the optical card offers the widest range of methods of any card to assure 
privacy and security of confidential records, with the added benefit of partitioning 
the card to keep a hierarchical structure of between users and applications as re- 
quired. 

THE US POSITION IN COMPARISON TO THE REST OF THE WORLD REGARDING OPTICAL 
AND IC CARD USAGE 

In comparison to Europe and Japan, the United States in general has been slow 
to adopt either optical or IC cards in health care. There are manv reason for this, 
with tne top two reasons being questions on electronic records legality, and sec- 
ondly, the wide use of magnetic card for financial services in the U.S. While mag- 
netic stripe technology is a simple choice for closed centralized financial systems, 
they cannot offer secure data storage for any useful amount of patient information. 
An optical card with a magnetic stripe on the back can function in these existing 
systems. The legal barriers associated with a computerized patient record are well 
known, and have been discussed extensively in forums on health care. 

IC cards are seen in many French, German, and to lesser degree, Japanese health 
care systems, due in large measure significant government subsidizes. For example, 
in Germany, they have begun implementing a I.C. card health card system intended 
to cover all 80 million citizens. Tne German laws forbid the state to have the medi- 
cal records of the citizens, and so the actual data content on the card is very low, 
about 280 bytes of information, covering name, address, insurance and account 
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numbers, with no medical information at all. This project is seen by many as an 
effort in Germany to subsidize their IC card producers, and to establish a network 
of read/write terminals across Germany for other uses. Likewise, in France IC cards 
have wide use primarily as a telephone card and now are moving into basic medical 
cards, holding name, address, and insurance information. Similar projects in Europe 
focus mostly on the financial and insurance information, since the IC card cannot 
hold much patient data. 

Optical card applications face an uphill battle in Europe, particularly in France 
(the IC card is a French invention), where the government subsidized IC cards make 
adoption of American optical cards politically difficult for many interested users 
there. 

RECOMMENDATIONS 

As a means of building broad support for the optical card uses in health care, 
some limited implementation of the optical card system could be done quickly, and 
could demonstrate the cost savings and health benefits achievable with this tech- 
nology. The card would be a "dual stripe" type, having both an optical and a stand- 
ard magnetic stripe, to assure overall system compatibility. The optical card could 
initially be used with two populations. First, for those specific groups within the 
population having high health care costs due to chronic illness, such as diabetes or 
kianey problems, as well as pre-natal care and other such important areas. Second, 
the card could be offered as an option to those in the general population wishing 
to carry their health records on their Health Security card, and paying for this addi- 
tional service. 

This approach may avoid most concerns that the individuals' privacy is at risk, 
since the optical card would be a voluntary upgrade, with the person knowingly 
electing to carry their own health information. 

It is really the individual who is most concerned about their own health records, 
so it should be the individuals' choice on how much, if any, health information they 
wish to carry with them. The use of the additional information contained on the op- 
tical portion of the card, even a few times, should quickly result in health benefits 
and cost savings due to quicker diagnosis and earlier treatment, and the elimination 
of unnecessary testing and evaluations, as well as paper work reductions. 

Medical facilities interested in implementing the hardware systems required for 
the optical cards could be given a tax credit or other such encouragement to set up 
to use this technology. After an initial period, the normal competitive forces in the 
health care business should then take over. Also, equipping all 160 V.A. hospitals 
with a basic optical card system would implement the system over a wide geo- 
graphic area. 

It appears possible that the government could generate an income from the sale 
of optical dual stripe cards to those electing to use them. This income could in turn 
be used to supply cards to other population groups needing the card for specific 
health concerns, but not able to afford additional expense. 

OPTICAL CARD PROJECTS 

California-made optical cards have been used in the example projects listed below: 
United States: California. Novus Technologies, of Del Mar, California, has devel- 

oped and implemented a medical image archive system using optical memory cards. 
Their system functions as an integral part of MRI and CAT imaging center oper- 
ations, with each system projected to offer significant cost saving in film archive and 
retrieval costs alone. Typically 80 medical images are stored on each optical memory 
card. Sites have been installed in several cities in California and Nevada. 

United States•California•VISX, Inc., a medical equipment company in Santa 
Clara, California, uses optical memory cards as part of its system for laser eye sur- 
tery•for both machine setup and as a cost-control measure. The equipment setup 
ata for each patient's surgical operation is written to the cards in advance of the 

procedure. When the patient is later brought into the surgery, the pre-programmed 
optical memory card is inserted into the equipment control panel, where the patient 
data is used to automatically set up the hardware for the operation. The actual ma- 
chine parameters during the operation are also recorded to the card. 

United States: Houston, Texas. The City of Houston sponsored an "Immunization 
Fair" at the Houston Astrohall during November 1992, where parents of all school- 
age children were invited to get free vaccinations for their chifdren. As part of this 
event, optical memory cards containing the child's basic demographics, photograph, 
and immunization history were created. The optical cards were then issued to par- 
ents by the City Health Department. The program has been budgeted to be imple- 
mented during this fiscal year in Houston. 
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United States: California•Loma Linda School of Medicine. A complete multi- 
media patient card program, including doctor's voice recording on the card for dicta- 
tion, x-rays images, and photographic patient identification has been developed by 
the WIN2 group at the School of Medicine. 

United States: Minnesota•Summit Medical. Summit Medical has developed sev- 
eral optical memory card applications, one of which uses the optical memory card 
for tracking medical procedure follow-up, such as cardiac and/or lung transplant pa- 
tients. The card functions as part of a distributed database on the patient registry, 
to maintain accurate and confidential records of the outcome of major surgeries. 

United States: Department of Veterans Affairs, Information Systems Center, Al- 
bany, New York: The VA began development of an optical card application in 1989. 
Their initial emphasis was to develop a standard interface method to access the ex- 
isting VA database information in the regional centers. The VA had planned on ini- 
tiating pilot projects in up to 7 different medical centers, however, due to lack of 
funding and a clear mandate, the program remains on hold. The main application 
areas are patient record cards, with the optical card holding all the basic patient 
file data, drug prescription information, ana specialized treatment history. A signifi- 
cant area of the card system design is the intention to allow patients requiring care 
not available in their local facility (such as open heart surgery) to be transferred 
to the appropriate facility with their entire medical history contained on their opti- 
cal patient card. 

Another important element of the VA patient card application is the ability of the 
card to store the individuals benefits eligibility. The VA patient benefits vary widely 
due to factors such as branch of service, tour of duty period, combat history, and 
special factors, such as exposure to hazardous environments. The VA system is fur- 
ther complicated by the wide range of hospital and clinics the patient has to choose 
from. Although within a given facility, local area networks are usually present, the 
entire VA medical system is not currently networked together, making it difficult 
or impossible to have complete health and benefits files available for all incoming 
patients. The optical card pilot project was designed to demonstrate the great value 
of having the individual patient be capable of bringing a comprehensive medical file 
with them to any facility within the VA system. 

United States: U.S. Air force. Texas, Wilford Hall Medical Center at the Lackland 
Airforce Base, created an optical card system designed by Digital Equipment Cor- 
poration, beginning a plan to use optical patient cards within the U.S. military hos- 
pital system. Implementation has been delayed due to re-structuring of military 
bases and the shifting of computer resources within the hospital system. 

United States•Defense Logistics Agency•Cargo Manifest optical cards are used 
to record military cargo manifests, with the card being kept with the shipped goods. 
The optical card allows the in-field inventory database to be immediately update 
with trie incoming material, and allows maintaining an accurate inventory on a pal- 
let level. Since pal lets are frequently moved between locations, having an updated 
pallet level inventory on optical card solves this difficult problem. The optical cards' 
excellent durability characteristics, including the ability to withstand temperatures 
up to 100 degrees C. (212 degrees F.), make it the only media capable of meeting 
this demanding applications need. Projects started in 1991, focused initially in 
achieving proper data exchange between the many different computer environments 
already used for military- inventory systems. This system has been expanded after 
extensive field testing with the U.S. Army. 

England: Chelsea/Westminster Hospital proiect by British Telecom: started in 
1988 at the West London Hospital, the optical cards hold the pre-natal care data 
from mothers during the entire course of uieir pregnancy. The initial pilot trial was 
successfully concluded in late 1990, after more than 1,000 women participated in 
the program. During the pilot, more than 1,000,000 transactions were logged on op- 
tical cards. With more than 1,500 cards used, the trial was the basis of the continu- 
ation of the optical card program in Chelsea/Westminster Hospital system. The pro- 
gram is planned be expanded, by the British National Health Service to allow the 
pre-natal care data to be shared between several medical facilities. The basic infor- 
mation stored are the results of each medical check-up during the pregnancy term, 
ultrasonic scan results, doctors notes, and the patients own diary during this period. 
The system is to be expanded into individual doctor's offices, as well as additional 
clinics and hospitals. 

Australia•patient record cards, starting with pre-natal care, are being imple- 
mented at the Queen Victoria hospital in the Adelaide, Australia. The pilot began 
in 1991, and is based on the successful West London Hospital program. This project 
tracks all maternity records, with the added feature of the ability to record tne en- 
tire fetal heart monitor chart onto the optical card. 
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France•Nuclear medicine image files are stored on optical cards at the Univer- 
sity of Paris medical center. Each optical card stores up to 150 nuclear medicine im- 
ages. 

Japan•projects underway for several years involve storing dialysis records on op- 
tical cards. 

Japan: Tokyo University Medical and Dental Hospital has been working for sev- 
eral years to develop the software interface for optical card storage of medical 
records. Their efforts have created a system capable of allowing immediate access 
to a wide range of patient medical history, including basic medical profiles, immuni- 
zation records, charts, patient photographs, and basic medical x-rays. 

MR. RICHARD M. HADDOCK, 
DREXLER TECHNOLOGY CORPORATION, 

Mountain View, CA, January 17, 1994. 
Hon. PATRICK J. LEAHY, 
Subcommittee on Technology and the Law, 
U.S. Senate, Washington, DC. 

DEAR SENATOR LEAHY, I appreciated your giving me the opportunity to testify be- 
fore the Subcommittee on Tecnnology and the Law October 27, 1993. I have received 
your additional questions in your letter of December 28, 1993, and have enclosed 
my answers for the final record. I would be pleased to provide additional informa- 
tion if the enclosed answers are not sufficient, or if more information on other topics 
is desired. 

I appreciate the in-depth evaluation your Subcommittee is pursuing in order to 
assure that the proper balance between the need for privacy and the benefit of fast 
information access is achieved in future health care policy. I hope that I have been 
of assistance in helping your group progress toward meeting these objectives. 

Best Regards, 
RICHARD HADDOCK, 

President, 
LaserCard Systems Corporation. 

RICHARD M. HADDOCK'S RESPONSE TO QUESTIONS SUBMITTED BY SENATOR LEAHY 

Answer 1. Required privacy and security guidelines: Privacy of an individual's 
health record is a primary concern for everyone. While the need to have immediate 
access to a patients health information is recognized as a great asset, this benefit 
is balanced against the fear of improper use of such confidential information. Stor- 
ing patient information on health data cards, kept in the patients' possession, can 
minimize the opportunity for violation of privacy of patient records. The distributed 
data approach of patient cards is far less prone to abuse than the concentration of 
all patient information into a central database that allows general access by all in 
the health care community. 

However, any form of patient records, including the current paper record systems, 
need to be protected by laws to enforce the rights of the individual against improper 
access or disclosure of their information. Legislation is needed not onW to define the 
proper use of all levels of patient information, but also to provide for a means to 
verify when and by whom such information has been accessed, in as simple and fool- 
proof method as possible. The requirement of an unalterable audit trail of all ac- 
cesses to a medical record would provide the means to determine the validity of the 
records access, and to provide for a means to enforce any privacy laws covering med- 
ical records. Such a audit trail is virtually impossible witn paper records, and while 
perhaps possible in a central database approach, will not convince the public that 
such a centralized system cannot be modified or abused. However, to keep a data 
log of such audit trail information stored upon the actual patient health card itself, 
in a non-volatile, permanent recording media, is not only a simple and straight- 
forward approach to the problem, it is also a concept the general public can easily 
understand and accept. 

Additionally, the patients tire in a position to review their own records, as well 
as the data access log on their card, and to see by whom and how their information 
has been used. Patients should also be entitled to define the degree of privacy asso- 
ciated with their information, what information can be accessed in certain situations 
such as emergencies, and how much information is placed on their card. See figures 
1-4 regarding the multiple levels of security available. 
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Answer 2. Optical Cards at Lackland Air Force Base: The optical memory card 
project at the Wilford Hall Medical Center at the Lackland Airforce base was cre- 
ated to improve efficiency, reduce waiting time, and provide for immediate access 
to emergency information. The project was implemented by DEC (Digital Equipment 
Corp.), using optical memory cams manufactured by Drexler Technology Corpora- 
tion, as part of the existing information system at Wilford Hall. The Funding was 
sufficient to cover only the initial prototype of the application, in order to validate 
the full program. The prototype phase was successful, and worked well. The cards 
were issued to a limited number of people, with medical information such as demo- 
graphics, health background, and even scanned images of birth certificates written 
on the optical cards. The first funding was not sufficient to move into the next 
planned phase, for pre-natal and pediatric records. Wilford Hall is now in the proc- 
ess of implementing the Composite Health Care System (CHCS). The full use of the 
optical patient card is anticipated once the CHCS scheduling system software has 
been upgraded. The optical card will link into the patient scheduling module of the 
CHCS software, which is currently being installed. Once this has been done, the op- 
tical card patient record system is expected to be put into service, funding allowing. 

Answer 3. Optical Cards at the West London Hospital: The optical memory card 
program has been broken down into phases: Phase 1, to verify the technology and 
functions was started in 1990 and ran through early 1992. This was successful, and 
validated the use of optical memory cards to hold patient records. Over 1,000 women 
were involved in this phase. The positive response from this program led to the 
funding of Phase 2, which started in May 1992. 

Phase 2, funded by the National Health Service, had the objective of spreading 
the use of the technology outside of the hospital, into doctor's offices ana to mia- 
wives clinics, in order to improve communication and healthcare. 302 women par- 
ticipated in Phase 2, which has just finished as of January 94. 

Professor Steer, of The Charing Cross and Westminster Medical School, has been 
in charge of this program and makes the following comments on the increased effi- 
ciencies: 

The Medical Research trials carried out using the OMC (optical memory 
card) in Phase 1 and Phase 2 at the Charing Cross and Westminster Medi- 
cal School since 1990 have clearly demonstrated that "an improved patient 
care can result from using the OMC as a portable patient record in ante- 
natal care services". With Phase 3 due to commence m mid-'94, at the Chel- 
sea and Westminster Hospital and extended to include ante-natal care at 
St. Mary's Hospital Paddington, London, both hospitals will utilize CMC's 
and advanced software as an integral feature for some 6,000 patient records 
that will be involved during this continuing medical research program. 

Additionally, since British Telecom has been the systems integrator for the OMC 
program in London, included is a brief overview from the British Telecom Tall is 
group from April '93 outlining their view on the OMC project. 

Answer 4. Loss and Replacement of Cards: Patient information stored on an opti- 
cal card can be stored in an encrypted form, readable only from optical cards in 
proper terminals authorized to access particular records on each card. While all the 
information on the card can be backed up onto local or even central databases to 
provide for replacement cards, such back-up data files would not be readable or ac- 
cessible by the user community, and only would be usable to re-create a patient 
record card. The patient information, once written back onto a card, can then be ap- 
propriately accessed in a authorized reader/writer terminal. Therefore, while a back- 
up database is reouired to assure for replacement of lost or stolen cards, the general 
use of optical cards in not dependent upon a central database, since the access and 
use of the cards is normally a off-line transaction. 

Answer 5. Security of Central Records: As noted in answer 4. above, individual 
computerized medical records can be protected in a central database if the only use 
of such a database is restricted to back-up of card information, and not as a general 
central database providing on-line access to all. Since the purpose of the back-up 
records is only to restore or create patient cards, the encryption methods used can 
protect the information against any other uses. Thus, these encrypted records may 
be passed between users via the normal telecommunication and network channels 
for back-up without any compromise of their security. 

Answer 6. Computer Viruses: Optical memory cards are WORM media, meaning 
"Write Once Read Many." This means that information can be written to the card 
at any time, but once written, it cannot be altered or erased without detection. Soft- 
ware provides the ability to simulate erasure, by writing new information in a dif- 
ferent area of the card and having the application only recognize the most recent 
data. However, all the information written on the card is always present on the 
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card, and can be recalled when necessary. This permanent audit trail ability, plus 
the non-volatile nature of WORM optical media, make it the best possible choice 
against computer viruses, whose typical trick is to erase or alter existing informa- 
tion on magnetic or silicon memory in hidden ways. Optical cards are immune to 
such alterations. In answer to the final part of the question, no, it would not be pos- 
sible to alter the health records, such as to create positive results in place of nega- 
tive, if optical cards are used. Additionally, even the magnetic based card informa- 
tion back-up records could not be altered, since they would be stored in an 
encrypted form, and cannot be added to without the use of the optical card read/ 
write system. 

Medical record system configuration using optical memory cards 
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Data Security Levels using Opticai Memory Cards 
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LASER OPTICAL OUTPATIENT CARD PROTOTYPE IMPLEMENTATION AT WILFORD HALL 
USAF MEDICAL CENTER 

SUMMARY 

Wilford Hall USAF Medical Center (WHMC), located at Lackland AFB, San Anto- 
nio, TX, has taken a first step toward Implementing an electronic medical record 
by developing the Laser Optical Outpatient Card (LOOC) Prototype. In addition, 
this is an initial effort by a military hospital toward a worldwide standardized laser 
card technology and medical record format. LOOC was designed and developed as 
a joint effort between WHMC and Digital Equipment Corporation. 

LOOC is intended to replace the use of embossed patient cards, print patient iden- 
tification information on existing forms, and provide electronic access and storage 
of medical information for patients at WHMC auring a patient encounter. 

WHMC is the largest Air Force Medical Facility in the world. Digital is a leading 
systems integrator and has completed more than 5,000 systems integration projects 
to date with current systems integration revenue worldwide of more than $2 billion. 

If your organization is interested in implementing this technology or if you would 
like additional information, please contact Lezlie Odstrcil, Digital Equipment Cor- 
poration, at 210/524-2819. 

Wilford Hall Medical Center (WHMC), the largest Air Force Medical Facility, is 
located at Lackland AFB, San Antonio, TX. It is a 1,000 bed hospital with over 90 
clinics and subclinks. WHMC is the Air Force medical training and research center 
and is rated a Level-1 Trauma center for the San Antonio area. Over 1,000,000 out- 
patients are seen every year; over 9,000,000 laboratory procedures are conducted 
every vear; and over 2,000,000 prescriptions are filled annually. 

Wilford Hall currently uses uie embossed "credit card" to identify patients during 
a visit. All medical treatment forms, lab slips, and consult sheets are stamped with 
this card. Unfortunately, many problems have arisen with this method of iaentifica- 
tion. The last copy of many of the multi-part forms is unreadable; copies smudge 
easily; the raised characters become worn, causing inadequate impressions; and 
lastly, the card contains only a minimum of information. 

Medical Systems Directorate (SGI) at WHMC proposed the development of a Med- 
ical Record Imaging System with the eventual goal of total automation of medical 
record processing and the electronic medical record. The benefits that such a system 
can provide are innumerable. Patient "in-process" time is greatly reduced, thereby 
increasing the time the patient can spend with a provider. This system also provides 
easy patient tracking throughout the medical faculty. A patient's longitudinal medi- 
cal history is quickly available with minimal administrative intervention, improving 
health care delivery. In a military setting, a card-based medical record system 
would definitely enhance the readiness and mobility mission by speeding up the 
medical record checking process prior to deployment. Vital medical information 
could be obtained from patients who otherwise may not be able to communicate with 
the medical staff in emergency situations. Providers are also immediately presented 
MedAlert data, possibly circumventing legal action on the part of the patient. Per- 
sonnel in transit or on TDY would also always have their medical records available. 

A team was assembled to make this proposal a reality. Medical Systems provided 
the requirements definition, the overall design and a operational test site. Digital 
Equipment Corporation (DEC) was responsible for systems development, configura- 
tion and integration; and LaserCard Systems Corporation provided the optical mem- 
ory card technology. 

The requirements defined for the laser card by SGI were durability, the versatility 
to store various types of medical data in various formats, the ability to add new in- 
formation and replace lost cards quickly and easily, and permanence (i.e., non-modi- 
fiable by the bearer). The requirements for the generated forms were readability of 
all multi-part medical forms and the ability to store and update numerous formats. 
The overall system requirements were ease of use, based on Commercial OfT-the- 
Shelf (COTS) software, resideon a PC, a Windows-based application with a Graphi- 
cal User Interface (GUI), controlled access (i.e., password protected), and on-line 
HELP. 

The overall hardware configuration is as follows: a VAX 9000 provides the storage 
for all patient demographic and medical information. Access to these data will be 
from workstations in the various clinics using the Digital product "Pathworks." Our 
in-house AQCESS system for patient appointment scheduling is an alternate source 
of patient demographic data, using the Dynamic Data Exchange (DDE) abilities of 
the terminal communications package, Smarterm 320. Each workstation consists of 

84-464 0-94 
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a Personal Computer (386 or faster CPU), a thermal printer, a scanner, an impact 
printer and the LaserCard reader/writer. The thermal printer is used to engrave the 
patient's name on the back of the laser card. This printer is accessed through a par- 
allel port on the PC. The image scanner is used to scan in birth certificates, or any 
other image, into an electronic format that is then displayable by Microsoft Win- 
dows' GUL The LaserCard reader/writer electronically stores information on the op- 
tical card. This is the only means of creating, accessing, and updating patient infor- 
mation on the card. 

The Laser Optical Outpatient Card Prototype has five major software processes: 
Arrival, New Patient, New Card, Maintenance, and Help. "Arrival" processes a pa- 
tient who has arrived for an appointment and provides the printing of forms used 
during the visit or ordered by the provider. This process assumes that a patient has 
been registered in the database and that a Laser card has already been generated. 
The "New Patient" process is used for the creation of a new patient identification 
record in the LOOC database. It queries the user for basic demographic data, the 
military sponsor's information, insurance information, and significant medical infor- 
mation such as MedAlert, immunizations, allergies, etc. The New Card" process al- 
lows for the creation of the laser card once the patient's information has been ob- 
tained and stored via "New Patient." "New Cara' is also the process that must be 
exercised to regenerate a lost or damaged card. To perform any updates to a pa- 
tient's card, anv of the store patient, sponsor, or insurance information, or the tor- 
mat of any of the standard forms, the Maintenance" process must be selected. The 
last process available to the user is "Help," which provides the user with complete 
on-line guidance and information necessary to complete LOOC tasks. 

In conclusion, the development and implementation of the Laser Outpatient Opti- 
cal Card Prototype by Wilford Hall Medical Center are initial efforts toward world- 
wide standardized laser card technology and a medical record format. Once these 
objectives have been accomplished, the goal of a standardized electronic medical 
record can be realized. 
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THE OPTICAL MEMORY CARD•AT THE WEST LONDON HOSPITAL 

This document provides a brief overview of a trial involving the use of the Optical 
Memory Card (OMC) for antenatal care at the West London Hospital. 

Further information may be obtained from BT Tallis Consultancy at the address 
indicated below. 

BACKGROUND 

The West London Hospital Obstetrics Optical Memory Project (OOMP) started 
several years ago and was developed for antenatal care at that hospital. Over 1000 
women were booked on the system and issued with Optical Memory Cards. These 
cards were used to store their medical records during tneir pregnancy and this ini- 
tial phase was designed to test the technology and user acceptance before extending 
its use to the community. The success of Phase 1 led to a second phase, which com- 
menced in May 1992. 

PHASE 2 

The principal objective of Phase 2 is to use the OMC system to help improve com- 
munications between the hospital team, the GP teams and District Midwives. The 
expectation is that improved communications between separate points of care will 
improve the delivery of that care and thus the clinical outcome. For this reason. 
Phase 2 is restricted to pregnant women who opt for shared care with delivery at 
the West London Hospital and whose OP is one of the six practices taking part in 
the trial. 

Eleven personal computers (PCs) are connected on a network at the hospital, with 
two OMC reader/writers located at the booking desk and one in the ultrasound 
room. Six GP surgeries and a Midwives clinic have stand-alone PCs equipped with 
OMC reader/writers. 

Before arrival at the hospital, brief details of each newly referred woman are en- 
tered into the computer system by a Booking Clerk. On her arrival, the woman has 
a booking interview with a Midwife during which per personal and medical details 
are keyed into the system. She will then be examined by a Doctor and have an 
ultrasound scan, with results of both being entered into the system. 

Having completed her booking visit, the women included in the trial are given an 
OMC containing all the information recorded during that visit. On visiting her GP, 
the woman hands over her card and the data on it is used to update the GP system. 
The GP can thus see all entries made at the hospital, add further data, save this 
data to the card and hand it back to the woman. 

In this manner, the OMC is used to transfer data between points of care and al- 
ways contains the most up to date record of that care. At eacn visit, the computer 
checks to see if the information on the card is more up to date than its own file 
(and updates where appropriate) before the consultation commences. The informa- 
tion recorded on the system and the OMC includes: personal details, medical his- 
tory, past obstetric history, booking investigations, booking examinations, regular 
examinations, early ultrasound scans, anomaly ultrasound scans, regular ultrasound 
scans, haematology tests, other investigations, birth care plan, antenatal admis- 
sions, additional notes and pregnancy risk factors. 

For tills trial, the OMC system is only used for antenatal care and excludes labour 
and delivery details. However, there is no reason why use of the OMC should not 
continue if funding to extend the scope of the trial were available. 

Surprisingly, the loss of a card (or even forgetting to bring it) has proved a very 
rare event. Should a card be lost, the woman is asked to return to the last point 
of use, where the latest record is kept, to have a replacement card issued. 

Phase 2 will end for new booking in May 1993, but all existing women will con- 
tinue to use their cards for the duration of their pregnancy. The final end date is 
thus not determined but will be around October 1993. 

PHASE 3 

The West London Hospital recently closed down and the OOMP system was 
moved to the new Chelsea and Westminster hospital where it will continue to be 
used until the end of the trial. A new phase (Phase 3) is already under consideration 
and it is hoped that this will be extended to include additional hospitals and GP 
clinics in the district. 

Being several years old, both the software and hardware are due for replacement 
and this will be one of the main changes for Phase 3. In particular, new software 
will permit more flexibility, easier use and provide additional features such as the 
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nnHn^rL'S ,SotLo?ilon Hospital trial was presented to the HealthCare C!om- 
tend?L fh^fT 93 ^H^ogate by medical staff from the hospital. Anyone at- 
c^nv IT ;= ,•• ?Cerence JW^*?" a C0Py of the proceedings. If you would like a 
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forward a copy on request to the address below. P ^ 
with X ^»w fChel?fa "^ Westminster OMC project is nearing completion, 
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SSSSSrJ^! •Share,<? "^ m ^ community, whereby patients are treated as 
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Ttef In lJn«i?y Sf N?IS'^UJ other agencies (social services, private organizations 
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henpmt n^f m • me t?, an ?PPOlnted point of care. However, whilst this has many 
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nJ^SSST^-S6 move .towards electronic patient data provides a possibility of 
olssfvelt A 11 Kpr?:actlre1?:to provide ^tter care, rather than just recording it 
IhSZSt'JZ ^y objective of phase three of the project is to use intelligent software 
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Ms. BERYL HOWELL, 
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U.S. Senate, Washington, DC. 

d^^f^tiOn0n^^n^Td/1S ^f 5F?ff ima8e8 ^m the Medical AppUcations 
teP on T^n^^^^lJ11?11^ Haddock demonstrated for the Senate SSbcommit- teeon lechnology and the Law on October 27 1993 
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tion^n^o^, RS2f and ^^f0" «« not representative of the Medici! Applica- tions program (color) screen resolution. 

Sincerely, 
EVE MCKAY, 
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Record Abstract 
Energency Inf urruit ion 

Patient: Jolm M Bowe Sex: (1 
DOB: 07/22x62 

Blood type: 0 pos. Age: 31 

ftllergies: Pine needles Contact: Peter U. Boue 
Insect stings Phone: (415) 555-1212 
Flightless uaterfoul Relationship: Father 
Alfalfa 

Conditions: ftsthma Insurance: Kaiser 
Heart murmun Rel igion: Catholic 
High cholesterol 

Height: 5' IB" Eye color: Broun 
Ueight: 13S Prosthetics: None 

P ress P to print Press any other key lUr (u-mi 
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LaserCard tledical Records Progrnn 
Ha in Henu 

Health history 
Current medical condition 
Prescription history 
X-ray history 
Patient photograph 

Ti-Change selection       Enter-Confirm             Esc-Ex it 

Patient Personal [nformat 1011 Records 

Mane: 

ftddress: 

Hone phone 
Uork phone 

SSN: 

First       Last 
1234 ncKinley flue 
Sunnyvale, CA 
34086 
(415) 555-1357 
(415) 555-2468 

123-45-6789 

N 
I 

Religion: 
Sex: 
Eye Color: 
Height; 
Ueight: 
Current age: 
Enrol led on: 
Expires on: 
Today is: 

Catholic 
n 
Broun 
5' IB" 
135 
31 
10/10/-91 
10/-1O/-92 
01/19/-94 

Birthplace 
Birthdate: 

Burlingane, CA 
87/22/62 

Insurance Carrier: Kaiser 
Policy Munber: 12-39487- •39764-33 -87263 

In case of emergency. 
Contact: Peter 

Telephone: (415) 
U. Boue 
555-1212 

Ti-Select F2-Saue inforBation F4-History    Esc-fibot t mi in i'..it inn 
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Patient  Personal IniV i n,i i inn ii.....;. 

Mane: 
First                 Last 

n 
i 

Religion: 
Sex: 

ftrtdress: 1231 HcKinley Aue 
Sunnyuale,  Cft 
91B86 

Eye  Color: 
Heiylit: 
Ueight: 

Hone  plionc: (415) 555-1357 Current aye 
Uork phone; (415)  555-2-168 Enrolled on 

Expires on: 
SSM: 123-45-6789 

Birthplace:  Burlingane, Cft 
Birthdate:  87^22^62 

Insurance Carrier: Kaiser 
Policy Munber: 12-39487-39764-93-87263 

In case of eneryency. 
Contact: Peter U. Boue 

Telephone: (415) 555-1212 

Cathol ic 
n 
Broun 
5' 18" 
135 
31 
18^18/91 
iexia/-92 

ti-Select Enter (.'onrirn 

History 
t.l>:.;,DL-cenlie3g3aa3eai 

June 12, 1988 
riarch 12, 1991 

Esc nlii n I 

Patient Heal Hi IlisUnu Ii. Paye 1 

Previously Oiaynosed Medical Problens: (e.g., epilipsy, asthna, diabetes, 
blindness, ftlDS, chronosonal abnormality) List in order of severity. 
T^TCTPtTCTT^B       M  High blood pressure     ftsthna 
Diabetes High cholesterol       Heart palpitations 

Previously Diagnosed ftllergies: (e.g., dogs, insect sting, house dust, 
penicillin, rag ueed, iuy) List in order of severity. 

.  Penicillin 
:  Dogs 

Insect stings 
Cats 

Pine needles 

Prosthetic Devices 6 
Cardiac Pacemaker 
Dentures        x 
Brain Shunt 
Tracheostony     x 
Other 

specify 

Medical Procedures: 
Hearing ft id   x 
Renal Dialysis 
Colostony 
Lens Implant 

Eye Prescription 
Glasses 
R  IB       .8    /28 .0 x3 
L  19       .8    ^28 .8 x4 
Contact  Lenses 
K  18       .8    /28 M xS 
L 19       .8    /2B M «i, 

U-Select F2-Save   information F4-Hist(jiij Escriliorl   infornatiim 
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(Decenber 23 1980)  Patient Personal nforni t ion Records 

flane; 

Address: 

Hone phone 
Ucirk phone 

SSM: 

John      Boue 
First       Last 

123 Topeka Place 
Sunnyvale, Cft 
94086 
(415) 555-1212 
(415) 555-2345 

123-45-6789 

n 
I 

Religion: 
Sex: 
Eye Color: 
Height: 
Ueight: 
Current age 1 
Enrolled on' 
Expires on: 
Today is: 

Catbolic 
n 
Broun 
5' 10" 
135 
31 
10/10/91 
10. Ill M. 
01/19/94 

Birthplace 
Birthdate: 

Burlingarae, Cfi 
07/22/62 

Insurance Carrier: Kaiser 
Policy flumber: 12-39487- •39764-93- •87263 

ln case of emergency. 
Contact: Peter 

Telephone: (415) 
U. Boue 
555-1212 

Enter-Keturn to editing current inlDrnrtt ion 

Patient Health History 

Preuiously Diagnosed Hedical Problems: (e.g. 
blindness, AIDS, chronosonaI abnormality) Li 

Records             Page 1 

, epilipsy, asthma, diabetes, 
st In order of severity. 

Asthma 
Heart palpitations 

insect sting, house dust, 
seuerity. 

Pine needles 

Dinbctcs              High cholesterol 

Preuiously Diagnosed Allergies: (e.g., dogs, 
pt*nir: i 11 in, rag ueed, iuy) List in order of 
Penicillin             Insect stings 
Dugs                 Cats 

Eye 
Gla 
R 1 
L 1 
Con 
R 1 
L 1 

1 
2 

December 23, 1980 
February 15, 1987 

ProKlhetir. Dcuiccs R Hedical Procedures: 
Cardiac Pacemaker     Hearing Aid   X 
Dentures         x   Renal Dialysis 
Brain Shunt           Colostomy 
Tr.irheostomy     x   Lens Implant 
Other 

specify 

4 August 11, 1991 

UScti-i 1  .          Enter-Conf irm Esc-Abort 
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(Mnurnl.rt /..    IBOI) I'.ilii.iil   lli.ilili P«(/e:   1 

Pruuiousiy Uu\ynuscd ML-dicat  Prohlens:   (sc)   .   einlip^ij,   j\tlinii,   diabctus, 
blindness,   AIDS,   rrbronosomal   Abnortnality)   List   in firdcr of   seucritij. 
Heart  murmur High blood  pressure ASUIMU 
Diabetes High cholesterol 

Preuiously Diagnosed ftllergies:   (e.g.,   dogs,   insect  sting,   house dust, 
penicillin,   rag ueed,   iuy)  List   in order of   MveHty. 
Penicillin Insect stings Pine needles 

I'ruslhelic  Deuices 8 
Cardiac  Pacemaker 
Dentures x 
Brain Shunt 
Tracheoslomy x 
Other 

specify 

Medical Procedures: 
Hearing ft id   x 
Renal Dialysis 
Colostomy 
Lens Implant 

Eye Pruscription 
Glasses 
R 20   Q /2Q .0 x3 
L 20   0 ^20 .a irt 
Contact Lenses 
R 20  .0 /20 .0 x5 
L 20  .0 /2D .0 x6 

I'gUp-Preoious page   PgDn-Mext page   Enter-Return to current intdrnx 

Prescription 2 of 2 
L.iserCard fledicfll Records Program 

Prescription History 

Physician 
Hospita1/CIinir 

Phone 

Dr. Pau1 Johnson 
Chope Medical Center 
(116) 555-1212 

Drug: nnpn Mlm (25mg) 
Prescribed for: Stomach flu 

flnount: 30 Refills: 2 
Date prescribed: 10/10/91       Fill before: 11/10/91 

Instructions: Take one before each meal 
Use all the pills prescribed 

Pharmacist: Garry Kornblun 
Pharmacy: Pay less Drug 

Dale filled: 10/23/91 
rtmount: 30 

Location 
Ref i 11 
Brand 

Sonora, 
1 
Upjohn 

CA 

II •Irrl presrr ipt. inn •-•••Srlecl pharmacy iipd.ti* Esc-Fx it 
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LaserCard Medical Records Program 
Patient X-Ray His tory 

I ten Description Compression tote taken 

_^^_^^_ 
2 Uinbar spine - front uieu 467/21 K (22 18/01/91 
3 Lunhar spine - left uieu after traction 687/25 X (23 11/84/91 
1 Fourth/fifth ycrtibrae post traction 163/7 K (21 11/84/91 
•; Tool  .iCtcr hike accident  I. 273/lfa K (16 18/01/91 
6 Foot after hi ke accident - R 256/16 K (15 18/81/91 
7 Hips and louer spine 976/17 X (28 11/11/91 
s Intestine (Ba riun x-ray) 976/52 K (18 11/11/91 
9 Hands 976/59 K (16 11/11/91 
10 Cliest (Safety pin in stonach) 976/52 K (18 11/11/91 
11 Hips and louer spine 976/56 K (17 11/11/91 
12 Feline (side and front uieus) 976/65 K (14 11/11/91 
13 flbdonen 976/44 K (21 11/11/91 

16 Inages-'SSeK Card capacity : 46 Images 

n- • '    Enter Drru    FZ-I'i • •i-u    r3-Sran F4-Notes Esc-E> i t 

2 
3 
4 
S 
6 
7 
$ 
9 
in 
n 
12 
13 

LaserCard Hedical Records Program 
Patient X-Ray History 

Item Description Compression Date taken 

Lumbar spine - front uieu 167/21 X (22:1) 
1 Motes on image 

Lumbar spine - vieued from left side. Notice the extra rib 
on this side. Patient complained of pain in louer back. 
Problem caused by crushed disc betueen the fourth and fifth 
uertibrae. Recommended traction of 10 lbs far tuo ueeks, 
15 minutes at a time - 

Dr. Glafkidas 

18/81/91 
/91 
/91 
/91 
/91 
/91 
/91 
/91 
/91 
/91 
/91 
/91 

16 lBages/956X Card capacity: 46 Images 

Press any key uhen finished 
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LaserCard fledical  Records Program 
Patient Photo  Identification 

Mame:     John M Boue 
flge:     31 
Sex:     M 

Hnight:     5'   10" 
Ueight:     135 

Eye color:     Broun 
DOB:     B7/ZZsbZ 

i rs I 1 L  M. } 

4PK 

Press a key uhen finished 
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Senator LEAHY. Drs. Hope, does anybody want to add anything 
further on this one? 

Dr. SHERMAN HOPE. I think you touched very correctly on some 
of the problems, that the medical profession needs the cards to 
treat the patients, but we do not want it abused, and yet if we 
make the information available in almost any manner, and includ- 
ing his is great, to the doctors, we still have the unscrupulous peo- 
ple like the employer that says, "I will not hire someone who 
checked AIDS positive." We still need legislation to protect them 
from having to furnish this information to that employer. 

As you stated, if we have the card and it has the patient's medi- 
cal information on it that the doctors, the medical profession needs 
to know but that employer does not, then the law, I would think, 
might be aimed at saying it is illegal to demand such a card from 
the patient, from the prospective employee. 

Senator LEAHY. I think we are going to need to do something like 
that. I might ask, gentlemen, if I could submit further questions for 
the record to you. The reason for this is that we are going in about 
V2 an hour to a series of votes. Then a number of us who are in- 
volved in this health care legislation are going directly from there 
to a meeting with the President and the First Lady over in Statu- 
ary Hall, where they are going to present their proposals to the 
Congress. If I might send you follow-up questions, it would help. 

I would also ask if, after we finish, you could just print out some 
sample records. Work with the staff to get a better idea of what 
we want. I would like to keep it in the permanent record of this 
testimony. 

Dr. SHERMAN HOPE. I have brought actually a set of patient 
records which was one day's real life work. 

Senator LEAHY. Great. 
Dr. SHERMAN HOPE. It is in a folder that•that was an awfully 

busy day because my physician assistant was out. 
[Laughter.] 
Senator LEAHY. OK. Thank you. 
Gentlemen, thank you very much. 
Mr. Rothfeder, thank you very much for coming down. In going 

over your writings, I looked at one of the notes we had about the 
freelance artist who had incorrect information in his medical record 
that he was HIV positive. If I recall correctly, that record then got 
circulated widely and he started wondering why he kept getting 
turned down for health insurance. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. It does not take any great imagination to figure 

that you could be turned down for jobs, you could be turned down 
for any number of things, depending upon what was in your medi- 
cal record, even if it was put in erroneously. So you go ahead, I do 
not want to put words in your mouth. I will let you start. 

STATEMENT OF JEFFREY ROTHFEDER, SENIOR EDITOR, 
BLOOMBERG BUSINESS NEWS, AUTHOR OF "PRIVACY FOR 
SALE" 
Mr. ROTHFEDER. Those were pretty much exactly my words. 
In researching Privacy for Sale and in researching privacy in 

general, which I have done for the last 5 or 6 years, computer 
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databanks and privacy, in talking to loads and loads of just plain 
folks out there, medical records are probably the most important 
things that they own and that they want to keep private, because 
if the wrong information gets out or even if correct information gets 
out, if it is information that is looked at wrongly or inappropriately 
by society, it can ruin your reputation. You could lose chances to 
get iobs, you can get fired from jobs you already have. You could 
get locked out of insurance. Your kids could be harassed at school. 
And all of this has gone on. You even have to make decisions that 
the insurance companies make you make. 

One problem, you raised the question with them about whether 
if we set up a smart card system, even with all the controls, will 
eventually everyone else be looking at it, that's exactly what hap- 
pens with data banks. I mean, once you have a data bank in place, 
information will flow to any place it can flow. Once you open up 
new outlets for that data bank, if you have 1,000 outlets nation- 
wide, information is going to flow to every one of those outlets and 
eventually there are going to be new arteries, because more people 
are going to get access to it at each site. 

The Medical Information Bureau, which you were raising in 
terms of the gentleman who got wrongly listed that he had AIDS, 
that was a Medical Information Bureau record. Now, that is run 
by the insurance companies. That is a consortium of insurance 
companies. So there are thousands and thousands of brokers that 
have on-line access to medical information bureau records. 

What happens is, if a broker anywhere wants to look up, let's say 
your record, and see what your listing is on MIB, they can look at 
it. 

Senator LEAHY. What is MIB? 
Mr. ROTHFEDER. The Medical Information Bureau. 
Senator LEAHY. Oh, yes. 
Mr. ROTHFEDER. And at that point, if they do not want to keep 

that private, and as you know, there are no Federal laws protecting 
medical privacy, it is just purely an ethical thing, they do not have 
to keep it private and they can whisper it at some local club meet- 
ing. 

That did happen in the case of a gentleman who lived in a small 
town in upstate New York. He did nave AIDS. It was on his MIB 
record, and some local insurance programs just looking around for 
marketing purposes, to see what people in the area need in terms 
of insurance needs, found this guy, found that he had AIDS. He 
was a prominent local businessman, just a small town. He went to 
the Kiwanis Club meeting that night, this broker, and told every- 
body. By the next morning, this man, who was trying to keep it se- 
cret that he had AIDS, was being looked at differently as he 
walked down the street. His whole life was changed forever. 

Add onto that an issue, for instance, like genetic records, as an 
example. Now, you know, as technology is improved, we tell people, 
before you have a child, before you conceive, take genetic tests so 
that we see what kind of offspring you're going to have. Some peo- 
Kle have done that and find out, like there was one couple in the 

lidwest, a farm couple, who took a genetic test, both found out 
they were carriers for a terminal disease, if a child was bom from 
them it would be terminal. Now, only 25 percent of their offspring 
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would have this disease. Nevertheless, just because they took that 
genetic test, that also got on a databank. The insurance company 
found out about it and said, "We're not giving you insurance any 
more for pregnancy," just because they took a genetic test. 

They said, "Well, didn't we do the appropriate thing? We did 
what the hospitals and the doctors told us to do." 

Senator LEAHY. They would have been better off not to take the 
test. 

Mr. ROTHFEDER. Absolutely. Don't provide more information is 
part of the problem. So they even had to go so far, because they 
can't afford to have a baby if they don't have insurance for it, they 
even have to go so far as to beg the insurance company to say that, 
"We will sign up in writing, if tests show that the offspring has this 
disease, we will abort the baby," which is against their religious be- 
liefs, and even then the insurance company said no, they just won't 
give them that kind of coverage. 

Then there have been cases that I have run into of people, again 
with genetic tests, who were predisposed to, let's say, a muscular 
condition. One woman I ran into like this, she didn't have any 
signs of the condition right now and if she got it, it would probably 
be 30 years hence. Well, she still couldn't get a job because•she 
wanted to get a job working in warehouses and every place she 
went, they said, "Well, you're going to get this muscular condition 
in 2 years; we're going to have to be paying for your insurance bills 
and put you on disability for the rest of your life, so we're not hir- 
ing you." 

So again, there is another case of taking a genetic test and get- 
ting it put against you. 

What all of this says, of course, is that once you create informa- 
tion, it just continues to flow into places that want to see it and 
feel that they can use it in some way. One quote I have in my book 
is that we have become a data-driven society and not a values-driv- 
en society, and that is exactly what it is. It is data, it is what your 
electronic profile says about you, that says so much more than who 
you are as an individual and what your background is. 

If you take it to the extent of•I think employers, though, is one 
of the big areas. You know, you're raising that with the smart card. 
Already that is happening in terms of employers getting access to 
that information, and I guarantee you that if the smart card sys- 
tem was available, they will make sure to get access to that as 
well. 

I think 70 percent of the employers in the United States already 
run or partially run their own insurance program, their re-insur- 
ance programs, and because of that, because they have a much 
more vested interest than they did in the past, one of the things 
they are doing is cosying up to the insurance companies and say- 
ing, "Well, we would like to know what everybody on our late shift 
has been going to the doctor for, mainly because we are trying to 
do studies on why people are out of work a lot." I mean, "Do they 
have backaches, you know, so we can help them ergonomically." 

Well, unfortunately, what has been happening is, some people 
have gotten fired because they went to alcoholic out-treatment cen- 
ters, or for mental health centers, and so on. So  
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Senator LEAHY. In that regard, if I can interrupt a minute, we 
are going back to the problem that we have seen, for example, in 
government. We have had people who have been in certain types 
of high-stress jobs in government, law enforcement, for example, 
and who have had a problem with alcohol. As a former prosecutor, 
I saw instances of police officers under my jurisdiction, urged to go 
for AA or whatever might work for them. They were terrified of 
doing that because going for the help, which would make them bet- 
ter police officers and less of a risk, automatically put their jobs at 
risk. 

They are in a Catch-22. If they seek the help, they might be out. 
The same situation occurs with new technologies. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. Where you cannot seek help without suddenly 

being out. Now, we claim to be more enlightened in government, 
more enlightened in business, and now we seek to ask them to go 
there. But you know and I know, when you start getting up into 
the more ratified promotions  

Mr. ROTHFEDER. Right. 
Senator LEAHY. And you have four people, all on the record look 

pretty much the same. But you run that medical dard through and 
you see, that 5 years ago one had a problem and was in detox, so 
on and so forth. That person may not have touched a drink since 
then, but now we only have three of these people we have to worry 
about because he or she is out. 

Mr. ROTHFEDER. Yes, that is it. 
Senator LEAHY. And that is what worries me. How do I go and 

seek the help? 
Mr. ROTHFEDER. Right. 
Senator LEAHY. Or a member of your family has a problem, and 

that problem is on your family record. Or, you have a member of 
the family with a problem, but one of the suggested treatments is 
that the whole family go to counseling to deal, for example, with 
the kid who has been out stealing cars, or whatever. 

Mr. ROTHFEDER. The problem is, the employees wouldn't know 
about this being used against them. That is the whole other issue. 
You know, if you do not get that promotion, well, it is just you did 
not get that promotion. They are not going to tell you. Because we 
found this on your record," opening up liable to some kind of law 
suit And also, obviously, in terms of not getting a job. 

The other problem, by the way, even when we sign up for jobs 
now and we sign at the bottom of the form that you can do a back- 
ground check on us, at this point, in terms of because there are no 
laws protecting any of this, that is an open-ended background 
check. And with smart card, it is going to get even more open- 
ended, because that means that 5 years from now, an employer lit- 
erally can because you signed 5 years ago that we can do back- 
ground checks on you for employment purposes. 

"Well, we are considering you for promotion. We want to check 
on you now, and by the way, part of it is a medical check." 

Senator LEAHY. With all due respect to the members of the 
Fourth Estate who are here, to what extent can the press go bounc- 
ing around here? One of the people, we were unable to have testify 
because of a scheduling problem, but whom we had talked with 
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earlier was Mrs. Moutassamy Ashe. Arthur Ashe was a person I 
admired greatly, and I remember his very painful press conference 
saying, the press is disclosing that he had AIDS from a blood 
transfusion when he had open-heart surgery, and he had to go pub- 
lic with that. 

I thought to myself, what a terrible tragedy for him, his wife, 
and his child anyway, and then to have to share it with hundreds 
of millions of people worldwide. There are things that should be al- 
lowed to be private. As I have said, I come from a State where we 
value our privacy, value it greatly. 

I cannot think of anything I would less rather see, or my family 
or my friends or my staff or anybody else, to have their medical 
records automatically available to anybody who wanted them. 

Mr. ROTHFEDER. Well, that is the problem. And, you know, you 
mentioned the press. One of the interesting things, of course, is 
that the press has become much more aggressive, obviously, in 
terms of the kinds of information they seek out. I am part of the 
press and I know how that happens. You know, you are all fighting 
for the same story and somebody gets some kind of thing about 
somebody, especially a politician or celebrity, it is going to get out 
there one way or the other. Your organization might hold it back 
just so long, but after a while, someone is going to do it and it is 
going to get out. 

Of course, politicians use it against each other, as well, which 
has been a whole other problem. 

Senator LEAHY. That shouldn't be allowed, either. 
Mr. ROTHFEDER. Yes. So, I mean, one of the interesting things 

I have learned in doing this book and in researching this is most 
of the letters I received from people are people asking me how to 
get information about other people, because as you probably know, 
I accessed Dan Quayle's credit report to prove you can do that. 
That was 3 years ago already, and ever since that came out  

Senator LEAHY. Dan sends his best. 
Mr. ROTHFEDER. I'm sure he does. [Laughter.] 
Ever since that came out and the availability of it has been 

shown, I get loads of letters from people saying, you know, "I abhor 
the loss of privacy. However, I just have to find out something 
about my girlfriend's ex-boyfriend and would you tell me how to 
find this databank." 

So the problem is, we are gossips by nature, unfortunately, and 
once you start opening up data channels, it's just going to get 
worse and worse. Which is what really worries me about the whole 
medical privacy aspect. 

Senator LEAHY. Well, Mr. Rothfeder, let me ask you about this. 
You showed how you could break in and get that. Over the years, 
I have had some remarkable people testify before the Subcommit- 
tee from hackers on through, who have the ability to get into major 
sources of information. You know how fast it can spread. Look at 
Internet, how that has expanded in just the last 2 or 3 years. 

I would have to assume, at least with today's technology, it 
would be impossible to make an impregnable system. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. Let's start from that for the moment, and I think 

you would probably agree with me on that. But I would assume 
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there are at least a couple of things we could do. One, at least to 
the extent that technology allows, have a data trail showing who- 
ever entered or at least where the entry came from. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. Where the source was and that the record was 

entered. 
Mr. ROTHFEDER. Right. 
Senator LEAHY. SO if we can show that the file was entered and 

probably be able to identify who entered it, that is Step 1. 
Mr. ROTHFEDER. Yes. 
Senator LEAHY. But then, if you have that, have some very strict 

laws about wrongfully accessing a medical record, and make it a 
crime. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. Make it a crime whether you, as a reporter, or 

I, as someone who may be running in a tough election, or as an 
employer or as a busybody neighbor or anything else, it doesn't 
make any difference, we go in to the medical record wrongfully, we 
can get nailed for it. I mean, isn't that a bottom line that you have 
to have in any legislation? 

Mr. ROTHFEDER. Yes, and I would add one other thing. I would 
also encrypt the data from one site to the next so that it is only 
de-encrypted at the site where it is being looked at. Because often 
hackers enter in the middle of the trail, so you are not going to 
know they came in through this file or through that file. 

The audit trail, though, your first point, is absolutely important. 
That is almost not done, as you probably know. Phone companies 
don't do it; banks don't do it; hospitals don't do it; and that's why• 
and credit bureaus don't do it•which is why you can access peo- 
ple's records without anybody even knowing you accessed it. 

But again, the encryption is important because this way it stops 
somebody from accessing in the middle of the trail. 

The third side, though, the law, is very important because•and 
the law has got to be really specific about who is allowed to look 
at the information and under what circumstances, because as you 
probably know, one of the real problems with the Fair Credit Re- 
porting Act, which supposedly protects credit reports, and one rea- 
son why I could access Dan Quayle's credit report is, they list a few 
places like somebody you're going to do business with, landlords 
and so on, and then it says, the last thing is, anyone with a, "per- 
missible business purpose," which is the hugest loophole. You can 
drive a Mack truck through a loophole like that. Because I could 
say my permissible business purpose is I wanted to show what you 
could do in order to write a book about it, and I've gotten away 
with it on that basis, and others have gotten away with it because 
they are going to do some kind of car deal or something like that. 

Senator LEAHY. Since I first came down here after being elected 
to the Senate, we have always had a listed home phone number. 
This is something I always worry about saying in public meetings 
like this because I end up getting a bunch of phone calls. But for 
about 6 months after we moved into Northern Virginia from Ver- 
mont when I first went in the Senate, we got calls for Patrick 
Leahy from irate former girlfriends, from people who had bad 
checks, car dealers whose cars had never been returned. All were 
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calling and screaming that, "Now we've finally got your number." 
I found this was going into credit records and everything else. Well, 
it was obviously an entirely different Patrick Leahy, who was 
someone about 20 years older than I was at the time and who had 
somewhat different ideas about paying bills than I have. 

Fortunately, I had a different middle initial and that probably 
straightened the thing out, but it was kind of a hairy situation for 
a while. But think how much more could be done on something like 
this, where you really set out to do it. 

Mr. ROTHFEDER. Yes, exactly. And with medical records, again, 
just think about those kinds of mistakes. We pointed out the one 
with AIDS, for instance. You are right. The middle initial is all 
that is separating two names. Well, then, you're going to get lost 
in it. 

The other thing, by the way  
Senator LEAHY. But you may not know it. You see, this is the 

problem. It took us an awful long time to figure out what the heck 
was going on, and only because we got one of the people who called 
to stay on the phone long enough to quiet them down and finally 
convince them I was someone entirely different, and only because 
they finally realized that the person they knew probably would not 
be a U.S. Senator. [Laughter.] 

I don't know, maybe we're giving the Senate too much credit. 
[Laughter.] 

But the point is it took that long to unravel the thing, and we 
are talking about something nowhere near as complicated. I mean, 
I can just see the man or woman who thinks, "I was qualified for 
that promotion and I can't figure out why in heaven's name I didn't 
get it." 

Mr. ROTHFEDER. Exactly. For instance, the gentleman that we 
talked about who didn't have AIDS but it said he did on his record 
could not get that expunged from his record, no matter how hard 
he tried. Every time he thought he got rid of it, it bounced right 
back at him again. He would go do something else and it would 
come back. 

Again, which is the problem with data. Data has a life of its own. 
You also don't know now many places it has traveled to before- 
hand. I mean, let's say 20 insurance companies have picked up the 
fact that you have ADDS through MIB, through the Medical Infor- 
mation Bureau records, and then you finally get MIB to take it off 
the record. Well, you've still got 20 insurance companies that know 
about it and they're going to tell other people about it as the files 
get transferred. 

Senator LEAHY. But then on the flip side, though, is what Dr. 
Hope was saving. You've got rural clinics big city areas where there 
is a great value in being able to carry medical records around. Cer- 
tainly there is a value in keeping costs down if, as you go from one 
place to another or if you are suddenly taken ill on a trip or some- 
thing like that. If you have your medical history on a card, you 
don't have to spend 2 hours doing the background. Or as Mr. Had- 
dock was showing, you come in and you are having a real difficult 
pain, they can pull up your x-rays and say, "well, yes, but you had 
surgery three times on your spine," or whatever. They see the x- 
rays right there. Obviously, you're going to save a great deal of 
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time and money and, in some instances, it would be very easy to 
think of how you ultimately are saving the person's life in an emer- 
gency situation. 

So there is certainly a value to it. I doubt if Dr. Hope could carry 
out his practice as well as he does and make medicine available to 
a lot of people if he didn't have the immediate access to these 
records. 

Mr. ROTHFEDER. You have to be careftil about just using tech- 
nology for technology's sake. I don't know if he mentioned it, but 
the medical record itself has grown in terms of what kind of infor- 
mation is on a medical record from almost nothing, 100 years ago, 
to everything that you've ever said or done in your life, virtually. 
If you go skydiving, it is on your medical record now. 

And so wnat happens is that if you do stop in some rural town, 
let's say you do have a heart condition and you're in some town, 
traveling through, and you need care there. Well, that would make 
sense to have that on your medical record because that is a pri- 
mary condition in your life. But do you have to•look, we were 
talking about before the fact that you went in for alcohol treatment 
7 years ago. Does that have to travel with you forever? 

Senator LEAHY. That also goes to what Mr. Haddock was saying 
earlier about having access level A, B, or C. My expression, not his. 

Mr. ROTHFEDER. Yes. 
Senator LEAHY. But certain that the patient can say, well, fine, 

but that is only accessible by me. 
Mr. ROTHFEDER. Yes, that would make a certain amount of 

sense. But it has to be broad enough also, because one of the prob- 
lems now is a lot of places won't list that you have AIDS, for in- 
stance, so everybody knows when something isn't listed or it says 
"Record available only if you are authorized," everybody assumes 
you have AIDS at that point. 

Senator LEAHY. And you also have in hospitals certain things on 
the patient talking about techniques of care or  

Mr. ROTHFEDER. Right, exactly. 
Senator LEAHY. Or protection in care. 
Mr. ROTHFEDER. Exactly. So I mean yes, I think that would be 

one way of doing it, though, separating out what should be carried 
with an individual or not. Unfortunately, if you look at the growth 
of data banks, everything gets thrown in there. 

One of the problems with data banks, of course, is they are free. 
Once you have opened them up, the storage is there. You just keep 
adding stuff to it and dumping stuff into it, which is what has hap- 
pened with credit bureaus, financial data banks, medical records, 
as well. 

So given that opportunity to add to it, I just have a fear that ev- 
erything is going to end up in there. 

Senator LEAHY. Arlen? 
Senator SPECTER. Thank you very much, Mr. Chairman. I think 

that your convening these hearings has an extremely important 
purpose one which is going to require a tremendous amount of 
study as we move to changes in our national healthcare delivery 
system. 

A question which comes to my mind is whether the system ought 
to be constructed so that the individual has an opportunity to re- 
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move items from the records, having a judgment as to what he or 
she may wish to maintain totally private and evaluate what ought 
to be available. I took a look at a little card which the attending 
physician gave to me which lists some factors on my health card, 
and I think it might be worth exploring whether it would be pos- 
sible to have an individual opt to carry something on their person 
which would give the critical data, so that it does not have to be 
available on computers. 

Mr. ROTHFEDEH. Yes. 
Senator SPECTER. In this day and age, nothing is secret. It is 

something I learned a long time ago, when I was in another profes- 
sion. Senator Leahy and I shared the profession of questionable 
reputability of being prosecuting attorneys. 

Senator LEAHY. We were the front line of democracy. 
Senator SPECTER. Maybe also the rear line of democracy. But 

that experience showed me how difficult it was to keep anything 
secret, and private records really need not be in the public domain 
or subject thereto. 

Another question which is of concern to me is what this board 
is going to do on secrecy and confidentiality, which I have seen in 
President Clinton's initial 239-page report. I read that report and 
was struck with the 77 new boards and agencies which were cre- 
ated and the additional tasks given to 54 additional existing agen- 
cies for a total of 131 new bureaus, boards, commissions, et cetera, 
which were going to take up these questions. 

I am anxious to see in the next hour the 1500 pages which I'm 
going to let Senator Leahy summarize for me this afternoon. 

Senator LEAHY. Have you voted on this? 
Senator SPECTER. NO, I haven't voted, and I'm about to conclude. 

But I raise that question because we're going to have to make sure, 
to the extent that the Congress can, that there are not more com- 
plications than necessary. 

I regret my late arrival, but I don't have to explain to the ladies 
and gentlemen assembled here what our competing pressures are, 
and I wanted to be present to at least thank the Chairman for con- 
vening the meeting and express those preliminary views. 

Senator LEAHY. I should also note that Senator Specter is one 
who has been very concerned on these privacy issues. We are try- 
ing to work out the best way to do this, help with medical care, 
help with emergency situations, help people like Dr. Hope and oth- 
ers, and also protect our privacy. 

We are going to recess now, subject to the call of the Chair, but 
I intend to have, Arlen, a lot of other experts come in on this. I 
think as we go forward with any type of a national health care 
plan, whatever it might be, you know and I know that there is, 
with electronic data streams, going to be more and more access to 
records. There are going to be more and more records kept, and 
how do we keep them private? 

Senator SPECTER. Well, I think it is very important and we will 
have to pursue it. We will know better after we see the details of 
the legislation. 

[Prepared statement of Senator Specter follows:] 
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PREPARED STATEMENT OF SENATOR ARLEN SPECTER 

Mr. Chairman, I want to thank vou for holding this hearing on the privacy con- 
cerns in health care and specifically the manner in which President Clinton s pro- 
posed Health Security Act treats these concerns. 

The issue of privacy is a critical one on which you have been a leader during your 
terms in the Senate. There is no more important privacy issue facing us today than 
the security of health care records, especially as Congress debates comprehensive 
health care reform. 

When anyone seeks medical treatment, we do so with the sense that the informa- 
tion the health care provider receives or learns will be kept confidential. Patients 
do not expect that such information will be made public without their express au- 
thorization. Yet, there are few State or Federal laws protecting personal health care 
information from unauthorized release. As the Subcommittee will hear, however, the 
unauthorized release of such information is not an unusual problem. 

I have several concerns with the President's bill. First of all, I note that the Presi- 
dent's bill would establish 14 new government entities and expand 8 existing gov- 
ernment entities to deal with issues of privacy. While I agree with the President's 
goal of providing comprehensive health care to all Americans, I do not believe it is 
necessary to establish 105 new entities, as the President proposes in his Health Se- 
curity Act, to address the problems we confront in our healtn care system. I do not 
believe we need big government to address privacy issues. 

Of equal concern, however, is the fact that under President Clinton's bill, the Ad- 
ministration does not have to promulgate regulations on the protection of patients' 
privacy interests in their personal health information under the Health Security Act 
for two years after enactment. A third year will go by before the National Health 
Board set up under the Act has to forward recommendations to Congress on com- 
prehensive legislation to protect all medical information, including that which pre- 
dates enactment of the Act. 

I believe that privacy issues surrounding personal health information should be 
dealt with on a snorter time line. I do not know why we cannot deal with the issue 
of privacy at the same time we deal with the other issues of health care reform. 
Nonetheless, I look forward to working with the Chairman and other interested par- 
ties on the important privacy issues as the Senate considers health care reform. 

Senator LEAHY. Thank you. 
The subcommittee will stand in recess. 
[Whereupon, at 9:54 a.m., the Subcommittee recessed, subject to 

the call of the Chair.] 
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SENATOR FROM THE STATE OP VERMONT 

Senator LEAHY. Good morning. I apologize for the delay. Our 
10:00 vote became a 10:15 vote; our 10:15 vote became a 10:35 vote, 
as you could tell•those who are familiar with the bells and whis- 
tles here•and that is why we were delayed. I apologize to the wit- 
nesses. 

Con grass woman, I am delighted you are here. I was just explain- 
ing how fouled up we got with votes, the time for which suddenly 
got changed. But I am sure with your own experience in the other 
body, you know how that can happen. 

Ms. VELAZQUEZ. I understand. 
Senator LEAHY. President Clinton's Health Security Act has 

taken a bold step in reforming our health care system and I ap- 
plaud him for that. But it also raises a lot of questions. We are 
going to discuss one aspect of the Health Security Act that goes be- 
yond the new health care jargon. It affects each of us in a very per- 
sonal way. 

We are going to talk about a part of the health care act that is 
very personal to all of us. It is a national computeriaed health care 
network. That network is going to have basic information on every 
single one of us. My concern and the focus of this hearing is safe- 
guarding the personal privacy of all Americans with regard to their 
medical care. 

The legislation pending before the Congress uses technology ag- 
gressively. We have to. That is the only way we are going to 
achieve the kind of savings we need. And it builds on the kind of 
piecemeal efforts of different parts of this country to have elec- 
tronic data banks and use technology in a way that saves money. 

But before we go too far, I want people to look at the human face 
of this. I think we are very fortunate that Congreeswoman 
Velazquez is going to talk with us. The Congresswoman will dis- 
cuss the trauma of having personal medical information disclosed 
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publicly. Congress woman, I applaud you for being willing to do 
this. Hers is a compelling case, but unfortunately•I am sure she 
would agree•it is not an isolated one. 

During the past few weeks I have had a number of conversations 
with Jeanne Ashe on this subject. In his autobiography, Days of 
Grace, Arthur Ashe wrote about how he and his wife Jeanne 
learned in 1988 that he had contracted AIDS during a heart oper- 
ation. Now Arthur Ashe was not only a great athlete, and an activ- 
ist, and a scholar, and a man I admired greatly, but he was also 
a husband, and a father, and a private person. And tragically, he 
ended up having the remaining days of his life in the glare of pub- 
lic knowledge of his battle with AIDS. 

In his case, he was forced to confirm his condition after the press 
got a tip about his medical condition. It meant that somebody took 
his personal medical information, called the press and said, 'guess 
what is in here? " His family is still feeling tne effect of this intru- 
sion into their privacy. 

Mrs. Ashe was going to testify, but I am sure you understand 
that even now as we approach the anniversary of his death, she 
chose to maintain the privacy she has left. I talked to her earlier 
this week. She said she would prefer not to appear and I am cer- 
tainly respectful of her decision. My thoughts are with her and her 
daughter. 

But we should learn from their experience. Nobody else should 
have to bear this kind of intrusion, ft is not a question anymore 
of knowing just where the papers are about you, but wondering 
where little megabytes of medical information are. That informa- 
tion might not even be in the hospital or in the doctor's office you 
went to for treatment, but might be somewhere 1,000 miles away 
in somebody else's data bank. We have to be concerned about this. 

In October, I had a hearing at which we saw various kinds of 
medical cards like the ones I am holding. This one says Hillary 
Rodham Clinton on it, but I do not believe that really is hers. I ap- 
plaud my staff for somehow getting past security at the White 
House and getting this one. [Laughter.] 

But these kind of cards have enormous amounts of information 
on them. We saw one card which looked like a little credit card. 
But put that card into the computer and it had enough information 
on it that if all the information were printed on paper, it would 
take up a filing cabinet the size of the whole witness table here. 
It had color photographs, black and white photographs, x-rays, 
handwritten notes, contained voice data if need be, and everything. 

That is wonderful. It means that treatment can be expedited, 
money can be saved, we can know instantly where the necessary 
medical information is. But any time anybody goes into the hos- 
pital and hands over that card, it is possible for that information 
to go into a data stream somewhere. And I do not know, if that 
happens, whether anybody can tap into that, and the information 
we consider private, can be released, because what can happen in 
paper records can certainly happen in computer records. 

Congresswoman, I have talked long enough. You are really the 
one that could tell us what happened. I have read your statement. 
It is a very powerful one. I applaud you•I really applaud you for 
being willing to be here, and the forum is yours. 
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STATEMENT OF NYDIA VELAZQUEZ, A MEMBER EM CONGRESS 
FROM THE STATE OF NEW YORK 

Ms. VELAZQUEZ. Thank you. Good morning, Mr. Chairman. I 
would like to thank you, Mr. Chairman, for convening this very im- 
portant hearing and for giving me the opportunity to testify. Unfor- 
tunately, due to the Democratic Issues Conference, I must depart 
before the end of the hearing. However, I will be happy to take 
questions immediately after my testimony. 

Let me begin by stating that the only reason I have the strength 
to come before you today and discuss this very difficult, personal 
experience is because of the outpouring of love and support from 
my friends and constituents since its occurrence. I am indebted to 
them for standing behind me in my hour of need. ; 

Mr. Chairman, technology is a double-edged sword. It provides us 
with more efficient ways to store and disseminate information, but 
it also poses significant problems in controlling access to sensitive 
data. As policymakers we should support the development of new 
technologies, such as the information superhighway, which improve 
our quality of life, but we must protect the rights of individuals, 
especially in the area of privacy. 

With the existence of such entities as the Medical Information 
Bureau, which was created by insurers to reduce fraud and which 
contains information on 80 percent of health insurance policies in 
the country, and with state motor vehicle department selling infor- 
mation, it is very hard to keep sensitive data from ending up in the 
wrong hands. 

During my campaign for Congress I realized that no one is im- 
mune to privacy violations. I had my private, personal medical 
records leaked to the newspapers in New York City. 

Every time I talk about this, I relive it. The story of my experi- 
ence is very difficult for me to discuss, knowing the stereotypes 
that exist regarding mental illness. A few years ago I sought need- 
ed medical treatment after a suicide attempt. I went to the hospital 
confident that I would receive treatment and that my experience 
would be private, between me and my doctor. 

Let me explain to you what happened to me 1 year later. I had 
just been through the most difficult challenge of my life. For 4 
grueling months, I walked the streets of my district, campaigning 
to represent the people of the 12th congressional district in Con- 
gress. I went up against an 18-year incumbent with a vast war 
chest. In addition, there were four other Latino candidates in the 
race. The conventional wisdom was that one Latino could not win 
against those odds. 

Well, I beat the odds. For a Puerto Rican woman, from a commu- 
nity that has little money and few resources, these were tremen- 
dous odds. 

Just imagine what I felt, 3 weeks after I won this victory in the 
primary, when I woke up one morning with a phone call from my 
friend Pete Hamill, a columnist at the New York Post. He told me 
that the night before, the Post had received an anonymous fax of 
my records from St. Claire Hospital. The records showed that I had 
been admitted to the hospital a year ago seeking medical assist- 
ance for a suicide attempt. He told me that other newspapers 

( 
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across the city had received the same information, and the New 
York Post was going to run a front page story the next day. 

For the press, it was a big story. For me, it was an humiliating 
experience over which I had no control. 

How ironic that 3 weeks before when I won the primary, I did 
not make the front page, but my suicide attempt of a year ago did. 
My records were leaked for one purpoee only, to destroy my can- 
didacy for the U.S. House of Representatives by discrediting me in 
the eyes of my constituents. 

Very few people knew about my situation, and I made the deci- 
sion of not sharing it with my family. I wanted them to always re- 
member me as a fighter, happy and strong. My father and mother, 
80 years old, they did not understand. They still do not under- 
stand. 

When I found out that this information was being published in 
the newspaper and that I had no power to stop it, I felt violated. 
I trusted the system and it failed me. What is most distressing is 
that once medical records leave the doctor's office, there are no 
Federal protections to guard against the release of that informa- 
tion. In some States it is easier to access a person's medical history 
than it is to obtain the records of a person s video rentals. In New 
York City, the Manhattan district attorney's office is currently con- 
ducting an investigation. 

After my experience, many people approached me and told me of 
their fears that records of their doctor s visits could be made public 
if they sought treatment for mental illness. It is this fear of being 
discriminated against that prevents people from seeking the treat- 
ment that they need. This fear also speaks to the larger issue of 
the stigmas attached to mental illness and treatment for mental ill- 
ness. 

Part of the Hippocratic oath reads. Whatsoever things I see or 
hear concerning the life of man, in any attendance on the sick or 
even apart therefrom, which ought not be voiced about, I will keep 
silent thereon. 

I realize that laws governing disclosure of medical records vary 
from State to State, but it is distressing that sometimes some med- 
ical professionals do not abide by that part of the oath. 

I do not profess to be an expert on all the legal ramifications of 
comprehensive privacy legislation, but I do believe that we need 
stringent, uniform and thorough standards for the disclosure of 
medical records•with the necessary medical and legal exceptions• 
that must be adhered to by all medical practitioners and adminis- 
trators. I appeal to everyone not as a politician but as a victim, 
someone whose personal medical records were released to the press 
and the public without approval or even advance notice, someone 
who has experienced the pain and lingering effects of having inti- 
mate personal experiences exploited. 

We must preserve an important historic principle underlying pa- 
tient care: the preservation of confidentiality, the privacy and secu- 
rity of sensitive personal information. 

President Clinton's Health Security Act, H.R. 3600, contains 
medical record and privacy provisions which are an important first 
step toward protecting the innocent victims from the unscrupulous 
use of medical records, but they need improvement. In the area of 
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privacy, the bill only provides for the development and implementa- 
tion of a health information system which would enable a national 
health board to collect, report, and regulate the dissemination of 
health information. The President's bill further authorizes the 
same board to set standards regarding the privacy of individually 
identifiable health information. 

The problem is that the bill provides no clues or guidelines as to 
what the standards should be or how they plan to reconcile the fu- 
ture standards with the various State rules regarding disclosure of 
medical information. 

Furthermore, the technological improvements to the collection 
and storage of medical information which the President proposes, 
such as the computerization of medical records and the implemen- 
tation of a health security card, drastically increases the numbers 
of individuals with access to private medical information. I recog- 
nize that computerization may lead to reduced medical costs, facili- 
tate the exchange of information between medical professionals, 
and prevent fraud. But computerization also increases the likeli- 
hood that an individual or group would attempt to obtain such in- 
formation without the consent of the patient. 

In the House, Representative Pete Stark has introduced a pre- 
scription drug records privacy bill which would permit individuals 
to bring civil action against any retailer, physician or administrator 
of a health benefit plan who knowingly discloses a person's pre- 
scription drug records without his or her consent or for a reason 
not covered under the bill's established list of exceptions. This is 
the type of legislation we need for all medical record information. 

Mr. Chairman, I am one of the few lucky ones for a number of 
reasons. First, I was able to afford the treatment that I needed to 
recover. It frightens me to think how many people suffer in depres- 
sion and despair because they cannot afford the professional serv- 
ices or medicine that can make them whole again. 

Second, I received a great deal of support from my community, 
and luckily, did not have my credibility diminished in their eyes. 
Most people are not so lucky. Most people are forced, because of the 
fear and social stigma attached to mental illness, to not seek medi- 
cal treatment. 

Further, the release of their medical records, if they seek treat- 
ment, could cripple their chances for credit, or work, or social ac- 
ceptance. It is importance for you to recognize that the only reason 
I am able to testify today about this experience as a productive 
member of society is because I had the strength of will, the finan- 
cial means, and the support of my community. 

And speaking of support, I want to take this opportunity to ex- 
press my appreciation and gratitude to Tipper Gore, the Vice Presi- 
dent's wife, for all her commitment, compassion, and work on be- 
half of mental illness. I personally shared my experience with her 
and she has been very sensitive and supportive. 

Mr. Chairman, a person's medical records belong to that person. 
I implore you to learn from my experience. I sincerely hope that 
you will join me, not only in working diligently for comprehensive 
privacy legislation, but also in addressing the larger issue of men- 
tal illness. Thank you. 
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Senator LEAHY. Congresswoman, I must tell you how much I ap- 
preciate your testimony. On one committee or another for 19 years 
I have been holding hearings and I have rarely heard any testi- 
mony as gripping or as moving as yours. I know from my own con- 
versations with you and by our staffs conversations, this is not an 
easy thing for you to do. 

I think, however, that your testimony can have far greater effect 
than all the work and lobbying I might do here. I think people real- 
ize that it is testimony, not of a member of Congress, but of a 
human being. You were violated in having your records released. 

I suspect that if you are like most people, you trust the medical 
professionals to put in your records information that is accurate 
and necessary. You probably had not even read your whole medical 
records before they were released to the press; is that correct? 

Ms. VELAZQUEZ. I never did. I learned in the New York Post 
after I read them. 

Senator LEAHY. That is a pretty terrible. I mean, these are 
things that are so private that you were willing to leave them in 
the hands of professionals and had not even read them yourself. 
And then suddenly that information appears in a newspaper avail- 
able to millions of people. 

The obvious question is•and maybe there is no answer to this• 
but when you look back, do you think you would have gone and 
sought the help that probably saved your life if you had known 
that that experience was going to be on the front page of the 
paper? 

Ms. VELAZQUEZ. When I was taken to the hospital, of course, I 
was unconscious. But the next day, the doctor was there and I told 
myself, he is my savior. I never expected that this experience would 
end up in the hands of any person and that I would read about it 
in the New York Post. I think that now when I have to go to a doc- 
tor, I just wonder how much•and I know that if I give him a lot 
of information about my medical history that I will be better served 
in terms of the treatment that I am seeking. But I wonder how 
much information I should share with my doctor. 

Senator LEAHY. There are men and women, old and young, who 
are out there who should seek help, but are deterred by a whole 
lot of reasons: financial, inability to know where to go, or other is- 
sues. But all of them would be deterred to a greater or lesser ex- 
tent if they thought that all their neighbors, their co-workers, their 
family, everybody else was going to be able to read about what they 
sought; is that not correct? 

Ms. VELAZQUEZ. Yes. After my experience, it was so scary be- 
cause so many people not only came over to show their support to 
me, but some of them to share their own experience. And they have 
shared their concern that•and some friends who have come to me 
and shared their pain and I have told them, seek professional help, 
they wonder. It is very frightening to know that some people who 
are in need of seeking professional help might consider not doing 
that because of their fear that their private life might be exposed. 

Senator LEAHY. YOU mentioned that this is now under investiga- 
tion. Do you know what the status of that investigation is today? 
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Ms. VELAZQUEZ. Through my lawyer•it has been very difficult, 
but I know that it is still going on and I should not discuss any 
information. 

Senator LEAHY. That's all right. Let me ask you this question. Do 
you think that people who disclose personal medical information 
without a patient's consent should be punished? Should that be 
against the law? 

Ms. VELAZQUEZ. It should be a criminal act. Yes, it should be 
punished. 

Senator LEAHY. And that should be the same whether they are 
disclosing the records of a public figure or a non-public figure; 
would you agree? 

Ms. VELAZQUEZ. Yes. 
Senator LEAHY. We are all human beings. Sometimes they think 

that 535 of us might not be, but we really are. 
Congresswoman, especially at the beginning of the session, I 

know you have got leadership meetings and other duties back on 
the other side of the Hill. Again, I apologize we started later than 
we had told you because of the votes. I cannot thank you enough 
for taking the time to be here. 

I also appreciate what you said about Mrs. Gore. I will make 
sure that she sees a copy of this part of the transcript because I 
know of her commitment to that issue. Having served for years 
with then-Senator Gore, and knowing the Gores, this is not some- 
thing that she suddenly discovered since she became the wife of the 
Vice President. As you know, this is a commitment that she has 
had in this area for years and years, and I think everybody would 
agree. Republican or Democratic, that we are fortunate she does 
have that commitment. But I will tell her of your kind words. 

Ms. VELAZQUEZ. Thank you, Mr. Chairman 
Senator LEAHY. Thank you very much. 
Our next witness. Nan Hunter, is the Deputy General Counsel 

of the Department of Health and Human Services. I would note 
that Ms. Hunter was a professor of first amendment law at Brook- 
lyn Law School from around 1990, I believe it was, until you joined 
HHS, which I am delighted to see. 

Ms. HUNTER. That's right. 
Senator LEAHY. AS one who feels the first amendment is the bed- 

rock of our democracy, I am delighted to have you here. Please go 
ahead, Ms. Hunter. 

STATEMENT OF NAN D. HUNTER, DEPUTY GENERAL COUNSEL, 
U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Ms. HUNTER. Thank you. Senator. I am delighted to be here. I 
am happy to discuss with you the information and privacy aspects 
of the President's proposal for health care reform. 

The President's plan offers a new vision for delivering and pay- 
ing for health care in the United States. Reliable data are essential 
to that system. Data are essential for research on medical out- 
comes, for monitoring access and practice patterns, and for policing 
fraud and abuse. Without adequate data we cannot perform those 
and other necessary functions. 

Privacy protections, however, are an integral part of this system. 
Privacy is a first principle of our approach. Privacy protections will 
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ensure that individually identifiable information in this new sys- 
tem is used only when individual identifiers are truly necessary, 
and is used carefully, only for the purposes for which it is intended 
with close attention to privacy, and not in ways that will harm peo- 
ple. 

Legal protections for health care information today are skimpy 
and uneven at best. They exist primarily at the State level and 
they vary greatly. Only a handful of States have comprehensive 
health care information confidentiality statutes. Many have stat- 
utes covering particular kinds of information like HIV infection, 
and some have privacy laws concerning insurance information. 

The only Federal record confidentiality law covering the Nation 
generally is one protecting information about patients in drug and 
alcohol abuse treatment programs. The Privacy Act covers only 
records held by Federal agencies. 

This Administration believes that confidentiality controls are es- 
sential. Under the Health Security Act, medical records would be 
far more protected from inappropriate uses or disclosures than they 
are today. The Health Security Act outlines a comprehensive na- 
tional policy for protecting the confidentiality of health information. 
It includes provision for protecting the information to be gathered 
by the new system as well as, ultimately, national legal protections 
for information currently held by all health care providers. 

This comprehensive policy will provide our people with much 
greater protection and control over the use and disclosure of infor- 
mation in their health records than they have today. In the system 
we propose there will be an administrative data system to record 
enrollment. The health security card will contain basic information, 
including a unique identity number and the person's health plan. 
Patient information needed for the operation of the system will be 
transmitted electronically in uniform data sets meeting national 
standards. 

As part of the information system, the national health board will 
oversee the establishment of an electronic data network with re- 
gional data centers. The national health board will establish stand- 
ards for the information to be collected. This will be done with pub- 
lic discussion and consultations with a wide variety of experts in 
date systems and privacy controls. 

There are several elements for the safeguards for privacy in the 
President's bill. Let me talk about four principal features first. 
First, within 2 years the national health board will promulgate de- 
tailed standards for confidentiality. The standards will elaborate 
the principles set forth in the bill. Second, there will be controls 
with criminal and civil sanctions on improper use of the health se- 
curity card or the unique identifier number. 

Third, within 3 years the board will propose a comprehensive 
scheme of Federal legislative protection for health information. 
This will cover, for example, all preexisting records of physicians 
and hospitals. And fourth, there will be ongoing monitoring from 
people outside the Government to assure that pnvacy concerns are 
carefully considered. The national health board will have an advi- 
sory council on privacy and health data that will include members 
distinguished in data protection and privacy, ethics, civil liberties, 
and patient advocacy. 
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Let me describe some of these in more detail. The bill sets out 
basic standards upon which the board must base its rules. Disclo- 
sures will be carefully restricted to those authorized by the individ- 
ual, or for purposes of operating the system, or for purposes meet- 
ing criteria established by the board that are consistent with the 
general principle that individually identifiable information is used 
only when necessary for some aspect of health care. Disclosure will 
be restricted to the minimum necessary to accomplish the purpose 
of the disclosure. 

No identifiable information about an individual will be disclosed 
to set premiums based on risk adjustment factors, nor will it be 
used to make employment decisions. No individual's name will ever 
be associated with information transmitted between any of the en- 
tities in the system; that is, between the health plan, the alliance, 
or the regional data centers. 

There will be technical and administrative safeguards, such as 
computer and communication security measures, to prevent unau- 
thorized persons from ever getting information. Individuals will al- 
ways be able to see and get a copy of information about themselves, 
and they can correct erroneous information. Individuals will have 
a right to know which entities hold or use information about them 
and for what purposes. 

None of these protections exist today as a uniform national 
standard for confidentiality of medical records. 

The bill does not alter the existing power of courts with respect 
to health care information, nor does it alter existing requirements 
for reporting to public health agencies disease, child abuse, birth, 
or death. 

Each person enrolled in the system will have a unique identifier. 
That number cannot be used to connect individually identifiable in- 
formation from the health care system with information outside the 
system except when necessary to administer the health program. 

To require anyone to give his or her number, or to use the num- 
ber for any purpose other than participation in the health program, 
will be a criminal offense and will also subject the offender to civil 
money penalties. The health security card will be used only for the 
purposes of the health system. To require a person to show it or 
to otherwise use it for any other purpose will be a criminal offense 
and will subject the offender to civil money penalties. 

Let me conclude by putting the information aspects of the Presi- 
dent's proposal in a broader perspective. The President's proposal 
will reduce health care cost for individuals and businesses by re- 
forming the health care payment system using information nec- 
essary to achieve that purpose. This system will be surrounded by 
legal and operational confidentiality safeguards, built into the de- 
sign at the beginning and basic to its operation, to protect the pri- 
vacy of the people it serves. This combination of legal and other 
safeguards will offer the public assurance that individually identifi- 
able information will be used respectfully and carefully. 

We look forward to discussions with you, Mr. Chairman, and 
with the Congress on these proposals. Thank you. 

[Ms. Hunter submitted the following:] 

84-464 0-94-4 
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PREPARED STATEMENT OF NAN D. HUNTER ON BEHALF OF THE DEPARTMENT OF 
HEALTH AND HUMAN SERVICES 

I am Nan Hunter, Deputy General Counsel, U.S. Department of Health and 
Human Services. I am happy to be here to discuss the information and privacy as- 
pects of the President's proposal for Health Care Reform. 

The President's plan offers a new vision for delivering and paying for health care 
in the United States. That plan includes many features whose success will depend 
on having timely and reliable data at every level of the health care system. 

USE OF INFORMATION IN THE HEALTH CARE PROGRAM 

Good information is essential to the operation of a high quality health care sys- 
tem. The plans will need information on the enrollment of individuals. Aggregate 
data, not using patient identifiers but derived from enrollment and medical care en- 
counter records about individual patients, will be used for the management of the 
system•calculating premiums, negotiating rates, and especially, monitoring quality 
and the performance of health care providers. 

The information we can learn from these data is essential to help everyone who 
uses health care. It will be used to assure that everyone has access to care and to 
learn more about the outcomes of treatment. 

Thus, the plan includes information systems designed to obtain those data. As an 
integral part of that system, privacy protections will ensure that individually-identi- 
fiable information in those systems is used only when individual identifiers are truly 
necessary, and is used carefully•only for the purposes for which it is intended, with 
close attention to privacy, and not in ways that will harm people. 

Before I describe the existing state of safeguards for health care information and 
the privacy protections in the President's proposal, I want to talk about the basic 
reasons for medical confidentiality and the ethical and practical principles behind 
it. 
The reasons for confidentiality 

The primary goal of confidentiality in medical care is to permit patients to be to- 
tally frank about facts which bear on their health, and to subject themselves to ex- 
amination and tests which reveal facts about them. Without confidentiality protec- 
tion, sick people would be faced with having to choose between revealing informa- 
tion to obtain treatment, or retaining their privacy•a cruel choice, and one that 
would in some cases lead to untreated disease. 

In public health and research there are even more pressing reasons: we want the 
patient to be frank not only for his or her own sake, but also for the health of soci- 
ety more generally. Only if we keep the patient's confidences will he or she tell the 
truth. This permits us to interrupt the spread of communicable disease, and to gath- 
er accurate information for research about disease. 
Ethical protections 

Personal information about patients has long been kept confidential under the 
traditions and ethical principles of the medical profession and other health care pro- 
fessions. For physicians, the obligation is found in the Hippocratic Oath, dating from 
the fourth century B.C., and is continued in current ethical statements. Other pro- 
fessions have similar ethical principles and codes of conduct. At the same time, the 
development of the health care system has led to use of records by many businesses 
or organizations that do not care for patients, and are not subject to the traditional 
ethical and social norms of the healing professions. 
Legal protections 

Legal protections for health-care information today are skimpy and uneven at 
best. They exist primarily at the state level, and they vary greatly. A few states 
have comprehensive health-care information confidentiality statutes, including two 
(Montana and Washington) which have enacted the Uniform Health-Care Informa- 
tion Act of the National Conference of Commissioners on Uniform State Laws. Many 
have statutes covering particular types of information (like HFV-infection and men- 
tal-health information). Insurance information (including health information about 
beneficiaries) is covered by privacy laws in several states. 

In addition, there is some case law establishing confidentiality duties. The well- 
known physician-patient privilege (which most states have in some form) only ap- 
plies when the physician is testifying in court or in related proceedings. It has noth- 
ing to do with other decisions the physician or facihty may nave to make about dis- 
closing patient information. 
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The only Federal health record confidentiality law covering the nation generally 
is one protecting information about patients in drug and alcohol abuse treatment 
programs. The Privacy Act covers records held by Federal agencies, including health 
care records held by the Department of Veterans Affairs, the Indian Health Service, 
and the military services. 
Uses of information 

All these laws permit many uses of patient information without consent. It is im- 
portant to recognize that health records are used for a great variety of purposes 
today, often with the patient's consent, or pursuant to legal authority. In health care 
facilities there are many people involved in treatment of the patient, and in related 
activities like billing, who need the records. Patients routinely authorize disclosure 
to health insurers to obtain reimbursement. Records are used for research, often 
with patient identifiers so they can be linked with other records, although without 
fijrther use or publication of patient identifiers. Some conditions are required to be 
reported to health authorities, to permit intervention for public health purposes. 

society and individuals are willing to have records used in these ways because 
such uses are necessary to the overafl functioning of health care delivery and public 
health systems. Even in these contexts, however, there is the risk of invasion of le- 
gitimate privacy interests. 
The need for privacy protections 

For all these reasons, legal and ethical confidentiality controls are essential to 
protect the privacy interests of patients. They prevent disclosures that are not ap- 
propriate or necessary. They reassure patients that there are orderly processes for 
dealing with their information, even if there is not absolute secrecy. They can en- 
sure that patients see their own records if they wish, and can provide remedies for 
patients whose records have been improperly disclosed. 

Careful protections become even more important with the wide-spread comput- 
erization of records. Computerization can provide great benefits both for the pa- 
tients and for management of the system. The effect on the privacy interests of pa- 
tients is mixed. Computerized records present certain new vulnerabilities, such as 
the possibility that an unauthorized user may get access to them through the com- 
munications system. At the same time, computerization can enhance privacy protec- 
tion in many ways. For example, when disclosure of records is necessary, it may be 
easier to pick out and disclose only information actually needed, rather than a pa- 
tient's whole record. Further, a more careful watch may be kept on disclosures of 
information, through recording and auditing mechanisms built in to computerized 
record systems. 
The health security act 

Let me describe the information system and the privacy provisions in the Health 
Security Act (S. 1757), that will protect the confidentiality of the records. We look 
forward to discussions with the Congress on the President's proposals. In the system 
as proposed, there would be an administrative data system to identify persons who 
are enrolled. The Health Security Card would contain basic information on each per- 
son enrolled, including a unique identity number and the health plan in which the 
person is enrolled. Information about patients needed for the operation of the sys- 
tem would be transmitted electronically, in uniform data sets meeting national 
standards. These minimum data sets would be developed for enrollment and for 
claims and encounter information for all covered health services. As part of the in- 
formation system, the National Health Board is to establish an electronic data net- 
work, with regional data centers. 

The National Health Board would establish standards, and determine the infor- 
mation to be collected. This would be done with wide public discussion, and con- 
sultations outside the government. 

It is essential that were be clear and strong protections for the information that 
the system has about individual people. A comprehensive national policy for protect- 
ing the confidentiality of health information is needed, and the Health Security Act 
outlines such a policy. It includes provision for protecting the information to be 
gathered by the new system, as well as, ultimately, national legal protections for 
information held by all nealth care providers. This comprehensive policy will provide 
our people with much greater protection and control over use and disclosure of infor- 
mation in their health records than they enjoy now. 
Privacy protections in the act 

There are several elements to the safeguards proposed in the President's bill. Let 
me mention four principal features, and then give more detail: 



80 

• First, the National Health Board would be required, within two years, to pro- 
mulgate standards for confidential•treatment of the individually-identifiable 
information in the system. The standards would have to comply with principles 
and requirements set out in the bill. 

• Second, there would be controls, with sanctions, on improper use of the Health 
Security Card or the unique identifying number chosen for the system. 

• Third, within three years, the Board would have to produce a detailed proposal 
for a comprehensive scheme of Federal legislative protection for health informa- 
tion. This would cover records, for example, of physicians and hospitals. 

• Fourth, there would be ongoing monitoring and advice, from people outside the 
government, to assure that privacy concerns are carefully considered. The Na- 
tional Health Board would have an advisory council on privacy and health data, 
that would include members distinguished in data protection and privacy, eth- 
ics, civil liberties, and patient advocacy. 

I will describe some of these in more detail. 
Governing principles 

The bill sets out basic standards that the Board would have to include in its rules: 
Disclosure outside of the system would be carefully restricted to purposes 

authorized by the individual, or for purposes of operating the system, or for 
purposes meeting criteria established by the board. 

Disclosure would be restricted to the minimum necessary to accomplish 
the purpose of the disclosure. 

No identifiable information about an individual could be disclosed to set 
premiums based on risk adjustment factors, nor could it be used to make 
employment decisions. 

There would be technical and administrative safeguards, such as com- 
puter and communications security measures, to prevent unauthorized per- 
sons from getting information. 

Individuals could always see information about themselves and get a 
copy, and they could correct erroneous information. 

Individuals would have a right to know what entities hold or use informa- 
tion about them, and for what purposes. 

The bill does not alter the existing powers of courts with respect to health care 
information, nor does it alter existing requirements for reporting of disease, child 
abuse, birth, or death. 

The bill does not distinguish between records maintained in computerized form 
and records maintained in paper form. 
The number and the health security card 

Each person enrolled in the health care system would have a unique identifier. 
What the number will be is not specified in the Act; its design is left to the National 
Health Board. The Board would be required to make regulations to ensure that the 
number would not be used to connect individually-identifiable information from the 
health care system with information outside the system, except when necessary to 
administer the health program. To require anyone to give his or her number, or to 
use the number, for any purpose other than tne health program, would be a crimi- 
nal offense, and would also subject the offender to civil money penalties. 

Each person enrolled would have a health security card. The Act spells out what 
kind of information would be included•the identity of the individual, the unique 
identifier, the health plan, and any supplemental insurance. The card could be used 
only for the purposes of the health system; to require a person to show it, or to oth- 
erwise use it, for another purpose, would be a criminal offense, and would also sub- 
ject the offender to civil money penalties. 
Comprehensive health record privacy protection 

The Board would be required to develop a proposal, for the consideration of the 
President and the Congress, to provide comprehensive confidentiality protection for 
all health care records in the country. Such protection would provide a common rule, 
with a uniform level of protection through the country, to protect records that are 
now subject to varying and often inadequate State laws. 
The effect of the proposal 

Let me conclude by putting the information aspects of the President's proposal in 
a broader perspective. The President's proposal will reduce health care costs for in- 
dividuals and businesses by reforming the health care payment system, with the in- 
formation system necessary to operate that system effectively. That system would 
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be surrounded by legal and operational confidentiality safeguards•built in at the 
beginning and basic to its operation•to protect the privacy of the people it serves. 
At the same time, the President proposes to use this opportunity to devise protec- 
tions for all health records, in providers' offices and in many other places. Those 
protections will be stronger than the present protections. This combination of legal 
and other protections will offer the public assurance that individually-identifiable 
information will be used respectfully and carefully. 

Thank you, Mr. Chairman. I will be happy to answer any questions. 

NAN D. HUNTER, 
DEPARTMENT OF HEALTH AND HUMAN SERVICES, 

Washington, DC, May 2, 1994. 
Hon. PATRICK J. LEAHY, 
Committee on the Judiciary, 
U.S. Senate, Washington, DC. ' 

DEAR SENATOR LEAHY: I am happy to transmit to you answers to questions you 
posed following my testimony at your hearing on high-tech privacy issues in health 
care on January 27. 

It was a pleasure to testify before you. We will be happy to work with the Sub- 
committee in its further work on these important issues. If we can help, please let 
me know. 

Sincerely, 
NAN D. HUNTER, 

Deputy General Counsel. 
Enclosure. 

NAN D. HUNTER'S RESPONSE TO QUESTIONS SUBMITTED BY SENATOR LEAHY 

Question 1. The 7 members of the National Health Board are appointed by the 
President, with the advice and consent of the Senate, and will have the power to 
decide the type of health security card we all carry and the information about us 
that will be on the card. This non-elected Board will also have the power to collect 
computerized information about us, decide where that information will be sent, and 
how it will be protected. The power this Board will have over each Americans medi- 
cal information will be immense. Do you think the Board should be given more guid- 
ance in the Health Security Act about how to exercise power over personal medical 
information? 

Answer. The National Health Board would be an Executive Branch agency, with 
public accountability, and would conduct its activities under the Administrative Pro- 
cedure Act. 

In making its decisions, the Board would consult widely with concerned groups, 
including plans, providers, consumers, public health authorities, researchers, pri- 
vacy advocates, and others. 

We are considering what more precise guidance could be given to the Board in 
the statute about use and disclosure of information, and we look forward to working 
with the Congress on this issue. 

Question 2. The Health Security Act calls for the creation of an advisory council 
called the National Privacy and Health Data Advisory Council, which will help the 
National Health Board formulate the privacy standards and legislation. Coula you 
explain whether the Advisory Council has a longer-term role after the standards 
and privacy legislation are recommended? 

Answer. The Health Security Act does envision an ongoing role for this Council. 
How it will be employed-depends on the Board, but we believe that it could be of 
great help to the Board in addressing data and privacy issues that arise in the 
health care system once it is operational. It could also be of help in advising the 
Board on the research and technical support activities, and education and aware- 
ness programs, with respect to privacy that the board may conduct. (§5121). 

Question 3. The Health Security Act has drawn some criticism from privacy ex- 
perts because the National Health Board is not required to submit a proposal for 
comprehensive privacy legislation for protection of health information until 3 years 
after enactment, even though the Board's implementation of a national health infor- 
mation system and issuance of privacy and security standards for that system will 
be on-line within 2 years of enactment. 

If the privacy legislation is passed after the national medical information system 
is already in place, there is a risk that the system might have to be reworked to 

_i 
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comply with new legislative requirements. Would it be more cost effective to have 
the privacy legislation in place before the information system is implemented? 

Answer. We believe the Act envisions that the rules governing information to be 
gathered in the new health care system will be prepared bv the Board within the 
two years it will take to establish the information system. That system and its pri- 
vacy rules will be developed simultaneously. Thus, there should "be no need to re- 
work the system to accommodate rules made later. 

The Board is given three years to recommend legislation to the Congress to apply 
to health care records more generally•i.e., to records that already exist in the of- 
fices of providers and payors. 

We do appreciate that there would be value in having even these rules developed 
at the same time as the basic health care information system is being designed, and 
we welcome conversations with the Congress on this. 

Question 4. Vermont already has an effort underway to implement a state-wide 
medical information database. The Vermont Health Information Consortium (VHIC) 
has a confidentiality and privacy working group that is working to identify confiden- 
tiality, privacy and security standards for the system. 

Will the National Health Boards privacy and security standards for the national 
medical information system preempt any state guidelines, even if those guidelines 
are more protective of privacy and security? 

Answer. We are studying the issue of preemption. It is a complicated issue, and 
we will be happy to work with the Congress on this. 

Question 5. Could you explain what types of records will not be covered under the 
Board's standards? For example, would computerized medical records maintained at 
a hospital or in doctors' offices be covered oy the National Health Board's privacy 
and security standards? 

Answer. The Health Security Act envisions that the Board's standards will cover 
the health information system that will be established to support the payment and 
management mechanisms under the Act (§5120). Those standards would not cover 
the medical records, used for patient care, maintained at a hospital or in a doctor's 
office. The Act calls for, within three years, the Board's recommendation for legisla- 
tion covering such records. (§5122) 

Question 6. The Republican response to the President's State of the Union mes- 
sage characterized provisions of the Health Security Act as a "compromise of privacy 
none of us can accept." Does the Health Security Act provide for health ana treat- 
ment information to be sent to a national database without the patient's approval? 

What does it, in fact, provide for? 
Answer. There will not be a sinele comprehensive data base. We are creating a 

national network of data systems that can serve a variety of data needs at all levels 
of the health care system from consumers to the Federal government. It is impor- 
tant to distinguish enrollment and encounter data. 

There will be a select set of enrollment information that will be available at the 
national level which is needed for purposes of coordinating care, coverage and pay- 
ment. There is no need for a nationally centralized identifiable encounter data base. 
Most national analytic needs do not require identifiable data at all. They can be 
served through anonymous linked files of enrollment and encounter files. 

Question 7. There has been a lot of attention focused on the Health Security Card 
that will be used under the Clinton reform plan. At the Subcommittee's last hearing 
on high-tech privacy issues in health care on October 27, 1993, we saw demonstra- 
tions of two types of cards•the smart card and laser optical card•that could be 
used to hold many pages of health records. 

The Health Security Act does not specify the type of card that will be used if the 
plan is enacted, but leaves up to the newly created National Health Board to decide 
standards for the form of the card. Could you explain why the bill does not specify 
the type of health security card everyone will carry? 

Answer. The design of the health card is left to the Board, so that it will have 
the flexibility to adopt the best technology•for protecting privacy and for fulfilling 
the operational functions of the card•at the time the card is developed. 

Question 8. The alliances will issue the health security cards to all its covered 
members. Will each alliance have the freedom to decide on the type of card it issues, 
so long as the card it chooses to use works on the health system? 

If so, does the plan allow individual alliances to choose more high-tech types of 
health security cards with better security features and with more capacity to hold 
information than a magnetic strip card? 

Answer. The Health Board will determine the form of the card, in light of privacy 
considerations, available technology, and the operational needs of the system. There 
are several available technologies, and the magnetic strip card is only one of them. 
There is nothing unacceptable in principle with the choice of different cards, as long 
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they meet minimum standards set by the Board to insure that the card works for 
the basic operational purposes of the system. 

Question 9. Do you think it is important for the health plan to give alliances and 
consumers a choice of the type of health security card they use, so long as whatever 
card they choose works on the information system? 

Answer. This will be up to the Health Board, in light of the considerations men- 
tioned in No. 8, above. 

Question 10. Will use of a health security card rely on the storage of the medical 
information in a central database? Could you explain how extensive the information 
in the centred database will be? 

Answer. The use of the health security card will not rely on the storage of the 
medical information in a central database. The purpose of the card is to identify the 
holder as enrolled in a particular health plan, and to assist in the administrative 
transaction attendant to receipt of health care. That might possibly involve commu- 
nicating with a regional data base, but to retrieve the administrative information, 
not medical information. 

Storage of medical information on a card, or retrieval of medical information from 
a central location through use of a card, are among the possible uses of card tech- 
nology. But they are not part of the basic use of the card in the program proposed 
in the Health Security Act. 

The nationwide enrollment data base would contain information such as the 
unique identifying number of the enrollee, and the plan in which the person is en- 
rolled. It could also include information about other insurance coverage. 

Question 11. The Act says that the National Health Board will determine the in- 
formation contained in the health security card. This information will include iden- 
tity information, the plan in which the person is enrolled, any supplemental policy, 
and any additional information the Boards finds necessary "for the purpose of pro- 
viding or assisting the eligible individual in obtaining covered health services (Sec. 
5105). 

Could you give us an idea of what other information may be required to be on 
the card? 

Answer. It will be up to the Board to determine what other information may be 
required on the card, and it is difficult to predict what other administrative informa- 
tion may be needed. 

One possibihty would be for the Board to require on the card only the basic infor- 
mation mentioned in the Act, and leave to personal choice whether an individual 
wanted the card to carry medical information or to be a means of access to centrally 
stored medical information. 

Medical information on the card, or accessible through it, could be of great benefit 
to an individual, and some people may want that benefit. Others may prefer that 
the card not be used this way. 

Question 12. We already have situations in this country where employers can get 
information about the medical condition of prospective employees to use against 
them in hiring decisions. With medical information literally at your fingertips with 
the health date card, what is to prevent an employer from demanding the card be- 
fore making a hiring decision. The Act proposes to deal with this situation by pro- 
hibiting an employer from doing this but it puts a prospective employee who wants 
a job in the position of turning the employer in. Is there any way to address this 
problem? 

Do you know of any technological features that could limit an employer's access 
to private medical information on the health data card? 

Answer. The card as envisioned in the Act will not provide "medical information 
literally at your fingertips." For its basic purpose, it will not contain medical data. 

In any case, there is an explicit prohibition in the Health Security Act against 
use of health care information from the health care system in making employment 
decisions (§5120(cX9)). Additionally, use of information for employment decisions is 
restricted by the Americans With Disabilities Act. 

It should be noted that the possibility of demanding access to a health record for 
an inappropriate purpose is not necessarily increased by carrying the information 
on a card. It is possible to ask an individual to authorize disclosure of a medical 
record in the hands of a health care provider, or to ask an individual to get a copy 
of his or her own record and provide it to the employer. 

If there were health information on the card (at the individual's choice, as dis- 
cussed in No. 11), it is possible to design a smart card with several memory zones, 
each with different levels of security and requirements for access. Health care pro- 
viders, or health alliances, might maintain the controls on access to the several lev- 
els, while securing the individual's permission to access the material. 
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Question 13. Sec. 5101 of the Health Security Act requires, within two years after 
enactment, that the National Health Board implement a health information system 
to collect and disseminate health information "consistent with policies established 
as part of the National Information Infrastructure Act of 1993.' Could you explain 
the interrelationship, if any, between the information system that is contemplated 
in the Administrations health care reform bill and the information superhighway? 

A. The information superhighway will consist of many highly effective technical 
means of communication, and it may carry many types of information. It can be ex- 
pected that health care information will be carried over this system, and the data 
system contemplated in the Health Security Act can certainly make use of it. The 
main interrelationship is most likely to occur in the areas of new technologies for 
communication, and transmission standards. 

The bills now pending ('The National Information Infrastructure Act of 1993," 
H.R. 1757, and "Information Technology Applications Program Act of 1993," title VI 
of S. 4) call for projects to develop high performance computing and high speed 
networking technologies for use in the health care sector. We envision that these 
authorities, if enacted, will be helpful in supporting development of elements of the 
data system envisioned in the Health Security Act. 

Question 14. As part of the information system envisioned in the Act, regional 
centers will be created to collect, compile and transmit medical information. Could 
you give us any additional details about these regional centers, such as the number 
contemplated or where they will be located? 

Answer. At this time we are not proposing the number or location of regional data 
centers. It is quite possible that regional data centers will be configured in a num- 
ber of ways. Centers could be single discrete entities run by public or private inter- 
ests. A center could also be a consortium of interests that either runs a single data 
system or a network of geographically dispersed data systems. This flexibility would 
make it easier to build upon the existing data systems in a given region. Regardless 
of the configuration, all data centers would provide a minimum set of services and 
would be subject to the same privacy standards. Regional data centers would be 
electronically linked to facilitate access to information. 

Question 15. Information will be transmitted from regional centers to the National 
Health Board in order for the Board to get set both national health standards and 
a national health budget, and to evaluate the performance of different plans and al- 
liances. Does this mean there will be a huge, national database of medical informa- 
tion centralized with the National Health Board? 

Answer. There will not be a single comprehensive data base. We are creating a 
national network of data systems that can serve a variety of data needs at all levels 
of the health care system from consumers to the Federal government. The functions 
you describe do not require access to identifiable encounter information at the na- 
tional level. 

It is important to distinguish enrollment and encounter data. There will be a se- 
lect set of enrollment information that will be available at the national level which 
is needed for purposes of coordinating care, coverage, and payment. There is no need 
for a nationally centralized identifiable encounter data base. Most national analytic 
needs do not require identifiable data at all. They can be served through anonymous 
linked files of enrollment and encounter files. 

Question 16. I am interested in how the enforcement mechanisms of the Health 
Security Act are designed to protect personal privacy. If a privacy standard promul- 
gated by the National Health Board is violated, sec. 5141 provides that the Sec- 
retary of HHS can impose a civil penalty of $10,000 per violation. It would be 
wrong, however, to require the public disclosure of private information in order to 
prove a violation of a privacy standard. What procedures govern that the Secretary's 
determination of a privacy violation and what protections are there in those proce- 
dures to protect personal privacy interests? 

Answer. We agree that there can be no effective vindication of privacy rights if 
it is necessary to have a public proceeding with, perhaps, disclosure of the very in- 
formation that is meant to be kept confidential. There are procedural mechanisms 
available, such as use of a pseudonym (e.g., Jane Doe) to identify the aggrieved per- 
son, that can assure that this does not happen. 

The precise procedures would be developed later. We note that there is an estab- 
lished body of procedure governing the imposition of civil penalties, and that our 
Office of Inspector General has been effective in having penalties imposed for viola- 
tions of rules in Federal health care payment programs. 

Question 17. Is the civil penalty provided by section 5141 intended to preempt in 
any way a person's rights or remedies for an invasion of privacy? 
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Answer. No, we believe the civil penalty would not preempt other rights or rem- 
edies for an invasion of privacy. Tne bill as written provides the stated penalties 
"in addition to any other penalties that may be prescribed by law." 

Question 18. Does the Administration intend for the privacy standards promul- 
gated by the National Health Board to be used to immunize what might otherwise 
be an invasion of privacy or to act as a defense to such a claim? 

Answer. The exact content of the standards will be up to the Board. We believe 
that the standards should provide strong privacy protection, and should not be used 
to "immunize" what might otherwise be an invasion of privacy. 

However, we would recommend that once a standard for use and disclosure of in- 
formation has been established, those acting in good faith under it should not be 
subject to suit or prosecution for actions taken in accord with that standard. 

Question 19. Section 5138 of the bill would make criminal only the misuse of the 
health security card or unique identifier number. Does the Administration think 
that misuse of personal and private health information required to be maintained 
on the computerized health information system should also be subject to criminal 
penalties? 

Answer. The bill would not, as written, provide criminal penalties for improper 
disclosure of information maintained in the health information system. The stand- 
ards set out in the bill are not, of themselves, precise enough to base a criminal 
penalty on. 

We Selieve that, once standards for disclosure are defined with specific precision, 
criminal penalties should attach to their violation. We would welcome discussion 
with the Congress on the possibility of criminal penalties. 

Question 20. According to section 5120 of the Health Security Act, the National 
Health Board is to promulgate privacy and security standards in two years. With 
respect to disclosure of personal medical information there is a catch-all provision 
that authorizes disclosure otherwise consistent with the Act and criterion estab- 
lished by the Board. What prevents this authority from becoming a giant loophole 
to our privacy protection? 

Answer. The intent of the bill is to allow broad flexibility for uses of identifiable 
information necessary to operate the health system, while providing strong protec- 
tions against any use of information for purposes inconsistent with that goaL 

We are considering proposing modifications that would further delineate within 
the statute specific standards for disclosure and use, and we would be happy to dis- 
cuss this with the Congress. 

Question 21. Sec. 1203 of the Act directs participating states to establish criteria 
for certifying health plans and includes by reference to other parts of the Act, cri- 
teria related to the confidentiality of health data. Should the Act give states more 
explicit direction about the privacy and confidentiality criteria that health plans 
must satisfy for certification? 

Answer. The Act should probably not go into detail at that level. The Board may 
want to provide guidance or assistance to the plans in this regard. If Congress con- 
cluded that the Act should include more substantive confidentiality requirements, 
those requirements would of course apply to the plans, and States would have to 
assure themselves that the plans were complying with the requirements. 

Senator LEAHY. MS. Hunter, I know you feel as I do that protect- 
ing the privacy of individuals is something that we pride ourselves 
on in this country. You have worked both at your school and the 
ACLU on issues where privacy becomes very important. 

It is going to be difficult enough to try to figure out what kind 
of a health care plan works. But you can understand the concern 
that Americans feel when you hear statements, very powerful 
statements like the Congresswoman just gave. You and I can go 
back and find hundreds of other experiences like that one, where 
personal medical information may not be on the front page of the 
Post, but it could be on the desk of an employer, or it could be a 
co-worker, or a neighbor, and what that does to the individual. 

I looked at the Health Security Act, and I am concerned by some 
of the criticism I have heard that the national health board is not 
required to submit a proposal for comprehensive privacy legislation 
for the protection of this health information until 3 years after en- 
actment, even though the board's implementation of a national 
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ment. Does there have to be that kind of a delay, or is that criti- 
cism unfounded? 

Ms. HUNTER. Senator, the plan calls for the health board to pro- 
mulgate standards that will apply to all information coming into 
the new system based on the principles that are set out in the leg- 
islation within 2 years after enactment. The structure behind the 
President's proposal is that, first, and within 2 years, the board 
must promulgate standards that govern the new system from the 
beginning, from the start-up date of the new system. So those 
standards are looking prospectively and they do provide for pen- 
alties, civil money penalties and criminal sanctions in some cases 
for violations of tnose standards or violations of provisions that are 
in the bill. 

The next stage to which you are referring would happen 3 years 
after enactment, and that is the proposal from the board for com- 
prehensive legislation. We structured it in a two-stage process for 
several reasons. First, because the comprehensive legislation would 
cover all medical records, all preexisting medical records, all medi- 
cal records that exist today and not simply the new records that 
come into the system. We thought that the opportunity to structure 
the standards and the rules and the safeguards for the new system 
would be a necessary first step, so that the new system is abso- 
lutely protected from the beginning and so that the legislation 
could build on the experience of formulating safeguards for the new 
system. 

Senator LEAHY. An article appeared in the paper here a while 
ago about an IRS office where apparently there were a lot of IRS 
tax records of famous people•in this case, I think Hollywood stars. 
It turned out that some of the people who did the electronic filing, 
had fun just kind of waltzing tnrough the electronic files and see- 
ing how much particular persons made last year, what their tax de- 
ductions were and everything else. They would just talk about it 
in the office to a few co-workers, and they only talked about it to 
a few others, and to a few others. And of course, very quickly this 
was in the press. 

Do you feel that we can keep medical data in this way•I mean, 
somebody has got to handle this stuff. Somebody has to actually, 
physically load it into the system, somebody has got to move it 
about. But to stop the person who violates a trust, and really their 
own condition of employment by going through it, can we prevent 
that? 

You talked about moving information back and forth without 
people's name. I would assume what you are talking about is that 
we have done X number of open-heart surgeries at this kind of 
price or something like that, without identify the particular pa- 
tient. But how do you stop it so that somebody cannot go through 
and find out what is in Pat Leahy's records, or Nan Hunter's 
records, or anybody else's? 

Ms. HUNTER. There are a number of ways to stop it. One, of 
course, is to provide stringent penalties. At some level that is the 
best you can do because, as you said, Mr. Chairman, the data have 
to be transmitted. There is also the protection that names are not 
associated with data. And some of the kinds of situations that you 
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have just referred to where clerical employees might simply scroll 
through papers, or even electronic transmissions, it becomes much 
more difficult to do if the names are never attached to those 
records. 

The kind of situation you talk about is one of the reasons that 
the President's bill attaches from the very beginning very stringent 
criminal and civil penalties for misuse of the identifier, because the 
identifier number ultimately has to be the code. 

Senator LEAHY. But would you go further and make the same 
criminal and civil penalties apply not just to the misuse of the 
identifier but of the health information that is behind that? 

Ms. HUNTER. The civil money penalties include a penalty for vio- 
lation of any of the standards that are set up by the health board. 
So any unauthorized disclosure would lead, at a minimum, to a 
civil money penalty. And those sanctions are something that we are 
more than willing to work with you and others on. 

Senator LEAHY. Let's go right to an actual case, Congresswoman 
Velazquez. Let us suppose all this had occurred after we are in 
some form of a national health system. And if they were able to 
find who it was that got into her records•it is obviously an unau- 
thorized disclosure. She was not about to, in the middle of a cam- 
paign, authorize a disclosure like that to a newspaper. Should 
there be criminal penalties against the person who disclosed that? 

Ms. HUNTER. I think that's an important question to explore. 
Right now under the President's bill for information coming into 
the system there would be a civil money penalty that could be as- 
sessed against anyone who would engage in such unauthorized dis- 
closure. And there exist some legal remedies which I imagine the 
Congresswoman is exploring. 

Senator LEAHY. While you are exploring it, just so they will know 
back at HHS, this chairman thinks that there should be criminal 
penalties, too. I really do. I feel strongly about that. I have had the 
advantage of both practicing law as a private practitioner and in- 
volving myself with civil remedies, and also for a number of years 
as a prosecutor being able to use criminal remedies. I think that 
this is something that calls out really for both. I think it should 
be a crime to disclose anybody's medical records in an unauthorized 
fashion. 

I do not think, when we are able to maintain so much informa- 
tion, that we are going to have the confidence in this system as a 
Nation unless there is a criminal penalty for doing that. I know all 
of this is still in the formative stage and we are still deciding what 
to do, but I feel strongly that we should consider appropriate pen- 
alties because the advantages of being able to store so much of this 
information electronically is enormous. 

For example, you are traveling in Arizona and you are in an 
automobile accident. With one of the cards I showed, you would be 
able to show, when you are brought into a hospital, that you have 
an allergy to this or that, or are allergic to this type of medication 
versus that, or you have got a preexisting heart condition or what- 
ever it might be. I mean, you do not have to be an expert in the 
medical field to know how important that could be if somebody 
could just pop the card into a computer and you have got the infor- 
mation there immediately. 
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But that is also the down side of it, too, because once that card 
is put into a computer that information could also be copied into 
somebody's data bank in Arizona, or Vermont, or anywhere else, 
and it has to be protected. It is not like you are carrying around 
the suitcase of medical records with you, but in one sense, you will 
be. I think people have to know that this is inviolate. And in most 
cases it is. Most doctors, most medical personnel would be horrified 
to think that somebody would rifle through their patients' records. 

But I do not want anybody to start thinking, well, maybe there 
is a little bit of information that could be used in there. Maybe 
some information could be used for help in selling life insurance, 
or non-prescription drugs, or this, that, or the other thing. 

Ms. HUNTER. Senator, I just want to emphasize that the Admin- 
istration is committed, as I said, to privacy as a first principle and 
to the need to protect the confidentiality of these records. 

Senator LEAHY. I know it is. And I would note that without that, 
I do not think a health care bill can pass the Congress. I do not 
think it would, as much as people want it, because everybody 
wants health care but I think most people do not want us to give 
up our sense of privacy. 

I have a number of questions that I will submit for the record. 
The one question I would like to ask is, employers today might 
seek medical information as a condition of hiring people. If you 
have got all your data on your health card, what is to stop an em- 
ployer from saying, before I go any further on this job application, 
give me your card, I want to scroll through this? 

Ms. HUNTER. There are several things that would stop an em- 
ployer. The bill prohibits the use of information gathered as part 
of this health care system to be used by an employer to make em- 
ployment decisions in that kind of situation. The bill also, as I said, 
imposes criminal as well as civil penalties for anyone who would 
try to do what you just suggested. That is, an employer would try 
to force someone to display or produce the card for any purpose 
other than obtaining health care. 

And third, there is an existing statute, the Americans with Dis- 
abilities Act, that protects against job discrimination for people 
who have disabilities unrelated to the essential functions of their 
work. So all of those protections, in this bill and in existing law, 
would stop an employer from doing that. As I said, one of the rea- 
sons we wrote the bill this way is to protect against that very kind 
of abuse. 

Senator LEAHY. It is going to require some enforcement though 
because I can still see at the time when somebody is trying like 
mad to get a job in a shrinking job market and the interviewer sits 
there and says, "you know under the law we cannot ask you about 
what is on your card, and I have been looking over your job appli- 
cation and I am still having a hard time making up my mind. You 
do not have to show me your health care card." And you know 
there is going to be those kind of situations. 

We have got to find a way to prevent this situation. Part of that 
is going to be an educational process. 

Ms. HUNTER. That's right. 
Senator LEAHY. And in some instances where there are abuses, 

it is going to require some prosecutions. But the difficult part today 
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is the prospective employee that has to blow the whistle. And they 
are in a very difficult position because they can blow the whistle 
knowing I am never going to get that job while this goes on, or I 
can kind of gulp and say, I will get the job and pay my bills. 

Ms. HUNTER. I understand. All I can say, Senator, is that we are 
very committed to preventing exactly that kind of abuse. 

Senator LEAHY. I know you are, Ms. Hunter. I would just ask 
that you and your staff would keep in touch with us as we do this 
because we are all working to the same end. We do not want the 
situation we heard here today, or the situation we would have 
heard from Mrs. Ashe had she been able to testify. 

Ms. HUNTER. Absolutely. 
Senator LEAHY. Thank you very much. Thank you for taking the 

time and coming. 
Ms. HUNTER. Thank you. Senator. 
Senator LEAHY. Our next panel will have Carolyn Roberts, who 

is the chairwoman of the American Hospital Association. She is 
also the president and CEO of Copley Hospital and Copley Health 
Systems, which just coincidentally are in Morrisville, VT. Ms. Rob- 
erts, is also a good friend, and I must admit, one of the people that 
we are most proud of in Vermont because of what she has done in 
making a rural hospital in an area where it is certainly anything 
but a high income area, and she has made it into a model system. 

And Janlori Goldman, director of the Privacy and Technology 
Project at the ACLU, and someone who is not unfamiliar with the 
Senate Judiciary Committee. She is somebody who has been very, 
very helpful to us. 

I would tell a story, if I might•and I apologize for this, Ms. Rob- 
erts. Just so that anybody who is taking notes of the sense of pri- 
vacy we have in Vermont. I would retell a story that was in the 
New York Times, as a little sidebar to an article they were doing 
in Vermont. 

To put this in perspective I should point out, my wife and I and 
family have a small tree farm that is on a dirt road in Middlesex, 
VT. We have had it about 35 years or so. A neighboring farmer for 
most of those 35 years has kept an eye on the farm when we've 
been out of town and so on. He has known me since I was a child. 

A driver pulled up to the dirt road and said, "Does Senator 
Leahy live up this road?" As the Times reported it, the farmer 
looked at the driver and said, "You a relative of his?" And the per- 
son said "No." The farmer said, "You a friend of his?" He said, 
"Well, not really." The farmer asked, "He expecting you?" The an- 
swer again was no. The farmer looked him right in the eye and 
said, never heard of him. [Laughter.] 

So we have that kind of sense of privacy. I only mention this if 
anybody wonders what my motivation might be for this legislation. 
We want to keep it private. 

Please go ahead, Ms. Roberts. 
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PANEL CONSISTING OF CAROLYN C. ROBERTS, CHAIRWOMAN- 
ELECT, AMERICAN HOSPITAL ASSOCIATION, AND PRESI- 
DENT AND CEO OF COPLEY HOSPITAL AND COPLEY HEALTH 
SYSTEMS, MORRISVILLE, VT; AND JANLORI GOLDMAN, DI- 
RECTOR, PRIVACY AND TECHNOLOGY PROJECT, AMERICAN 
CIVIL LIBERTIES UNION 

STATEMENT OF CAROLYN C. ROBERTS 
Ms. ROBERTS. Thank you, Mr. Chairman. Senator Leahy, I am 

really very pleased to be here today on behalf of the American Hos- 
pital Association and to have the opportunity to address what we 
feel is a very important topic of confidentiaUty and individually 
identifiable patient information. I would just say that I think we 
are all in this room with the same concerns and looking for the 
best solution. 

I would like to make three main points in my oral statement this 
morning. First, as I think you are aware, Senator, the American 
Hospital Association has a vision for the reform of the health care 
system. We support the restructuring of the system to create com- 
munity-based networks that integrate the delivery and the financ- 
ing of care, not only to improve patient care, but to yield more effi- 
cient and appropriate utilization of the precious health care re- 
sources that we have. 

The health information infrastructure is central to the reform vi- 
sion. Better coordination of care, the provision of what we call a 
seamless system of care to people across time, across sites, and 
across providers will require that information also move smoothly 
throughout the system. This also requires, and I think the con- 
versation previously underscores, that we balance the need for such 
information for improved patient care with the protection of pa- 
tient's rights to privacy. 

Second, accomplishing this protection must be done in a uniform 
fashion. In examining the current system, we find that laws are in- 
consistent from State to State, and at the very least this is an ad- 
ministrative burden, but at worst can preclude the transmission of 
crucial health care data across State lines. While the health care 
delivery system may be local, our population is mobil and many of 
our health care systems are multi-State. Some laws actually create 
obstacles to the legitimate flow of information, and some State laws 
do not go far enough to protect privacy or confidentiality. 

So third, we believe that the best way to achieve the goal is 
through a Federal law that preempts all State laws on confidential- 
ity of individually identifiable patient information. The President's 
health care reform bill provides for a comprehensive scheme of Fed- 
eral privacy protection both with Federal legislation and with pri- 
vacy standards within the health information system developed by 
the national health board. The American Hospital Association 
would go just one step further and provide for the preemption of 
State laws. 

In addition, as you have brought up, Senator, with the earlier 
witness, we believe that consideration of the issue of confidentiality 
is far too important to be delayed until 3 years after the enactment 
of reform as provided in the Health Security Act. It must be dealt 
with, we feel, as part of the health care reform. Data flow is para- 
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mount to the health care reform. But it is a front-end issue, not 
something that we can put off until we have the system reformed. 

Our proposal•and we have submitted a piece of model legisla- 
tion with our written testimony•is ready to be considered along 
with the broader reform package. It would preempt State laws on 
the subject of privacy and confidentiality, and would serve as both 
a floor and a ceiling. That is, that no State could provide less pro- 
tection nor more protection. 

So in conclusion, Mr. Chairman, if our new health system is to 
f)rovide both high quality care and consumer peace of mind, we be- 
ieve that Federal law must occupy the field and preempt the appli- 

cation of State law as to the collection, storage, processing, and 
transmission on individually identifiable health care information. 
We look forward to working with the Clinton Administration and 
with this Committee to reach that goal. Thank you for bping able 
to be here today. 

[Ms. Roberts submitted the following:] 

PREPARED STATEMENT CAROLYN C. ROBERTS ON BEHALF OF THE AMERICAN 
HOSPITAL ASSOCIATION 

Mr. Chairman, I am Carolyn C. Roberta, president and chief executive officer of 
Copley Health System in Morrisville, Vermont and Chair of the Board of Trustees 
of the American Hospital Association (AHA). On behalf of the AHA's 5,300 institu- 
tional members, I am pleased to testify on our view of the need for federal legisla- 
tion governing the confidentiality of individually identifiable health care informa- 
tion. 

THE NEED TO PROMOTE THE HEALTH INFORMATION INFRASTRUCTURE 

This country is on the verge of comprehensive health reform. We hope, as we 
work to reform the nation's health care delivery system, that we will emerge with 
a system of communitv-based health networks that integrate the financing and the 
delivery of care. We believe that by bringing providers together into health net- 
works, we will provide incentives to integrate services and coordinate care, yielding 
more efficient and appropriate utilization of precious health care resources. 

A health information infrastructure is central to our vision of an integrated deliv- 
ery system. By such an infrastructure, we mean an interconnected communication 
network capable of linking all participants in the U.S. health system. For better co- 
ordination of care to occur, information about patients must move smoothly across 
times, sites, and providers of care. Each health care facility and practitioner would 
connect to and become part of a larger shared information network. When author- 
ized, data from such a system could flow to health care managers, payers, pur- 
chasers, policy makers, and researchers to monitor the performance of the health 
care system and make key decisions for the future. By increasing the accessibility 
of patient information, this electronic information infrastructure can help improve 
quality, increase efficiency and control costs. However, because this information will 
be traveling through a variety of providers, payers and health data repositories, in- 
cluding processing vendors and clearinghouses, this information will oecome more 
vulnerable to unauthorized disclosures. 

CURRENT PROBLEMS 

As we move toward our goal. we are faced with the challenge of finding an accept- 
able balance between providing greater access to health care information and pro- 
tecting patient rights to privacy. For all the enthusiasm among those within the 
health care sector for migrating toward computerized information systems, many 
Americans view the computerization of personal health information with suspicion, 
if not outright hostility. No obstacle to the development of this infrastructure looms 
larger than the public s concerns about safeguarding the flow of personal health in- 
formation. 

As we begin to build a nationwide information infrastructure, we must examine 
the currently inconsistent laws and regulations which govern the exchange of pa- 
tient information. Many state and federal laws create obstacles to legitimate sharing 
of health information that could yield better patient care, administrative savings, 
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and more efficient patient management. For example, some states prohibit the use 
of computerized record systems by requiring that orders be written in ink, often re- 
ferred to as the "quill pen" laws or by restricting the permissible health record stor- 
age media to the original paper or microfilm. 

Moreover, payers and providers that operate in more than one state are required 
to comply with a multitude of different rules, which adds to administrative ineffi- 
ciency. The obligation of complying with individual•often inconsistent•state laws 
and regulations is overly burdensome and costly. 

Despite this plethora of state laws, most of which include some form of confiden- 
tiality protection, identifiable health care information still remains vulnerable to un- 
authorized disclosures. Furthermore, many state laws do not address key issues, 
like the patient's right to see, copy, and correct his or her own records, and the obli- 
gations of anyone who comes in contact with individually identifiable health care 
information•including but not limited to, payers, providers, processing vendors, 
storage vendors and utilization review organizations•to protect confidentiality. As 
a result, the current system promotes confusion over confidentiality rights with 
varying requirements from state to state. 

At the same time, because many of these state laws were written in the context 
of the paper records of yesterday, they frequently do not offer sufficient security for 
today's world of electronic data interchange (EDI). The shared information networks 
of the future will require explicit and uniform confidentiality requirements for han- 
dling health care data. Identifiable health care information traveling in an EDI en- 
vironment is more vulnerable to unauthorized disclosures. Special protections need 
to be in place for this type of information in order to provide appropriate incentives 
for providers and payers to move toward EDI while assuring confidentiality. There- 
fore, a uniform federal law must ensure that individually identifiable health care 
information be maintained confidentially as it travels from place to place. 

SOLUTIONS 

AHA believes that in order to reap the benefits of electronic information exchange 
while still protecting patient privacy and confidentiality, there must be federal legis- 
lation to preempt state laws regarding the collection, storage, processing, and trans- 
mission of individually identifiable health care information. All personally identifi- 
able health care information, regardless of where it originates or where it is trans- 
mitted should be handled under the direction of a uniform federal law. Additionally, 
federal law must create a system where confidentiality rights no longer vary from 
state to state•in other words the federal law should serve as both the "floor" and 
the "ceiling," such that no state could provide less protection or more protection. 

President Clinton's proposed Health Security Act includes a section entitled "In- 
formation Systems, Privacy and Administration." This section would provide uni- 
form and comprehensive privacy and confidentiality protection for individually iden- 
tifiable health care information, including a uniform national standard which would 
simplify compliance for organizations that operate nationwide and are linked or po- 
tentially linked to other data systems. 

It appears that the President intends this federal law to occupy the field and pre- 
empt all state laws on the subject. However, the proposed legislation does not spe- 
cifically include such preemptive language. In onier for a federal law to be com- 
prehensive, it must contain a preemption clause which would create uniform protec- 
tion and in fact make the law serve as both a floor and a ceiling. 

In addition, the Health Security Act contemplates congressional consideration of 
the comprehensive federal privacy legislation "not later than three years after" en- 
actment of health care reform itself. AHA believes this issue is too important for 
a three-year time lag. 

Confidentiality protections are an integral part of health care reform and legisla- 
tion guaranteeing these protections must be considered within that context. 

PRINCIPLES GOVERNING THE PROTECTION OF ELECTRONIC HEALTH RECORDS 

The issue of the protection of confidentiality of patient information is not a new 
one; rather, the government has been active in this arena for many years. 

In 1973, the Secretary of Health, Education, and Welfare's Advisory Committee 
on Automated Personal Data Systems set out the following principles to govern elec- 
tronic data systems (many of these principles have been incorporated into the at- 
tached model legislation and are part of the Clinton plan as well): 

• Existence of personal data record keeping systems must be identified and not 
kept secret; 
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• Individuals should be able to find out what information is in their records and 
how it issued; 

• Individuals should be able to prevent information that was obtained for one 
purpose from being used or made available for other purposes without their con- 
sent; 

• Individuals should be able to correct or amend a record of identifiable informa- 
tion; 

• Any organization creating, maintaining, using, or disseminating records of iden- 
tifiable personal data must take precautions to prevent misuse of the data. 

Currently, a Department of Health and Human Services (HHS) Task Force on the 
Privacy of Personal Health Records is preparing another report based on two years 
of research and deliberations, for delivery to the Secretary in 1994. We look forward 
to the publication of this report. 

In November 1991, HHS Secretary Sullivan convened a forum of national health 
care leaders to discuss the challenges of reducing administrative costs in the U.S. 
health care system. At the forum, several health care industry-led workgroups were 
created•including the Workgroup for Electronic Data Interchange (WEDI) and the 
Workgroup on Computerized Patient Records. Both of these Workgroups submitted 
reports to the Secretary' recommending ways the health care industry could begin 
reducing administrative costs associated with the delivery of and payment for health 
care, and recommended that national standards be established for protecting the 
confidentiality of individually identifiable health care information. The American 
Hospital Association participated in both groups and strongly supports the rec- 
ommendation that Congress enact federal preemptive legislation governing the con- 
fidentiality of individually identifiable health care information. 

WEDI, a public/private partnership consisting of health care leaders from all seg- 
ments of the health care delivery and payment communities, believes that national 
legal standards for the protection of the confidentiality of personal health informa- 
tion should: 

• Establish uniform requirements for the preservation of confidentiality and pri- 
vacy rights in electronic health care claims processing and payment; 

• Address the collection, storage, handling and transmission of individually iden- 
tifiable health care data, including initial and subsequent disclosures, in elec- 
tronic transactions by all public and private payers, providers of health care, 
and all other entities involved in the transactions; 

• Ensure that preemption will not supersede state public health reporting laws 
which address the particular health safety needs of a community; 

• Delineate protocols for secure electronic storage and transmission of health care 
data; 

• Specify fair information practices that ensure a proper balance between re- 
quired disclosures, use of data, and patient privacy; 

• Require publication of the existence of health care data banks; 
• Encourage use of alternate dispute resolution mechanisms, where appropriate; 
• Establish that compliance with the Act's requirements would serve as a defense 

to legal actions based on charges of improper disclosure; 
• Impose penalties for violation of the Act, including civil damages, equitable 

remedies, and attorney's fees, where appropriate; and 
• Provide enforcement by government officials and private, aggrieved parties. 
WEDI reconvened in January 1993 and set up a Workgroup on Confidentiality/ 

Legal Issues to draft model legislation. This model legislation is included in a report 
delivered to Secretary Shalala in November of 1993 and is attached to this state- 
ment. The requirements of this legislation are intended to apply to all entities, in- 
cluding public and private third-party payers and providers, tnat collect, store, proc- 
ess, or transmit such information in electronic form. The legislation would protect 
individually identifiable health care information, but would not affect federal and 
state laws that require reporting of identifiable information to public health authori- 
ties. It would also place oversight authority in an independent national privacy com- 
mission. 

CONCLUSION 

The American public is concerned about the development of a new health informa- 
tion system, where their personal health information will easily travel through a va- 
riety of health repositories. The public must be assured that the benefits of comput- 
erizing their health information substantially outweigh the potential risk of any un- 
authorized disclosures. 
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AHA applauds President Clinton for giving this issue a place of prominence in his 
health care plan. The steps he outlines would do much to ensure confidentiality and 
privacy of health care records and clinical encounters. But his proposal falls just 
short of providing complete and comprehensive protection for individually identifi- 
able health care information, because the proposed legislation would not clearly pre- 
empt existing state laws. Moreover, the three-year delay in instituting new and 
stronger confidentiality protections is far too long. 

AHA believes that it is essential that federal law occupy the field and completely 
preempt the application of state law to the collection, storage, processing and trans- 
mission of individually identifiable health care information. If our new health care 
system is to protect unauthorized disclosures of individually identifiable health care 
information and preserve its privacy and confidentiality, comprehensive legislation 
must be enacted•at the same time as the enactment of the new health care system 
itself•that will ensure uniform and confidential treatment of identifiable health 
care information. 

We appreciate the opportunity to present our views to this subcommittee and look 
forward to working with you as the issues of reform and confidentiality move for- 
ward. 

Addenda 

Addendum 1:   Text of Proposed "Health Information 
Confidentiality and Privacy Act of 1993" 

MODEL FEDERAL LEGISLATION 

CONROEmULmr OF ELECTHOMC HEALTH CARE tNFOflMATlON 

A BILL 

To provide lor the preservation ot conlidentuiitv and pnvacv rights in the 
collection, storage, processing and transmission of individuallv identifiable health 
care intonnation (including imtiaJ and subsequent disclosure) in electronic tonn; to 
preempt state Laws relating thereto, except public health reporting laws: to establish 
a regulatory mechanism for delineating protocols for securing electronic collection, 
storage, processing, and transmission of such health care information, and for fair 
information practices; to require publication of the existence of health care data 
hanks, to encourage the use of alternative dispute resolution mechanisms, where 
approprute. for resolving disputes arising under this Act: and to establish penalties 
for violation. 

Be it enacted by the Senate and House of Representatives of the United States 
of America in Congress assembled. 

SECTJON 1 • SHORT TTOE 

This Act may be ated as the  Health Information Confidentiality and Pnvacv 
Act of 1993.- 

SECTION 2 - SCOPE 

A. Appbcabiiity. This Act shall apply to the collection, storage, processing, 
and transmission of individually identifiable health care information 
(including initial and subsequent disclosures) in electronic lorm bv all 
persons, including but not limitec to public and private third-partv pavors 
.ind providers of health care. 

vo-iff t.v*..'-.»« :•") IVTPf Krr^n 
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B. Protection. Tlieprotecnonsorthis Act shail extend to individuals who are 
the subiect ot individually identihable health care intornunon that is 
collected, stored, processed or transmittecl in electronic torm. 

C Exemptions. Tliis Act shall not apply to tederal or state laws or regulations 
that require reporting ot individually identifiable health care intormahon 
to public health authorities. 

SECTION 3 • DEFINITIONS 

For purposes ot this Act: 

A. Disclosure includes the initial release and any subsequent redisclosurcs 
ot individually identifiable health care information. 

8. Electronic form' means all mechanical, non-paper t'ormats. including 
riberoptic transmission and User disc storage. 

C. "External Disdosurels) means: 

(1) All disclosures of individually identifiable health care mlormation to 
person(s) who are not employed or credenhaled by, or who do not 
have an independent contractor relationship with a payor or provider 
and 

(2) Which are made on behalf of the individual and are directly related 
to either the adjudication of a claim, coordination of benefits, or to the 
medical treatment of an mdividuaL 

D. "Health can' means: 

(1) Any preventive, diagnostic therapnihc, rehabilitative, maintenance, 
or palliative care, counseling, service or procedure provided by a 
provider 

(a) with respect to an individual's physical or mental condition; or 

(b) affecting the structure or function of the human body or any part 
thereof, including, but not limited to, banking of blood, sperm, 
organs, or any other tissue; and 

(2) The prescription, sale or dispensing of any drug, substance, device, 
equipment, or other item to an individual or for an individual's use 
for health care. 

 p  
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E. Individual means a natural person wno is the subiect 01 indtviduaUv 
identihable health care intormanon. and includes the individual's legal 
representative. 

F. Individually identifiable health care information means anv data or 
intormation that identifies or can reasonably be associated with the 
identity of an individual, either directly or by reference to other publidv 
available intormanon. and: 

(1) Relates to the individual's health history, health status, health 
benefits, or application therefor: or 

(2) Is obtained in the course of an individual's health care from a provider, 
from the individual, from a member of the individual's family, or from 
a person with whom the individual has a dose personal relationship. 

C. Penon" means a government, governmental subdivision, agency or 
authority, natural person, corporation, estate, trust, partnership, 
association, joint venture, and any other legal entity. 

H. Provider' means a person that is duly authorized, or that represents itseif 
as being duly authorized to provide health care. 

I.      Secretary means ... 

SECTION 4 - PREEMPTION 

Unless otherwise provided in Section 2 C upon the effective date of regulations 
implementing this Act no effect shall be given to any provision of state law that 
requires individually identifiable health care information to be maintained 
exdusively in written rather than electronic form or to any provision of state law to 
the extent it relates to the matters covered in this Act induding the preservation of 
confidentiaiity and privacy rights in the collection, storage, processing, and 
tranamisuon of individually identifiable health care information (induding initial 
and subaequent disdocures) in electronic form by all involved in such transactions. 

SECTION 8 - STANDARDS FOR INFORMATION PRACTICES 

A. The Secretary shall, by regulatio~, establish appropriate levels of security, 
standards, and controls induding hut not limited to passwords, access 
codes, restrictions on access, limitations on networking and electronic data 
sharing, and protocols and procedures for preventing computer sabotage, 
for collecting, storing, processing and transmitting individually 
identifiable health care information in electronic form so as to ensure the 

CintutmuilUv and Lnt'l luua 1993 WED! Xflwrt * J-17 
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pnvacv and conndermahtv ot such inrormanon. taking into consideranon 
the nature ot the intormation ana relative risks ot disclosure. 

B.    The regulations promulgated pursuant to Section 5 A shall incorporate the 
;oilowing principles: 

>II The individual shall have the right to know that individuallv 
identitiable health care intomumon concerning the individual is 
collected, stored, processed or transmitted bv any person, and to 
know tor what purpose such intormation is used. 

12) Individually identitiable health care intormation shall be collected, 
processed, stored and transmitted only to the extent necessarv to carrv 
out a legitimate purpose tor which the individual has granted consent. 

13) Each person collecting individually identifiable health care 
inrormanon trom an individual shall notitv the individual ot his or 
her right to receive a statement, in the style and torm prescribed by 
the Secretary, summarizing the individual's rights pursuant to this 
Act. 

(4) The individual shall have a right of access to individually identifiable 
health care information concerning the individual from the person 
collecting such information, the right to have a copy ot such 
information after payment of a reasonable charge, and the right to 
have a notation made with or in such information of any amendment 
or correction requested by the individual. 

(5) Persons collecting, processing, storing or transmitting individually 
identifiable health care information shall implement or cause to be 
implemented as the case may be. the appropriate security standards 
and controls promulgated by the Secretary to assure the accuracy, 
reliability, relevance, completeness, timeliness and security of such 
information. 

SCCTION 8 - DISCLOSURE 

A. Disclosure. Except as authorized in Section 6 D, no person other than an 
individual shall disclose individually identifiable health care information 
to any other person without the individual's valid authorization as 
provided in Section 6 C. No person shall disclose such information except 
in accordance with the terms of such authorization, unless otherwise 
authorized under Section 6 0. 

 T  
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jennnabie neaith c.:re mrormanon HUH maintain .1 recora ot .ill external 
.iisciosures ITUOB in ^n.nit .•: .1 oroviotfr. .Mvor i>r •.nauiou.n. ot such 
ntormanon. 

individual Authonzanon: Reouirements tor ^ aliditv 

'D To be valid, .in authonzanon to disclose mdividuallv identuiable 
neaith care mtormanon must - 

•M iJentin* tne individual: 

• b) Descnbe the health care mtormation to be disclosed: 

'CJ luenniv the person to whom the tmormation is to t>e disclosed; 

J) Descnbe the purpose 01 the disclosure: 

MM   Indicate the length ut lime tor uhich the individual's 
.mthonzation will remain valid: 

it)   Be either, 

1 i)   In writing, dated and signed by the individual: or 

(ii)  In electronic torm. dated and authenticated by the individual 
using a unique identifier; and 

(g)  Not have been revoked under Section 6 C (2). 

(2) Revocation o( Individual's Authorization. An individual may revoke 
the individual's authorization at any time, unless disclosure is 
required to effectuate payment for health care that has been provided 
to the individual, or other action has been taken in reliance on the 
individual's authorization. An individual may not maintain an action 
against a person for disclosure of individually identifiable health care 
information made in good faith reliance on the individual's 
authorization, provided the disclosing person had no notice of the 
revocation of the individual's authorization at the time disclosure was 
made. 

(3) Record ot Individual's Authorizations and Revocations. Each person 
collect!nf? or storing individually identifiable health care information 
-hall maintain a record ot each individual's authorization and 
revocation thereot. and >uch record shall become part 01 the 

i'i.\u:tinrj in.l Lt\vl IffbH W IVECV Rr.vn 
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•ndiv.duaily .dentil-.able neaith care imormation concerning such 
individual. 

• i) No Waiver. Except as provided by this Act. an authorization to 
disclose individuailv idemihable health care information bv an 
•i.dmdual is not a waiver ot anv nghts an individual has under other 
federal or state statutes, the rules ot evidence, or common law. 

Disclosure Without An Individual's Authorization. A person mav 
disclose individuailv jdentthable health care intormation without the 
individual's authorization required in Section C il: 

'. I) The disclosure is by a tanulv member or by any other person with 
whom the individual has a dose personal relationship, unless such 
disclosure is expressly limited or prohibited by the individual; 

(2) The disclosure is only to the extent necessary lor the disclosing person 
to cany out its la wrul act!vibes and is to the d isclosing person's agent, 
employee, or independent contractor who is under an obligabon to 
hold the individually identifiable health care information in 
confidence and not to use such information for any purpose other than 
the lawful purpose for which the information was obtained by the 
disclosing person; 

(3) The disclosure is to a provider who is providing health care to the 
individual except as such disclosure is limited or prohibited by the 
individual; 

(4) The disclosing person reasonably believes that disclosure is necessary 
to avoid or mminuze imminent danger to the health or safety of any 
individual, but only to the extent necesaar/ to avoid or minimize such 
danger or emergency. 

(5) The disdosurr is to a member of the mdividual's immediate faoiilv, 
or to any other individual with whom the patient is Lnown to have a 
dose personal relabonahip. if such disdoaure is made vn accordance 
with good medical or other professional practice, unless such 
disclosure is expressly limited or ptohibttrd by the individual; 

(b) The disdosure is to a successor in interest tc the person ciauitaimng 
the individually identifiable health care inionnabon, provided. 
However, :hat no person other than a provider or the estate of J 

deceased provider sliall "*• consaiered a successor ir interesi to a 
provider 

15 



100 

•") The disclosure is to tederal. state, or local government authonnes. to 
the extent the person holding the individually identihable health care 
intormation is required bv law to report specitic individuallv 
Identihable health care imormation: 

'a) when needed to determine compliance with state or tederal 
licensure. cemticanon. or registration rules or laws; or 

(b)  when needed to protect the public health: 

(8) The disclosure is to a person solely for purposes ot conducting an 
audit, it that person agrees in writing: 

(a) to remove or destroy, at the earliest opportunity consistent with 
the purpose ot the audit, intormation that would enable 
identification of the individual; 

(b) not to disclose in any report any individually identifiable health 
care information: and 

(c) not to further disclose the information, except to accomplish the 
audit or to report unlawful or improper conduct involving health 
care fraud by a provider or the individual or other unlawful 
conduct by a provider; 

(9) The disclosure is for use in a research project that 

(a) is of sufficient importance to outweigh any potential harm to the 
individual that would result from the disclosure; 

(b) is reasonably impracticable without the use of the individually 
identifiable health care information; 

(c) contains reasonable safeguards to protect the infoimatic-, from 
redisdosure; 

(d) contains reasonable safeguards to protect against identifying, 
directly or indirectly, any individual in any report of the research 
project; 

(e) contains procedures to remove or destroy at the earliest 
opportunity, consistent with the purposes of the project, 
information that would enable identification of the individual, 
unless retention of identifying information is required for 
purposes of another research project that also satisfies the 
requirements of this Section; and 
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:'   the person agrees in wnnng: 

H lo remove or destroy, at the earnest opportunitv consistent 
vith the purpose 01 the research intormanon that would 

enable idennncanon 01 the individual. 

ill to not disclose individually identifiable health care 
intomunon. except as necessarv to conduct the research 
proiect; 

1101 The disclosure is in accordance with a discovery request: 

ia) Before service ot a discovery request on a person mainaining 
individually identifiable health care intormation. an altomev 
shall provide advance notice to the person and to the individual 
involved or the individual's representative or attomev through 
service ot process or tirst class mail, indicating what intornubon 
is sought and the date by which a protective order must be 
obtained to prevent the person trom complying. Such dale shall 
give the individual and the person adequate time to seek a 
protective order, but in no event be less than fourteen days after 
the date of service ot such notice: 

(b) Without the individual's authorization, a person mav not disclose 
the information sought under paragraph (a) if the requestor has 
not complied with the irequirements of paragraph (a). In the 
absence of a protective order issued by a court of competent 
jurisdiction forbidding compliance, the person shall disclose the 
information in accordance with this section. In the case of 
oDmplianoe, the request for discovery or compulsory process 
shall be maintained by the holder thereof with the individual's 
health care information; 

(c) Production of individually identifiable health care information 
under this section, in and of itself, does not constitute a waiver of 
any privilege, obiectiotvor defense existing under other law or 
rule of evidence or procedure; 

(ID The dlsdosure is to federal, stale or local law enforcement authorities 
to the extent required or permitted by law; 

(12) The disclosure is directed by a court in connection with a 
court-ordered examination of an individual; or 
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31 "'e v-.isciosure !r casea on reasonaoie ^rounas to cine" e -at the 
•rormanon is nMOctl :? .•oiisc -.n me i^ennncation i : eceasea 
• jiviauai. 

i.     "olieationsot Leiiai Recresematives 

!! -. rerson authonzed to act as an individual jleeairecre;entaiivemav 
rxercise the rights 01 the individual under this Act to ttW extent 
~ecessarv to ett'ectuate the terms or purposes 01 the erant 01 authontv: 
.ut an individuai who :s a minor and who is authonrea to consent to 
eaith care vvithcut the consent ot a parent or leeal <uaraian under 

fan laiv may exciusivelv exercise the nzhB ot an individual under 
r.-.is Act as to mtormation penaminz to health care to «nich the minor 
awrullv consented. 

1) An individual's leeai representative shall act in zood taith to reorescnt 
-e i?est interests or the individual wuh respect :o inaividuailv 
jennnabie health care intormanon. 

SECTION 7 • PUBLICATION 

Persons collecting individuaUy identifiable health care mtormation shall, 
pursuant to regulations, periodically publicize the existence ot the mtormation and 
provide mtormation regarding procedures tor obtaining and correcting the 
information. 

SECTION S • AMENDMENT OF INDIVIDUALLY IDENTIFIABLE HEALTH 
CARE INFORMATION 

A. Within thirty (30) business days from the date of receipt of a written 
request from an individual to amend any individually identifiable health 
care information about the individual within its possession, a person 
collecting, storing or processing such information shall either 

(I)   Amend the portion of the recorded individually identifiable health 
care information identified by the individuaL or 

12)   N'otify the individual of, 

a) Its refusal to make such, amendment: 

b) The reasons tor the refusal, and 
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id   The inaividiul's right to tile a statement as provided in 
Subsection IJC. 

B. If the person amends intormanon in accordance with Subsection d A 
above, the person shall provide the amendment to: 

>1)   The individual: 

12) Any person specifically designated by the individual who may have. 
within the preceding two (2) yean, received such information: 

(3) Other persons who have systematically been provided such 
information within the preceding seven (7) years: provided, however, 
that the amendment or fact of deletion need not be furnished if the 
other person no longer maintains such information about the 
individual: and 

• 4)  Any person that provided the information that has been amended. 

C. Whenever an individual disagrees with a person's refusal to amond 
individually identifiable health care information, the individual shall be 
permitted to file with such person: 

(1) A concise statement setting forth what the individual believes to be 
correct, relevant or fair information: and 

(2) A concise statement of the reasons why the individual disagrees with 
the refusal to amend such information. 

D. 1/ an individual files either statement as described in Subsection C above, 
the person shall: 

(1) Include the statement with the disputA individually identifiable 
health care information and provide a means by which anyone 
reviewing such information will be made aware of the individual's 
statement and have access to it 

(2) With any subsequent disdonm of the information that is the subject 
of disagreement, dearly identify the matter or matters in dispute and 
provide the individual's statement along with the information being 
disclosed; and 

(3) Provide the statement to the persons and in the manner specified in 
Subsection 8 B above. 
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E. The rights granted in this section shall not apply to individually 
idendtiable health care mtormanon that relates to and is collected in 
connection with or in reasonable anticipation or a claim or civil or cnnunal 
proceeding involving the individual. 

SECTION 9 • ALTERNATIVE DISPUTE RESOLUTION 

The Secretary shall promulgate regulations that will promote the resolution ol 
disputes arising under this Act through alternative dispute resoluhor. mechanisms. 

SECTION 10 • PROMULOATION OF REGULATIONS 

A. In promulgating regulations under this Act, the Secretary shall follow the 
procedures authorized under the "Negotiated Rulemaking Act ot 1990." 3 
U.S.C. §§581-590. 

B. If the Secretarv determines that a negotiated rulemaking committee shall 
not be established as permitted by 5 U5.C. § 383, the Secretarv sftall 
appoint and consult with an advisory group of knowledgeable 
individuals. The advisory group shall consist of at least seven (7) but no 
more than twelve (12) individuals from the following areas; (I) healthcare 
financing and reimbursement; i.2) health care delivery, including 
representatives of health care professionals and health care endtie*; (3) 
third party payers/administrators, network administiaton: and (4) health 
care consumers. 

C The advisory group shall review all proposed rules and regulations and 
submit iccommendabons to the Secretary. The advisory group shall also 
assist the Secretary: (1) in establishing the standards for compliance with 
rules and regulations; and (2) in developing an annual report to the 
Conjresa on the status of the requirements set forth in this Act their cost 
impact, and any recommendations for modificattons in order to ensure 
effident and confidential electronic data interchange of individually 
identifiable health care information. 

SECTION 11-OVIL REMEDIES 

A. An individual aggrieved by a violation of this Act may maintain an action 
for relief as provided in this section. 

B. The district courts of the United States shall have exclusive jurisdiction in 
any action brought under the provisions of this section. 
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C. The couitmiv order a person mauiuinm;uKiividuaUvidennnjble health 
lire '.ntonrunon to comply ivith this Act and mav order anv other 
appropriate reiiet. 

D If the court determines that there has been a vioiabon 01 this Act. the 
aggrieved individual shall be entitled to recover damages tor anv losses 
sustained as a result of the violation: and. in addition, if the violation 
results from willful or grossly negligent conduct, the aggrieved individual 
may recover not in excess of 510,000. exclusive of any loss. 

E. If an aggrieved individual prevails in an action brought under this section, 
the court in addition to any other relief granted under this section, mav 
award reasonable attorneys' fees and all other expenses incurred by the 
aggrieved individual in the Ubgabon. 

F. .-^nv action under this Act must be brought within two years trom the date 
on which the alleged violation is discovered. 

SECTION 12 • CIVIL MONEY PENALTIES 

Anv person that knowingly divkww health care infonnataon in violation of 
this Act shall be subject in addition to any other penalties that may be prescribed 
by law- 

A. to a dvil money penalty of not more than $10,000 for each violation, but 
not to exceed S50,000 in the aggregate for multiple violations; and, in 
addition - 

B. to a dvil money penalty of not more than $ 100,000 if the Secretary finds 
that violations of this Act have uu.uiietl with such frequency as to 
constitute a general businen practioe. 

SICHON IS - MMUMTY 

It shall be an affinnative defense in actions brought for improper diickwure of 
individually identifiable health care informaoon that such disclosure was in 
accordance with the retpurements of this Act and regulations promulgated 
pursuant to this Act 

^•26 199J WED/ Htpan Conndtnlmlim tut U<ti fuun 

* 



106 

SECTION 14 • CRIMINAL PENALTIES FOR OBTAINING INDIVIDUALLY 
IDENTIFIABLE HEALTH CARE INFORMATION THROUGH FALSE 
PRETENSES OR THEFT 

A. Any person who. under false or trauduient pretenses, requests or obtains 
individually identihable health care inlormation shall be rined not more 
than 550.000 or imprisoned not more than six months, or both, tor each 
ottense. 

B. Any person who unlawrully takes, or under talse or fraudulent pretenses, 
requests or obtains individually identifiable health care information and 
who intentionally uses, sells or transfers such information for 
remuneration, for profit or for monetary gain shall be fined not more than 
ilOO.OOO, or imprisoned for not more than two years, or both, for each 
offense. 

SECTION IS • SEVERABIUTY 

If any provision of this Act or its application to any person or arcumstanaw 
held invalid, it shall not affect other provisions or applications of this Act that out 
be given effect without the invalid provision or application, and to this end me 
provisions of this Act are sevenble. 

SECTION 18 - EFFECTIVE DATE 

Except as provided in Section 4, this Act shall become effective upon enactment 
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Senator LEAHY. Thank you very much. I appreciate you being 
here. 

Ms. Goldman, why don't we have your statement, too, and then 
I will go to questions for both of you. 

STATEMENT OF JANLORI GOLDMAN 
Ms. GOLDMAN. Thank you very much for inviting me to testify 

here today on this issue. I just want to say at the outset that the 
ACLU really appreciates your continued commitment to privacy is- 
sues and we look at you really as kind of a bedrock here in the 
Senate on these issues. 

The privacy project thinks that there is no more critical issue 
today, the privacy issue, than protecting health care records of in- 
dividuals. As we heard from tne Congresswoman earlier, there is 
no more personal or sensitive information in this country than 
health care records. Protecting the information is not a new issue. 
Here we are talking about getting Federal legislation to protect 
these records. It is really shocking that we do not have such legis- 
lation today. It is not a new issue. It was an issue 20 years ago. 

The Congress looked at enacting legislation 15 years ago. They 
were not ultimately successful. There was a change in administra- 
tions just as momentum was getting going here. But I think we 
have an opportunity, because health care reform is the number one 
issue, we have an opportunity, and I believe a responsibility, to 
take up this issue today. It is clearly a bipartisan issue, as Senator 
Dole mentioned after the State of the Union address. This issue is 
something that people care about across the board. 

I also want to underscore that even if we do not have health care 
reform this year, we need Federal legislation to protect these 
records. Health care reform only gives us an opportunity to take 
this step. 

The Adminstration's plan clearly has some laudable goals: uni- 
versal coverage, lowering cost, improving quality of care, and we do 
not want to interfere with those. We want to ensure that whatever 
electronic data system is put into place, whatever system is put it 
into place that that will foster those goals. 

We also want to acknowledge up front that HHS and the Admin- 
istration as a whole has taken a really big step in acknowledging 
the need to protect personal information. But it has failed, and I 
think fatally so, to put forth a statutory proposal in the Health Se- 
curity Act. It reads like a statement of principles, which it is, and 
very good principles and strong principles. 

But all the policymaking is delegated to a national health board. 
This board is not in place. We do not know to what extent they 
would turn the principles into statutory protections, and I do not 
think we can afford to wait for that to happen. Certainly, we can- 
not put a system into place and then enact the privacy protections 
to safeguard the information. Any security expert will tell you that 
that is certainly a backwards way to do the job, and a very dan- 
gerous one. Some would even tell you that it is unworkable; that 
you cannot  

Senator LEAHY. Doesn't it also have the problem that if you do 
it after the fact you may find yourself having to either re-work 
some of the health legislation itself or be locked into a situation 
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where you do not have as much ability to put in a security system; 
is that a fair statement? 

Ms. GOLDMAN. Absolutely. Most people will tell you•in fact, I do 
not find anyone in the security area who will tell you otherwise• 
that many of the privacy policies are put into place as software de- 
sign matters. That you design a system based on the policy that 
is set forth. 

So here we are working kind of with these amorphous standards 
and nothing that really makes it happen. So I think that the Ad- 
ministration needs to take another crack at this and draft some 
statutory principles. As difficult as that may be, I certainly do not 
think we need 3 years to do it. They have had a year really to do 
this and I would like to see them come back with a statutory pro- 
posal. 

I think many of these issues have already been pointed out. We 
are looking at the creation of an electronic data network. The act 
calls for that; a card, some kind of a unique identifier. These are 
the kinds of things that are going to make the American public ex- 
tremely nervous about participating in a system if they are not as- 
sured that the information will be protected. 

It is all well and good to say that we are only going to use the 
card for one very limited purpose. But it is another thing if you are 
a historian and you look back on how information systems have de- 
veloped in this country. The Social Security number was created 
for an extremely limited purpose. Some may remember that. It said 
that on the card. We now know that it is a de facto national identi- 
fier. The criminal history records system in this country was devel- 
oped for one limited purpose: to assist law enforcement. It is now 
used primarily•certainly when a fingerprint is sent to the FBI• 
primarily for non-law enforcement purposes. 

So information which is collected by the Grovemment and the 
public is given assurance it is only going to be used for a limited 
purpose, the temptations to use it for other purposes become irre- 
sistible. And I submit to you that this will happen in the health 
care area. So I am extremely nervous, even though I recognize that 
we have some very laudable goals here, I am very nervous about 
the large scale creation of a data base, a card, a number. 

There are some in my organization, particularly in the immigra- 
tion context, who say a card should not be created at all because 
it will become not only a de facto national ID card, but it will be 
used in the immigration context, it will be used in a way which will 
discriminate against people of color, people with foreign-sounding 
names, people with accents, and that this is a very real concern. 
We have already heard calls for a national ID card in other con- 
texts, and if this card is used for all Americans who are eligible for 
benefits I think you will see real abuses and probably Congress at 
some point•not with your support, I understand•but Congress 
will at some point legitimately authorize the use of the card for 
other purposes. 

Again, I don't think we can wait in the legislation for legislative 
standards. The ACLU is working closely with a coalition currently 
of consumer groups, industry groups, health care professionals to 
craft legislation and to have the proposal considered by Congress. 
Out of a series of conferences, meetings and hearings this last year 
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and the year before a consensus is emerging, and I think you are 
hearing it here today, that we need strong statutory protection. 

The National Academy of Science's Institute of Medicine just is- 
sued a report calling for Federal legislation, strong Federal legisla- 
tion that restricts disclosure of personal health records. The Office 
of Technology Assessment just issued a report calling for the same 
kinds of recommendations. I think the public will not tolerate a 
delay. If they do not believe that they can trust the health care sys- 
tem, that they have confidence in the health care system, they will 
not participate. 

So while we are providing universal coverage, I'm not sure that 
everyone will seek it under this kind of a scheme. We heard that 
again from the Congresswoman. 

To conclude, we recognize that the technology here does present 
some tremendous opportunities, but it also presents threats. The 
technology is neutral, it is the policy that will guide how the tech- 
nology is used. 

The Supreme Court has held, in a decision called Whelan v. Roe, 
that there is a constitutional right to privacy in health records, it 
is just a question of whether the state can adequately protect the 
information. It is up to Congress to make sure that that happens. 
I think most poignantly•and it has been overstated, but most 
poignantly, Congresswoman Velazquez said that it is easier to get 
access to someone's medical records than to get a copy of their 
video rental list. That is a tragedy. 

The only reason that is so is because there was an unethical dis- 
closure of Robert Bork's video rental list, as you will recall, during 
his confirmation hearings. 

Senator LEAHY. I wrote the law to block disclosure after the 
hearing. I did not know you could get it before that hearing. 

Ms. GOLDMAN. That is interesting. Most people do not know that 
you can get copies of health care records. I do not think the Con- 
gresswoman anticipated someone could get a copy of her health 
care record. It is not something you think about when you seek 
health care. 

So we do not want to wait for more situations, more tragedies, 
like the Congresswoman's, before we act here. I think we know 
that there is a problem and we can act to remedy it. 

[The prepared statement of Ms. Goldman follows:] 

PREPARED STATEMENT OF JANLORI GOLDMAN ON BEHALF OF THE AMERICAN CIVIL 
LIBERTIES UNION'S PRIVACY AND TECHNOLOGY PROJECT 

I. OVERVIEW 

Chairman Leahy and Members of the Subcommittee: I very much appreciate the 
opportunity to testify before you today on behalf of the American Civil Liberties 
Union (ACLU). The ACLU is a private, non-profit organization of over 275,000 
members, dedicated to the preservation of the Bill of Rights. The ACLlTs Privacy 
and Technology Project was established in 1984 to evaluate the impact of new tech- 
nology on individual privacy. Over the years, the Project has worked to develop 
strong privacy policy in numerous areas, including cremt reporting, electronic com- 
munications, video rental lists, and criminal justice information systems. We have 
often worked closely with this subcommittee on these privacy issues, and we look 
forward to continuing to assist you in crafting legislation to protect health records. 

The Project's primary goal for the 103rd Congress is the passage of federal legisla- 
tion that establishes enforceable privacy protection for personal health information. 
We believe that the need for such legislation is the most critical privacy issue facing 
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this country today. The absence of a strong federal law to protect peoples' health 
records is troubling. In fact, a recent Louis Harris survey found that most people 
live under the mistaken belief that their health records are protected by the law. 
Protecting the privacy of people's health records must be at the heart of any health 
care reform plan. 

The Project has been working with a diverse coalition of industry representatives, 
consumer advocates, and health policy specialists to develop a consensus on a pri- 
vacy policy for health records. 

The societal impact of technological innovations•including those that allow medi- 
cal records, data and images to be transferred easily over great distances•will con- 
tinue to be staggering. The development of a national information infrastructure 
and the information superhighway are changing the ways we deal with each other. 
While the information revolution holds great promise for enhancing the way we 
communicate with each other, we must ensure that new technologies operate within 
enforceable privacy rules. 

There is no doubt that the collection and use of personal health information will 
eventually take place in an electronic networked environment. Traditional barriers 
of distance, time and location are disappearing as information and transactions are 
computerized. Few relationships in the health care field will remain unaffected. As 
these changes are taking place, there is a conflict between individuals' need to keep 
health information confidential and the economic opportunities posed by the com- 
puterization of health records, from lowering the cost of processing insurance claims 
to selling personal medical records for marketing purposes.1 

We applaud this Subcommittee and its Chairman for holding this hearing. Our 
statement today outlines the imminent need for federal legislation that creates an 
enforceable privacy right for personal health records, the public's support for such 
a measure, and our recommendations for essential components of the legislation. 

II. THE HEALTH SECURITY ACT 

Recent proposals to reform this country's health care system rely heavily on the 
automation and linkage of personal health information as a means to reduce costs, 
improve efficiency and quality of care, and extend universal coverage.2 The Adminis- 
tration's Health Security Act, would require the creation of a national, linked elec- 
tronic data network containing vast amounts of biographical and health information 
on virtually every American. Under the Act, people will be required to carry a 
Health Security Card to verify identity and eligibility, and to access and exchange 
health information. The Act requires the creation of an "electronic data network con- 
sisting of regional centers that collect, compile and transmit information." (Sec.5103) 
The Health Security Card, with a unique identifier, (Sec. 5104, Sec. 5105) would be 
issued to all eligible individuals. The Act leaves open the question of whether the 
unique identifier will be the Social Security Number or some other identifier. 

In its bill, the Administration does address the need to protect the confidentiality 
of personal information held in health information systems (Title V, Subtitle B), but, 
we believe, inadequately. All of the responsibility for developing privacy standards 
and a legislative blueprint is delegated to the National Health Board. From the date 
of enactment, the Board is given two (2) years to promulgate standards for the pri- 
vacy and security of individually identifiable health information (section 5120(a)), 
and three (3) years to submit a legislative proposal to provide a comprehensive 
scheme of federal privacy protection (section 5122). 

The Act requires that, in developing legislation and standards, the Board must 
incorporate principles of fair information practices. The principles outlined in the 
Act are strong and can provide the base for an enforceable, effective privacy law. 
Under the principles, disclosures of personal information would be strictly limited. 
People could retrieve their own information, and consent to disclosures of third par- 
ties. Law enforcement is given access for limited health-related functions. Use by 

> For instance, in a television advertisement from last year, a phone company promises a med- 
ical service * * * that could improve the quality of health care for millions of Americans. A doc- 
tor in a small town can transmit relevant information about a patient to leading experts in the 
field. This is just one example of how Americans will benefit from recent breakthroughs. Many 
more advanced services could be available if your local phone companies are allowed to offer 
their customers the fullest range of services that technology allows. 

Or consider, for example, the medical implications of AT&T's Hobbit, a handheld personal 
communicator that combines the functions of a cellular phone, fax machine, and personal com- 
puter. With it, a doctor could communicate with colleagues across town or across the country, 
send and receive medical data and x-ray images, and fax a prescription to a pharmacy. 2Set S. 1494 and H.R 3137, bills to establish an electronic health care information network. 
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employers would be absolutely barred. Further, individuals would be given notice 
of how information would be collected, used and shared. 

While the Administration is to be commended for acknowledging the need to pro- 
tect the privacy and confidentiality of medical records. The Act lacks a legislative 
proposal to accomplish its privacy goals. We do not believe the overall Act can be 
implemented without statutory privacy policy in place from the outset. It is very dif- 
ficult, if not impossible, to build privacy and security protections into a system once 
it is already in place. Privacy policy that requires certain protections must be the 
guide that shapes the creation of health information systems. For instance, the Act 
requires the creation of a electronic data network that will link regional centers that 
collect, compile and transmit information. Such an amassing of the most sensitive, 
personal information will seriously jeopardize peoples' privacy if legal requirements 
are not in place form the outset. 

Further, the Act requires the creation of a health security card and a unique iden- 
tifier system for individuals. The Board is given substantial discretion in determin- 
ing the identifier and type of card. We believe these issues should be resolved in 
the initial legislation. 

We support the provision in the Act limiting the use of the card to the health care 
context. The personal information collected for inclusion into the electronic data net- 
work should not be used for any non-health related purpose. It is important to rec- 
ognize, however, that such a comprehensive, linked database will pose a great temp- 
tation to others in the private and public sector who will want access to the informa- 
tion for a variety of purposes, ranging from marketing to law enforcement. Once the 
network is in place it will be very difficult for Congress to limit its use. 

The history on this issue is replete with information systems being created for a 
limited purpose, only to be expanded in the future due to pressure. We have seen 
this pattern with the social security number, created for a limited purpose, sixty 
years ago and now a de facto national identifier, and the FBI's criminal records sys- 
tems, initially developed for law enforcement use but now used primarily by the 
non-law enforcement community. To prevent the expanded use of the electronic data 
network. Congress must be committed to maintaining the Act's initial objectives. 

More importantly, we are concerned about the creation of a card which will be 
especially vulnerable to use and misuse for purposes other than health care. It is 
not hard to imagine the Health Security Card burgeoning into a national ID card. 
The pressure to move in this direction •once the card is linked to a national 
database on all Americans•will be irresistible. We urge Congress to move cau- 
tiously in this area and consider seriously whether a card is needed at all. 

Finally, we urge that the social security number not be selected as the method 
of individual identification due to its widespread use for both public and private 
purposes, the use of the social security number will jeopardize the privacy and secu- 
rity of personal health information maintained under the Act. The Social Security 
Administration has testified before Congress that the number is not a reliable iden- 
tifier due to the high percentage of duplicate, fraudulent and inaccurate numbers. 
Currentlv, there is no way to verify the accuracy of existing numbers or that the 
number holder is who he or she claims to be. Finally, because the social security 
number has become the most widely used identifier•even on most driver's li- 
censes•health records would become vulnerable to abuse. 

The Act should require the board to develop a new unique identifier, limited to 
the health care context. To build a new system that's success hinges on absolute 
security, the existing shaky system will put American's health records at risk. The 
better approach, albeit more costly in the beginning, is to devise a new identification 
scheme unique to the individual and the health care system. 

HI. THE NEED FOR FEDERAL PRIVACY PROTECTION 

Currently, at the state and local level, employers, insurers, and health care pro- 
viders are forming coalitions to develop automated and linked health care systems 
containing lifetime health histories on millions of Americans. Again, the goals are 
cost reduction and improved quality of care. Attempts are being made by some in 
these state coalitions to address the privacy, confidentiality and security of health 
data by crafting internal guidelines, regulations and contracts. In states where the 
automation of health care information is seen as a key component of the state's 
health care reform package, the state legislatures and public agencies are attempt- 
ing to enact legislation that establishes a right of privacy in personally identifiable 
health care information. The states are also attempting to design effective enforce- 
ment penalties and oversight mechanisms to monitor the information practices of 
these newly created health data systems. 
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The outcome of this piecemeal, state by state, approach to protecting the privacy 
and security of heal th care information will be contlict amongst the states and a set- 
back for the overall goals of privacy protection. Relegating the protection of health 
care information to the states' different guidelines, policies and laws leaves individ- 
uals subject to wavering degrees of privacy protection depending upon where they 
receive their health care. In some instances, this means that individuals traveling 
across county or state lines to receive necessary medical treatment may lose their 
ability to control how their personal medical information is used. Further, such a 
patchwork approach to health information privacy will hamper national health care 
reform. The various states and local governments with rules governing the use of 
health care information may be prevented from sharing health care information con- 
tained in their systems with neighboring states that insufficiently protect privacy. 

Health care records, in both paper and electronic form, are deserving of privacy 
protection, but the vulnerability of the information to unauthorized use grows 
exponentially as the computer makes possible the instant sharing of information. As 
a recent study pointed out: 'The paper medium is cumbersome and expensive . . . 
Ironically, it is the 'negative' aspect of the paper medium . . . that has minimized 
the risk of breaches of confidentiality. Although a breach could occur, if someone 
gave access to health records or insurance claim forms, the magnitude of the breach 
was limited by the sheer difficulty of unobtrusively reviewing large numbers of 
records or claim forms." s 

Nevertheless, technology is not the evil. Information systems can be designed to 
promote the confidentiality and security of personal information. For instance, a 
health security card could be used as a means of giving individuals greater control 
over their medical records, allowing them to determine and control the access to and 
exchange of personal information. The key here is to recognize technology's potential 
to enhance privacy, not just undermine it. 

There is widespread agreement among privacy and security experts that protec- 
tions must be built in on the front-end; it is too difficult and risky to try to add 
them once a system is already in place. Privacy and security must be viewed as the 
foundation on which health information networks are created. Health care reform 
is more vulnerable to failure if privacy protections are not in place from the outset. 
Americans must have confidence that their personal health information will be 
guarded before they will fully and willingly participate in a new system. 

IV. PUBLIC DEMAND FOR PRIVACY PROTECTION 

A consensus is emerging that federal legislation is needed to protect the privacy 
of personal health care records. At a conference in Washington, D.C. this past No- 
vember co-sponsored by the U.S. Office of Consumer Affairs, the American Health 
Information Management Association, and Equifax, nearly every panelist and mem- 
ber off Congress supported the need for making privacy an integral part of health 
care reform. Both the Chairman of this Subcommittee, Patrick Leahy (D-VT) and 
Representative Pete Stark (D-CA) insisted that privacy must be the cornerstone of 
any health care reform plan. In agreement were panelists from the American Medi- 
cal Association, CIGNA Health Care, the U.S. Public Interest Research Group, Com- 
puter Professionals for Social Responsibility and IBM. 

At the conference, Louis Harris and Associates released their Health Information 
Privacy Survey, prepared with the assistance of Dr. Alan Westin, of Columbia Uni- 
versity. The survey found that the mtyority of the public (56 percent) favor the en- 
actment of strong comprehensive federal legislation governing the privacy of health 
care information. In fact, eighty-five percent say that protecting the confidentiality 
of medical records is absolutely essential or very important in national health care 
reform. Specifically, most people want penalties imposed for unauthorized disclosure 
of medical records (96 percent), guaranteed access to their own records (96 percent), 
and rules regulating third-party access. In addition, most people support the need 
for an independent, neutral Board to issue regulations and enforce standards on pri- 
vacy matters (86 percent). 

More broadly, me Harris survey found that a large majority of Americans (80 per- 
cent) are concerned or very concerned about threats to their privacy. A 1992 Harris 
survey showed that while a large majority of people recognize the benefits to society 
of innovative technology, nearly nine out of ten people also believe that computers 
make it easier for someone to improperly obtain confidential personal information. 
As a result, over two-thirds of the public support tough restrictions on the use of 
computers. 

3 Workgroup for Electronic Data Interchange, Report to the Secretary of the U.S. Department 
of Health and Human Services, July, 1992, Appendix 4, pp. 3-4. 



113 

Health care reform cannot move forward without assuring the American public 
that the highly sensitive personal information contained in their health care records 
will be protected from misuse and abuse. As the most recent Harris survey reveals, 
individuals are highly suspicious of large scale computerization and believe their 
medical records are in dire need of privacy protection. If people are expected to em- 
brace a reformed health care system, the price of their participation must not be 
a loss of control over the sensitive information contained in their health care 
records. 

The unauthorized disclosure of personal health information can have disastrous 
consequences. New York Congresswoman Nydia Velazquez won her House seat only 
after overcoming the results of an unauthorized disclosure. Her medical records• 
including details of a bout with depression and suicide attempt•were faxed to a 
New York newspaper and television station during her campaign. 

More common•and in some ways more troubling than the well-publicized privacy 
invasions of political figures•are the consequences suffered against ordinary indi- 
viduals whose privacy has been compromised by the disclosure of medical informa- 
tion. 

In one instance, a journalist disguised himself as a doctor, obtained an actress' 
medical record and published that she had been treated for a sexually transmitted 
disease. In another case, a physician at a large New York City medical school logged 
on to a computer system, discovered that a nurse was pregnant, and proceeded to 
publicize that information. Finally in Colorado, a medical student sold medical 
records to attorneys practicing malpractice law. These are stories that are known; 
undoubtedly there are millions of similar breaches that occur without knowledge of 
the individuals harmed. The 1993 Harris survey found that nearly 50 million people 
have suffered the unauthorized disclosure of medical information. 

Further, errors in peoples' medical records have been difficult to correct and con- 
trol. For instance, Mary Rose Taylor of Springfield, Massachusetts went without 
health insurance for a year and a half because of a computer error at the Medical 
Information Bureau (MIB), a huge medical database kept by insurance companies. 
MIB reported that Ms. Taylor had an abnormal urinalysis, even though she'd had 
only a blood test. She was forced to go to the insurance commissioner of her state 
to have the error corrected so that she could finally receive health insurance. 

Despite the horror stories•both public and private•many Americans trust that 
the information they share with their doctor is kept private. The traditional nature 
of the doctor-patient relationship is intended to foster trust and to encourage full 
disclosure. However, once the patients's information is submitted to a third-party 
payor, or to any other entity, the ethical tie between doctor and patient evaporates. 
In fact, in a particularly telling statistic, 93 percent of those termed "leaders' in the 
Harris survey, including hospital CEOs, health insurance CEOs, physicians, nurses, 
and state regulators, believe that third party payers need to have detailed confiden- 
tiality and privacy policies. 

Within our current health care system, people are trying to protect themselves 
against potential privacy violations. Some people routinely ask doctors to write 
down a false diagnosis because they fear their employer may see their records, or 
some people don^ even tell their doctors everything about their condition for fear 
of losing control over this sensitive information. In psychiatric practices, it is com- 
mon for many patients to ask that the doctors not take notes during sessions out 
of fear they could be leaked or even obtained legally with a subpoena. Also, some 
people try to avoid the creation of a record altogether by paying for medical services 
out of their pockets, even though they are entitled to insurance coverage. 

A few insurers have been candid enough to concede that their economic, business 
relationship is with the employer and not the patient. They might be reluctant to 
disclose individually-identifiable information requested by an employer, but they 
will comply if pressed. No federal law prevents disclosures by insurers to employers. 
Most patients, of course, think the fiduciary relationship is with them, and aon t re- 
alize that a third-party with no direct relationship to their medical treatment, 
"owns" the information. It is intolerable to support a system in which an employer's 
payment of a portion of employees' health care premiums, a normal part of most 
American employee's compensation packages, amounts to employers owning their 
employees' health records. 

In the end, any system that fails to win the public's trust will fail to win the 
public's support. Once the public recognizes that their right to control information 
about themselves within a health information system is weak, they will withdraw 
from full and honest participation. To allow individuals to fall through the cracks 
because their privacy is not protected, is as serious as health care coverage that 
does not extena far enough. 
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In essence, people should not be forced to give up their privacy and their right 
to control information about themselves as the cost of participation in society•and 
especially as a cost of receiving quality health care. 

Presently, a great deal of attention is being focused on establishing a privacy law 
to protect personal health records. In October 1993, this Subcommittee held hear- 
ings on "High Tech Privacy Issues in Health Law." The next month, the House Sub- 
committee on Government Information, Justice and Agriculture of the Committee on 
Government Operations held a hearing on the confidentiality of health care records. 
The House Subcommittee, chaired by Gary Condit (D-CA) is in the process of draft- 
ing a health information privacy bill. 

The Office of Technology Assessment (OTA) recently issued a report entitled "Pro- 
tecting Privacy in Computerized Medical Information," which addresses the effects 
of the computerization of medical records on people's privacy. In recommending com- 
prehensive federal legislation, OTA found that: 

(t)he expanded use of medical records for nontreatment purposes exacer- 
bates the shortcomings of existing legal schemes to protect privacy in pa- 
tient information. The law must address the increase in the flow of data 
outward from the medical care relationship by both addressing the question 
of appropriate access to data and providing redress to those that have been 
wronged by privacy coalitions. Lack of such guidelines, and failure to make 
them enforceable, could affect the quality and integrity of the medical 
record itself. (OTA Report, p. 44). 

Further, the National Academy of Science's Institute of Medicine just released a 
study that focused on the risks and opportunities associated with protecting the pri- 
vacy and confidentiality of personally-identifiable health data. The IOM report rec- 
ommends that the U.S. Congress enact preemptive legislation that will "establish 
a uniform requirement for the assurance of confidentiality and protection of privacy 
rights for person-identifiable health data and specify a Code of Fair Health Informa- 
tion Practices that ensures a proper balance among required disclosures, use of 
data, and patient privacy." (Recommendation 4.1). The Committee also rec- 
ommended that a responsible administrative unit or board be established. Also, the 
Department of Health and Human Services Task Force on the Privacy of Private 
Sector Records sponsored a conference last year on the confidentiality of health 
records. All of these efforts represent a tremendous pulling together of the public 
and private sector to achieve a critical goal•the passage of a health records privacy 
law. 

Over fifteen years ago, there was similar pressure to craft such a privacy law. In 
1977, the federal Privacy Protection Study Commission issued a report recommend- 
ing legislation to protect private sector records, including medical and insurance 
records. The Commission's recommendations sparked the only other Congressional 
effort to enact a medical records privacy bill. In 1980, due in part to pressure from 
the law enforcement community for unfettered access to health records, the legisla- 
tive effort failed. 

Given today's focus on reforming our nation's health care system, the opportunity 
to enact legislation in 1994 appears far more viable than it did 15 years ago. 

V. RECOMMENDATIONS 

Congress has enacted legislation that gives people expectations of privacy in cer- 
tain information held by others, including credit,'* education,4 financial/' cable," and 
video records.7 In all of these instances. Congress created statutory rights of privacy 
in personal information. Congress has acted either to counter the refusal of the Su- 
preme Court to extend privacy protections or to respond to new technologies over- 
taking current law. 

The following are our recommendations for the key provisions we believe should 
be included in a federal health records privacy law: 

1) Personally-identifiable health records must be in the control of the in- 
dividual. Personal information may only be disclosed with the knowing, 
meaningful consent of the individual; 

»Fair Credit Reporting Act, § 15 U.S.C. 1681 (1970). 
'Family Educational Rights and Privacy Act, 20 U.S.C. § 1232 (1974). 
» Right to Financial Privacy Act, 12 U.S.C. §3401 (1978). 
'Cable Communications Policy Act, 47, U.S.C. §551 (1984). 
'Video Privacy Protection Act, 18 U.S.C. §2710 (1988). 
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2) Limits on access and disclosure should apply to all personally identifi- 
able health data regardless of the form in which the information is main- 
tained; 

3) Information that is not personally-identifiable may be provided for re- 
search and other purposes; 

4) Health record information systems must be reouired to build-in 
securitymeasures to protect personal information against ooth unauthorized 
access and disclosure from within; 

5) Employers should be denied access to personally-identifiable health 
records on its employees or prospective employees; 

6) Individuals must have the right to see, copy and correct all information 
contained in their records. Individuals shoula be given notice of how per- 
sonal information will be used and by whom; 

7) Both a private right of action and a government enforcement mecha- 
nism should be established. Also, a federal oversight process should be put 
in place, to be conducted by a National Health Board or Data Protection 
Board. 

8) It is imperative that any card, such as the Administration's Health Se- 
curity Card, only be used for identification purposes and be limited to the 
health care context. Any other use, such as oy law enforcement or employ- 
er?,should be strictly prohibited. 

Finally, we urge this Subcommittee to re-examine the traditional reliance on indi- 
vidual consent as the linchpin of privacy laws. In many circumstances, particularly 
where the government is involved, consent is coerced and meaningless. Where con- 
sent is a condition of receiving benefits, people are forced to choose between provid- 
ing information or receiving necessary benefits. In the health care context, we urge 
that impenetrable "firewalls" be erected to prevent disclosure in certain coercive sit- 
uations, such as employment. 

CONCLUSION 

The ACLU believes that the protection of personal health information, must be 
central to all health care reform proposals. Even in the absence of health care re- 
form, we believe that a comprehensive, enforceable federal law is necessary to create 
privacy protection for personal health information. 

There is no more pressing privacy issue than the protection of peoples' health care 
records. With health care reform one of the top political priorities, we have an op- 
portunity, and responsibility to make privacy an integral component of any new 
plan. No plan should be put into place unless the privacy and security of personal 
health information is safeguarded. We have come a great distance in achieving a 
broad consensus on the key principles. The more difficult task ahead will be to reach 
agreement on the details. We look forward to working with you on that process. 

Senator LEAHY. Neither of you would disagree with the state- 
ment that the release of the Congresswoman's health records was 
totally unethical. I mean, whoever did that violated just about 
every medical ethics rule there is. 

Ms. ROBERTS. It is absolutely unjustifiable and, in fact, you men- 
tioned it was a compelling story to be brought to Congress. I think 
it is a compelling story to be brought to health care professionals, 
people who work in hospitals. 

I do not know of any hospital that will allow the conscious re- 
lease of medical records without approval of the patient, him or 
herself. But we are all aware that there are examples of how that 
happens unofficially, and we have to work very hard to prevent 
that from happening. 

In many ways, I think the electronic system can almost aid us 
in that I think we can build in better protection. 

Senator LEAHY. Audit trails, identifying of who went into the 
records at what time and so on would be helpful. 

I was also struck with what Ms. Goldman said about the health 
security card being used as a national ID card. I have to tell you, 
I do worry about that. I had a situation where I was driving back 
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from Vermont after the August recess. My wife and I were driving 
across Lake Champlain, coming down the New York Northway, 
probably about 60 miles south of the Canadian border, and there 
was a road block by the Border Patrol. 

I said why are we stopping? The guy said the authority is right 
there, pointing to his badge. I said that is not the question, why? 
He said can you prove you are an American citizen. I looked at him 
and I said no. He said what proof do you have of your citizenship? 
I said none. 

So we sort of sat there for a while and I am not sure what would 
have happened, but he went around and checked the license plate. 
It is number one from Vermont. I explained it was number one be- 
cause we are a small state and do not have many cars. 

But I am a law-abiding person. I was the chief law enforcement 
officer in my county for 8V2 years. I still bridle at the idea in this 
country of having to prove who I am, or prove I am a citizen. I 
mean, we take our rights and our ability to travel and our constitu- 
tional right to travel, so strongly. 

I do want a good health care system for all of us. We cannot have 
tens of millions of Americans without easy access to health care 
and without the ability to pay for it. I do see some of the enormous 
advantages both in cost containment and in better health, to be 
able to have the smart cards or other health data cards to carry 
records. 

We are a mobile society. It is no longer the case that you grow 
up in the same town where the local doctor knows you and every- 
thing else. You do travel about. With the changes in medical prac- 
tice, if they know that you had a particular disease in your teens, 
that may affect you in your thirties, or forties, or whatever else. 
And that is fine. But I do not want it to be available to anybody 
who knows how to tap into a data system. 

Would you agree with me that it is important to get the security 
system worked out quickly, not after the fact? 

Ms. ROBERTS. I had said that in my testimony. I think that is 
critical and I would agree that we do not need to wait for health 
care reform to have that in place. I think, on the issue of the card, 
what is on that card and whether it actually has all the informa- 
tion on the card or is an access card for certain appropriate people 
to be able to access the very critical information that is important 
for your health, still needs to be developed. And we need to be able 
to have access to the information, the system, the health care sys- 
tem needs to be able to take care of us. 

But having the information that is available to all, I would point 
out that Vermont is one of the few states that does not use the So- 
cial Security Number for the driver's license, but I would also point 
out that since we do not have pictures on them, it is hard to prove 
that you really are who you say you are. 

Senator LEAHY. One time I actually had to show an ID card with 
my picture and the only thing I had in my pocket was my Senate 
ID card. You are right, the Vermont driver's license does not have 
it. They said do you have anything with a picture, so I showed 
them my Senate ID and they said well, it does not have a number. 
I said there are only 100 of us. They said well, which one are you? 
So that was fine. I was trying to rent a car in California and they 
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had a Congressional discount and they looked down and said we 
have it for the Congress but not for the Senate, so that was the 
end of that. 

You are trying to be serious Carolyn, and I apologize. 
Ms. ROBERTS. It is not easy. 
I am here on behalf of the American Hospital Association, but it 

is hard to get away from Vermont as well. As you well know, we 
have been very active in the area of health care reform in the state 
of Vermont. I would point out, as a potential model, is the Vermont 
Health Information Consortium which is working in tandem with 
health care reform on the development of the appropriate health 
care information system. It has a very active subcommittee that is 
working very intently on the issue of patient confidentiality and 
confidentiality of information. 

Ms. GOLDMAN. Senator, if I may just make a comment on the se- 
curity issue that you raise, what we call for•in our testimony we 
have a list of recommendations for legislation•while we call for 
strong security measures, whether they are audit trails, encryption 
as information is sent across the information highway, strong pen- 
alties, those security measures are never going to be 100 percent. 
You will always have a situation where someone can figure out 
how to hack into the system, where someone on the inside either 
sells information or•as in the case of the Congresswoman•gives 
out the information for some other political purpose. 

So we are taking a risk in putting together an electronic data 
network. It is a risk. I am not saying we should not take it, but 
we have to at least recognize that no system is going to be 100 per- 
cent foolproof, even if we take all the right steps. 

Senator LEAHY. Sure. The fact is the system is there so that peo- 
ple can go into it. You are in the hospital or you are in for medical 
treatment and the person who is treating you is going to want to 
get as much information as possible, in order to give you the best 
treatment, and second not to make mistakes. So somebody can ac- 
cess the information. 

And somebody can breach that if they are unethical. There is no 
way you can totally stop that. But I think that we can devise a sys- 
tem where you can limit greatly who has access and then do as 
many safeguards as possible, by putting in indicators of who 
accessed the information, so that you make it much easier to iden- 
tify who went in, so that if something is released•even though 
that has happened after the fact•you can go back into the system 
to find out how it occurred. 

You do not have the situation we have with the Congresswoman: 
they are still having to investigate and are having a difficult time 
finding out who might have done it. Those steps can be taken. I 
think we all agree on that. 

Ms. Roberts mentioned Vermont. We do have the Vermont 
Health Information Consortium looking at security and identity is- 
sues. You said from your association that the national legislation 
should be able to preempt the state guidelines. What if those state 
guidelines are more protective of security? 

Ms. ROBERTS. I think we have to have a standard. I think the 
Federal law should preempt state laws, both from the ceiling and 



118 

from the floor. I think we have to have a standard set of guidelines 
which are all accountable to, through a Federal law. 

Senator LEAHY. Your association proposed to HHS privacy legis- 
lation. Do you think that that was stronger than what so far has 
come out of the administration? 

Ms. ROBERTS. Yes. 
Ms. GrOLDMAN. On preemption issues, I think while we would 

support preemption under certain circumstances, those cir- 
cumstances would probably be if the Federal legislation was really 
tough, if it was enforceable and it was strong. We do not want to 
be setting such a low floor, I think you would agree with me. 

Ms. ROBERTS. Absolutely, that's exactly it. 
Ms. GrOLDMAN. We need to make sure the legislation is strong. 
Ms. ROBERTS. I think we are saying the same thing. Our concern 

is both for strong legislation but also so that it goes across state 
lines to ensure the portability of the coverage, as well as  

Senator LEAHY. And don't you have to be careful, also, to make 
sure that the individual's right to take action against anybody who 
has so invaded their privacy is not limited? I mean, we do not want 
to set up an immunization of people from invasion of privacy. I 
want to be able to sue the pants off of somebody who invades my 
privacy. I want to really go after them. 

Ms. ROBERTS. Being surrounded by lawyers, I understand. 
The thing I want to stress, we have an opportunity to improve 

efficiencies in the system. We also have an opportunity to improve 
care of people and in doing that we have to maintain the balance 
of improving the care with their right to confidentiality of their 
own information. 

But as we set up these networks of care, which are part of the 
President's bill and part of the American Hospital Association's vi- 
sion, we are going across providers. It is not the hospital record, 
the home health record, et cetera. It is across the full episode of 
care, and that is a whole new challenge for us. 

I think if we start thinking in terms of how do we protect con- 
fidentiality today, as we are moved forward into this new system, 
we have a greater chance of really being able to protect that. 

Senator LEAHY. I would assume that the health security card is 
going to have to have certain basic information to identify the per- 
son, and also certain information for billing. Again, whether you 
are in Vermont or you are in Texas, and you have a health problem 
or whatever else, we can understand all of that. 

Should the health security administration, or whatever it may be 
called, design just one card or should we have something available 
if consumers want to have more information on their cards? Sup- 
pose I have some chronic condition and I want to carry around a 
great deal more information on the card than whatever is set up 
as the basic. Should I have that ability to do that or that right to 
do that, even if it means I've got to pay something extra to put it 
on the card? 

Ms. ROBERTS. It would seem to me, as a non-lawyer person, that 
people should have the right to decide whether they want to have 
information that pertains particularly to them or not. If you have 
an allergy and you are concerned about your health in another area 
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if that allergy is not recognized, you should have the right to put 
that information on. 

If you are willing to be accountable for not having that informa- 
tion on your card, then you should be able to assume that respon- 
sibility for yourself. 

It seems to me•and I am not a technical data person•but it 
seems to me that card can serve as an access and that information 
as to who you want to have access could be included on that card. 
The details of it, I guess we can work out. The principles of it is 
what we need to establish and all be committed to. 

Ms. GOLDMAN. I think first, Mr. Chairman, we really need to 
question the need for a card. We need to really discuss whether we 
actually need a card in order to make health care reform work, be- 
cause I think there are dangers inherent in having a card. 

Senator LEAHY. YOU think primarily the national identification 
card is a danger? 

Ms. GOLDMAN. Absolutely. I mean, the story that you tell, while 
it is a humorous story, it might not have turned out so humorously 
for somebody else. 

Senator LEAHY. And I admit, it is a little bit different because 
I sit there and think if push comes to shove, my wife is going to 
quiet me down enough to say just tell them who you are, Pat, and 
let's get out of here. 

Ms. GOLDMAN. But if there were a card that people knew every- 
one who was eligible for health care in this country had this card, 
whether they carried it with them or they had it at home, I think 
you would find people asking for it as proof of citizenship, as proof 
of eligibility for benefits. So I think it is a real concern. 

Ana I am not saying we absolutely should not have them, but 
there has not really been a very good discussion in this country 
about it. The President has held up his card on TV and people keep 
carrying their prototypes of the card around as though it is a done 
deal, and I think it is worth having a pretty serious discussion 
about the dangers. 

Senator LEAHY. Let me ask this question to both of you. If there 
is a card with an identification number, what are the pros and cons 
of using the Social Security Number for the identification number? 
Ms. Roberts, do you want to go first? Ms. Goldman? 

Ms. ROBERTS. Speaking for the American Hospital Association, it 
is not a policy decision that we have had a chance to deliberate on 
or come to a statement on. I can tell you, though that we are all 
very concerned about a single number that carries as much power 
as a Social Security Number does. I do not know how that discus- 
sion would end up, but I have a sense that the Social Security 
Number being used as a number would not fare well. 

Senator LEAHY. Ms. Goldman. 
Ms. GOLDMAN. The Social Security Number should absolutely not 

be used as an identifier if there is a card. This issue is extremely 
controversial and that is why the administration did punt this 
again to the health board. It is extremely controversial and for 
really kind of conflicting reasons. 

One, the Social Security Number is a de facto national identifier. 
It is on more than half of the driver's licenses in this country. It 
is a number that is most commonly requested when you get admit- 
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ted to a school, even at the elementary school level. When you open 
up an account at a bank, when you do almost any kind of a trans- 
action, when you go to the doctor, when you get a credit card, thev 
want your Social Security Number. So it is very commonly used. 

But the conflicting reason of why we should not use it is that it 
is not a reliable identifier. There is nothing which allows you to 
verify that the Social Security Number is tied to that individual. 
The Social Security Administration does not issue the number tied, 
in any way, to an identification system. So they do not necessarily 
verify identity when the number is issued. 

The Social Security Administration testified a number of years 
ago, when the work authorization card was being debated in the 
House, that this is not a reliable identifier and they do not want 
to see it become a national identifier. They know that there are a 
very high number of fraudulent numbers out there, duplicate num- 
bers, that the number is misused. People forget and they give the 
wrong number. 

So we would really be building what we need as a very secure 
system on a very shaky system and I think we should start fresh. 
I do not think the costs to do that are particularly high. There have 
not been any numbers on it, but we would just start fresh and use 
something that is secure, something we can encrypt, that has a 
pass code. 

Senator LEAHY. Would you agree that as far as security is con- 
cerned, it does not make any difference whether the medical record 
is on paper or in a computer-bank? Even though the record can be 
moved instantaneously, electronically from place to place, the need 
for security and privacy remains exactly the same, is that correct? 

Ms. GOLDMAN. I think that the issue is the same, in terms of our 
ultimate result. We want to protect both the paper records and the 
electronic records. It is one of, I think, the flaws in the WEDI legis- 
lative recommendation, is that it only would protect electronic 
records. It does not protect the paper records. 

So in the case of Congresswoman Velazquez, she would not be 
covered under the WEDI recommendation, because it turns out 
there was probably a paper record that was then faxed. So I think 
we need to protect the information, regardless of the form that it 
is in, but there are things that are possible when information is 
computerized, when information is electronic, that is not possible 
when it is kept in paper form. There is just an added risk, an in- 
creased risk. 

Senator LEAHY. I think that with electronic records, of course, 
there are different problems. I think that the privacy issues remain 
the same, no matter how it is done, whether it is a handwritten 
note in a record or whether it is electronic. 

We had an earlier hearing and Jeffrey Rothgater, who wrote the 
book "Privacy For Sale," testified. He talked about a freelance art- 
ist who could not get health coverage. He kept going from place to 
place and could not get health coverage. 

He found out that a hospital he had been in had been one that 
was selling information to companies for marketing services or 
other purposes. Somebody had put somewhere in his records erro- 
neously that he had AIDS. This got into a data bank and it went 
out to a number of insurance companies and he kept getting turned 
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down for insurance. He found out why: the mistake was traced all 
the way back to his records. 

It was not just the fact that the mistake was made, but of course 
the question obviously comes up, why in heaven's name was that 
being disseminated anyway. 

I just mention that it is so much easier to send all this informa- 
tion around if it is electronic. I think that we ought to be able to 
check into this. 

And also, of course, you have the problem of what happens if a 
computer hacker gets in. We joke about the bright young college 
student who did not show up for exams but gets into the school 
data base and all of a sudden he or she is on the dean's list. That 
is kind of funny, I suppose. But what if somebody goes into a medi- 
cal data bank and puts in that everybody has tuberculosis, or ev- 
erybody has AIDS, or whatever else it might be, or says that they 
have been cured? There are problems either way. I think these are 
things that we have to guard against. 

Ms. ROBERTS. Your statement is absolutely correct. The issue of 
confidentiality should be paramount regardless of what the system 
is, whether it is paper or electronic. We are in an electronic age 
now, and that is not going to go away. The work of your Sub- 
committee is to be applauded and I would certainly look at any way 
that I could to help you continue in your work. 

I do not think we want to go back in our opportunity to move 
forward in improving health care for the people in our society, but 
the issues that you raise are with us in all area of data that flows 
in our society and we need to be looking at ways that we can pro- 
tect that information for all of us, in all areas of our life. 

Clearly, health care is a very personal issue that has people very 
concerned. Knowing that the information is only going to help them 
and not harm them will be, I think, paramount to get good legisla- 
tion passed. 

Senator LEAHY. I do not expect to come up with all the answers 
here today, any more than we did in the earlier hearing that I had 
on this issue, and we will have more. I would like to be able to call 
on both of you as we go on about how we should work this out. 

Again, I think most Americans have this sense of privacy. We 
have spent 200 years refining our sense of privacy in this country. 
We all know how easily it can be violated, with the ability to keep 
data on people. 

We will keep the record open here until February 14 for any fur- 
ther testimony that comes in. I have longer statements which will 
be included in the record, too. 

Let's just keep working together on it. I do not want us to wait 
until after we have a health system to start fully addressing the 
security part. I think it has to be done together. Frankly I think 
most people feel as we do in my own state, that unless you can 
guarantee their privacy, they are not going to be too eager to have 
the system. So they are going to have to be done together. 

I thank you both for taking the time to be here today. 
[Whereupon, at 12:11 p.m., the subcommittee was adjourned.] 





APPENDIX 

ADDITIONAL SUBMISSION FOR THE RECORD 

STATEMENT OF THE AMERICAN HEALTH INFORMATION MANAGEMENT ASSOCIATION 

Mr. Chairman and Members of the Subcommittee: The American Health Informa- 
tion Management Association (AHIMA) appreciates the opportunity to submit writ- 
ten testimony to the Subcommittee to present our views on privacy and confidential- 
ity and the need for federal legislation. 

The American Health Information Management Association represents 36,000 
credentialed professionals who are responsible for managing the health care infor- 
mation which has become an increasingly important component of our nation's 
health care delivery system. 

On a daily basis, health information management professionals ensure that an in- 
dividual's right to privacy is protected. Our members must handle requests for 
health information from third party payors, employers, researchers, attorneys, other 
health care providers, local, state and federal agencies. Health information manage- 
ment professionals ensure that information is disclosed pursuant to valid authoriza- 
tions from the patient or their legal representative or pursuant to statute, regula- 
tion or court order. This responsibility is not taken lightly and is complicated by 
lack of uniform national guidelines or legislation. 

The recently released Office of Technology (OTA) report. Protecting Privacy in 
Computerized Medical /n/brmotion,found that current laws do not, in general, pro- 
vide consistent, comprehensive protection of health information confidentiality. Fo- 
cusing on the impact of computer technology, the report concluded that computeriza- 
tion reduces some concerns about privacy of health information while increasing 
others. The report highlights the need for enactment of a comprehensive federal pri- 
vacy law. 

The public's concern about the confidentiality of health information was identified 
in a poll conducted by Louis Harris and Associates for Equifax, Inc. The results of 
the Health Information Privacy Survey 1993 were released at a conference spon- 
sored by AHIMA and Equifax in conjunction with the U.S. Office of Consumer Af- 
fairs on October 26, 1993. There was strong support for comprehensive federal legis- 
lation to protect the privacy of medical records. 

Currently, there is little uniformity among state licensure laws and regulations 
regarding confidentiality of health information. It has been recognized that there is 
a need for more uniformity among the 50 states. In recent years, the National Con- 
ference of Commissioners on Uniform State Laws developed the Uniform Health 
Care Information Act in an attempt to stimulate uniformity among states on health 
care information management issues. Presently, only two states, Montana and 
Washington, have enacted this model legislation. Clearly, efforts must be directed 
toward developing national standards on privacy and confidentiality. 

The development of the national information infrastructure is a key component 
of the President's health care reform plan. The increasing need for data highlights 
the need for federal preemptive legislation to protect the confidentiality of health 
information. 

During the past two years, AHIMA has taken a leadership role in addressing pri- 
vacy and confidentiality. In July 1992, Arthur Ashe was a keynote speaker at 
AHIMA's first annual confidentiality symposium. Mr. Ashe spoke eloquently of his 
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decision to disclose his medical condition and his concerns regarding invasion of pri- 
vacy. During that conference, both Mr. Ashe and other speakers highlighted the 
need for federal legislation to ensure that individuals have access to their health 
information and to protect the confidentiality of their medical records. 

In order to address the need for federal legislation, the American Health Informa- 
tion Management Association (AHIMA) drafted model language in February and 
March of 1993 with input firom AHIMA members, members of the Computer-Based 
Patient Record Institute Workgroup on Confidentiality, Privacy and Legislation and 
individuals from other professional associations. 

This model language was presented to members of The White House Task Force 
on Healthcare Reform on April 29, 1993. Comes of the model language have also 
been shared with staff to this Subcommittee. The model language was also included 
in the OTA report. 

There are a number of key provisions in AHIMA's model language which we be- 
lieve are essential elements of any legislation to govern the collection, use and dis- 
closure of health care records. These include: 

• Disclosure•No person other than the patient or the patient's representative 
may disclose health care information to any other person without the patient's 
authorization, except as authorized in this act. 

No person may disclose health care information under a patient's authorization, 
except in accordance with the terms of such authorization. 

The provisions of this section apply both to disclosures of health care information 
and to redisclosures of health care information by a person to whom health care in- 
formation is disclosed. 

• Record of Disclosure•Each person maintaining health care information shall 
maintain a record of all external disclosures of health care information made 
by such person concerning each patient, and such record shall become part of 
the health care information concerning each patient. The record of each disclo- 
sure shall include the name, address and institutional affiliation, if any, of the 
person to whom the health care information is disclosed, the date and purpose 
of die disclosure and, to the extent practicable, a description of the information 
disclosed. 

• Patient's Authorization; Requirements for Validity•To be valid, a patient's au- 
thorization must  

1) Identify the patient; 
2) Generally describe the health care information to be disclosed; 
3) Identify the person to whom the health care information is to be disclosed; 
4) Describe the purpose of this disclosure; 
5) Limit the length of time the patient's authorization will remain valid; 
6) Be given by one of the following means  

a) In writing, dated and signed by the patient or the patient's representa- 
tive; or 

b) In electronic forms dated and authenticated by the patient or the pa- 
tient's representative using a unique identifier. 

The AHIMA model also includes the following principles of fair information prac- 
tices: 

• Patient's right to know•The patient or the patient's representative has the 
right to know that health care information concerning the patient is maintained 
by any person and to know for what purpose the health care information is 
used. 

• Restrictions on collection•Health care information concerning a patient must 
be collected only to the extent necessary to carry out the legitimate purpose for 
which the information is collected. 

• Collection and use only for lawful purpose•Health care information must be 
collected and used only for a necessary and lawful purpose. 

• Notification to patient•Each person maintaining health care information must 
prepare a formal, written statement of the fair information practices observed 
Dy such person. Each patient who provides health care information directly to 
a person maintaining health care information should receive a copy of the state- 
ment of a person's fair information practices and should receive an explanation 
of such fair information practices upon request. 

• Restriction on use for other purposes•Health care information may not be used 
for any purpose beyond the purpose for which the health care information is col- 
lected, except as otherwise provided in this [ACT]. 
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• Right to access•The patient or the patient's representative may have access to 
health care information concerning the patient, has the right to have a copy of 
such health care information made after payment of a reasonable charge, and, 
further, has the right to have a notation made with or in such health care infor- 
mation of any amendment or correction of such health care information re- 
quested by the patient or patient representative. 

• Required safeguards•Any person maintaining, using or disseminating health 
care information shall implement reasonable safeguards for the security of the 
health care information and its storage, processing and transmission, whether 
in electronic or other form. 

• Additional protections•Methods to ensure the accuracy, reliability, relevance, 
completeness and timeliness of the health care information should be instituted. 
If advisable, additional safeguards for highly sensitive health are information 
should be provided. 

The AHIMA model language also contains provisions for civil and criminal pen- 
alties to protect against unauthorized use or disclosure. 

CONCLUSION 

Health care information is personal and sensitive information, that if improperly 
used or released, may do significant harm to a patient's interests in privacy and in 
health care, and may affect a patient's ability to obtain employment, education, in- 
surance, credit, and other necessities. Persons maintaining health care information 
need clear and certain rules for the disclosure of health care information. The move- 
ment of patients and their health care information across state lines, access to and 
exchange of health care information from automated data banks and networks, and 
the emergence of multi-state providers and payors creates a compelling need for fed- 
eral law governing the use and disclosure of health care information. 

AHIMA believes that it is critical for legislation to be enacted in the coming year. 
AHIMA applauds the Subcommittee for their concern regarding this issue and looks 
forward to working with the Subcommittee. 

STATEMENT OF ANNA FORBES, M.S.S. 

Thank you for giving me the opportunity to address this Committee. I am a social 
worker by training and an AIDS policy analyst by profession. I have been working 
in the field of HIV/AIDS since 1985 and am a civil libertarian by conviction. For 
all these reasons, I have become intensely concerned with the issues of confidential- 
ity and accuracy in HIV reporting systems. This concerns has led me and my col- 
league, Walter Cuirle, to engage in an extensive investigation of unique identifier 
systems as tools for the safe and thorough collection of Hrv-related information. 

Walter Cuirle is a physicist by training and a computer software designer by pro- 
fession. He and I have been working on this issue since 1991. Although we have 
focused on this from an HIV/AIDS perspective, our findings are applicable to any 
situation in which unique identifiers are being used for data collection. The central 
issues in any case are accuracy, non-duplication, reproducibility and confidentiality 
protection. 

Attached here are two documents written by Walter Cuirle; a "Glossary of Unique 
Identifier Terms" and "How To Design and Test A Unique Identifier System." Other 
policy makers have found these useful and we hope they can serve as tools to facili- 
tate this Committee's deliberations. 

Two principles are essential to consider in selecting the best possible unique iden- 
tifier system for public health data. They are: 

1) High quality data collection and privacy are not antithetical goals. 
They have been unnecessarily placed in opposition to each other in public 
debate. These goals are achievable in tandem and the implementation of a 
system that accomplishes both should be the standard to which we hold 
ourselves. 

2) A list is never created is a list that does not need to be protected. Fig- 
uring out how to eliminate the need for name bearing records is more pro- 
ductive than developing mechanisms to safeguard the confidentiality of 
such records. 

This is not to suggest that data should not be collected. Accurate, comprehensive, 
client-based information about health (are service delivery is unquestionably needed 
because it directly informs the planning, funding and monitoring of those services. 
Such data also play a key role in our epidemiological understanding of disease pro- 
gressions and health care needs. 
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But we must think of data collection as a function completely separate from the 
maintenance of records that identify individuals. The two need not and, in fact, 
should not be linked. Creating a system in which there is absolutely no need or oc- 
casion for them to be linked should be the goal. 

Once that is achieved, the issue of privacy violation becomes moot because the 
records that need privacy protection are not linked in any way to data bases main- 
tained by the federal government. This is what we mean when we say that a list 
that is never created is a list that does not need to be protected. Application of this 
principle is far more effective in terms of protecting individual privacy than any 
elaborate series of confidentiality protection steps can ever be. 

If I were you, I would say at this point that all this is a nice idea but totally unre- 
alistic. Fortunately, it's not. Walter Cuirle and I have co-authored two unique iden- 
tification systems that adhere to these two principles. The first one, called the Cli- 
ent Key System, was field tested with federal funaing from HRSA in ten AIDS serv- 
iceprovider sites across Pennsylvania in 1993. 

The second system, called DoubleLock, is an improvement of Client Key in some 
ways, since we were able to incorporate the lessons we learned during the Client 
Key field test into its development. We are seeking funding with which to field test 
DoubleLock. 

I mention these here only because they serve as examples of the systems that ex- 
plicitly incorporate non-duplication and reproducibility, two characteristics that are 
essential to making a system in which storage of identifying information is neither 
necessary nor desirable. I'm sure there must he other unique identifier systems that 
also fully incorporate these characteristics. 

As indicated in the Glossary attached here, duplication can be defined as the ex- 
tent to which input elements belonging to different individuals will generate the 
same identifier code. Duplication is usually stated as a percentage or rate. 

Name-based reporting, which is the first preference of epidemiologists, has been 
referred to by the CDC as the "Gold Standard" for elimination of duplicates. The 
CDC has not yet determined, however, the exact level of duplication that occurs in 
name based reporting. That duplication is (to expand the analogy) the alloy in the 
gold standard. It can actually be refined out to some extent by the inclusion of a 
private data element. There may be two John J. Smith's, for example, and they may 
even have the same birth date. But it is highly improbable that tney also have the 
same hand size. 

In any event, name based reporting is certainly not free of duplication. All of us 
can think of instances in which two individuals have, or are shown in public records 
as having, the same name. 

Only a few systems, such as those based on fingerprints or DNA typing, are free 
of duplication in a practical sense. In general, the lower the duplication rate is in 
the raw data elements fed into the computer, the less duplication will occur among 
the unique identifiers that come out of the computer. But the duplication rate is 
never zero. 

Understanding how duplication occurs is essential to the selection of a unique 
identifier system with minimal duplication rate. Soundex, a popular phoneme encod- 
ing scheme designed for quite other purposes, has been used by several states for 
generation of health-related unique identifiers. It has a duplication rate of 10 per- 
cent-20 percent. This has alreaay been assessed by HRSA as being unacceptably 
high. An efficient unique identifier system is one that generates or verifies the 
unique identifier code by processing data elements that: 

1) are as specific to the individual as possible 
2) demonstrably belong to that individual (so as to minimize fraud or du- 

plication of records as a result of "passing around" ID) and 
3) that do not vary over time. For example, use of address as an input 

data element is inadvisable. So is hair color. 
Another characteristic of a good unique identifier system is reproducibility; the 

ability to regenerate the same unique identifier from the same set of input elements 
every time. 

This appears to be a trivial factor until one looks at it in action. Let's consider 
reproducibility in light of the following scenario. It is now 1997 and I am going to 
my local clinic. I have just enrolled in the government's new Health Insurance pro- 
gram. A unique identifier number was assigned to me when I enrolled and the clin- 
ic, of course, needs that number in order to bill for my services. But how does the 
clinic know what that number is? 

One possibility is that I could produce a Health Access Card of the type President 
Clinton held up when he unveiled his administration's health care reform plan on 
television last year. But what assurance is there that the Card I produce really be- 
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longs to me? What if I borrowed it from my sister? What if I bought the Card on 
the black market because I am an illegal immigrant and don't quality to get •ny own 
Card? 

Another possibility is that the number assigned to me could simply be regenerated 
on the spot. I could be asked, for example, to produce some standard form of ID 
from which public record data elements (such as certain letters from my name and 
my birth date) could be selected. Then I could be asked to provide a specific private 
data element, such as a standardized measure of hand size, that is unique to me. 

Using these data elements, the clinic staff could make one phone call, punch the 
data elements into a touch tone phone, and receive my unique identifier number on 
the spot from a computer that re-encrypts my data elements on command. 

The computer could also indicate whether this unique identifier number matches 
one already assigned to a national Health Insurance participant. If it does, then I 
will have demonstrated two things: 

1) that I am who I say I am (since my private data element, hand size, 
cannot have been stolen or borrowed for presentation by someone claiming 
to be me) and 

2) that I am enrolled in the federal Health Insurance plan and qualified 
to receive services under it. 

That, in a nutshell, is the OoubleLock unique identifier system that Walter Cuirle 
and I have developed. We believe it provides a safe, reliable method of generating 
unique identifiers because it incorporates non-duplication and reproducibility. The 
data elements used to generate my unique identifier meet the criteria outlined 
above for minimizing duplication. And the ease with which the unique identifier can 
be regenerated on the spot minimizes fraud and automatically protects against con- 
fidentiality violation. 

Since my number can be regenerated by any service provider, there is no need 
for me to carry a Health Insurance ID card. Since I do not carry a card, my ID num- 
ber cannot be stolen or misused by someone trying to obtain confidential informa- 
tion about me without my permission. 

A unique identifier working group convened by the Maryland Department of 
Health and Mental Hygiene estimated that a code, to be used efficiently, should 
take no longer than 90 seconds to generate. We calculate that the DoubleLock code 
can be generated in less than 60 seconds. 

Let me use DoubleLock as an example of how a system can address the two prin- 
ciples I cited. 

I. ONE CAN ENGAGE IN FULL DATA COLLECTION WITHOUT COMPROMISING PRIVACY 

Under DoubleLock, an individual's unique identifier number can be generated by 
any service provider at any time. All you need is a touch tone phone. Although com- 
puter encryption is involved, the provider does not need to have either a computer 
on hand or any computer experience. 

This means that all providers, from the largest metropolitan hospital to the most 
impoverished, rural public health nurse, are equally capable using the system to re- 
port the services they provide. 

Privacy is protected by the inclusion of a private record data element in the mix 
of input elements. Systems that rely solely on public record data elements are sus- 
ceptible to confidentiality violation through cross matching. Precedent already exists 
for systematic confidentiality violation through computer facilitated cross matching 
of data bases. 

This is how it's done. Here I am again in 1997, having just enrolled in the na- 
tional Health Insurance program. This time let's imagine that I'm a health care 
worker and that my employer, a multi-hospital corporation, decides to find out 
which of its employees are HIV positive. Since the corporation can't legally require 
employees to be tested for HIV, it decides to go through a back door for this infor- 
mation. 

It manages, somehow, to get access to a list of national Health Insurance identi- 
fier codes for people who have had extremely low CD4 blood test results. Perhaps 
it obtains these tnrough a local laboratory with which it happens to have a large 
contract. 

Since CD4 blood test results below 200 almost invariably indicate active HIV dis- 
ease, the corporation can answer its question by determining whether any of its em- 
ployees have ID code numbers on this list. To do this, it takes the required data 
elements from its personnel files. Then it feeds these data elements tnrough the 
unique identifier software, which it has on hand because it develops ID codes for 
patients all the time. The computer generates pseudo-identifiers for all employees. 
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which the corporation then cross matches against the list of real identifiers obtained 
from the lab. Wherever a match occurs, the corporation has identified an employee 
who almost certainly has active HIV disease. 

The threat of confidentiality violation through cross matching cannot be com- 
pletely eliminated unless one of the data elements is not a matter of public record. 
Think of what a difference it would have made, in terms of this scenario, if one of 
the data elements needed to produce my unique identifier number were a private 
data element, something that is never a matter of public record. This could be some- 
thing as simple as hand size, foot size or a private word I select, myself. My private 
data element will never be recorded in my employee records, my Social Security file 
or on my drivers license. It simply will not be available without my consent and 
participation. This eliminates the danger of confidentiality violation through cross 
matching. 

Once that risk is eliminated, data can be stored, transported and compiled with 
impunity. This is why we contend that a confidential unique identifier system (one 
that includes a private data element) can actually facilitate data collection. Since 
names are not used and names cannot be accessed through cross matching, there 
is no need for restrictions on who can obtain data, how it is stored or how frequently 
it is transferred from one public entity to another. Privacy is already assured. 

Now I'd like to use elaborate just a little on the second fundamental principle we 
have identified, which is: 

II. A LIST THAT IS NOT CREATED IS A LIST THAT DOES NOT HAVE TO BE PROTECTED 

Let's go back one more time to my 1997 persona. Suppose I did come into my local 
clinic proudly carrying my new federal Health Insurance identification card. You, 
as the clinic staff, are faced with the task of determining whether my Card really 
belongs to me. One way you could do this is by getting out a master list of all the 
unique identifier numbers assigned to Card holders. 

Then you'd ask me to produce a second form of identification for confirmation and 
you'd compare the name on my second ID to the name and number on my Card and 
the number as it appears on the master list. 

The problem with this solution, of course, is that it requires maintenance of a 
master list. Who's going to be in charge of protecting the master list? And how will 
they do it? 

As you know, state legislation gets introduced all the time proposing to attach 
penalties or restrictions to particular behaviors. Suppose my state passes a bill say- 
ing that everyone with a history of alcohol abuse will be issued a bright red drivers 
license, so that police can tell at a glance if someone they pick up has ever had a 
drinking problem. Now suppose that I was treated for alcoholism two years ago. I 
don't drink at all now but, once they pick up the master list and cross match it 
against alcoholism treatment records, the Department of Motor Vehicles will know 
that I did drink before and they will issue me a red license. 

If the state has a master list that connects unique identifier numbers with names, 
then it has information that it can be forced to turn it over as new legislative man- 
dates are passed. If the state only has unique identifiers, however, and no master 
list, then it has nothing of use to those wishing to violate individual confidentiality. 

Use of master lists at any level automatically raises the question of "Quis 
custodiet ipsos custodes" or "who guards the guardians". This is a question that, as 
politicians know, has endless ramifications and is almost never answered to the sat- 
isfaction of the public. Why engage it unnecessarily? If full, accurate, verifiable data 
collection can be achieved without master lists, why have master lists? 

I would like to conclude on a note that should be pleasing to Vice President Gore 
and his colleagues. The creation of a national confidential unique identifier system 
of the type I have described would require very little by way of new record keeping 
systems. In other words, no new paper. 

A service delivery tracking system will have to be created for a national Health 
Insurance system, anyway. But, beyond that, the only thing the system we've de- 
scribed would require is maintenance of a data base of all approved, enrolled unique 
identifier numbers. That data base would be maintained electronically through the 
existing telephone networks and accessed electronically by service providers. 

The public record data elements needed for this system can be obtained from uni- 
form types of identification already in common use such as driver's license, voter 
registration card, citizenship papers, passport, etc. No new paper, no new networks. 

Thank you again for the opportunity to present these ideas to you today. Regard- 
less of the outcome of these hearings, I hope you will bear the principles I have out- 
lined in mind. All too often, public health and civil liberties are portrayed as nee- 
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essarily oppositional interests. Walter and I have tried to show that this need not 
be the case with regard to confidential unique identifiers. 

Senator Dole, in his Minority Response to the State of the Union message last 
Tuesday night, indicated great concern about the privacy of citizens' health care 
records. We applaud his concern and agree that careful consideration should be 
fiven to the question of how our health care records are to be transported on the 
nformation Superhighway. It is not unreasonable to want the confidentiality of 

those records to be ftuly protected. 
Neither is it unreasonable for health policy analysts to want data that completely 

and accurately describe what health care services are consumed in the country, how, 
with what frequency and under what circumstances. 

Confidential unique identifiers are the key to meeting both of these needs. They 
allow us to improve upon the old "Gold Standard" of name reporting and move to 
a system that is simultaneously more efficient and more protective. By advancing 
our definition of what is needed, we also redefine what is acnievable. 

Thank you. 

THE GLOSSARY OF 'UNIQUE ID' TERMS BY W. CUIRLE 

(An earlier version of this document was prepared for the AIDS Institute of the 
New York State Department of Health 11/08/93) 

Algorithm•A set of rules or a formula. For example, the algorithm for represent- 
ing x as a percentage of y is: "Divide x by y then multiply by 100." 

Checksum•An encoding algorithm that creates an identifier by performing some 
summing function on the input elements Checksums were invented as a technique 
to determine whether two blocks of text are the same. Imagine a simple system in 
which there are only capital letters and they are assigned values A=l, B=2 and so 
on. Punctuation is ignored and the checksum is computed by simply adding up the 
values of the letters. In this system, the checksum for "APPLE" is 40 and for "AP- 
PLES" is 59. Most checksum methods are far more sophisticated than this, but all 
have the same basic purpose and all are inherently non-reversible. HRSA's algo- 
rithm for the proposed URN is a checksum method. See 'Reversibility.' 

Client Key•Name for an encryption system that creates unique identifiers. Client 
Key was created by Alainn Design and field tested by HRSA in Pennsylvania in 
1992/93 as an alternative to the URN in per-unit service tracking. It is a reversible 
encryption assignment method that uses a client-selected word, phrase or number 
as an encryption key. The key can be of any arbitrary length up to 26 characters. 
Keys are verified through either existence or reversal. It relies on there being some 
incentive for the client to use the same key at every encounter. 

Confidential Unique ID•See 'Public Element,' Trivate Element' and 'Reversibil- 
ity. 

DoubleLock•Name for an encryption system that creates unique identifiers. 
DoubleLock was created by Alainn Design to answer the CDC's perceived need for 
the reporting of HIC and CD4 test results by laboratories and the real need for cli- 
ent confidentiality. It is a reversible encryption method using as an encryption key 
some a stable body measurement, such as a ratio of hand measurements. It has the 
necessary advantage in this application of being verifiable by demonstration and re- 
versibility and it is independent of incentives to the client. The cost of this benefit 
is that the range of the encryption key is much less than in Client Key. 

Duplication•The extent to which input elements belonging to different individ- 
uals will generate the same identifier. Also, a measure of the occurrence of many- 
to-one correspondence in a system that is supposed to be one-to-one. Duplication is 
usually stated as a percentage or rate. No system is theoretically free of duplication. 
Only a few systems, as those based on fingerprints or DNA typing, are free of dupli- 
cation in a practical sense. The minimum duplication rate of a system is a function 
of the input elements and the selection rules tor both list and encryption assignment 
systems. If an encoding assignment system uses a non-reversible algorithm, it in- 
creases the minimum duplication rate. Minimum duplication rate is never zero. 

Encode•Any process that transforms a set of inputs (a message) into some other 
form. All encryption techniques are also encoding techniques. Noit all encoding tech- 
niques are also encryption techniques. The distinction is that encryption techniques 
are inherently reversible and therefore do not lose any input information. 

Encrypt I Decrypt•To hide or conceal/to reverse the process Properly speaking, a 
message is said to be encrypted if and only if the process can be fully reversed to 
obtain the original message. Messages that are merely transformed in some way but 
cannot be reversed are encoded. In the context of identifiers, "encrypt" and "encode" 
have, unfortunately, been used interchangeably. 
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Encryption key•The knowledge necessary to decrypt a message A key could be 
as simple as knowledge of the encryption algorithm (see Transposition') or it could 
be knowledge of a particular input element (see 'Private Element'). 

Reversibility has nothing to do with security; it has everything to do with unique- 
ness. 

Encoding / Encryption assignment•An ID generation method in which assign- 
ments are made without direct reference to a master list. Instead, a set of selection 
rules is applied to the set of input elements with the presumption that the result 
(the input string) is as unique to the individual as the input elements. The input 
string is passed through an algorithm that generates the final ID. (If the algorithm 
is reversiole, the method may be called 'encryption assignment.') Encoding assign- 
ment methods that use only public input elements are ultimately no more secure 
than the algorithm that generates them. Given the algorithm, any comparable list 
of public elements can be used to regenerate the IDs and this list can be compared 
against the list of real IDs to identify the individuals by name. 

Identifier•A string, tvpically of fixed length, made up of letters, numbers or a 
combination of them. Identifiers are generated by list or encryption assignment. 
When there is a one-to-one correspondence between individuals and their identifiers, 
the identifier is unique. 

Input element or data element•A characteristic that helps to identify an individ- 
ual. For example: name, address, gender, birthdate and so on. An identification 
code, regardless of the method of generation, can be no more unique than the sum 
of its input elements. 

Lifetime of an element•The average time over which an input element retains the 
same verifiable value. With the exception of just a few possible input elements like 
fingerprints or DNA type, all input elements have a finite lifetime. This is entirely 
a function of population and behavior. Take, for example, an urban population be- 
tween the ages of 18 and 30. Within that population there will be a certain non- 
zero number of changes in every public element: name, gender, address, even 
birthdate may change as a matter or public record. Of the elements used to create 
an ID, the shortest lifetime of any element determines the lifetime of the ID. A dif- 
ferently defined population will have a different set of lifetimes for the component 
elements. Absent any incentive (in the sense of direct personal benefit, not punish- 
ment) to report these changes AND a method to track them, all identifier systems 
will erode over time. 

List assignment•A generation method in which identifiers are assigned by direct 
reference to some master list. Each entry in the master list is a set of public data 
elements. Assignment is typically serial: to generate a new ID, the set of elements 
for the individual is compared against the master list and the new set determined 
to be or forced to be unique; then, the next number in the ID sequence is assigned. 
Prisoner or military IDs backed by fingerprints are one such system that works 
well; social security is similar but more vulnerable to fraud; telephone numbers are 
a one-to-many list assignment. List assignment methods are very efficient in that 
they maximize the use of selection space. On the other hand, the necessary exist- 
ence of the master list makes them impossible to keep confidential. 

Many-to-one correspondence•Several different sets of elements correspond to the 
same identifier. This is a useful property in identifying groups; for example, several 
family members at one address or several patients at one clinic. In the context of 
uniquely identifying an individual, it represents a design flaw. Non-reversible 
encryption assignment methods all have an inherent risk of many-to-one cor- 
respondence•the trick is in measuring that risk. Many-to-one cannot be unique. 

One-to-one correspondence•One set of input elements corresponds to one and only 
one identifier. An encryption assignment method that is reversible is provably one- 
to-one and therefore as unique as its inputs. List assignment methods may or may 
not be, depending on intent. For example, by design telephone numbers are unique 
but not one-to-one; social security is supposed to be both unique and one-to-one. 
One-to-one is always unique, but unique is not always one-to-one; however, in the 
context of identifiers for individuals, unique and one-to-one are synonymous. 

One-to-many correspondence•One set of input elements corresponds to several 
different identifiers. Whether or not this is a good thing depends on intent and 
method. It is a good thing for telephone numbers, a problem with social security 
numbers. One-to-many may also be unique, as with telephone numbers. 

Private or non-public element•am input element that is not collected into a public 
list. This could be almost anything: ratio of hand width to hand length; model of 
television in the living room; name of first pet. To be practical, an ID system that 
uses private elements must use verifiable private elements. 

Public element•An input element that is already collected as part of some public 
list. For example: name, address and birthdate are all together as elements in all 
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drivers' licenses, so all three are public elements. If all of the input elements that 
comprise a unique identifier system are part of any one public list, the ID system 
cannot ever be confidential since individuals can always be identified by cross 
matching to the public list. This is true regardless of generation method. 

Range or variability•The number of mutually exclusive values a particular input 
element can have. For example: gender has a range of 2; birth month plus birth day 
has a range of 366. A design goal is to use elements with a broad range or high 
variability (see 'Selection Space'). (Note that both these terms have quite different 
meanings in other contexts.) 

Reproducibility•The extent to which a set of elements from a particular individ- 
ual will generate the same ID every time. On the face of it, this is a trivial issue; 
it would seem that a particular individual will always have the same set of input 
elements. As a practical matter though, this is not the case. People change their 
names and addresses or they may have perfectly valid forms of public ID with dif- 
ferent names; for example, 'Bill' and 'William' or 'Betty and 'Elizabeth.' Failure to 
reproduce an ID from verifiable inputs is sometimes called "the Betty/Elizabeth 
Problem." See also 'Lifetime.' 

Reversibility•The ability.to regenerate input elements correctly from the identi- 
fier. An encryption assignment method (one that uses a reversible algorithm) is 
provably one-to-one and therefore has an incremental duplication rate of zero due 
to the algorithm. A list assignment method is reversible if and only if the master 
assignment list is available. An arbitrary encoding technique may not be reversible 
at all. Reversibility has nothing to do with confidentiality. 

Selection rules•techniques used to reduce the length of input elements while 
minimizing the effect on uniqueness. Input elements frequently nave a much larger 
selection space than their range. Selection rules attempt to maximize the ratio of 
a variable's range to its selection space without a significant loss of range or in- 
crease in duplication. The degree to which a given set of selection rules succeeds 
in this goal can only be determined empirically. For example, HRSA's proposed 
URN uses the selection rules: "1st and 3rd letter of last name plus 1st and 3rd let- 
ter of first name." Ghent key uses "first four letters of last name plus first letter 
of first name." There is no analytical means to judge between them. 

Selection space•The total number of possible values that could be represented in 
the number of characters allocated for a particular element within an ID. This de- 
pends on the length and structure of the ID string. For example, one hundred things 
can be represented with two digits. A social security number is always nine digits, 
so it has a selection space of one billion values. If capital letters were allowed as 
well, the same nine character string would have a selection space of ten thousand 
billion. Pure list assignment methods have a range equal to the selection space and 
are therefore compact and efficient. Encoding assignment methods will always have 
a variability less than the selection space. A design goal is to minimize this dif- 
ference. 

Soundex•Name for a common phoneme-encoding algorithm that generates a code 
equivalent to English phonetic spelling Soundex was invented to allow someone to 
search a list of names using an uncertain spelling as an input. It generates the 
same four-character code for all names that sound alike, regardless of spelling. Its 
strength lies in its ability to generate many-to-one codes. For example the Soundex 
code is "C640" for all of these: "Curley," Curly," Curie," "Curlae" and "Cuirle." It 
is a very useful addition to any name-lookup or spell-check application and has long 
been used by the US Census for that purpose. 

TVafisposirton•A simple encryption system based on the substitution of one letter 
for another according to a fixed set of rules. This is perhaps the simplest form of 
encryption, but it illustrates all the properties of a reversible algorithm as a basis 
for an encryption generator. Rules can oe as simple as "Substitute B for A, C for 
B * * * A for Z." Toys like the Captain Midnight Decoder Ring are common exam- 
ples. 

Unique identifier•A characteristic of an identification system designed for one- 
to-one correspondence. The identifiers created by a system can be no more unique 
than the input elements used to create them. No practical set of input elements is 
100 percent unique and the generation process invariably introduces more duplica- 
tion. A unique identifier is a goal, not a reality. (See 'Duplication,' 'Lifetime,' 'Repro- 
ducibility,' 'One-to-one Correspondence'). 

Uniqueness•See 'One-to-one Correspondence,' 'Reversibility' 
URN•Unique Record Number. A unique identification system proposed by 

HRSA, a part of DHHS, as a component of its Universal Reporting System (URS). 
URS is a client level reporting system designed to support Ryan White funding. In 
the URS, clients are identified by the URN rather than by name. The URN is a 
non-reversible encoding assignment technique using a form of checksum algorithm. 
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It was field tested throughout the country in 1992/93. The final report is in prepara- 
tion. 

Variability•See 'Range' 
Verification•The act of confirming that an ID or elements of an ID in fact belong 

to the individual that claims them. Input elements and IDs can be verified by dem- 
onstration, existence, or reversal. Demonstration means that the person presents 
some standard form of public ID, such as a driver's license. Verification by existence 
means that the ID is generated from the presented elements and then checked 
against a list of IDs. Verification by reversal means that the person supplies the 
encryption key needed to reverse the ID and the composite public elements. If the 
decryption process generates the same public elements, the key is verified. (See 'Cli- 
ent Key' and 'DoubfeLock') 

How TO DESIGN AND TEST AN IDENTIFIER SYSTEM BY WALTER F. CUIRLE 

(An earlier version of this document was prepared for the AIDS Institute of the 
New York State Department of Health 11/08/93) 

Some of the debate over unique identifiers centers on the security of various algo- 
rithms, as if that were the only important aspect. The simple fact is that any system 
using only public input elements can be circumvented without any knowledge of the 
algorithm at all. 

Other aspects concentrate on the cost of implementation, asserting high or low fig- 
ures depending on the agenda but in both cases without much substantiation. 

Some have called plain text name reporting the 'gold standard' of reporting, deny- 
ing the error and duplication in all public records and implying that no identifier 
system could perform as well. In fact, appropriately designed private element sys- 
tems can improve on the reliability of public records and refine that uncertain 
standard. 

The fact is that the entire debate is taking place in a quantitative vacuum. No 
one has measured the base alloy in the so-called gold standard. No one has meas- 
ured the performance of an ID system against such an assayed standard. No one 
has stated performance standards and substantiated them in any meaningful way. 
Everyone is stretching and polishing analogies, trading assertions instead of test re- 
sults and debating with credentials and titles instead of fact. 

This test suite can help fill that vacuum. It is simple, straight-forward, relatively 
quick and provides a numeric basis for comparison or any unique ID generation sys- 
tem. It is not perfect, but it is a start. As Lord Kelvin once pointed out, "If you can- 
not say a thing in numbers, your knowledge is of a meager and unsatisfactory kind." 

1. Define the system's performance 
Transcription•Will you want to transcribe IDs to paper? If so, look to systems 

that minimize transcription errors. Capital letters only or numbers only are best, 
but generate longer IDs than a combination of the two. Systems that include arbi- 
trary punctuation or lower case letters lead to transcription errors. 

Length•Will you want people to be able to remember IDs? Old telephone com- 
pany tests demonstrated that the maximum length most people can remember eas- 
ily is between five and seven characters in groupings of three and four. (That's why 
telephone numbers are seven digits long and were initially a mnemonic plus five 
digits.) 

Longitudinal tracking•Do you want to track individuals over time? Over loca- 
tion? How long a period of time and how wide a geographic area? If the answer is 
no to both, almost any verifiable system will do. To the extent that the answer is 
yes, you must determine the lifetime and geographic scope of both the IDs and its 
component elements. 

Lifetime of identifier•Decide on a lifetime for your identifier. Be practical•in the 
absence of any positive incentive that will induce people to report changes, you can- 
not have an inexpensive ID system that remains 100 percent reproducible for all 
time for every person of any age in all geographic areas. Represent lifetimes by di- 
viding the target population into age groups: for example, 0-5 years, 6-15 years, 
16-22 and so on. This is a rough cut. Base your decisions on your desire for stability 
over a entire range, your estimates for possible changes in verifiable input sources 
across ranges and your guess at the utility of having tne range identified within the 
population. Actual measurements of stability are taken later and the ranges can be 
refined. 

Selection of input elements•The average lifetime of the input elements must be 
greater than or equal to the selected liietime of the identiner and each element 
must be verifiable and reproducible. There are not too many choices•last name, 
first name, middle name, gender and birthdate are about it for public verifiable ele- 
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merits. Address is a possible element if you have a short ID lifetime or don't care 
about longitudinal tracking. 

Consider the variability of the element as well; for example, gender is only two- 
valued and is unlikely to have much practical effect if first and last names are used 
as well. 

Reproducibility and Verification•Reproducibility: How will you determine the 
correct way to make the input entry so that the same element is entered the same 
way every time? Do you include suffixes such as "Jr" or "III" with the last name? 
What is the first name in "H. Ross Perot," H or Ross? Make up some fixed set of 
rules, but don't try to cover every exceptional case. 

Verification: How will you determine whether the input elements belong to this 
individual? While it may be reasonable to rely on some kind of picture ID for per- 
sons over 18 who are likely to have driver's licenses or some similar ID, how will 
you verify pediatric cases? What is the preferred form of verification? 

You need a definite answer to these questions for each input element in each age 
range selected. 

One overlooked question is this: In the case of hyphenated last names, which is 
the "last" name? In Anglo usage, choice of the first of the two might provide continu- 
itv of ID for women through marriage but it may not appear on all forms of ID. 
The hyphenated usage is also beginning to appear in some records for Anglo chil- 
dren. In some Hispanic and Russian usages, hyphenated last names have long rep- 
resented paternal and maternal lines that can be interchanged or dropped depend- 
ing on circumstance. 

Selection rules•Decide on a set of selection rules. These may be and probably are 
dictated by the algorithm you intend to use. In those cases where an algorithm ac- 
cepts the entire length of a name, be sure that you are thorough in your 'reproduc- 
ibility' decisions. 

2. Measure raw input reproducibility 
This requires access to a large database of public records. You will repeat the test 

for each selected age range. Suppose that we want to measure reproducibility within 
the age range 0 through 5. 

Use a set of closed public records. Select a sample of, say, 50,000 from birth 
records of, say, 1985. Follow the public record of these individuals through 1990, 
tracking changes in input elements. Suppose that by 1990, 500 members of this co- 
hort have had their names changed through adoption or other means. Five have had 
the public record of their birthdates changed to reflect the correction of some clerical 
error. (If the information is available, adjust the numbers for migration out of the 
area and death. For the sake of argument, suppose that 2,000 in this age range 
leave the jurisdiction.) 

500/48.000 . 
5/48.000  
100 iwrcent 

1.04 percent changed names as recorded 
0.01 percent changed birthdates 
1.05 percent = 98.95 percent Maximum rate of reproducibil- 

ity 

Adjust the sum as necessary for other input elements and all possible changes. 
For example, if address is one of your input elements and there are 5,000 changes 
of address within the cohort and within tne jurisdiction, then 

200/48.000 ., 
5/48.000   
5000/48000 
100 percent 

1.04 percentchanged names as recorded 
0.01 percentchanged birthdates 
10.42 percentchanged address 
11.47 percent = 88.53 percent Maximum rate of reproduc- 

ibility 

3. Measure raw input uniqueness 
This requires access to a large public database in which records contain more ele- 

ments than those that will be used as input elements. The extra elements will be 
used to identify duplicates. 

Select a sample limited to the age range under consideration for some single in- 
stant in time. A sample taken from current records will do. 

Sort or index the sample based on all the input elements plus any other existing 
element that will serve to distinguish among duplicates. If, for example, you are 
using birth records for this montn then the mother's name might be sufficient to 
break a tie. Check that the resulting sample is a unique list when the tie-breaker 
is included. 

Within the sorted sample, count the number of unique occurrences of the sums 
of the full-length of the selected input elements. Be careful. If, for example, the 



134 

input elements are last name and first name and a record reads "Franklin W. Smith 
Jr." then the sum of the input elements is "SmithFranklin" since middle initial and 
suffix are not designated input elements. 

The rate of duplication is ratio of the second count to the first. Suppose, for exam- 
ple, that you select 50,000 current birth records and demonstrate based on internal 
evidence that 49,900 of these are unique as you define that for this purpose. (The 
100 might be incomplete or could be indistinguishable based on available data.) 
When you count unique occurrences of designated input element sums in this list 
of 49,900, suppose that you find 49,500. Then: 

(49.90(M9.500)/49.900   
100 percent•0.80 percent 

0.80 percent raw rate of duplication or 
99.2 percent raw rate of uniqueness 

4. Compute the maximum, reliability 
Reliability can be expressed in words this way: Select an individual at the begin- 

ning of the age range specified and record the input elements. At some time later, 
equal to the age interval specified, record the input elements for the same individ- 
ual. What is the probability that the input elements are the same both times AND 
are unique to this individual? / 

Mathematically, this is just the combined probabilities (the product) of the repro- 
ducibility and the uniqueness or Reliability, reproducibility, uniqueness. Using the 
examples above. 

Reliability without addresses .... 
Reliability with addresses  

98.95 percent 
88.53 percent 

99.2 percent 
99.2 percent 

98.16 percent 
87.82 percent 

Error rate is just 100 percent minus reliability, another measure of the same 
thing: 

Error rate without addresses 
Error rate with addresses , 

100 percent•98.16 
100 percent•87.82 

1.84 percent 
12.2 percent 

NOTE: THESE RELIABILITY FIGURES ARE ENTIRELY THE RESULT OF 
POPULATION BEHAVIOR, THE QUALITY OF PUBLIC RECORDS AND THE SE- 
LECTION OF INPUT ELEMENTS. THEY ARE UTTERLY INDEPENDENT OF 
SELECTION RULES AND ENCODING OR ENCRYPTION ALGORITHMS. YOU 
MUST COMPUTE THE MAXIMUM RELIABILITY FIRST•IT IS THE BASE LINE 
AGAINST WHICH ALL CANDIDATE ID SYSTEMS ARE COMPARED. 

5. Compute the effect of the private element(s) 
If the system under test DOES use a private element or key, repeat item 2 above 

using the private key as an additional input element. A private element will have 
the net effect of decreasing duplication and increasing uniqueness. If the element 
is fixed, it will have no net effect on reproducibility. If it is not fixed, it will tend 
to decrease reproducibility. 

To find the effect of a key on duplication and uniqueness, recompute the rate of 
duplication and maximum uniqueness with the key taken into consideration as just 
an additional field. The incremental effect of the private input element is the dif- 
ference between the uniqueness computed there, without the key, and the unique- 
ness computed here, with it. 

Suppose that, as in item 2, we start with 49,900 unique records and find a count 
of 49,500 unique combinations of input elements without the key and 49,800 unique 
combinations with the key. 

Even if all of the keys were identical, the number of unique combinations with 
the key cannot be less than the number without the key. In other words, duplication 
is reduced or left the same and consequently uniqueness is increased or left the 
same. 

(49,800-49,5001/49.900 0.60 percent   Correction in duplication rate due to key. 

Corrections due to the key will always REDUCE the net duplication rate or IN- 
CREASE the net uniqueness. 

If the key or private element is variable, do a similar recomputation of reproduc- 
ibility. A variable key will tend to DECREASE reproducibility. 

6. Compute the effect of selection rules 
If the system under test does NOT use a private key, start with the second list 

created in item 2 above, the list which has only lull length input elements but in 
which every record is known unique. (The count in that example was 49,500.) If the 
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system DOES use a private key, start with the list created in item 4 above, the list 
which has both full length input elements and keys and in which every record is 
known unique. (The count in that example was 49,800. 

Apply the selection rules as stated for the system under test to every record in 
this test list to create still another list. Count the number of unique occurrences of 
each record, taken as a whole, in this new list. Suppose, for example, that you start 
with 49,500 known unique sets of full input elements. After applying the selection 
rules, suppose that the count of unique strings in the result is 49,300. This means 
that 200 duplicates were introduced solely because of the selection rules. Then: 

200/49,500 .... 4.0 percent Correction in duplication rate due to selection 
rules 

Corrections due to selection rule will always INCREASE the net duplication rate 
or DECREASE net uniqueness. 

7. Compute the effect of the encoding or encryption algorithm 
Corrections due to the encoding algorithm used wiD always INCREASE the net 

duplication rate or DECREASE net uniqueness. 
A reversible encryption algorithm transforms inputs one-to-one so that there is no 

net loss of information. The correction due to such an algorithm is zero. 
The effect of a non-reversible encoding algorithm may be zero, but this can only 

be determined by testing. Start with the known unique list from item 2 (if there 
is no key) or item 4 (if there is a key). 

Apply the algorithm to the list overall and count the number of unique occur- 
rences in the resulting list of identifiers. The difference between this number and 
the total number of input records, divided by the total number of input records, is 
the correction to the net duplication rate. 

For example, suppose that the input list is 49,500 unique records. After applica- 
tion of the algorithm, the count of unique IDs is 49,450. Trie correction to the dupli- 
cation rate is therefore: 

(49,50(M9,450)/49,500 0.10 percent   Correction to duplication rate due to algorithm 

8. Compute the overall reliability of the system 
The overall reliability of the system is tne product of the corrected reproducibility 

and the corrected uniqueness. 
Raw reproducibility•Correction due to variable key. Corrected reproduc- 

ibility 
Raw uniqueness + Correction due to key•Correction due to selection 

rules•Correction due to effect of algorithm. Corrected uniqueness 

AMERICAN HOSPITAL ASSOCIATION, 
CAPITOL PLACE, 

Washington, DC, April IS, 1994. 
Hon. PATRICK J. LEAHY, 
Committee on the Judiciary, 
U.S. Senate, Washington, DC. 

DEAR SENATOR LEAHY: The American Hospital Association (AHA) is pleased to be 
able to respond to the additional questions forwarded by your staff in follow up to 
the 27 January hearing at which Carolyn Roberts, Chair of the Board of the AHA, 
delivered the Association's testimony. 

Let me begin by stating that some of the areas encompassed by the Questions are 
ones that AHA has only recently started to explore, and for which, tnerefore, we 
have no formal policy in place. I will try to provide you with the benefit of some 
of our thinking in those instances where our policy is still fluid. Moreover, I will 
try to group the questions together when this will provide for better answers. 

Your Questions 1-3 concern the development and use of a health security card. 
The AHA has no formal policy on such a card but would like to share with you some 
of the issues we see as important. The primary purpose of a health security card 
is to function as a uniform entry point into the health care system via a database. 
A question arises here as to whether there should be a single database or a mul- 
titude of smaller community databases. At the least, it is important that inquiries, 
responses and updates to any database be maintained at the community level be- 
cause that is where health care is delivered. 
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We believe that uniformity and simplicity are key goals; introducing multiple care 
styles, to allow for consumer choice, would not further these goals and could require 
providers to purchase multiple card reading devices, which could become costly and 
burdensome. 

As far as the type of card to be chosen, the magnetic strip card is the most com- 
mon form in use today, and probably the quickest and most convenient way to per- 
mit hospitals and other providers to be routed to the appropriate database. While 
a smart care can hold an individual's entire medical record through use of a com- 
puter chip in the care, the current process for updating the patient's record on to 
the chip is weak and imprecise. 

In addition, a patient's health record is rarely complete at the time of a discharge 
or when services are rendered. Getting such information on to the card at that time 
would be impossible; requiring the patient to return simply to update the card 
would be difficult. 

Any unique identifying number (Question 4) issued as part of a health Security 
card does have the potential to become, in effect, a national identification number. 
For this reason, it is important that those whose work brings them legitimately in 
contact with patient information understand their responsibilities as to the con- 
fidential nature of such information. Strict database protocols must be established 
with redundant safety features to prevent unauthorized access and provide an his- 
toric log to track organizations and individuals who view or receive patient informa- 
tion. 

The need for privacy and confidentiality of medical records applies to both paper 
and electronic information (Question 5). However, the general public perceives com- 
puterized medical records to be more vulnerable because they are travelling along 
an electronic highway where it is conceivable that a greater number of unauthorized 
individuals can view or obtain the information. Therefore, the AHA believes incen- 
tives are necessary to protect individually identifiable health care information trav- 
elling in an EDI (electronic data interchange) environment. This does not, however, 
preclude a uniform confidentiality law protecting all individually identifiable patient 
information regardless of the medium. 

As far as the types of medical records covered by National Health Board stand- 
ards (Question 8), our reading of the language seems to indicate that all health re- 
lated information, whether maintained in a hospital or an individual physician's of- 
fice, would be covered by the standards. 

Our written testimony addresses the issues raised by your Questions 9 & 10. We 
stated that there are only two major components of the Administration's bill that 
need strengthening in the area of privacy and security of medical information. First, 
we think there must be a federal preemption clause, which would allow a federal 
confidentiality law to occupy the field and completely preempt the application of 
state law to the collection, storage, processing and transmission of individually iden- 
tifiable health care information. We believe the WEDI model legislation attached to 
our written statement is a workable model for this effort. Second, we believe that 
the three-year delay in instituting new and stronger confidentiality protection is far 
too long. 

Questions 11, 12 and 14 all relate to the penalty provisions of the Health Security 
Act. The AHA believes that criminal penalties should be enforced against an indi- 
vidual who obtains individually identifiable health care information through false 
pretenses or theft and that civil monetary penalties should be assessed against any 
person who knowingly discloses confidential health care information. For a more de- 
tailed understanding of AHA's policy for inappropriate uses of identifiable health car 
information, please refer to the WEDI model legislation, Sections 12 and 14, at- 
tached to our written statement. 

Questions 16 and 17 raise some interesting ideas about the use of advanced tech- 
nology to maintain an accurate record of who has viewed information and for what 
purposes. Although this is another area where the AHA has no formal policy, we 
would like to address some issues. First, of course, is whether these technologies are 
affordable to the health care system. Second, it might be useful, in the technology 
envisioned in Q. 17, to know whether there could be an override in certain cir- 
cumstances. Last, there would have to be a very careful definition of categories for 
access in Q. 17. For example, would "Physician" include attending physician, con- 
sulting physician, or utilization review company physician? 

Finally, Question 18 looks at state criteria for confidentiality in health plan cer- 
tification. We believe there should be one uniform federal law to occupy the field 
and preempt all state laws on confidentiality. 
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Thank vou for the opportunity to present testimony and answer questions on 
what we believe in a very important series of issues to be decided in health care 
reform. 

Sincerely, 
PATTI ROBERTS GOLDMAN, 

Senior Associate Director, 
Congressional and Executive Branch Relations. 




