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Implementation Guidance for Title V of the E-Government Act, 
Confidential Information Protection and Statistical Efficiency Act of 2002 (CIPSEA) 

 
I.  Introduction 
 
A.  Overview 
 
 Issues of privacy and confidentiality are of increasing concern to respondents to Federal 
government surveys.  Agencies often seek to assuage these concerns by pledging to respondents 
that the agency will protect the information that respondents provide, and by using whatever 
statutory authority that the agency has to substantiate this pledge.  However, many agencies do 
not have strong confidentiality provisions in their authorizing statutes.  In this case, agencies may 
be able to use government-wide statutes such as the Privacy Act or exemptions under the 
Freedom of Information Act as the basis for a pledge to respondents, but these statutes still do 
not apply to many Federal surveys.   
 
 The Confidential Information Protection and Statistical Efficiency Act of 2002 (CIPSEA) 
is a new government-wide law that can provide strong confidentiality protections to many 
Federal agencies conducting statistical information collections such as surveys and censuses as 
well as other statistical activities including data analysis and modeling, sample design, etc.  The 
purpose of this guidance is to inform agencies about the requirements for using CIPSEA and 
clarify the circumstances under which CIPSEA can be used.   
 
 There are several key definitions and distinctions in CIPSEA regarding statistical and 
nonstatistical agencies, and statistical and nonstatistical purposes that affect whether CIPSEA 
can be used by an agency to acquire and protect information.  Below is a brief description of 
these major definitions and distinctions as well as of issues related to data sharing under CIPSEA 
and additional requirements for using CIPSEA that are addressed in greater detail in this 
guidance.   
 

1.  Is the agency a statistical or nonstatistical agency?  CIPSEA distinguishes between 
statistical and nonstatistical agencies or units and imposes different requirements and privileges 
on these different types of agencies.  Briefly, statistical agencies or units are those whose 
activities are predominantly the collection, compilation, processing, or analysis of information 
for statistical purposes.  More detail and a listing of statistical agencies and units is provided in 
section I., part G of this section of the guidance.   
 

2.  Is the information used for statistical or nonstatistical purposes?  CIPSEA provides 
protection for information acquired for statistical purposes under a pledge of confidentiality.  
Under CIPSEA, a statistical purpose includes the description, estimation, or analysis of the 
characteristics of groups, without identifying the individuals or organizations that comprise such 
groups, while nonstatistical purposes include any administrative, regulatory, law enforcement, 
adjudicatory, or other purpose that affects the rights, privileges, or benefits of a particular 
respondent.  Information acquired and protected under CIPSEA may only be used for statistical 
purposes.   
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3.  Is the information being acquired by the Federal agency itself?  Agencies acquire 
information in different ways from a wide variety of respondents.  Agencies often acquire 
information directly from a respondent to a Federal survey.  In some cases, these respondents are 
local or State governments that have themselves collected the information from a respondent.  
Any agency that directly acquires information from a respondent, including a local or State 
government, under a pledge of confidentiality for exclusively statistical purposes, is bound by 
CIPSEA.  However, CIPSEA does not restrict or diminish confidentiality protections in law that 
otherwise apply to a collection of statistical data or information. Agencies protecting information 
under CIPSEA must follow the requirements specified in section II of this guidance and include 
an appropriate pledge to respondents.  All agencies that have information protected under 
CIPSEA must also follow the procedures in section III for safeguarding the security of this 
information.   

 
4.  Is the information being acquired for the Federal agency by contractors or others 

acting on behalf of the agency?  Many agencies acquiring information from respondents do not 
directly collect the information themselves from respondents but do so through intermediaries 
such as contractors or researchers who are operating under cooperative agreements or grants at 
the direction of the agency.  CIPSEA defines contractors and their employees, researchers, and 
employees of private organizations or institutions of higher learning who have a contract or 
agreement with a Federal agency as “agents” and authorizes only some agencies to use agents to 
acquire information that will be protected under CIPSEA or access CIPSEA protected 
information.    

 
5.  How can statistical agencies use CIPSEA?  Statistical agencies or units that directly 

acquire information from respondents, including state and local governments, may protect the 
confidentiality of that information under CIPSEA.  Statistical agencies or units may also 
designate agents to acquire information for the agency under CIPSEA as well as perform other 
exclusively statistical activities for the agency on CIPSEA protected information.  Statistical 
activities include the collection, compilation, processing, or analysis of data for the purposes of 
describing or making estimates concerning the whole, or relevant groups or components within, 
the economy, society, or the natural environment.  Statistical activities also include the 
development of methods or resources that support these activities, such as measurement 
methods, models, statistical classifications, or sampling frames.  More information is provided in 
section IV for the requirements for statistical agencies designating agents under CIPSEA.   

 
6.  How can nonstatistical agencies use CIPSEA?  Nonstatistical agencies can use 

CIPSEA to protect information they are authorized to acquire directly themselves from 
respondents, including State and local governments.  However, nonstatistical agencies or units 
are not permitted to designate agents under CIPSEA.  Therefore, nonstatistical agencies or units 
may not protect information under CIPSEA if they are using a contractor or other persons who 
fall under the CIPSEA definition of agents to acquire that information  unless they have the 
authority to designate agents to collect information or perform other statistical activities under 
some other statute.  More information on how nonstatistical agencies can acquire and protect 
information under CIPSEA is provided in section VI of this guidance.   
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7.  What if a statistical agency acquires information for nonstatistical purposes?  OMB 
expects that the vast majority of information collections conducted by statistical agencies or units 
will be subject to CIPSEA because these agencies generally collect information for exclusively 
statistical purposes and pledge confidentiality.  Statistical agencies or units that are collecting 
information that may be used for nonstatistical purposes need to ensure that respondents 
understand these nonstatistical uses and that CIPSEA does not apply to this specific collection.  
Requirements for statistical agencies collecting information that may be used for nonstatistical 
purposes are covered in section V.   

 
8.  What data sharing does CIPSEA authorize?  Subtitle B of CIPSEA explicitly provides 

the ability for three designated statistical agencies, the Bureau of Economic Analysis, the Bureau 
of Labor Statistics, and the Bureau of the Census to share business data.  Requirements for data 
sharing among these designated statistical agencies are outlined in section VII.   

 
 9.  What other requirements are there for using CIPSEA?  Agencies should carefully 
review this guidance to determine whether CIPSEA applies to any of their information 
collections or statistical activities.   Agencies using CIPSEA are responsible for following all 
requirements in this guidance.  In addition, OMB is requiring agencies that use CIPSEA to report 
annually to OMB on their use of this law in order to effectively monitor the implementation of 
CIPSEA across Federal agencies.  All agencies that use CIPSEA for their collections are asked to 
report to OMB annually the information collections CIPSEA applies to and affirm that all of the 
requirements in this guidance are being met.  Statistical agencies protecting information under 
CIPSEA are further required to report on their use of agents, and the three designated statistical 
agencies in Subtitle B of CIPSEA are required to report annually on their data sharing activities 
under CIPSEA.  Further information on the reporting requirements is in section VIII of this 
guidance.   
 
B.  Purposes of CIPSEA  

 
The Confidential Information Protection and Statistical Efficiency Act of 2002 

(CIPSEA), Title V of the E-Government Act of 2002 (Pub. L. No. 107-347), has two subtitles. 
Subtitle A, Confidential Information Protection, concerns confidentiality and statistical uses of 
information.  The purposes of Subtitle A are: 

1. to ensure that information supplied by individuals or organizations to an agency for 
statistical purposes under a pledge of confidentiality is used exclusively for statistical 
purposes; 

2. to ensure that individuals or organizations who supply information under a pledge of 
confidentiality to agencies for statistical purposes will neither have that information 
disclosed in identifiable form to anyone not authorized by this title nor have that 
information used for any purpose other than a statistical purpose; and 

3. to safeguard the confidentiality of individually identifiable information acquired 
under a pledge of confidentiality for statistical purposes by controlling access to, and 
uses made of, such information.1 

 

                                                 
1 Sec. 511(b). 
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CIPSEA Subtitle A protects information that is acquired for exclusively statistical 
purposes under a pledge of confidentiality.  This subtitle of the law applies to all Federal 
agencies that acquire information under these carefully prescribed conditions. The protection of 
information collected under this law is supported by a penalty of a Class E Felony for a knowing 
and willful disclosure of confidential information.  This includes imprisonment for up to five 
years and fines up to $250,000.2  Thus, for many agencies this law strengthens the protections 
afforded to confidential statistical information.  
 

CIPSEA Subtitle B promotes statistical efficiency through limited sharing of business 
data among three designated statistical agencies, the Bureau of the Census (Census), the Bureau 
of Economic Analysis (BEA), and the Bureau of Labor Statistics (BLS).  The purposes of 
Subtitle B are: 

1. to authorize the sharing of business data among Census, BEA, and BLS for exclusively 
statistical purposes;  

2. to reduce the paperwork burdens imposed on businesses that provide requested 
information to the Federal Government;  

3. to improve the comparability and accuracy of Federal economic statistics by allowing 
Census, BEA, and BLS to update sample frames, develop consistent classifications of 
establishments and companies into industries, improve coverage, and reconcile 
significant differences in data produced by the three agencies; and 

4. to increase understanding of the United States economy, especially for key industry and 
regional statistics, to develop more accurate measures of the impact of technology on 
productivity growth, and to enhance the reliability of the Nation’s most important 
economic indicators, such as the National Income and Product Accounts.3 

 
The remainder of this section of the guidance provides background information on 

CIPSEA and its applicability to Federal agencies.  Sections II through VI provide 
implementation guidance on CIPSEA Subtitle A, and Section VII provides implementation 
guidance on Subtitle B.  Section VIII covers agency reporting requirements to OMB on the 
implementation of CIPSEA.   
 
C.  Background  
 

There are more than 70 Federal agencies or organizational units that carry out statistical 
activities as their principal mission or in conjunction with other program missions, such as 
providing services or enforcing regulations.4  In addition to these 70 agencies, many other 
Federal agencies or units may collect statistical information to use for specific program needs.  
Prior to the enactment of CIPSEA, a patchwork of legislative protections governed the 
confidentiality of data gathered for statistical purposes by the different agencies and units.  Some 
agencies had strong statutory authority to protect the confidentiality of the data they gathered for 
statistical purposes, while other agencies had weak or no legislative authority to protect 
confidentiality.  In addition, the ability of the designated statistical agencies to share information 

                                                 
2 Sec. 513 
3 Sec. 521(b) 
4 Statistical Programs of the U.S. Government FY 2006, Office of Management and Budget, Washington, DC.   
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to improve the efficiency of the Federal statistical system was limited by statutory constraints 
affecting those agencies.  

 
Over the years, there have been numerous attempts both to shore up legal protection for 

the confidentiality of statistical information, and to permit some limited sharing of data for 
statistical purposes.  Strengthening and standardizing statutory protections for the confidentiality 
of individually identifiable data that are collected for statistical purposes as well as enhancing the 
capability of Federal agencies to share information for exclusively statistical purposes have 
always been goals.   
 

In 1971, the President’s Commission on Federal Statistics recommended that the term 
confidential should always mean that disclosure of data in a manner that would allow public 
identification of the respondent or would in any way be harmful to him should be prohibited.  In 
addition, the Commission recommended that a  promise to hold data in confidence should not be 
made unless the agency has legal authority to uphold such a promise, and that legislation should 
be enacted authorizing agencies collecting data for statistical purposes to promise confidentiality 
as the term was defined by the Commission.5

  
 In July 1977, the Privacy Protection Study Commission stated that “no record or 
information... collected or maintained for a research or statistical purpose under Federal 
authority... may be used in individually identifiable form to make any decision or take any action 
directly affecting the individual to whom the record pertains...”6  
 
 In October 1977, the President’s Commission on Federal Paperwork endorsed the 
confidentiality and “functional separation” concepts, but applied them directly and simply to 
statistical programs, saying that: 

• Information collected or maintained for statistical purposes must never be used for 
administrative or regulatory purposes or disclosed in identifiable form, except to another 
statistical agency with assurances that it will be used solely for statistical purposes; and 

• Information collected for administrative and regulatory purposes must be made available 
for statistical use, with appropriate confidentiality and security safeguards, when 
assurances are given that the information will be used solely for statistical purposes.7 

 
 The policy discussions generated by the three Commissions came together in a bipartisan 
outpouring of support for the Paperwork Reduction Act of 1980, which largely addressed the 
efficiency recommendations of the Paperwork Commission.  The legislative history of that Act 
recognized the unfinished work of fitting the “functional separation” of statistical information 
into the overall scheme. 
 
 In 1993, a National Academy of Sciences panel on confidentiality and data access 
recommended that “Statistical records across all federal agencies should be governed by a 
consistent set of statutes and regulations meeting standards for the maintenance of such records, 

                                                 
5 Federal Statistics—Report of the President’s Commission, Volume 1, p. 222, September, 1971.   
6 Personal Privacy in an Information Society—Report of the Privacy Protection Study Commission, p. 574, July, 
1977.   
7 Statistics—A Report of the Commission on Federal Paperwork, p. 128, October, 1977.   
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including the following features of fair statistical information practices: (a) a definition of 
statistical data that incorporates the principle of functional separation as defined by the Privacy 
Protection Study Commission, (b) a guarantee of confidentiality for data, …(g) legal sanctions 
for those who violate confidentiality requirements.”8  
 
 To clarify and make consistent government policy protecting the privacy and 
confidentiality interests of individuals and organizations who furnish data for Federal statistical 
programs, OMB issued an “Order Providing for the Confidentiality of Statistical Information” in 
June 1997.9  This order applied the principles of functional separation and protection of 
confidential information gathered for statistical purposes to twelve principal statistical agencies.   
 
 CIPSEA builds upon these and other efforts of the Executive and Legislative branches 
including H.R. 2885 (the Statistical Efficiency Act of 1999, originally offered by Representative 
Stephen Horn, and unanimously passed by the House of Representatives) and H.R. 2136 (the 
Confidential Information Protection Act, originally offered by Representative Tom Sawyer in 
2001).  Introducing CIPSEA, H.R. 5215, on July 25, 2002, Representative Horn indicated,  

 
“The bill’s enhanced confidentiality protections will improve the quality of Federal 
statistics by encouraging greater cooperation on the part of respondents.  Even more 
important, these protections ensure that the Federal Government does not abuse the trust 
of those who provide data to it under a pledge of confidentiality. ... the Confidential 
Information Protection and Statistical Efficiency Act of 2002 makes important, common 
sense and long overdue improvements in our Nation’s statistical programs.  It is a 
bipartisan, good Government measure that has the Administration’s strong support.  I 
urge my colleagues to join with us to achieve prompt enactment of the bill.”10  

 
In this guidance, OMB is establishing a uniform policy for all Federal statistical 

collections to reduce public confusion, uncertainty, and concern about the application of the 
newly-enacted confidentiality requirements associated with protected statistical information 
acquired by different Federal agencies.  By establishing consistent rational principles and 
processes to buttress confidentiality pledges, the law codifies confidentiality claims and sets 
minimum standards for safeguarding confidential statistical information.  Establishing consistent 
protection of confidential statistical information will, in turn, reduce the perceived risks of more 
efficient working relationships among statistical agencies, relationships that can reduce both the 
cost and reporting burden imposed by statistical programs.  
 
D.  Authority 
 

The Paperwork Reduction Act (PRA) of 1980 (as amended in 1986 and 1995) requires 
the Office of Information and Regulatory Affairs (OIRA) within OMB to develop policies, 
principles, standards, and guidelines for privacy and confidentiality generally; the integrity of 
confidentiality pledges; and the confidentiality of information collected for statistical purposes.11 

                                                 
8 Private Lives and Public Policies, 1993, National Academy Press, Washington, DC.   
9 Federal Register, 62:35044-35049. 
10 Congressional Record, July 25, 2002, p. E1397.   
11 44 U.S.C. § 3504(e)(1), § 3504(e)(5), and § 3504(g)(1) 
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In addition the Act tasks OIRA to oversee agency compliance with related requirements of the 
Act and with the policies referenced above.12  For example, agencies are required to “inform 
respondents fully and accurately about the sponsors, purposes, and uses of statistical surveys and 
studies.”13  
 

With respect to statistical policy and coordination, the PRA directs the OMB to:  
• coordinate the activities of the Federal statistical system to ensure-- 

o the efficiency and effectiveness of the system; and 
o the integrity, objectivity, impartiality, utility, and confidentiality of 

information collected for statistical purposes; . . . 
• develop and oversee the implementation of Governmentwide policies, principles, 

standards, and guidelines . . . 
• promote the sharing of information collected for statistical purposes consistent with 

privacy rights and confidentiality pledges;14 
 
In addition, Title V of the E-Government Act of 2002 authorizes the Director of the 

Office of Management and Budget (OMB) to coordinate and oversee the confidentiality and 
disclosure policies established by CIPSEA.  The Director is authorized to promulgate rules or 
provide other guidance to ensure the consistent interpretation of this title by the affected 
agencies.15  
 
E.  Affected agencies  
 
 Executive agencies as defined in 31 U.S.C. § 102 or 44 U.S.C. § 350216 are subject to the 
provisions and penalties in CIPSEA Subtitle A if they (1) acquire information for exclusively 
statistical purposes under a pledge of confidentiality, or (2) they possess or access information 
protected by CIPSEA, unless even stronger confidentiality protections apply.17  CIPSEA also 
imposes additional requirements on statistical agencies or units, which are defined to include “an 
agency or organizational unit of the executive branch whose activities are predominantly the 
collection, compilation, processing, or analysis of information for statistical purposes.”18  
CIPSEA Subtitle B applies only to the designated statistical agencies, i.e., the Bureau of the 
Census of the Department of Commerce, the Bureau of Economic Analysis of the Department of 
Commerce, and the Bureau of Labor Statistics of the Department of Labor.19

 

                                                 
12 44 U.S.C. § 3506(b)(1)(C), § 3506(e)(2)-(4), and § 3506(g)(1) 
13 44 U.S.C. § 3506(e)(2) 
1444 U.S.C. § 3504(e) 
15 Sec. 503(a) 
16 Sec. 502(1) 
17 Sec. 512(a) and 512(b).  Agencies may also be governed by other statutes that may have additional restrictions on 
the use and disclosure of confidential statistical information that apply beyond CIPSEA (Sec. 504(h); Sec. 
512(b)(3)).   
18 Sec. 502(8) 
19 Sec. 522 
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F.  Applicability of CIPSEA  
 

Federal agencies collect and acquire information for a wide variety of purposes and uses, 
including benefit determinations, program planning and management, program evaluation, 
measurement of compliance with laws and regulations, and research, as well as for general 
purpose statistics.  When acquiring information, an agency must inform the person or 
organization being asked to provide information whether or not it will be treated as confidential 
and the purpose(s) for which the information will be used.20  For the purpose of this guidance, 
confidential information refers to any identifiable information, regardless of whether direct 
identifiers such as name and/or address have been removed from the individual records.   
 

CIPSEA can apply only when an agency pledges both to protect the confidentiality of the 
information it acquires and to use the information only for statistical purposes.  CIPSEA defines 
a statistical purpose to include the description, estimation, or analysis of the characteristics of 
groups, without identifying the individuals or organizations that comprise such groups and 
includes the development, implementation, or maintenance of methods, technical or 
administrative procedures, or information resources that support the above purposes.21  If 
information is collected or acquired for any nonstatistical purpose, then CIPSEA shall not be 
used to protect the confidentiality of the information22.   
 

A nonstatistical purpose means the use of information in identifiable form for anything 
other than a statistical purpose, including any administrative, regulatory, law enforcement, 
adjudicative, or other purpose that affects the rights, privileges or benefits of a particular 
identifiable respondent.  Providing confidential information in response to a Freedom of 
Information Act (FOIA) request is also considered a nonstatistical purpose.23  Since the CIPSEA 
statute is a (b)(3) statute under FOIA, confidential information covered under CIPSEA is exempt 
from release pursuant to a FOIA request (5 U.S.C. § 552 (b)(3)). 
 
 Agencies acquire information in different ways from a wide variety of respondents.  An 
agency may collect information directly (e.g., surveys) from individuals, households, business, 
organizations, or institutions, or the agency may acquire information through secondary sources 
(e.g., from State government agencies).24  This guidance, in accordance with the law, will use as 

                                                 
20 5 C.F.R. § 1320.8(b)(3) 
21 Sec. 502(9) 
22 There are some authorized, nonstatistical uses of information collected for statistical purposes, such as the use of 
Decennial Census information for genealogical research, that are noted in Section 504 of CIPSEA.  CIPSEA was 
intended to apply to these collections that are intended for statistical purposes and have very narrow exceptions for 
specific nonstatistical uses that do not make any decisions or take any actions directly affecting the respondent.  
Agencies acquiring or protecting information under CIPSEA with similar nonstatistical uses of the information 
should consult with OMB on the applicability of CIPSEA for the information collection.  Similarly, some State or 
Federal laws may require notification of authorities if, for example, child abuse is reported.  Agencies collecting 
information where this information may be reported shall inform respondents at the time of collection that 
revelations of this type of information must be reported to legal authorities.  Agencies may conduct these collections 
under CIPSEA if any such nonstatistical uses are clearly described in advance to the respondent, and these 
procedures are clearly stated in the notices and supporting materials described in Section II.    
23 Sec. 502(5)(B) 
24 Sec. 502(6) 
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the more general term, ‘acquire,’ to include both an agency collections of information directly 
from respondents, and acquisitions of information from secondary sources.   

 
In many cases, agencies acquire the information directly from respondents (including 

local or State governments) to a Federal survey, but in other cases, agencies do not themselves 
directly acquire information from respondents but do so through intermediaries, such as 
contractors or researchers who are operating under cooperative agreements or grants at the 
direction of the agency.  CIPSEA defines contractors and their employees, researchers, and 
employees of private organizations or institutions of higher learning that have a contract or 
agreement with a Federal agency as “agents”  

 
Any agency that directly acquires information from a respondent, including a local or 

State government, under a pledge of confidentiality for exclusively statistical purposes, can use 
CIPSEA to protect the information.  However, if an agency is using an agent, such as a 
contractor, to acquire information for exclusively statistical purposes, the agency may not be able 
to protect the information under CIPSEA unless it is a statistical agency (see part G).    

 
CIPSEA does not restrict or diminish any other confidentiality protections or penalties for 

unauthorized disclosure that an agency may otherwise have for information collected for 
statistical purposes.25  Accordingly, if an agency has any stronger protections in its statutes, these 
protections would remain in effect.  For  example, the more restrictive use and disclosure 
provisions of the Census Act and the International Investment and Trade in Services Survey Act 
would take precedence over the broader statistical uses permitted under CIPSEA.  Another 
example if an agency’s authorizing statute prohibited disclosure with informed consent.  In this 
case the agency would not be able to disclose the information with informed consent, which 
could be permissible under CIPSEA under certain circumstances.26   
 
G.  Use of CIPSEA by statistical and nonstatistical agencies or units 
 

Although any Federal agency can acquire and protect information under CIPSEA, 
CIPSEA provides additional authority and imposes additional requirements on statistical 
agencies or units.  These additional provisions have implications for how and whether an agency 
is able to use CIPSEA to acquire information under CIPSEA, and these provisions are discussed 
in later sections of this guidance.   

 
CIPSEA defines a statistical agency or unit as “an agency or organizational unit of the 

executive branch whose activities are predominantly the collection, compilation, processing, or 
analysis of information for statistical purposes.”27  OMB shall determine whether an agency or 
unit can be considered a statistical agency or unit for purposes of CIPSEA.   

 
OMB currently recognizes 12 statistical agencies or units as reflected in OMB’s 

Confidentiality Order:28

                                                 
25 Sec. 504(h); Sec. 512(b)(3) 
26 Sec. 512(b) 
27 Sec. 502(8) 
28 Federal Register, 62:35044-35050 
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• Department of Agriculture 
o Economic Research Service 
o National Agricultural Statistics Service 

• Department of Commerce 
o Bureau of Economic Analysis 
o Census Bureau 

• Department of Education 
o National Center for Education Statistics 

• Department of Energy 
o Energy Information Administration 

• Department of Health and Human Services 
o National Center for Health Statistics 

• Department of Justice 
o Bureau of Justice Statistics 

• Department of Labor 
o Bureau of Labor Statistics 

• Department of Transportation 
o Bureau of Transportation Statistics 

• Department of the Treasury 
o Statistics of Income Division of the Internal Revenue Service 

• National Science Foundation 
o Division of Science Resources Statistics 

 
Other agencies or units that wish to be recognized as statistical agencies or units for 

purposes of CIPSEA must send a request to the Chief Statistician at OMB.  The request must 
come from the head of the agency or unit and have the concurrence of the larger organization 
within which the agency or unit resides.  This request should include a statement of the 
organizational definition of the agency or unit, its mission, statistical activities, any nonstatistical 
activities, and demonstrate that its activities are predominantly the collection, compilation, 
processing, or analysis of information for statistical purposes.  Statistical activities include the 
collection, compilation, processing, or analysis of data for the purpose of describing the 
characteristics of groups or making estimates concerning the whole or relevant groups, or 
components within, the economy, society, or the natural environment.  Statistical activities also 
include the development of methods or resources that support these activities, such as 
measurement methods, models, statistical classifications, or sampling frames.   

 
 Both statistical and nonstatistical agencies can use CIPSEA to protect information they 
acquire directly from respondents, including State and local governments.  However, only 
statistical agencies or units are authorized under CIPSEA to designate agents to perform 
exclusively statistical activities, which include data collection, subject to CIPSEA limitations and 
penalties.29  Because data collection contractors are agents under CIPSEA,30 only statistical 
agencies may designate contractors to acquire information that will be protected under CIPSEA.  
In order for the collections of nonstatistical agencies to fall within the protections of CIPSEA, 

                                                 
29 Sec. 512(d) 
30 Sec. 502(2)(iii) 
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nonstatistical agencies must acquire the information themselves directly from respondents.  
Nonstatistical agencies cannot empower contractors or other agents to acquire information or 
carry out any other statistical activities under CIPSEA for the agency.31   
 

The following sections II and III of this guidance describe in detail the requirements for 
all agencies using CIPSEA.  Additional requirements for statistical agencies or units designating 
agents are covered in section IV.  Because it is generally expected that statistical agencies or 
organizational units will be collecting information for exclusively statistical purposes under a 
pledge of confidentiality, statistical agencies or units that conduct or sponsor a collection that 
will not be for exclusively statistical purposes must follow additional requirements as described 
in section V.  Additional requirements for nonstatistical agencies or units are provided in section 
VI.   

 
 
II.  Requirements for agencies collecting or acquiring information protected under 
CIPSEA  
 
 CIPSEA provides strong protection for information obtained for exclusively statistical 
purposes under a pledge of confidentiality.  In order for CIPSEA to have its intended effect of 
reinforcing public confidence in Federal confidentiality pledges, all Federal agencies that make 
the CIPSEA pledge must provide CIPSEA protection to that information.  A Federal agency 
should not make a CIPSEA pledge unless the agency is fully committed to taking all the actions 
that are necessary to provide CIPSEA level protection; making the CIPSEA pledge means giving 
CIPSEA level protection to the collected information.   

 
To faithfully maintain this commitment requires that agencies meet a number of 

minimum requirements that are described in detail in the remainder of this guidance.  
Specifically, agencies must: 

• inform the respondents about the confidentiality protection and use of the 
information (section II.); 

• collect and handle confidential information to minimize risk of disclosure, 
including properly training employees (section III.);  

• ensure the information is used only for statistical purposes (section III. A.); 
• review information to be disseminated to prevent identifiable information from 

being reasonably inferred by either direct or indirect means (section III. F.); and  
• supervise and control agents who have access to confidential information (section 

IV.).   
 

A.  Requirements for public notice prior to data collection 
 

Agencies are required under the PRA to:  

                                                 
31 Some nonstatistical agencies may have specific statutory authority to designate agents that meets the requirements 
of CIPSEA, allowing the agency to use agents to perform exclusively statistical activities, including data collection, 
for the agency.  Agencies should consult with OMB on the applicability of their statute for purposes of using 
CIPSEA before making plans to designate agents.  Agencies should also clearly describe how their authority meets 
the requirements for CIPSEA designation of agents in their information collection requests to OMB.   
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• publish a notice in the Federal Register allowing 60 days for the public to 
comment on information collections and otherwise consult with members of the 
public and affected agencies concerning each proposed collection of 
information;32   

• publish a notice in the Federal Register at the time OMB approval is being 
sought, and allow the public 30 days to comment; and 

• “describe any assurance of confidentiality provided to respondents and the basis 
for the assurance in statute, regulation, or agency policy” in their PRA supporting 
statements submitted to OMB.33    

 
When agencies are acquiring information that will be protected under CIPSEA, they 

shall:34  
• state that the information will be protected under CIPSEA, and cite any other 

authority they have to protect the confidentiality of the data in their PRA 
supporting statements; and  

• state in their Federal Register notices if there is a substantive change in the 
confidentiality protection of the information being collected, such as using 
CIPSEA to protect the information for an ongoing collection when similar 
protection was not available previously.   

 
B.  Requirements for informing respondents at the time of information collection 
 

At the time of the information collection, agencies are required under the PRA to 
adequately inform potential respondents about the uses of the information they provide.35  This 
description must include the following information related to the confidentiality of their 
responses:  

• the reasons the information is planned to be and/or has been collected; 
• the way such information is planned to be and/or has been used to further the proper 

performance of the functions of the agency; and 
• the nature and extent of confidentiality protection to be provided, if any.36    

 
When agencies are collecting information that they want to be protected under CIPSEA, 

they are required by law at the time of collection to do the following:37  
                                                 
32 5 C.F.R. § 1320.8(d)(1) 
33 Instructions for Supporting Statement for Paperwork Reduction Act submissions and 5 C.F.R. § 1320.8(b)(3) 
34 Agencies conducting an OMB-approved information collection prior to passage of CIPSEA or 
issuance of this guidance, such as a periodic or longitudinal survey, can also protect that 
collection under CIPSEA if the collection is intended for exclusively statistical purposes, the 
agency pledges confidentiality, and the agency will follow this guidance in implementing 
CIPSEA.  In this case, the agency should consult with OMB about the change in confidentiality 
protection for the collection and plan appropriate consultation with stakeholders and respondents.  
OMB may require agencies to provide Federal Register notices concerning the change in policy 
and to contact respondents for comments before the agency can make a CIPSEA pledge.   
35 5 C.F.R. § 1320.8(b)(3); Additional requirements are imposed if the collection involves a Privacy Act system of 
records (5 U.S.C. § 552a(e)(3) as amended).   
36 5 C.F.R. § 1320.8(b)(3) 
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• pledge to keep the data or information confidential, and  
• pledge that the information will be used for exclusively statistical purposes. 

 
Agencies that are not protecting information under CIPSEA must ensure that the public is 

able to distinguish easily between pledges that reflect the protections provided by CIPSEA and 
those affording less protection than CIPSEA .  In particular, the pledge for collections not 
protected to the extent afforded by CIPSEA shall not contain all the elements related to CIPSEA 
found in the pledges below—specifically, the pledge shall not state both that the data are 
confidential and that they are for exclusively statistical use (in such cases CIPSEA would apply 
even if not stated).38  The degree to which the pledge differs from the CIPSEA pledge needs to 
be based on the laws and regulations governing the collection and determined in collaboration 
with the agency legal staff, agency confidentiality officer, and PRA clearance officer.  A pledge 
of confidentiality for collections not protected by CIPSEA must specifically cite the statutory 
authorization protecting the confidentiality of the data being collected and accurately describe 
the extent of that protection.  If an agency elects to collect information under laws affording less 
protection than CIPSEA , OMB will not approve an agency’s proposed non-CIPSEA pledge that 
is too similar to the CIPSEA pledge (e.g., one that includes the term ‘confidential’ and states that 
the information will be used for exclusively statistical purposes).   
 

The following examples of confidentiality pledges under CIPSEA are sufficient to inform 
respondents of the protections afforded.  Agencies shall use the following model and customize 
the wording in accordance with their needs.  Parentheses indicate options and italics are 
instructions. Comparable pledge language may be substituted, but that alternative wording shall 
be included in the PRA supporting statements to OMB and should be cognitively tested.  A 
complete confidentiality pledge shall be developed from the following: 

The information (choose one -- you, your household, your establishment -- as needed) 
provide(s) will be used for statistical purposes only.  In accordance with the Confidential 
Information Protection provisions of Title V, Subtitle A, Public Law 107-347 (option to 
add or substitute laws that are stronger or more restrictive than CIPSEA) and other 
applicable Federal laws (option to list them, but it is not necessary to be exhaustive), your 
responses will be kept confidential and will not be disclosed in identifiable form to 
anyone other than employees (option to add  “or agents”  if applicable, or another term 
the agency uses) (option to add - without your consent).39  By law, every (your agency 
here) employee (optional -- including the Director), (if applicable, option to add “as well 
as every agent such as then list as appropriate – contractors, field representatives, 
telephone interviewers, authorized researchers40, etc”41.), (optional -- has taken an oath 

                                                                                                                                                             
37 Sec. 512(a) 
38 As noted at the end of this subsection, CIPSEA does not restrict or diminish any other confidentiality protections 
or penalties for unauthorized disclosure that an agency may otherwise have for information collected for statistical 
purposes, and any stronger protections would remain in effect (Sec. 504(h); Sec. 512(b)(3)).     
39 Use the phrase “without your consent” only in cases where an agency can reasonably anticipate such consent will 
be requested.    
40 Agencies that plan to provide access to confidential information for statistical purposes should include mention of 
this in their pledge.   
41 Designated statistical agencies (as defined under CIPSEA Subtitle B) may include “employees of partner 
statistical agencies” for collections of confidential business information that may be used in data sharing agreements 
as authorized under that Subtitle.   
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and) is subject to a jail term (optional – of up to 5 years), a fine (optional – of up to 
$250,000), or both if he or she discloses  ANY identifiable information about (choose one 
-- you, your household, your establishment). 

 
The above pledge may be placed on the survey instrument (e.g., form), in the 

instructions, or on the back side of the cover letter.  A shorter, more user-friendly version may be 
used in introductory statements, on the cover of the instrument or in the body of the cover letter 
as long as there is a reference to the full pledge.  In addition, the agency may place the full 
pledge on the agency's web site and point respondents to that site.  
 

To illustrate the actual pledge wording, an agency could implement this pledge as 
follows:  

The information you provide will be used for statistical purposes only. In accordance 
with the Confidential Information Protection provisions of Title V, Subtitle A, Public 
Law 107-347 and other applicable Federal laws, your responses will be kept confidential 
and will not be disclosed in identifiable form to anyone other than employees or agents.  
By law, every ABC employee as well as every agent has taken an oath and is subject to a 
jail term of up to 5 years, a fine of up to $250,000, or both if he or she discloses ANY 
identifiable information about you. 
 
Agencies may choose to employ a shortened version of the pledge, such as the following, 

when conducting telephone surveys or in other similar circumstances as long as respondents are 
given access to the longer version in some other manner such as posting on the agency’s web 
site:  

The information you provide about (choose one -- yourself, household, establishment) 
will be used for statistical purposes only. In accordance with the Confidential Information 
Protection provisions in Public Law 107-347 (option to add and other applicable Federal 
laws), your responses will be kept confidential and will not be disclosed in identifiable 
form (optional - without your consent).42  By law, everyone working on this (your 
agency here) survey is subject to a jail term, a fine, or both if he or she discloses ANY 
information that could identify any confidential survey response. 

 
Agencies whose statutory authority provides confidentiality protections more restrictive 

than CIPSEA for information acquired for exclusively statistical purposes under a pledge of 
confidentiality may use the CIPSEA pledge or their existing pledges that are similar as long as 
they make clear what confidentiality protections cover the information and the statutory authority 
for those protections.  In such cases, the resemblance of an agency’s pledge to the CIPSEA 
pledge does not imply that any provisions in CIPSEA would overrule the agency’s stronger 
confidentiality statute.  CIPSEA does not restrict or diminish any other confidentiality 
protections or penalties for unauthorized disclosure that an agency may otherwise have for 
information collected for statistical purposes, and any stronger protections would remain in 
effect.43   
 

                                                 
42 Use "without your consent" only if consent is asked or may be in the future – omitting this phrase could create 
difficulties if the agency later wants to ask for consent. 
43 Sec. 504(h); Sec. 512(b)(3) 
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III.  Minimum standards for safeguarding confidential information acquired under 
CIPSEA 

 
These standards for safeguarding confidential information apply to information protected 

under CIPSEA.  Federal agencies shall follow the minimum standards in this section.  In 
addition, some best practices are provided that agencies are encouraged to adopt but are not 
required to implement44.    

 
The central objective of these standards is to ensure that a Federal agency that pledges 

confidentiality for statistical information honors that pledge.  Each Federal agency remains 
ultimately responsible and accountable for the confidential information that the agency acquires 
under a CIPSEA pledge.  Any inappropriate use or disclosure of CIPSEA-protected information 
violates the law and can undermine public trust.  Therefore, there is no “acceptable” level of non-
compliance with the CIPSEA pledge.   

 
These minimum standards have been developed according to the principle of disclosure 

risk, which considers both the probability of an unauthorized disclosure and the expected harm 
from such a disclosure.  These minimum standards apply to data for which the disclosure risk has 
been deemed relatively low by the Federal agency responsible for the information.  Federal 
agencies shall set higher standards as the disclosure risk increases. 

 
At a minimum, such standards shall make clear that each person having access to 

confidential information understands his/her responsibility related to maintaining the 
confidentiality of that information.  In addition, these standards shall make clear who is 
accountable for each part of the information protection, including: 

• determining and monitoring procedures for collection and release;   
• evaluating the reason for accessing the information and controlling access to the 

information; and  
• maintaining physical and information systems security.   

 
A.  Principles and procedures for protecting confidential information  
 

Agencies or organizational units protecting information under CIPSEA shall devote 
sufficient resources and develop policies and procedures to ensure that:  

• the confidentiality of the information is protected;   
• confidential information is used exclusively for statistical purposes; 
• access to confidential information is controlled, and only authorized persons have 

access to the information;   
• all persons having access to confidential information understand 

o the obligations of confidentiality protection, 
o that unauthorized access to confidential information is prohibited, and 
o the penalties for unauthorized access to and unauthorized use of confidential 

information; and  

                                                 
44 Best practices that agencies are encouraged but not required to implement are designated as items that agencies 
“may” do, while requirements are noted as items that agencies “shall” do.   
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• a person or persons are designated to oversee all procedures for handling confidential 
information, and that such persons are responsible for all agency confidentiality 
procedures, reviews, and compliance with confidentiality laws.   

 
 

B.  Physical and information systems security  
 
 Each agency shall ensure the physical security and information systems security where 
data protected under CIPSEA are accessed and stored.   
 
 Agencies are required by law to establish appropriate administrative and technical 
safeguards to ensure that the physical security of confidential information is protected against 
unauthorized disclosures and anticipated threats or hazards to their security or integrity.  For 
example, reports, documents, printouts, floppy disks, CD-ROMs or information collection 
instruments that contain confidential information must be kept in a place physically secure from 
access by unauthorized persons.  Agencies must also ensure that only authorized persons are 
given access to confidential information stored in information systems. 
 

Agencies are required to assess and secure their information systems in accord with the 
Federal Information Security Management Act (FISMA) which appears as Title III of the E-
Government Act of 2002.  OMB has issued guidance on implementing FISMA, and the National 
Institute of Standards and Technology (NIST) is issuing compulsory and binding standards that 
will be used to categorize all information collected or maintained on behalf of an agency.45   
  

One of three security objectives for information and information systems that FISMA 
defines is confidentiality.  The security category of an information type is determined by its 
potential impact on agencies should there be a breach of security, i.e., a loss of confidentiality.46  
For information systems containing data protected under CIPSEA, the security characterization 
shall generally reflect a moderate potential impact, which indicates that the unauthorized 
disclosure of information could be expected to have a serious adverse effect on organizational 
operations, organizational assets, or individuals.47  Because agencies handle many different types 
of information, an agency may determine that the potential impact of a security breach on 
confidentiality is higher or lower; however, it is recommended that the default impact level for 
CIPSEA information is moderate.   
 
 Privacy Impact Assessments (PIAs) are also required of agencies developing or procuring 
IT systems or projects that maintain or handle confidential information in identifiable form about 
members of the public, and agencies initiating new electronic collections of information in 
identifiable form.48   
                                                 
45  See OMB Memorandum M-03-19, FIPS PUB 199, Standards for Security Categorization of Federal Information 
and Information Systems, Gaithersburg, MD:U.S. Department of Commerce, and related publications.   
46 See FIPS PUB 199, Standards for Security Categorization of Federal Information and Information Systems, 
Gaithersburg, MD:U.S. Department of Commerce; and related publications such as NIST Special Publication 800-
60.     
47 FIPS PUB 199, Standards for Security Categorization of Federal Information and Information Systems, 
Gaithersburg, MD:U.S. Department of Commerce.   
48 See OMB Memorandum M-03-22.   
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C.  Confidentiality training  
 

Each agency with information protected under CIPSEA shall ensure that all individuals 
having access to such confidential information have a current understanding of confidentiality 
rules and procedures.  Confidentiality training shall include at a minimum:  

• an overview of information protection procedures, 
• the importance of “need to know” for an authorized purpose in accessing confidential 

information,   
• physical and information systems security procedures, and 
• the penalties for unauthorized access, use and disclosures.      

 
Employees who have access to confidential information shall be recertified annually to ensure 
their understanding of confidentiality requirements.   
 
D.  Record keeping  
 
 Agencies shall establish and maintain a system of records49 that identifies individuals 
accessing confidential information.  Agencies shall also be prepared to document their 
compliance with the safeguard principles to OMB.50  
 
E.  Information collection, processing, or analysis contracts 
 

Prior to award, agencies shall review any contracts that involve CIPSEA protected 
information to ensure language is included that informs the contractor of the requirements of 
CIPSEA and of the contractor’s obligations under the law and penalties for noncompliance (see 
Section IV).   
 
F.  Guidelines for review of information prior to dissemination 
 

For CIPSEA protected information, the agency as well as any agent accessing the 
information shall ensure that any dissemination of information based on confidential information 
is done in a manner that preserves the confidentiality of the information.  To accomplish this, 
agencies shall: 

• review their information products prior to public release for disclosures of 
confidential information, and  

• apply appropriate statistical disclosure limitation (SDL) techniques to preserve the 
confidentiality of the information.  

                                                 
49 Agencies should assess for themselves the nature of these records and requirements for record keeping, including 
whether what an agency does for this purpose qualifies as a system of records under the Privacy Act.  OMB is not 
implying in this guidance what form these record keeping systems should take and is leaving that determination to 
the agency.    
50 OMB recognizes that in some cases agencies have very detailed documentation on access to confidential 
information that itself is treated as confidential by the agency.  In this case, it is sufficient for the agency simply to 
demonstrate that the basic safeguard principles are being followed; agencies should not reveal specific individuals or 
specific procedures that would compromise the protection of the information.   
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For further guidance on SDL techniques, agencies can refer to practices described in 

Statistical Policy Working Paper #22, Report on Statistical Disclosure Limitation Methodology51 
and utilize other resources such as the disclosure review checklist provided by the Federal 
Committee on Statistical Methodology’s Confidentiality and Data Access Committee.52   

 
Additional guidelines are provided below for handling confidential information protected 

under CIPSEA in conjunction with information not protected by CIPSEA.   
 
Tabular Information  

When a table includes both data protected under CIPSEA and other data not protected 
under CIPSEA, all data shall be treated as confidential, and identifiable respondent information 
shall not be present in the table.   

 
When a table includes both data protected under CIPSEA and nonconfidential data, the 

agency:  
• shall apply SDL techniques to ensure protection of any table cells based on 

information protected under CIPSEA; 
• may have a table cell that reveals nonconfidential identifiable respondent information.  

However, the agency shall take special care to ensure that the presentation of the 
nonconfidential information in no way jeopardizes confidential information.  

o If the table includes any identifiable nonconfidential respondent information, 
the agency shall distinguish what information is protected under CIPSEA in 
the accompanying text or notes to the table. 

o If the table does not include any identifiable nonconfidential respondent 
information, there is no need to distinguish these data from those protected 
under CIPSEA. 

• A special case exists when a table cell value reflects a combination of CIPSEA 
protected data and nonconfidential data (e.g., a ratio or weighted average).  In this 
case, these data elements are considered confidential and shall not be disseminated in 
a manner where any respondent could be identified.   

 
The agency shall determine how the disclosure limitation methods used on the data affect 

the users and thus what information about confidentiality protection shall be included with 
tabular presentation. 
 
Microdata53  

The confidentiality provisions and limits on uses of microdata shall be completely 
discussed in the documentation or mentioned with a reference for details.   For microdata 
protected under CIPSEA, SDL techniques shall be applied prior to public release.  
 

                                                 
51 Available at www.fcsm.gov/reports/ 
52 see www.fcsm.gov/committees/cdac/cdac.html 
53 Microdata are data about individual respondents (e.g., persons, households, organizations, companies, farms, etc.) 
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There are two possible scenarios to consider for the dissemination of microdata in which 
some elements are protected under CIPSEA and other elements are not (e.g., not confidential or 
confidential under other laws/authorities). 

• If variables protected under CIPSEA are linked to other variables that are not, the most 
restrictive law (in terms of promising confidentiality and limiting the use of the 
information) shall apply.  For example:  

o If an agency links data protected under CIPSEA with nonconfidential 
administrative data from another source and releases a linked public use 
microdata file, the restrictions of CIPSEA apply. 

o If an agency links data protected under CIPSEA with confidential administrative 
data from another source (e.g., IRS data) and releases a linked public use 
microdata file, the most restrictive law (in terms of promising confidentiality and 
limiting the use of the information) shall prevail.   

• If data from some respondents are protected under CIPSEA and data from other 
respondents are not, an agency may keep the data in separate files or combine the data 
sets and include a variable that tells the source for each record.  Keeping the data in 
separate files may be the best choice because it would help highlight the difference in 
confidentiality provisions and limits on uses.   

 
 
IV.  Requirements and guidelines for Statistical Agencies or Organizational Units when 
designating agents to acquire or access confidential information protected under CIPSEA 
 

Statistical agencies or organizational units may under CIPSEA designate agents by 
contract or by entering into a special agreement to perform exclusively statistical activities that 
are subject to CIPSEA limitations and penalties.54  To ensure that the protections of CIPSEA 
apply to the information that a statistical agency or unit acquires, the agency shall follow the 
requirements in this section when designating agents to acquire information for the agency for 
exclusively statistical purposes under a pledge of confidentiality.   

 
Because CIPSEA has a broad definition of agents, statistical agencies and organizational 

units may also use CIPSEA to designate a variety of individuals as agents to allow them to 
access confidential information for exclusively statistical purposes.55  A statistical agency may 
designate agents to perform exclusively statistical activities, at its discretion, subject to the 
agency’s needs, resources, and other requirements.  The agency that possesses the confidential 
information shall ensure that all agents comply with the agency’s confidentiality procedures and 
shall follow the requirements in this section when designating agents to access confidential 
information for exclusively statistical purposes.   

 
Information protected under CIPSEA must be used only for statistical purposes.  When 

entering into contracts or special agreements with agents to acquire or access confidential 
information, an agency shall consider:  

• the sensitivity of the confidential information,  
• the risk of disclosure, and  

                                                 
54 Sec. 512(d)  
55 Sec. 512(a) 
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• the resources required to maintain supervision and control of agents.   
 

Agencies are responsible for protecting the confidentiality of their data and may establish 
standards beyond those in this guidance.  This section thus provides the minimum requirements 
as well as additional guidelines for statistical agencies or units to designate agents to perform 
exclusively statistical activities, including data collection.   

 
It is important to note that neither CIPSEA nor this guidance requires any statistical 

agency or unit to designate agents; the decision to enter into these agreements is at the discretion 
of the statistical agency or unit.  Therefore, an agency may decline to designate agents in 
accordance with its authorities or practices.56  If a statistical agency or unit chooses to designate 
agents, the agency remains responsible for all confidential information protected under CIPSEA, 
and statistical agencies or units should not designate agents unless the agencies or units are able 
to ensure that all CIPSEA requirements in this guidance will be met and faithfully carried out by 
their agents. Carrying out these responsibilities will take agency resources, and thus, will limit 
the extent to which a statistical agency or unit should consider designating agents.    
 
A.  Designating agents  
 

Under CIPSEA, a statistical agency or unit may designate as an agent57 any of the 
following: 
• an employee of a private organization or a researcher affiliated with an institution of 

higher learning; 
• someone who is working under the authority of a government entity; 
• someone who is a self-employed researcher, a consultant, a contractor, or an 

employee of a contractor; or  
• someone who is a contractor or an employee of a contractor, and who is engaged by 

the agency to design or maintain the systems for handling or storage of data received 
under this title.58   

 
Statistical agencies or units designating agents must do so through contracts or other 

agreements that require the agent to agree in writing to comply with all provisions of law that 
affect information acquired by that agency.59  Any statistical agencies or units that designate 
agents shall exercise supervision and/or control of the agents to ensure the confidentiality and 
appropriate use of the information.   

                                                 
56 An example is the authority granted the Census Bureau under Title 13, Section 23(c) that permits the use of 
temporary staff to assist in the performance of work authorized by Title 13.  Whereas CIPSEA puts no limits on the 
statistical uses made by agents, Title 13 limits the statistical uses to those that support the work of the agency 
57 Sec. 502(2)(A); Sec. 512 (d) 
58 CIPSEA includes as agents contractors maintaining systems for handling or storage of data.  Such information 
technology personnel provide support and have direct contact with confidential information not because they would 
necessarily use the information for statistical purposes, but because they would be responsible for the protection of 
the information from use for nonstatistical purposes and for ensuring appropriate security.  As agents, these 
contractors and their employees are bound by CIPSEA to protect the confidentiality of the information.   
59 Sec. 502(2)(B) 
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B.  Requirements for agents to request access to confidential information protected under 
CIPSEA 
 

Some statistical agencies and units receive requests from outside researchers and others 
who wish to obtain access to confidential data for statistical purposes as agents of the statistical 
agency.  Most agencies that receive these kinds of requests have found it useful to first obtain a 
written proposal from the prospective agent.  Agencies may require prospective agents to submit 
a proposal that includes some or all of the following in order to properly evaluate the proposed 
access and use of their confidential data:  

• a clear and detailed description of the purpose of the access,   
• the specific confidential information needed, 
• how the information will be used,  
• plans for disseminating information as well as the products planned for public 

distribution,   
• a list of persons involved in the project who will have access to the information, 
• a security plan (information systems and physical security) for protecting the 

information [applicable only for off-site access arrangements], and  
• a timeframe for access.   

 
After an agency receives the proposal and reviews it, the agency may provide comments 

and may request changes or may request the prospective agent to complete a written agreement 
(see section IV.C).60  Agencies shall deny any proposal that does not meet the requirements 
described in this guidance.   

 
Whether or not a prospective agent has submitted a proposal to an agency, access to 

confidential information shall not be granted until the agency has entered into a written 
agreement with the agent, and the agent has met the requirements contained in this guidance and 
in agency standards for accessing the data.   
 

Prior to the enactment of CIPSEA, some statistical agencies and units had statutory 
authority to authorize agents to access confidential information.  Agencies have developed a 
variety of mechanisms that balance permitting access to confidential data, while controlling that 
access.  This area is evolving rapidly, and the following examples are included only as 
illustrations:   
 

• Onsite at Agency:  An external analyst works at an agency as an agent to participate in 
statistical activities involving confidential data.  This work shall be done either in 
collaboration with or otherwise under the direct control and supervision of agency staff, 
per the terms of a written agreement.  The agent’s work is subject to review by the 
supervising staff. 

 
• Data Center:  An agent visits a controlled access secure facility maintained by the agency 

or unit to conduct analyses on confidential data held by the agency.  The facility must be 

                                                 
60 If the agency chooses, the agent may submit the proposal in conjunction with a completed written agreement.   
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equipped with secure computers and staffed by agency personnel who review all outputs 
for the purposes of confidentiality.  There may be additional constraints on what the 
agent may bring to or remove from the center. 

 
• Off-site License Agreement:  An agent is granted access to confidential information from 

an agency or unit for use at the agent’s facility.  The organization the agent is affiliated 
with shall enter into a legally binding written agreement as described in section IV.C with 
the agency that possesses the confidential information.   

 
C.  Written agreements for agent access to confidential information protected under 
CIPSEA 
   

Some statistical agencies or units use contractors to acquire information and/or perform 
other statistical activities.  Under CIPSEA, the contractor and the contractor’s employees are 
considered agents.  For any data that will be acquired by the contractor under CIPSEA, or if the 
contractor will have access to any confidential information protected by CIPSEA, the legally 
binding contract shall include the provisions shown in Appendix A.   

 
If a statistical agency or unit provides designated agents access to confidential 

information protected under CIPSEA for exclusively statistically purposes, then all such access 
shall require a written, legally binding contract or other agreement between the agency and the 
responsible management level official from the institution with which the agent(s) is(are) 
affiliated.61  The information required as part of that written agreement is shown in Appendix A.    

 
D.  Physical and information systems security for confidential information protected under 
CIPSEA: on-site and off-site  
 

Agencies have the responsibility to ensure the security of physical and information 
systems for on-site as well as off-site access (if applicable) to confidential information.  In 
addition to the security requirements described in section III. B, agencies allowing agents access 
to confidential information protected under CIPSEA outside of the collecting agency or a facility 
under the agency’s control shall require that the written access agreement, described in section 
IV.C, stipulate the agency’s right to conduct inspections of the off-site facility.   

 
In order to ensure the physical and information systems security of the confidential 

information, agencies shall conduct inspections of any off-site facility that harbors confidential 
information protected under CIPSEA (If the off-site facility is another Federal statistical agency 
or unit, agencies may at their option conduct inspections but are not required to inspect these 
facilities).    These inspections shall be conducted according to the following principles: 

• The inspections shall assess and document whether the protection procedures outlined 
in the written agreement and in the agent’s security plan are being implemented.   

                                                 
61 For situations in which agents are not affiliated with an institution, the agreement will be signed as legally binding 
by the agent(s).  The latter arrangements would include those with a single agent operating independently as a sole 
proprietor as well as those with multiple agents operating independently.   
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• While an inspection of the off-site facility is encouraged prior to release of the 
information to the agent, it is not required.  (The inspection may occur any time during 
the access agreement period, preferably as soon as possible).   

• Inspections shall be conducted at all off-site facilities at some time during the timeframe 
of access.  Agencies may prioritize their selection of sites for inspections based on risk, 
but must still inspect all off-site facilities; however, agencies may coordinate and 
collaborate on inspections of off-site facilities that harbor confidential data from 
multiple agencies.  Agencies may choose not to inform the agent of the timing of such 
inspections.   

 
E.  Confidentiality training  
 
 All persons with access to confidential information protected under CIPSEA shall 
participate in agency-provided confidentiality training (see section III. C) prior to accessing the 
confidential information as stipulated in the written agreement (section IV.C) between the 
agency and the agent’s organization or institution.62   

 
The agency possessing the confidential data shall certify or receive notification that each 

project staff member has undergone the training.  Agents shall also be required to be recertified 
annually.   
 
F.  Record keeping  
 
 Agencies shall establish and maintain a system of records63 that identifies designated 
agents accessing confidential information protected under CIPSEA and the project for which the 
information was authorized.   
 
 
 
V.  Requirements for Statistical Agencies or Organizational Units acquiring information 
that may be used for nonstatistical purposes  

 
CIPSEA defines a statistical agency or unit to be “an agency or organizational unit of the 

executive branch whose activities are predominantly the collection, compilation, processing, or 
analysis of information for statistical purposes.”64   
 

Because the public should expect that a statistical agency or unit will be collecting 
information for exclusively statistical purposes, CIPSEA requires a statistical agency to “clearly 
distinguish any data or information it collects for nonstatistical purposes (as authorized by law) 

                                                 
62 For situations in which agents are not affiliated with an institution, the agreement will be signed as legally binding 
by the agent(s).   
63 Agencies should assess for themselves the nature of these records and requirements for record keeping, including 
whether what an agency does for this purpose qualifies as a system of records under the Privacy Act.  OMB is not 
implying in this guidance what form these record keeping systems should take, and is leaving that determination to 
the agency.    
64 Sec. 502(8) 
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and provide notice to the public, before the data or information is collected, that the data or 
information could be used for nonstatistical purposes.”65   
 
A.  Requirements for public notice 
 

If a statistical agency or unit will collect information that may be subject to use for 
nonstatistical purposes, the statistical agency or unit shall use the notices in the Federal Register 
that are required under the PRA to inform the public about the nonstatistical uses of the 
information during the process of requesting OMB approval of the information collection.   

 
As noted in section II.A, OMB’s regulations for Controlling Paperwork Burdens on the 

Public66 set forth public notification requirements for agencies conducting or sponsoring an 
information collection.  Agencies are required under the PRA to: 

• publish a notice in the Federal Register allowing 60 days for the public to comment 
on information collections and otherwise consult with members of the public and 
affected agencies concerning each proposed collection of information;67   

• publish a notice in the Federal Register at the time OMB approval is being sought, 
and allow the public 30 days to comment; and 

• “describe any assurance of confidentiality provided to respondents and the basis for 
the assurance in statute, regulation, or agency policy” in their PRA supporting 
statements submitted to OMB.68    

 
Both Federal Register notices (i.e., the initial one seeking public comments for 

consideration by the agency and the later one seeking public comments for consideration by 
OMB) must explicitly address what information the statistical agency or unit plans to collect that 
may be used for nonstatistical purposes.  
 
B.  Requirements for informing and making pledges to respondents  
 

As noted in section II.B, at the time of the information collection, agencies are required 
under the PRA to adequately inform potential respondents about the uses of the information they 
provide.69  This description must include the following information related to the confidentiality 
of their responses:  

• the reasons the information is planned to be and/or has been collected; 
• the way such information is planned to be and/or has been used; and 
• the nature and extent of confidentiality to be provided, if any.70    

 
The statistical agency or unit must clearly explain the confidentiality provisions, if any, 

for all information not protected under CIPSEA.  As appropriate, the explanation shall include:  

                                                 
65 Sec. 512(c) 
66 5 C.F.R. § 1320 
67 5 C.F.R. § 1320.8(d)(1) 
68 Instructions for Supporting Statement for Paperwork Reduction Act submissions and 5 C.F.R. § 1320.8(b)(3) 
69 5 C.F.R. § 1320.8(b)(3); Additional requirements are imposed if the collection involves a Privacy Act system of 
records (5 U.S.C. § 552a(e)(3) as amended).   
70 5 C.F.R. § 1320.8(b)(3) 
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• what information will be treated as confidential and the basis (e.g., laws) for any 
confidentiality pledge; 

• what information will be treated as nonconfidential; 
• what information, if any, is limited to use for exclusively statistical purposes and the 

agency’s basis (e.g., laws) for such assurances; 
• what information, if any, is not limited to use for exclusively statistical purposes and may 

be used for nonstatistical purposes; and  
• any limitations on the confidentiality provisions (e.g., the information will be kept 

confidential only to the extent that it satisfies a criterion for exemption in the Freedom of 
Information Act (FOIA), the information may be shared with other Federal government 
agencies for official uses, etc.). 

 
Agencies must ensure that the public is able to distinguish easily between their CIPSEA 

pledge and any non-CIPSEA pledge covering information that will be used for nonstatistical 
purposes.  The degree to which the pledge differs from the CIPSEA pledge needs to be based on 
the laws and regulations governing the collection and determined in collaboration with the 
agency legal staff, agency confidentiality officer, and PRA clearance officer.  The pledge shall 
be in compliance with section 512(c) of CIPSEA—requiring notice that any data could be used 
for nonstatistical purposes.  The approach a statistical agency or unit uses in crafting wording for 
confidentiality pledges for information not protected under CIPSEA must be done with care and 
take into account the laws governing the particular agency, and the agency is strongly 
encouraged to test changes from currently used wording.  In particular, the pledge for collections 
not protected under CIPSEA (because, for example, the information would be used for 
nonstatistical purposes) shall not contain all the elements related to CIPSEA found in the pledges 
given in section II—for example, the pledge shall not state both that the data are confidential and 
that they are for exclusively statistical use (in such cases CIPSEA would apply even if not 
stated).   
 

For example, a pledge for data that are legally permitted to be accessed for nonstatistical 
purposes may state:  

The information you provide will be protected to the fullest extent allowable under (name 
the law). This law allows for the (name specific nonstatistical uses).  Information will be 
protected from public disclosure by (your agency).  Results from this survey will be 
reported publicly only in statistical summaries, so that individuals cannot be identified. 

 
 To illustrate the actual pledge wording, an agency could implement this pledge as 
follows:  

The information you provide will be protected and will not be disclosed to the public to 
the extent that it satisfies the criteria for exemption under the Freedom of Information Act 
(FOIA), 5 U.S.C. Sec. 552,  and the Trade Secrets Act, 18 U.S.C. Sec. 1905.  Agency 
ABC will protect your information in accordance with its privacy and security policies 
and procedures.   

 
To ensure public understanding and avoid confusion (about whether the agency will 

provide CIPSEA protection to the data), the above pledges do not use the word “confidential” 
because use of this term could give rise to confusion.   
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VI.  Requirements and guidelines for Nonstatistical agencies or units acquiring and 
handling information protected under CIPSEA 
 

Nonstatistical agencies seeking to acquire information that will be protected under 
CIPSEA can take two general approaches: (1) they can directly acquire the information 
themselves from respondents, or (2) they can enter into an agreement with a statistical agency to 
acquire the information.    

 
As noted in Section I. G., Subtitle A of CIPSEA may be used by any Federal agency that 

directly acquires information from respondents for exclusively statistical purposes under a 
pledge of confidentiality.  Nonstatistical agencies that acquire information in this manner must 
follow all of the requirements in sections II and III of this guidance for confidential information 
protected by CIPSEA.  
 

Nonstatistical agencies or units that will not collect the information themselves directly 
from respondents will need to carefully consider their plans for acquiring and using information 
if they want to use CIPSEA to protect the information.  Although nonstatistical agencies and 
units do acquire information directly from respondents, they frequently use contractors or other 
agencies to acquire information for them that is used for statistical purposes.  CIPSEA did not 
authorize nonstatistical agencies or units to designate agents, such as contractors, university 
researchers, or others included within the definition of agents,71 to perform exclusively statistical 
activities, including data collection.  Because nonstatistical agencies or units are not empowered 
under CIPSEA to designate agents, who are subject to CIPSEA limitations and penalties, they 
will not be able to protect the information under CIPSEA if they employ contractors or other 
agents to acquire the information or if they plan to allow access to the information by anyone 
outside of authorized agency employees, even if they intend to use the information for 
exclusively statistical purposes and want to keep it confidential.72   

 
As an alternative to collecting the data directly themselves, nonstatistical agencies or 

units that wish to acquire information with CIPSEA protection may want to consider entering 
into an agreement with a Federal statistical agency or unit.  Because the statistical agency or unit 
would be responsible for protecting all confidential information acquired under the CIPSEA 
pledge, carrying out these responsibilities will take resources that non-statistical agencies should 
be prepared to provide to the statistical agency.  Statistical agencies or units may  designate 
agents under CIPSEA, but must follow the requirements in Section IV of this guidance to do so.  
Employees within a nonstatistical agency or unit may serve as agents for a statistical agency or 
unit to perform exclusively statistical activities on confidential information and be bound by 

                                                 
71 See Sec. 502(2)(A) 
72 Some nonstatistical agencies may have specific statutory authority to designate agents that meets the requirements 
of CIPSEA, allowing the agency to use agents to perform exclusively statistical activities, including data collection, 
for the agency.  Agencies should consult with OMB on the applicability of their statute for purposes of using 
CIPSEA before making plans to designate agents.  Agencies should also clearly describe how their authority meets 
the requirements for CIPSEA designation of agents in their information collection requests to OMB.   
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CIPSEA provided that the statistical agency or unit and the agents have followed all of the 
requirements given in section IV.   

 
An agreement between the statistical agency and the nonstatistical agency could be used 

to make the statistical agency or unit responsible for the control of the confidential information.  
The statistical agency could then designate a contractor to acquire the information and perform 
other exclusively statistical activities.  The statistical agency could also designate as agents select 
employees of the nonstatistical agency or unit to have access to the information for exclusively 
statistical purposes.  As noted earlier, all requirements in sections II, III, and IV would have to be 
met; and, therefore, all agents would be subject to penalties under CIPSEA for any disclosure.   
 

 

VII.  Data sharing under Subtitle B of CIPSEA 
 
 Subtitle B, Statistical Efficiency, provides only for the sharing of business data for 
exclusively statistical purposes and provides for that sharing only among three statistical 
agencies designated in Subtitle B.  Subtitle B of CIPSEA does not authorize the sharing of 
confidential business data among any Federal agencies other than the three designated statistical 
agencies, nor does it authorize any sharing of demographic or other types of data among any 
Federal agencies.73   

 
The following brief guidance in this section applies to the three designated statistical 

agencies sharing business data.  These three agencies are currently working to implement the 
data sharing provisions of CIPSEA.  OMB is working closely with them and may issue 
additional guidance to these three agencies as needed to implement the data sharing provisions of 
CIPSEA.   

 
A.  Designated statistical agencies 
 
 The three designated statistical agencies permitted by Subtitle B to share business data 
for exclusively statistical purposes are the Bureau of the Census, the Bureau of Economic 
Analysis, and the Bureau of Labor Statistics.74   
 
B.  Requirements when the designated statistical agencies share data  
 

Prior to sharing any business data under CIPSEA, the designated statistical agencies shall 
inform respondents about their intentions to share the business data.  If, prior to collection, the 
designated agencies anticipate that they will share business data, the agencies shall:  

• include in their Federal Register notices required under the PRA notification that the 
business data may be shared with designated statistical agencies, and  

                                                 
73 Although CIPSEA Subtitle B only authorizes the sharing of confidential business information among BEA, BLS, 
and the Census Bureau, CIPSEA did not alter other existing authorities for data sharing among Federal agencies (see 
Sec. 504(a)).   
74 Sec. 522.    
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• also include in their CIPSEA confidentiality pledges notification that the data may be 
shared with designated statistical agencies.   

 
When a designated statistical agency plans to share data that was collected under a legal 

requirement to supply the information without notice of the intent to share that information with 
one or more designated statistical agencies, the agency shall publish a notice of the proposed data 
sharing activity in the Federal Register and specify the business data to be shared and the 
statistical purposes for which the business data are to be used.  This notice shall allow a 
minimum of 60 days for public comment,75 and a copy of this notice shall be sent to OMB when 
it is published.   
 
C.  Requirements for written agreements for data sharing among designated statistical 
agencies.   
 
 Designated statistical agencies shall enter into a written agreement before sharing any 
business data.  The written agreement shall specify:  

• the business data to be shared;  
• the statistical purposes for which the business data are to be used;  
• the officers, employees, and agents authorized to examine the business data to be shared; 

and  
• appropriate security procedures to safeguard the confidentiality of the business data.   

 
A copy of the written agreement shall be provided to OMB ten days prior to execution.   
 
 
VIII.  Annual reporting and review requirements 
 
A.  Reporting Requirements 

 
 To coordinate and oversee the confidentiality and disclosure policies established under 
CIPSEA, the Office of Management and Budget is authorized under CIPSEA to require reports 
and other information regarding the implementation of this legislation by Federal agencies.76  In 
order to effectively monitor Federal agencies’ use of the different provisions in CIPSEA, all 
agencies shall report to OMB on (1) the use of the CIPSEA pledge, (2) the use of the CIPSEA 
agents provision, and (3) data sharing activities under Subtitle B.   
 
  Use of the CIPSEA pledge.  Any Federal agency acquiring data under CIPSEA Subtitle 
A shall report to OMB on an annual basis on those collections it has conducted under CIPSEA 
and affirm that the agency has followed the procedures in this guidance to ensure the 
confidentiality of the information is protected.   
 
 Use of the agents provision in CIPSEA.  Statistical agencies and units are authorized 
under Subtitle A of CIPSEA to designate agents, who may perform exclusively statistical 

                                                 
75 Sec. 524(d).   
76 Sec. 503.   
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activities, including data collection, and are bound to the same legal requirements as agency 
employees for maintaining the confidentiality of the information.  Statistical agencies or units 
that choose to designate agents shall report to OMB on an annual basis on the number of agents 
designated; the kinds of statistical activities performed by agents, e.g., data collection, analysis, 
etc.; the different types of arrangements for access to confidential information (if applicable), 
e.g., on-site at the statistical agency, through an agency-controlled research data center, or off-
site licensing agreement; and the kind of written agreement that is required for each type of 
access.   
 

Use of data sharing provisions under Subtitle B of CIPSEA.  CIPSEA directs that the 
three designated agencies shall report annually to the Director of the Office of Management and 
Budget (OMB), the Committee on Government Reform of the House of Representatives, and the 
Committee on Governmental Affairs of the Senate on the actions taken to implement the sections 
of the law on sharing of business data.  Designated agency reports shall be prepared on a 
calendar year basis, and shall include a summary of activities carried out under this law including 
the statistical purposes for sharing, any anticipated improvements to quality, and any anticipated 
or achieved reductions in cost or respondent burden due to the sharing of business data.  The 
report shall include copies of each written agreement for the sharing of business data for the 
applicable year.   
 

The initial report to OMB shall cover any collections since the enactment of the 
legislation in December 2002 through December 2006, and subsequent reports shall cover a 
calendar year.  Agencies shall submit their initial reports to OMB by April 30, 2007.  Subsequent 
reports shall be submitted annually to OMB by April 30th of each year.   
 
B.  OMB Review of Agency rules  
 
 Agencies are authorized to promulgate rules to implement CIPSEA.77  Agencies 
proposing rules to implement CIPSEA shall submit these proposed rules to OMB for review and 
approval.78   

                                                 
77 Sec. 503(b).   
78 Sec. 503(c).   
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Appendix A.  Requirements for Contracts and Written Agreements for Agents Acquiring 
or Accessing Confidential Information under CIPSEA 

 
 
The following information shall be included in the contract or written agreement:    
• the identity and affiliation of both the legally responsible agent (e.g., contractor or 

requestor seeking access to confidential data) and agency official signing the 
agreement;  

• whether the agent will be acquiring confidential information on behalf of the agency 
or only accessing confidential information the agency possesses;   

• a clear and detailed description of the purpose of the access;   
• the specific confidential information needed; 
• how the information will be used;  
• any plans for disseminating information as well as the products planned for public 

distribution;   
• legally binding signature lines for the agency, and the responsible management level 

official from the institution with which the agent(s) is (are) affiliated.  When the agent 
is operating independently for these purposes and is unaffiliated with an institution, 
the agent will sign; 

• the legal authority under which the information was collected or acquired; 
• the legal authority from CIPSEA and other laws for providing the agent the ability to 

acquire or to access the information; 
• penalties for violating confidentiality or unauthorized use of the information; 
• the timeframe for access;   
• a requirement that the agent provide and update as necessary a list of persons 

involved in the project who will have access to the information; 
• the agent’s responsibility to notify agency when 

o the agent no longer needs the information, 
o the agent plans a change in site access, and/or 
o the project purpose changes (agency approval must be obtained first); 

• confidentiality training requirement for all persons who have access to confidential 
information; 

• the requirement that each person with access to confidential information sign a non-
disclosure form that signifies an understanding of and agreement to the terms of 
access and agreement to comply with CIPSEA and any other applicable laws (see 
below for options on where to include this information); 

• the requirement that the agent submit any project information products to the agency 
for disclosure review (agencies may also include or reference reporting requirements 
or standards); 

• for off-site access arrangements  
o a security plan (information systems and physical security) for protecting the 

information,  
o procedures regarding the return or destruction of information when access is no 

longer necessary (may precede project’s end),and 
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o the requirement that the agent allows the agency to carry out a physical and IT 
security inspection of the agent’s workplace; 

• conditions requiring modification of the agreement; 
• termination clause for the agreement; 
• listing of contact persons for the agency and the responsible management level 

official from the institution with which the agent is affiliated.  (When the agent is 
operating independently and is unaffiliated with an institution, the agent will 
designate a contact person); and  

• as applicable, information on funding of project work, including any between the 
agency, agent(s), and/or agents’ institution.   

 
The following information may be included in the body of the agreement, added to the 
agreement as appendices or made part of the agency’s official files for the actual agreement:  

• copy of the agency-approved proposal (if required), 
• copies of all laws cited in the agreement,  
• the list of persons with access to confidential information, 
• certification that all persons who have access to confidential information have 

completed confidentiality training,  
• signed non-disclosure forms for all persons with access to confidential information, 

and 
• for each person with data access, a copy of the background certification supporting 

such access—details to be determined by agency (options could include 
fingerprinting, a sworn affidavit of nondisclosure, work history checks, etc.). 

 
Agencies may also include additional requirements in their written agreements.  Examples 

of written agreements used by some agencies that conform to the above requirements will be 
available on the OMB website.79   

                                                 
79 www.whitehouse.gov/omb go to “Statistical Programs and Standards” 
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Confidential 
Information 
Protection and 
Statistical 
Efficiency Act of 
2002. 

44 USC 3501 
note. 

44 USC 3501 
note. 

TITLE V—CONFIDENTIAL INFORMATION 
PROTECTION AND STATISTICAL EFFI
CIENCY 

SEC. 501. SHORT TITLE. 

This title may be cited as the ‘‘Confidential Information Protec
tion and Statistical Efficiency Act of 2002’’. 

SEC. 502. DEFINITIONS. 

As used in this title: 
(1) The term ‘‘agency’’ means any entity that falls within 

the definition of the term ‘‘executive agency’’ as defined in 
section 102 of title 31, United States Code, or ‘‘agency’’, as 
defined in section 3502 of title 44, United States Code. 

(2) The term ‘‘agent’’ means an individual— 
(A)(i) who is an employee of a private organization 

or a researcher affiliated with an institution of higher 
learning (including a person granted special sworn status 
by the Bureau of the Census under section 23(c) of title 
13, United States Code), and with whom a contract or 
other agreement is executed, on a temporary basis, by 
an executive agency to perform exclusively statistical activi
ties under the control and supervision of an officer or 
employee of that agency; 

(ii) who is working under the authority of a government 
entity with which a contract or other agreement is executed 
by an executive agency to perform exclusively statistical 
activities under the control of an officer or employee of 
that agency; 

(iii) who is a self-employed researcher, a consultant, 
a contractor, or an employee of a contractor, and with 
whom a contract or other agreement is executed by an 
executive agency to perform a statistical activity under 
the control of an officer or employee of that agency; or 

(iv) who is a contractor or an employee of a contractor, 
and who is engaged by the agency to design or maintain 
the systems for handling or storage of data received under 
this title; and 

(B) who agrees in writing to comply with all provisions 
of law that affect information acquired by that agency. 
(3) The term ‘‘business data’’ means operating and financial 

data and information about businesses, tax-exempt organiza
tions, and government entities. 

(4) The term ‘‘identifiable form’’ means any representation 
of information that permits the identity of the respondent to 
whom the information applies to be reasonably inferred by 
either direct or indirect means. 

(5) The term ‘‘nonstatistical purpose’’— 
(A) means the use of data in identifiable form for 

any purpose that is not a statistical purpose, including 



VerDate 11-MAY-2000 21:45 Jan 02, 2003 Jkt 019139 PO 00347 Frm 00065 Fmt 6580 Sfmt 6581 E:\PUBLAW\PUBL347.107 APPS24 PsN: PUBL347

PUBLIC LAW 107–347—DEC. 17 2002 116 STAT. 2963 

any administrative, regulatory, law enforcement, adjudica

tory, or other purpose that affects the rights, privileges,

or benefits of a particular identifiable respondent; and


(B) includes the disclosure under section 552 of title

5, United States Code (popularly known as the Freedom

of Information Act) of data that are acquired for exclusively

statistical purposes under a pledge of confidentiality.

(6) The term ‘‘respondent’’ means a person who, or organiza

tion that, is requested or required to supply information to 
an agency, is the subject of information requested or required 
to be supplied to an agency, or provides that information to 
an agency. 

(7) The term ‘‘statistical activities’’— 
(A) means the collection, compilation, processing, or


analysis of data for the purpose of describing or making

estimates concerning the whole, or relevant groups or

components within, the economy, society, or the natural

environment; and


(B) includes the development of methods or resources

that support those activities, such as measurement

methods, models, statistical classifications, or sampling

frames.

(8) The term ‘‘statistical agency or unit’’ means an agency 

or organizational unit of the executive branch whose activities 
are predominantly the collection, compilation, processing, or 
analysis of information for statistical purposes. 

(9) The term ‘‘statistical purpose’’— 
(A) means the description, estimation, or analysis of


the characteristics of groups, without identifying the

individuals or organizations that comprise such groups;

and


(B) includes the development, implementation, or

maintenance of methods, technical or administrative proce

dures, or information resources that support the purposes

described in subparagraph (A).


SEC. 503. COORDINATION AND OVERSIGHT OF POLICIES. 44 USC 3501 

(a) IN GENERAL.—The Director of the Office of Management note. 

and Budget shall coordinate and oversee the confidentiality and 
disclosure policies established by this title. The Director may 
promulgate rules or provide other guidance to ensure consistent 
interpretation of this title by the affected agencies. 

(b) AGENCY RULES.—Subject to subsection (c), agencies may 
promulgate rules to implement this title. Rules governing disclo
sures of information that are authorized by this title shall be 
promulgated by the agency that originally collected the information. 

(c) REVIEW AND APPROVAL OF RULES.—The Director shall review 
any rules proposed by an agency pursuant to this title for consist
ency with the provisions of this title and chapter 35 of title 44, 
United States Code, and such rules shall be subject to the approval 
of the Director. 

(d) REPORTS.— 
(1) The head of each agency shall provide to the Director


of the Office of Management and Budget such reports and

other information as the Director requests.


(2) Each Designated Statistical Agency referred to in sec

tion 522 shall report annually to the Director of the Office
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of Management and Budget, the Committee on Government 
Reform of the House of Representatives, and the Committee 
on Governmental Affairs of the Senate on the actions it has 
taken to implement sections 523 and 524. The report shall 
include copies of each written agreement entered into pursuant 
to section 524(a) for the applicable year. 

(3) The Director of the Office of Management and Budget 
shall include a summary of reports submitted to the Director 
under paragraph (2) and actions taken by the Director to 
advance the purposes of this title in the annual report to 
the Congress on statistical programs prepared under section 
3504(e)(2) of title 44, United States Code. 

44 USC 3501 SEC. 504. EFFECT ON OTHER LAWS. 
note. 

(a) TITLE 44, UNITED STATES CODE.—This title, including 
amendments made by this title, does not diminish the authority 
under section 3510 of title 44, United States Code, of the Director 
of the Office of Management and Budget to direct, and of an 
agency to make, disclosures that are not inconsistent with any 
applicable law. 

(b) TITLE 13 AND TITLE 44, UNITED STATES CODE.—This title, 
including amendments made by this title, does not diminish the 
authority of the Bureau of the Census to provide information in 
accordance with sections 8, 16, 301, and 401 of title 13, United 
States Code, and section 2108 of title 44, United States Code. 

(c) TITLE 13, UNITED STATES CODE.—This title, including 
amendments made by this title, shall not be construed as author
izing the disclosure for nonstatistical purposes of demographic data 
or information collected by the Census Bureau pursuant to section 
9 of title 13, United States Code. 

(d) VARIOUS ENERGY STATUTES.—Data or information acquired 
by the Energy Information Administration under a pledge of con
fidentiality and designated by the Energy Information Administra
tion to be used for exclusively statistical purposes shall not be 
disclosed in identifiable form for nonstatistical purposes under— 

(1) section 12, 20, or 59 of the Federal Energy Administra
tion Act of 1974 (15 U.S.C. 771, 779, 790h); 

(2) section 11 of the Energy Supply and Environmental 
Coordination Act of 1974 (15 U.S.C. 796); or 

(3) section 205 or 407 of the Department of the Energy 
Organization Act of 1977 (42 U.S.C. 7135, 7177). 
(e) SECTION 201 OF CONGRESSIONAL BUDGET ACT OF 1974.— 

This title, including amendments made by this title, shall not 
be construed to limit any authorities of the Congressional Budget 
Office to work (consistent with laws governing the confidentiality 
of information the disclosure of which would be a violation of 
law) with databases of Designated Statistical Agencies (as defined 
in section 522), either separately or, for data that may be shared 
pursuant to section 524 of this title or other authority, jointly 
in order to improve the general utility of these databases for the 
statistical purpose of analyzing pension and health care financing 
issues. 

(f) PREEMPTION OF STATE LAW.—Nothing in this title shall 
preempt applicable State law regarding the confidentiality of data 
collected by the States. 
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(g) STATUTES REGARDING FALSE STATEMENTS.—Notwith
standing section 512, information collected by an agency for exclu
sively statistical purposes under a pledge of confidentiality may 
be provided by the collecting agency to a law enforcement agency 
for the prosecution of submissions to the collecting agency of false 
statistical information under statutes that authorize criminal pen
alties (such as section 221 of title 13, United States Code) or 
civil penalties for the provision of false statistical information, 
unless such disclosure or use would otherwise be prohibited under 
Federal law. 

(h) CONSTRUCTION.—Nothing in this title shall be construed 
as restricting or diminishing any confidentiality protections or pen
alties for unauthorized disclosure that otherwise apply to data 
or information collected for statistical purposes or nonstatistical 
purposes, including, but not limited to, section 6103 of the Internal 
Revenue Code of 1986 (26 U.S.C. 6103). 

(i) AUTHORITY OF CONGRESS.—Nothing in this title shall be 
construed to affect the authority of the Congress, including its 
committees, members, or agents, to obtain data or information 
for a statistical purpose, including for oversight of an agency’s 
statistical activities. 

Subtitle A—Confidential Information

Protection


SEC. 511. FINDINGS AND PURPOSES. 

(a) FINDINGS.—The Congress finds the following: 
(1) Individuals, businesses, and other organizations have 

varying degrees of legal protection when providing information 
to the agencies for strictly statistical purposes. 

(2) Pledges of confidentiality by agencies provide assur
ances to the public that information about individuals or 
organizations or provided by individuals or organizations for 
exclusively statistical purposes will be held in confidence and 
will not be used against such individuals or organizations in 
any agency action. 

(3) Protecting the confidentiality interests of individuals 
or organizations who provide information under a pledge of 
confidentiality for Federal statistical programs serves both the 
interests of the public and the needs of society. 

(4) Declining trust of the public in the protection of informa
tion provided under a pledge of confidentiality to the agencies 
adversely affects both the accuracy and completeness of statis
tical analyses. 

(5) Ensuring that information provided under a pledge 
of confidentiality for statistical purposes receives protection 
is essential in continuing public cooperation in statistical pro
grams. 
(b) PURPOSES.—The purposes of this subtitle are the following: 

(1) To ensure that information supplied by individuals or 
organizations to an agency for statistical purposes under a 
pledge of confidentiality is used exclusively for statistical pur
poses. 

(2) To ensure that individuals or organizations who supply 
information under a pledge of confidentiality to agencies for 
statistical purposes will neither have that information disclosed 

44 USC 3501 
note. 
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in identifiable form to anyone not authorized by this title nor 
have that information used for any purpose other than a statis
tical purpose. 

(3) To safeguard the confidentiality of individually identifi
able information acquired under a pledge of confidentiality 
for statistical purposes by controlling access to, and uses made 
of, such information. 

44 USC 3501 SEC. 512. LIMITATIONS ON USE AND DISCLOSURE OF DATA AND 
note. INFORMATION. 

(a) USE OF STATISTICAL DATA OR INFORMATION.—Data or 
information acquired by an agency under a pledge of confidentiality 
and for exclusively statistical purposes shall be used by officers, 
employees, or agents of the agency exclusively for statistical pur
poses. 

(b) DISCLOSURE OF STATISTICAL DATA OR INFORMATION.— 
(1) Data or information acquired by an agency under a 

pledge of confidentiality for exclusively statistical purposes shall 
not be disclosed by an agency in identifiable form, for any 
use other than an exclusively statistical purpose, except with 
the informed consent of the respondent. 

(2) A disclosure pursuant to paragraph (1) is authorized 
only when the head of the agency approves such disclosure 
and the disclosure is not prohibited by any other law. 

(3) This section does not restrict or diminish any confiden
tiality protections in law that otherwise apply to data or 
information acquired by an agency under a pledge of confiden
tiality for exclusively statistical purposes. 
(c) RULE FOR USE OF DATA OR INFORMATION FOR NONSTATIS

TICAL PURPOSES.—A statistical agency or unit shall clearly distin
guish any data or information it collects for nonstatistical purposes 
(as authorized by law) and provide notice to the public, before 
the data or information is collected, that the data or information 
could be used for nonstatistical purposes. 

(d) DESIGNATION OF AGENTS.—A statistical agency or unit may 
designate agents, by contract or by entering into a special agreement 
containing the provisions required under section 502(2) for treat
ment as an agent under that section, who may perform exclusively 
statistical activities, subject to the limitations and penalties 
described in this title. 

44 USC 3501 SEC. 513. FINES AND PENALTIES. 
note. Whoever, being an officer, employee, or agent of an agency 

acquiring information for exclusively statistical purposes, having 
taken and subscribed the oath of office, or having sworn to observe 
the limitations imposed by section 512, comes into possession of 
such information by reason of his or her being an officer, employee, 
or agent and, knowing that the disclosure of the specific information 
is prohibited under the provisions of this title, willfully discloses 
the information in any manner to a person or agency not entitled 
to receive it, shall be guilty of a class E felony and imprisoned 
for not more than 5 years, or fined not more than $250,000, or 
both. 
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Subtitle B—Statistical Efficiency


SEC. 521. FINDINGS AND PURPOSES. 

(a) FINDINGS.—The Congress finds the following: 
(1) Federal statistics are an important source of information 

for public and private decision-makers such as policymakers, 
consumers, businesses, investors, and workers. 

(2) Federal statistical agencies should continuously seek 
to improve their efficiency. Statutory constraints limit the 
ability of these agencies to share data and thus to achieve 
higher efficiency for Federal statistical programs. 

(3) The quality of Federal statistics depends on the willing
ness of businesses to respond to statistical surveys. Reducing 
reporting burdens will increase response rates, and therefore 
lead to more accurate characterizations of the economy. 

(4) Enhanced sharing of business data among the Bureau 
of the Census, the Bureau of Economic Analysis, and the 
Bureau of Labor Statistics for exclusively statistical purposes 
will improve their ability to track more accurately the large 
and rapidly changing nature of United States business. In 
particular, the statistical agencies will be able to better ensure 
that businesses are consistently classified in appropriate indus
tries, resolve data anomalies, produce statistical samples that 
are consistently adjusted for the entry and exit of new 
businesses in a timely manner, and correct faulty reporting 
errors quickly and efficiently. 

(5) The Congress enacted the International Investment and 
Trade in Services Act of 1990 that allowed the Bureau of 
the Census, the Bureau of Economic Analysis, and the Bureau 
of Labor Statistics to share data on foreign-owned companies. 
The Act not only expanded detailed industry coverage from 
135 industries to over 800 industries with no increase in the 
data collected from respondents but also demonstrated how 
data sharing can result in the creation of valuable data prod
ucts. 

(6) With subtitle A of this title, the sharing of business 
data among the Bureau of the Census, the Bureau of Economic 
Analysis, and the Bureau of Labor Statistics continues to ensure 
the highest level of confidentiality for respondents to statistical 
surveys. 
(b) PURPOSES.—The purposes of this subtitle are the following: 

(1) To authorize the sharing of business data among the 
Bureau of the Census, the Bureau of Economic Analysis, and 
the Bureau of Labor Statistics for exclusively statistical pur
poses. 

(2) To reduce the paperwork burdens imposed on businesses 
that provide requested information to the Federal Government. 

(3) To improve the comparability and accuracy of Federal 
economic statistics by allowing the Bureau of the Census, the 
Bureau of Economic Analysis, and the Bureau of Labor Statis
tics to update sample frames, develop consistent classifications 
of establishments and companies into industries, improve cov
erage, and reconcile significant differences in data produced 
by the three agencies. 

(4) To increase understanding of the United States 
economy, especially for key industry and regional statistics, 

44 USC 3501 
note. 
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44 USC 3501 
note. 

44 USC 3501 
note. 

44 USC 3501 
note. 

to develop more accurate measures of the impact of technology 
on productivity growth, and to enhance the reliability of the 
Nation’s most important economic indicators, such as the 
National Income and Product Accounts. 

SEC. 522. DESIGNATION OF STATISTICAL AGENCIES. 

For purposes of this subtitle, the term ‘‘Designated Statistical 
Agency’’ means each of the following: 

(1) The Bureau of the Census of the Department of Com
merce. 

(2) The Bureau of Economic Analysis of the Department 
of Commerce. 

(3) The Bureau of Labor Statistics of the Department of 
Labor. 

SEC. 523. RESPONSIBILITIES OF DESIGNATED STATISTICAL AGENCIES. 

The head of each of the Designated Statistical Agencies shall— 
(1) identify opportunities to eliminate duplication and 

otherwise reduce reporting burden and cost imposed on the 
public in providing information for statistical purposes; 

(2) enter into joint statistical projects to improve the quality 
and reduce the cost of statistical programs; and 

(3) protect the confidentiality of individually identifiable 
information acquired for statistical purposes by adhering to 
safeguard principles, including— 

(A) emphasizing to their officers, employees, and agents 
the importance of protecting the confidentiality of informa
tion in cases where the identity of individual respondents 
can reasonably be inferred by either direct or indirect 
means; 

(B) training their officers, employees, and agents in 
their legal obligations to protect the confidentiality of 
individually identifiable information and in the procedures 
that must be followed to provide access to such information; 

(C) implementing appropriate measures to assure the 
physical and electronic security of confidential data; 

(D) establishing a system of records that identifies 
individuals accessing confidential data and the project for 
which the data were required; and 

(E) being prepared to document their compliance with 
safeguard principles to other agencies authorized by law 
to monitor such compliance. 

SEC. 524. SHARING OF BUSINESS DATA AMONG DESIGNATED STATIS
TICAL AGENCIES. 

(a) IN GENERAL.—A Designated Statistical Agency may provide 
business data in an identifiable form to another Designated Statis
tical Agency under the terms of a written agreement among the 
agencies sharing the business data that specifies— 

(1) the business data to be shared; 
(2) the statistical purposes for which the business data 

are to be used; 
(3) the officers, employees, and agents authorized to 

examine the business data to be shared; and 
(4) appropriate security procedures to safeguard the con

fidentiality of the business data. 
(b) RESPONSIBILITIES OF AGENCIES UNDER OTHER LAWS.—The 

provision of business data by an agency to a Designated Statistical 
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Agency under this subtitle shall in no way alter the responsibility 
of the agency providing the data under other statutes (including 
section 552 of title 5, United States Code (popularly known as 
the Freedom of Information Act), and section 552b of title 5, United 
States Code (popularly known as the Privacy Act of 1974)) with 
respect to the provision or withholding of such information by 
the agency providing the data. 

(c) RESPONSIBILITIES OF OFFICERS, EMPLOYEES, AND AGENTS.— 
Examination of business data in identifiable form shall be limited 
to the officers, employees, and agents authorized to examine the 
individual reports in accordance with written agreements pursuant 
to this section. Officers, employees, and agents of a Designated 
Statistical Agency who receive data pursuant to this subtitle shall 
be subject to all provisions of law, including penalties, that relate— 

(1) to the unlawful provision of the business data that

would apply to the officers, employees, and agents of the agency

that originally obtained the information; and


(2) to the unlawful disclosure of the business data that

would apply to officers, employees, and agents of the agency

that originally obtained the information.

(d) NOTICE.—Whenever a written agreement concerns data that Public 

respondents were required by law to report and the respondents information. 

were not informed that the data could be shared among the Des
ignated Statistical Agencies, for exclusively statistical purposes, 
the terms of such agreement shall be described in a public notice 
issued by the agency that intends to provide the data. Such notice 
shall allow a minimum of 60 days for public comment. 

SEC. 525. LIMITATIONS ON USE OF BUSINESS DATA PROVIDED BY DES- 44 USC 3501 
IGNATED STATISTICAL AGENCIES. note. 

(a) USE, GENERALLY.—Business data provided by a Designated 
Statistical Agency pursuant to this subtitle shall be used exclusively 
for statistical purposes. 

(b) PUBLICATION.—Publication of business data acquired by a 
Designated Statistical Agency shall occur in a manner whereby 
the data furnished by any particular respondent are not in identifi
able form. 

SEC. 526. CONFORMING AMENDMENTS. 44 USC 3501 

(a) DEPARTMENT OF COMMERCE.—Section 1 of the Act of 
note. 

January 27, 1938 (15 U.S.C. 176a) is amended by striking ‘‘The’’ 
and inserting ‘‘Except as provided in the Confidential Information 
Protection and Statistical Efficiency Act of 2002, the’’. 

(b) TITLE 13.—Chapter 10 of title 13, United States Code, 
is amended— 

(1) by adding after section 401 the following: 

‘‘§ 402. Providing business data to Designated Statistical 
Agencies 

‘‘The Bureau of the Census may provide business data to the 
Bureau of Economic Analysis and the Bureau of Labor Statistics 
(‘Designated Statistical Agencies’) if such information is required 
for an authorized statistical purpose and the provision is the subject 
of a written agreement with that Designated Statistical Agency, 
or their successors, as defined in the Confidential Information 
Protection and Statistical Efficiency Act of 2002.’’; and 
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(2) in the table of sections for the chapter by adding after 
the item relating to section 401 the following:


‘‘402. Providing business data to Designated Statistical Agencies.’’.


Approved December 17, 2002. 
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