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(f) Information may be requested pur-
suant to the employee consent ob-
tained under paragraph (e) of this sec-
tion only where:

(1) There are reasonable grounds to
believe, based on credible information,
that the employee or former employee
is, or may be, disclosing classified in-
formation in an unauthorized manner
to a foreign power or agent of a foreign
power;

(2) Information the Department
deems credible indicates the employee
or former employee has incurred exces-
sive indebtedness or has acquired a
level of affluence that cannot be ex-
plained by other information; or

(3) Circumstances indicate that the
employee or former employee had the
capability and opportunity to disclose
classified information that is known to
have been lost or compromised to a for-
eign power or an agent of a foreign
power.

§17.42 Positions
disclosure.

(a) The Assistant Attorney General
for Administration, in consultation
with the Counsel for Intelligence Pol-
icy, shall designate each employee, by
position or category where possible,
who has a regular need for access to
any of the categories of classified in-
formation described in section 1.3(a) of
Executive Order 12968.

(b) An employee may not hold a posi-
tion designated as requiring a regular
need for access to categories of classi-
fied information described in section
1.3(a) of Executive Order 12968 unless,
as a condition of access to such infor-
mation, the employee files with the De-
partment Security Officer:

(1) A financial disclosure form devel-
oped pursuant to section 1.3(c) of Exec-
utive Order 12968 as part of all back-
ground investigations or reinvestiga-
tions;

(2) The same financial disclosure
form, if selected by the Department Se-
curity Officer on a random basis; and

(3) Relevant information concerning
foreign travel, as determined by the
Department Security Officer.

requiring financial

§17.43 Reinvestigation requirements.

Employees who are eligible for access
to classified information shall be sub-
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ject to periodic reinvestigations and
may also be reinvestigated if, at any
time, there is reason to believe that
they may no longer meet the standards
for access.

§17.44 Access eligibility.

(a) Determinations of eligibility for
access to classified information are
separate from suitability determina-
tions with respect to the hiring or re-
tention of persons for employment by
the Department or any other personnel
actions.

(b) The number of employees eligible
for access to classified information
shall be kept to the minimum required
for the conduct of Department func-
tions.

(c) Eligibility for access to classified
information shall be limited to classi-
fication levels for which there is a need
for access. No person shall be granted
eligibility higher than his or her need.

§17.45 Need-to-know.

No person shall be granted access to
specific classified information unless
that person has an actual need-to-know
that classified information, pursuant
to section 2.5 of Executive Order 12968.

§17.46 Access by persons outside the
Executive Branch.

(a) Classified information shall not
be disseminated outside the Executive
Branch except under conditions that
ensure that the information will be
given protection equivalent to that af-
forded within the Executive Branch.

(b) Classified information originated
by or in the custody of the Department
may be made available to individuals
or agencies outside the Executive
Branch provided that such information
is necessary for performance of a func-
tion from which the Federal Govern-
ment will derive a benefit or advantage
and that the release is not prohibited
by the originating department or agen-
cy (or foreign government in the case
of Foreign Government Information).
Before such a release is made, the head
of the Office, Board, Division, or Bu-
reau making the release shall deter-
mine the propriety of such action, in
the interest of the national security,
and must approve the release. Prior to
the release, the Department Security
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Officer must confirm that the recipient
is eligible for access to the classified
information involved and agrees to
safeguard the information in accord-
ance with the provisions of this part.

(c) Members of Congress, Justices of
the United States Supreme Court, and
Judges of the United States Courts of
Appeal and District Courts do not re-
quire a determination of their eligi-
bility for access to classified informa-
tion by the Department. Federal Mag-
istrate Judges must be determined eli-
gible for access to classified informa-
tion by the Department Security Offi-
cer pursuant to procedures approved by
the Assistant Attorney General for Ad-
ministration in consultation with the
Judicial Conference of the United
States. All other Legislative and Judi-
cial personnel including, but not lim-
ited to, congressional staff, court re-
porters, typists, secretaries, law clerks,
and translators who require access to
classified information must be deter-
mined eligible by the Department Se-
curity Officer consistent with stand-
ards established in this regulation.

(d) When other persons outside the
Executive Branch who are not subject
to the National Industrial Security
Program require access to classified in-
formation originated by or in the cus-
tody of the Department, but do not
otherwise possess a proper access au-
thorization, an appropriate background
investigation must be completed to
allow the Department Security Officer
to determine their eligibility for access
to classified information. The length of
time it generally takes to complete an
expedited background investigation is
90 days. Therefore, all persons requir-
ing access to classified information to
participate in congressional or judicial
proceedings should be identified and
the background investigation initiated
far enough in advance to ensure a min-
imum impact on such proceedings.

(e) Personnel who are subject to a
Department contract or grant or who
are rendering consultant services to
the Department and require access to
classified information originated by or
in the custody of the Department shall
be processed for such access pursuant
to procedures approved by the Assist-
ant Attorney General for Administra-
tion.

§17.46

(f)(1) The requirement that access to
classified information may be granted
only as is necessary for the perform-
ance of official duties may be waived,
pursuant to section 4.5(a) of Executive
Order 12958, for persons who:

(i) Are engaged in historical research
projects; or

(if) Have previously occupied policy-
making positions to which they were
appointed by the President.

(2) All persons receiving access pur-
suant to this paragraph (f) must have
been determined to be trustworthy by
the Department Security Officer as a
precondition before receiving access.
Such determinations shall be based on
such investigation as the Department
Security Officer deems appropriate.
Historical researchers and former pres-
idential appointees shall not have ac-
cess to Foreign Government Informa-
tion without the written permission
from an appropriate authority of the
foreign government concerned.

(3) Waivers of the ‘“‘need-to-know’’ re-
quirement under this paragraph (f)
may be granted by the Department Se-
curity Officer provided that the Secu-
rity Programs Manager of the Office,
Board, Division, or Bureau with classi-
fication jurisdiction over the informa-
tion being sought:

(i) Makes a written determination
that such access is consistent with the
interest of national security;

(if) Limits such access to specific
categories of information over which
the Department has classification ju-
risdiction;

(iii) Maintains custody of the classi-
fied information at a Department facil-
ity;

(iv) Obtains the recipient’s written
and signed agreement to safeguard the
information in accordance with the
provisions of this regulation and to au-
thorize a review of any notes and
manuscript for determination that no
classified information is contained
therein; and

(v) In the case of former presidential
appointees, limits their access to items
that such former appointees origi-
nated, reviewed, signed, or received
while serving as a presidential ap-
pointee and ensures that such ap-
pointee does not remove or cause to be
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removed any classified information re-
viewed.

(4) If access requested by historical
researchers and former presidential ap-
pointees requires the rendering of serv-
ices for which fair and equitable fees
may be charged pursuant to 31 U.S.C.
9701, the requester shall be so notified
and fees may be imposed.

§17.47 Denial or revocation of eligi-
bility for access to classified infor-
mation.

(a) Applicants and employees who are
determined to not meet the standards
for access to classified information es-
tablished in section 3.1 of Executive
order 12968 shall be:

(1) Provided with a comprehensive
and detailed written explanation of the
basis for that decision as the national
security interests of the United States
and other applicable law permit and in-
formed of their right to be represented
by counsel or other representative at
their own expense;

(2) Permitted 30 days from the date of
the written explanation to request any
documents, records, or reports includ-
ing the entire investigative file upon
which a denial or revocation is based;
and

(3) Provided copies of documents re-
quested pursuant to this paragraph (a)
within 30 days of the request to the ex-
tent such documents would be provided
if requested under the Freedom of In-
formation Act (5 U.S.C. 552) or the Pri-
vacy Act of 1974 (5 U.S.C. 552a), and as
the national security interests and
other applicable law permit.

(b) An applicant or employee may
file a written reply and request for re-
view of the determination within 30
days after written notification of the
determination or receipt of the copies
of the documents requested pursuant
to this subpart, whichever is later.

(c) An applicant or employee shall be
provided with a written notice of and
reasons for the results of the review,
the identity of the deciding authority,
and written notice of the right to ap-
peal.

(d) Within 30 days of receipt of a de-
termination under paragraph (c) of this
section, the applicant or employee may
appeal that determination in writing
to the ARC, established under §17.15.
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The applicant or employee may request
an opportunity to appear personally
before the ARC and to present relevant
documents, materials, and informa-
tion.

(e) An applicant or employee may be
represented in any such appeal by an
attorney or other representative of his
or her choice, at his or her expense.
Nothing in this section shall be con-
strued as requiring the Department to
grant such attorney or other represent-
ative eligibility for access to classified
information, or to disclose to such at-
torney or representative, or permit the
applicant or employee to disclose to
such attorney or representative, classi-
fied information.

(f) A determination of eligibility for
access to classified information by the
ARC is a discretionary security deci-
sion. Decisions of the ARC shall be in
writing and shall be made as expedi-
tiously as possible. Access shall be
granted only where facts and cir-
cumstances indicate that access to
classified information is clearly con-
sistent with the national security in-
terest of the United States, and any
doubt shall be resolved in favor of the
national security.

(g) The Department Security Officer
shall have an opportunity to present
relevant information in writing or, if
the applicant or employee appears per-
sonally, in person. Any such written
submissions shall be made part of the
applicant’s or employee’s security
record and, as the national security in-
terests of the United States and other
applicable law permit, shall also be
provided to the applicant or employee.
Any personal presentations shall be, to
the extent consistent with the national
security and other applicable law, in
the presence of the applicant or em-
ployee.

(h) When the Attorney General or
Deputy Attorney General personally
certifies that a procedure set forth in
this section cannot be made available
in a particular case without damaging
the national security interests of the
United States by revealing classified
information, the particular procedure
shall not be made available. This is a
discretionary and final decision not
subject to further review.
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