§17.21

to the extent necessary to
classified information.

(i) The Counsel for Intelligence Pol-
icy (or, in the case of FBI employees,
the FBI’s Office of Congressional and
Public Affairs) will respond sub-
stantively to prepublication review re-
quests within 30 working days of re-
ceipt of the submission. Priority shall
be given to reviewing speeches, news-
paper articles, and other materials
that the author seeks to publish on an
expedited basis. The Counsel’s deci-
sions may be appealed to the Deputy
Attorney General, who will process ap-
peals within 15 days of receipt of the
appeal. The Deputy Attorney General’s
decision is final and not subject to fur-
ther administrative appeal. Persons
who are dissatisfied with the final ad-
ministrative decision may obtain judi-
cial review either by filing an action
for declaratory relief or giving the De-
partment notice of their intention to
proceed despite the Department’s re-
quest for deletions of classified infor-
mation, and a reasonable opportunity
(30 working days) to file a civil action
seeking a court order prohibiting dis-
closure. Employees and other affected
individuals remain obligated not to
disclose or publish information deter-
mined by the Government to be classi-
fied until any civil action is resolved.

(J) The obligations of Department of
Justice employees described in this
subpart apply with equal force to em-
ployees of the FBI with following ex-
ceptions and provisos:

(1) Nothing in this subpart shall su-
persede or alter obligations assumed
under the basic FBI employment agree-
ment.

(2) FBI employees required to sign
nondisclosure agreements containing a
provision for prepublication review
pursuant to this subpart shall submit
materials for review to the Assistant
Director, Office of Congressional and
Public Affairs. Such individuals shall
also submit questions as to whether
specific materials require prepublica-
tion review under such agreements to
that Office for resolution. Where such
questions raise policy questions or con-
cern significant issues of interpreta-
tion under such an agreement, the As-
sistant Director, Office of Congres-
sional and Public Affairs, shall consult
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with the Counsel for Intelligence Pol-
icy prior to responding to the inquiry.

(3) Decisions of the Assistant Direc-
tor, Office of Congressional and Public
Affairs, concerning the deletion of clas-
sified information, may be appealed to
the Director, FBI, who will process ap-
peals within 15 working days of receipt.
Persons who are dissatisfied with the
Director’s decision may, at their op-
tion, appeal further to the Deputy At-
torney General as provided in para-
graph (i) of this section. Judicial re-
view, as set forth in that paragraph, is
available following final agency action
in the form of a decision by the Direc-
tor or, if the appeal process in para-
graph (i) of this section is pursued, the
Deputy Attorney General.

Subpart B—Classified Information

§17.21 Classification and declassifica-
tion authority.

(a) Top Secret original classification
authority may only be exercised by the
Attorney General, the Assistant Attor-
ney General for Administration, and
officials to whom such authority is del-
egated in writing by the Attorney Gen-
eral. No official who is delegated Top
Secret classification authority pursu-
ant to this paragraph may redelegate
such authority.

(b) The Assistant Attorney General
for Administration may delegate origi-
nal Secret and Confidential classifica-
tion authority to subordinate officials
determined to have frequent need to
exercise such authority. No official
who is delegated original classification
authority pursuant to this paragraph
may redelegate such authority.

(c) Officials authorized to classify in-
formation at a specified level are also
authorized to classify information at a
lower level. In the absence of an offi-
cial authorized to exercise classifica-
tion authority pursuant to this section,
the person designated to act in lieu of
such official may exercise the official’s
classification authority.

§17.22 Classification of
limitations.

information;

(a) Information may be originally
classified only if all of the following
standards are met:
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(1) The information is owned by, pro-
duced by or for, or is under the control
of the United States Government;

(2) The information falls within one
or more of the categories of informa-
tion specified in section 1.5 of Execu-
tive Order 12958; and

(3) The classifying official determines
that the unauthorized disclosure of the
information reasonably could be ex-
pected to result in damage to the na-
tional security and such official is able
to identify or describe the damage.

(b) Information may be classified as
Top Secret, Secret, or Confidential ac-
cording to the standards established in
section 1.3 of Executive Order 12958. No
other terms shall be used to identify
United States classified national secu-
rity information except as otherwise
provided by statute.

(c) Information shall not be classified
if there is significant doubt about the
need to classify the information. If
there is significant doubt about the ap-
propriate level of classification with
respect to information that is being
classified, it shall be classified at the
lower classification of the levels con-
sidered.

(d) Information shall not be classified
in order to conceal inefficiency, viola-
tions of law, or administrative error; to
prevent embarrassment to a person, or-
ganization, or agency; to restrain com-
petition; or to prevent or delay release
of information that does not require
protection in the interest of national
security. Information that has been de-
classified and released to the public
under proper authority may not be re-
classified.

(e) Information that has not pre-
viously been disclosed to the public
under proper authority may be classi-
fied or reclassified after the Depart-
ment has received a request for it
under the Freedom of Information Act
(5 U.S.C. 552), the Privacy Act of 1974 (5
U.S.C. 552a), or the mandatory review
provisions of §17.31. When it is nec-
essary to classify or reclassify such in-
formation, it shall be forwarded to the
Department Security Officer and clas-
sified or reclassified only at the direc-
tion of the Attorney General, the Dep-
uty Attorney General, or the Assistant
Attorney General for Administration.

§17.24

(f) Compilations of items of informa-
tion that are individually unclassified
may be classified if the compiled infor-
mation reveals an additional associa-
tion or relationship that meets the
standards for classification under Exec-
utive Order 12958 and that is not other-
wise revealed in the individual items of
information.

§17.23 Emergency classification re-

quests.

(@) Whenever any employee, con-
tractor, licensee, certificate holder, or
grantee of the Department who does
not have original classification author-
ity originates or develops information
that requires immediate classification
and safeguarding, and no authorized
classifier is available, that person
shall:

(1) safeguard the information in a
manner appropriate for its classifica-
tion level;

(2) Apply the appropriate overall
classification markings; and

(3) Within five working days, se-
curely transmit the information to the
organization that has appropriate sub-
ject matter interest and classification
authority.

(b) When it is not clear which Depart-
ment organization would be the appro-
priate original classifier, the informa-
tion shall be sent to the Department
Security Officer to determine the ap-
propriate organization.

(c) The organization with classifica-
tion authority shall decide within 30
days whether to classify information.

§17.24 Duration of classification.

(a) At the time of original classifica-
tion, original classification authorities
shall attempt to establish a specific
date or event for declassification not
more than 10 years from the date of the
original decision based on the duration
of the national security sensitivity of
the information. If the original classi-
fication authority cannot determine an
earlier specific date or event for declas-
sification, the information shall be
marked for declassification 10 years
from the date of the original decision.

(b) At the time of original classifica-
tion, an original classification author-
ity may exempt specific information
from declassification within 10 years in
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