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a determination is made which is ad-
verse to the individual; or

(4) Fails to comply with any other
provision of section (d) of the Act in
such a way as to have an adverse effect
on an individual.

(b) The court may order the correc-
tion or amendment of the records, may
enjoin the Agency from withholding
the records, may order the Agency to
produce any records improperly with-
held, and may assess attorney’s fees
and costs.

(c) Where a court of competent juris-
diction makes a determination that
the Agency action was willful or inten-
tional with respect to 5 U.S.C. 552a
(9)(1) (c) or (d), the United States shall
be liable for actual damages of no less
than $1,000, the costs of the action, and
attorneys’ fees.

(d) Criminal penalties may be im-
posed against an officer or employee of
the Agency who willfully discloses ma-
terial which he or she knows is prohib-
ited from disclosure, or who maintains
a system of records without complying
with the notice requirements.

(e) Criminal penalties may be im-
posed against any person who know-
ingly and willfully requests or obtains
any record concerning an individual
from an agency under false pretenses.
The offenses enumerated in paragraphs
(d) and (e) of this section are mis-
demeanors, with fines not to exceed
$5,000.

§215.13 General exemptions.

(@) Pursuant to 5 U.S.C. 552a (j)(2),
the Director or the Administrator may,
where there is a compelling reason to
do so, exempt a system of records with-
in the Agency from any part of the
Act, except subsections (b), (c) (1) and
(2), (&) (A) through (F), (e) (6), (), (9),
(10), and (11), and (i) thereof, if the sys-
tem of records is maintained by the
Agency or component thereof which
performs as its principal function any
activity pertaining to the enforcement
of criminal laws, including police ef-
forts to prevent, control, or reduce
crime or to apprehend criminals, and
the activities of prosecutors, courts,
correctional, probation, pardon, or pa-
role authorities, and which consists of:

(1) Information compiled for the pur-
pose of identifying individual criminal
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offenders and alleged offenders and
consisting only of identifying data and
notations of arrests, the nature and
disposition of criminal charges, sen-
tencing, confinement, release, and pa-
role and probation status;

(2) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(3) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision.

(b) Each notice of a system of records
that is the subject of an exemption
under this section will include a state-
ment that the system has been exempt-
ed, the reasons therefore, and a ref-
erence to the FEDERAL REGISTER, Vol-
ume and page, where the exemption
rule can be found.

(c) The systems of records to be ex-
empted under section (j)(2) of the Act,
the provisions of the Act from which
they are being exempted, and the jus-
tification for the exemptions, are set
forth below:

(1) Criminal Law Enforcement Records.
This system of records is to be exempt-
ed from sections (c) (3) and (4); (d); (e)
(1), (2, and (3); (e) (4) (G), (H), and (I);
(e) (5) and (8); (), (g) and (h) of the Act.
These exemptions are necessary to in-
sure the proper functioning of the law
enforcement activity, to protect con-
fidential sources of information, to ful-
fill promises of confidentiality, to
maintain the integrity of the law en-
forcement procedures, to avoid pre-
mature disclosure of the knowledge of
criminal activity and the evidentiary
bases of possible enforcement actions,
to prevent interference with law en-
forcement proceeding, to avoid the dis-
closure of investigative techniques, and
to avoid the endangering the law en-
forcement personnel.

(2) [Reserved]

§215.14 Specific exemptions.

(a) Pursuant to 5 U.S.C. 552a(k), the
Director or the Administrator may,
where there is a compelling reason to
do so, exempt a system of records, from
any of the provisions of subsections (c)
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