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FOREWORD 

GAO has developed an audit approach entitled "Controls and 

Risk Evaluation (CARE) Audit Methodology to Review and Evaluate 

Agency Accounting and Financial Management Systems" to 

--identify and evaluate the adequacy of controls in the 

accounting systems of the agency, and 

--determine the degree of conformance of these systems 

with the Comptroller General's accounting principles, 

standards, and other requirements. 

The GAO staff who perform these audits will develop a body of 

specialized knowledge about the agency's financial mangement 

systems, which, along with the workpaper files, will be of 

significant benefit in similar future reviews. 

It is important to note that the work steps and procedures 

in this audit approach should not be applied rigidly or arbitra- 

rily. The auditor must not only exercise professional judgment 

and assess the relevance and appropriateness of program steps to 

the specific situation but also add, modify, or delete steps as 

necessary * 

The publication is comprised of an executive summary, a 

work program, and a series of eight appendixes. The executive 



summary is for top financial management and audit executives who 

want an overview of the methodology. The work program is for 

operational financial management and audit staffs who manage the 

reviews and evaluations of systems. The appendixes provide 

detailed guidance to financial management and audit staff who 

review and evaluate systems. 

Most accounting systems are automated. To assist in eval- 

uating the general and application controls in these systems, 

evaluation questionnaires and checklists are included in the 

appendixes. They are drawn from the 1981 GAO audit guide "Eval- 

uating Internal Controls in Computer-Based Systems." When users 

of the CARE methodology have questions about how to use these 

appendixes, they should consult the 1981 guide. 

Currently, GAO is testing and refining a methodology for 

auditing computer-based systems in order to revise and update 

the 1981 guide. When this work is completed, GAO will seek the 

comments of the audit community. The revised guide will comple- 

ment the CARE approach and may be incorporated in the CARE 

manual. 

The CARE methodology is complex, reflecting the increasing 

complexity of contemporary federal accounting systems. There- 

fore, GAO believes auditors and ADP specialists should be 

trained in the CARE methodology in order to apply it effec- 

tively. GAO's Office of Organization and Human Development 

offers a basic CARE course on a regular basis. Additional 

CARE-related courses are being developed. 
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We are grateful to the government officials, professional 

organizations, public accounting officials, and other members of 

academic and financial communities who provided us valuable 

assistance through their comments on our exposure draft. We 

welcome the additional comments that experience in using the 

manual will generate. Please direct your correspondence to 

Mrs. Virginia Robinson, Associate Director, Accounting and 

Financial Management Division, Room 6015,  General Accounting 

Office, 4 4 1  G Street NW, Washington DC, 20548. 
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Director 
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CARE AUDIT METHODOLOGY TO 
REVIEW AND EVALUATE AGENCY 
ACCOUNTING AND FINANCIAL 
MANAGEMENT SYSTEMS 

O V E R V I E W  - - - - - - - -  

Public policy of our country, expressed in law, 

requires the internal control and accounting 

systems of the executive branch agencies to be 

effective and of high quality. The General 

Accounting Office (GAO) has developed this audit 

methodology for determining conformance with this 

pol icy 

LEGAL REOUIREMENTS 

Public policy on internal control and accounting 

systems is embodied in the provisions of the 

Accounting and Auditing Act of 1950 and the Federal 

Managers' Financial Integrity Act of 1982 .  

The 1950 act requires the head of each executive 

agency to establish and maintain accounting and 

internal control systems which provide 

--full disclosure of financial activities; 

--adequate financial information for agency 

management; 
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--effective internal controls over all funds, 

property, and other assets; and 

--reliable financial information for develop- 

ment and support of budget requests, for 

budget execution, and for Treasury central 

accounting. 

The 1950 act further requires that the accounting 

systems conform to the accounting principles and 

standards prescribed by the Comptroller Generalp 

and directs GAO to review the systems periodically. 

The Federal Managers' Financial Integrity Act of 

1982 added significant provisions to the 1950 act. 

The provisions strengthen the requirement for 

effective internal controls. The act requires that 

the Comptroller General develop standards for 

agency internal controls and that agency controls 

conform to the standards. The act further requires 

that controls must meet the following objectives: 

--obligations and costs comply with applicable 

law; 

--all assets are safeguarded against waste, 

loss, unauthorized use, and misappropriation; 

and 

--revenues and expenditures are recorded and 

ES-2 



accounted for properly so that accounts and 

reliable financial and statistical reports may 

be prepared and accountability of the assets 

may be maintained. 

The act requires agencies to perform reviews to 

determine compliance with these requirements and 

directs the Office of Management and Budget (OMB), 

in consultation with the Comptroller General, to 

develop guidelines for the reviews. Further, agen- 

cy heads are to report to the President annually as 

to whether or not their internal control systems 

comply with the requirements, and whether or not 

their accounting systems conform to the Comptroller 

General's principles and standards. 

GAO AND OMB REQUIREMENTS 

The Comptroller General's standards for internal 

control and the principles and standards for ac- 

counting systems are contained in title 2 of the 

GAO Policy and Procdures Manual for Guidance of 

Federal Agencies. Additional requirements are in 

other titles of the manual. The Comptroller 

General's standards are consistent with and support 

the objectives of internal control and accounting 
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set forth in the law. OMB guidance for agency 

reviews of their internal control systems is in OMB 

Circular A-123, Internal Control Systems, and OMB's 

Guidelines for the Evaluation and Improvement of 

and Reporting on Internal Control Systems in the 

Federal Government. The guidelines, developed in 

consultation with GAO, support and are consistent 

with the Comptroller General's standards and the 

objectives of the law. Additional OMB guidance is 

contained in OMB Circular A-127, Financial 

Management Systems. 

GAO AND AGENCY AUDITS 

GAO, under its general mandate to review the opera- 

tions of the executive branch, as well as its spe- 

cific mandate to review accounting systems, plans 

to audit the internal control and accounting 

systems of the executive agencies. The objectives 

of the audits are to determine 

--whether internal controls conform to the 

Comptroller General's standards and OMB 

policy and guidelines for internal controls 

and meet the objectives of the law, 
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--whether accounting systems conform to the 

Comptroller General's accounting principles 

and standards and meet the objectives of the 

law, and 

--whether accounting systems effectively and 

efficiently provide management--both internal 

and external (the Congress, OMB, and Treas- 

ury)--useful, timely, reliable, comparable, 

and complete financial information needed for 

effective and efficient management of public 

financial resources and public programs. 

A GAO audit methodology has been designed to meet 

these audit objectives. Further, GAO believes the 

methodology is readily adaptable to the agencies' 

own required internal control and accounting 

systems reviews. Therefore, the methodology is 

available to the federal community to be used at 

its discretion. 

GAO'S AUDIT METHODOLOGY--CARE 

GAO calls this audit methodology "Controls and Risk 

Evaluation (CARE)," It is adaptable to any orga- 

nizational level--an entire agency, a major compo- 
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nent of the organization, an operational unit, or 

an individual system. A key feature of the method- 

ology is its emphasis on risk assessment, which 

greatly optimizes audit staff effectiveness. The 

methodology is organized into four segments: ( 1 )  

general risk analysis, (2) transaction flow review, 

( 3 )  compliance testing, and ( 4 )  substantive test- 

ing. The work performed in each succeeding segment 

is based on the results of the preceding one. 

GAO emphasizes that effective use of the method- 

ology requires a large measure of knowledge, train- 

ing, and professional judgment in both accounting 

and ADP. The methodology is not to be viewed as a 

rigid or arbitrary checklist approach. 

The results of the auditor's efforts and the know- 

ledge gained about an agency and its systems will 

remain a valuable source of information for similar 

jobs in the future. 

GENERAL R I S K  A N A L Y S I S  

In the general risk analysis segment of CARE, the 

auditor acquires an overview of the unit's activity 

to include such items as its mission and opera- 
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tions, its organization, and its funding. Also,  

the auditor will gain an understanding of the gen- 

eral control environment, including general con- 

trols over computer operations. Further, the audi- 

tor acquires a general understanding of the overall 

financial management process, including the role of 

the accounting system in support of budgeting and 

other financial management activities, and identi- 

fies the component systems comprising the complete 

accounting system. 

The auditor then applies a number of risk-ranking 

factors to each system in order to identify the 

systems of greatest risk--that is, vulnerability to 

fraud, abuse, and mismanagement. This ensures 

that scarce audit resources are focused on areas 

where they can make t h e  greatest contribution. 

Factors considered include magnitude of funds in- 

volved, potential impact of ineffective operation, 

sources of input, degree of automation, known 

problems, and recency of prior audits. The systems 

with the highest risk rankings will be subjected to 

further review. 

Finally, for the systems selected for further re- 

view, the auditor determines the relevant princi- 

ples and standards and internal control objectives. 
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TRANSACTION FLOW REVIEW 

In the second segment of CARE, transaction flow 

review and analysis, the auditor indentifies each 

selected system's major types of transactions and 

refines the internal control objectives. The audi- 

tor then determines and documents, for each major 

type of transaction, the flow of information 

through the system. By analyzing the flow, the 

auditor identifies the control techniques used and 

determines whether they meet the system's control 

objectives, including conformance with all relevant 

accounting standards. Further, the auditor is 

alert for any inefficiencies in the automated data 

processing system. 

This study provides the auditor an understanding of 

the internal control strengths and weaknesses of 

the systems. This, in turn, gives the auditor a 

basis for further ranking the systems in terms of 

the reliance that can be placed on them. Based on 

this ranking, the auditor selects systems for com- 

pliance testing, the third segment of CARE. 
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COMPLIANCE TESTING 

In the third segment of CARE, compliance tests and 

analysis, the auditor determines whether the pro- 

cesses and controls identified in transaction flow 

review actually operate and function as understood 

and intended. 

For each automated system to be tested, the auditor 

designs a set of test transactions. The test 

transactions are of two broad types--valid and 

invalid or improper. The valid transactions 

contain no errors. They are entered into the 

system to determine whether valid transactions will 

process through to completion of the cycle. 

Invalid or improper transactions are designed to 

contain errors. The auditor enters these transac- 

tions to determine whether the system actually 

identifies and rejects them. 

For a manual system or for any manual part of an 

automated system, the auditor "walks" actual 

transactions through the manual processes. This 

involves interviewing the individuals who handle 
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transactions, observing the procedures followed, 

and examining applicable records. Through this 

exercise, the auditor systematically verifies that 

the control techniques, identified in the transac- 

tion flow review segment, actually operate and 

function as understood and intended. 

Based on the results of compliance testing, in com- 

bination with the results of transaction flow re- 

view, the auditor will form an overall opinion of 

the system and its internal controls and recommend, 

where appropriate, corrective action. In addition, 

after considering the potential impact of any devi- 

ations from these requirements, as well as the 

agency's planned corrective actions, the auditor 

may decide to perform substantive testing, the 

fourth segment of CARE. 

SUBSTANTIVE TESTING 

In the fourth segment of CARE, substantive tests 

and analysis, the auditor determines the practical 

impact of deviations from standards and other 

requirements. This involves determination of, for 

example, the extent of any dollar losses or the 

ES- 10 



extent to which reports are unreliable. The tests 

can provide additional support for the recommenda- 

tions resulting from compliance testing, or a basis 

for withdrawal or revision of the recommendation. 

For this segment, audit steps must be tailored to 

the specific situation. As a generalization, how- 

ever, this segment tests actual agency transactions 

arid examines related records, files, and reports. 

Also, computer assisted audit techniques are an 

invaluable tool for this segment. As a result of 

this segment, GAO will, as a general rule, report 

the deviations and their impact to the agency head, 

together with GAO's recommendations for correction. 

ORGANIZATION OF THE MANUAL 

GAO's CARE manual consists of a main body, contain- 

ing eight sections, and a set of eight appendixes. 

The main body is organized as follows: 

--Section 1 - Introduction. 
--Section 2 - Federal agency financial 
management and federal agency accounting 

systems--what they are and how they relate 

to a CARE audit. 
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--Section 3 - Interrelationship of control 
objectives, accounting principles and 

standards, and internal controls, 

--Section 4 - General risk analysis segment-- 
objectives, scope, work steps, and work 

products 

--Section 5 - Risk ranking of systems. 
--Sections 6, 7 ,  and 8 - Transaction flow 

review, compliance testing, and substantive 

testing segments, respectively. 

The appendixes are organized as follows: 

--Appendixes I through IV - Key policy issu- 
ances--0MB's Circular A-123, the Comptroller 

General's internal control standards, the 

Financial Integrity Act, and a bibliography 

of requirements. 

--Appendix V - Quick reference guide to the 
work steps. 

--Appendix VI - Documentation of a CARE audit, 
--Appendix VI1 - Control objectives and 
techniques , 

--Appendix VI11 - Examples of control 
objectives and related control techniques. 

ES-12 



Presenting the work steps, documentation, and 

control objectives materials as appendixes facili- 

tates the auditor's extracting and reproducing them 

for inclusion in individual audit workpapers. 
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SECTION 1 

INTRODUCTION 

The requirements fok effective agency internal controls and 

accounting systems are promulgated in both law and government- 

wide policy statements. Key laws and policy statements are the 

Budget and Accounting Procedures Act of 1950 ( 3 1  U . S . C .  3500), 

the Federal Managers' Financial Integrity Act of 1982 (Public Law 

97-255)(see appendix 11), GAO's Policy and Procedures Manual for 

Guidance of Federal Agencies, and Office of Management and Budget 

(OMB) Circular A-1 23, Internal Control Systems. (See appendix I. ) 

The Budget and Accounting Procedures Act of 1950 makes each 

agency head responsible for establishing and maintaining adequate 

systems of accounting and internal control. The systems are re- 

quired to conform to the accounting principles, standards, and 

other requirements prescribed by the Comptroller General. The 

principles and standards are set forth in title 2 of the GAO 

manual. Other titles of the manual contain additional 

requirements. 

In October 1981, OMB issued Circular A-123, which requires 

each executive agency to develop and maintain adequate systems of 

internal control. A-123 prescribes several actions agencies must 

take to evaluate and strengthen their internal controls. The 

Federal Managers' Financial Integrity Act of 1982 amended the 

1950 act. The Integrity Act requires each agency to make 
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periodic evaluations of its internal control systems and report 

annually to the President and the Congress. The report is to 

state: 

--whether or not its internal accounting and administrative 

controls meet the Comptroller General's standards and the 

objectives set forth in the act, and 

--whether or not its accounting system conforms to the 

Comptroller General's principles, standards, and related 

requirements. 

In addition, where the internal controls or the accounting 

system do not meet the above criteria, the statement is to 

describe planned corrective actions. 

The Comptroller General's internal control standards are set 

forth in title 2 of the GAO manual. (See appendix 111.) 

OMB, in consultation with the Comptroller General, developed 

guidelines for agencies to use in evaluating their systems of 

internal accounting and administrative control. These are set 

forth in OMB's December 1982  Guidelines for the Evaluation and 

Improvement of and Reporting on Internal Control Systems in the 

Federal Government. 

CONTROL STRUCTURE OF THE FEDERAL GOVERNMENT 

Control over the federal government and its program, admin- 

istrative, and financial operations is carried out on both a 
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governmentwide level and an individual agency level. In order to 

control federal operations effectively, the control techniques 

implemented at each level must complement one another. 

EFFECTIVE SYSTEMS--KEY TO GOVERNMENTWIDE 
AND AGENCY-LEVEL CONTROL 

Governmentwide controls are based on the separation of 

powers between the legislative and executive branches of the 

federal government. As shown in figure 1 on the next page, the 

legislative and executive branches e s t a b l i s h  goals and o b j e c t i v e s  

to control governmentwide planning and programming. 

The Congress sets federal program and administrative goals 

and provides the resources needed to achieve these goals to the 

executive branch agencies through ( 1 )  laws authorizing specific 

programs and administrative responsibilities for the agencies, 

and (2) appropriation acts to provide them with needed resources. 

The Congress obtains information on the results of opera- 

tions and the use of resources through information supplied by 

the agencies, other organizations, and individuals at oversight 

and appropriation hearings. Based on this information, the Con- 

gress can judge whether the agencies stayed within authorized 

goals and resource constraints. 

The executive branch can only conduct operations the 

Congress authorizes and must stay within resource limits the Con- 

gress sets in appropriation acts. The executive branch central 

management agencies ensure that all agencies stay within these 

limits. These control agencies are the Office of Management and 

0 
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Budget, the Office of Personnel Management, Department of the 

Treasury, and the General Services Adminstration. 

The central management agencies promulgate policy, 

procedures, and regulations and allocate resources to guide and 

control executive agency operations. This guidance is based on 

laws, including appropriation acts, passed by the Congress and 

signed by the President. The central management agencies also 

receive routine reports from the agencies on the results of 

operations, which they use to ensure that the agencies comply 

with central direction and stay within resource allocations. The 

central management agencies report to the President and the 

Congress 

The governmentwide controls will work effectively only if 

the Congress and the central management agencies receive current, 

complete, and accurate information on prior program and 

administrative accomplishments. The Congress also needs to know 

the financial results of operations to support the appropriation 

process and to carry out its oversight responsibilities. 

Similarly, the central management agencies must also receive 

reliable information to carry out effectively their central 

management functions. 

The primary source of the information needed by the Congress 

and the central management agencies is from the agencies that 

carry out authorized programs. Consequently, controls at the 

individual agency level should focus on ensuring that reliable, 

timely, and accurate information is recorded and reported. This 

includes information on program accomplishments as well as 

financial results of operations. e 
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Additional governmentwide controls are provided through 

federal audit agencies. Specifically, GAO in the legislative 

branch and the inspectors general in the executive branch help 

provide assurance that federal operations and related use of re- 

sources conform to national goals and objectives. However, their 

audits are no substitute for reliable, timely, and accurate 

information, which is needed for effective control over 

operations and resources by agency level management. 

Reliable and timely historical financial information is the 

key to effective control at both the governmentwide and agency 

level. The basic sources of this information are the agencies' 

budget, accounting, and other financial management information 

systems. To be successful, these systems must include effective 

manual and/or automated procedures--control techniques--over the 

capturing, recording, summarizing, and reporting of information. 

The controls of these systems are the focus of our efforts to 

improve control over government operations. 

OVERVIEW OF GAO'S CARE AUDIT METHODOLOGY 

GAO has developed an audit methodology entitled CARE, an 

acronym for ''Controls and Risk Evaluation (CARE) Audit Method- 

ology to Review and Evaluate Agency Accounting and Financial 

Management Systems" to ( 1 )  evaluate the effectiveness of 

controls in agency-level accounting systems and the reliability 

of the information they produce, and (2) determine conformance 
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with the Comptroller General's accounting principles, standards, 

and related requirements. 

The CARE audit methodology is designed to guide the auditor 

in evaluating the effectiveness of the control environment of an 

individual agency, a major organizational component, an 

operational unit, or a system. Once the scope of audit has been 

decided--an entire agency, component operational unit, or 

individual system--CARE guides the auditor in viewing the control 

environment and management control system as they relate to all 

aspects of the selected entity's operations. This is in accord 

with OMB's Circular A-123 and the requirements of the Federal 

Managers' Financial Integrity Act. For example, both CARE and 

OMB require vulnerability (risk) assessments and internal control 

reviews for all aspects of program and administrative operations. 

STRUCTURE OF GAO's CARE AUDIT METHODOLOGY 

The CARE audit methodology provides a four segment approach 

to the review and evaluation of an agency's accounting systems 

and related control environment. The CARE audit segments are 

( 1 )  general risk analysis, 

( 2 )  transaction flow review and analysis, 

( 3 )  compliance tests and analysis, and 

( 4 )  substantive tests and analysis. 
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Figure 2 (cont’d) 
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Figure 2 portrays graphically the overall structure and 

interrelationships of the four segments. 

The work done in each succeeding segment builds on the 

results of the work done in the preceding one. upon completion 

of all four work segments, CARE will result in ( 1 )  a permanent 

file on the agency (or part of an agency selected for review) 

that describes its financial management structure and its 

internal control strengths and weaknesses, ( 2 )  a risk ranking of 

the systems in the structure, ( 3 )  a determination as to whether 

the accounting systems comply with GAO principles and standards, 

and/or ( 4 )  a report to the agency or the Congress on major 

weaknesses in the financial management systems. 

General risk analysis e 
The overall objectives of the general risk analysis (GHA) 

segment are to ( 1 )  identify the strengths and weaknesses in the 

agency's general control environment and assess its overall ade- 

quacy, (2) identify the individual systems that comprise the 

financial management structure, and ( 3 )  select systems for fur- 

ther review. 

The general risk analysis segment of CARE focuses on several 

steps : 

--Understanding and documenting the overall mission; 

specific program, administrative, and financial 

responsibilities; authorized resources; and organizational 

structure of the agency. 
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--Understanding and documenting the general control 

environment of the agency to include general controls over 

supporting computer operations. 

--Identifying and documenting the financial management 

structure of the agency including its supporting 

accounting and budgeting systems. 

--Initial risk ranking of the systems to aid in selecting 

those to be reviewed in the next segment. 

--Identifying the accounting standards, internal control 

objectives, and other requirements that the selected 

systems must satisfy. 

Upon completion of the general risk analysis segment, an 

initial financial management systems profile of the agency is 

developed and a validated inventory of systems for the 

transaction flow review and analysis segment are determined. 

Transaction flow review and analysis 

The overall objectives of the transaction flow review and 

analysis ( T F R A )  segment are to ( 1 )  identify the internal control 

strengths and weaknesses in the systems selected for review, (2) 

identify major inefficiencies in systems' use of ADP resources, 

and ( 3 )  complete a final risk ranking of selected systems based 

on the internal control strengths and weaknesses identified. 

The transaction flow review and analysis segment focuses on 

--identifying and documenting the flow of transaction 

information through the systems by using flowcharting 

techniques, 
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--identifying and documenting the internal control 

techniques included in the systems, 

--evaluating the effectiveness of the internal control 

techniques in satisfying the accounting principles and 

standards, internal control objectives, and other 

requirements established for the systems in the general 

risk analysis segment, 

--identifying and documenting the systems' internal control , 

strengths and weaknesses, and 

--identifying and documenting any major inefficiencies noted 

in the use or management of ADP and other resources used 

by the systems. 

Upon completion of the transaction flow review and analysis 

segment, the auditor should have 

--a preliminary assessment as to whether system design and 

procedures and control techniques identified in agency 

documentation satisfy accounting principles and standards; 

--a summary for each system reviewed describing its purpose, 

inputs, files and outputs, ADP equipment used, costs, 

internal control strengths and weaknesses, and flow of 

information through the system; 

--the final risk ranking of the systems based on assessment 

of the strengths and weaknesses; 

--recommendations, if appropriate, for separate jobs to 

' review any major inefficiencies noted in the use or 

management of ADP and other resources; and 

--selection of systems for compliance tests and analysis. 
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Compliance tests and analysis 

The overall objective of the compliance tests and analysis 

segment is to determine whether each selected system captures, 

records, processes, and reports financial transactions in 

conformance with the Comptroller General's accounting principles, 

standards, and other requirements, and whether the system meets 

its internal control objectives. The results will provide the 

basis for GAO to plan further systems work at the agency. 

Compliance tests involve processing through a system test 

transactions covering the full range of manual and automated 

transactions that the system is designed to process. This 

involves processing test transactions containing both valid and 

invalid information. 

The compliance tests and analysis segment focuses on 

--verifying that the internal control techniques, identified 

in the transaction flow review and analysis segment, actu- 

ally are present and function as designed, and 

--determining the extent to which the systems will process 

erroneous information, based on the internal control weak- 

nesses identified for each system during the transaction 

flow review and analysis segment. 

Upon completion of the segment, a decision is made whether 

to proceed with substantive testing. The decision is based on 

the results of the compliance tests and the willingness of the 

agency to implement our recommendations. 
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If the compliance tests indicate the system conforms in all 

material respects to GAO's principles, standards, and other 

requirements, and meets internal control objectives, the audit is 

closed out with a letter to the agency head. 

If the results of the compliance tests and analysis indicate 

the system deviates from these requirements and the agency agrees 

with our findings and recommendations, the audit is normally 

closed out with a report to the agency and/or the Congress 

showing our recommendations for improvements. 

If the agency does not agree with our findings and 

recommendations, the auditor proceeds with substantive testing. 

Substantive tests and analysis 

The overall objectives of the substantive tests and analysis 

(STA) segment are to ( 1 )  determine whether erroneous transactions 

have occurred, along with financial loss or other adverse 

effects, which resulted from inadequate controls, ( 2 )  provide 

additional support for the corrective recommendations resulting 

from compliance tests and analysis, or ( 3 )  provide the basis to 

revise or withdraw the recommendation. 

Upon completion of the segment, we will report to the agency 

head and/or the Congress ( 1 )  the material deviations from 

requirements, ( 2 )  the adverse effect on financial operations, and 

( 3 )  our recommendations for corrective action. 
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SECTION 2 

WHAT 

FEDERAL AGENCY FINANCIAL MANAGEMENT 
AND FEDERAL AGENCY ACCOUNTING SYSTEMS-- 
THEY ARE AND HOW THEY RELATE TO A CARE AUDIT 

The Budget and Accounting Procedures Act of 1950 defines 

federal agency financial management as including the functions 

of budgeting, accounting, financial reporting, and auditing. 

The 1956 amendment to the 1950 act requires that agency account- 

ing systems support agency management control systems. Conse- 

quently, accounting is considered an integral part of financial 

management and accounting systems must support the management 

control systems for the budgeting, accounting, financial report- 

ing, and auditing functions. 

Building on the concepts in the 1950 act, GAO and the CARE 

audit approach consider an agency's financial management func- 

tion to encompass four interrelated activitiesl: 

--planning and program development, 

--budget formulation and presentation, 

--budget execution and accounting, and 

--audit and evaluations, 
9 

The financial management function, and its four component 

activities, in a federal agency are depicted graphically in 

figure 3. 

'Managing the Cost of Government - Building an Effective 
Management Structure (GAO/AFMD-85-35 and 35-A, 
February 1985). e 
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Figure 3 
The Financial Management Process 

4 

Figure 3 illustrates the iterative aspects of the financial 

management function. Each activity is to some extent driven by 

the activity preceding it in the cycle. The results of audits 

and evaluation affect plan and program development, which in 

turn drives budget formulation and presentation. Budget execu- 

tion and accounting is, in turn, affected by budget formulation 

and presentation. The cycle is completed as audits and evalua- 

tions are performed of the effectiveness and results of budget 

execution and accounting. 

The accounting system, under the budget execution and ac- 

counting activity, is critical to the entire financial manage- 
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ment function. It provides the information needed by the entire 

function 

The key role of an agency's accounting system was 

highlighted in the Comptroller General's April 18,  1983 ,  

definition of a complete agency accounting system enclosed in 

his letter to Heads of Departments and Agencies. This 

definition stated: 

"A complete accounting system.. .is one established to 
assist in the financial management functions of budget 
formulation and execution, proprietary accounting, and 
financial reporting. It is the total structure of 
methods and procedures used to record, classify, and 
report information on the financial position and opera- 
tions of a governmental unit or any of its funds, bal- 
anced account groups, and organizational components. 
Accounting systems shall be comprised of the various 
operations involving the authorizing, recording, classi- 
fying, and reporting of financial data related to reve- 
nues, expenses, assets, liabilities, and equity." 

In most agencies, the complete accounting system is 

comprised of a number of interrelated component subsystems. 

These include ( 1 )  a general ledger/administrative control of 

funds subsystem, (2) financial reporting subsystems, and ( 3 )  a 

number of subsystems that account for and control specific 

assets and liabilities and authorize the use of, account for, 

and control the agencies' funds and other resources. When taken 

together, these component systems authorize, record, classify, 

and report financial data related to revenues, expenses, assets, 

liabilities and equity, and, in so doing, support the financial 

management process. 

Figure 4 illustrates this key role of an agency's 

accounting system. 
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Figure 4 

The Role Of The Budget Execution And Accounting Systems 
In  The Financial Management Function 

In recognition of the importance of the accounting system 

to the financial management function, CARE provides guidance for 

identifying the component systems comprising the accounting 

system, determining their interrelationships, and evaluating 

their effectiveness in support of the four activities. 
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Specifically, the CARE methodology requires the audit staff to 

include in the work scope systems that 

--support development of budget requests, 

--develop costs of program and administrative operations, 

--prepare financial reports, 

--maintain general ledger accounts and administratively 

control funds, and 

--support summary information in general ledger accounts, 

including systems that: 

--account for and control specific assets and liabilities 

such as cash, loans receivable, personal property, and 

accounts payable; 

--account for and control revenue and other cash 

receipts. 

--authorize, account for, and control application of 

agency resources to payrolls, grants, loans, and other 

purposes. 

--manage liabilities. 

--account for and control appropriated funds. 

Additionally, for governmentwide financial controls 

(discussed in section 1 )  to be effective, the executive branch 

central management agencies must receive reliable information 

from agencies' accounting systems. Figure 5, on the next page, 

shows the relationship between governmentwide and agency 

I 
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level financial management requirements and controls. CARE 

includes in its scope, evaluation of the reliability of the 

information developed for the central management agencies. 

e 

In summary, CARE is designed to encompass the agency's 

accounting system and its manual and/or automated subsystems 

that capture, record, summarize, and report financial 

information needed to support the financial management process. 

A CARE audit 

--identifies the component systems (subsystems) comprising 

an agency's accounting system, 

--determines their interrelationship--that is, the 

information exchanges among them, and 

--determines the flow of information within the subsystems, 

together with the internal controls and their 

effectiveness. 

Further, CARE guides auditors in determining whether the 

accounting system and its component subsystems provide managers 

with the relevant, timely, complete and accurate financial 

information needed to effectively carry out their financial 

management responsibilities under the four activities comprising 

the financial management process. 
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KEY POINTS: 

--A complete accounting system, under the budget execution 
and accounting activity, encompasses the total system 
structure to record, classify, and report an agency's 
financial information. 

--The financial management process, to be reliable, must 
use the accounting system information for planning 
and program development, budget development and presen- 
tation, budget execution and accountability, and audit 
and evaluation. 

--Agency-level financial controls must be effective for 
governmentwide financial controls to work. 

--CARE is a systems audit approach to determine the 
adequacy of an agency's complete accounting system, in 
both its manual and automated aspects. 

2 
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SECTION 3 

INTERRELATIONSHIP OF CONTROL OBJECTIVESl 
ACCOUNTING PRINCIPLES AND STANDARDS, 

AND INTERNAL CONTROLS 

The CARE audit methodology is structured to ( 1 )  identify 

the financial transactions initiated and processed by an agency 

based on its budget authority and program and administrative 

functions, (2) group similar transactions into transaction 

cycles, ( 3 )  identify the agency accounting systems that process 

transactions in the identified cycles, and ( 4 )  identify the 

internal control objectives for agency systems and evaluate the 

system's control techniques in achieving control objectives. 

An agency's financial transactions are determined by its 

authorized program and administrative functions and by its 

budget authority. The identified financial transactions can be 

grouped into transaction cycles to facilitate further analysis. 

An individual agency's accounting system should be designed 

to process,. control, and report on the financial transaction 

cycles determined by its program and administrative functions. 

An agency, for example, that administers grant programs will 

generate many transactions related to the funding of grants. 

These transactions could be grouped into a grant cycle. Another 

agency resonsible for enforcing federal regulations may 

primarily generate procurement and salary transactions. These 

transactions could be grouped into an expenditure cycle. 

3-1 



Each accounting system will be made up of different subsystems 

designed to process, control, and report on the different types 

of financial transactions in the transaction cycles identified 

for that agency. 

Most agencies perform certain common administrative 

functions and, therefore, to a great extent generate and process 

the same kind of financial transactions. As a result, several 

transaction cycles are common to most federal agency accounting 

sys terns. 

Practically all agencies operate systems to process, 

control, and report on the transaction cycles listed below. 

TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS 

Personnel /Payroll 

Receivable 

Cash 

Asset 

Expenditure Receipt of goods and services for 

application to program and 

administrative operations. 

Hiring, promotion, termination, and 

payment of employees. 

Issuance of advances. Delivery of 

reimbursable goods and services. 

Disbursement. Collection and deposit 

of cash receipts. 

Acquisition, storage, and use of 

supplies. Acquisition, use, and 

disposition of equipment. 
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0 TRANSACTION CYCLES 

Liability 

Administrative 
control of funds 

Budget formulation 

Report i ng 

EXAMPLES OF TRANSACTIONS 

Receipt of goods and services (not yet 
paid for). 

Commitment and obligation of funds 

Preparation of the budget request 

Preparation, distribution, and use of 
reports for agency financial 
management 

Since agency accounting systems are either partially or 

fully automated, the CARE audit methodology includes an 

agencywide automatic data processing (ADP) cycle. For ADP 

operations, general control features are needed and are 

implemented to control overall computer operations. These 

controls affect all the agency's automated accounting systems. 

Therefore, the CARE audit methodology includes guidance to help 

the auditor identify and evaluate general control objectives and 

techniques for the ADP cycle. 

IDENTIFY TRANSACTIONS, TRANSACTION CYCLES, 
ACCOUNTING SYSTEMS 
AND RELATED BUDGET AUTHORITY 

An agency's detailed budget request is included in the 

President's annual budget request sent to the Congress and in- 

cludes the amount of funding requested for each of the agency's 

authorized programs and administrative functions. The specific 
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transactions, transaction cycles, and accounting systems 

for a particular agency must be related to the line items in the 

detailed budget authority resulting from the request. The 

reconciliation of transactions, cycles, and systems to budget 

line items should ensure that all types of agency transactions 

are identified. 

Relating agency transactions, cycles, and systems to 

budget authority is done by 

--listing all the transactions--economic events--an agency 

must initiate to execute its budget authority, 

--relating the transactions to the transaction documents 

that must be initiated to evidence their occurrence, 

--grouping related transactions into cycles, and 

--relating the cycles to the systems comprising an 

agency's overall accounting system that captures, 

records, processes, and reports on the transactions. 

The following table presents an example of this analysis. 

ECONOMIC 
EVENT 

Hiring an 
employee 

Accrual of 
an em- 
ployee's 
earnings 

TRANSACT I ON ACCOUNTING 
DOCUMENT CYCLE SYSTEM(S) 

SF 50; Notice Personnel/ Personnel/ 
of personnel Payroll Payroll 
action 

Time and at- Personnel/ Personnel/ 
tendance Payroll Payroll 
record 
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ECONOMIC TRANSACT I ON 
EVENT DOCUMENT 

Obligation Notifica- 
of grant tion of 
funds grant award 

After all economic events 

ACCOUNTING 
CYCLE SYSTEM(S) 

Grant Grant Man- 
agemen t/ 
Administra- 
tive Con- 
trol of Funds 

cycles, and agency accounting 

systems have been related to the agency's detailed budget 

authority, the audit staff develops the list of component 

systems comprising the agency's complete accounting system. 

The auditor will identify control objectives for selected 

systems and the control techniques for ensuring that the control 

objectives are met. 

0 IDENTIFY CONTROL OBJECTIVES FOR 
THE AGENCY'S ACCOUNTING SYSTEM 

The Comptroller General has issued federal accounting 

standards and other requirements in GAO's Policy and Procedures 

Manual for Guidance of Federal Agencies. In the context of a 

CARE audit, these requirements are control objectives which must 

be met. Appendix VI1 outlines some of these requirements. 

Control objectives are also set forth in laws that estab- 

lish specific programs--primarily entitlement, benefit payments, 

and grant programs. The audit staff must, based on the programs 

assigned a particular agency, identify the specific laws that 

created the programs in order to identify control objectives 
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included or implicit in these laws. Appendix VI11 presents as 

an example, the unique control objectives for the Veterans 

Administration's Compensation and Pension Programs. 

Once the control objectives for an agency's accounting 

system have been identified and documented, they become the 

criteria against which the operations of the accounting system 

will be evaluated. 

IDENTIFY AND EVALUATE CONTROL 
TECHNIQUES IN AN AGENCY'S 
ACCOUNTING SYSTEM 

The control objectives provide the criteria under which an 

agency's accounting system must operate to meet standards and 

other requirements. An agency's accounting system must include 

control techniques--internal control procedures which operate to 

ensure that control objectives are met. 

Internal control procedures are those procedures in an 

accounting system used to provide reasonable assurance that the 

identified internal control objectives are met. Not all proce- 

dures are internal control procedures. Many procedures are for 

the purpose of accomplishing a system's required processing, 

i.e., capturing, recording, and reporting financial trans- 

actions. CARE requires the auditor to trace a transaction 

through its complete set of procedures, in order to understand 

how the internal control procedures fit in and serve their con- 

trol purpose . 
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The primary objective of a CARE audit is to determine if 

internal control procedures provide reasonable assurance that 

system control objectives are being met. Upon completion of the 

audit, the auditor should be able to conclude whether or not: the 

systems reviewed satisfy, in all material respects, GAO's ac- 

counting standards, as well as the systems unique requirements. 

-- 
Key points 

--The CARE audit approach depends on analyses 
of types of transactions and related controls to evalu- 
ate the adequacy of a system to meet the system's con- 
trol objectives. 

--Each agency's overall accounting system is unique and 
includes a different combination of cycles and sub- 
systems to accomplish the overall system control objec- 
tives, including conformance with GAO's standards 
and other requirements. 
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SECTION 4 

GENERAL RISK ANALYSIS SEGMENT-- 
OBJECTIVES, SCOPE, WORK STEPS, 

AND WORK PRODUCTS 

The objectives of the general risk analysis segment are to 

( 1 )  identify the strengths and weaknesses in the agency's general 

control environment and assess the overall adequacy of the agen- 

cy's general controls over financial operations, (2) identify the 

individual accounting systems that support agency financial man- 

agement,(3) risk-rank the inventory of systems and select systems 

for further review, and ( 4 )  determine internal control objectives 

for the systems selected for further review. 

The specific task objectives to be met in the general risk 

analysis segment are e 
Task I 

Task I1 

--Understand and document the overall mission, specific 

program and administrative responsibilities, authorized 

resources, organizational structure, and financial 

reporting needs. 

- Understand and document the general control environ- 
ment including general controls over operations. 

Task I11 --Identify and describe the agency's accounting systems 

that support the four financial management activities 

discussed in section 2, and their interrelationships. 

Task IV --Risk-rank the validated inventory of agency accounting 

systems. 
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Task V --Identify and document internal control objectives for 

accounting systems selected for further review. 

The objectives, tasks, and steps in this segment are geared 

to an agency-wide review. Mature judgment is required in adapting 

the procedures to audits of lesser scope. In audits of lesser 

scope, it's crucial to keep in mind significant basic ideas, 

namely the importance of understanding how the entity under review 

fits into the overall agency structure, and understanding the 

agency's general controls as they relate to the entity. If the 

audit from the start is limited to a specific system, Task I11 and 

IV are not applicable. 

WORK PRODUCTS FOR THE GENERAL 
R I S K  ANALYSIS SEGMENT 

At the completion of work called for in the general risk 

analysis segment, the audit staff will have completed three 

products: 

--a financial management profile of the agency, 

--a validated inventory with risk ratings of the agency's 

accounting systems, and 

--sets of internal control objectives for the systems 

selected for further review. 
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1 TASK I - MISSION, SPECIFIC RESPONSIBILITIES, 
AUTHORIZED RESOURCES, AND ORGANIZATIONAL 

~~ ~~~~~ 

STRUCTURE OF THE AGENCY 

In documenting the mission, specific program and administra- 

tive responsibilities, authorized resources (budget authority), 

and organizational structure of the agency, the audit staff should 

develop a thorough body of knowledge on 

--the specific program and administrative functions assigned 

the agency and the specific organizational components and 

key management officials in the agency that are responsible 

for carrying out each assigned function; 

--the budget resources allocated to each specific program, 

administrative, and financial function and the key manage- 

ment officials responsible for ensuring that the agency 

budget authority is properly executed; 

--the reports needed by the components and officials on 

( 1 )  the financial results of program and administrative 

operations, and (2) the status of appropriated funds and 

other financial resources; and 

--the organizational components and key management officials 

in the agency that are responsible for providing required 

reports to the Congress and the executive branch central 

control agencies. 
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The end product of this part of the general risk analysis 

segment is a workpaper summarizing this information. 

Detailed work stem 

1 .  Obtain the organization chart and mission statements for the 

agency and for each of its major organizational components. 

2. For each organizational component, determine all of the pro- 

gram and administrative functions it performs. 

3. Determine the current budget authority for the agency and 

relate the budget authority to each organizational component 

and to each program and administrative function. 

4 .  Identify the key management officials responsibile for each 

program and administrative function, as well as officials 

responsible for the related Financial Integrity Act and OMB 

Circular A-123 Reviews, and determine their specific respon- 

sibilities and the key internal and external financial 

reports they require or are responsible for. 

5. Prepare a workpaper summarizing the results of these steps. 

(See appendix VI-GRA 1 for sample format.) 

TASK I1 - GENERAL CONTROL ENVIRONMENT 
OF THE AGENCY 

In documenting the general control environment of the agency, 

including supporting computer operations, the audit staff should 

develop a thorough body of knowledge on: 
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--how the agency is organized to respond to the requirements 

of the Federal Managers' Financial Integrity Act of 1982 

and Office of Management and Budget (OMB) Circular A-123;  

--how the agency's office of the inspector general (IG) is 

organized; 

--the number and type of IG reviews of the agency's financial 

operations and financial management systems; 

--known internal control weaknesses based on issued IG, 

internal audit, GAO, special system study group reports and 

the agency's self-evaluation of internal controls under the 

Federal Managers' Financial Integrity Act and OMB Circular 

A-123; and 

--planned changes in systems or equipment. 

The end product of this part of the general risk analysis 

segment is a workpaper summary on the agency's general approach to 

internal control and the key unresolved internal control issues 

and weaknesses. 

The requirements of OMB Circular A-123 and the Financial 

Integrity Act are important parts of an agency's systems of 

accounting and internal control. The following work steps are 

designed to guide the auditor in looking at an agency's compliance 

with the A-123 circular and the Financial Integrity Act's 

requirements. e 
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Detailed work steps 

Obtain agency statements and reports submitted to satisfy re- 

quirements of the Federal Managers' Financial Integrity Act 

of 1982 and documentation of agency actions to satisfy OMB 

Circul ar A- 123 

Determine how the agency identified those areas for which 

internal control reviews were or will be performed. 

Determine whether internal control reviews will be performed 

for all high-risk critical areas on a timely basis. A l s o ,  

ascertain if internal control reviews will be performed for 

other areas. 

Determine what actions the agency has planned or has taken to 

ensure that the degree of internal control testing and analy- 

sis will consider the risks and potential benefits (such as 

how much it will cost to test a control versus how critical 

the control is or how much risk is being taken by not testing 

the control). 

Determine who performs internal control reviews (managers, 

internal review staffs, inspector general, management ana- 

lysts, or outside contractors) and consider whether their 

level of knowledge and expertise are adequate. 

Determine to what extent the inspector general or internal 

audit staffs are involved in the internal control review 

process and evaluate whether they have provided adequate 

guidance and assistance to the agency. 
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7 .  

8 .  

9. 

10. 

Determine if the agency has established adequate formal fol- 

low-up systems to ( 1 )  develop plans, including target dates, 

to implement corrective actions, (2) log and track corrective 

actions, and ( 3 )  monitor whether actions are implemented in 

an effective and timely manner. 

Determine how the agency's follow-up system is notified of 

weaknesses and related corrective actions identified by ( 1 )  

vulnerability assessments and ( 2 )  internal control reviews. 

Determine how the follow-up system ensures that ( 1 )  

vulnerability assessments are scheduled and completed in a 

timely manner, (2) internal control reviews are scheduled and 

completed in a timely manner, and ( 3 )  corrective actions 

resulting from vulnerability assessments and internal control 

revuews are implemented in an effective and timely manner. 

Determine inspector general and/or internal audit involvement 

in ensuring corrective actions are implemented effectively 

and prommptly and what, if any, plans exist for subsequent 

audits. In addition, determine how the follow-up system will 

be used to support the agency's annual reports to the Presi- 

dent and the Congress. 

Audit reports 

Reports issued by inspectors general, internal auditors, 

special system study groups, and GAO can provide ( 1 )  assessments 

of an agency's internal controls and accounting systems that an 
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agency may or may not address in its self-assessment, and ( 2 )  

information on unresolved internal control and accounting system 

deficiencies. The following work steps will guide the audit staff 

in reviewing issued audit and special system study reports. GAO 

staff must coordinate with the Accounting and Financial Management 

Division's Fraud Prevention and Audit Oversight Group before 

initiating any work in an inspector general or internal audit 

organization. This is to avoid duplication of any work the group 

has completed or has underway. Also, the group maintains a 

library of information on audit organizations, including report 

listings, information on budget and staffing, and the inspector 

general semiannual reports. Further, work step 18 below requires 

coordination with the group for any relevant information in the 

hotline files. The group maintains these files on an automated 

data base with a variety of data-sorting methods. 

In addition to the retrieval aids available in the Accounting 

and Financial Management Division, the GAO library and distribu- 

tion services have other efficient report retrieval packages which 

the auditor can use to extract pertinent reports quickly. Also, 

the agency IGs maintain follow-up information on their reports. 

The auditor should become familiar with all available labor-saving 

resources. 

Detailed work steps 

1 1 .  Determine and document agency internal audit and inspector 

0 general coverage of agency's financial operations. In doing 
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12. 

13.  

14 .  

15 .  

16. 

17.  

18.  

this work, obtain internal audit and IG ( 1 )  reports that deal 

with financial and ADP operations for the past 3 years, and 

( 2 )  plans for review of financial and ADP operations for the 

next 2 years. 

Prepare summary schedules (see appendix VI-GRA 2 and 3 for 

sample formats) of findings. Indicate corrective actions 

taken. 

Obtain the semiannual inspector general's report to the 

Congress for the past 3 years. 

Obtain any pertinent reports issued by external study groups 

during the past 3 years. 

Prepare schedules (see appendix VI-GRA 6 for a sample format) 

summarizing findings in the semiannual and study-group 

reports. 

Obtain any pertinent GAO reports issued during the past 3 

years 

Prepare schedules (see appendix VI-GRA 7 for a sample format) 

summarizing the findings. 

GAO auditors obtain any hotline files GAO's Fraud Prevention 

and Audit Oversight Group has on the agency, its major 

organizational components, or any of its systems and summa- 

rize this information on a schedule. (See appendix VI-GRA 8 

for a sample format.) 

Planned changes 

Financial systems need constant maintenancep regular upgrad- 

ing, and occasional redesign to respond to new regulatory require- 
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ments, to benefit from improvements in technology and advances in 

software design, and to correct weaknesses in internal controls. 

Sound management practices require that such projects be 

anticipated and performed according to proper planning. 

Detailed work steps 

19. Obtain any written plans for the development and upgrading of 

accounting systems and develop a schedule summarizing them. 

(See appendix VI-GRA 4 for an example.) 

20. Obtain any written plans, including cost estimates, for the 

development of new, or upgrade of existing, ADP capability. 

Develop a schedule summarizing them. (See appendix VI-GRA 5 

for a sample format.) 

TASK I11 - FINANCIAL MANAGEMENT 
SYSTEMS OF THE AGENCY 

Identifying the agency's accounting systems which support the 

financial management function is the most important part of the 

survey. If this work is not done carefully, the review will not 

include all systems that account for, control, and report on all 

financial transactions of the agency. Usually, an agency's 

accounting systems are only a part--albeit a vital one--of the 

agency's total inventory of information processing systems, 
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As discussed in section 2, an agency's financial management 

function includes four activities: (1) plan and program develop- 

ment, ( 2 )  budget development and presentation, (3) budget execu- 

tion and accounting, and ( 4 )  audits and evaluations. Accordingly, 

the goal is to identify the accounting systems which support these 

four activities. Such systems will include 

--financial reporting systems, 

--cost accounting systems, 

--general ledger systems, and 

--systems supporting summary accounts in the general ledger 

system, including: 

--systems that account for and control specific assets, 

liabilities, receipts, and disbursements, such as 

accounts and loans receivable, personal property, supply 

inventories, accounts payable, repayments of loans, and 

advances to contractors and grantees; 

--disbursement systems for pay and benefits, contracts, 

grants, and administrative payments systems; and 

--administrative control of funds systems. 

A systems inventory which includes these systems will com- 

prise the data base for providing agency managers with the finan- 

cial information needed to carry out the four activities of the 

financial management function. 

To respond effectively to the requirements of OMB Circular 

A-123 and the Financial Integrity Act, many federal agencies have 
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developed inventories of their accounting systems. OMB Circular 

A-127, Financial Management Systems, specifically requires such 

inventories. GAO has found, in its implementation reviews of the 

circular and the act, that completeness and reliability of the 

inventories varies widely. Consequently, CARE requires the 

auditor to verify the inventory. 

Virtually all federal accounting systems are to a great 

extent automated, and the automated processes interact with manual 

processes that, for example, (1) prepare transaction information 

for processing, (2) utilize computer reports, and ( 3 )  check the 

completeness and accuracy of computer processing. By focusing on 

the automated systems, the audit staff will be led to the 

interfacing manual processes. 

Detailed work steps 

1. 

2. 

3. 

Obtain the inventory of accounting systems developed by the 

agency as required by OMB Circular A-127 determine which of 

the four financial management activities are covered by the 

agency inventory. Note in the workpapers which activities are 

not covered and which activities are only partially covered. 

Obtain or develop an inventory of the agendry's automated 

systems, with brief descriptions which include a description 

of their interrelationships. 

From the automated systems descriptions, develop a list of 

those that appear to be accounting systems. 
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4 .  Compare the work step 1 and work step 3 inventories and, 

through discussions with appropriate agency officials, recon- 

cile any differences. 

5 .  Compare the reconciled inventory with the workpaper summary 

developed in task I1 in this section. Note any organizational 

components, specific program or administrative functions, or 

specific line items of budget authority which do not appear to 

be covered by the systems. 

6 .  Resolve, through discussion with cognizant officials, any 

inconsistencies identified by the comparison. Make any needed 

adjustments to the inventory. 

7. Develop a validated inventory (see appendix VI-GRA 9 for a 

sample format) of the agency's accounting systems based on the 

results of work steps 5 and 6. For each system in the inven- 

tory, prepare a schedule with the following information: 

--system name, 

--brief description of processing, 

--responsible systems analyst, 

--systems analyst's phone number, 

--computer centers at which system is run, 

--annual system operating costs, 

--organizational components supported, 

--program or administrative functions supported, 

--amount of budget authority, assets, liabilities, 

receipts, or disbursements accounted for and 

controlled, 
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--main inputs (including inputs from other systems), 

--main outputs (including outputs to other systems), 

--main users of the outputs, and 

--known internal control and other weaknesses. 

As previously discussed, virtually all agency accounting 

systems are to a great extent automated. Task V of the general 

risk analysis segment provides guidance to the audit staff to help 

them identify the internal control objectives to which the systems 

must be responsive. In addition to the objectives, the audit 

staff must identify and evaluate the general ADP management con- 

trols in place at the agency's computer center(s). The following 

work step provides guidance for this assessment. 

8 .  At each of the agency's computer centers that support accoun- 

ting systems, identified in step 7 above, complete checklist 2 

in appendix VI and complete the following questionnaires and 

profile in appendix VI: 

Questionnaire 1 - Executive ADP Management Committee 
(see appendix VI-GRA 1 1  ) ,  

Questionnaire 2 - Internal Audit or Inspector General (see 
appendix VI-GRA 12), 

Questionnaire 3 - External Audit and Studies 
(see appendix VI-GRA 1 3 ) ,  

Profile 1 - Top Management Control Profile, 

(see appendix VI-GRA 1 4 ) ,  

Questionnaire 4 - ADP Organizational Controls 
(see appendix VI-GRA 15), 
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Questionnaire 5 - System Design, Development, and 
Modification Controls 

(see appendix VI-GRA 1 6 ) ,  

Questionnaire 6 - Data Center Management Controls 
(see appendix VI-GRA 1 7 ) ,  

Questionnaire 7 - Data Center Protection Controls 
(see appendix VI-GRA 1 8 ) ,  

Questionnaire 8 - System Software Controls 
(see appendix VI-GRA 191, 

Questionnaire 9 - Hardware Controls 
(see appendix VI-GRB 2 0 ) ,  and 

Profile 2 - General Controls Profile 
(see appendix VI-GRA 2 1 ) .  

For large departments or agencies with numerous and widely 

dispersed offices, time and audit resource limitations mayf as a 

practical matter, preclude performing this work step for each 

center; it may be necessary to limit this step to selected loca- 

tions (such as regional offices, field offices, and installations) 

believed to be representative. 

TASK IV--RISK RATING AND 
RANKING OF SYSTEMS 

The agency's systems should be rated and ranked based on the 

risk factors in section 5. Each system is assigned a risk rating 
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of high, medium, or low for each factor. A composite reliability 

score is then computed for each system. Section 5 discusses this 

methodology in detail. 

Detailed work steps 

1 .  For each system, based on the guidance in section 5, Risk 

Ranking of Systems, assign a risk rating of high, medium, 

or low for each of the risk factors. 

2 .  Compute a composite reliability score for each system based 

on the risk ratings assigned and the weighting system dis- 

cussed in section 5.  

3 .  Prepare a schedule (see appendix VI-TRFA 1 4  for an example) 

of the risk ratings and composite reliability score 

assigned each system. 

4 .  Prepare a schedule of the systems, listed in the order of 

their composite reliability scores. Group the systems into 

three categories: high, medium, and low risk. (See section 

5, Risk Ranking of Systems, for guidance in preparing this 

schedule.) 

5. Select the systems for further review. 

4-16 



TASK V - ACCOUNTING PRINCIPLES, STANDARDS, AND 
REOUIREMENTS -- INTERNAL CONTROL OBJECTIVES FOR AGENCY SYSTEMS 

The focus of this task is to establish internal control. 

objectives for each of the accounting systems selected for further 

review. Internal control objectives are the goals an agency's 

accounting systems must achieve in processing and reporting 

financial transactions. 

The basic sources of internal control objectives are the 

requirements imposed by GAO, the executive branch central manage- 

ment agencies, and the laws establishing or authorizing programs 

and functions, together with internal management needs for finan- 

cial information. 

The law charges GAO with developing and promulgating 

accounting principles, standards, and related requirements, as 

well as internal control standards, for the executive branch. 

These requirements are published in GAO's Policy and Procedures 

Manual for Guidance of Federal Agencies. Title 2 of the manual 

contains the accounting principles and standards, and the internal 

control standards: title 6 contains important requirements for 

payroll accounting; and title 7 contains requirements for fiscal 

accounting. GAO requirements are fully oriented to promotion of 

accounting systems which support the four activities (identified 

in section 2) which comprise the financial management function. 
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It's very important that all of the GAO requirements 

relevant to the systems being reviewed are identified and 

incorporated into the internal control objectives. This is 

necessary to meet a major goal of the audit -- determination of 
conformance with Comptroller General requirements. For many of 

the requirements, conformance can be objectively determined and 

expressed in absolute yes/no terms. This is in contrast to 

determining achievement of other types of control objectives, such 

as those requiring reliability, completeness, prevention of fraud, 

et al. In these cases, the determination is often very 

subjective; the auditor must apply the concept of reasonable 

assurance in arriving at a determination. This requires a large 

measure of mature professional judgment. 

The central management agencies promulgate numerous 

requirements related to their areas of responsibility. The 

central management agencies are the Office of Management and 

Budget (OMB), the Treasury Department, the Office of Personnel 

Management (OPM), and the General Sevices Administration (GSA). 

OMB, in response to the Financial Integrity Act, has issued 

Circular A-123, Internal Control Systems, and Guidelines for the 

Evaluation and Improvement of and Reporting on Internal Control 

Systems in the Federal Government. The latter was developed in 

coordination with GAO. The guidelines contain basic internal 

control objectives for various "common event cycles." The objec- 

tives are at a level intended for general applicability; they are 

not intended to be all-inclusive. 
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The Guidelines' objectives do not include specific require- 

ments levied by the central management agencies or requirements 

for specific programs. Further, they do not include GAO's ac- 

counting principles and standards which prescribe, in substantial 

detail, the bases for measurement of the elements of federal ac- 

counting (assets, liabilities, equity, expenses and losses, et 

al), as well as the structure and content of the basic financial 

reports. Accordingly, a complete set of internal control objec- 

tives for an accounting system must include objectives based on 

the requirements of all the sources discussed herein, including 

the objectives contained in the OMB guidelines. 

0 

Federal agencies, in many cases, have developed their own 

sets of internal control objectives within the framework of OMB's 

Guidelines. The GAO auditor should use the agency's objectives 

listings as a focal or starting point and adjust or add to these 

objectives to develop independent listings based a knowledge and 

understanding of the systems' requirements. 

OMB also issues extensive and detailed requirements for 

development and presentation.of agencies' annual budget requests. 

It is especially important that these requirements be incorporated 

in accounting system internal control objectives. This is neces- 

sary to help ensure that accounting systems are effectively inte- 

grated with budget systems and, accordingly, effectively support 

budgeting, one of the four financial management activities 

discussed in section 2. 
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OMB circulars on the budget process are 

--A-10, Responsibilities for disclosure with respect to the 

budget, 

--A-11, Preparation and submission of budget estimates, 

--A-12, Object classification, 

--A-31, Distribution of appropriations and other budget 

authority made to the President. 

OMB and other central management agencies issue extensive 

and, in many instances, detailed requirements for budget execution 

and accounting. OMB has, for example, issued circulars on budget 

execution (A-34), grant requirements and other agreements with 

institutions of higher education, hospitals, and other nonprofit 

organizations (A-llO), prompt payment of bills (A-125), and 

administrative requirements for grants-in-aid to state and local 

governments (A-102). 

The Treasury Department promulgates, in the Treasury 

Financial Manual, numerous requirements, largely for disbursements 

and collections processing and reporting. For example, the manual 

contains detailed requirements on the amount, timing, and methods 

of advancing cash to federal contractors and grantees. 

OPM, through its Federal Personnel Manual, issues require- 

ments which impact heavily influence personnel management and pay, 

benefits, and leave accounting. 
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GSA, in its Federal Property Management Regulations, Federal 

Information Resources Management Regulation, and Federal 

Information Acquisition Regulation, issues requirements which 

affect managing and accounting for property, ADP, and contract- 

ing. Indexes to pertinent OMB, TKeaSUryp OPM, GSA, and GAO 

publications are presented in appendix Iv. 

It is important that these central management agency require- 

ments be incorporated in accounting system internal control objec- 

tives to ensure that the systems effectively support the budget 

execution and accounting, another of the four financial management 

activities identified in section 2. 

Other important internal control objectives are those avail- 

able from examination of the laws establishing or authorizing 

programs or functions, as well as the agencies' implementing 

regulations. These laws typically impose criteria and conditions 

to be applied in carrying o u t  the programs,, The implementing 

regulations are normally published in the Code of Federal 

Regulations. These requirements must also be incorporated in 

internal control objectives to help ensure that the systems 

effectively support the budget execution and accounting activity. 

Appendix VI11 is an example, using the Veterans Administration's 

(VA) compensation and pension program, of a set of internal 

control objectives derived from a program's laws and implementing 

regulations. 

4-2 1 



Following, as an illustrative summary, is a comprehensive 

list of sources for a set of internal control objectives for the 

accounting systems supporting financial management of a major 

program, again using the VA program as an example. 

--GAO's accounting principles, standards, and related 

requirements, and internal control standards, contained in 

GAO's Policy and Procedures Manual for Guidance of Federal 

Age nc i e s ; 

--OMB's Circular A-123, Internal Control Systems and 

Guidelines, et al; 

OMB' s Circular A-1 27 , Financial Management Systems and 
Guidelines, et al; 

--OMB's circulars on budgeting; 

--other directly pertinent OMB circulars, e.g.8 

--A-34, Instructions on budqet execution, 

--A-108, Responsibilities for the maintenance of records 

about individuals by federal agencies, 

--A-112, Monitorinq federal outlays: 

--the Treasury Financial Manual for disbursement processing 

and reporting requirements; 

--the laws establishing the program and VA's implementing 

regulations, published in the United States Code and the 

Code of Federal Regulations, respectively; and 
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--the internal financial information needs (determined in 

task I) of agency officials charged with carrying out 

budgeting and the other activities comprising the financial 

management function, 

Detail ed work steps 

1 .  

e 2 -  

3 .  

4.  

5. 

Determine and examine, for each system selected for further 

review, the GAO and central management agencies' requirements 

which appear to be pertinent, as well as requirements stated 

or implied in the laws establishing the covered programs, and 

the agency's implementing regulations. 

Examine also internal needs (identified in task I) for finan- 

cial information in support of budgeting and the other activi- 

ties comprising the financial management function. 

Acquire a copy, for each system selected, of the agency's 

listing of internal control objectives developed in response 

to the Financial Integrity Act and OMB Circular A-123. 

Develop, for each system selected, a comprehensive list of 

internal control objectives (see appendix VI-GRA 22 for sample 

format), using the agency's listing as a starting point, and 

make needed additions/changes based on the understanding of 

requirements gained in work steps 1 and 2. 

Where the agency hasn't developed its own listings of internal 

control objectives, develop listings based completely on the 

understanding gained in work steps 1 and 2, 
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KEY POINTS 

--General risk analysis should result in a financial 
management profile of the agency, a validated inventory of 
accounting systems, a risk rating of the systems, and 
lists of internal control objectives for those selected for 
further review. 

--The profile should include an overview of: 

( 1 )  the agency structure, 
(2) the mission and financial functions performed, 
(3) the budget organization and process, 
( 4 )  agency implementation of A-123 and the Financial 

(5) accounting systems and known problems, and 
(6) general controls, including those over both ADP 

I 

Integrity Act, 

and manual operations. 

J 
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SECTION 5 

RISK RANKING OF SYSTEMS 

In the aeneral risk assessment (GRA) segment, the auditor 

makes a decision on which systems to review and on the order of 

their review. In small agencies with only a few systems, these 

decisions should not be difficult. In large aqencies with 

numerous systems, however, a technique is needed to rank the 

systems in terms of their relative vulnerability to fraud, 

abuse, mismanaqement, and failure to meet internal control 

objectives. A ranking process is especially useful for opti- 

mizinq the use of audit resources in large agencies where it 

would be impractical to review all systems concurrently. 

A ranking procedure cannot be absolutely precise because 

of the dependence that is necessarily placed on the auditor's 

judqment in both developing the rankinq and in ultimately 

selecting systems for review. Nonetheless, the procedure pres- 

cribed below provides a systematic three-step approach to risk 

ranking. 

--Evaluate each system in terms of certain risk factors 
(characteristics) and assign a numeric risk value for 
each of the factors: 3-hiqh, 2-medium, 1-low. 

--Assign an importance weight to each factor and compute a 
composite numerical score for each system. 

--Rank the systems in order of vulnerability based on the 
composite scores. 
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Details on each of these steps follows. 

EVALUATING SYSTEMS IN TERMS OF 
RISK FACTORS 

Numerous factors could be considered in determining a 

given system's vulnerability. Based on past audit experience, 

however, the 12 factors listed in the following pages should be 

considered by GAO auditors in developing the ranking. The list 

is not meant to be all-inclusive but rather provides a reason- 

able means for accomplishinq the ranking objective while expe- 

diting the review work. 

Other lists can be developed with different factors or 

combinations of factors, each with their relative merits; the 

important thing is that the factors be easily and quickly 

applied, with as much objectivity as possible, to obtain a 

rankinq of the systems and that the rankinq can be repeated. 

It is not practical to develop exact criteria for assign- 

inq numeric risk values for each risk factor for every agency 

system and situation. However, broad guidelines can be pro- 

vided. The guidelines discussed below require the use of 

professional judgment in assessing the risk associated with 

each factor. 

The reasons for assigning high, medium, or low risk should 

be documented (see Fiqure 5-1 )  to permit verification and allow 
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another auditor to reach basically the same conclusions. The 

guidance, as well as the risk factor may periodically be 

revised as opportunities for improvement develop. The risk 

factors are not listed in order of importance. 

A. Purpose of system. This risk factor considers the 

potential effect of a system not operating properly 

and failing to perform its intended function. Systems 

crucial to controlling the use of funds and other 

resources or operating the organization will generally 

be considered high risk because of the exposure to 

loss or disruption of operations. Systems accounting 

for other assets and liabilities may be ranked 

medium. Systems that only record and report summary 

financial data and are not crucial to operations may 

be ranked low. 

R. System documentation. Complete and current system 

documentation, including a general system description, 

functional requirements, and data requirements, is 

needed to ensure proper system maintenance and oper- 

ation. If little or no documenation is available, or 

evidence indicates that system changes have not been 

documented, the system should normally be ranked 

high. A system may be ranked low if it appears that 
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appropriate emphasis has been given to fully documen- 

tinq the system during its development and subsequent 

changes. A system may be ranked medium if the docu- 

mentation is complete except for recent changes. How- 

ever, if the recent undocumented changes were major 

system changes, a high-risk ranking would generally be 

warranted. 

C. Dollar volume controlled by the system. The greater 

the dollar volume of assets or transactions controlled 

by a system, the greater the risk. However, the 

dollar value thresholds for determining high, medium, 

or low risk for a given system must be determined on a 

system-by-system basis, considering each agency's 

total authority. For example, at one agency with $280 

billion in budget authority, systems controlling $5 

billion or more were ranked hiqh, those controlling 

less than $ 1 5 0  million were ranked low. 

D. Amount of system maintenance. Systems that have 

become outmoded or consistently fail to meet require- 

ments frequently require a hiqh degree of maintenance 

(such as system changes and modification) simply to 

keep them operational. Through discussion with agency 

systems personnel and examination of system mainte- 
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n a n c e  logs ,  some a s s e s s m e n t  c a n  be made t o  d e t e r m i n e  

i f  t h e  s y s t e m  s h o u l d  be r a n k e d  h i g h  d u e  t o  a re la t ive-  

l y  l a r g e  amount o f  m a i n t e n a n c e .  A s y s t e m  may be 

r a n k e d  l o w  i f  t h e  m a i n t e n a n c e  e f f o r t s  expended  appear 

minor  or r o u t i n e .  As w i t h  d o l l a r  volume, exact  r i s k  

t h r e s h o l d s  c a n n o t  be s p e c i f i e d  and s h o u l d  b e  a s s e s s e d  

for  e a c h  s y s t e m ,  c o n s i d e r i n g  t h e  t o t a l  m a i n t e n a n c e  

e f f o r t  t h e  o r g a n i z a t i o n  expends .  

E. V e r i f i c a t i o n  of i n p u t .  The r i s k  a s s o c i a t e d  w i t h  t h i s  

factor  d e c r e a s e s  as  t h e  a b i l i t y  of a s y s t e m  to  v e r i f y  

t h e  a c c u r a c y  of i n p u t  d a t a  i n c r e a s e s .  Fo r  example, a 

system may b e  c o n s i d e r e d  

--high r i s k  i f  t h e  i n p u t  d a t a  is r e c e i v e d  o n l y  f rom 

s o u r c e s  o u t s i d e  t h e  a q e n c y  and  i t s  a c c u r a c y  c a n n o t  

be v e r i f i e d  w i t h  a g e n c y - g e n e r a t e d  da t a ,  

--medium r i s k  i f  t h e  s y s t e m  receives i n p u t  d a t a  from 

s o u r c e s  o u t s i d e  t h e  a g e n c y  b u t  t h e  system c a n  

i n d e p e n d e n t l y  v e r i f y  t h e  a c c u r a c y  of t h e  i n p u t  

w i t h  a g e n c y - g e n e r a t e d  d a t a ,  or 

- - l o w  r i s k  i f  t h e  i n p u t  d a t a  is  r e c e i v e d  from 

s o u r c e s  w i t h i n  t h e  agency  and t h e  s y s t e m  c a n  

v e r i f y  i ts  a c c u r a c y  w i t h  other a g e n c y - g e n e r a t e d  

data .  
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F. Degree of automation. Completely manual systems are 

often considered highly vulnerable to fraud, abuse, 

and mismanagement because data may not be processed as 

consistently as in an automated system and because 

control built into a manual system can be more easily 

overridden than in a well-designed and implemented 

automated system. On the other hand, fully automated, 

on-line systems may be very difficult to control 

because of the speed with which files are changed and 

the lack of documents showing the results of 

processing. 

Completely manual systems or systems combining 

manual and automated processes in which the automated 

processes cannot fully verify the results of manual 

processing may be ranked high because individuals 

could randomly circumvent processing procedures and 

manual controls. Often, in such cases, transactions 

go through several manual processes before being en- 

tered into the computer. For example, collections 

often undergo manual processing in the mail room and 

several accounting branches. Systems combining manual 

and automated processes in which automated processes 

- can fully verify the results of manual processing may 

be ranked medium because the automated processes act 

as a check on the results of manual processing and can 
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detect random circumvention of manual controls and 

inconsistent processing of information. Fully auto- 

mated systems, for which the results of processing 

can be verified by other automated systems, may be 

ranked low. 

G. Number of other dependent systems. The operation of a 

given system may be essential to the successful oper- 

ation of others. As such, a system may be ranked high 

if it has several dependent systems and/or if the 

quality of communication among them is deficient, 

medium if it has only one dependent system with an 

effective interface, or low if its operation has no 

bearing on the operation of other systems. 

H. Security of data, software, and hardware. This factor 

will not be applicable if all systems are being cen- 

trally processed under a uniformally applied set of 

security rules. 

Management's attitude toward internal controls 

plays an important role in the effectiveness of the 

security program. Although this evaluation is subjec- 

tive, the auditors can use the following criteria to 

help them rank this factor. 
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Decentralized operations and extensive use of 

microcomputers make systems vulnerable to potential 

threats. If these conditions exist in conjunction 

with ineffective back-up and recovery procedures, the 

risk is rated high. If the auditor finds there are 

strict access controls, up-to-date and tested contin- 

gency plans, active fire prevention awarenessp the 

risk can be rated low. Any different combination of 

conditions would be rated medium. 

I. Known system problems. By considering unresolved 

audit findings and the results of consultant studies, 

internal management reports, and Financial Integrity 

Act work reviewed in the general risk assessment, the 

auditor can determine the existence of any previously 

identified significant system problems--those that 

preclude the system from meeting its stated 

goals--that warrant a high-ranking. The system may be 

ranked medium if the known problems would not prevent 

the system from meeting its goals or low if no 

problems have been previously identified. 

J. Recency of audit. Systems that have not been audited 

over many years should be ranked high, while those 

that have had comprehensive or full-scope audits 

within the past 2 years generally may be ranked low. 
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K. 

(Consideration might be given to ranking an old system 

high, independent of any other factors, if the system 

was never audited. This would ensure that all systems 

get reviewed sooner or later.) Systems with limited 

scope audits or audits that were performed between 2 

and 5 years aqo should be ranked medium. An addition- 

al consideration in assessing vulnerability under this 

factor is whether the system is known to have been 

changed significantly since the most recent audit was 

completed. If so,  the system may be ranked hiqh. 

Statutory requirements met. Some systems' basic pur- 

pose may be to allow an organization to meet certain 

statutory requirements, such as provisions of the 

Prompt Payment Act or the Anti-Deficiency Act. If the 

system does not operate properly, the organization may 

be in violation of law. Only two levels of risk are 

associated with this factor: high, if the system is 

relied on for compliance with statutes, or low, if no 

connection to such statutory requirements exists. 

L. Involvement of users and auditors in systems design. 

Assurance is generally greater that a system is pro- 

perly designed and adequate internal controls are 

incorporated if the system users and independent audi- 
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tors actively participated in the system's design and 

implementation. A system for which such participation 

took place would be ranked low. If only the users - or 

the auditors participated, the system would be ranked 

medium. A high-risk ranking would be given for this 

factor if neither the users nor the auditors 

participated, 

ASSIGNING WEIGHTS TO RISK FACTORS AND 
COMPUTING COMPOSITE SCORES 

Weights are assigned to each ranking factor based on their 

relative importance in assessing risk. The weights shown below 

were developed by rating each factor in order of importance on 

a scale of 1 to 5, based on prior experience in reviewing 

accounting systems and internal controls. 

A. 
B. 
C. 
D. 
E. 
F. 
G. 
H. 
I. 
J. 
K. 
L. 

Factor 
Purpose of system 
System documentation 
Dollar volume controlled by the system 
Amount of system maintenance 
Verificatin of input 
Degree of automation 
Number of other dependent systems 
Security of data, software, and hardware 
Known system problems 
Recency of audit 
Statutory requirements met 
Involvement of users and auditors 
in system design 

Weight 
4 .4  
4 .3  
4 .4  
3.9 
4 .4  
3 .8  
4 . 5  
3.2 
3 . 7  
3.8 
4 . 5  

4 . 0  
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Different weights could be developed for a specific 

organization, provided the weights are used consistently in 

ranking all systems in the agency. 

To develop a composite score for each system, the weights 

are multiplied by the risk ranking values and the products 

totaled, as shown in the following example. 

Risk 
factor 

Numeric risk 
value 

A 
B 
D 
E 
F 
G 
H 
I 
J 
K 
L 

3 
2 
1 
3 
3 
2 
1 
3 
2 
1 
2 

Composite 
Weight score 

4.4 
4 . 3  
3.9 
4 . 4  
3 .8  
4 . 5  
3 .2  
3.7 
3 . 8  
4 . 5  
4 .0  

1 3 . 2  
8 .6  
3.9 

13 .2  
11 .4  
9.0 
3.2  

1 1 . 1  
7.6 
4 . 5  
8.0 

TOTAL : 102 .5  

RANKING SYSTEMS IN ORDER OF RISK 

Usinq the composite scores, the systems are listed in de- 

scendinq order so that they may be categorized according to 

their relative vulnerability to fraud, abuse, and mismanage- 

ment. The ranking factors are primarily geared to automated 

systems. For completely or partially manual systems, some of 
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the factors may not be applicable. To make the composite e 
scores for those systems comparable to the scores for which all 

factors are applicable, the following procedure may be used: 

--Divide the system's composite score by the number of 

factors on which the system was assessed to develop an 

average for each factor. For example, if the composite 

score is 110 and only 10 of the 12  factors were 

applicable to the system, the average for each factor 

would be 1 1 .  

--Multiply the average for each factor computed above by 

12 (the total number of factors prescribed for the 

ranking system). The resulting revised composite score 

could then be used for that system in ranking it with 

the other systems. 

KEY POINTS I 

The ranking technique provides a systematic approach 
to estimating the relative vulnerability of an organiza- 
tion's financial management systems. Once the process is 
complete, two products can be developed: 
a report advising management of the systems considered 
high risk, and an audit plan for reviewing the sytsems 
in order of priority. The final audit plan should con- 
sider any special circumstances that would justify not re- 
viewing a high-risk system, such as if the system will 
be replaced or otherwise discontinued in the near 
future. The rationale for not reviewing any high-risk 
system should be fully documented in the audit plan. 
A more conclusive statement on each system's vulnerability 
can be made after performing the transaction flow review 
and analysis described in the following section. 
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Factor Risk x 
3-high 21d 1-law 

A. Purposeof system 

8. System docunentation - 
C mllar volune control1ed by - 
D. Pvnwnt of system maintenance - 
E. Verification o f  input - 

the system 

Ln F. mee of autanation 
I 

+ G. Number o f  dependent systenrs - 
W 

H. S e c u r i t y  of data, software, 
- and hardware  

I. KKksnsystemproblems 

- J. Recency of audit 

K. Statutory requirements met - 
L. Involvement of users and 

audi tors  in system design 

Weight = Canpos ite soore Explanation for risk assigned: 
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SECTION 6 

The objectives of the transaction flow review and analysis 

segment are to review selected accounting systems to ( 1 )  docu- 

ment how the systems process transactions, ( 2 )  document the sys- 

tems' control techniques, ( 3 )  evaluate the effectiveness of the 

internal control techniques in meeting internal control objec- 

tives, and ( 4 )  complete a final risk ranking of the systems as a 

basis for selecting systems for review in the next segment. 

Achieving 

audit staff to 

TASK I 

TASK I1 

TASK I11 

TASK IV 

the objectives for this segment will require the 

Determine and document how information flows 

through each system from initial input of trans- 

action information through final output of 

reports. 

Determine whether the outputs produced meet 

users' needs for information in support of the 

financial management function. 

Identify and document each system's internal 

control techniques. 

Evaluate the adequacy of the control techniques 

in implementing the system's control objectives. 

Document any material internal control 

weaknesses. 
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TASK V Complete a final risk ranking of the systems 

based on any additional insights gained from the 

transaction flow review and analysis segment, 

and select systems for compliance testing based 

on the revised risk ranking. 

TASK I - SYSTEM INFORMATION FLOWS 

The purpose of determining and documenting how transac- 

tion information flows through a system is to develop a thorough 

understanding of how a system captures, records, processes, and 

reports transaction information. The documentation of data 

flows through a system is the basic method for identifying the 

system's control techniques. 

For each of its systems, the agency should routinely main- 

tain current documentation that describes in detail system oper- 

ations and data flows. This kind of documentation is needed to 

facilitate and support 

--designing, implementing, and testing needed system modi- 

fications and upgrades; 

--training new staff in system operations; and 

--performing internal control evaluations required by the 

Federal Managers' Financial Integrity Act. 

e .  
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The audit staff should expect the agency to have available 

much of the documentation needed to support the GAO system data 

flow analysis. Many federal agencies, however, do not emphasize 

the need for maintaining current, complete, and comprehensive 

system documentation. Still, some documentation should be 

available to support the Financial Integrity Act requirements. 

The audit staff should consider the following sources of infor- 

mation available in the agency: 

--working papers generated in completing the vulnerabil- 

ity assessments and internal control reviews required 

under the Federal Managers' Financial Integrity Act and 

OMB Circular A-123, 

--system users manuals, 

--system documentation maintained by the computer system 

analysts, 

--computer center system instructions for computer 

operators, and 

--discussions with system users and cognizant computer 

system analysts. 

Detailed work steps 

1. Obtain or prepare for each system a detailed written 

description of what the system is supposed to do and how 
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it is desiqned to operate. This written description 

should include a detailed discussion of all manual or 

automated edit and validation checks of the input data. 

2. Obtain data record layouts for all inputs, machine-media 

records, and outputs--both hard-copy reports and machine- 

media files. 

3.  Identify all recipients of system outputs including hard- 

copy reports and machine-media files. Recipients of 

system outputs include agency personnel for hard-copy 

reports and other aqency systems for machine-media files. 

4 ,  For each of the agency's systems selected for review, 

complete the following checklist, questionnaires, and 

profile, if applicable, in appendix VI: 

Checklist 3 - Background Information 
on Computer Application 

(appendix VI-TFRA 1 ) 

Questionnaire 10 - Data Origination Controls 
(appendix VI-TFRA 2) 

Questionnaire 1 1  - Data Input Controls 
(appendix VI-TFRA 3 )  

Questionnaire 12 - Data Processing Controls 
(appendix VP-TFRA 4 )  

Questionnaire 13 - Data Output Controls 
(appendix VI-TFRA 5) 
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Profile 3 - Application Controls Profile 
(appendix VI-TFRA 6) 

5 .  Flowchart how information is processed and reported into 

and out of the selected systems to include both hard-copy 

reports and machine media files. Three flow-charts are to 

be prepared. 

--A flowchart for each system reviewed depicting the 

data flows through the sytem. (See appendix VI-TFRA 

7 for an example.) 

--A flowchart depicting information flows between the 

systems. (See appendix VI-TFRA 8 for an example.) 

--Detailed flowcharts identifying control techniques 

(See appendix VI-TFRA 9 for an example.) 

6. Obtain or prepare a detailed written description of how 

each system uses the ADP resources in the computer 

center--computer terminals, magnetic tape drives, magnetic 

disk packs, card reader/punches, printers, and computer 

central processing units. 

7. Prepare a written summary (see appendix VI-TFRA 1 0 )  for 

each system that includes the following sections: 
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--purpose of the system: 

--discussion of how the system uses available 

computer resources; 

--description of system control techniques, inputs, 

files, processing steps, outputs, computer equip- 

ment used, and identification of the computer 

center; 

--edits and validation checks of input data; 

--the flowchart developed in step 5 ,  and 

--complete list of users of system hard-copy reports. 

_I TASK I1 - USEFULNESS OF SYSTEM OUTPUTS 

This part of the transaction flow review and analysis seg- 

ment focuses on determining whether or not the selected systems 

produce reliable and useful information from the users' perspec- 

tive. It is important to note that determination of reliability 

and usefulness of reports relates to the basic goal of the 

audit--determination of the accounting systems' effectiveness in 

support of the financial mangement function. This specific 

task, however, is limited to determining users' perceptions. To 

assess users' beliefs as to the reliability and usefulness of 

the information produced by an accounting system, GAO has devel- 

oped a "User Satisfaction Questionnaire." (See appendix VI-TFRA 

1 1 . )  
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Detailed work steps 

8 

1.  

2. 

Obtain a completed "User Satisfaction Questionnaire" 

from users of reports generated by the systems selected 

for review. 

For each system, summarize the responses to the ques- 

tionnaire and develop an overall conclusion, based on 

this summarization, as to users' perceptions of the 

reliability and usefulness of the reports and 

information. 

TASK I11 - CONTROL TECHNIQUES IN EACH SYSTEM 

Part of the work called for in the general risk analysis 

segment involved developing internal control objectives for the 

selected accounting systems. In completing task I of the trans- 

action flow review and analysis segment, work steps 1 through 7 

(systems information flows), the audit staff documented the sys- 

tems operations in detail. The work called for in the following 

part of the segment requires the audit staff to match identified 

control objectives to control techniques. For example: 

Control objective 

Paychecks should be 
issued to entitled 
persons only. 

Control technique 

Comparison of personnel 
and payroll files prior 
to computing and issuing 
a paycheck. 
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Grants should only be Management panel review 
awarded for purposes of proposed grant awards 
authorized by statute. before they are issued 

to grantees. 

Detailed work steps 

1.  For each system selected for review, prepare a work- 

paper schedule (see appendix VI-TFFW 13 for a sample 

format) showing 

--control objectives (based on the information 

developed in the general risk analysis segment), 

and 

--control techniques (based on the information 

developed in task I). 

2. Compare the internal control techniques in the sched- 

ule with any techniques identified by the agency in its 

Financial Integrity Act work. 

3 .  Adjust the schedule to show any additional techniques 

identified by the work step 2 comparison. 

TASK IV - EVALUATE EFFECTIVENESS OF CONTROL 
TECHNIQUES IN MEETING CONTROL OBJECTIVES 

Based on the information developed and scheduled, the 

audit staff must ( 1 )  evaluate the adequacy of the internal 

control techniques in meeting the internal control objectives, 

and (2) identify internal control strengths and weaknesses of 

each system. To accomplish this, consider 
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--internal control strengths and weaknesses identified in 

the general risk analysis segment, 

--the general controls over computer operations, identified 

in the general risk analysis segment, 

--the responses to the "User Satisfaction Questionnaire," 

--the control techniques identified in task I and scheduled 

in task 111. 

This will be a very time-consuming task, and the auditor 

must use judqment in identifying material internal control 

strengths and weaknesses. Internal control techniques should 

provide reasonable assurance that the control objectives of the 

systems will be achieved. The costs/benefits of controls are 

often subjective and likely to require cost estimates of factors a 
such as additional personnel and ADP measures. The auditor 

should also consider whether a savings could be achieved by 

eliminating an existing ineffective control. 

Detailed work step 

Annotate the schedule prepared in task I11 with material 

internal controls strengths and weaknesses. 
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TASK V - FINAL RISK RANKING AND SELECTION 
OF THE SYSTEMS FOR COMPLIANCE TESTS 

The initial risk ranking of the agency's systems completed 

in the general risk analysis segment should be revised based on 

any additional insight gained in this segment which affects any 

of the 12 risk factors. Each system should be evaluated in 

terms of the 12 risk factors and rated as having high, medium, 

or low risk for each factor. Each system should be given a 

revised composite reliability (risk) score based on the 

individual scores for the risk factors. This revised rating 

will be one of the key factors in selecting systems for the 

compliance tests and analysis segment. 

Detailed work stew 

1. Based on the guidance in section 5 ,  Risk Ranking of 

Systems, reevaluate the assigned risk rating of low, 

medium, and high €or each of the risk ranking factors 

for each system reviewed. 

2. Compute a revised composite reliability score for each 

system reviewed based on the risk ratings assigned for 

each system and the weighting system discussed in 

section 5 .  
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3 .  Prepare a workpaper schedule of the revised risk 

rankings and composite reliability score assigned each 

system reviewed. (See appendix VI-TFRA 14 for an 

example of this workpaper schedule.) 

4. Prepare a schedule of the systems in descending order of 

their revised composite reliability scores. These 

systems should be grouped into three categories: high, 

medium, and low risk. 

5. Update the financial management profile of the agency. 

(See appendix VI-TFRA 15 for the format of the financial 

management profile.) 

6. Based on the revised risk rankings of the systems 

reviewed in the transaction flow review and analysis 

segment, select systems for the next phase, compliance 

tests and analysis. 

KEY POINTS: 

--The transaction flow review and analysis segment 
documents the information flows, evaluates the 
systems' controls, and revises risk rankings of the 
systems reviewed. 

--Evaluation of system controls is highly subjective 
and time-consuming . 

--Risk ranking of systems is a method to quantify the 
degree of risk based on specific factors. 

--Selection of systems for compliance testing is 
based on the revised risk ranking. 
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SECTION 7 

COMPLIANCE TESTS AND ANALYSIS SEGMENT 

Compliance tests and analysis is used to determine whether 

valid transactions are processed in accordance with the system 

design and whether the system reacts appropriately to invalid 

or improper transactions. These determinations, along with 

those made during the transaction flow and analysis work, will 

be the basis for the auditors' conclusions as to whether a sys- 

tem, as it operates, meets its internal control objectives, 

identified earlier in the review. 

A basic concept of this methodology is that the compliance 

testing covers the full life cycle of the transaction. This 

would include, for example, initiation of a transaction, its 

processing through the system, and its ultimate posting to the 

accounts or inclusion in output reports. This life cycle will 

often involve both manual and automated procedures and 

controls. 

Compliance tests can be extremely complex and time- 

consuming depending on how many types of transactions are 

processed, the number of conditions to be tested, and the 

complexity of the application. Compliance tests and analysis 

only identify inoperative procedures and controls: they do not 

evaluate production data for the actual effect. This is done, 

if believed necessary, in the succeeding segment--substantive 

tests and analysis. e 
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Recall that general controls--controls that are common to 

all systems--were evaluated earlier. Compliance tests and 

analysis, which focus on procedures and controls in specific 

applications (systems), build upon the assessments made during 

the preceding segments. By including each type of transaction 

and by testing for both valid and invalid or improper 

transactions, the auditor ensures that the scope of the work 

covers all applicable procedures and controls. 

The auditor, however, will need to exercise judgment to 

ensure that reasonable balance is obtained between the need for 

coverage of all types of transactions and the increased audit 

cost of more inclusive testing. To the extent that compliance 

testing involves fully automated processing of transactions, 

only one valid transaction of each type needs testing to ensure 

that valid transactions process properly because all such 

transactions will be processed identically by the system. 

Where manual procedures are involved, a risk occurs that even 

transactions of the same type may be processed differently, 

requiring testing of more than one transaction of each type. 

PREPARING A TEST PLAN 

A detailed plan should be developed for compliance 

testing. The plan should include: 
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--a description of test objectives, scope of testing, and 

impact on normal operations; 

--a list of transaction types; 

--a list of error conditions to be tested; 

--input procedures to be tested and the input media to be 

used; and 

--master files to be created and used. 

The plan serves also as a frame of reference for arranging 

with agency personnel for needed data processing and related 

services, such as data entry. 

TESTING TRANSACTIONS @ IN MANUAL PROCESSES 

For a manual system or for any manual part of an automated 

system, the auditor should first "walk actual transactions 

through" the manual processes. This involves interviewing the 

individuals who handle the transactions, observing the pro- 

cedures followed, and examining applicable records. Through 

this exercise, the auditor should systematically verify that 

the required manual control techniques, as determined in the 

preceding segment, are actually being utilized on a consistent 

basis. In certain high-risk situations, such as in payroll or 

other disbursement operations, the auditor should also consider 

preparing ''dummy" transactions and submitting them through nor- 

mal channels without prior knowledge of the personnel who pro- 8 
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cess the transactions, Such transactions could be devised to 

include improper authorizing signatures and other improper or 

incomplete data. If such testing is deemed advisable, the GAO 

Office of the General Counsel and top-level management of the 

agency under review should be consulted, particularly in tests 

which may result in erroneous payments being generated. 

DESIGN OF TEST TRANSACTIONS 
FOR AUTOMATED SYSTEMS 

Testing of transactions in an automated system will nor- 

mally require use of specially devised test transactions based 

on information obtained in the previous segments. 

The auditor will have identified in the preceding segment the 

control techniques--including edits and other automated con- 

trols--for meeting the internal control objectives. Also, the 

auditor will have become knowledgeable in system operating pro- 

cedures and input/output formats and media from studying the 

flowcharts, operating instructions, and other documentation 

acquired earlier. The auditor must now use this knowledge to 

develop transactions that will test the system's ability to 

process valid data accurately and reject invalid data 

consistently. 
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Test data can be prepared in a number of ways. One way is 

to create both master records and transactions from manual 

source documents. This approach can be modified by copying 

existing master records onto a test master and then preparing 

the desired test transactions. This modified approach pre- 

cludes the need to create new master records for use in test- 

ing. Manually prepared test data has several advantages. For 

example, functions can be tested with known variables, test 

results can be easily predetermined since only one test trans- 

action is processed against each master record, and test 

volumes can be kept to manageable levels. This approach 

requires, however, a considerable time investment and 

introduces the likelihood of human error in preparing test 8 data. 

Another approach to the preparation of test data is to 

use selected "live" transactions as test data. This approach 

is less time-consuming but, even though there may be a large 

universe of transactions to pick from, transactions to test 

specific computer or logic routines may not be available. This 

is especially true for testing invalid conditions because most 

live transactions will include only valid data. 

The auditor should not overlook using test data developed 

by agency operating personnel. These test transactions, often 

used for "debugginq" programs during the development of 

computer systems, may fulfill the auditor's objectives, 
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requiring only minor alteration. Before using the agency's 

test data, however, the auditor should determine whether it 

includes samples for all conditions which should be tested, 

including those involving invalid or improper data. If it does 

not, the auditor should add transactions designed to test those 

conditions. 

An auditor may devise tests causing invalid data to be 

rejected or "flagged" in several ways. 

--Entering alphabetic characters when numeric characters 

are expected, and vice versa. 

--Using invalid account or identification numbers. 

--Using incomplete or extraneous data in a specific data 

field, or omitting the field entirely. 

--Entering illogical conditions in data fields which 

logically should be related. 

--Entering a transaction code or amount that does not 

match the code or amount established by operating 

procedures or controlling tables. For example, if the 

valid codes for employee status in a payroll system are 

a, b, and c, the code to be entered would be something 

other than a, b, or c. Another example is entering a 

salary amount which is incompatible with a controlling 

salary table. 
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--Entering transactions or conditions that will violate 

limits established by law or by standard operating 

procedures. An example, in a payroll system, is the 

entry of x+2 dollars as an employee's gross pay when x 

dollars is the maximum gross pay allowed by law for the 

highest grade. 

Before processing test data transactions through the com- 

puterl the auditor must predetermine the correct results for 

subsequent comparison with actual results. 

PROCESSING TEST TRANSACTIONS 
THROUGH AN AUTOMATED SYSTEM 

0 - 

Several approaches are available to test computer programs 

which update records. Some approaches will be suitable for 

batch processing, while others will be more practical for 

on-line or interactive processing. If the auditors do not 

possess the required ADP expertise, they should have an ADP 

specialist assigned to work with them. In any case, 

cooperation of the system's users and ADP personnel is 

essential to the expedient and successful completion of this 

segment of the review. Arrangements must be made for access to 

user data. Computer time must be scheduled for creation of 

test files and processing test transactions. It may also be 

practical to use microcomputers in certain situations. * 
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Following are some alternative approaches to testing: 

--In a batch-processing system, files against which 

test transactions will be processed can be set up with 

copies of actual records, with fictitious records 

created by the auditor, or with a combination of both 

actual and fictitious records. 

--Using another approach, special audit records, kept in 

the agency's current file, are used. This method would 

be appropriate in either batch or on-line environments. 

--A possible third approach, which uses agency records, is 

to process test transactions against actual records in 

the agency's current file, In this approach, the 

auditor merges test data with the "live" transactions 

and processes them against actual records during a 

regular processing run, 

Although situations may exist where the third approach is 

the only test method available, the auditor must be aware that 

its use presents complications. Test transactions processed 

against actual records must be carefully controlled to prevent 

undesired changes or results, and test data used to update 

actual records must later be reversed. This method entails 

substantial risk of inadvertent changes and distortions in 

agency records and reports. 
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--Another approach, which should not be overlooked, 

is the possibility of working around the computer to 

achieve all or part of the test objectives. Using this 

technique, the auditor compares the actual data entered 

into the system during normal operations with actual 

results as shown by edit listings and output reports. 

Using copies and/or fictitious 
records to set UD 
a separate test file 

In the batch processing approach described above, the 

auditor must have a part of the agency's file copied to create 

a test file. From a printout of this file, the auditor selects 

records suitable for the test. The auditor then updates the 

test file with both valid and invalid data, using the agency's 

programs to process the test transactions. 

In some situations, it may be desirable to create ficti- 

tious records by preparing source documents and processing them 

with the computer program(s) the agency uses to add new records 

to its file. Procedures for testing these records are the same 

as those for copied records. 

An advantage of using fictitious records is that they can 

be tailored for particular conditions and they eliminate the 

need to locate and copy suitable agency records. This advan- 

tage is usually offset, however, when many records are needed 

because their creation can be complex and time-consuming when 
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compared to the relatively simple procedure of copying a part 

of the agency's file. 

Often, the most practical approach is to use a test file 

which is a combination of actual and fictitious records. In 

this approach, copied records are used whenever possible and 

fictitious records are used when necessary to test conditions 

not found in the copied records. 

By using either copied or fictitious records or a combina- 

tion of both in a separate test run, the auditor avoids the 

complications and dangers of running test data in a regular 

processing run against an agency's current file. After test 

data has been prepared, a special "run" of the computer program 

or application should be scheduled. If the auditor plans to 

test processing flow as well, data conversion and data entry 

must also be scheduled. Test data should be processed against 

the latest production version of computer programs. All test 

transactions and test files must be segregated from regular 

production processing so that test data is not accidentally 

introduced into the live production system. To ensure 

integrity of the testing, the auditor should observe the entire 

test data processing operation--from conversion of source 

documents to the creation of output reports and files. 

Disadvantages of making a separate test run are that computer 

programs must be loaded and equipment set up and operated for 

audit purposes only, thus involving additional cost. 
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Using special audit records maintained 
in the current agency file 

Special test records are often kept by agencies in their 

current file for their own testing purposes. Using this 

approach, the auditor includes test data with "live" 

transactions. The test data then update the files' special 

records during a regular processing cycle. The special test 

records are easy to identify because they are given references 

which show they are fictitious. For example, the records may 

contain references to nonexistent cost centers. During normal 

processing, these records remain inactive because "live" 

activity does not affect fictitious cost centers. 

This approach makes it unnecessary to load programs and 

perform other setup work solely to process test data. Since a 

system can be tested under normal operating conditions, test 

transactions can be processed faster and at less cost than when 

the auditor uses copied or fictitious records in a separate 

test run. 

The auditor should recognize, however, that processing 

test transactions concurrently with "live" transactions may 

inadvertently change or distort the agency's records. A l s o ,  

data processing personnel conceivably could activate these 

records (for example, by changing fictitious cost centers or 

employees to real ones). This approach may also necessitate 

7-1 1 



clerical adjustments to correct the reports for the presence of 

test data. Finally, data owners may object to having these 

audit records "clutter" their file. The auditor must weigh the 

risk of using actual records or special audit records in the 

current file against the cost of having additional runs of 

computer programs being tested. Processing test data con- 

currently with "live" data to update current records must be 

approached with great care. When test transactions are to be 

processed, the use of copied and/or fictitious records in a 

separate test file is preferred whenever possible. 

ANALYZING COMPLIANCE TESTS 

The results of the compliance test are compared against 

the predetermined results. A difference between actual and 

predetermined results should be thoroughly analyzed to deter- 

mine the cause and the corrective action needed. When 

differences occur between actual and predetermined results, 

indicating control weaknesses, the auditor should document 

these findings and determine whether manual or automated 

compensating controls exist. If compensating controls do not 

exist, the auditor should assess the effect of the control 

weakness on the accuracy and reliability of computer-produced 

data. Even if an alternate manual control compensates for a 

control weakness, the auditor should consider recommending 
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replacement of the manual control with an automated control. e 
Generally, automating a manual operation will increase 

processing speed, avoid some personnel costs, and reduce human 

errors. However, controls should always be cost-effective. 

COST BENEFIT CONSIDERATIONS 

Internal controls are expected to provide reasonable 

assurance that the control objectives for a given system will 

be achieved. The standard of reasonable assurance recognizes 

that the cost of a control technique should not exceed the 

benefit to be derived. Placinq a dollar value on some 

benefits, such as more accurate reporting, will often be highly 

subjective. Where sufficient testing has been done, however, 

the auditors may have convincing evidence that additional 

controls would reduce losses or otherwise provide measurable 

benefits. Cost determinations are likely to require estimates 

of such factors as additional personnel and ADP costs. In 

evaluating costs, consideration should also be given to whether 

a savings could be achieved by eliminating an existing 

ineffective control. 

Persuasive evidence in proposing new cost-beneficial 

controls will improve the chances for accepting the auditor's 

recommendations and reduce the need for substantive testing. 
P 
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Detailed work steps 

In order to carry out some of the following ADP related 

work steps, it will be necessary for the auditor to obtain 

appropriate cooperation and assistance from agency ADP staff 

and system users. In a batch processing environment, 

arrangements will be needed for obtaining copies of master 

files, creating the desired job streams, scheduling needed 

computer time, and listing output products. In an on-line 

environment, the auditor will need to become familiar with 

terminal access and data-entry conventions or obtain assistance 

from ADP specialists. 

The audit staff should complete the following work steps 

for each system selected for testing: 

1 .  Based on the analysis of the system's procedures and 

controls made in earlier segments of the review, 

determine the types of transactions and conditions 

to be tested. 

2. For any manual aspects of transaction processing, 

determine compliance with the applicable procedures 

and control techniques that were previously identi- 

fied in TFRA task 111, work step 1 .  Walk actual 

transactions through the manual portions of the 

system. 
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3 .  Determine  t h e  t y p e s  of r e c o r d s  to  be  i n c l u d e d  i n  t h e  

t e s t i n g f  based  on  t h e  d a t a  f l o w s  f o r  e a c h  s y s t e m  

i d e n t i f i e d  i n  TFRA Task I f  work s t e p s  1 t h r o u g h  7 .  

4 .  O b t a i n  copies o f  master records and/or  p r e p a r e  f ic- 

t i t i o u s  r e c o r d s  f o r  p r o c e s s i n g  w i t h  t h e  t e s t  t r a n s -  

a c t i o n s .  
* 

5. Using  a p r i n t o u t  of t h e  r e c o r d s ,  p r e d e t e r m i n e  t h e  

end r e su l t  f o r  e a c h  tes t  t r a n s a c t i o n  f o r  compar ison  

w i t h  ac tua l  p r o c e s s i n g  resu l t s .  Appendix VI-CTA-1 

presents  an  example o f  tests and p r e d e t e r m i n e d  t es t  

r e s u l t s  f o r  a f e d e r a l  c i v i l i a n  p a y r o l l  sys t em.  

6 .  I n  b a t c h - p r o c e s s i n g  s y s t e m s ,  v e r i f y  t h a t  t h e  pro- 

grams used  f o r  p r o c e s s i n g  t h e  tes t  t r a n s a c t i o n s  are  

t h e  same as t h o s e  used  for  normal  sys t em p r o c e s s i n g .  

7 .  A s c e r t a i n  t h a t  any changes  t o  programs d u r i n g  t h e  

r e v i e w  have  been  documented and t h a t  t h e  changes  

have  been t e s t e d  and approved  by t h e  agency .  

8. P r i n t  t h e  a f t e r - t e s t  c o n t e n t s  o f  a l l  agency  r e c o r d s  

and compare w i t h  t h e  p r e d e t e r m i n e d  r e su l t s  (see s t e p  

5 )  t o  ascer ta in  w h e t h e r  t h e  programs per formed a s  

e x p e c t e d .  

9. Summarize and  e v a l u a t e  t h e  impac t  o f  any  i n s t a n c e s  

o f  noncompl iance  w i t h  p r e s c r i b e d  procedures and con- 

t rols ;  d e v e l o p  recommendat ions f o r  needed c o r r e c t i v e  

a c t i o n s ,  w i t h  due  r e g a r d  to  c o s t - b e n e f i t  c o n s i d e r a -  

t i o n s .  
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10. Discuss results of compliance tests with appropriate 

agency officials and ascertain their willingness to 

take corrective actions. 

1 1 .  Based on results of step 10, determine the nature of 

formal reporting and decide whether substantive 

testing is warranted. 

KEY POINTS: 
--Compliance testing consists of limited tests that cover 

the full ranqe of manual and automated transactions, 
including both valid and invalid conditions, to evaluate 
whether internal control techniques operate as intended 
to meet internal control objectives. 

--Several methods are available for processing test 
transactions throuqh an automated system. Consideration 
of the environment--batch or on-line--and potential 
risks--such as the destruction of aqency files-- 
will influence which method to use. 

--During compliance testing, results are predetermined for 
comparison to actual results. The results are 
thoroughly analyzed and cost-effective recommendations 
are made whenever applicable. 
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SECTION 8 

SUBSTANTIVE TESTS AND ANALYSIS SEGMENT 

The objectives of substantive tests and analysis are to 

( 1 )  determine the extent to which the potential erroneous 

transactions disclosed through compliance testing may have 

occurred and (2) estimate the effect of the erroneous 

transactions, which can normally be measured in dollar amounts. 

As discussed in the previous section, if the audit staff 

believes the aqency will take corrective action based on the 

results of the compliance tests, substantive testing may not be 

necessary even though compliance tests disclose that agency 

systems fail to meet established control objectives in material 

respects. On the other hand, substantive tests should be 

performed if the audit staff believes that the agency will not 

take corrective action based on the results of the compliance 

tests, or possibly if fraud or abuse is suspected. In the 

latter case, the auditor must determine whether sufficient 

evidence exists for referral to the agency inspector general 

and other appropriate authorities. Chapter 2 of GAO's General 

Policy Manual contains policy and quidance on such referrals. 

Substantive testing focuses on specific inoperative controls 

previously identified and measures the extent of the problem 

caused by the system's faulure to meet established internal 

control objectives. This involves selecting and testing actual 
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transactions and records. The auditor develops a plan 

specifically tailored to documenting the adverse effects. 

In a payroll system, for example, the results of the 

transaction flow review and analysis segment could show that 

the system ( 1 )  retains payroll records for separated employees 

on the active payroll file until annual W-2 Forms are prepared, 

(2) accepts payroll transactions to be posted to separated 

employees' payroll records after separation, and ( 3 )  issues 

paychecks to all employees with active records on the payroll 

file unless time and attendance records are processed showing 

that employees were on leave without pay. In this case, the 

results of the compliance tests and analysis segment could show 

that payroll transactions miqht be routinely processed to acti- 

vate separated employees' payroll records, issue paychecks to 

the separated employees, and deactivate the separated employ- 

ees' payroll records. Substantive tests, in this case, could 

be designed to compare the amount of pay that these employees 

should have received up to their separation date with the total 

paid accordinq to the current payroll record. 

Control weaknesses disclosed by compliance tests show the 

potential for errors or problems. The auditor can determine 

the extent or significance of these potential errors by using 

computerized data retrieval and analysis routines. Comput- 

erized data retrieval and analysis is performed with general 

audit software packages. These packages use very powerful and 
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e flexibile programming 

read, manipulate, and 

retrieval program can 

languages. They permit an auditor to 

sort data, as well as print reports. The 

be easily coded on preprinted parameter 

forms and debugged much more quickly than would be the case 

using common programming languages such as COBOL or BASIC. 

GAO currently uses two such data retrieval and analysis 

packages. They are DYL-280 and DYL-AUDIT. Both were developed 

by DYLAKOR Software Systems, Inc., Granada Hills, California. 

DYL-280 is an easy to use extended utility, data management 

system with flexible report writing capabilities. DYL-AUDIT is 

an audit package that provides a wide range of functions, such 

as sampling, aging analysis, frequency distribution reporting, 

and confirmation-letter writing. Both packages are ideal for 

auditing computerized data in GAO's environment, where quick Q 
response and one-time analysis and reporting are normal. 

TYPES O F  AUDIT FUNCTIONS PERFORMED 

Many audit functions can be performed through use of 

computerized data retrieval and analysis. Those functions most 

frequently used in GAO audits are discussed below. 
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Readina and evaluatina data 

DYL-280 can read just about any form of computer data 

(cards, tapes, disks, ete.), and just about any file 

organization (sequential, random, undefined, etc.). Hundreds 

of records can be read quickly and efficiently in a fraction of 

the time it would take to read the same number of records 

manually. On the basis of various auditor-selected criteria, 

records can be searched for errors and identified for detailed 

evaluation. These errors can then be traced back into the 

computer system to identify specific problems. 

Selecting sample 

A useful tool in substantive testing is statistical 

sampling which may be utilized to project the total adverse 

effect of the whole universe based on a representative smaller 

sample. Statistical sampling guidance for GAO staff is 

included in chapter 1 1  of the GAO Project Manual. 

DYL-280 and DYL-AUDIT can both be used to select 

statistically valid samples if the data is in computerized 

format or if the report being used came from a computerized 

data base. Several different types of sampling techniques have 

been developed in-house for use with DYL 280. These techniques 

are described in detail in GAO's CAATS Manual. DYLAKOR has 
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also developed many sampling techniques for the DYL-AUDIT 

packaqe. These techniques are described in detail in a 

separate DYL-AUDIT Reference Manual. 

Performing calculations 

Calculations can be performed quickly and efficiently 

using D Y L - 2 8 0 .  A full range of mathematical operations are 

available with the packaqe. Any number of calculations can be 

performed in a matter of seconds. These calculations can be 

performed in any combination or sequence. They can be used to 

recompute and verify amounts computed by applications programs. 

Matching data 

D Y L - 2 8 0  can be used to match data included in several 

different data bases. D Y L - 2 8 0  has an automatic update feature 

that matches two different data bases and identifies records 

that match or mismatch. D Y L - 2 8 0  also permits the auditor to 

write code that matches up to a total o f  eight different data 

bases. These techniques permit the auditor to compare or 

verify agency data with those from outside sources and to 

verify the accuracy of interfaces between different data bases 

to make sure that data were exchanged correctly. The auditor 

can also use these techniques to match or compare object codes 

in computer programs. 
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Summarizing data 

DYL-280 can be easily used to summarize or aggregate data 

in a variety of ways. Through use of control breaks, data can 

be totaled at different levels. 

Aging data 

DYL-AUDIT has an automatic aqing analysis function. Up to 

9 different aging analyses can be performed with 10 different 

date ranqes or groups (ice., 1 to 30 days, 31 to 60 days, 

etc.). Reports, either summary or detail, can be produced 

automatically by DYL-AUDIT. 

Sorting data 

DYL-280 has a function which sorts records in any sequence 

desired. This function can be imbedded in any DYL-280 appli- 

cation. This technique permits sorting to be included along 

with other processing and precludes the need for an inter- 

mediate sort application. Sorting permits the auditor to re- 

arrange the sequence of data to meet audit needs. 
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0 Frequency distribution reporting 

DYL-AUDIT has an automatic frequency distribution 

reporting function that permits the auditor to arrange 

numerical data in graduated categories, or groupings, called 

intervals. The auditor can specify up to 147 simple arithmetic 

or logarithmic intervals. DYL-AUDIT automatically accumulates 

totals for each interval and provides statistically important 

values, including mean and st.andard deviation, in either a 

table or a graphic format. 

Writina renorts or letters. 

D Y L - 2 8 0  has a full range of report-writing capabilities. 

An automatic feature is available that permits quick and easy 

report composition. In addition, the auditor can also prepare 

detailed reports using D Y L - 2 8 0 ' s  extended report-writing 

capabilities. DYL-AUDIT contains a letter-writing function 

which produces form letters that can have variable information, 

such as names, addresses, dates, and amounts, inserted into the 

body of the letter. This letter-writing function is of 

particular value when preparing confirmation letters. 
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PROCESSING A DATA RETRIEVAL AND 
ANALYSIS APPLICATION 

Normally, the auditor does not have to arrange for a 

separate run of DYL-280 or DYL-AUDIT software. In a normal 

multiproqramming environment, the auditor should be able to run 

both DYL-280 and DYL-AUDIT with other programs, provided 

adequate computer resources are available. Steps followed in 

processing an application include the following: 

--Process data retrieval programs on the computer (observe 

and control processing of the data retrieval application 

if possible). 

--Review processing results for reasonableness and 

accuracy. 

--Update documentation to reflect actual processing 

(flowcharts should be annotated with actual job names, 

data set names and volume serial numbers, input/output 

counts, and output product titles). 

--Obtain technical review of documentation and output 

products and document supervisor acceptance. 

EVALUATING DATA RETRIEVAL AND ANALYSIS RESULTS 

On completion of data retrieval processing and technical 

review, the auditor should analyze in detail the results of 
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each data retrieval application. Each potentially erroneous 

condition should be traced back to the point or origin so that 

cause and effect can be identified. The total number or amount 

of errors can be determined by reprocessing corrected data. 

This is done by using either data retrieval programs prepared 

by the auditor or agency programs processed under the auditor's 

control . 

Detailed work s t e m  

Before the following work steps can be executed, the 

auditor may need to make arrangements with agency ADP personnel 

and system users to obtain necessary computer resources and 

back-up files. 

The audit staff should perform the following work steps 

for each agency system selected for substantive testinq: 

1.  Design and carry out substantive tests to document and 

measure the extent of adverse impact on agency opera- 

tions that occurs because of the previously identified 

inoperative internal controls. The selection of 

transactions for testing should be statistically sound 

to permit valid estiates of the actual impact. 

2. Summarize and evaluate test results. 

3 .  Develop findings and recommendations for discussion 

with aqency management and for formal reporting. 
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KEY POINTS: 
--During substantive testing, actual transactions and 

records are selected and tested to document and measure 
the extent of adverse impact on agency operations due 
to previously identified inoperative internal controls. 

--In testing automated systems, GAO uses computerized 
data retrieval packages, such as DYL280, to assist the 
auditor. 

8-10 
GOVERNMENT P R I N T I N G  OPFICE:1985-528-456:307~3 



CARE- Audit Methodology 
To Review And Evaluate Agency 
Accounting And Financial 
Management Systems 

e 

PENDIXES 

@GAO 
United States General Accounting Office 



APPENDIX I 

Office of Management and Budget (OMB) Circular A-123 (Revised) 



APPENDIX I APPENDIX I 

EXECUTIVE OFFICE OF THE PRESiDENT 
OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, D.C. 

CIRCULAR No. A - 1 2 3  
R e v i s e d  

wU6 16 ID83 

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS 

SUBJECT: I n t e r n a l  C o n t r o l  S y s t e m s  

1. 

2.  

3. 

Purpose. T h i s  C i r c u l a r  p rescr ibes  policies a n d  s t a n d a r d s  
to  be followed by e x e c u t i v e  d e p a r t m e n t s  a n d  a g e n c i e s  i n  
e s t a b l i s h i n g  , m a i n t a i n i n g ,  e v a l u a t i n g ,  i m p r o v i n g ,  a n d  
r e p o r t i n g  o n  i n t e r n a l  c o n t r o l s  i n  t h e i r  program a n d  ad- 
m i n i s  t r a  t i v e  a c t  i v  i t  ies. 

* Rescission. T h i s  r e v i s i o n  r e p l a c e s  C i r c u l a r  No. A-123, 
" . I n t e r n a l  C o n t r o l  Systems,@' d a t e d  October 28 ,  1981.  

Backqround .  The A c c o u n t i n g  a n d  A u d i t i n g  A c t  of 1 9 5 0  re- 
q u i r e s  t h e  head  of e a c h  d e p a r t m e n t  and a g e n c y  to  e s t a b  
l i s h  a n d  m a i n t a i n  a d e q u a t e  ' s y s t e m s  of i n t e r n a l  c o n t r o l .  
O f f i c e  of Management and  B u d g e t  (OMB) C i r c u l a r  A-123, 
i s s u e d  i n  October 1981, p r o m u l g a t e d  i n t e r n a l  c o n t r o l  
s t a n d a r d s  and  a s y s t e m  of a g e n c y  r e s p o n s i b i l i t i e s  a n d  re- 
q u i r e m e n t s  t o  address  t h e  n u m e r o u s  i n s t a n c e s  of f r a u d ,  
waste, and a b u s e  o f  Governmen t  r e s o u r c e s  a n d  mismanage -  
m e n t  of Government  p r o g r a m s  r e s u l t i n g  from w e a k n e s s e s  i n  
i n t e r n a l  c o n t r o l s  or b r e a k d o w n s  i n  c o m p l i a n c e  w i t h  i n t e r -  
n a l  c o n t r o l s .  

The  Federal Managers '  F i n a n c i a l  I n t e g r i t y  A c t ,  P. L. 
97-255,  (hereaf te r  referred t o  as t h e '  A c t ) ,  amended t h e  
A c c o u n t i n g  and A u d i t i n g  A c t  of 1 9 5 0 .  The A c t ' s  r e q u i r e -  
m e n t s  a n d  o b j e c t i v e s  are b a s i c a l l y  t h e  same a s  t h e  o r i g i -  
n a l  C i r c u l a r ' s ,  e x c e p t  t h a t  t h e  i n t e r n a l  a c c o u n t i n g  a n d  
a d m i n i s t r a t i v e  c o n t r o l  s t a n d a r d s  , a re  to be p r e s c r i b e d  by 
t h e  C o m p t r o l l e r  G e n e r a l ;  a n n u a l  e v a l u a t i o n s  are to  be 
c o n d u c t e d  b y  e a c h  e x e c u t i v e  a g e n c y . o f  i t s  s y s t e m  of i n -  
t e rna l  a c c o u n t i n g  and  a d m i n i s t r a t i v e  c o n t r o l ,  i n  accord- 
a n c e  w i t h  g u i d e l i n e s  e s t a b l i s h e d  for s u c h  e v a l u a t i o n s  b y  
t h e  Director o f  t h e  Office of Management  and B u d g e t ;  a n d  
a n  a n n u a l  s t a t e m e n t  is to  be s u b m i t t e d  by t h e  head of 
e a c h  e x e c u t i v e  a g e n c y  t o  t h e  P r e s i d e n t  a n d  t h e  C o n g r e s s  
o n  t h e  s t a t u s  of the  a g e n c y ' s  s y s t e m  of i n t e r n a l  c o n t r o l .  
The g u i d e l i n e s ,  e n t i t l e d  " G u i d e l i n e s  for t h e  E v a l u a t i o n  
and  Improvement  of a n d  R e p o r t i n g  o n  I n t e r n a l  C o n t r o l  
Systems i n  t h e  Federal  Governmen t"  were i s s u e d  i n  
December 1982. 

I n  a d d i t i o n  t o  t h e  r e q u i r e m e n t s  of t h e  A c t ,  31 U.S.C. 
1.514 r e q u i r e s  t h a t  a g e n c y  sys t ems  for ' t he  c o n t r o l  o f  
f u n d s  be a p p r o v e d  by  t h e  Director of OMB. T h e s e  re- 
q u i r e m e n t s  are p r e s c r i b e d  by C i r c u l a r  A-34, " B u d g e t  
E x e c u t i o n . "  

1-1 



APPENDIX I APPENDIX I 

4 .  Policy. Agencies s h a l l  m a i n t a i n  e f f ec t ive  systems of 
accounting and administrative control .  A l l  l eve ls  of 
management s h a l l  involve themselves i n  a s s u r i n g  the ade- 
quacy of controls.  New programs s h a l l  incorporate effec-  
t i ve  systems of in te rna l  control.  A l l  systems s h a l l  be 
evaluated on a n  ongoing basis, and weaknesses, when 
detected,  sha l l  be promptly corrected.  Reports s h a l l  be 
issued, a s  required, o n  in te rna l  control  a c t i v i t i e s  and 
the r e s u l t s  of evaluations. 

5. gef in i t i ons .  For t h e  purpose of t h i s  Circular,  the fOl- 
lowing terms are  defined: 

a. Agency -- a n y  department or independent establishment 
i n  txe executive branch. 

b. Aqency Component -- a major organization, program or 
functional subdivision of an agency h a v i n g  one or more 
separate  systems of i n t e r n a l  control.  

c. Control Objective -- a desired goal or  condition for  
a spec i f i c  event cycle t h a t  r e f l e c t s  the a p p l i c a t i o n  of 
the overal l  object ives  of in te rna l  control  to t h a t  speci- 
f ic  cycle.  /L 
d. In te rna l  Control -- the p l a n  of organization and 
methods and procedures adopted by management to  p rov ide  
reasonable assurance t h a t  ob l iga t ions  and  cos ts  a re  i n  
compliance w i t h  applicable law: f u n d s ,  property, and 
o t h e r  a s se t s  a r e  safeguarded a g a i n s t  was t e ,  loss, un- 
authorized use, or misappropriation; and revenues and 
expenditures applicable t o  agency operat ions a r e  proper- 
l y  recorded and accounted for to permit the preparation 
of accounts a n d  r e l i ab le  f inancial  and s t a t i s t i c a l  re- 
por t s  and t o  m a i n t a i n  accountabi l i ty  over the assets .  

‘jrz. Control objectives a re  not absolutes. Since the 
achievement of control object ives  can be and is affected 
by such fac tors  a s  b u d g e t  cons t ra in ts ,  s t a tu to ry  and reg- 
ulatory r e s t r i c t  ions, s t a f f  1 imitat ions,  a n d  cost-benef i t  
considerations,  the lack of achievement of control objec- 
t i v e s  does not necessarily represent a defec t  o r  d e f i -  
ciency i n  in ternal  control  requiring correct ion.  Such 
l i m i t i n g  fac tors  need t o  be considered i n  determining 
whether there is reasonable assurance t h e  control objec- 
t i v e s  a re  b e i n g  achieved. 
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e. I n t e r n a l  Control  D o c u m e n t a t i o n  -- w r i t t e n  p o l i c i e s ,  
o r g a n i z a t i o n  c h a r t s ,  procedural w r i t e - u p s ,  m a n u a l s ,  m e m o -  
r anda ,  f l o w  c h a r t s ,  decis ion t a b l e s ,  c o m p l e t e d  q u e s t i o n -  
n a i r e s ,  software, a n d  r e l a t e d  w r i t t e n  m a t e r i a l s  used to  
descr ibe the internal c o n t r o l  methods and measures, to 
communica te  r e s p o n s i b i l i t i e s  a n d  a u t h o r i t i e s  f o r  opera- 
t i n y  s u c h  m e t h o d s  a n d  measures, a n d  to s e r v e  a s  a refer- 
ence for  p e r s o n s  r e v i e w i n g  t h e  i n t e r n a l  c o n t r o l s  and 
t h e i r  f u n c t i o n i n g  . 
f .  I n t e r n a l  C o n t r o l  G u i d e l i n e s  -- t h e  g u i d e l i n e s  i s s u e d  
by  OMB in December 1982, e n t i t l e d  " G u i d e l i n e s  for t h e  
E v a l u a t i o n  a n d  Improvemen t  o f  a n d  R e p o r t i n g  on I n t e r n a l  
Control Systems i n  t h e  Federa l  Government ' ' .  

g .  I n t e r n a l  C o n t r o l  Review -- a d e t a i l e d  e x a m i n a t i o n  of 
a s y s t e m  o f  i n t e r n a l  control t o  determine w h e t h e r  ade- 
qua te  c o n t r o l  m e a s u r e s  e x i s t  a n d  are implemen ted  to pre- 
v e n t  or d e t e c t  t h e  o c c u r r e n c e  of p o t e n t i a l  risks i n  a 
cost e f f e c t i v e  manner .  

h .  I n t e r n a l  C o n t r o l  S t a n d a r d s  -- t h e  s t a n d a r d s  i s sued  by 
t h e  Comptroller G e n e r a l  o n  J u n e  1, 1983, for u s e  i n  
e s t a b l i s h i n g  and  m a i n t a i n i n g  s y s t e m s  of i n t e r n a l  c o n t r o l .  
T h e s e  a r e  a p p l i c a b l e  to  a l l  o p e r a t i o n s  a n d  a d m i n i s t r a t i v e  
f u n c t i o n s  b u t  a r e  n o t  i n t e n d e d  to  limit or i n t e r f e r e  w i t h  
d u l y  g r a n t e d  a u t h o r i t y  r e l a t ed  to  d e v e l o p m e n t  of l e g i s l a -  
t i o n ,  r u l e m a k i n g ,  or o the r  d i s c r e t i o n a r y  p o l i c y m a k i n g  i n  
a n  agency .  

i ,  I n t e r n a l  C o n t r o l  System -- t h e  sum of t h e  organiza- 
t i o n ' s  m e t h o d s  a n d  measures u s e d  to  a c h i e v e  t h e  objec- 
t i v e s  of i n t e r n a l  control .  

j I n t e r n a l  C o n t r o l  T e c h n i q u e  -- processes and d o c u m e n t s  
t h a t  are  b e i n g  r e l i e d  on to e f f i c i e n t l y  a n d  e f f e c t i v e l y  
a c c o m p l i s h  an i n t e r n a l  control o b j e c t i v e  a n d  t h u s  h e l p  
s a f e g u a r d  a n  a c t i v i t y  f rm  waste,  loss, u n a u t h o r i z e d  us@, 
or misappropriat ion.  

k .  Mate r i a l  w e a k n e s s  -- a , s i t u a t i o n  i n  w h i c h  t h e  d e s i g n -  
ed procedures or d e g r e e  of o p e r a t i o n a l  c o m p l i a n c e  t h e r e -  
w i t h  does n o t  p r o v i d e  reasonable  a s s u r a n c e  t h a t  t h e  ob- 
j e c t i v e s  of i n t e r n a l  c o n t r o l  spec i f i ed  i n  t h p  A c t  a r e  
b e i n g  accomplished. 
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1. V u l n e r a b i l i t y  __- A s s e s s m e n t  - -- a r e v i e w  of t h e  s u s c e p t i -  
b i l i t y  of a p rogram or f u n c t i o n  t o  w a s t e ,  l o s s ,  u n a u t h o r -  
i z e d  use, o r  m i s a p p r o p r i a t i o n .  

6. - R 9 o n s i b i l i t y .  T h e  head  of e a c h  a g e n c y  is r e s p o n s i b l e  
fo r  e n s u r i n g  t h a t  t h e  d e s i g n ,  i n s t a l l a t i o n ,  e v a l u a t i o n ,  
and  improvement  of i n t e r n a l  con t ro l s ,  a n d  i s s u a n c e  of re- 
por t s  o n  t h e  a g e n c y ' s  i n t e r n a l  control  s y s t e m s  a r e  i n  ac- 
cordance w i t h  t h e  requirements of t h e  A c t  a n d  t h e  g u i d -  
a n c e  c o n t a i n e d  i n  t h e  I n t e r n a l  C o n t r o l  G u i d e l i n e s .  Des- 
i g n a t e d  i n t e r n a l  cont ro l  o f f i c i a l s  a n d  h e a d s  of organiza-  
t i o n a l  u n i t s  w i t h i n  a g e n c i e s  h a v e  r e s p o n s i b i l i t i e s  for 
e n s u r i n g  t h e  p e r f o r m a n c e  of n e c e s s a r y  i n t e r n a l  control 
e v a l u a t i o n s  and p r o v i d i n g  a s s u r a n c e s  to  t h e  a g e n c y  h e a d .  
T h e s e  r e spons ib i l i t i e s  a r e  d e s c r i b e d  i n  p a r a g r a p h s  6 b  a n d  
c. The I n s p e c t o r  Genera l ,  or e q u i v a l e n t  i n  a g e n c i e s  
w i t h o u t  a n  I n s p e c t o r  G e n e r a l ,  h a s  a 1 i m i  t g d  r e s p o n s i b i l -  
i t y  i n  r e g a r d  t o  i n t e r n a l  c o n t r o l s ,  a s  e x p l a i n e d  i n  
p a r a g r a p h  6 d .  

a .  Agency h e a d s  a r e  r e s p o n s i b l e  for e s t a b l i s h i n g  and 
m a i n t a i n i n g  t h e  s y s t e m  of i n t e r n a l  control  w i t h i n  t h e i r  
a g e n c i e s .  T h i s  i n c l u d e s  d e t e r m i n i n g  t h a t  t h e  system is 
e s t a b l i s h e d  i n  a c c o r d a n c e  w i t h  t h e  s t a n d a r d s  prescribed 
by  t h e  C o m p t r o l l e r  General a n d  t h a t  i t  p r o v i d e s  reason- 
a b l e  assu rance  t h a t  t h e  o b j e c t i v e s  of i n t e r n a l  c o n t r o l ,  
a s  d e s c r i b e d  i n  p a r a g r a p h  7 ,  a r e  m e t .  I t  a l s o  i n c l u d e s  
d e t e r m i n i n g  t h a t  t h e  s y s t e m  is f u n c t i o n i n g  a s  p r e s c r i b e d  
and  is m o d i f i e d ,  a s  a p p r o p r i a t e ,  f o r  c h a n g e s  i n  c o n d i -  
t ions.  

b .  A d e s i g n a t e d  senior o f f i c i a l  s h a l l  b e  respons ib le  for 
c o o r d i n a t i n g  t h e  o v e r a l l  a g e n c y - w i d e  e f f o r t  of e v a l u a t -  
i n g ,  i m p r o v i n g  and  repor t ing  o n  i n t e r n a l  c o n t r o l  s y s t e m s  
i n  a c c o r d a n c e  with t h e  I n t e r n a l  C o n t r o l  G u i d e l i n e s .  T h i s  
r e s p n s i b i l  i t y  i n c l u d e s  p r o v i d i n g  a s s u r a n c e  t o  t h e  a g e n c y  
head t h a t  those p r o c e s s e s  were c o n d u c t e d  i n  a t h o r o u g h  
and consc ien t ious  m a n n e r .  

c .  Heads o f  o r g a n i z a t i o n a l  u n i t s  a r e  r e s p o n s i b l e  for t h e  
s y s t e m  of i n t e r n a l  c o n t r o l  i n  t h e i r  u n i t s .  T h i s  respon- 
s i b i l i t y  i n c l u d e s  p r o v i d i n g  t o  t h e  a g e n c y  h e a d  a s s u r a n c e  
t h a t  h e  or s h e  is c o g n i z a n t  of t h e  i m p o r t a n c e  of i n t e r n a l  
c o n t r o l s ;  h a s  p e r f o r m e d  t h e  e v a l u a t i o n  p r o c e s s  i n  accord- 
ance w i t h  t h e  I n t e r n a l  C o n t r o l  G u i d e l i n e s  a n d  i n  a con- 
sc ien t ious  m a n n e r ;  and b e l i s v e s  t h e  o b j e c t i v e s  of i n t e r -  
n a l  c o n t r o l  a r e  b e i n g  complied w i t h  i n  his or h e r  a rea  of 
r e s p o n s i b i l i t y  w i t h i n  p r e s c r i b e d  l i m i t s .  
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d. The Inspector G e n e r a l  (IC), or t h e  s e n i o r  a u d i t  
o f f i c i a l  w h e r e  there  is n o  I n s p e c t o r  Genera l ,  is 
e n c o u r a g e d  to p r o v i d e  t e c h n i c a l  a s s i s t a n c e  i n  t h e  a g e n c y  
e f f o r t  t o  e v a l u a t e  a n d  improve  i n t e r n a l  controls.  T h i s  
would be i n  a d d i t i o n  to  t.he r e v i e w s  of i n t e r n a l  c o n t r o l  
d o c u m e n t a t i o n  and  sys tems,  u n d e r t a k e n  a t  t h e  IG's 
i n i t i a t i v e  or a t  t h e  request of ' t h e  a g e n c y  h e a d ,  a n d  t h e  
reports i s s u e d  as  a '  r e s u l t  of these r e v i e w s .  

e. I n  a d d i t i o n ,  t h e  I G  may a d v i s e  t h e  a g e n c y  h e a d  
w h e t h e r  t h e  a g e n c y ' s  i n t e r n a l  c o n t r o l  e v a l u a t i o n  process 
h a s  b e e n  c o n d u c t e d  i n  accordance w i t h  t h e  I n t k r n a l  Con- 
t ro l  G u i d e l i n e s .  P e r f o r m i n g  t h e  l i m i t e d  r e v i e w  r e q u i r e d  
to p r o v i d e  s u c h  a d v i c e  should not b e  i n t e r p r e t e d  t o  pre- 
c l u d e  t h e  I G  from p r o v i d i n g  t e c h n i c a l  a s s i s t a n c e  i n  t h e  
a g e n c y  e f f o r t  t o  e v a l u a t e  and improve  i n t e r n a l  cont ro ls ,  
or  otherwise l i m i t  t h e  a u t h o r i t y  of t h e  IG.  The  e x t e n t  
of IG i n v o l v e m e n t  i n  t h e  a g e n c y ' s  i n t e r n a l  c o n t r o l  e v a l u -  
a t i o n ,  improvemen t  a n d  r e p o r t i n g  process s h o u l d  be 
coordinated among t h e  a g e n c y  h e a d ,  I G ,  a n d  t h e  des igna ted  
i n t e r n a l  control o f f i c i a l .  

7. O b j e c t i v e s  of I n t e r n a l  C o n t r o l .  The  ob jec t ives  of i n t e r -  
n a l  c o n t r o l ,  as s p e c i f i e d  i n  t h e  A c t ,  a re  to provide man- 
agement w i t h  r e a s o n a b l e  a s s u r a n c e  t h a t :  

a .  O b l i g a t i o n s  a n d  costs comply w i t h  app l i cab le  law. 

b. Assets a re  s a f e g u a r d e d  a g a i n s t  waste, loss, u n a u t h o r -  
i z e d  u s e ,  a n d  m i s a p p r o p r i a t i o n .  

c. Revenues  a n d  e x p e n d i t u r e s  a p p l i c a b l e  to  agency opera- 
t i o n s  a re  r e c o r d e d  a n d  a c c o u n t e d  for properly so t h a t  
accounts a n d  r e l i a b l e  f i n a n c i a l  and s t a t i s t i c a l  reports 
may be prepared a n d  a c c o u n t a b i l i t y  of t h e  assets may be 
ma i n  t a  i n e d  . 
T h e  o b j e c t i v e s - o f  i n t e r n a l  contrdl  a p p l y  to a l l  program 
and a d m i n i s t r a t i v e  a c t i v i t i e s .  

8.  -- I n t e r n a l  C o n t r o l  S t a n d a r d s .  An a g e n c y ' s  o r  a g e n c y  compo- 
n e n t ' s  s y s t e m  of i n t e r n a l  c o n t r o l  s h a l l  be e s t a b l i s h e d  
and m a i n t a i n a d  i n  a c c o r d a n c e  w i t h  t h e  s t a n d a r d s  pre- 
s c r i b e d  b y  t h e  Comptroller G e n e r a l  as p r e s e n t e d  below. 
OMR commenta ry  on selected s t a n d a r d s  is c o n t a i n e d  in t h e  
br ac k e  t ed par  ag r a p h s  . 
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a.  G e n e r a l  S t a n d a r d s  

1. R e a s o n a b l e  Assurance.  -- - I n t e r n a l  control sys tems 
a re  to p r o v i d e  r e a s o n a b l e  a s s u r a n c e  t h a t  t h e  objec- 
t i v e s  o f  t h e  systems w i l l  b e  a c c o m p l i s h e d .  

[ T h i s  s t a n d a r d  r e c o g n i z e s  t h a t  t h e  cost  of i n t e r n a l  
control s h o u l d  n o t  e x c e e d  t h e  b e n e f i t s  d e r i v e d  t h e r e -  
from and t h a t  t h e  b e n e f i t s  consis t  of r e d u c t i o n s  i n  
t h e  r i s k s  o f  f a i l i n g  to  a c h i e v e  t h e  s t a t e d  control 
o b j  ec t i v e s  . I 
2 .  S u p p o r t i v e  A t t i t u d e .  Manage r s  a n d  employees are 
t o  m z i n t a i n  a n d  d e m o n s t r a t e  a p o s i t i v e  and s u p p o r t i v e  
a t t i t u d e  toward i n t e r n a l  controls a t  a l l  times. 

3. C o m p e t e n t  P e r s o n n e l ,  Manage r s  a n d  employees a re  
t o  h a v e  p e r s o n a l  a n d  p r o f e s s i o n a l  i n t e g r i t y  a n d  are 
t o  m a i n t a i n  a l eve l  of competence t h a t  al lows t h e m  t o  
a c c o m p l i s h  t h e i r  a s s i g n e d  d u t i e s ,  a s  well as under- 
s t a n d  t h e  i m p o r t a n c e  of d e v e l o p i n g  and  i m p l e m e n t i n g  
g o o d  i n t e r n a l  c o n t r o l s .  

4 .  C o n t r o l  O ~ e c t i v e s .  I n t e r n a l  c o n t r o l  objectives 
a re  to  be i d e n t i f i e d  or d e v e l o p e d  f o r  e a c h  agency 
a c t i v i t y  and a re  t o  b e  l o g i c a l ,  a p p l i c a b l e ,  a n d  
r e a s o n a b l y  complete. 

5 .  C o n t r o l  T e c h n i q u e s .  I n t e r n a l  control  t e c h n i q u e s  
are to be e f f e c t i v e  and e f f i c i e n t  i n  a c c o m p l i s h i n g  
t h e i r  i n t e r n a l  control  o b j e c t i v e s .  

[ I n t e r n a l  c o n t r o l  t e c h n i q u e s  a re  t o  be d e s i g n e d  for 
and operated i n  a l l  a g e n c y  p r o g r a m s  a n d  adminis t ra -  
t i v e  a c t i v i t i e s  i n  order to  a c c o m p l i s h  t h e  control 
o b j e c t i v e s  c o n s i s t e n t l y .  I 

b. S p e c i f i c  S t a n d a r d s  - 
1. D o c u m e n t a t i o n .  I n t e r n a l  control s y s t e m s  a n d  all 
t r a n s a c t i o n s  a n d  o t h e r  s i g n i f i c a n t  e v e n t s  are to be 
c l e a r l y  d o c u m e n t e d ,  and t h e  d o c u m e n t a t i o n  is to be 
r e a d i l y  a v a i l a b l e  fo r  e x a m i n a t i o n .  

2 .  R e c o r d i n e o f  -- T r a n s a c t i o n s  and  E v e n t s .  T r a n s a c -  
t ion2 and o ther  s i g n i f i c a n t  e v e n t s  a re  t o  be promptly 
r e c o r d e d  and p r o p e r l y  c l a s s i f i e d .  
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3 .  E x e c u t i o n  of T r a n s a c t i o n s  a n d  E v e n t s .  T r a n s a c -  
t i o n s  a n d  other s i g n i f T c a n t  e v e n t s  a re  to be a u t h o r -  
i z e d  a n d  e x e c u t e d  o n l y  b y  p e r s o n s  a c t i n g  w i t h i n  t h e  
scope of t h e i r  a u t h o r i t y .  

[ I n d e p e n d e n t  e v i d e n c e  is t o  be m a i n t a i n e d  t h a t  
a u t h o r i z a t i o n s  a re  i s s u e d  by p e r s o n s  a c t i n g  w i t h i n  
t h e  scope of t h e i r  a u t h o r i t y  a n d  t h a t  t h e  t r a n s a c -  
t i o n s  c o n f o r m  w i t h  t h e  terms of t h e  a u t h o r i z a t i o n s .  1 
4.  S e p a r a t i o n  of D u t i e s .  Key d u t i e s  a n d  r e s p o n s i -  
b i l i t i e s  i n  a u t h o r i z i n g ,  p r o c e s s i n g ,  r e c o r d i n g ,  a n d  
r e v i e w i n g  t r a n s a c t i o n s - s h o u l d  be s e p a r a t e d  among 
i n d  i v  i d u a  1 s 

[Key d u t i e s  s u c h  a s  a u t h o r i z i n g ,  a p p r o v i n g ,  a n d  re- 
c o r d i n g  t r a n s a c t i o n s ,  i s s u i n g  o r  r e c e i v i n g  assets, 
m a k i n g  p a y m e n t s ,  a n d  r e v i e w i n g  or  a u d i t i n g  are to be 
a s s i g n e d  to sepa ra t e  i n d i v i d u a l s  t o  m i n i m i z e  t h e  r i s k  
of loss t o  t h e  g o v e r n m e n t .  I n t e r n a l  c o n t r o l  d e p e n d s  
l a r g e l y  on t h e  r e d u c e d  o p p o r t u n i t i e s  to  m a k e  a n d  con- 
cea l  errors or t o  e n g a g e  i n  o r  c o n c e a l  i r r e g u l a r i -  
t ies.  T h i s ,  i n  t u r n  d e p e n d s  o n  t h e  a s s i g n m e n t  of 
w o r k  so t h a t  n o  o n e  i n d i v i d u a l  c o n t r o l s  a l l  p h a s e s  of 
a n  a c t i v i t y  or t r a n s a c t i o n ,  t h e r e b y  c r e a t i n g  a s i tua -  
t i o n  t h a t  prmits errors or i r r e g u l a r i t i e s  t o  go un- 
detected. J 

5 .  S u p e r v i s i o n .  - Q u a l i f i e d  a n d  c o n t i n u o u s  s u p e r v i -  
s i o n  is to  be p r o v i d e d  to e n s u r e  t h a t  i n t e r n a l  con-  
t r o l  o b j e c t i v e s  a r e  a c h i e v e d .  

( Q u a l i f i e d  a n d  c o n t i n u o u s  s u p e r v i s i o n  a l s o  is to e n -  
s u r e  t h a t  a p p r o v e d  p r o c e d u r e s  are  followed. L i n e s  of 
p e r s o n a l  r e s p o n s i b i l i t y  a n d  a c c o u n t a b i l i t y  are t o  be 
c lea r ly  e s t a b l i s h e d .  I 

6 .  Access t o  a n d  A c c o u n t a b i l i t y  for  R e s o u r c e s .  
Access to resources a n d  records is to  be l i m i t e d  to 
a u t h o r i z e d  i n d i v i d u a l s ,  a n d  a c c o u n t a b i l i t y  f o r  t h e  
c u s t o d y  a n d  use of r e s o u r c e s  is t o  be a s s i g n e d  a n d  
m a i n t a i n e d .  P e r i o d i c  c o m p a r i s o n  s h a l l  be made of t h e  
resources w i t h  t h e  recorded a c c o u n t a b i l i t y  to d e t e r -  
m i n e  w h e t h e r  t h e  two agree. T h e  f r e q u e n c y  of t h e  
c o m p a r i s o n  s h a l l  be a f u n c t i o n  of t h e  v u l n e r a b i l i t y  
of t h e  asset .  
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c. - A u d i t  R e s o l u t i o n  S t a n d a r d  

1. -- P r o m p t  - Resolut ion of A u d i t  F i n d i n e .  Manage r s  
a r e  t o  ( 1 )  p r o m p t l y  e v a l u a t e  f i n d i n g s  and recomrnenda- 
t ions r e p o r t e d  by aud i tors ,  ( 2 ) determine p r o p e r  
a c t i o n s  i n  r e s p o n s e  to  a u d i t  f i n d i n g s  and recommenda- 
t i ons ,  a n d  ( 3 )  c o m p l e t e ,  w i t h i n  e s t a b l i s h e d  time 
f r a m e s ,  a l l  a c t i o n s  t h a t  correct  or  o t h e r w i s e  r e s o l v e  
t h e  mat ters  b r o u g h t  t o  m a n a g e m e n t ' s  a t t e n t i o n .  

9. R e q u i r e m e n t s  f o r  Agency I n t e r n a l  C o n t r o l  D i r e c t i v e .  Each 
a g e n c y  s h a l l  u p d a t e  i ts  i n t e r n a l  control  d i r e c t i v e  w h i c h  
w i l l ,  a t  a minimum: 

a .  E s t a b l i s h  s p e c i f i c  r e s p o n s i b i l i t i e s  f o r  see ing  t h a t  
a g e n c y  i n t e r n a l  control s y s t e m s  a r e  d e v e l o p e d  ( w h e r e  t h e y  
do  n o t  e x i s t ) ,  m a i n t a i n e d ,  e v a l u a t e d ,  improved  as n e c e s -  
s a r y ,  and r e p o r t e d  upon i n  accordance w i t h  t h e  I n t e r n a l  
C o n t r o l  G u i d e l i n e s .  

b. P r o v i d e  f o r  c o o r d i n a t i o n  among t h e  d e s i g n a t e d  inter- 
n a l  control  o f f i c i a l ,  h e a d s  o f  o r g a n i z a t i o n a l  u n i t s ,  pro- 
gram m a n a g e r s ,  and t e c h n i c a l  s t a f f s ,  i n c l u d i n g  t h e  O f f i c e  
of I n s p e c t o r  General or i t s  e q u i v a l e n t  i n  a g e n c i e s  w i t h -  
out  a n  I n s p e c t o r  General , i n  ma t t e r s  concerning i n t e r n a l  
control.  

c. A s s i g n  r e s p o n s i b i l i t y  f o r  i n t e r n a l  c o n t r o l  to  a p p r o -  
p r i a t e  l e v e l s  of management  i n  e a c h  a g e n c y  component a n d  
e s t a b l i s h  a d m i n i s t r a t i v e  p r o c e d u r e s  t o  e n f o r c e  t h e  in-  
t ended  f u n c t i o n i n g  o f  i n t e r n a l  controls.  T h e s e  p r o c e d u r e s  
s h o u l d  r e q u i r e  p e r f o r m a n c e  a g r e e m e n t s  €or e a c h  Senior 
E x e c u t i v e  S e r v i c e  and Merit F a y  or e q u i v a l e n t  employee 
w i t h  s i g n i f i c a n t  management  r e s p o n s i b i l i t y  t o  i n c l u d e  
E u l f i l l m e n t  of a s s i g n e d  i n t e r n a l  (ice. I managemen t )  con- 
t r o l  r e s p o n s i b i l i t i e s ;  n o t a t i o n s  i n  p e r f o r m a n c e  a p p r a i s -  
a l s  f o r  p o s i t i v e  a c c o m p l i s h m e n t s  r e l a t e d  t o  i n t e r n a l  
controls ;  a p p r o p r i a t e  d i s c i p l i n a r y  a c t i o n  f o r  v i o l a t i o n s  
of i n t e r n a l  c o n t r o l s :  and  t i m e l y  c o r r e c t i o n  of i n t e r n a l  
control weaknesses, however  i d e n t i f i e d .  

d. R e q u i r e  e a c h  i n t e r n a l  c o n t r o l  s y s t e m  t o  meet t h e  
s t a n d a r d s  o f  i n t e r n a l  control descr ibed i n  p a r a g r a p h  8 .  
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e. P r o v i d e  for an o n g o i n g  p r o g r a m  of v u l n e r a b i l i t y  as- 
s e s s m e n t s  c o v e r i n g  a l l  a g e n c y  c o m p o n e n t s  a n d  assessable  
u n i t s .  A s s e s s m e n t s  s h a l l  be a c c o m p l i s h e d  as f r e q u e n -  
t l y  a s  c i r c u m s t a n c e s  w a r r a n t .  Agencies s h a l l  a s s u r e  t h e  
e v a l u a t i o n  of e a c h  assessable  u n i t  a t  l e a s t  once e v e r y  
two y e a r s .  

f. P r o v i d e  for i n t e r n a l  c o n t r o l  r e v i e w s ,  a u d i t s ,  i n -  
creased or  improved  moni  t o r . i n g  p r o c e d u r e s  or o t h e r  
p r o c e s s e s  o n  a n  o n g o i n g  b a s i s  t o  de te rmine  w h e t h e r  t h e  
c o n t r o l s  are o p e r a t i n g  a s  i n t e n d e d  and  a r e  e f f e c t i v e .  
T h e s e  r e v i e w s  o r  o the r  a c t i o n s  s h o u l d  i d e n t i f y  i n t e r n a l  
c o n t r o l s  t h a t  need  to be s t r e n g t h e n e d  or s t r e a m l i n e d .  
The t i m i n g  of t h e  reviews or o t h e r  act ions s h a l l  be  de- 
t e r m i n e d  based upon t h e  r e s u l t s  of t h e  v u l n e r a b i l i t y  
a s s e s s m e n t s ,  management  p r i o r i t i e s ,  resource a v a i l a b i l -  
i t y ,  and o t h e r  management  i n i t i a t i v e s  p l a n n e d  or u n d e r -  
way. 

10. Fol low-up  A c t i o n s .  The  r e c o m m e n d a t i o n s  r e s u l t i n g  f r o m  
v u l n e r a b i l i t y  a s s e s s m e n t s  and i n t e r n a l  control reviews 
s h o u l d  be c o n s i d e r e d  by managemen t  o n  a t ime ly  basis a n d  
appropr ia te  c o r r e c t i v e  a c t i o n s  s h o u l d  be t a k e n  as prompt- 
l y  a s  possible. A formal follow-up s y s t e m  s h o u l d  be 
e s t a b l i s h e d  t h a t  records a n d  t r a c k s  recommendations and 
p r o j e c t e d  act ion da te s ,  and m o n i t o r s  w h e t h e r  t h e  c h a n g e s  
are  made a s  s c h e d u l e d .  The  e x i s t i n g  a u d i t  f o l l o w - u p  
system m a i n t a i n e d  by t h e  d e s i g n a t e d  agency f o l l o w - u p  
o f f i c i a l  c o u l d  be u s e d  for t h i s  p u r p o s e .  

11. - Speci f ic  I n t e r n a l  C o n t r o l  G u i d e s .  Models a n d  other 
g u i d e l i n e s  for  i n t e r n a l  c o n t r o l s  fo r  spec ia l i zed  aspects 
of a g e n c y  opera t ions  w i l l  b e  d e v e l o p e d  from time to  t i m e  
and i s s u e d  s e p a r a t e l y  to a id  a g e n c i e s  i n  d e s i g n i n g  
s p e c i f i c  i n t e r n a l  control sys tems.  

12. R e p o r t i n g .  By December 31, 1983,  a n d  by e a c h  s u c c e e d i n g  
December 31, t h e  head  of e a c h  e x e c u t i v e  a g e n c y  s u b j e c t  to 
P.L. 97-255 (31  U.S.C. 3 5 1 2 )  s h a l l  s u b m i t  a statement to  
the P r e s i d e n t  a n d  to  t h e  C o n g r e s s  s t a t i n g  w h e t h e r  t h e  
e v a l u a t i o n  of i n t e r n a l  c o n t r o l s  was c o n d u c t e d  i n  accord- 
ance w i t h  t h e  I n t e r n a l  C o n t r o l  G u i d e l i n e s ,  s t a t i n g  
w h e t h e r  t h e  a g e n c y ' s  system of i n t e r n a l  a c c o u n t i n g  and 
a d m i n i s t r a t i v e  control complies w i t h  t h e  Comptroller 
G e n e r a l '  s s t a n d a r d s  a n d  p r o v i d e s  r e a s o n a b l e  a s s u r a n c e  
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t h a t  o b l i g a t i o n s  and costs  a re  i n  a c c o r d a n c e  w i t h  a p p l i c -  
a b l e  law;  f u n d s ,  p r o p e r t y ,  and o ther  a s s e t s  a r e  s a f e -  
g u a r d e d ;  and r e v e n u e s  and e x p e n d i t u r e s  a r e  p r o p e r l y  re- 
corded and permit  t h e  p r e p a r a t i o n  of r e l i a b l e  f i n a n c i a l  
and s t a t i s t i c a l  r e p o r t s ;  r e p o r t i n g  t h e  m a t e r i a l  weak- 
nesses, i f  a n y ,  i n  t h e  a g e n c y ' s  system of i n t e r n a l  con- 
t r o l ,  however  i d e n t i f i e d ;  and c o n t a i n i n g  a p l a n  for cor- 
r e c t i n g  any  weaknesses, P r o c e d u r e s  t o  be fo l lowed i n  
p r e p a r i n g  t h i s  r e p o r t  a r e  con ta ined  i n  t h e  I n t e r n a l  
Control G u i d e r  i n e s .  

Agenc ie s  a r e  a l s o  r e q u i r e d  t b  s u b m i t  i n f o r m a t i o n  t o  OMB 
on t h e  p r o g r e s s  made i n  e v a l u a t i n g  and improving inter-  
n a l  controls  a s  p a r t - o f  t h e  Reform ' 8 8  T r a c k i n g  System. 

13. - E f f e c t i v e  Date. This C i r c u l a r  is e f f e c t i v e  on p u b l i c a -  
t i o n .  

1 4 ,  - I n q u i r i e s .  A11 questions or i n q u i r i e s  s h o u l d  be ad- 
dressed to the Finance  and Accoun t ing  D i v i s i o n ,  O f f i c e  of 
Management and  Budget ,  t e l e p h o n e  number 202/395-3122. 

p e n d e n t  p o l i c y  r e v i e w  t o  a s c e r t a i n  i t s  e f f e c t i v e n e s s  
three y e a r s  from t h e  d a t e  of issuance,  

15. S u n s e t  R e v i e w  Date .  This C i r c u l a r  s h a l l  have  a n  i n d e -  - 

David A. Stockman 
Director 
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96 STAT. 814 PUBLIC LAlY 97-255-SEPT. 8,1982 

Sepr 1. 1982 
[H.R 15261 
- 

Ev+ntion 
guideliar. 

Compliance. 
naiemen:. 

Public Law 9i-255 
97th Congress 

A n  Act 

APPENDIX I1 

To amend the Accounting and Auditing Act of= to repuire ongo’ 
and repom on the adequacy of the system of mternd acco.mtbg ur ”If rdrmnutr& 
tive contro! of ucb uccudve agenv. and for other p- 

Be it enacied t k  Senate ond House of Representatives of the 
United States of Am* in Conpress assembled, 

S ~ O N  1. This Act ma? be cited the “Federal T$anaged -*-. 
Financial Integrity Act of 1982”. 

SEC. 2. Section 113 of the Accounting and Auditing Act of 1950 (31 
U.S.C. 66a) is amended by adding at the end thereof the following 
new subsection: 

“CdXlXA) To ensure compliance witb the requirement8 of sarbrsc- 
tion lax31 of this section, i n t e d  accounting and d&&trab ‘vc 
controls of each executive shall be established in accordance 
with standards p r e s c r i b d ~ ~  e Comptroller Geneml, end shall 
provide reasonable assurances that- 

“(ij obligations and costs M in Compliance with applicable 
law, 

“(ii) funds, property, and other assets are safeguarded against 
waste. loss, unauthorized use, or misappropriation; and 

“(iii) revenues and expenditures applicable to agency oper- 
ations are properly recorded and accounted for to p e d t  the 
preparation of accounts and reliable frnanaal and statistid 
reports and to maintain accountability over the asseb. 

“(B) The standads prescribd by the Comptroller General under 
this paramaph shall include standards to ensure the prompt resolu- 
tion of d-auiiit findings. 

“(2) By December 31, 1982, the Director of the M c e  &-age 
ment and Budget, in consdtation with the Comptroller Gene& 
shall establish guidelines for the evaluation by agencies of their 
systems of internal accounting and administea tive control to deter- 
mine such systems’ compliance with the requirements of 
(1) of this subsection. me Ditector, in consultation witb EEZ~ 
troUer General, may modifO such guidelines fkom time to time as 

“f3) By December 31,1983, and by December 31 of each succding 
year, the head of each executive agency shall, OR the basis of an 
evaluation‘ condu,-ted in accordance with guidelin’es prescribed 
under paragraph (2) of this subsection, prepare a smementy  

“{A) that the agency’s systems of internal accounting and 
administrative control fully comply with the requirements of 
paragraph ClX or 

‘W that such systems do not fully comply with rucb 
requirements. 

“(4) In the event that the bead of an agency prepares a statement 
deecribed in paragraph MB), the head of such agency shdl indude 
with such statement a report in which any material weaknesses in 
the agency‘s systems of internal accountirg-and adn5nissative 

deemed A-. 
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PL’BLIC LAM’ 97-255-SEPT. 8, 1962 96 STAT. 815 

control are identfied and the plans and schedule for correcting any 
such weakness are described 
‘*6) The statements and reporb required by this subsection s h d  

be signed by the head of each executive agenq and transmitted to 
the President and the Congress. Such statements and reports shall 
also be made available to the public, except that, in the case of any 
such statement or report containing information which is- 

“(A) specitlcally prohibited from disclosure by any provision 
oflaw; or 

“(B) s p e & d y  required by Executive order to be kept secnt 
in the interest of national defense or the conduct of foreign 
aff* 

such infomation shall be deleted prior to the report or statement 
being made availabAe to the public.’. 
Sec. 3. Section 201 of the Budget and Accounting Act, 1921 (31 

U.S.C. 111, is amended by adding at the end thereof the following 
new subsection: 
“CkXlI The President shall include in the supporting detail a k m -  

panying each Budget submitted on or after Januarg 1, 1983, a 
separate statement, with respect to each department and establish- 
ment, of the amounts of appropriations requested by the President 
for the 0ffc.e of Inspector General, if any, of each such establish. 
ment or department. 

“(2) At the request of a committee of the Congress, additional 
infomation concerning the amount of appropriations originally 
requcrsted by anv of€ice of Inspector General, shall be submitted to 
such committee.“. 

SEC. 4. Section 113(b) of the Accounting and Auditing Act of 1950 
(31 U.S.C. 66a(b)), is amended by adding at the end thereof the 
following new sentence: “Each annual statement prepared pursuant 
to subsection (dl of this section shall include a separate report on 
whether the agency’s iwunting systee? conforms to the principles, 
standards, ‘aad related requirements prescribed by the Comptroller 
General under section 112 of this A&”. 

Approved September 8,1982. 

S’atcments and 
repons. 
trmsminrl to 
President and 

public. 

31 USC 66.. 

LEISLATWE HETORY-H.R 1526 6. 8W 
HOUSE REPORT No. 97-38 (bmm. on Government Operationr~. 
CONGRESSIONAL RECORD: 

Vol. 1Z: (1961): May IS. conridered and pawed H o w .  
Vol. 1% (1982). Aug. 4. considered and passed Senate, mended. 

Aug. 19, H o w  concumd in Senate amcndmenr 
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INTRODUCTION 

This document contains the Comptroller General's internal 
control standards to be followed by executive agencies in estab- 
lishing and maintaining systems of internal control as required by 
the Federal Managers' Financial Integrity Act of 1982 (31 U.S.C. 
3512(b)). Internal control systems are to reasonably ensure that 
the following objectives are achieved: 

--Obligations and costs comply with applicable law. 

--All assets are safeguarded against waste, loss, unauthorized 
use, and misappropriation. 

--Revenues and expenditures applicable to agency operations 
are recorded and accounted for properly so that accounts and 
reliable financial and statistical reports may be prepared 
and accountability of the assets may be maintained. 

The act directs the heads of executive agencies to: 

--Make an annual evaluation of their internal controls using 
guidelines established by the Office of Management and 
Budget e 

--Provide annual reports to the President and Congress that 
state whether agency systems of internal control comply with 
the objectives of internal controls set forth in the act and 
with the standards prescribed by the Comptroller General. 
Where systems do not comply, agency reports must identify 
the weaknesses involved and describe the plans for correc- 
tive action. 

The following concept of internal controls is useful in under- 
standing and applying the internal control standards set forth and 
discussed on succeeding pages. 

The plan of organization and methods and procedures adopted by 
management to ensure that resource use is consistent with 
laws, regulations, and policies; that resources are safe- 
guarded against waste, loss, and misuse; and that reliable 
data are obtained, maintained, and fairly disclosed in re- 
ports. 
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The u l t i m a t e  r e s p o n s i b i l i t y  f o r  good i n t e r n a l  c o n t r o l s  rests 
w i t h  management. I n t e r n a l  c o n t r o l s  s h o u l d  n o t  b e  looked  upon a s  
separa te ,  s p e c i a l i z e d  s y s t e m s  w i t h i n  a n  agency .  R a t h e r ,  t h e y  
s h o u l d  be r e c o g n i z e d  as a n  i n t e g r a l  p a r t  of e a c h  s y s t e m  t h a t  man- 
agement uses t o  r e g u l a t e  and g u i d e  i t s  o p e r a t i o n s .  I n  t h i s  s e n s e ,  
i n t e r n a l  c o n t r o l s  are management controls.  Good i n t e r n a l  c o n t r o l s  
are e s s e n t i a l  t o  a c h i e v i n g  t h e  proper c o n d u c t  of Government b u s i -  
n e s s  w i t h  f u l l  a c c o u n t a b i l i t y  f o r  t h e  r e s o u r c e s  made a v a i l a b l e .  
They a l so  f a c i l i t a t e  t h e  ach ievemen t  of management o b j e c t i v e s  by 
s e r v i n g  as  c h e c k s  and b a l a n c e s  a g a i n s t  u n d e s i r e d  a c t i o n s .  I n  pre- 
v e n t i n g  n e g a t i v e  consequences  from o c c u r r i n g ,  i n t e r n a l  c o n t r o l s  
h e l p  a c h i e v e  t h e  p o s i t i v e  aims of program managers .  

I 
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INTERNAL CONTROL STANDARDS 

The internal control standards define the minimum level of 
quality acceptable for internal control systems in operation and 
constitute the criteria against which systems are to be evaluated. 
These internal control standards apply to all operations and admin- 
istrative functions but are not intended to limit or interfere with 
duly granted authority related to development of legislation, 
rulemaking, or other discretionary policymaking in an agency. 

GENERAL STANDARDS 

1. 

2. 

3 .  

4 .  

5. 

Reasonable Assurance. Internal control systems are to 
provide reasonable assurance that the objectives of the 
systems will be accomplished . 
Supportive Attitude. Managers and employees are to main- 
tain and demonstrate a positive and supportive attitude 
toward internal controls at all times. 

Competent Personnel. Managers and employees are to have 
personal and professional integrity and are to maintain a 
level of competence that allows them to accomplish their 
assigned duties, as well as understand the importance of 
developing and implementing good internal controls. 

Control Objectives. Internal control objectives are to be 
identified or developed for each agency activity and are 
to be logical, applicable, and reasonably complete. 

Control Techniques. Internal control techniques are to be 
effective and efficient in accomplishinq their internal - - 
control objectives. 

S P E C I F I C  STANDARDS 

1. Documentation. Internal control systems and all transac- 
tions and other significant events are to be clearly docu- 
mented, and the documentation is to be readily available 
for examination. 
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Recording of Transactions and Events. Transactions and 
other significant events are to be promptly recorded and 
properly classified. 

Execution of Transactions and Events. Transactions and 
other significant events are to be authorized and executed 
only by persons acting within the scope of their 
authority. 

Separation of Duties. Key duties and responsibilities in 
authorizing, processing, recording, and reviewing transac- 
tions should be separated among individuals. 

Supervision. Qualified and continuous supervision is to 
be provided to ensure that internal control objectives are 
achieved. 

Access to and Accountability for Resources. Access to re- 
sources and records is to be limited to authorized indi- 
viduals, and accountability for the custody and use of 
resources is to be assigned and maintained. Periodic 
comparison shall be made of the resources with the 
recorded accountability to determine whether the two 
agree. The frequency of the comparison shall be a 
function of the vulnerability of the asset. 

AUDIT RESOLUTION STANDARD 

Prompt Resolution of Audit Findings. Managers are to (1) 
promptly evaluate findings and recommendations reported by 
auditors, ( 2 )  determine proper actions in response to audit 
findings and recommendations, and ( 3 )  complete, within estab- 
lished time frames, all actions that correct or otherwise re- 
solve the matters brought to management's attention. 
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EXPLANATIQN OF GENERAL STANDARDS 

APPENDIX I11 

General internal control standards apply to all aspects of in- 
ternal controls. 

REASONABLE ASSURANCE 

Internal control systems are to provide reasonable 
assurance that the objectives of the systems will be 
accomplished. 

The standard of reasonable assurance recognizes that the cost 
of internal control should not exceed the benefit derived. Reason- 
able assurance equates to a satisfactory level of confidence under 
given considerations of costs, benefits, and risks. The required 
determinations call for judgment to be exercised. 

In exercising that judgment, agencies should: 

--Identify (1) risks inherent in agency operations, (2) cri- 
teria for determining low, medium, and high risks, and ( 3 )  
acceptable levels of risk under varying circumstances. 

--Assess risks both quantitatively and qualitatively. 

Cost refers to the financial measure of resources consumed in 
accomplishing a specified purpose. Cost can also represent a lost 
opportunity, such as a delay in operations, a decline in service 
levels or productivity, or low employee morale. A benefit is meas- 
ured by the degree to which the risk of failing to achieve a stated 
objective is reduced. Examples include increasing the probability 
of detecting fraud, waste, abuse, or error; preventing an improper 
activity; or enhancing regulatory compliance. 

SUPPORTIVE ATTITUDE 

Managers and employees are to maintain and demonstrate a 
positive and supportive attitude toward internal controls 
at all times. 

This standard requires agency managers and employees to be at- 
tentive to internal control matters and to take steps to promote 
the effectiveness of the controls. Attitude affects the quality of 
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performance and, as a result, the quality of internal controls. A 
positive and supportive attitude is initiated and fostered by man- 
agement and is ensured when internal controls are a consistently 
high management priority. 

Attitude is not reflected in any one particular aspect of man- 
agers' actions but rather is fostered by managers' commitment to 
achieving strong controls through actions concerning agency organi- 
zation, personnel practices, communication, protection and use of 
resources through systematic accountability, monitoring and systems 
of reporting, and general leadership. However, one important way 
for management to demonstrate its support for good internal con- 
trols is its emphasis on the value of internal auditing and its re- 
sponsiveness to information developed through internal audits. 

The organization of an agency provides its management with the 
overall framework for planning, directing, and controlling its op- 
erations. Good internal control requires clear lines of authority 
and responsibility; appropriate reporting relationships; and appro- 
priate separation of authority. 

In the final analysis, general leadership is critical to main- 
taining a positive and supportive attitude toward internal con- 
trols. Adequate supervision, training, and motivation of employees 
in the area of internal controls is important. 

COMPETENT PERSONNEL 

Managers and employees are to have personal and profes- 
sional integrity and are to maintain a level of compe- 
tence that allows them to accomplish their assigned 
duties, as well as understand the importance of develop- 
ing and implementing good internal controls. 

This standard requires managers and their staff to maintain 
and demonstrate (1) personal and professional integrity, (2) a 
level of skill necessary to help ensure effective performance, and 
( 3 )  an understanding of internal controls sufficient to effectively 
discharge their responsibilities. 

Many elements influence the integrity of managers and their 
staff. For example, personnel should periodically be reminded of 
their obligations under an operative code of conduct. 
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In addition, hiring and staffing decisions should include per- 
tinent verification of education and experience and, once on the 
job, the individual should be given the necessary formal and on- 
the-job training. Managers who possess a good understanding of in- 
ternal controls are vital to effective control systems. 

Counseling and performance appraisals are also important. 
Overall performance appraisals should be based on an assessment of 
many critical factors, one of which should be the implementation 
and maintenance of effective internal controls. 

CONTROL OBJECTIVES 

Internal control objec t ives  are to be i d e n t i f i e d  or de- 
veloped for each agency a c t i v i t y  and are to be logical,  
applicable,  and reasonably complete. 

This standard requires that objectives be tailored to an agen- 
cy's operations. All operations of an agency can generally be 
grouped into one or more categories called cycles. Cycles comprise 
all specific activities (such as identifying, classifying, record- 
ing, and reporting information) required to process a particular 
transaction or event. Cycles should be compatible with an agency's 
organization and division of responsibilities. 

Cycles can be categorized in various ways. For example: 

--Agency management. 

--Financial. 

--Program (operational). 

--Administrative. 

Agency management cycles cover the overall policy and plan- 
ning, organization, data processing, and audit functions. Finan- 
cial cycles cover the traditional control areas concerned with the 
flow of funds (revenues and expenditures), related assets, and fi- 
nancial information. Program (operational) cycles are those agency 
activities that relate to the mission(s) of the agency and which 
are peculiar to a specific agency. Administrative cycles are those 
agency activities providing support to the agency's primary mis- 
sion, such as library services, mail processing and delivery, and 
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printing. The four types of cycles obviously interact, and con- 
trols over this interaction must be established. For example, a 
typical grant cycle would be concerned with eligibility and, if 
awarded, administration of the grant. At the time of award, the 
grant (program) and disbursement (financial) cycles would interface 
to control and record the payment authorization. 

Complying with this standard calls for identifying the cycles 
of agency operations and analyzing each in detail to develop the 
cycle control objectives. These are the internal control goals or 
targets to be achieved in each cycle. The objectives should be 
tailored to fit the specific operations in each agency and be con- 
sistent with the overall objectives of internal controls as set 
forth in the Federal Managers' Financial Integrity Act. 

In appendix B of its "Guidelines for the Evaluation and 
Improvement of and Reporting on Internal Control Systems in the 
Federal Government," OMB has provided a suggested list of agency 
cycles and cycle control objectives. Agencies should consider this 
and other sources when identifying their cycles and cycle control 
objectives. 

CONTROL TECHNIQUES 

Internal control techniques are to be effective and 
efficient in accomplishing their internal control 
objectives. 

Internal control techniques are the mechanisms by which con- 
trol objectives are achieved. Techniques include, but are not 
limited to, such things as specific policies, procedures, plans of 
organization (including separation of duties), and physical ar- 
rangements (such as locks and fire alarms). This standard requires 
that internal control techniques continually provide a high degree 
of assurance that the internal control objectives are being 
achieved. To do so they must be effective and efficient. 

To be effective, techniques should fulfill their intended pur- 
pose in actual application. They should provide the coverage they 
are supposed to and operate when intended. As for efficiency, 
techniques should be designed to derive maximum benefit with mini- 
mal effort. Techniques tested for effectiveness and efficiency 
should be those in actual operation and should be evaluated over a 
period of time. 
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EXPJ2WATION OF SPECIFIC STANDARDS 

A number of techniques are essential to providing the greatest 
assurance that the internal control objectives will be achieved. 
These critical techniques are the specific standards discussed 
below. 

DOCUMENTATION 

Internal control systems and all transactions and other 
significant events are to be clearly documented, and 
the documentation is to be readily available for 
examinat ion. 

This standard requires written evidence of (1) an agency's in- 
ternal control objectives and techniques and accountability systems 
and (2) all pertinent aspects of transactions and other significant 
events of an agency. Also, the documentation must be available as 
well as easily accessible for examination. 

Documentation of internal control systems should include 
identification of the cycles and related objectives and techniques, 
and should appear in management directives, administrative policy, 
and accounting manuals. Documentation of transactions or other 
significant events should be complete and accurate and should fa- 
cilitate tracing the transaction or event and related information 
from before it occurs, while it is in process, to after it is 
completed. 

Complying with this standard requires that the documentation 
of internal control systems and transactions and other significant 
events be purposeful and useful to managers in controlling their 
operations, and to auditors or others involved in analyzing opera- 
t ions. 

RECORDING OF TRANSACTIONS AND EVENTS 

Transactions and other significant events are to be 
promptly recorded and properly classified. 

Transactions must be promptly recorded if pertinent informa- 
tion is to maintain its relevance and value to management in con- 
trolling operations and making decisions. This standard applies to 
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(1) the entire process or life cycle of a transaction or event and 
includes the initiation and authorization, (2) all aspects of the 
transaction while in process, and ( 3 )  its final classification in 
summary records. Proper classification of transactions and events 
is the organization and format of information on summary records 
from which reports and statements are prepared. 

EXECUTION OF TRANSACTIONS AND EVENTS 

Transactions and other significant events are to be au- 
thorized and executed only by persons acting within the 
scope of their authority. 

This standard deals with management's decision to exchange, 
transfer, use, or commit resources for specified purposes under 
specific conditions. It is the principal means of assuring that 
only valid transactions and other events are entered into. Author- 
ization should be clearly communicated to managers and employees 
and should include the specific conditions and terms under which 
authorizations are to be made. Conforming to the terms of an au- 
thorization means that employees are carrying out their assigned 
duties in accordance with directives and within the limitations 
established by management. 

SEPARATION OF DUTIES 

Key duties and responsibilities in authorizing, process- 
ing, recording, and reviewing transactions should be sep- 
arated among individuals. 

To reduce the risk of error, waste, or wrongful acts or to 
reduce the risk of them going undetected, no one individual should 
control all key aspects of a transaction or event. Rather, duties 
and responsibilities should be assigned systematically to a number 
of individuals to ensure that effective checks and balances exist. 
Key duties include authorizing, approving, and recording transac- 
tions; issuing and receiving assets; making payments; and reviewing 
or auditing transactions. Collusion, however, can reduce or des- 
troy the effectiveness of this internal control standard. 

SUPERVISION 

Qualified and continuous supervision is to be provided to 
ensure that internal control objectives are achieved. 
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This standard requires supervisors to continuously review and 
approve the assigned work of their staffs. It also requires that 
they provide their staffs with the necessary guidance and training 
to help ensure that errors, waste, and wrongful acts are minimized 
and that specific management directives are achieved. 

Assignment, review, and approval of a staff's work requires 

--clearly communicating the duties, responsibilities, and ac- 
countabilities assigned each staff member; 

--systematically reviewing each member's work to the extent 
necessary; and 

--approving work at critical points to ensure that work flows 
as intended. 

Assignment, review, and approval of a staff's work should re- 
sult in the proper processing of transactions and events including 
(1) following approved procedures and requirements, (2) detecting 
and eliminating errors, misunderstandings, and improper practices, 
and ( 3 )  discouraging wrongful acts from occurring or from 
recurring. 

ACCESS TO AND ACCOUNTABILITY FOR RESOURCES ' 
Access to resources and records is to be limited to au- 
thorized individuals, and accountability for the custody 
and use of resources is to be assigned and maintained. 
Periodic comparison shall be made of the resources with 
the recorded accountability to determine whether the two 
agree. The frequency of the comparison shall be a 
function of the vulnerability of the asset. 

The basic concept behind restricting access to resources is to 
help reduce the risk of unauthorized use, loss  to the Government, 
and to help achieve the directives of management. However, re- 
stricting access to resources depends upon the vulnerability of the 
resource and the perceived risk of loss ,  both of which should be 
periodically assessed. For example, access to and accountability 
for highly vulnerable documents, such as check stocks, can be 
achieved by 
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--keeping them locked in a safe, 

--assigning or having each document assigned a sequential 
number, and 

--assigning custodial accountability to responsible individ- 
uals. 

Other factors affecting access include the cost, portability, 
exchangeability, and the perceived risk of loss or improper use of 
the resource, In addition, assigning and maintaining accountabil- 
ity for resources involves directing and communicating responsibil- 
ity to specific individuals within an agency for the custody and 
use of resources in achieving the specifically identified manage- 
ment directives. 
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EXPLANATION OF THE AUDIT RESOLUTION STANDARD 

PROMPT RESOLUTION OF AUDIT FINDINGS 

Managers are to ( 1 )  promptly evaluate findings and recom- 
mendations reported by auditors, (2) determine proper ac- 
tions in response to audit findings and recommendations, 
and (3) complete, within established time frames, all ac- 
tions that correct or otherwise resolve the matters 
brought to management's attention. 

The audit resolution standard requires managers to take 
prompt, responsive action on all findings and recommendations made 
by auditors. Responsive action is that which corrects identified 
deficiencies. Where audit findings identify opportunities for im- 
provement rather than cite deficiencies, responsive action is that 
which produces improvements. 

The audit resolution process begins when the results of an 
audit are reported to management, and is completed only after ac- 
tion h a s  been taken t h a t  (1) corrects identified deficiencies, (2) 
produces improvements, or ( 3 )  demonstrates the audit findings and 
recommendations are either invalid or do not warrant management ac- 
tion. 

Auditors are responsible for following up on audit findings 
and recommendations to ascertain that resolution has been 
achieved. Auditors' findings and recommendations should be moni- 
tored through the resolution and followup processes. Top manage- 
ment should be kept informed through periodic reports so it can 
assure the quality and timeliness of individual resolution 
decisions. 
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F--SPECIAL CATEGORIES OF CONTRACTING 

34 

35 

36 

Major System Acquisition 

Research and Development Contracting 

Construction and Architect-Engineer Contracts 

37 Service Contracting 

38 Federal Supply Schedule Contracting 

39 0 Management, Acquisition, and Use of Information 
Resources 
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APPENDIX IV APPENDIX IV 

Part - 
G--CONTRACT MANAGEMENT 

42 Contract Administration 

43 Contract Modifications 

44 Subcontracting Policies and Procedures 

45 Government Property 

46 Quality Assurance 

47 Transportation 

48 Value Engineering 

49 Termination of Contracts 

50 Extraordinary Contractual Actions 

51 U s e  of Government Sources By Contractors 

H--CLAUSES AND FORMS 

52 Solicitation Provisions and Contract Clauses 

53 Forms 
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APPENDIX I V  e 
LIST AND SYNOPSES OF THE TITLES I N  

THE GAO POLICY AND PROCEDURES MANUAL 

FOR GUIDANCE OF FEDERAL AGENCIES 

APPENDIX I V  

TITLE 1 THE U N I T E D  STATES GENERAL ACCOUNTING O F F I C E  

--Historical  and d e s c r i p t i v e  i n f o r m a t i o n  o n  GAO, 
( e . g . ,  o r i g i n  and f u n c t i o n s )  p r o v i d i n g  a b a s i c  
u n d e r s t a n d i n g  o f  GAO and i t s  r e l a t i o n s h i p s  w i t h  
Congress ,  o t h e r  f e d e r a l  a g e n c i e s ,  and t h e  p u b l i c .  

TITLE 2 ACCOUNTING 

--The Compt ro l l e r  G e n e r a l ' s  accoun t ing  p r i n c i p l e s  
and s t a n d a r d s  and i n t e r n a l  c o n t r o l  s t a n d a r d s  f o r  
f e d e r a l  a g e n c i e s ,  wh ich  he is r e q u i r e d  t o  d e v e l o p  
by t h e  Budget and Accounting P rocedures  A c t  of 
1950 and t h e  F e d e r a l  Managers' F i n a n c i a l  
I n t e g r i t y  A c t  o f  1982 r e s p e c t i v e l y .  

T I T L E  3 A U D I T  

--Legal a u t h o r i t y  f o r  v a r i o u s  t y p e s  o f  GAO a u d i t s ,  
and r e l a t e d  GAO p o l i c y ;  a l s o  gu idance  f o r  agen- 
c ies '  i n t e r n a l  a u d i t  programs. Also ,  t h i s  t i t l e  
p r e s c r i b e s  t h e  maximum d o l l a r  l i m i t  f o r  vouchers  
which may be examined u s i n g  s t a t i s t i c a l  sampling 
p r o c e d u r e s .  P u b l i c  L a w  93-604 s p e c i f i c a l l y  

a u t h o r i z e s  t h e  Compt ro l l e r  Genera l  to set  t h i s  
s t a n d a r d .  
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APPENDIX IV 

TITLE 4 

TITLE 5 

TITLE 6 

TITLE 7 

APPENDIX IV 

CLAIMS 

--GAO policy and regulations relating to the 
Budget and Accounting Act's mandate that GAO 
settle and adjust all claims by and against the 
United States 

TRANSPORTATI OM 

--Policy and regulations relating to GAO's 
remaining responsibilities for review of claims 
for transportation services furnished the United 
States. Most of GAO's former responsibilities in 
this area were transferred to GSA in 1975 (Public 
Law 93-604). 

PAY, LEAVE, AND ALLOWANCES 

--Principles, standards, and related requirements 
for executive agencies' pay and leave 
accounting. 

FISCAL PROCEDURES 

--Procedural requirements for appropriations and 
fund accounting, collections, disbursements, 
obligations, and adjustments to appropriation 
balances. Also, this title contains policies and 
procedures for settlement of accountable 
officers' accounts, a GAO responsibility under 
the Budget and Accounting Act. Further, this 
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@ APPENDIX IV APPENDIX IV 

title contains the joint GAO-Treasury regulations 
on Treasury warrants, developed in accordance 
with the Budget and Accounting Procedures Act of 
1950. 

TITLE 8 RECORDS MANAGEMENT 

--Policies and regulations relating to GAO's 
responsibilities in preservation and disposal 
of federal accounting records. 
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CONTENTS 

PREFACE 

General Risk Analysis (GRA) Work steps 

Transaction Flow Review and Analysis 
(TFRA) Work steps 

Compliance Tests and Analysis 
(CTA) Work steps 

Substantive Tests and Analysis 
(STA) Work steps 
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APPENDIX V 

PREFACE 

APPENDIX V 

Appendix V lists sequentially the work steps for each task under the 

four major audit segments. Each work step is referenced to the page 

where it is listed in the Audit Methodology portion of the Manual. The 

schedules identify, for each work step, the type of audit(s) (i.e., en- 

tire agency, a component thereof, or specific system) for which the step 

is normally applicable. Also, the main source(s) of the information 

needed to perform the work step are identified. Finally, the schedules 

list the main output (i,e., workpapers or other documentation) developed 

in carrying out each work step, and reference the work step to appendix 

VI, which fully describes the documentation and contains sample formats, 

The illustration on page V-2 further describes the structure and content 

of the work step schedules. 
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This quick reference t o  the work steps in the M - b a s e d  audit methodology 
to review and evaluate the operations of agency accounting and financial 
management system i s  designed t o  provide audit staff trained and familiar w i t h  
w i t h  the audit methodology a quick reference t o  the work steps. This appendix 

m i s t s  of the fo l  laving f ive segments: 

--Guidance on hcw t o  use this appendix. 

--General Risk Analysis Segnent. 

-Transaction Fla t  Revisv and Analysis Segment. 

--CanpIianae Tests and Analysis mt. 

-Substantive Tests,and Analysis Sqmnt. 
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T h e  G e n e r a l  R f s k  A n a l y s t s  S e g m e n t  I n c l u d e s  t h e  f o l l o w f n g  t a s k s :  

T a s k  I - l d e n t f f y  a n d  D o c u m e n t  S p e c l f  f c  R e s p o n s l b f l  f t f e s .  
A u t h o r f z e d  R e s o u r c e s ,  a n d  O r g a n l z a t l o n a l  
S t r u c t u r e  o f  T h e  A g e n c y  o r  M a j o r  O r g a n f z a t f o n a a l - : . .  - $  

c o m p o n e n t  o f  t h e  A g e n c y .  

T a s k  1 1  - l d e n t f f y  a n d  D o c o u m e n t  t h e  G e n e r a l  C o n t r o l  
E n v f r o n m e n t  o f  t h e  A g e n c y  o r  M a j o r  O r g a n f z a t f o n l  
C o m p o n e n t  o f  t h e  a g e n c y .  

T a s k  1 1 1  - I d e n t f f y  a n d  D o c u m e n t  t h e  F f n a n c l a l  M a n a g e m e n t  
S t r u c t u r e  o f  t h e  A g e n c y  o r  M a j o r  O r g a n l z a t l o n a l  
C o m p o n e n t  o f  t h e  A g e n c y .  

T a s k  I V  - l d e n t l f y  a n d  D o c u m e n t  A c c o u n t f n g  S t a n d a r d s ,  
O t h e r  S y s t e m  R e q u f r e m e n t s ,  a n d  I n t e r n a l  C o n t r o l  
R e q u  f r e m e n t s - - C o n t r o l  O b j e c t  f v e s - - F o r  t h e  
A g e n c y ' s  S y s t e m s .  

T a s k  V - C o m p l e t e  a n  l n f t f a l  R l s k  R a n k f n g  o f  t h e  A g e n c y ' s  
A c c o u n t f n g  a n d  F f n a n c f a l  M a n a g e m e n t  S y s t e m s .  
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A9( I : Identlfy and c b c m t  Speclffc FBsprn 
slbllltfes, Authorized Rsarces, and 
Ckganlzatlonal Structtreof the 
OT bju- 0-ganlzatlonal Canpanent of 

n-e PSencY 

Fege 
3fferena 

4 -3 

4 -3 

4 -3 

OBmI K : 
vlderrtand and docunent the over- 
al l  mlsslon; spaclf Ic prpgran, 
and &nlnlstrat!ve respcnslblll- 
tles; authorlzed resbures; 

u-ganlzatlonal structures; and 
and f lnanclal repa-tlng neejs. 

w3R( mps: 
1. Cbtaln the organfratfan chart 
ad mlsslon s l a h m t s  for the 
agency and far each of Its mjor 
organlzatlonl ccmponents. 

2. For each wganlzatlonal conponent 
determine all of the prcgm, 
and &jn!stratlve functlms It 
psrfonns. 

3. Determine the Current budget 
alrthwlty fa the agency and re- 
late the budget alrthorlty to each 
organlzatlonal Canponent and to 
each progran and admlnlstratlve 
function. 

ons lder lng 
Ent Ire 

as Entity 
AsencV 

R lor 
FI A 

W k  

X 

MAIN Saxa FOR I N F W I C N  

- 

Bnualr 

X 

X 

- 

- 
R lor 
Aud It 
Bport! 

uch h 
GAD 
nd IG 

wp 
knwl I 
and 
[bcu - 
ments 
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4-5 

4 3  

4 6  

m STEPS: 
3. Detennfne*hether fnternal an- 

trot revfews w l l l  be performed 

fa al l  hlgh rfsk crftfcal areas 
a, a tbnely bask. Also, ascer- 
tafn I f  Internal antrol revlens 
w f l l  be perfamed for other -. 

4. Detennlne rhat actfons the agmq 
has planned or has takm to as- 
sure that the d q m  of fntwnal 

mmlder the rfsks and potentfat 
bemf Its (arch as how m m h  w f l l  
f t c o r t t o t e s t a a m f r o l  versus 
how aftfcal the anhl Is a 
how m&t rlsk are we tdtlng by 
not tesffng the oontrol). 

aonlrol testlng and analySfS w l l l  

5. lstennlne who w f l l  perfunl the 
fn)ernal c m h l  revfew (managera 
fnternal revfens shsffs, 

analysts, or outslde contractors) 
and oonsfdsr whethe thefr 
level of knowledge and expertise 
are adeqvate. 

I n s p e c l a  generals managenen) 

MAIN S ( M c E  FOR I N F W I C N  

X 



A9< 11: ldentffy and [bcmt the (Bneral h. 
h-ol Envframent of the @my or Fgja 

4-6 

m !me: 
6. lstennfne to w!wt adwt the fn- 
spedw general or fntwnal audf 
staffs w f l l  be fnvolved fn the 
fnternal control revfew pracess, 
and evaluate whether they hwe 
p f d e d  adequate gufdance and 
assfstmce. 

7. Istennfne If the agency has 
&I lshed adequate f m l  fol- 
lo*-rp sysims to ( 1) develop 
plans fncludfng larget dates, to 
hnplanent awrectfve actfons, ( 2  
log and track cwrectfve actfons 
and (3) mftor whether actlons 
are fmplansnted In an effectfve 
and t f m l y  manner. 

;W fder fng 
Ent Ire 

as Entfty 
PgenCY 

lonsfderfnc 
mponents 

of 

4-Y 

R for 
FI A 

hbrk 

X 

X 

P C Y  

Ff les 
and 

mu - 
ment! 

X 

X 
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'A9< I I : Identffy and Ibcunent the Oaneral om- 
trOl Emrframent of the m y  w Wjor 
(rganfzatfonal bponent of the +cy 

R for 
FIA 

Wxk 

X 

X 

or fntemal aytf t  lnvolvanent In 

Wnml! 

4 6  

4-8 

Mget 
w m s  
@pro- 
prla- 
t fms 

assufng correztlve actlons 
are fmplanerrted effectfvely and 
pranptly and rrhat, I f  any, plans 
t#kt for slrbsequent 

har the follow-up sy&m w f l l  be 
used to suppat the agency's 
annual reports to the Resfdent 
ardtheangr-. 

audfts. In sddftfm, detennfne 

R lor 
Audft 
m 
Such as 

G#) 
and IG 

X 11. OBtennfne and dacunent agency 
lnlwnal audft and Inspector 
general C O V B T ~  of agency's 
f fnancfal operatfms. In dofng 
th Is work, obtafn : 

--Intsmal audft and IG re- 

nanclal and MPoperatfons 
pats that deal wfth f f -  

for the part 3 years, and 

ons fder fg 
Ent Ire 

m Entfty 

X 

X X 

MAIN SDWEE FOR I N F M I U J  NEN 
DIX VI 
E R R ,  
ENcE 
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ASK I I : ldentlfy and Cbcunent the (Bneral an- 
tr0l Envlrament of the Pgency or ?&jar 
(rganlzatlmal Canponent of the @cy 

4-8 

4-0 

4-8 

w BTBlKa 

m mps: 
11. Cantfnued: 

-fntwnal audlt and IG 
plans fa rwfews of f I - 
nanclal and Woperatlonc 
fa the M 2 yews. 

12. Repare s m r y  schedules of 
Internal audft and lnspeda 
general f fndfngs. Indfcate 
cwrectlve actlon taken. 

13. abtaln the senlanual 
Inspector general's reports lo 

years. 
the oongress for the past 3 

14. a h f n  any pertinent repol-ts 
fssued by eternal  shdy grwp! 
dwlrg the past 3 years. 

ons fder Ing 
Ent Ire 
PgenCY 
as Entfty 

X 

X 

X 

kbrk 

Fl A 
kbrk 

R for f t y  

MAIN SCulFE FOR INFOIFIATI(N 

R lor 
kd It 
m 
IS GAD 
ind IG 
e p a ~  

pep 
knuals 
and 
tbcu - 
m t s  

- 

MAIN 
CUT- 
Fur 
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ASK 1 1 :  ldentlfy and [bcunent t h e  QmeraI bn. 
trol Envframent of the Pgency or h j c  
CTganfmtfonaI Canponeot of the F~JB"c)  

FBge 
3f erena 

4-8 

4-8 

4-8 

4-8 

4 -9 

rmRc SIEPS: 
15. Wepare schedules sunnarlzfng 

f Indlngs In senl-anntsl and 
study gmup riporis. 

16. CbtaIn any pertfnent GpD re- 
m fssued dwfng the past 

3 years. 

17. Repare schedules surmarfzlq 
f Id Ings. 

18. Cbtafn any fnformatfon W f s  
Fraud Reventfon and (Xrersfght 
Group has m the agency, Its 
major organ k a t  form I canponents 
OT anypf Its systems and sun- 
m I z e  thfs Infmmtfon on a 
schedule. 

tp Cbtaln any wrI+ten plans for th 
developnent and upgmdfng o f  
&countfng systens and surmarla 
these plans. 

h s  Ider Ing 
Ent Ire 

as Entfty 

X 

X 

X 

X 

X 

FEwm 
STEPS 

RIU- 
FI A 

hbrk 

MAIN SCURX FOR INFWMTIO4 
- 

'S-Y 
FI les 
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bcu - 
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X 

- 
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SEGEN: QNERAL RISK PNALYSIS 

TKK II : ldentffy and Cbcunent the tsnerai Cbn- 
trol Envlrament of the pgency OT bjor 
Ckganlzatfcnal Ccmponent of the pSency 

Fese 
etfer- 

4 -9 
20. Cbtafn any wltten plans fnclud 

Ig mst estimates, for the 
developnent of new cr upgrade 
of exfstfng WP capabfl fty, and 
sumrarfze these plans. 

ons fdsr Ing 
Ent Ire 

m Entfty 
PgenCY 

X X 

msldertng 
specif fc 

PSencY 
5ysranc S) 

X 

R lor 
FI A 

Wrk 

X 

MAIN SOURX FOR INFOFMPiTlCN 

X 
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Bpats 
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- 

- 
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[bcu - 
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SEGlrlENT : QNERPL RISK INALYslS 

TKX 111: ldentlfy and [bcunent The Ffnmctat 
lManaganent shuctve (Y The @my 
(lr Mjor 0-ganlzatfmal Canponent of 

4-1 1 

4-1 1 

a3.fCTIK: 
ldentlfy and desafbe the 
agency's acunmtlng systens that 
suppu-t the fw f fnmcfal man- 
qmmt actfvftfes dfscussed In 
sectfon 2, and thefr Inter- 
relatfanshfp. 

woA< STEPS: 
1. Cblafn the fnventwy of 

acO0un)fng s y s h s  developed by 
the agmcy as requfred by CM3 
Cfrcular A-123 and the W e a l  
Mmager*s Ffnanclal Integrfty M 
and detennIne whfch of the four 

by the agency Inventcry. Noh 
In the,wakpapers whfch actfvf - 
tfes are not eavered and whfch 
actfvftfess are only partfal ly 
covered. 

mnaganent actfvftfes are covBF& 

2. Cbtafn or develop an lnvenlwy 
of the agencyts autaMted sys- 
ttms, w l t h  blef dexrfptfons 
Cmkh Includethefr fnterte- 
latlcnshfps. 

ons fder Ing 
Ent Ire 

Agency 
as Entfty 

X 

X 

msfderlng 
5p3CIf IC 

Agency 
SYStBn( SI 
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W I I I : ldentrfy and k u n e n t  The Flnanclal 
hagement structure ff me kprlcy 
0- k jw O-ganlmtlcnal Ocmpwrent Or 

The AJencY 

Cons ldsr lng 
Ent !re 

as Entlty 
PSencY fgmq  

bnla I s 

X 

4-1 1 

4-1 1 

4-12 

Mset 
mquests 

&Pro- 
prfa- 
t Ions 

woFI( mps: 
3. Fran the aukmat4 systems 

descrlptlms, develop a I l s t  of 
those that appear to be account- 
lng systms. 

4, Canpare the work step 1 and wwk 
step 3 fnventorlas and, t h q h  
dfscussfons w l t h  appmlate 
agency off  Icfals, reaxlcfle any 
d f f f ~cenc~s. 

5. Canpare the reconciled inventory 
wlth the workpapar sunnary 
developed ln task 11 In thls 
sectfon. Note any orgwfm- 
at !mal canponents ; spec lf lc 
progran.or admInlstratlve 
functfons; or spec!) IC I h e  
ltens of budget airthorlty wttfch 
don't appear to be oovered by 
the syst-ans. 

FEffm 
STEPS 

ons lder fK 
anponents 

of 

+CY 

X 

X 

X 

MAIN SoUfcE FOR I N F W I O l  
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cognlzmt agency off fclals, any 
4-12 

4-12 

fnamsfstencfes fdentff fed by 
the amparkon. Mke any needed 
adjushnents to )he fventorv. 

7. DBvelop a MI fdated fnventary of 

based on the results of mxk 

fn the fnventay, prepwe a 
schedule w l t h  the fol lowlng 
fnformat ton : 

&fef descrfptfm of pmcess- 

--respansfble systems analyst, 
--sy.stens ananlyst's telephone 

--anputer centsr(s) at whlch 

--annuat systm operating costs, 

the agfmcy's aamrmcJ sy*s 

- S 5 a n d 6 .  ForeaChSyS- 

--systen n m ,  

fng * 

d, 

systm fsrun, 

-aganfzatfonal a m m ( s )  
=ported * 

tfon(S) s u m ,  
--progmn or admfnfstratfve func. 

;Om !der fg 
Ent Ire 

as Entfty 
PgenCY 

X 

X 

C U l S f d e r f ~  
hponents 

of 

AsencY 
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SWNT: GENERAL RISK MALYSlS 

TASK I l l :  Identlfy and Cbcunent The Flnmclal 
knagenent Structve Cf The psenCy 
Q- k j w  O-ganfzatlonal CunpDnent ff 
The 

4-12 

7. Cant fnued 
--8nount of budget alrttarfty, 
&, I fabfl ftfes, recerpts 
cr dfsbursanents accounted fa 
and control led, 

fran other systems), 
+In Inputs (fncludfng Inputs 

+In outputs (Includfng output 
to other systefl?s,, 

--mafn users of the systens's 
cutputs, and 

-known fnternal control and 
ather weaknesses. 

a A t  each of the agency's mputer 
centers, fdentff led In work step 
JJ abwe, cunplete check1 fst 2 In 
appendfx V I  and ccinplete the 
fo l  lowfng questfannafres and 
proffles In appendlx V I :  

-@estlonna Ire 1 - Executfve 
pop bnaganent cannfttee, 

ms lder fng 
~ n t  fre 

PSencY 
as Entffy 

X X X 
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(BEFIII: 

X 

X 
systen rfwle*sd bsed on the r lsk  ratlngs asst- fa 
each systan and the relghtlng systm dlscvued In 
sw=tfm 5. 

X 

X 
systen rfwle*sd bsed on the r lsk  ratlngs asst- fa 
each systan and the relghtlng systm dlscvued In 
sw=tfm 5. 
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E(XNT: 

B K  1V: Evaluate lhe Effectiveness Of Control Techniques In 

iRANsAcTlON FUM REVIEW AN) M L Y S I S  

Meeting Control objectivei 

page 
Cfer- 
ace  

6-9 

OBJECTIVE: 

Evaluate the adequacy of the control techniques 
I s  i n p l m t i n g  the systm's control objectives. 
Documt any m t s r t a l  internat control weaknesses. 

WORK STEPS 

Annotate the schedule prqared In Task I l l  with 
mte r ia l  internal control strengths and weaknesses. 
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R iar 
Audit 

Repar*: 
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WJ 
and IG 

OBJECTIVE: 

and 
Docu- 
ments 

Ccqlete a f inai r i sk  ranking of the systsms based on 
any additional insignts gained fmm the transaction 
flar review and analysis segmnt. and select systems 
for conpiianca testing based on the revised r i Jc  
ranking. 

and 
Docu- 

ment! 

1. Based on the guidance in  section 5, Risk Ranking of 
Systens, reevaluate the assigned r i sk  rating of low, 
medim, and high f a  each of the r i sk  ranking factas 
far each system reviewed. 

2. colpute a revised m i t e  re l i ab i i i t y  scoce far each 
system reviewed based m the r i sk  ratings assigned f a  
each system and the weighting system discussed i n  
se&ion 5. 
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SEMEN: TRANSKTICN FLOW REVIEW ANI ANALYSIS 

TASK V : RAN( M E  SY5TEMS AccowlNG TO RISK 

Considering 
Ent i r e  
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PEFKSM 

onsi der1 ng 
Specific 

Agency 
Systmm(s) 

STEPS 
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Work Manuals 
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Budget Audit 
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Apprc- Such as 
pria- GAD 
tions and IG 

xis I deri ng 
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of 

Agency 

AtP 
Manuals 
and 

Dccu- 
m t s  

X 

4. PrEpare a schedule of the system in  descending order 
of their  revised canposlte re1 iabi Ilv sares. These 

system should be grouped In three catega-ies: high. 
mediun, and low risk. 

5. update the financial managemat p ro f i l e  of the agency. 

6. Based on the revised r i sk  rankings of the systems 
revlared in  the TFRA segnent, select system fa- the 

next phase, ampliance tests and analysis. 
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RSK I : Develop, Apply, And Analyze Orrpiiance Tests Of The 
Agmcy Systens Selected For Testing 

II 
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ence 

7-13 

7-13 

7-13 

7-13 

- 

CBJECT IVE: 

wow( STEPS 

1. Eased on the analysis of the system procedures and 
controls made i n  earlier segnents of t e  review, 
determine the types of transacticms and conditions t o  
be tested. 

2. For any manual aspects of transaction processing, 
determine carpi lance with the applicable pmcedures 
and control techniques that were previously identified 
i n  TFRA Task I l l ,  step 1. Walk actual transactions 
thrcugh the rmnual pcrtlcns of the systsm. 

3. Determine the types of naster records t o  be included 
I n  the testing based on the data f lcws f a  each systen 
identif ied in work TFRA Task Ill stqs 1 through 7. 

4. Obtain copies of master recocds and/or prepare 
f lc t lc lars  mtsr records for processing with the test  
transact ions. 
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TASK I : Develcp, Apply, And halyze Carp1 l ane  Tests Of The 
Agency Systems Selected For Testing 
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OBJECT I VE: 

wau< STEPS 

5. Uslng a prlntout of the master records. predetermine 
the end result for each test  transaction for canparl- 
500 w i t h  the actual prccasslng results. AppmdIx V I  
CTA-I. 

6. In batch prccesslng systems, verify that the program 
used for procasslng the test  transactlans are the sam 
as those used for normal system prccesslng. 

7. Ascertain that any changes t o  programs during the 
r e v l w  have been davnented and that the changes have 
been tested and approved by the agency. 

8. Pr in t  the af ter  test  contents of a l l  master recurds 
and mrpare with the predetennlned results (see step 
5 )  to see whether the program performed as expected. 
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ASK I : Develap, Apply, And Analyze Canpliance Tests Of The 
Agency Systems Selected For Testing 
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of 

Agency 
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7-14 

Carsiderin! 
Specific 

Agency 
Systm(s) 

OBJECTIVE: 

9. Surmwire and evaluate the impad of any instances of 
noncanpl lance w i t h  prescribed procedures and mtrols;  
develop recarmendations for needed nxrect ive actions, 
w i t h  due regard t o  eost benefit considerations. 

IO. Discuss r e w i t s  of carpllanca tests w i t h  appropriate 
agency o f f i c i a l s  and ascertain their w i  I llngness t o  
take corrective actian. 

11. Based an results of step IO, determi ne the nature of 
f m l  reporting and decide whether subtantive 
testing i s  warranted. 
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EQENT: SIBSTANTIVE TESTS AH) “ S I S  

4% 1 : conduct Substantive Tests and ka l ys i s  

Considering 
Ent i r e  

Agency 
as htlty 

OBJECT I VE: 

w;Iw( STEPS 

PWFm 

1. big, and carry art substantive tests t o  document and 
measure the extent of adverse inpad on agency 
operations that m a r s  because of the previously 
Identified inoperating internal controls. The 
selection of transactions for testing should be 
s tat is t ica l ly  uund t o  permit valid estimtes of the 
actual impact. 

2. Sumnarize and evaluate test results. 

3. Develop findings and recamendatiom for discussions 
w i t h  agency managmmt and f m l  reporting. 

STEPS 

O n S i d e r i ~  
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APPENDIX VI APPENDIX VI 

SURVEY DOCUMENTATION TO BE PRODUCED 
UNDER THE CARE-FASED METHODOLOGY FOR 

EVALUATING AGENCY ACCOUNTING AND 
FINANCIAL MANAGEMENT SYSTEMS 
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. .  

This appendix presents the main items of documentation to be produced as a result of applyinq the 

CARE-BASED methodolosy to evaluatinq the operations of agency accountins and fi-nancial manasement 

systems. This appendix includes: 

--"Guide to Usins the Index of Items of Documentation to Be Produced, 

--"Index to Items of Documentation to be Produced," and 

--"Examples of Items of Documentation to be Produced." 
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A P P r n I X  I mm 
PmGFwl 
#;.REF. 

lhis 
CrOlUllUl 
refer- 
ences 
t h e  paae 
nmberls)  
in the 
main part 
of the 
methdolcygy 

'Ihis colum describes the item of 
docwnta t ion  to be produced. 

These ml Ll r fer to the 
w r k  steps i n  appendix V. 
Appendix V presents a 
quick r e f e r e n e  to t h e  work 
steps discussed i n  d e t a i l  

SoURce OF MFoIFIATI(R 
FoRl-mmmwATIm 
ITEM 

mis colurm cross- 
references the 
sources of infor- 
mation f o r  each 
documentation item 
to (1) other docu- 
mentation items i n  
t h i s  appendix and/ 
or (2) work steps 
presented in 

%is m l m  
lists the short 
ref. tothe 
doammtation 
i t e m s  i n  t h i s  
appendix. 
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INDEX TO ITEMS OF DOCUMENTATION 
TO BE PRODUCED 

APPENDIX 
WORK PRO 
SEGMENT 

GRA 

G RA 

GRA 

GRA 

G RA 

GRA 

G R A  

GRA 

?AM R 
' A S K  
- 
- 
I 

I I  

I I  

I I  

I I  

1 1  

I I  

1 1  

'E RENCE 
lORKSTE P 

5 

12 

12 

1 9  

20 

1 5  

17 

1 8  

DESCRIPTION OF ITEM OF DOCUMENTATION 

Workpaper Summary - Agency o r  Organ l z a t  l o n a l  
:omponent, S p e c l f  IC R e s p o n s l b l l  I t l e s ,  A u t h o r l t e d  
Resources,  and O r g a n l z a t l o n a l  S t r u c t u r e .  

Workpaper Summary o n  I n s p e c t o r  Genera l  o r  
I n t e r n a l  A u d l t  R e p o r t s  Dea l  I n g  w l t h  F l n a n c l a l  
Opera t l ons .  

Workpaper Summary o n  I n s p e c t o r  Genera l  o r  
I n t e r n a l  A u d l t  R e p o r t s  D e a l l n g  w l t h  ADP 
D p e r a t  Ions.  

Workpaper Summary on  Deve lopmen t  and U p g r a d l n g  
P l a n s  f o r  F l n a n c l a l  Systems, 

Workpaper Summary on  Deve lopmen t  and Upgrad I n g  
P l a n s  f o r  New and E x l s t l n g  ADP C a p a b l l l t l e s .  

Workpaper S c h e d u l e  on  Spec la )  System S tudy  Group 
R e p o r t s  t h a t  P e r t a f n  t o  Systems Under Revfew. 

Schedu le  o f  GAO R e p o r t s  P e r t a l n l n g  t o  Agency 
Systems Under Rev leu .  

Workpaper S c h e d u l e  o f  GAO F r a u d  P r e v e n t  I o n  and 
A u d l t  O v e r s l g h t  Group Cases  t h a t  P e r t a l n  t o  
Systems a n d / o r  Program and Admln l s t r a t  I v e  
F u n c t  I o n s  Under Rev leu.  

DOCUMENTAT I ON 
RE FERENCE 

GRA - 1 
p. V I - 1 2  

GRA - 2 
P. V I - 1 3  

GRA - 3 
P. VI -14  

GRA - 4 
P. V I - 1 5  

GRA - 5 
P. V I - 1 5  

GRA - 6 
p. V I - 1 7  

GRA - 7 
P. V I - 1 8  

GRA - 8 
P. V I - 1 9  

WORK 
PROGRAM 
PG. REF 

4 -3 

4 -8 

4 -8 

4 - 9  

4 - 9  

4 -8 

4 -8 

4 -8 

SOURCE OF INFORMATION 
FOR DOCUMENTAT I ON 
ITEM 

GRA I I  w o r k  s t e p s  
1 -4 

GRA I I ,  work  s t e p  11 

GRA 

GRA 

GRA 

G R A  

GRA 

I, work  s t e p  1 1  

I ,  work  s t e p  19  

1 work  s t e p  20 

I, work  s t e p  14 

I. work  s t e p  16 

GRA I I .  work  s t e p  18 
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WORK PRO 
SEGMENT 

GRA 

GRA 

?AM RE FE RENCE 
lORK STEP 

- 
'ASK - 

I l l  

I l l  

DESCRIPTION OF I T E M  OF DOCUMENTATION 

Workpaper Summary o n  Val l d a t e d  I n v e n t o r y  o f  
Agency ' s  A c c o u n t l n g  and Budge t  Deve lopmen t  
Systems. 

SAO's E v a l u a t l n g  I n t e r n a l  C o n t r o l s  I n  C o m p u t e r -  
Based Systems - A u d l t  Gu lde  
3 .  C h e c k l l s t  2 - Background  l n f o r m a t l o n  o n  ADP 

b. Q u e s t l o n n a l r e  1 - E w e c u t l v e  ADP Management 

:. Q u e s t l o n n a l r e  2 - I n t e r n a l  A u d l t .  

D e p a r t m e n t  ( N o t e :  C h e c k l l s t  1 I s  n o t  used) .  

Commlt tee.  

j .  O u e s t l o n n a l r e  3 - E x t e r n a l  A u d l t  and S t u d l e s .  

B. P r o f  I l e  1 Top Management C o n t r o l s  P ro f  Ile. 

DOCUMENTATION 
REFERENCE 

G R A  - - 9  
P. V I - 2 0  

GRA - 10 
p. V I - 2 1  
GRA - 11 
p. V I - 2 7  
GRA - 12 
P. V I - 2 9  
GRA - 13 
P. V I - 3 3  
GRA - 14 
P. V I - 3 5  

WORK 
PROGRAM 
PG. REF. 

4 - 1 2  

4 - 1 3  

SOURCE OF INFORMATI01 
FOR DOCUMENTAT I ON 
I T E M  

G R A  I l l ,  work  s t e p s  
1-6 and l n f o r m a t l o n  
on  D o c u m e n t a t l o n .  
I t e m s  GRA-1, GRA-2, 
GRA-3. GRA-4. GRA-5. 
GRA-6, GRA-7. and  
GRA -8. 

GAO's E v a l u a t l n g  
I n t e r n a l  C o n t r o l s  I n  
Computer  -Based 
Systems - A u d l t  
Gu Ide.  
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APPEND1 X 
WORK PRO 
SEGMENT 

G R A  

G R A  

GRA 

AM F 

ASK 
- 
- 

V 

I V  

I V  

- 

'E RENCE 
IORK STEP 

DESCRIPTION OF ITEM OF DOCUMENTATION 

f .  Q u e s t l o n n a l r e  4 -  O r g a n l z a t l o n  C o n t r o l s  

j .  Q u e s t l o n n a l r e  5 -  System D e s l g n .  Deve lopmen t ,  

1. Q u e s t l o n n a l r e  6 -  Data  C e n t e r  Management 

I .  Q u e s t l o n n a l r e  7 -  Data  C e n t e r  P r o j e c t l o n  

j .  Q u e s t  l onna  I r e  8- System S o f t w a r e  C o n t r o  I s .  

and M o d l f  I c a t l o n  C o n t r o l s .  

C o n t r o  I s. 

C o n t r o l s .  

k. Q u e s t l o n n a l r e  9- H a r d u a r e  C o n t r o l s .  

1 .  P r o f  I l e  2 ( G e n e r a l  C o n t r o l s  P r o f l l e ) .  

Schedu le  o f  C o n t r o l  O b J e c t l v e  f o r  Each  Agency 
System S e l e c t e d  f o r  Revrew. 

l n l t l a l  Summary Workpaper S c h e d u l e  o f  t h e  1 2  
R l s k  R a n k l n g s  and C o m p o s l t e  Re1 l a b l l l t y  S c o r e s  
f o r  Each  System Revlewed. 

l n l t l a l  O v e r a l l  R l s k  R a n k l n g  o f  t h e  A g e n c y ' s  
Systems . 

DOCUMENTATION 
RE FE RENCE 

G R A  - 1 5  
P. V I  -38 
G R A  - 1 6  

P. V 1 - 4 0  
G R A  - 1 7  
p. V I  - 6 1  
G R A  - 1 8  
p. V I - 6 1  
GRA - 1 9  
P. V I - 7 6  
GRA - 20 
p. V I - 9 2  
G R A  - 2 1  
p .  V I - 9 7  
GRA - 2 2  
P. V I  - 1 0 2  

TFRA-14 
p. V I - 1 9 4  

Sec. 5 

WORK 
PROGRAM 
PG. REF. 

4 -2 1 

4 - 1 5  

4 - 1 5  

SOURCE OF I N  FORMAT I ON 
FOR DOCUMENTATION 
I T E M  

a p p e n d l x  V I 1  
and  a p p e n d l x  V I  
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APPENDIX 
WORK PRO 
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T FRA 

T FRA 

T FRA 

T FRA 

T FRA 

3AM F 
'ASK 
- 
- 
I 

I 

I 

I I  

I 1  

- 

:E RENCE 
IORK STEP 

4 

5 

DESCRIPTION OF I T E M  OF OOCUMENTATION 

GAOts  E v a l u a t f n g  I n t e r n a l  C o n t r o l s  I n  
:omputer -Based Systems-Aud It G u f d e  (append  f x  X )  

I. C h e c k l f s t  3 - Background  I n f o r m a t l o n  o n  

b. Q u e s t l o n n a l r e  I O -  Data  O r l g l n a t l o n  C o n t r o l s  

c. Q u e s t l o n n a l r e  11-  D a t a  I n p u t  C o n t r o l s  

Computer  A p p l l c a t f o n .  

j .  Q u e s t l o n n a l r e  12 -  D a t a  P r o c e s s i n g  C o n t r o l s  

B. Q u e s t l o n n a l r e  13-  Da ta  O u t p u t  C o n t r o l s  

f. P r o f f l e  3 ( A p p l  I c a t l o n s  C o n t r o l  
P r o f  I l e )  

l o p  L e v e l  F l o w c h a r t  o f  D a t a  F l o w s  T h r o u g h  a n  
Agency' s Accoun t  f n g  Systems. 

l n t e r m e d f a t e  level f l o w c h a r t  o f  t h e  
R e l a t l o n s h l p s  Between an  Agency ' s  A c c o u n t i n g  
Systems. 

D e t a i l e d  f l o w c h a r t s  I d e n t l f f y l n g  c o n t r o l  
t e c h n l q u e s  and d a t a  f l o w s .  

W r l t t e n  Summary f o r  Each  Agency System Reviewed.  

u s e r  S a t  f s f a c + f o n  Q u e s t  l o n n a  I r e .  

Summary o f  Responses t o  User  S a t l s f a c t f o n  
P u e s t  l o n n a  I r e .  

DOCUMENTATION 
RE FE RENCE 

TFRA - 1 
p. V I -103  
TFRA - 2 
P. V I - 1 0 5  
TFRA - 3 
P. V I - 1 1 0  
TFRA - 4 
P. V I - 1 2 7  
TFRA - 5 
p. V I -144  
TFRA - 6 
p.  V I - 1 5 8  

TFRA - 7 
P. V I - 1 6 3  

TFRA - 8 
P. V I -164  

TFRA - - 9  
P. V I - 1 6 5  

TFRA - 10 
P .  VI -166  

TFRA - I 1  
P .  V I - 1 6 8  

TFRA 12 
P. V I  -175.1 

WORK 
PROGRAM 
PG. REF. 

6 -4 

6 -4 

6 -5 

6 -6 

SOURCE OF INFORMATION 
FOR DOCUMENT AT I ON 
ITEM 

GAO's E v a l u a t f n g  
C o n t r o l s  I n  ComDuter 
Based Systems - 
A u d l t  G u l d e  

TFRA I. work  s t e p s  
1 -4 

T FRA 
1-4 

TFRA 
1-4 

T FRA 

1-6 

TRFA 

, work  s t e p s  

, work  s t e p s  

, work  s t e p s  

I work  s t e p  I 
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APPENDIX 
WORK PRO 
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T FRA 

T FRA 

T FRA 

T FRA 

CT A 

?AM E 
TASK 

I V  

V 

V 

V 

V 

'E RENCE 
l O R K E  P 

DESCRIPTION OF ITEM OF DOCUMENTATION 

Sumrnar 
Con t ro  
Accoun 

of  C o n t r o l  Ob jec t l ves .  Technlques. and 
S t r e n g t h s  and Weaknesses f o r  an Agencyrs 

l n g  System. 

Reeva lua te  summary workpaper schedu le  o f  t h e  12 
R lsk  Ranklngs and Composl te Re1 l a b 1  I I t y  Scores 
f o r  Each System Revlewed. 

Update O v e r a l l  R l s k  Ranklng o f  t h e  Agencyrs 
System Se lec ted  f o r  Revlew. 

Update F l n a n c l a l  Management P r o f l l e  o f  t h e  
Agency o r  Ma jor  O r g a n l z a t l o n a l  Component o f  t h e  
Agency Se lec ted  f o r  Revlew. 

Schedule o f  Predetermlned Compl lance T e s t  
Resu l ts .  

DOCUMENTAT I ON 
RE FE RENCE 

TFRA - 13 
P. V I - I 7 6  

TFRA - 14 
P. VI-194 

Sec. 5 

TFRA - 1 5  
P. VI-195 

C T A  - 1 
P. VI-261 

WORK 
PROGRAM 
PG. REF. 

6 -9  

6 -9 

6-10 

6-10 

7-14 

SOURCE OF INFORMATIOI 
FOR DOCUMENTATION 
ITEM 

TFRA 1 1 1 .  work Steps 
GRA-9, 1-3 GRA-22, 

TFRA-1, TFRA-2. 
TFRA-3, TFRA-4, 
TFRA-5, TFRA-6, 
TFRA-IO, AND 
TFRA-12. 

TFRA V, Work Steps  
1-2, Sect. V I  o f  t h e  
work program, and 
TFRA - 13 

TFRA - 14 

GRA-1.  GRA-9. 
GRA-14, GRA-21, 
T FRA -6 ,  T FRA-9. 
TFRA-IO. T FRA-13, 
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E X A M P L E S  O F  I T E M S  O F  D O C U M E N T A T I O N  
T O  BE P R O D U C E D  

V I  - 1  1 



BUDGET LINE 
I T E M  COOE 

" C Y  OTriMIZATICNAL 
CCMKNENT ASWYSIBLE 

FLHCTIO( 

C€SCRIPTI(H OF PROGRM OR 
M M I N I S r R A T I H  WI(H 

KEY NjENcY OFFICIAL KEY FlNMClAL RPORTS 
RSKNSIBLE FOR THAT WOULD E€ PRODClCED 
FLHCTlaY FOR m N C Y  USE 

maNTw 
SENDING 
MJWORITY 

K+WY OR OAGMIZATI(HAL CoLp(HENT'S 
S E C l F l C  RSWYSIBIL IT IES.  AUTHORIED 

RSOUEES, M D  OTriMIZATIWAL STRUCTUR 

R Q U I E D  EXTEWAL 
F I N N C I A L  RPORTS 

ESPCHSIBLE FOR A-123 
M D  F I N W I N  INTEGRIT 
FCT R V l E W S  FOR BUOGET 
LINE ITEM 
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WORKPAPER SUMMARY OH 
DEVELOPMENT AND UPGRADING PLANS 

FOR F I N A N C I A L  SYSTEMS 

DESCRI PT I ON 
OF DEVELOP- 
MENT/UPGRAD- 
I N G  PLANS 

COMPLET I ON 
DATE OF 
PLANS 

I N T E R N A L  P O I N T  BUDGET AUTHORITY AGENCY PROGRAMS 
OF CONTACT FOR AFFECTED B Y  PLANS OR A D M I N I S T R A T I V E  
DEVELOPMENT/UP- FUNCTIONS AFFECTEP 
GRADING PLANS BY PLANS 

V I  -15 

P R I  VAT€ CONTRACT - AGENCY ORGAN I - 
Z A T I O N A L  COMPON- ORS ASSOCIATED 
E N f ( S )  ASSOCIATED WITH DEVELOPMENT/ 

UPGRADING EFFORTS W I T h  PLANS 
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POINT OF 
CU4TCCT 
FOR SYSTEM 
STUDY RPORT 

BRIEF CFSCRIP- 
T I (N  OF SYSTEM 
STUDY 

W P A R R  93EWLE U4 
SPECIAL SYSTEM STUDY GRWP RWRTS 

THAT RRTAIN TO SYSTEW3 WCFR E V I E W  

SYSlEM 
STUDY 
RPORT 
NllMaR 

TITLE OF 
SYSTEM 
STUDY 
RPDRT 

ENCY 
'RWRW OR 
DMlNlSTRATlVE 
INCTICN 

IN A SOLED 
SYSTEM 
STUDY GROVP 
RCCMENDAT I CNS 

SYSTEM 
COOE 
USED BY 
M N C Y  

VI - 1 7  

SYSTEM 
N M  

SYSTEM 
STUDY 
RPORT 

DATE 



SCHEDULE OF GAO REPORTS P E R T A I N I N G  
TO AGENCY SYSTEMS UNDER REVIEW 

SYSTEM 
CODE 
USED BY 
GAO 

SYSTEM 
N A M  

V I  -18 



WORKPAPE R SCHEDULE OF GAO FRAUD PREVENT I ON 

GAO FPAO 
P O I N T  OF 
CONTACT 

D E S C R I P T I O N  O F  
A L L E G A T I O M  I N  
FPAO CASE 

SYSTEM NAME AGENCY PROGRAM 
OR A D M I N I S T R A T I V E  
FUNCT I ON 

AND OVERSIGHT ( F P A O )  GROUP CASES THAT P E R T A I N  T O  
SYSTEM AND/OR AGENCY PROGRAM AND A D M I N I S T R A T I V E  

FUNCTIONS UNDER R E V I E W  

SYSTEM CODE 
USED B Y  
AGENCY 

GAO FPAO 
GROUP 
CASE 
N UMBE R 

DOLLAR VALUE 
I N V O L V E D  WITH 
FPAO CASE 

D I S P O S I T I O N  OF 
FPAO CASE 

C A S E ' S  IMPACT ON 
I N T E R N A L  CONTROLS 
AND/OR SYSTEMS 
M E E T I N G  C G ' S  
ACCOUNTING P R I N C I  - 
P L E S  AND STANDARDS 

V I  -1  9 



F USED BY 
PnNCY 

L 

W P A E R  SUWARY €N VALIDATD INVENTORY 
OF AGENCY'S KCOUSTING M D  B U M T  OEVZLOPMNT SYSTEMS 

KNOW INTEfflAL CCNTROL 
&/OR KNOW FA1 L U E S  
TO M E T  COMITROLLER 
GENERAL'S PCCOWTING 
PRINCIPLES 6 STfflDAFtDS 

V I  -20 



CHECKLIST 2 
GRA - 10 CHECKLIST 2 

BACKGROUND INFORMATION ON ADF DEPARTMENT 

Workpaper 
index 

ITEMS TO BE OBTAINED 

Organization and staffing 

1. ADP department organization chart. 

2. Functional descriptions of ADP 
department organization. 

3. List of key officials in the ADP 
depar-tment . 
Section and 
supervisor 

Location and 
telephone number 

~ 

Major 
responsibilities 

e 
V I - 2 1  



CHECKLIST 2 CHECKLIST 2 
GRA - 10 

4. Staffing 
division 

level of the ADP department by 
or office. 

ADP general 

Security personnel 
System programers 
systems analysts 
Application 

programmers 
Other technical 

support 
Computer operators 
Peripheral equipment 
hand1 er s 

Data entry operators 
Control clerks 
Schedulers 
Librarian(s) 
Data base 

Secretaries and 

Other 

management 

administrator(s) 

clerks 

Number 
Authorized Assigned 

Workpaper 
index 

Names of 
supervisors 

- Total 

Anticipated staffing additions and 
deletion8 during the next 2 years: 

5. Major position descriptions. 

VI-22 



CHECKLIST 2 
GRA - 10 

CHECKLIST 2 

Workpaper 
index 

System design, development, and modification 

6. System documentation standardr. 

7. System documentation procedures. 

8. System development procedures. 

9. Computer program change procedures. 

Data center management 

10. Data center operations procedures 
manual 

11. File library procedures manual. 

12. User billing procedures, including 

13. Statistics on system utilization. 

the billing algorithm. 

Number of scheduled 8-hour shifts 

Number of scheduled days per week 
Average number of jobs per day 
Total hours scheduled for past 

Actual hours used for past 

per day 

3 months 

3 months: 
Production 
Testing 
Rerun 
Maintenance 
Idle 
Other 

Specific 
Total computer-based 
system system being 

processing - evaluated- 

Explain how the numbers of actual hours used were derived. 

Multiprogramming factor (average 
number of programs running 
cbncurrently) 

VI-23 



CHECKLIST 2 CHECKLIST 2 

Work paper 
index - 

14. Budgeted, actual, and projected costs 
for current and next fiscal year. 

Budgeted 
costs 

Costs of rented equipment: 
Central processing units 
Data communications 
All other 

Central processing units 
Data communications 
All other 

Hardware maintenance costs 
Personnel costs: 

ADP general management 
Security personnel 
System programmers 
Systems analysts 
Application programmers 
Other technical support 
Computer operators 
Peripheral equipment 

Costs of purchased equipment: 

handlers 
Data entry operators 
Control clerks 
Schedulers 
Librarian( s) 
Data base administrator(s) 
Secretaries and clerks 
Other 

Supplies (cards, paper, etc.) 
Contracts: 

Data conversion 
Other services 

Space 
Utilities 

Facility costs: 

Other costs (specify) 

Actual 
costs 

Projected 
costs 

Total costs 



CHECKLIST 2 
GRA - 10 CHECKLIST 2 

Workpaper 
index - 

Data center protection 

15. Data center security procedures. 

16. Emergency plan. 

17. Backup and recovery procedures. 

System software 

18. Operating system description. 

19. System utilities description. 

20. Program library system description. 

21. File maintenance system description. 

22. Security software description. 

23. Data communications system description. 

24. Data base management system 
description. 

25. System software change procedures. 
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CHECKLIST 2 - 10 
CHECKLIST 2 

Workpaper 
index - 

Hardware 

26. Complete inventory and description of 
the computer system. 

CPU manufacturer 
CPU model number 
Date CPU installed 
CPU physical location 
Internal storage capacity 
Direct access storage capacity 
Console model number 

Peripheral devices 

Magnetic tape drives: 
density track 
density trackl 

track, - density 
series or model number 
series or model number 
series or model number 

- - - - - 
Magnetic disk drives: 
- - 

MaKGtic drum units 
Other mass storage units 

(specify type) 
Card readers 
Card punches 
Card readerjpunches 
Line printers: 

lines per minute 
lines per minute 

On-line terminals 
Remote batch terminals 
Communications controllers 
Optical scanners 
MICR readers 
Mark sense readers 
Key-to-tape units 
Key-to-disk units 
Keypunch/verification units 
Card sorters 
Card collators 
Card accounting machines 
Other (specify) 

- 
- 

Number of devices 

27. Schematic of telecommunications network. 
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QUESTIONNAIRE 1 QUESTIONNAIRE 1 
GRA - 11 

EXECUTIVE ADP MANAGEMENT COMMITTEE 

An executive ADP management committee, normally chaired 

--establishing agencywide policies for data processing 

by a top management representative, is usually responsible for 

systems I 

--approving short- and long-range plans to develop and 

--evaluating the need for new computer equipment, and 

--insuring that new equipment is acquired in the most 

implement new systems, 

economical and expeditious manner. 

User departments and internal audit should be represented on 
this committee. 

The auditor should determine whether the agency has an 
executive ADP management committee, its makeup, and the extent 
of its responsibilities. 

REPRESENTATION 

1. Does the agency have an executive 
ADP management committee? (Attach 
a copy of the committee's organi- 
zation chart. ) 

2. Does a top management representa- 
tive chair the committee? 

3. Are major users of computer- 
processed information represented 
on it? 

4. Is the internal audit department 
represented? 

5. Does the committee have prescribed, 
documented responsibilities? (Attach 
a copy of the committee's charter. 1 - 

RESPONSIBILITIES 

6. Does the committee: 

--Establish agencywide policies for 
ADP? 
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QUESTIONNAIRE 1 GRA - 11 QUESTIONNAIRE 1 

--Approve short- and long-range plans 
for developing and implementing new 
computer systems? A 

equipment? - --Evaluate the need for new computer 

--fnrrure that new equipment is acquired 
in the most economical and expeditious 
manner? 

REPORTING REQUIREMENTS 

7. Are executive ADP management committee 
minutes, lrtaff reporta, and memoranduma 
sent directly to the agency head? - 

NOTES: Questions should be self-explanatory. Reapon808 will 
frequently be a lrimple "yes'' or "no." A l l  rerponres 
should be indexed to appropriate rrupporting documents 
or recorde o f  interviews. Explain any ''no" anawere and 
identify alternate control procedurer. 

e -  
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QUESTIONNAIRE 2 QUESTIONNAIRE 2 
GRA - 12 

INTERNAL AUDIT 

Generally accepted Government auditing standards concerning 

--review the general controls in data processing systems, 

computer-based systems state that the auditor shall 

and 

--review application controls of installed data processing 
applications. 

An additional objective should be to review the design and devel- 
opment of new data processing systems and significant modifications 
to them. The internal audit function should be independent and 
should report to the agency head or deputy head. 

The auditor should determine the extent of internal audit 
coverage of agency ADP activities, and the level of internal 
audit reporting. 

ADP INVOLVEMENT 

1. 

2.  

3 .  

4. 

5 .  

Is the agency's ADP-related internal 
audit function documented? (If eo, 
obtain a copy.) 

Has internal audit periodically 
reviewed the ADP function? 

Has internal audit developed an 
overall audit plan which includea 
ADP reviews? 

Does internal audit have an ADP 
team within its staff? 

Are members of the ADP audit team 
qualified in the ADP audit area? 

GENERAL CONTROLS REVIEW CAPABILITY 

6. Does internal audit review general 
controls in computer-based systems 
to determine whether controls have 
been designed according to management 
direction and legal requirements? - 

7. Does internal audit review general 
controls in computer-based systems 
to assure that the controls are 
operating effectively to provide 
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QUESTIONNAIRE 2 
QIA - 12 QUESTIONNAIRE 2 

reliability of, and security over, 
the data being processed? 

reviews, does internal audit make 
sure that each of the following are 
adequate : 

--Organizational controls? 

--Physical facilities controls? 

--Personnel controls? 

--Security controls? 

--Operating system controls? 

--Hardware controls? 

8. As part of its general controls 

APPLICATJON CONTROLS REVIEW CAPABILITY 

9. 

10. 

11. 

12. 

13. 

14. 

Does internal audit review the 
application controls in computer- 
based systems upon which they are 
relying to assess their reliability in 
processing data in a timely, accurate, 
and complete manner? 

Do these control reviews 
determine whether the computer- 
based systems conform to agency 
and Federal standards? 

Do these control reviews deter- 
mine whether the systems conform 
to the latest approved design 
specifications? 

Are periodic audits designed to 
test internal controls and 
reliability of data processed? 

Does internal audit verify the 
information on ADP output reports 
against related source documents? 

Does internal audit use test data 
to insure the reliability of 
computer programs? 
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a QUESTIONNAIRE 2 

15 a 

16 

17 

10 a 

19 a 

GRA - 12 

Are automated data retrieval and 
analysis packages or specially 
written computer programs used 
for evaluating data records? 

QUESTIONNAIRE 2 

NO YES - - 

Are audit test data stored under 
internal audit control? 

Does internal audit supervise 
the running of test data? 

Are audit retrieval programs stored 
under internal audit control? 

Does internal audit supervise the 
running of audit retrieval programs? 

SYSTEMS DESIGN, DEVELOPMENT, AND 
MODIFICATION REVIEW CAPABILITY 

20. Does internal audit review the 
design and development of new data 
processing systems or applications? 

21. Does internal audit review signif- 
icant modifications to systems or 
applications? 

and modification review function, 
does internal audit make sure that 
all systems: 

--Carry out the policies management 
has prescribed for the system? 

22. As part of its design, development, 

--Provide the controls and audit 
trails needed for management, 
auditor, and operational review? 

--Will be efficient and economical 
in operation? 

--Conform with applicable legal 
requirements? 

--Are documented in a manner that 
will provide the understanding 
of.the system required for 
appropriate maintenance and 
auditing? 
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QUESTIONNAIRE 2 
GRA - 12 

QUESTIONNAIRE 2 

NO YES - - 
REPORTING REQUIREMENTS 

23 

24. 

25.  

Is i n t e r n a l  a u d i t  located ou t s ide  
the s t a f f  or l i n e  management 
funct ion of u n i t s  under audi t?  

Does i n t e r n a l  a u d i t  r e p o r t  t o  the 
agency head or deputy head? 

Does i n t e r n a l  a u d i t  maintain copies 
of memorandums and reports of a l l  
(both i n t e r n a l  and ex terna l )  ADP 
review e f f o r t s ?  - - 

NOTES8 Questions should be self-explanatory.  Responses w i l l  
f requent ly  be a simple "yes" or "no." A l l  responses 
should be indexed t o  appropr ia te  support ing documents 
or records of interviews.  Explain any "no" answers and 
i d e n t i f y  a l t e r n a t e  con t ro l  procedures. 
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QUESTIONNAIRE 3 QUESTIONNAIRE 3 
GRA - 13 

EXTERNAL AUDITS AND STUDIES 

External reviews and s tud ie s  conducted by GAO, pr iva t e  
accounting firms, or consul tants  provide a third par ty  appraisal  
of agency ADP operations. 

The audi tor  should determine the ex ten t  of ex terna l  review 
coverage f o r  the pas t  1 t o  3 years and whether the agency has 
implemented recommendations. 

GAO ADP REVIEWS 

1. 

2. 

3 .  

4.  

5 .  

6 .  

7. 

0 .  

9. 

H a s  the agency been included i n  a 
Government-wide ADP review? 

Were agency ADP operations free of 
def ic iencies? 

I f  not,  has the agency taken 
cor rec t ive  measures? 

H a s  the agency's ADP planning 
process ever been reviewed? 

Were agency ADP planning processes 
free of def ic iencies? 

If not,  has the agency taken 
cor rec t ive  measures? 

Have the agbncy ' s ADP procurement 
a c t i v i t i e s  ever been reviewed? 

Were agency ADP procurement 
a c t i v i t i e s  free of def ic ienc ies?  

I f  not,  has the agency taken 
cor rec t ive  measures? 

GAO SYSTEM APPROVALS 

10. H a s  the appl icat ion system under 
review ever been subjected t o  a 
GAO system approval review? 

11. Was t h e  agency system free of 
def ic iencies? 

12.  If not,  has the agency taken 
cor rec t ive  measures? 

13. Was the system approved? e 
V I - 3 3  



QUESTIONNAIRE 3 QUESTIONNAIRE 3 
GRA - 13 

NO - YES - 
PRIVATE ACCOUNTING FIRMS 
AND CONSULTANTS 

14 * 

15 

16 a 

17 

18 

19. 

20 

Has the agency contracted with 
private firms to evaluate its 
ADP activities? 

Were agency ADP activities free 
of deficiencies? 

If not, has the agency taken 
corrective measures? 

If a financial computer-based system 
is involved, was the system reviewed 
by a private accounting firm? 

Were both general and application 
controls reviewed? 

- - 

Was the financial computer-based 
system free of deficiencies? 

If not, has the agency taken 
corrective measures? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no.'! All responses 
should be indexed to appropriate supporting document8 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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PROFILE 1 PROFILE * 1 
GRA - 14 

TOP MANAGEMENT CONTROLS PRQFILE 

On the basis of questionnaire responses and other information 
obtained relating to the following control characteristics, how 
much risk (low, medium, or high) do you believe is involved in 
relying on the agency's top management controls to assure effec- 
tive ADP operations? Refer to appendix I1 for more information on 
assessing risk. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk 

EXECUTIVE ADP 
MANAGEMENT 
COMMITTEE 

Commit tee 
representation 

Commit tee 
responsi- 
bil i t ies 

Committee 
reporting 
requirements 
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PROFILE 1 PROFILE 1 
GRA - 14 

TOP MANAGEMENT CONTROLS PROFILE 

In some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? - risk 

INTERNAL AUDIT 

ADP 
involvement 

General controls 
review 
capability 

Application 
controls 
review 
capability 

Systems design, 
development, and 
modification 
review capability 

Reporting 
requirements 

EXTERNAL AUDITS AND STUDIES 

GAO ADP 
reviews 

GAO system 
approvals 

Private 
accounting 
firms and 
consultants 

VI-36 



MATRIX 1 
GRA - 14 

TOP MANAGEMENT CONTROLS MATRIX 

MATRIX 1 

If the degree of risk determined on the previous profile 
warrants additional audit work (i.e., medium to high risk), 
the following matrix should help the auditor select appropriate 
audit steps to complete the review. 

Commlttn Rapnunution 

Commim Roport Roquinmna 

Syctom Dotign, Dovolopmnt 
md Moditlation R o v h m  
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QUESTIONNAIRE 4 
GRA - 15 

ORGANIZATIONAL CONTROLS 

QUESTIONNAIRE 4 

A key organizational control is an adequate separation of 
duties, which includes 

--separating the data processing functions from other 
agency functions, 

--separating different data processing functions within 
the data processing department, and 

--providing for separation of duties within user 
departments. 

Clear-cut lines of supervision, job rotation, and mandatory 
vacations can also improve internal control. 

The auditor should determine the extent of separation of 
duties. 

NO - YES - 
SEPARATION OF DUTIES 

1. Is the ADP function independent from 
- - other agency operations? 

2. Are all ADP employees prohibited 
from having authority, or duties in 
any other department? 

3. Are the following functions performed 
by a different individual or group: 

--Systems analysis? 

--Application programming? 

--Acceptance testing? 

--Program change control? 

--Data control? 

--Production control and 
scheduling? I 

--Computer equipment operation? 

--Data base management? 

--System software maintenance? 
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QUESTIONNAIRE 4 QUESTIONNAIRE 4 

NO - YES GRA - 15 - 
- - --Computer files maintenance? 

--Source document origination? 

--Source document conversion 

- - 
to machine-readable format? 

PERSONNEL POLICIES 

4. IS there a direct line of responsibility 

5. Is a personnel rotation plan in effect 

- - between every subordinate and supervisor? 

within the different functional areas 
in the ADP department? - - 

6. Are ADP department personnel required to 

7. Does the ADP department have a low 

take regularly scheduled vacations? - - 
turnover rate? 

8. Does the ADP department have a low 
absentee rate? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 5 QUESTIONNAIRE 5 

GRA - 16 
SYSTEM DESIGN, DEVELOPMENT, AND 

MODIFICATION CONTROLS 

The adequacy and effectiveness of controls in computer- 
based systems begin with the methods and procedures used during 
the system development process. The agency should have a struc- 
tured design, development, and modification process which pro- 
vides adequate separation of duties and assures user, manage- 
ment, and internal auditor participation. Additional key 
elements are adequate documentation, effective computer program 
testing, effective system acceptance testing, and effective 
computer program change control procedures. 

The auditor should evaluate the total system development 
process used by the agency, paying strict attention to the key 
elements outlined above. 

NO - YES - 
SYSTEM DEVELOPMENT LIFE CYCLE 

1. Does the agency have a formal, manage- 
ment controlled approach for system 
development? 

2. Does the system development process 
include the following steps: 

--User needs definition? 

--Conceptual system design? 

--Feasibility study? 

--Cost-benefit analysis? 

--Detailed system analysis 
and design? 

--Programming? 

--Testing? 

--Procedure preparation? 

--Conversion? 

--System acceptance? 

--Operations? 

--Postimplementation audit? 
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QUESTIONNAIRE 5 

GRA - 16 

3. 

4. 

5 .  

6 .  

7.  

a. 

9. 

10. 

11. 

12. 

13 

14. 

Are formal requests for new or 
revised systems prepared by users and 
submitted with proper authorization 
signatures? 

Are these users' needs used to 
develop the conceptual system design? 

Is this conceptual design used 
to determine the technical and 
operational feasibility of the system? 

Is a cost-benefit analysis performed 
to make sure that the conceptual system 
will produce desired results 
economically? 

Were additional hardware and/or system 
software needs considered in the cost- 
benefit analysis? 

If so, is the additional hardware and/or 
system software requirement consistent 
with the agency's short- and long-range 
plans? 

Was the detailed system design consistent 
with the conceptual design and was it 
based on the feasibility study and cost- 
benefit analysis? 

Was the detailed system design used 
to prepare computer programs? 

Upon completion of all programming, is 
each program, interrelated subsystem, and 
the entire system thoroughly tested? 

Are program and system test results 
reviewed and signed by the systems 
analyst? 

Were all processing procedures-- 
both manual and automated--prepared 
before implementation and reviewed 
to make sure that the detailed design 
specifications were followed? 

Are there effective procedures to insure 
that no data is lost or erroneously 
changed during conversion to the newly 
designed system? 
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QUESTIONNAIRE 5 QUESTIONNAIRE 5 
GRA - 16 

NO - YES - 
15 

16. 

17. 

18. 

19. 

20. 

21. 

22. 

23 

24. 

25. 

Was sufficient computer time allocated 
for the conversion process? 

Was the newly designed system tested 
in parallel with the old system? 

Was sufficient time allocated for 
parallel processing to allow for 
adequate comparison of results from 
both processes? 

Was the system "acceptance tested" to 
insure that it performed in accordance 
with functional and detailed performance 
specifications, including desired controls, 
and meets user needs and objectives? - - 
Was this system acceptance performed 
by a group independent of the 
programmers and analysts who designed 
the system? 

Does the system acceptance process 
evaluate both manual and automated 
procedures? 

Does the system acceptance group 
certify in writing that the computer- 
based system performs in accordance 
with all functional and performance 
specifications? 

Are all scheduled and emergency computer 
program modifications evaluated by the 
independent system acceptance group? 

Does the system acceptance group control 
all changes to the computer-based 
system in order to maintain its integrity 
on a continuing basis? 

- - 

- - 
When the system is ready for initial 
operation, is its implementation co- 
ordinated with all personnel involved 
and other systems affected? 

After the system is in operation for 
several months, is a postimplementation 
audit of the entire system--both manual 
and automated--performed by the internal 
audit staff? 
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UUESTIONNAIRE 5 @ GRA - 16 
26. Are at least the following personnel 

(or their equivalents) involved in the 
system development process: 

--Project manager? 

--Users? 

--Systems analysts? 

--Programmers? 

--Acceptance testers? 

--Internal auditors? 

27. Are duties of the different personnel 
assigned to the development project 
clearly separated? 

28. Is each person assigned to the develop- 
ment project aware of his/her respon- 
s ibility ? 

for completing tasks been established 
for each member of the development 
project? 

30. Is the project manager authorized to 
make decisions on personnel resources8 
scheduling, costs8 budgets, and most 
technical project matters? 

31. Is the project manager sufficiently 
supported by top management to 
accomplish the system development 
project? 

29. Have specific tasks and time frames 

32. Have adequate resources been provided 
to successfully complete the system 
development project? 

development projects to make sure 
that objectives and time schedules 
are being met? 

34. Do users actively participate in 
system development projects? 

33. Does top management track system 

UUESTIONNAIRE 5 

NO - YES - 
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35. Is the user the final authority on 
whether the system meets its intended 
purpose (i.e., does the user have the 
final "go/no go" decision to place 
the system in operation)? 

36. Are all interested parties represented 

QUESTIONNAIRE 5 

NO - YES - 

- - on the development team? 

37. If not, has a mechanism been established 
- - so they can provide input to the team? 

standards adhered to during the system 
38. Are documentation and programming 

- 
- - development project? 

DOCUMENTATION 

39. Do agency standards exist for documenting 
different data processing functions? 

40. Has a project request document been 
prepared to provide the means for a 
user to request the development, 
procurement, or modification of soft- 
ware or other ADP-related services? 

- - 

41. Does the project request document 
include the following : 

--A statement of objectives to be 
accomplished by the proposed 
project? - - 

--A description of the service to 

--The reason for the request? 
- - be performed? 

- - 
--A description of how the requested 

- - project relates to other systems? 

--A statement on privacy and security 
- - considerations? 

--A list of those organizations that 
will be affected by the proposed 
project? 

--A list of pertinent reference 
documents on the project? 
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42. Has the project request document been 

annotated by the receiving organization 
with the following: 

--The date the request was received? 

--The individual assigned to 
investigate the request? 

--The disposition of the request? 

--An estimated cost for completing 
a feasibility study or other 
analysis, and the project as 
a whole? 

--Any additional information such as 
problems encountered or references 
to other pertinent information? 

QUESTIONNAIRG 5 

NO - YES - 

43. Has a feasibility study document been 
prepared to provide the following: 

--An analysis of the objectives, 
requirements, and system concepts? - - 

--An evaluation of alternative 
approaches? 

--An identification of a proposed 
approach? - - 

44. Does the document include the following: 

--A description of the requirements 
of the proposed system? 

--A statement of the major per- 
formance objectives of the 
proposed system? 

--An analysis of existing systems 
which currently address the 
proposed system's requirements 
and objectives? 

--A detailed description of the 

--A discussion of alternative 

pfoposed system? 

systems or approaches? 
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QUESTIONNAIRE 5 

NO - YES - 

45 * 

46. 

47. 

48 e 

--The rationale for recommending 
the proposed system? 

--A proposed schedule for system 
development? 

Has a cost-benefit analysis document 
been prepared to give managersp users, 
designers, and auditors adequate cost 
and benefit information to analyze and 
evaluate alternative approaches? 

Does the document include the following: 

--A description of alternative 
sys tems or approaches? 

--The cost of development and 

--The benefits which could be 

operation of each alternative? 

attained through the development 
of each a1 terna tive? 

--A comparative cost-benefit 
summary? 

--A sensitivity analysis assessing 
the extent to which costs or 
benefits would be affected by 
changes in key factors? - - 

Has a functional requirements document 
been prepared to provide the basic 
understanding between users and 
designers of the system? 

Does the document include: 

--A statement of objectives to be 
met by the new computer-based 
system? - - 

and procedures? - - 
--A description of existing methods 

--A description of proposed methods 
and procedures? - - 

--A summary of expected improvements? - - 
--A summary of impacts? - - 
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0 
QUESTIONNAIRE 5 

NO 
GRA - 16 - YES - 

--Cost considerations of the proposed 
computer-based system? - - 

49 

50 

--A description of alternative 

--The performance requirements 

--A description of inputs and 

proposals? 

of the new system? 

outputs? 

--A description of data elements, 
dictionaries, tables, and 
reference files? 

--A description of contingency 
steps to be taken in the event 
of hardware/so f twar e failures? 

--A description of the equipment 
needed to process the system? 

--A description of system software 
needed to support the system? 

--A description of interfaces with 
other systems? 

--The security and privacy require- 
ments of the system? 

--A description of controls over 
and within the system? 

--A plan for developing and imple- 
menting the proposed system,? 

Has a data requirements document been 
prepared to provide a data description 
and technical information about data 
collection requirements? 

Does it describe: 

--All required data? 

--Data collection requirements, 
responsibilities, procedures and 
impacts? 
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GRA - 16 

51. Have detailed system/subsystem 
specifications been developed for the 
computer-based system? 

QUESTIONNAIRE 5 

NO - YES - 

52. Do they include: 

--An overall narrative description 
- - of the system? 

--Its performance requirements? - - 
--The equipment configuration 

needed to process the system? 

--The system software needed to 
support the system? 

--The interfaces with other systems? - - 
--The security and privacy require- 

- - ments of the system? 

--The operational controls over 
the system? 

--The design characteristics of the 
system, including a system flowchart? - - 

53. Have detailed program specifications 
been developed for all programs of the 
sys tern? 

54. Do these specifications include the following: 

--A general narrative description 
- - of the program and its functions? 

--The program’s performance 

--The equipment required to 

requirements? 

operate the program? 

--The system software needed 
to support the program? 

--A description of all interactions 
by computer operators? 

--The storage requirements of the 
program, including the amount of 
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GRA - 16 
QUESTIONNAIRE 5 

NO - YES - 
internal storage, and the amount 
and type of off-line storage? 

requirements of the program? 

program? 

--The security and privacy 

--The controls over and within the 

--Lists of constants, codes, and 
tables used? 

--The operating procedures of 
the program? 

--The input record formats and 
descriptions? 

--A description of the program's 
logic, including flowcharts and 
decision tables, supplemented 
by narrative explanations? 

--The output record formats and 
descriptions? 

--The logical and physical 
characteristics of all data bases 
used by the program including 
file layouts and data element 
definitions? - - 

--Source program listing? - - 
--Object program listing? - - 

55. Have detailed specifications been 
developed for data bases used by the 
computer-based system? 

56. Do these specifications include the following: 

- - --The data base identifications? 

--The system(s) using the data base? - - 
--The labeling and tagging conven- 

tions used when accessing the 
data base? 

--Any special instructions for using 
it? 
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QUESTIONNAIRE 5 

NO - YES - 

57. 

58  

--The system software needed to 

--Its logical characteristics? 

support it? 

--Its physical Characteristics? 

Has a users manual been developed 
which documents the functions of the 
computer-based system? 

Does ‘this manual include: 

--A narrative description of the 
computer-based system? 

--A description or diagram of the 
computer-based operation? 

--A description of the equipment 
needed to process the system? 

--The structure and role of each 
system component? 

--The performance capabilities of 
the system? 

--A description of all data files 
used by the system? 

--A description of the inputs, the 
flow of data through the processing 
cycle, and the outputs? 

--The step-by-step procedures 
required to initiate processing? 

--The requirements for preparing and 
entering input data? 

--The requirements relevant to each out- 
put, such as format, frequency, etc.? 

--A list of error codes or conditions 
generated by the system and the cor- 
rective actions to be taken by the 
user? 

--The detailed instructions necessary 
to intiate, prepare, process, and 
receive a query applicable to the 
data base? 

VI-50 



QUESTIONNAIRE 5 
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59. Has an operations manual been developed 
which describes the computer-based system 
and its operational environment for computer 
operations personnel? 

60. Does this manual include: 

--A diagram showing the inputs, 
outputs, data files, and sequence 
of operations of the computer- 
based system? 

--An inventory of all programs 
included in the system? 

--An inventory of each permanent 
file that is referenced, created, 
or updated by the system? 

--A list of the various runs 
possible and a summary of each 
run's purpose? 

--A description of the manner in 
which progressive advances from 
one run to another is made to 
complete the entire run cycle? 

--The job control statements 
needed for each run? 

--Operator instructions for 
each run? 

--The input and output files 
for each run? 

--The output reports produced 
for each run? 

--The output reports that need to be 

--The restartlrecovery procedures 

reproduced by other means? 

for each run? 

--Any emergency procedures? 

--A description of procedures for 
running the computer-based 
system through remote devices? 

QUESTIONNAIRE 5 

' NO - YES - 
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QUESTIONNAIRE 5 
GRA - 16 

61. Does the operations manual exclude: 

--Program logic charts or decision 
tables? 

--Copies of program listings? 

62. Are program listings inaccessible to 

63. Are computer operations personnel 

computer operations personnel? 

denied access to other program and 
system documentation? 

QUESTIONNAIRE 5 

NO - YE§ - 

64. Has a program maintenance manual been 
developed which gives the maintenance 
programmer sufficient information 
to understand the programs, their 
operating environment, and their main- 
tenance procedures? 

65. Does this manual include: 

--A detailed description of each 
program in the computer-based 
system? 

--The equipment needed to process it? 

--The system software needed to 
support the application 
programs ? 

--A description of the data base 
being used by the application 
programs? 

--A description of the programming 
conventions used to develop the 
application programs? 

--A description of all error 
conditions, their sources, and 
procedures' for their correction? 

--Program listings and flowcharts 
of decision tables? 

66. Has a plan been documented to test the 
computer-based system? 
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67. 

68. 

69 

70 

71 .. 

72. 

74. 

75. 

76. 

If so, does it include the detailed 
specifications, descriptions, and 
procedures for all tests? 

Does it include test data reduction 
and evaluation criteria? 

Has a test analysis report been 
developed which documents the test 
analysis results and findings? 

If so, does it present the demonstrated 
capabilities and deficiencies of the 
computer-based system? 

Is the report used to prepare a state- 
ment of the system's readiness for 
implementation? 

Is all documentation periodically 
reviewed to insure that it is current 
and complete and adheres to established 
standards? 

Are copies of all documentation stored 
off the premises? 

If so, is the stored documentation 
periodically compared and updated 
with that being used? 

Is there written evidence of who 
performed the systems and programming 
work? 

Do documented procedures exist for 
controlling all system documentation? 

PROGRAM TESTING AND SYSTEM ACCEPTANCE 

77. Are all computer programs desk 
checked by the programmer and his/her 
supervisor before program assembly 
or compilation? 

78. Are all computer programs reviewed 
after assembly or compilation to 
insure that errors disclosed by these 
translator routines are corrected? 

QUESTIONNAIRE 5 

NO - YES - 
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GFtA - 16 
QUESTIONNAIRE 5 

NO - YES - 
7 9 .  

80 

81. 

82 .  

83 

84 

8 5 .  

8 6 .  

Is test data, as opposed to live data, 
used to test computer programs? 

Is each program, subsystem, and then the 
entire system, tested? 

Is test data treated just like live data, 
as opposed to having special codes entered 
in the test data to indicate it is not 
normal production data? 

Are sufficient volumes of test 
transactions entered which have a wide 
range of valid and invalid conditions? 

Is sufficient time allocated for 
thorough testing? 

Have sufficient staff members been 
allocated for testing purposes? 

Are there test cases which evaluate the 
following: 

--Mainline and end-of-job logic? - 
- --Each routine? 

--Each exception? - 
--Abnormal end-of-job conditions? - 
--Combinations of parameter cards 

and switch settings? 

--Unusual mixtures and sequences of data? - 
Does the test data include cases which test 
for the following types of valid conditions: 

--Codes? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 
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GRA - 16 NO - YES - 
==Missing data? 

--Extraneous data? 

--Amounts ? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonable checks? 

--Sign? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Check digit? 

--Crossfooting of quantitative 
data? 

--Control totals? 

87. Are programming aid software packages 
used to improve computer programs' 
efficiency and effectiveness? 

88. Are new programs run parallel to old 
ones to help assure their accuracy? 

89. Are all computer-based systems subjected 
to a system acceptance process? 

90. Does this system acceptance evaluate 
whether the entire system, both manual 
and automated processes, is performing 
in accordance with system specifications 
and processing standards? 

91. Is system acceptance performed by 
individuals independent of the analysis, 
design, and development of the system? 

92. ,Once system acceptance has been completed, 
is a written certification that the 
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93. 

94. 

95.  

96 

97. 

98. 

99. 

GRA - 16 

entire system performs in accordance with 
all functional and performance specifi- 
cations required before the system can 

Is system acceptance performed using test 
data similar to, but independent of, program 
testing data? 

be placed in operation? - 

- 
Are system acceptance transactions 
testied just like live transactions, as 
opposed to having special codes entered 
in the transaction to indicate that it 
is not normal production data? 

Are sufficient volumes of system 
acceptance transactions entered and 
processed which have a wide range of 
valid and invalid conditions? 

Is sufficient time allowed for 
system acceptance purposes? 

Have sufficient staff members been al- 
located for system acceptance purposes? - 
Are there system acceptance test trans- 
actions which evaluate the following: 

- --Mainline and end-of-job logic? 

--Each routine? - 
- --Each exception? 

--Abnormal end-of-job conditions? - 
--Combinations of parameter cards 

--Unusual mixtures and sequences of data? 
- and switch settings? 

- 
Does system acceptance data include cases 
which test for the following types of 
valid conditions: 

--Codes ? 

--Characters? 

--Fields? 
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GRA - 16 
--Combinations of fields? 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Sign? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Check digit? 

--Crossfooting of quantitative data? 

--Control totals? 

PROGRAM CHANGES 

100. Are computer programs revised only after 
written request by users and approval by 
user department management? 

101. Do these written requests describe 

YES - NO - 

- - the proposed changes and reasons for them? 

102. Do these requests include security/ 
privacy specifications? 

103. Is a change request form or other means 
of documentation used to originate 
program modifications? 

104. If so, are all change request forms 
- - sequentially numbered and accounted for? 
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105 0 

106. 

107. 

108. 

109. 

110. 

111. 

112. 

113. 

114. 

115. 

116. 

117. 

GRA - 16 
QUESTIONNAIRE 5 

NO - YES - 
Are program modifications thoroughly 
tested to make sure that the modification 
functions properly? - - 
Are program modifications subjected 
to system acceptance before being placed 
in operation? 

Is there a limit on the number of 
times programs can be changed? 

Are departments that initiate changes 
in master files or program instructions 
furnished with a notice or other documen- 
tation showing changes actually made? 

Do users make the final decision on 
whether the modification meets their 
needs? 

Is program documentation changed to 
reflect program modifications? 

Is system documentation changed to 
reflect program modifications? 

Is operations documentation changed 
to reflect program modifications? 

Is user documentation changed to 
reflect program modifications? 

Are procedures in place to determine 
if any other system is affected by 
the program modifications? 

Does the volume of regularly scheduled 
program modifications indicate a 
problem with programs, procedures, or 
the computer-based system? 

Do computer operations personnel have 
a list of individuals to notify if a 
computer-based system requires an 
emergency or immediate modification? 

Are individuals on the above list 
the only application programmers allowed 
in the computer room? 
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GRA - 16 
QUESTIONNAIRE 5 

NO - YES - 
118. 

119. 

120. 

121. 

122. 

123. 

124. 

125. 

126. 

127. 

128. 

IS access to other data files and 
programs denied to the programmer 
making an emergency modification? 

Is the programmer making the emergency 
modification denied access to the data 
files that the program was using when 
the problem occurred? 

Do computer operations personnel document 
the problems and give that documentation 
to the ADP department manager? - - 
Is the responsible user always notified 
that an emergency modification has 
been made? 

Is the system's project manager always 
notified that an emergency modification 
has been made? 

Are all emergency modifications made 
to both the source module and the 
executable load module? 

- - 

- - 

Does the programmer making the emergency 
modification complete a statement and 
leave it with the computer operator as 
to the problem encountered, and the fix 
made? 

Is the individual making the emergency 
modification required to perform suf- 
ficient testing to assure that the 
emergency modification will function 
properly? 

Are procedures established to insure 
that the emergency modification is 
immediately subjected to a system 
acceptance test? 

Are procedures established so that 
'the system-accepted emergency modifi- 
cation will be incorporated into the 
next production version of the system? 

Does the volume of emergency modifi- 
cations indicate a problem with programs, 
procedures, or the computer-based system? 

- - 

- - 
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GRA - 16 
QUESTIONNAIRE 5 

NO - YES - 
129. Are outdated source programs deleted 

from the production source program library? - - 
130. Are outdated load modules deleted 

from the executable load module 
library? 

131. Are job control statements relating to 
outdated programs discarded? - - 

132. Is documentation relating to outdated 
programs discarded? 

133. Is there a procedure to prevent 
suspended programs from being used 
by mistake? 

134. Is a special library used for source 
programs or executable load modules 
during the testing and system 
acceptance phases? 

135. Is an executable load module library 
used for production processing? 

136. Does the executable load module 
library keep track of the day, date, 
sequence, who made the change, and 
the change, etc.? 

unauthorized access? 
137. Are computer programs protected from 

138. Does the agency use automated methods 
(such a8 a program library system 
software package) to restrict access 
to c0mput.e r programs ? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple ''yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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DATA CENTER MANAGEMENT CONTROLS 

The accuracy and completeness of information processed 
by an agency's data processing function depends, in part, on 
the controls over the operations of the data center. The 
main areas of control include 

--input/output control and scheduling, 

--malfunction reporting and preventive maintenance, and 

=-user billing/chargeout procedures. 

The auditor should determine the adequacy of the controls 
over the center and the level of management exercised'. 

INPUT/OUTPUT CONTROL AND SCHEDULING 

1. 

2. 

3 .  

4 .  

5 .  

Has a formal control group been 
established within the data center? 

Have formal input/output control 
procedures been established? (If so, 
attach a copy.) 

Is the control group responsible for 
recording and controlling all production 
data processed by the data processing 
depart me n t ? 

Does the control group keep logs of all 
computer-based systems? 

Do these logs include the following: 

--Name of application? 

--Record counts and predetermined 
control totals of input 
transactions? 

--Run-to-run totals? 

--Record counts and predetermined 
control totals of error trans- 
actions? 

--Record counts and predetermined 
control totals of updated 
master files? 
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6 .  

7. 

8 .  

9 .  

10. 

11. 

12. 

13. 

14. 

15. 

16. 

17 rn 

18. 

GRA - 17 
--Record counts and predetermined 
control totals of output trans- 
actions? 

Are all totals balanced during and 
after the application processing? 

Are all errors disclosed during processing 
controlled by the control group to insure 

Does a supervisor initial each l o g  to 

that they are corrected promptly? - - 

indicate that a review has been performed? - - 
Does the control group require an 
authorization document or a transmittal 
sheet to accompany all input transactions? - - 
Does the group visually scan all output 
reports for general accuracy and 
completeness? 

Does the group distribute output reports 
according to a formal schedule? 

Is the group responsible for scheduling 
production runs and other workloads? 

Is it responsible for rescheduling of 
aborted or erroneous processing? 

Have formal scheduling procedures been 
established? (If so, attach a copy.) 

Is a priority scheme used for 
schedu 1 i ng work? 

Is there a schedule of all computer- 
based systems which includes: 

--A brief description of the function 
- - of each? 

--The date of approval? - - 

- - --The identification number? 

Is the mix of jobs aimed at getting 
the proper performance out of the data 
center's resources? 

If an R J E  is used, has a control group 
been established to govern its operation? - - 
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QUESTIONNAIRE 6 

19. Does the computer system schedule the 
work submitted through the RJE? 

20. Is the group responsible for all 
negotiable instruments? 

21. Have formal procedures been established 
governing the requisition and accounting 
for all blank stock of negotiable instru- 
menta? (If so, attach a copy.) - - 

22. Is the receipt of negotiable instruments 
inventoried by two people at the time of 
delivery? - - 

23. Are negotiable instruments, damaged or 
voided during processing, destroyed in 
the presence of two or more people? 

24. When negotiable instruments are being 
processed by the computer, are two or 
more people present? 

25. Are all negotiable instruments 
periodically inventoried by the control 
group? - - 

MALFUNCTION REPORTING AND PREVENTIVE MAINTENANCE 

26. Has a formal malfunction reporting 
procedure been established for the 
data processing department? (If so, 
attach a copy.) 

27. Are computer operators required to 
keep logs of all computer processing 
actions? 

28. Do these logs record: 

=-Startup? 

=-Errors? 

--Reruns? 

--Recoveries? 

--Shutdowns? 

--Shift changes? 
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NO - YES - 

29. 

30. 

31. 

32. 

3 3 .  

34. 

35. 

36. 

37. 

GRA - 17 

--Maintenance? 

--Other? 

Are all processes and operator 
decisions recorded on the operations 
log? 

Does a supervisor initial each log 
to indicate that a review has been 
per formed? 

Does the computer system automatically 
produce a log of all system operations? 

Does the console log list: 

--Date? 

--Job name and/or number? 

--Program name and/or number? 

--Start/stop times? 

--Files used? 

--Record counts? 

--Halts (programmed and 
unscheduled)? 

If the system does not have a console 
typewriter, does some other method 
afford adequate control and record the 
activities performed by both the 
computer and operator? 

Is all computer time accounted for  
from the time the computer is turned on, 
until it is shut down? 

Are disposition notes entered on 
the console log showing corrective 
actions taken when unscheduled 
program halts occur? 

Are job reruns recorded on the 
console log? 

Is the reason for each rerun recorded? 
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38 

39. 

40 

41 

42. 

43. 

44. 

GRA - 17 

Are log pages sequentially numbered? 

Is the log reviewed and signed at the 
end of each shift by a supervisor and 
filed as a permanent record? 

Are logs independently examined to detect 
operator problems and unauthorized 
intervention? 

Have formal preventive maintenance 
procedure8 been established for the data 
processing department? (If so, attach a 
copy. 1 

Is there documented evidence of the 
type and time of maintenance performed? 

Is a schedule for machine maintenance 
published and followed? 

Is sensitive data removed from all on- 
line storage devices before equipment is 
turned over to maintenance personnel? 

USER BILLING/CHARGEOUT PROCEDURES 

45. 

46 

47. 

4%. 

49. 

50. 

51. 

Are there documented procedures for 
user billing/chargeout? 

Are there user/data processing 
department billing/chargeout agree- 
ments? (If so, attach copies.) 

Are the user billing/chargeout 
procedures effectively tied into a 
job accounting system for the data 
processing department's resources? 

Are the user billing/chargeout 
procedures based on the number of 
transactions processed? 

Are they based on an artificial 
"computer accounting unit"? 

Are there adequate procedures for 
determining the share of overhead 
costs for billing users? 

Are additions to the equipment, software, 
etc.,, justified on the basis of resource 
utilization and user needs? 
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GRA - 17 

52. Are there adequate procedures for 
determining why costs are not charged 
to users? 

53. Is there an equitable procedure for 
charging reruns of production jobs so 
that user errors are charged to users 
and data processing department errors 
are not charged to users? 

54. Are present data processing department 
costs in line with budgeted costs? 

55. Is ,the method of charging the data 
processing department's costs equitable? 

56. Is the method of charging the data 
processing department's costs in the 
interest of minimizing the use of 
agency resources? 

QUESTIONNAIRE 6 

NO - YES - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple ''yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 7 

DATA CENTER PROTECTION CONTROLS 

Computer resources and data should be protected against 
unauthorized access to reduce erroneous or fraudulent activi- 
ties. Formal documented procedures should be established 
describing actions to be taken in the event of fire or other 
natural disasters. 

The auditor should evaluate protection controls over 
the data center and the adequacy of emergency procedures and 
backup arrangements. 

SECURITY AND ACCESS 

1. Has overall agencywide responsibility 
for conducting periodic risk analyses 
been formally assigned? (If so, to whom?) 

vulnerability related to the potential 
for the following: 

2. Does the risk analysis measure 

--Fraud or theft? 

--Inadvertent error or improper 
disclosure of information? 

--Financial loss? 

--Harm to individuals or infringe- 
ment on privacy rights? 

--Loss of proprietary data and 
harm to agency activities? 

3. Has a specific timetable for conducting 
risk analyses been established? 

4. Is the interval between risk analyses 
commensurate with the sensitivity of 
the information processed? 

5. Is the interval between risk analyses 
at most every 5 years? 

6. Do agency procedures require that a 
risk analysis be performed before the 
approval of design specifications for 
computer installations? 
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7 .  

0 .  

9. 

10. 

11. 

12 

13. 

14. 

15. 

16. 

17. 

Do agency procedures require that a 
risk analysis be performed whenever there 
is a "significant change" to the physical 
facility, hardware, or operating system 
software? 

Has the agency defined "significant 
change 'I ? 

Is the definition of "significant 
change" commensurate with the sensitivity 
of the information processed by the 
installation? 

Are requirements established for 
conducting risk analyses for Government- 
owned contractor-operated facilities 
as well as Government operated facilities? 

Do agency plans provide for assessing 
risks related to computer services pro- 
vided by other agencies and those provided 
through commercial services? 

Has overall agencywide responsibility 
for computer security been formally 
assigned? (If so, to whom?) 

Has the agency assigned responsibility 
for computer security at each head- 
quarters and field organization? 

Do the individuals assigned responsibility 
for computer security have both computer 
and security experience? 

Are all employees required to sign an 
agreement regarding their role and 
responsibility in the department and 
the ownership and use of data processing 
equipment and information within the 
data center? 

Have personnel security policies for 
screening employees been established 
and implemented? 

Do these policies provide for levels 
of screening commensurate with the 
sensitivity of the position or function? 
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NO - YES 

18. Have screening requirements for contractor/ 
service personnel been established and 
implemented? - - 

19. Are the personnel policies consistent with 
- - FPM letter 732-73 

20. When an employee is terminated, are the 
following precautions taken immediately: 

--The employee is denied access to 
the data processing department? 

--The employee is denied access 
to any data, program listings, 
etc.? 

--All other employees are informed 
of the employee's termination? 

21. Is there a procedure to be followed if 
an employee becomes a suspected security 
risk? 

22. Is access to the computer area limited 
to only authorized personnel? 

23. Do combination locks, security badges, 
or other means restrict access to the 
computer room? 

24. Are combinations on locks or similar 
devices periodically changed? 

25. Are account codes, authorization codes, 
passwords, etc. controlled to prevent 
unauthorized use? 

26. Are restricted entrances and emergency 
exits equipped with tamperproof 
automatic alarm systems that signal 
when doors are opened? 

27. Are exterior walls, tape library walls, 
storage room walls, etc., of solid 
construction from floor to ceiling? 

28. Are data processing personnel trained 
to challenge improperly identified 
vi si tors? 
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NO 
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- YES - 
29 

3 0 .  

31 e 

32. 

33. 

3 4 .  

35. 

36. 

37. 

38 .  

39. 

40.  

Are data processing personnel counseled 
to report all cases of security intrusions 
(either intentional or inadvertent) of which 
they become aware? 

Is access to the computer area by 
custodial, electrical, and other in-house 
maintenance personnel controlled? 

Must vendor and support personnel provide 
positive identification before they can 
be admitted to the computer area? 

Must data processing personnel be 
present when service personnel are in 
the area? 

Are at least two individuals always 
present in the computer room at all times? 

Is there a method or procedure to re- 
strict access to source documents and 
blank input forms to authorized employees 
only? 

Are all critical forms (i.e.f negotiable 
instruments, identification cards, etc.) 
stored in a secure location and are 
they accounted for periodically? 

Are source documents, blank input forms, 
and other critical forms prenumbered 
for accountability? 

Are procedures in place to limit access to 
critical forms during their intermediate 
storage and transportation s u c h  as dual 
custody and mail and message carrier 
controls? 

Is there a procedure for joint 
authorization releases from the storage 
area? 

Is the receipt of critical forms 
inventoried by two people at the time 
of delivery? 

Have controls been established over the 
issuance of critical forms for jobs 
being scheduled for processing? 
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41. When critical forms are processed by 
the computer, are two or more people 
always present? 

42. Are copies of critical outputs that need 
to be destroyed kept in a secure location 
until they can be destroyed? 

43. When critical outputs are destroyed, are 
at least two people present? 

FILES 

QUESTIONNAIRE 7 

NO - YES - 

44. Is the responsibility for issuing and 
storing magnetic tapes, disk packs, 
or other data storage media assigned 
to a librarian? 

45. Is this duty the librarian's chief 
responsibility? 

46. Are library procedures documented? 

47. Is access to the library always 
limited to the responsible librarian(s)? 

48. Is there a librarian on duty at all 
times when the data center is being used? 

49. Does the agency use automated methods 
(such as a file management system software 
package) to restrict access to computerized 
files? - - 

50. Are sensitive files (such as security 
classification or privacy act restrictions) 
properly identified as such, and appro- 
priately secured? 

51. Are all data files logged in and out to 

- - 

prevent release to unauthorized personnel? - - 
52. Are all files expeditiously returned to 

the library after use? - - 
53. Are tape and disk inventory records 

kept? 

54. Are tape and disk status records kept? - - 
55. Have external labeling procedures 

been documented? 
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56. Are external labels affixed to active 
tapes and/or disks? 

57.  Do labels tie in with inventory records? 

58 .  Are work or scratch tapes or disk packs 
kept in a separate area of the library? 

DISASTER RECOVERY 

59. 

60. 

61.  

62. 

63 

64.  

65. 

66 .  

67.  

68 .  

Have emergency procedures been documented? 

Do they include steps to take in the 
event of a natural disaster by fire, water 
damage, etc., and intentional damage by 
sabotage, mob action, bomb threats, etc.? 

Are employees familar with the emergency 
procedures? 

Is the computer center separated from 
adjacent areas by fire resistant partitions, 
walls, etc.? 

Have noncombustible flooring, ceilings, 
and/or draperies been used in the data 
center? 

Are any activities conducted adjacent to 
the center that might endanger it by 
flood, fire, or explosion? 

Is smoking prohibited in the center? 

Are center personnel trained periodically 
in fire-fighting techniques and assigned 
individual responsibilities in case of 
a fire? 

Are emergency procedures for handling 
minor and major fires prominently posted 
throughout the data center? 

Are heat and smoke detectors installed 
in the following areas: 

--In the ceiling? 

--Under raised floors? 

--In the air return ducts? 
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69. Do these devices alert the local fire 
department as well as internal personnel? 

Are portable fire extinguishers located 
in strategic and accessible areas? 

70. 

71. Are they vividly marked? 

72. Are they periodically tested? 

73. Are emergency exits and evacuation 
routes clearly labeled? 

74. Are battery-powered emergency lights 
placed in strategic locations to assist 
in evacuation should power be inter- 
rup ted ? 

75. Is the computer center protected by an 
automatic fire suppressing system? 

76. Are emergency switches for cutting off 
power easily accessible at the exits 
of the center? 

77. Does emergency power shutdown include the 
air-conditioning system? 

78. Is the center equipped with temperature 
and humidity gauges which automatically 
activate signals if either goes outside 
the normal range? 

79. Is the center air-conditioned by a 
separate system? 

80. Is the air-conditioning system suffi- 
ciently protected from unauthorized 
access? 

81. Is the air-conditioning system (duct 
linings, filters, etc.) made from 
noncombustible materials? 

82. Are air intakes protected against 
introduction of noxious substances? 

83. Is backup air-conditioning available? 

84. Is the source of electric power 
sufficiently reliable to assure continued 
operations? 
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NO 
GRA - 18 QUESTIONNAIRE 7 

- YES - 

85 

86. 

07. 

88. 

89. 

90. 

91. 

92. 

93. 

94. 

95. 

96. 

97. 

98. 

Is the source of electric power suffi- 
ciently protected from unauthorized access? 

Is an alternate power source available? 

- - 
- - 

Is the computer center backed up by an 
uninterruptible power source system? 

Are there provisions for retaining 
and/or copying master files and a 
practical means of reconstructing a 
damaged or destroyed file? 

Are sufficient generations of files 
maintained to facilitate reconstruction 
of records ( grandfather-father-son 
routine 1 7 

Is at least one file generation kept at 
a location other than the file storage 
area? 

Are copies of critical files stored at 
a remote location and restricted from 
unauthorized access? 

Are duplicate application programs kept 
at a remote location and restricted 
from unauthorized access? 

Are duplicate system software programs 
kept at a remote location and restricted 
from unauthorized access? 

Are duplicate copies of critical docu- 
mentation kept at a remote location 
and restricted from unauthorized access? 

- - 

- - 
Is there backup computer capacity 
within the computer center? 

Is this backup capacity in the same 
building but in a different computer 
center? 

Is there backup capacity at an offsite 
location? 

Have critical locations been provided 
with the following backup devices: 

--Terminals? 
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99. 

100 

101. 

102 0 

--Modems? 

--Communication lines? 

Have these backup arrangements been 
documented? 

Have they been formally agreed to by 
all parties concerned? 

Has a priority scheme been established 
in the event that backup arrangements 
must be used? 

Are backup procedures periodically 
tested at the backup data center? 

QUESTIONNAIRE 7 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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SYSTEM SOFTWARE CONTROLS 

Many control operations previously performed manually have 
been automated in "system software," which is defined as any pro- 
gram or system that helps interconnect and/or control the elements 
of input, output, processing, data, and application programs. 
System software normally falls into one of the following cate- 
gories: (1) operating systems, (2) system utilities, ( 3 )  program 
library systems, (4) file maintenance systems, ( 5 )  security soft- 
ware, (6) data communications systems, and (7) data base manage- 
ment systems. 

The auditor should determine 

--types and uses of system software, 

--reliance on system software to perform critical control 
or critical processes, 

--who has access to interworkings of system software, and 

--how well the changes to system software are being 
controlled. 

OPERATING SYSTEMS 

1. 

2 .  

3 .  

4. 

5 .  

Is an operating system used to control the 
inner workings of the computer hardware? 
(If "no," skip to question 17.) 

Has the vendor or developer provided a 
complete, documented description of the 
operating system's design and operation? 

Does the operating system prohibit one 
application program from accessing memory 
or data of another application program 
that is processing simultaneously? 

Is the operating system ''read protected"? 
(This prohibits an application program 
from accessing operating system instruc- 
tions, password tables, and/or other 
authorization algorithms.) 

Does the operating system prohibit 
operators from entering data or changing 
memory values at the computer console? 

YES - NO - 
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6 .  

7. 

8 .  

9. 

10. 

11. 

12 e 

13. 

14. 

15. 

16. 

Is the use of privileged instruction of 
the operating system strictly controlled? 

Does the operating system control all 
input/output functions o€ data files? 

Are operating system instructions, 
password tables, and/or other authorization 
algorithms protected from unauthorized 
access when the computer system fails? 

Has the integrity of the operating system 
been tested after initial installation? 

Does the operating system prohibit appli- 
cation programs from overriding or bypassing 
errors which are detected during processing? 

Must all application programs or other 
system software be run only when the 
operating system is operational? 

Is an audit trail of all operating system 
actions maintained either on the automatic 
console log or the computer system's job 
accounting data? 

Is each use of the computer system's 
"load" button recorded? 

Is the button physically protected? 

Is the computer system's internal clock 
adequately protected from unauthorized 
access? 

Does the operating system adequately 
and accurately schedule all jobs run on 
the computer system? 

SYSTEM UTILITIES 

17. Are utility programs used to perform 
frequently repeated functions? 
(If "no," skip to question 2 5 . )  

18. Has the vendor or developer of the 
system utilities provided a complete, 
documented description of their design 
and operation? 

YES - NO - 
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19. Must the operating system be operational 
when-utility programs are used? 

20. Is there a complete directory of all 
available utilities? 

21. Is access to system utility documentation 

22. Is a supervisory authorization required 
before installation and use of new 
versions of utility programs? 

denied to computer operators? 

23. Can controls that detect processing errors 
in system utilities be overridden or 
bypas sed? 

24. Can system utilities be used to override 
or bypass controls within other system 
software or application programs? 

PROGRAM LIBRARY SYSTEMS 

25 

26. 

27. 

20. 

29 

Is a program library system used to control 
application programs? 
(If no, skip to question 35.) 

Has the vendor or developer of the program 
library system provided a complete, docu- 
mented description OP the system's design 
and operation? 

Does the program library system: 

--Restrict access to application 
programs 3 

--Control movement of programs 
from test to production modes? 

--Control movement of programs 
from source code to object code? 

--Control changes to application 
programs? 

Are program library system functions adequately 
supported by proper manual procedures? 

Are control functions performed by the 
program library system protected so they 

- 

cannot be bypassed? 
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30 

31. 

32 

33. 

34. 

Does the program library system provide an 
audit trail of all changes made to appli- 
cation programs? - - 
Does the program library system prevent the 
existence of more than one version of a 
source code program? 

Does the program library system prevent the 
existence of more than one version of an 
object code program? 

- - 

- - 
Are obsolete programs removed regularly 
from the : 

--Source code library? 

--Object code library? 

Are computer operators denied access to 
all libraries maintained by the program 
library system? 

FILE MAINTENANCE SYSTEMS 

35. Is a file maintenance system used to 
control all tape and disk data sets? 
(If no, skip to question 43.) 

36. Has the vendor or developer of the file 
maintenance system provided a complete 
documented description of its design 
and operation? 

37. Does the file maintenance system: 

--Restrict access to automated 
data files? 

--Control the establishment, use 
and retention of automated data 
files? 

38. Are file maintenance system functions 
adequately supported by proper manual 
procedures? 

39. Are control functions performed by the 
file maintenance system protected so that 
they cannot be overridden or bypassed? 
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40. Does the file maintenance system provide 
an audit trail of all uses and accesses 
of all automated data files? 

41. Does the file maintenance system prohibit 
more than one data file from having the 
same volume serial number? 

42. Have external labels been removed from 
all tape data files since the file 
maintenance system became operational? 

SECURITY SOFTWARE 

43. 

44. 

45. 

46 

47. 

48 

Is separate security software used to 
provide additional control over the 
agency's computer resources? 
(If no, skip to question 53.) 

Has the vendor or developer of the 
security software provided a complete 
documented, description of its design 
and operation? 

Is the security software used to control 
access to: 

--Terminals? 

--Remote job entry stations? 

--Individual automated data files? 

--Individual application programs? 

--Other system software? 

Are security software functions 
adequately supported by proper manual 
procedures? 

Can the control functions performed by 
security software be overridden or 
bypas sed? 

Does the security software provide an 
audit trail of: 

--All authorized uses of computer 
resources under control? 

--All unauthorized attempted access? 
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5 0 .  

51. 

5 2  

Does security software control access 
to data separately from access to other 
computer resources? 

IS security software transparent to 
the following: 

--All application programs? 

--All other system software? 

Is there a list of all individuals 
detailing what computer resources they 
have access to? 

Do supervisors review it periodically? 

DATA COMMUNICATIONS SYSTEMS 

53. Is a data communications system used to 
provide the interface between terminals 
and the computer-based system? 
(If no, skip to question- 78. ) 

54. Has the vendor or developer of the data 
communications system provided a complete, e 
documented description of its design and 
operation? 

55. Does the data communications system: 

--Control access to and use of 
terminals? 

--Poll and receive messages from 
computer terminals or other 
computers? 

NO - YES - 

--Address and send messages back to 
computer terminals or other 
computers? - - 

--Edit and format input and output 
- - messages? 

- - --Handle error situations? 

--Reroute traffic when terminals or 
- - lines are inoperative? 

--Perform on-line formatting on visual 
- - display terminals? 
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I 

56 

57. 

50 

59. 

60 

61 

62 

63 

64. 

65 

66 

Are data communications system functions 
adequately supported by proper manual 
procedures? 

Are functions of the data communications 
system protected so that they cannot be 
overridden or bypassed? 

Is a built-in hardware identification 
code checked by the data communications 
system to insure that no unauthorized 
te'rminals are being used? 

Does the data communications system use 
a table of authorized terminal addresses 
to allow polling with the communications 
network? 

Are user authorization codes or pass- 
words required by the data communications 
system to: 

- --Access the computer system? 

--Access application programs? 

--Access other system software? 
- 
- 
- --Enter transactions? 

Are different authorization codes required 
to enter different transactions? 

Does the authorization code identify 
the individual using the terminal? 

Are user authorization codes controlled 
to restrict unauthorized use? 

Are user authorization codes periodically 
changed? 

Is a nonprinting/nondisplaying or oblit- 
eration facility used when keying in and 
acknowledging user authorization codes? 

Is a terminal identification check 
performed by the data communications 
system so that various transaction 
types can be limited to authorized 
data entry stations? 

- 

- 

- 

VI-82  



QUESTIONNAIRE 8 GRA - 19 

67. If a security matrix or table is used 
to control access to the application 
system, is it properly protected to 
prevent unauthorized access? 

68. Is a message header used by the data 
communications system to identify: 

QUESTIONNAIRE 8 

NO - YES - 

--Source of the message, including 
proper terminal and user authori- 
zation code? - - 

--Message sequence number, including 
the total number of message segments? - - 

- - --Transaction 'type code? 

--Transaction authorization code? - - 
69. Is this message header validated by the data 

communications system for: 

--Proper sequence number from the 
identified terminal? 

--Proper transaction code and/or 
user authorization code for the 
terminal or user? 

--Number of message segments received 
equal to the count indicated in the 
message header ? - - 

--Proper acknowledgment from the 
- - terminal at the end of a transmission? 

--Balancing of debit/credit totals 
derived from adding all message 
segments and comparing with cor- 
responding totals in the message 
header? 

70. Does the data communications system use 
an end-of-transmission trailer which 
includes: 

--Message and segment counts? 

--Value totals, including debits 
and credits? 

--An ending symbol? 
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71. 

72. 

73. 

74. 

75. 

76. 

77 .  

Are trailer counts and totals reconciled 
with header counts and totals by the 
data communications system? 

Does the data communications system: 

--Send acknowledgments to the terminal 
indicating receipt of messages? - 

--Periodically test line and 
terminal operating status with 
standardized test messages and 
responses? 

Does the data communications system use 
buffering to queue messages when a device, 
such as a terminal, is busy? 

Is a transaction log of sequence-numbered 
and/or time-of-day-noted transactions 
maintained by the data communications 
system? 

Does the transaction log record the: 

--Orginating terminal? 

--User authorization code? 

--Message identification? 

--Transaction type code? 

--Time of day that the transaction 
was logged? 

--Transaction data? 

Is the transaction log used to: 

--Provide part of the audit trail? 

--Account for all error messages? 

--Record, with control totals, all 
retrievals made by a particular 
terminal? 

Are a l l  messages awaiting transmission 
logged by the data communications system 
before being put into the transmission 
queue, and then purged after transmission? 
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DATA BASE MANAGEMENT SYSTEMS 

QUESTIONNAIRE 8 

NO - YES - 

78. 

79. 

8 0 .  

81. 

82. 

a3. 

84 

85 

86 

87. 

Is a data base management system used 
to control and maintain the agency's 
data base? (If "no," skip to question 93.) - 
Has the vendor or developer of the data 
base management system provided a 
complete documented description of its 
design and operation? 

Does the data base management system: 

--Provide security over data base 
accesses? 

--Control the addition, modification, 
and deletion of data? - 

--Provide the interface between 
individual application programs 
and specific data items in the 
data bas e? 

Are data base management system functions 
adequately supported by proper manual 
procedures? - 
Are functions of the data base management 
system protected so that they cannot be 
overridden or bypassed? 

Is the use of restricted instructions 
logged and checked periodically? 

Does the data base management system 
use authorization codes or passwords 
to control access to data items? 

Does the data base management system 
record unsuccessful attempts to access 
the data base? 

Does the data base management system 
record which application programs have 
accessed each data item within the 
data base? 

Does this log indicate whether the 
application program: 

--Read a data item? 
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88. 

89 

90. 

91. 

92 

--Updated a data item? 

--Created a new data itern? 

--Deleted a data item? 

Are all errors discovered by the data 
base management system logged for followup? 

Are failures in the data base management 
system documented for supervisory review? 

Can the data base management system fairly 
and reliably identify and charge individual 
users of the data base for their actual 
usage? 

Has a data dictionary been developed and 
maintained documenting the following: 

--Attributes of each data item? 

--Security over each data item? 

Does the data dictionary document the 
following for each data item: 

--Its name? 

--Any synonyms? 

--Its source? 

--Frequency of change? 

--Person responsible for its accuracy? 

--Person responsible for updating it? 

--Person responsible for deleting it? 

--People eligible to read it? 

--Any special authorizations required 
to update, read, or delete it? 

--Its relationship with all other 
data items? 

--Tests for correctness to be 
applied? 

QUESTIONNAIRE 8 
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--Application programs which 
can update, read, or delete it? 

--Which output reports it appears 
on and the application programs 
that produce those reports? 

--Its data format? 

--Its position in the logical 
data structure(s)? 

SYSTEM PROGRAMMERS 

93. 

94. 

95 .  

96. 

97.  

90. 

99. 

Has the responsibility for controlling 
and maintaining system software (system 
programming) been separated from 
application programming? 

Do system programmer responsibilities 
include: 

--Maintaining all system software? 

--Advising on selection of new 
system software? 

--Writing internal or specialized 
system software? 

--Modifying vendor-supplied 
system software? 

Do system programmers possess high 
level technical skills needed to 
adequately perform their functions? 

Are application programmers prohibited 
from performing system programmer 
functions? 

Are system programmers adequately 
supervised? 

Do supervisors have sufficient technical 
skills to adequately monitor system 
programmer actions? 

Are periodic security background 
investigations performed on system 
programmers? 

QUESTIONNAIRE 8 
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NO - YES - 
100. Are system programmers prohibited 

from operating the computer system? 

DATA BASE ADMINISTRATOR 

101 I 

102 0 

103 

104. 

105. 

With the advent of the data base 
management system, has a data base 
administrator position been established? 

Do data base administrator respon- 
sibilities include: 

--Designing a logical structure for 
the data base and deciding on a 
physical data storage strategy? 

--Advising on selection of the 
data base management system? 

--Developing the data dictionary? 

--Selecting data search strategies? 

--Directing conversion of appli- 
cation system data files to 
the data base? 

--Establishing security, privacy, 
and accuracy controls? 

--Organizing archival data storage? 

--Resolving errors of data base 
management system failures? 

--Evaluating performance of the data 

--Reorganizing the data base when 

base management system? 

necessary? 

Does the data base administrator possess 
high-level technical skills needed to 
adequately perform the function? 

Is the administrator authorized to 
resolve conflicting requirements from 
different user departments? 

Does the administrator insure that user 
requirements are met? 
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NO - YES - 

106 

107 

108 

109. 

110. 

111 # 

112. 

113. 

Does the administrator insure that 
agency requirements are met? 

Does the administrator advise agency 
officials on organizational structure 
changes that are necessary because of 
the data base? 

Does the administrator make sure that 
adequate testing is performed before 
changes to the data base management 
system are implemented? 

Are controls established to determine 
when it is necessary to reorganize 
either the physical or logical structure 
within the data base in order to maintain 
an acceptable level of performance? 

After the data base is reorganized, does 
the data base administrator ascertain that 
control totals for the reorganized 
data base are reconciled with control 

- - 

totals existing before the reorganization? - - 
Does the administrator make sure that 
it is technically impossible to access the 
data base without using the data base 
management system? 

Is separation of duties clearly defined 
between the data base administrator and 
the following: 

- - 

--System programmers? 

--Application programmers? 

--System analysts? 

--Others? 

Is the data base administrator 
function properly documented? 

SYSTEM SOFTWARE CHANGES 

114. Have formal documented system software 
change procedures been established? 
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115 

116 

117. 

118. 

119. 

120 

121. 

122 

123. 

124. 

125. 

126 

Are change request forms or other 
documentation used to originate system 
software modifications? 

If so, are all change request forms 
sequentially numbered and accounted for? 

Are system software modifications 
thoroughly tested to make sure that 
modifications function properly? 

Are system software modifications 
subjected to a system acceptance 
before being placed in operation? 

QUESTIONNAIRE 8 

NO - YES - 

Is all relevant documentation changed 
to reflect system software modifications? - - 
Does the volume of regularly scheduled 
system software modifications indicate 
a problem with the software, procedures, 
or application? 

Do computer operations personnel have 
a list of system programmers to notify 
if system software requires an emergency 
or immediate modification? 

Are individuals on the above list the 
only system programmers allowed in the 
computer room? 

Is access to data files and application 
programs denied to the system program- 
mer making a system software modification? 

- - 

- - 

- - 
Is the system programmer, when making 
an emergency modification, denied 
access to data files and application 
programs that were operating when the 
problem occurred? 

Does the system programmer making an 
emergency system software modification 
complete a statement and leave it with 
the computer operator as to the problem 
encountered and fix made? 

Are procedures established to ensure that 
emergency system software modifications 
are immediately subjected to a system 
acceptance? 
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QUESTIONNAIRE 8 QUESTIONNAIRE 8 

NO 
GRA - 19 

- YES - 
127. Are procedures established so that the 

accepted emergency modification will 
be incorporated into the next operational 
version of system software? - - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a 'simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 9 
GRA - 20 QUESTIONNAIRE 9 

HARDWARE CONTROLS 

Even though  most computer equ ipmen t  h a s  a h i g h  degree of 
r e l i a b i l i t y ,  m a l f u n c t i o n s  c a n  s t i l l  o c c u r  which  a f f e c t  t h e  
a c c u r a c y  and  r e l i a b i l i t y  o f  computer  data .  T h e r e f o r e ,  c o n t r o l s  
need  t o  b e  e s t a b l i s h e d  w i t h i n  t h e  ha rdware  wh ich  c a n  d e t e c t  
equipment  errors. T h i s  i s  i m p o r t a n t  because improved pe r fo rmance  
arid fas ter  speed o f  new compute r s  h a v e  r e c e n t l y  been  achieved 
by e l i m i n a t i n g  some p r e v i o u s l y  used  ha rdware  c o n t r o l s .  

ex is t  and i f  n o t ,  d e t e r m i n e  i f  a l t e r n a t e  c o n t r o l s  h a v e  b e e n  
e s t ab l i shed .  

The  a u d i t o r  s h o u l d  d e t e r m i n e  t h a t  proper ha rdware  c o n t r o l s  

CENTRAL PROCESSING U N I T  

1. 

2.  

3 .  

4 .  

5 .  

Are b u i l t - i n  p a r i t y  b i t s  used  by t h e  CPU 
t o  i n s u r e  t h a t  a l l  da ta  e l e m e n t s  trahs- 
m i t t e d  t h r o u g h  t h e  i n t e r n a l  c i r c u i t r y  are  

Is r e d u n d a n t  character c h e c k i n g  used  by  
t h e  CPU t o  i n s u r e  t h e  c o r r e c t n e s s  of 
d a t a  p r o c e s s i n g ?  

t r a n s m i t t e d  c o r r e c t l y ?  - - 

A r e  v a l i d i t y  checks used  by  t h e  CPU t o  
i n s u r e  t h a t  o n l y  v a l i d  o p e r a t i o n  codes 
a r e  used?  

Does t h e  CPU perform v a l i d i t y  checks 
o n  t h e  numbers used t o  access memory t o  
i n s u r e  t h a t  o n l y  v a l i d  numbers are  used?  

Does t h e  CPU h a v e  automatic i n t e r l o c k  
c o n t r o l s  t o  p r e v e n t  t h e  equipment  from 
p e r f o r m i n g  c e r t a i n  o p e r a t i o n s  a t  t h e  
wrong t i m e ?  

CARD READER 

6. A r e  d u a l  read c o n t r o l s  ( r e a d i n g  and  
compar ing  a t  t w o  separate read s t a t i o n s )  
u sed  t o  detect  errors i n  r e a d i n g  cards? 

7. A r e  hole c o u n t  c o n t r o l s  ( c o u n t i n g  
punched holes and  compar ing  c o u n t s  
a t  t w o  separate  read s t a t i o n s )  u sed  t o  
detect errors i n  r e a d i n g  cards?  

8. A r e  v a l i d i t y  checks u s e d  t o  compare card 
punches  read a g a i n s t  v a l i d  combina t ions?  
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QUESTIONNAIRE 9 

GRA - 20 

CARD PUNCH 

9. A r e  read compare c o n t r o l s  u sed  t o  
compare c a r d  c o n t e n t s  w i t h  d a t a  
which was t o  b e  punched? 

1 0 ,  A r e  h o l e  c o u n t  c o n t r o l s  u sed  t o  
compare h o l e  c o u n t s  of t h e  c a r d  
which  was punched w i t h  t h e  h o l e  
c o u n t  which was t o  b e  punched? 

11. Are e c h o  c h e c k  controls used  t o  
v e r i f y  t h a t  punch d i e s  were a c t i v a t e d  
t o  punch t h e  r e q u i r e d  h o l e s ?  

PRINTER 

1 2 ,  A r e  e c h o  c h e c k  c o n t r o l s  u s e d  j u s t  b e f o r e  
p r i n t i n g  t o  v e r i f y  t h a t  t h e  proper 
p r i n t  p o s i t i o n  w i l l  b e  a c t i v a t e d ?  

13, Are v a l i d i t y  c h e c k  c o n t r o l s  u sed  
t o  v e r i f y  t h e  s i g n a l s  t r a n s m i t t e d  t o  
t h e  p r i n t e r  a g a i n s t  t h e  s e t  o f  v a l i d  
s i g n a l s ?  

14. Are p r i n t  s y n c h r o n i z a t i o n  c o n t r o l s  used 
t o  c h e c k  t i m i n g  o f  t h e  p r i n t e r  t o  
d e t e r m i n e  t h a t  p r i n t  hammers o f  impact 
p r i n t e r s  are a c t i v a t e d  a t  t h e  moment when 
appropriate c h a r a c t e r s  a r e  i n  t h e  
correct p o s i t i o n ?  

MAGNETIC TAPE DRIVE 

15. A r e  p a r i t y  c h e c k s  ( b o t h  i n d i v i d u a l  and  
b l o c k s  o f  c h a r a c t e r s )  made t o  i n s u r e  
t h a t  a l l  da ta  e l e m e n t s  on  m a g n e t i c  tape 
are  t r a n s m i t t e d  c o r r e c t l y ?  

r e a d  a f t e r  wr i te  c o m p a r i s o n s  t o  i n s u r e  
t h a t  d a t a  was recorded c o r r e c t l y ?  

16.  Does t h e  m a g n e t i c  tape d r i v e  p e r f o r m  

17. A r e  tape t r a i l e r  l a b e l  t o t a l s  u s e d  by 
t h e  computer  t o  v e r i f y  t h e  number o f  
c h a r a c t e r s ,  r e c o r d s ,  a n d / o r  b l o c k s  read 
w i t h  t o t a l s  m a i n t a i n e d  on  t h e  l a b e l ?  

18 .  A r e  read errors h a n d l e d  by  b a c k s p a c i n g  
t h e  tape o n e  record o r  b l o c k  and  
r e p e a t i n g  t h e  o p e r a t i o n ?  

QUESTIONNAIRE 9 

NO - YES - 
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QUESTIONNAIRE 9 QUESTIONNAIRE 9 

GRA - 20 - 
No e YES - 

19. If backspacing does not successfully 
read the record or block after repeated 
attempts, does the computer discontinue 
processing? - - 

20. Are programmers prevented from bypassing 
- - unprocessable records or blocks? 

21. If processing is allowed to continue, 
have alternate manual controls been 
established to control bypassed records 
or blocks? 

DIRECT ACCESS STORAGE DEVICE 

22. Are parity checks (both individual and 
blocks of characters) made to insure that 
all data elements on the direct access 
storage device are transmitted correctly? - - 

23. Are read-after-write checks performed 
to insure that the record just written 
was correctly recorded? 

verify the address locations against 
the set of valid addresses? 

24. Are validity check controls used to 

25. Are address comparisons made to verify 
the address of the location at which data 
is to be written with the address called 
for by the instructions? - - 

DATA COMMUNICATIONS 

26. 

27.  

28 

Is a unique hardwired identification 
code, requiring no human intervention 
for its use, incorporated into each 
terminal device? 

Is this identification code checked 
and validated by the computer to insure 
that no unauthorized terminals are 
being used? 

Does the communications system avoid 
using the public switchboard (PBX) 
as a means of reducing the error rate 
and the chance of wiretapping data 
transmissions? 
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QUESTIONNAIRE 9 

29 .  

30. 

31 

32 

33 

34. 

35. 

36 

37. 

38. 

39. 

40 

GRA - 20 
Are voice grade lines used to reduce 
data transmission errors and maintain 
integrity of data transmitted? 

Are data communications lines 
conditioned for improved accuracy 
and physical security? 

QUESTIONNAIRE 9 

NO - YES - 

Are scrambling or encryption 
techniques used in transmitting 
sensitive data? 

Is an automatic store and forward 
capability used to maintain control 
over messages queued for an inoperative 
or a busy communications device? 

If leased lines are used, is an 
automatic backup capability used to 
ensure that when the lines fail, an 
automatic switchover is accomplished for 
the length of the outage? - - 
Is a message intercept function used 
to receive messages directed to 
inoperable or unauthorized terminals? 

Are parity checks used to detect errors 
in transmission of data? 

Are validity checks used to compare 
character signals transmitted with 
the set of valid characters? 

Is echo checking used to verify each 
character so that erroneous data is 
detected? 

Are forward error correcting techniques 
used for the detection and reporting 
of data communications errors using 
sophisticated redundancy codes? 

Are techniques available for 
detecting erroneous retransmissions 
of data? 

Are modems equipped with loop-back 
switches for fault isolation? 
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QUESTIONNAIRE 9 QUESTIONNAIRE 9 

GRA - 20 
41. Are modems which handle both voice 

and data communications used to 
enable computer operators and terminal 
operators to communicate in case of 
problems? 

YES - 

NOTES: Questions should be self-explanatory. Responses w i l l  
frequently be a simple "yes" or "no." A l l  responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers, 
and identify alternate control procedures. 
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PROFILE 2 PROFILE 2 
GRA - 21 

GENERAL CONTROLS PROFILE 

Based on questionnaire responses and other information 
obtained relating to the following control characteristics, 
how much risk (low, medium or high) do you believe is involved 
in relying on the agency's general controls to assure effeekkve 
ADP operation and accurate, reliable data processing? Refer 
to appendix 11 for more information on assessing risk. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
risk? characteristic in place? effective? in place? effective? - 

ORGAN I ZATIONAL 
CONTROLS 

Separation of 
duties 

Personnel 
policies 

SYSTEM DESIGN, 
DEVELOPMENT, AND 0 MODIFICATION 
CONTROLS 

Sys tem 
de ve lopme n t 
l i f e  cycle 

Documentation 

Program testing 
and system 
acceptance 

Program changes 

Input/output 
control and 
scheduling 
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PROFILE 2 PROFILE 2 

Is 

GRA - 21 
GENERAL CONTROLS PROFILE 

Is some Is the 
the Is the alternate alternate Level of 

Cont r o 1 control control control control potential 
risk? - characteristic in place? effective? in place? effective? 

Malfunction 
reporting and 
preventive 
maintenance 

User billing/ 
chargeout 
procedures 

DATA CENTER 
PROTECTION 
CONTROLS 

Security and 
access 

Files 

Disaster 
re c ove r y 

SYSTEM SOFTWARE 
CONTROLS 

Operating 
systems 

System utilities 

Program 
library systems 

File maintenance 
systems 

Security software 

Data 
communications 
systems 

Data base 
management 
sys tems 



PROFILE 2 

GRA - 21 

PROFILE 2 

GENERAL CONTROLS PROFILE 

Is some Is the 
Is the Is the alternate alternate Level of 

Control, control control control control potential 
characteristic in place? effective? in place? effective? risk? 

Sys tern 
programmers 

Data base 
administrator 

System 
software 
changes 

HARDWARE 
CONTROLS 

Central 
processing unit 

Card reader 

Card punch 

Printer 

Magnetic tape 
drive 

Direct access 
storage device 

Data 
communications 
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MATRIX 2 

GRA - 21 
GENERAL CONTROLS MATRIX 

MATRIX 2 

If the degree of risk determined on the previous profile 
warrants additional audit work (medium to high risk), the fol- 
lowing matrix should help the auditor select appropriate audit 
steps to complete the review. 
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MATRIX 2 

GRA - 21 
GENERAL CONTROLS MATRIX 

MATRIX 2 

Data Communicntionr Systems 

Printer 
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GRA-22 
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F e d e r a l  A g e n c i e s  - -  T i t l e  2 
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CHECKLIST 3 

TFRA - 1 
CHECKLIST 3 

BACKGROUND INFORMATION ON COMPUTER APPLICATION 

ITEMS TO BE OBTAINED 

1. 

2 .  

3 .  

4 .  

5 .  

6 .  

7. 

8 .  

9. 

10. 

11. 

12. 

13. 

14. 

Project request document. 

Feasibility study document. 

Cost/benefit analysis document. 

Functional requirements document. 

Data requirements document. 

System/subsystem specifications. 

Program specifications. 

Data base specifications. 

Users manuals. 

Operations manuals. 

Program maintenance manuals. 

Test plan. 

Test analysis report. 

Overview of computerized application 
system. 

System name and agency 
identification number 

Date of initial implementation 

Date of latest modification 

Number of modifications in 
the last 2 years 

Type of system (administrative, 
scientific, other (specify)) 

Type of processing (batch or 
on-line ) 

Workpaper 
index 

Overview system flowchart and 
narrative description 

Number of computer programs 
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CHECKLIST 3 
TFRA - 1 

Size of largest computer 
program (bytes of storage) 

Programming language(s) used 

Processing frequency 

Total monthly processing hours 

Design of system (vendor 
supplied or agency programmed) 

Testing methodology 
(test data, live data, or not 
at all) 

a. Initial system 
b. Latest modification 

Availability of test results 
a. Initial system 
b. Latest modification 

Date of last audit or evaluation 
(obtain copy) 

Output product distribution list 

CHECKLIST 3 
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QUESTIONNAIRE 10 

TFRA-2 

DATA ORIGINATION CONTROLS 

QUESTIONNAIRE 10 

Data origination controls are used to insure the accuracy, 
completeness, and timeliness of data before it is converted into 
machine-readable format and entered into the computer application. 
Controls over the data must be established as close to the point 
of origination as possible. Additionally, controls must be main- 
tained throughout this manual process to make sure that the data 
reaches the computer application without loss, unauthorized ad- 
dition or modification, or other error. The main areas of control 
are 

--source document origination, 

--source document authorization, 

--source document data collection and input preparation, 

--source document error handling, and 

--source document retention. 

The auditor should determine the adequacy of controls over 
the manual preparation, collection, and processing of source 
documents to make sure that no data is added, lost, or altered 
before it is entered into the computer system. 

SOURCE DOCUMENT ORIGINATION 

1. Do documented procedures exist that explain 
the methods for proper source document 
origination, authorization, data col- 
lection, input preparation, error handling, 
and retention? - - 

2. Are duties separated to make sure 
that no one individual performs more 
than one of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 
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QUESTIONNAIRE 10 QUESTIONNAIRE 10 

3 .  

4. 

5.  

6 .  

TFRA - 2 
Are source documents designed to 
minimize errors and omissions such that: 

--Special purpose forms are used to guide 
the initial recording of data in a 
uniform format? 

--Preprinted sequential numbers are used 
to establish controls? 

--Each type of transaction has a unique 
identifier? 

NO - YES - 

--Each transaction has a cross-reference 
number which can be used to trace infor- 
mation to and from the source document? - 

Is access to source documents and blank 
input forms restricted to authorized 
personnel only? 

Are source documents and blank input 
forms stored in a secure location? 

Is authorization from two or more 
accountable individuals required before 
the release of source documents and blank 
input forms from storage? - 

SOURCE DOCUMENT AUTHORIZATION 

7.  

8 .  

9. 

10. 

Are authorizing signatures used for all 
types of transactions? 

Is evidence of approval required for 
specific types of critical transactions 
(control bypassing, system overrides, 
manual adjustments)? 

Are duties separated within the user 
department to make sure that one individual 
does not prepare more than one type of 
transaction (establishing new master 
records plus changing or updating 
master records)? 

Are duties separated within the user 
department to make sure that no one 
individual performs more than 
one of the following phases of data 
preparation: 

--Originating the source document? 
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QUESTIONNIARE 10 
WRA-2 

QUESTIONNAIRE 10 

NO - YES - 

--Authorizing the source document? 

--Controlling the source document? 

SOURCE DOCUMENT DATA COLLECTION AND INPUT PREPARATION 

11. 

12. 

13. 

14. 

15. 

Does the user department have a 
control group responsible for collecting 
and completing source documents? 

Does this control group verify the 
following for source documents: 

--They are accounted for? 

--They are complete and accurate? 

--They have been appropriately authorized? 

--They are transmitted in a timely manner? 

Does this control group independently 
control data submitted for transmittal 
to the data processing department for 
conversion or entry by using: 

--Turnaround transmittal documents? 

--Batchin9 techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe.) 

When the user department is responsible 
for its own data entry, is there a 
separate group which  performs this 
input function? 

Are source documents? transmitted for 
conversion, transported in accordance 
with their security classifications? 

SOURCE DOCUMENT ERROR HANDLING 

16. Do documented procedures exist that 
explain the methods for source document 
error detection? correction, and reentry? 
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QUESTIONNAIRE 10 QUESTIONNAIRE 10 
TFRA-2 

17.  D o  they include: 

--Types of error  condi t ions. that  can occur? 

--Correction procedures t o  be followed? 

--Methods t o  be used for  the reentry of 
source documents which have been corrected? 

18. Does the control group ident i fy  e r ro r s  
t o  f a c i l i t a t e  the correction of erroneous 
information? 

19. Does the control group follow the  same 
ver i f ica t ion  and control procedures 
described i n  questions 1 2  and 13  when 
receiving corrected source documents? 

20 .  Are e r ror  logs used t o  i n s u r e  timely 
followup and correction of unresolved 
errors?  

21. Are source document or iginators  immediately 
not i f ied by the control group of a l l  errors?  

SOURCE DOCUMENT RETENTION 

22 .  

23.  

24 .  

2 5 .  

26 

Are source documents retained so t h a t  data 
l o s t  o r  destroyed during subsequent proc- 
cessing can be recreated? 

Does each type of source document have a 
spec i f ic  retention period which i s  
preprinted on the document? 

Are source documents stored i n  a log ica l  
manner t o  f a c i l i t a t e  re t r ieva l?  

Is a copy of the source document kept 
i n  the originating department whenever 
the document leaves the  department? 

Is access t o  records kept i n  the 
originating department r e s t r i c t ed  
t o  authorized personnel only? 
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QUESTIONNAIRE 10 

TFRA-2 

QUESTIONNAIRE 10 

NO - YES - 

27. Are source documents, on reaching their 
expiration dates, removed from storage 
and destroyed in accordance with security 
classifications? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

m - 3  
DATA INPUT CONTROLS 

Data input controls insure the accuracy, completeness, an:? 
timeliness of data during its conversion into machine-readable 
format and entry into the application. Data input can be accom- 
plished in two different ways: batch and on-line. The main 
areas of control include 

--data conversion and entry, 

--data validation and editing, and 

--data input error handling. 

Also of particular importance is the critical interface between 
the user department and the data processing department. 

The auditor should determine the adequacy of both manual 
and automated controls over data input to make sure that data is 
input accurately with optimum use of computerized validation 
and editing, and that error handling procedure$ facilitqte the 
timely and accurate resubmission of all corrected data. 

BATCH--DATA CONVERSION AND ENTRY 

1. 

2. 

3 .  

4 .  

Do documented procedures exist that explain 
the methods for data conversion and entry? 

Are duties separated to make sure that 
no one individual performs more than 
one of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

Does the data processing department have 
a control group responsible for data COQ- 
version and entry of all source documents 
received from user departments? 

Does the data processing control group 
return all turnaround transmittal documents 
to the user department to make sure that 
no documents were added or lost? 
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QUESTIONNAIRE 11 

TFRA-3 

QUESTIONNAIRE 11 

NO - YES - 

5 .  Does t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  a c c o u n t  
f o r  a l l  b a t c h e s  of source d o c u m e n t s  r e c e i v e d  
from t h e  u s e r  d e p a r t m e n t  t o  make s u r e  t h a t  no  
b a t c h e s  were a d d e d  o r  l o s t ?  - - 

6. Does t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  
i n d e p e n d e n t l y  d e v e l o p  record c o u n t s  w h i c h  a r e  
b a l a n c e d  w i t h  t h o s e  o f  t h e  c o n t r o l  g r o u p  i n  t h e  
u s e r  d e p a r t m e n t ,  a n d  a r e  a l l  d i s c r e p a n c i e s  
r e c o n c i l e d ?  - - 

7. Does t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  
i n d e p e n d e n t l y  d e v e l o p  p r e d e t e r m i n e d  c o n t r o l  
t o t a l s  wh ich  a re  b a l a n c e d  w i t h  t h o s e  o f  t h e  
c o n t r o l  g r o u p  i n  t h e  u s e r  d e p a r t m e n t ,  and  
are a l l  d i s c r e p a n c i e s  r e c o n c i l e d ?  - - 

8 .  Does t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  k e e p  
a l o g  o r  record showing  t h e  receipt  of u s e r  
d e p a r t m e n t  s o u r c e  documen t s ,  and  t h e i r  a c t u a l  
d i s p o s i t i o n ,  and  a r e  t h e r e  p r o v i s i o n s  t o  make 
s u r e  t h a t  a l l  documen t s  a r e  a c c o u n t e d  f o r ?  - - 

9. Does t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  
i n d e p e n d e n t l y  c o n t r o l  da t a  s u b m i t t e d  f o r  
c o n v e r s i o n  by u s i n g :  

- -Turnaround t r a n s m i t t a l  documents?  

- -Ba tch in9  t e c h n i q u e s ?  

--Record c o u n t s ?  

- -P rede te rmined  c o n t r o l  t o t a l s?  

--Logging t e c h n i q u e s ?  

--Other? (Descr ibe)  

1 0 .  A r e  c o n v e r s i o n  o p e r a t i o n s  e s t a b l i s h e d  
a s  c lose t o  t h e  o r i g i n a t i o n  of t h e  
s o u r c e  documen t s  a s  possible? 

11. D o  c o n v e r s i o n  o p e r a t i o n s  record 
document  i n f o r m a t i o n  d i r e c t l y  o n t o  
m a c h i n e - r e a d a b l e  media  (keypunch  
c a r d s ,  k e y  t o  tape,  k e y  t o  d i s k ,  o r  
k e y  t o  t e r m i n a l )  a s  opposed t o  i n t e r -  
mediate med ia ,  s u c h  a s  c o d i n g  documen t s?  
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QUESTIONNAIRE 11 

NO - YES - 
1 2 .  Does the data  processing department have 

a schedule by application t h a t  shows when 
data  requiring conversion w i l l  be 
received and needs to be completed? 

13. Are turnaround t ransmit ta l  documents 
returned t o  the data processing control group 
accounted for  t o  make sure t h a t  no documents 
were added or  l o s t  du r ing  conversion? 

14. Are a l l  batches of documents returned 

- - 
t o  the data processing control group accounted 
fo r  t o  make sure t h a t  no batches w e r e  added o r  
l o s t  du r ing  conversion? - - 

15. Are a l l  record counts, developed during 
conversion, balanced w i t h  those 0 . E  the data 
processing control group, and a r e  a l l  
discrepancies reconciled? - - 

16. Are a l l  predetermined control t o t a l s  developed 
dur ing  conversion, balanced w i t h  those of t h e  
data processing control group and a r e  a l l  
discrepancies reconciled? - - 

1 7 .  Are a l l  converted documents returned t o  t h e  
data processing control group logged i n  and 
accounted for? - - 

18. Does the data processing cocitfoi group 
independently control data submitted fo r  data 
entry by using: 

--Turnaround t ransmit ta l  documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control t o t a l s?  

--Logging techniques? 

--Other? (Describe) 

19. A r e  data entry operations established 
as close t o  t h e  origination of the  source 
data a s  possible? 

20. Does the  data processing department have 
a schedule by application t h a t  shows 
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TFRA-3 

when d a t a  r e q u i r i n g  e n t r y  w i l l  be 
r e c e i v e d  a n d  n e e d s  t o  b e  c o m p l e t e d ?  

QUESTIONNAIRE 11 

NO YES - - 

21. 

22. 

23. 

2 4 .  

25. 

26. 

27. 

Must a l l  documen t s  e n t e r e d  i n t o  t h e  
a p p l i c a t i o n  b e  s i g n e d  o r  marked  i n  
some way t o  i n d i c a t e  t h a t  t h e y  were 
e n t e r e d  i n t o  t h e  s y s t e m  t h e r e b y  pre- 
v e n t i n g  a c c i d e n t a l  d u p l i c a t i o n  o r  
r e u s e  of t h e  d a t a ?  

A r e  t u r n a r o u n d  t r a n s m i t t a l  d o c u m e n t s  r e t u r n e d  
t o  t h e  d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  a c c o u n t e d  
f o r  t o  make sure  t h a t  n o  d o c u m e n t s  were added  
or l o s t  d u r i n g  d a t a  e n t r y ?  - 
A r e  a l l  batches of documen t s  r e t u r n e d  t o  t h e  
d a t a  p r o c e s s i n g  c o n t r o l  g r o u p  a c c o u n t e d  f o r  t o  
make s u r e  t h a t  n o  b a t c h e s  were added o r  l o s t  
d u r i n g  da t a  e n t r y ?  - 
A r e  a l l  r e c o r d  c o u n t s ,  d e v e l o p e d  d u r i n g  d a t a  
e n t r y ,  b a l a n c e d  w i t h  t h o s e  o f  t h e  d a t a  p r o c e s s -  
i n g  c o n t r o l  g r o u p ,  a n d  a r e  a l l  d i s c r e p a n c i e s  
r e c o n c i l e d ?  - 
A r e  a l l  p r e d e t e r m i n e d  c o n t r o l  t o t a l s ,  d e v e l o p e d  
d u r i n g  d a t a  e n t r y ,  b a l a n c e d  w i t h  t h o s e  of t h e  
d a t a  p r o c e s s i n g  c o n t r o l  g r o u p ,  a n d  a r e  a l l  
d i s c r e p a n c i e s  r e c o n c i l e d ?  - 
A r e  a l l  i n p u t  d o c u m e n t s  r e t u r n e d  t o  t h e  d a t a  
p r o c e s s i n g  c o n t r o l  g r o u p  l o g g e d  i n  a n d  
a c c o u n t e d  for? - 
A r e  a l l  i n p u t  documen t s  r e t a i n e d  i n  a manner  
wh ich  e n a b l e s  t r a c i n g  t h e m  t o  re la ted  
o r i g i n a t i n g  documen t s  a n d  o u t p u t  r e c o r d s ?  - 

BATCH--DATA VALIDATION AND EDITING 

28.  Is k e y  v e r i f i c a t i o n  used t o  c h e c k  t h e  
a c c u r a c y  of a l l  k e y i n g  o p e r a t i o n s ?  

29. A r e  k e y i n g  a n d  v e r i f y i n g  f u n c t i o n s  p e r f o r m e d  
o n  a document  d o n e  by  d i f f e r e n t  i n d i v i d u a l s ?  - 

30. A r e  preprogrammed k e y i n g  f o r m a t s  u s e d  t o  
i n s u r e  t h a t  d a t a  i s  r e c o r d e d  i n  t h e  proper 
f i e l d ,  f o r m a t ,  e t c . ?  - 

31. Is d a t a  v a l i d a t i o n  a n d  e d i t i n g  p e r f o r m e d  
a s  e a r l y  a s  p o s s i b l e  i n  t h e  d a t a  f l o w  t o  
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TFRA-3 

insure that the application rejects any 
incorrect transaction before its entry 
into the system? 

Is data validation,and editing performed for 
all input data fields even though an error 
may be detected in an earlier field of the 
same transaction? 

Are the following checked for validity on all 
input transactions: 

- - 

32 

3 3 .  

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification 
keys? 

--Check digits at the end of a string 
of numeric data that is not subjected 
to balancing? 

--Cod e s ? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 
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WRA-3 NO - YES - 
--Record mismatches? 

34. 

3 5 .  

36. 

3 7 .  

38. 

39. 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

Are special routines used which 
automatically validate and edit input 
transaction dates against a table of 
cutoff dates? 

Are all persons prevented from overriding 
or bypassing data validation and editing 
problems? 

If not, are the following true: 

--This override capability is restricted 
to supervisors in only a limited number 
of acceptable circumstances? 

--Every system override is automatically 
logged by the application so that these 
actions can be analyzed for appropriate- 
ness and correctness? - - 

Are batch control totals submitted by the data 
processing control group used by the compu- 
ter-based system to validate the complete- 
ness of batches received as input into the 
application? - - 
Are record counts submitted by the data 
processing control group used by the compu- 
ter-based system to validate the complete- 
ness of data input into the application? 

Are predetemined control totals submitted 
by the data processing control group used 
by the computer-based system to validate the 
c.ompleteness of data input into the 
application? 

BATCH--DATA INPUT ERROR HANDLING 

40. Do documented procedures exist that explain 
the process of identifying, correcting, 
and reprocessing data rejected by the 
application? 
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NO - YES TFRA-3 - 
41. Are error messages displayed with clearly 

understood corrective actions for each type 
of error? 

Are error messages produced €or each trans- 
action which contains data that does not 

- - 
42. 

meet edit requirements? - - 
43. Are error messages produced for each data 

field which does not meet edit require- 
ments? - - 

44. Is all data that does not meet edit re- 
quirements rejected from further processing 
by the application? - - 

45. Is all data rejected by the application 
automatically written on an automated 
suspense file? 

46. Does the automated suspense file also include: 

--Codes indicating error type? - - 
--Date and time the transaction was entered? - - 
--Identity of the user who originated the 

transaction? - - 
47. Are record counts automatically created 

by suspense file processing to control 
these rejected transactions? 

48. Are predetermined control totals automati- 
cally created by suspense file processing to 
control these rejected transactions? - - 

49. Are rejected transactions caused by data 
conversion or entry errors corrected by the 

50. Does the data processing department control 

data processing department control group? - - 

group independently control data rejected by 
the application by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 
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--Other? (Describe) 

51. 

52 .  

53.  

54.  

5 5 .  

56 .  

57. 

sa. 

59 4 

Are rejected transactions not caused by 
data conversion or entry errors, corrected 
by the user originating the transaction? 

Does the user department's control group 
independently control data rejected by 
the application by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

QUESTIONNAIRE 11 

NO 
7 

YES - 
- - 

Is the automated suspense file used to control 
followup, correction, and reentry of trans- 
actions rejected by the application? 

Is the automated suspense file used to 
produce, for management review, analysis of: 

--Level of transaction errors? 

--Status of uncorrected transactions? 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to 
make sure that corrective action is taken 
when uncorrected transactions remain on 
the suspense file too long? 

Are progressively higher levels of manage- 
ment reported to as these conditions worsen? 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions 
on the automated suspense file? 

Is the application designed so that it 
cannot accept a delete- or an erase-type 
command ? 
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NO - YES - mRA-3 

60. Do valid correction transactions purge the 
automated suspense file of corresponding 
rejected transactions? 

61. Are invalid correction transactions added 
to the automated suspense file, along with 
the corresponding rejected transactions? - - 

by correction transactions? - - 

adjusted by correction transactions? - - 

by supervisors before reentry? - - 

62. Are record counts appropriately adjusted 

63. Are predetermined control totals appropriately 

64. Are all corrections reviewed and approved 

65. Are procedures for processing corrected 
transactions the same as those for processing 
original transactions with the addition of 
supervisory review and approval before 
reen try? 

66. Does ultimate responsibility for the 
completeness and accuracy of all application 
processing remain with the user? 

ON-LINE--DATA CONVERSION AND ENTRY 

67. Do documented procedures exist that explain 
the methods for data conversion and entry? 

68. Are duties separated to make sure that no 
one individual performs more than one 
of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing data? 

69. Is a separate group within the user depart- 
ment responsible for performing data entry 
operations? 

70. Does the user department's control group 
independently control data to be entered into 
the application by using: 
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TFRA-3 

QUESTIONNAIRE 11 

NO YES - - 

71 

72 

73. 

74. 

75. 

76. 

77. 

78. 

79 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

If the user department's control group 
does not control data entry, is at least 
simultaneous entry and recording of source 
data performed at the point of origination? - - 
Must all documents entered into the 
computer application be signed or marked 
in some way to indicate that they were 
in fact entered into the system to protect 
against accidental duplication or reuse 
of the data? 

Are data entry terminal devices locked 
in a physically secure,room, allowing 
only query terminal devices to be located 
outside the secure room? 

Must supervisors sign on each terminal 
device to initialize terminals before 
any operators can sign on to begin work? 

Is the work that may be entered on a 
terminal restricted by the authority level 
assigned to each terminal device (.data 

Is password control in existence to prevent 

Are nonprinting, nondisplaying, or obliteration 
facilities used when keying and acknowledging 

entry vs. query)? - - 

unauthorized use of the terminal devices? - - 

passwords and authorization codes? - - 
Is an immediate report produced of unauthorized 
attempts to access the system via terminal 
devices? 

Does this report include: 

--Location of the terminal device? 
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T F F a - 3  

--Date and time of the violation? 

--Numer of attempts? 

--Identification of the operator ,at the 
time of the violation? 

80. Is a terminal lockup used to prevent 
unauthorized access to the terminal 
device after a certain predetermined 
number of incorrect attempts to access 
the system? 

81. Does the system automatically shut down 
the terminal in question and allow 
intervention only by specially assigned 
data processing department supervisors? 

82. Is a data access matrix used to restrict 
use or access levels by checking user 
identifications (passwords)? 

83. Is each individual user of the on-line 
system limited to certain types of 
application transactions? 

84. Are master commands that control the 
operation of the application restricted 
to a limited number of supervisory 
data processing personnel and master 
command terminals only? 

85. Does top management periodically review 
the propriety of the terminal authority 
levels ? 

YES - 

86. Is top management required to review the 
propriety of terminal authority levels in the 
event of a purported or real security 
violation? - - 

87. Are individual's passwords changed 

88. Are individual's passwords changed 

periodically? 

in the event of a purported or real 
security violation? 

89. Are passwords deleted once an individual 
changes his job function, separates, no 
longer needs the same level of access, or 
no longer needs access at all? - - 
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TFRA-3 

90. Is a usage log, or the data access matrix, 
showing purpose of user accesses reviewed 
by top management to identify unauthorized 
usage? 

91. Has the security officer initiated an 
aggressive review program to determine 
that controls are fully operational? 

the following: 
92. Do terminal hardware features include 

--Built-in terminal identifications which 
automatically validate proper terminal 
authorization? 

--Terminal logs which record all trans- 
actions processed? 

--Messages which are automatically date and 
time stamped for logging purposes? 

--Record counts which are automatically 
accumulated for logging purposes? 

93. Does each message contain an identifying 
message header that includes: 

--Message number? 

--Terminal and user identification? 

--Date and time? 

--Transaction code? 

94.  Does each message contain indicators for: 

--End of message? 

--End of transmission? 

95. Is parity checking used to check each 
character? 

96. Is parity checking used to check each 
message or message block? 

97. Is the message content checked for valid 
characters? 

NO - YES - 
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WRA-3 
ON-LINE--DATA VALIDATION AND EDITING 

98. Are preprogrammed keying formats used 
to make sure that data is recorded in the 
proper field, format, etc.? 

99. Is interactive display used to allow 
the terminal operator to interact with 
the system during data entry? 

100. Are computer-aided instructions, such as 
prompting, used with on-line dialog 
to reduce the number of operator errors? 

101. Are intelligent terminals used to allow 
front-end validation, editing, and 
control? 

102. Is data validation and editing performed 
as early as possible in the data flow to 
insure that the application rejects any 
incorrect transaction before its entry 
into the system? 

YES 
7 

103. Is data validation and editing performed 
for all input data fields even though an 
error may be detected in an earlier field of 
the same transaction? 

Are the following checked for validity on 
all input transactions: 

- - 
104. 

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification keys? 

--Check digits at the end of a string of 
numeric data that is not subjected to 
balancing? 

--Codes ? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 
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105 

106. 

107. 

108. 

TFRA-3 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

A r e  special routines used which automatically 
validate and edit input transaction dates 
against a table of cutoff dates? 

Are all persons prevented from overriding 
or bypassing data validation and editing 
errors? 

NO - YES - 

If not, are the following true:- 

--This overrride capability is restricted to 
supervisors in a limited number of 
acceptable circumstances? - 

--A11 system overrides are automatically 
logged by the application so that 
these actions can be analyzed for 
appropriateness and correctness? - 

Are batch control totals generated by 
the terminal, concentrator, or application 
used by the user department control group 
to validate the completeness of batches 
received as input data? 
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m m - 3  YES - NO - 
109. Are record counts generated by the terminal, 

concentrator, or application used by the 
user department control group to vali- 
date the completeness of data input? - - 

110. Are predetermined control totals generated 
by the terminal, concentrator, or application 
used by the user departmentgs control group 
to validate the completeness of data input? - - 

ON-LINE--DATA INPUT ERROR HANDLING 

111. Do documented procedures exist that explain 
the process of identifying, correcting, and 

112. Are errors displayed or printed immediately 
upon detection for immediate terminal 

reprocessing data rejected by the application? - - 

operator correction? - - 
113. Are error messages displayed with clearly 

understood cross-referenced corrective 
actions for each type of error? 

114. Are error messages produced for each 
transaction which contains data that does 
not meet edit requirements? 

115. Are error messages produced for each input 
data field which does not meet edit re- 
quirements? 

116. Is all data rejected by the application 
automatically written on an automated 
suspense file? 

117. Does the automated suspense file include: 

--Codes indicating error type? - - 
--Date and time the transaction was entered? - - 
--Identity of the user who originated the 

Are record counts automatically created 
by suspense file processing to control 

- - transaction? 

118. 

these rejected transactions? - - 
119. Are predetermined control totals automati- 

cally created by suspense file processing 
to control these rejected transactions? - - 
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120.  

121 .  

122. 

123.  

124. 

125 .  

126. 

1 2 7 .  

128 .  

TFRA - 3 

A r e  rejected t r a n s a c t i o n s  caused by d a t a  
e n t r y  errors corrected by t h e  t e r m i n a l  
opera t o r ?  

A r e  re jected t r a n s a c t i o n s  n o t  c a u s e d  by  
d a t a  e n t r y  errors  c o r r e c t e d  by  t h e  user  
o r i g i n a t i n g  t h e  t r a n s a c t i o n ?  

Does t h e  user d e p a r t m e n t  c o n t r o l  g r o u p  
i n d e p e n d e n t l y  c o n t r o l ,  d a t a  r e j e c t e d  b y  
t h e  a p p l i c a t i o n  by  u s i n g :  

- -Turnaround t r a n s m i t t a l  documen t s?  

- -Ba tch in9  t e c h n i q u e s ?  

--Record c o u n t s ?  

- -Prede temined  c o n t r o l  t o t a l s ?  

--Logging t e c h n i q u e s ?  

- -Other?  ( D e s c r i b e )  

Is t h e  a u t o m a t e d  s u s p e n s e  f i l e  u s e d  t o  c o n t r o l  
f o l l o w u p ,  c o r r e c t i o n ,  a n d  r e e n t r y  of t r a n s -  
a c t i o n s  r e j e c t e d  by  t h e  a p p l i c a t i o n ?  

Is the a u t o m a t e d  s u s p e n s e  file used t o  
p r o d u c e ,  f o r  management r e v i e w ,  a n a l y s i s  
o f  t h e  f o l l o w i n g :  

--Level o f  t r a n s a c t i o n  errors? 

- - S t a t u s  o f  u n c o r r e c t e d  t r a n s a c t i o n s ?  

A r e  t h e s e  a n a l y s e s  u s e d  by management t o  
make sure  t h a t  c o r r e c t i v e  a c t i o n  i s  t a k e n  
when error  l e v e l s  become too h i g h ?  

A r e  t h e s e  a n a l y s e s  u s e d  by management 
t o  make sure t h a t  c o r r e c t i v e  a c t i o n  i s  
t a k e n  when u n c o r r e c t e d  t r a n s a c t i o n s  
r e m a i n  o n  t h e  s u s p e n s e  f i l e  too l o n g ?  

A r e  p r o g r e s s i v e l y  h i g h e r  l e v e l s  of management 
r e p o r t e d  t o  a s  t h e s e  c o n d i t i o n s  w o r s e n ?  

A r e  d e b i t -  a n d  c r e d i t - t y p e  e n t r i e s  ( a s  
opposed  t o  d e l e t e -  or e r a s e - t y p e  commands) 
used t o  correct  r e j e c t e d  t r a n s a c t i o n s  o n  
t h e  s u s p e n s e  f i l e ?  

NO - 
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TFRA-3 

129. Is the application designed so that it 
cannot accept a delete- or an erase-type 
command? 

130. Do valid correction transactions purge 
the automated suspense file of corre- 
sponding rejected transactions? 

added to the abtomated suspense file 
along with the corresponding rejected 
transactions? 

131. Are invalid correction transactions 

132. Are record counts appropriately 
adjusted by correction transactions? 

133. Are predetermined control totals 
appropriately adjusted by correction 
transactions? 

134. Are all corrections reviewed and approved 
by supervisors before reentry? 

rected transactions the same as those 
for processing original transactions, 
with the addition of supervisory review 
and approval before reentry? 

Does ultimate responsibility for the 
completeness and accuracy of all application 
processing remain with the user? 

- - 
135. Are the procedures for processing cor- 

- - 
136. 

- - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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m - 4  

DATA PROCESSING CONTROLS 

QUESTIONNAIRE 12 

Data processing controls are used to insure the accuracy, 
completeness, and timeliness of data during processing by the 
computer. 
computer operations'related to the application. 
is usually accomplished in batch or real time. The main areas 
of control include 

These controls apply to application programs and 
Data processing 

--data processing integrity, 

--data processing validation and editing, and 

--data processing error handling. 

Of particular importance are those controls over files and other 
systems which interface with the application being reviewed. 

The auditor should determine the adequacy of controls.over 
data processing, to make sure that data is accurately processed 
through the application and that no data is added, lost, or 
altered during processing. 

BATCH--DATA PROCESSING INTEGRITY 

NO - YES - 
Do documented procedures exist to explain 
the methods for proper data processing 
of each application program? - - 
Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

Do operator instructions include: 

--System startup procedures? 

--Backup assignments? 

--Emergency procedures? 

--System shutdown procedures? 
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TFRA-4 

--Error message debugging instructions? 

--System and job status reporting 
instruct ions ? 

4 .  Do computer program run books include: 

--Definitions of input sources, input 
data, and data formats? 

--Descriptions of setup procedures? 

--Descriptions of all halt conditions? 

--Descriptions of restart procedures 

--Descriptions of data storage requirements? 

and checkpoints? 

--Printer carriage control tapes? 

--Descriptions of expected output data 
and formats? 

--Descriptions of output and file 
dispositions upon completion? 

--Copies of normal console run sheets? 

--Types of console message instructions? 

--System flowcharts? 

5. Do computer program run books exclude: 

--Program logic charts or block diagrams? 

--Copies of program listings? 

YES - 

6 .  Are application programs prevented from 

7.  Does the system have a history log which 

accepting data from computer consoles? 

is printed on both a line printer and the 
console? 

8 .  Does this log include: 

--Hardware failure messages? 

--Software failure messages? 

--Processing halts? 
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9. 

10. 

11. 

12. 

13. 

14 

WRA-4 

--Abnormal terminations of jobs? 

--Operator interventions? 

--Error messages? 

--Unusual occurrences? 

Is the log routinely reviewed by supervisors 
to determine the causes of problems and 
the correctness of actions taken? 

Does the data processing department have 
a schedule, by application, that shows when 
each application program is to be run and 
needs to be completed? 

Does the data processing department have 
a control group responsible for controlling 
all data processing operations? 

Does the data processing control group limit 
access to and use of job control cards so that 
unauthorized programs will not be executed? 

Does the data processing control group 
independently control data processing by: 

--Assuring that application schedules are 
met? 

--Balancing batch counts of data 
submitted for processing? 

--Balancing record counts of data 
submitted for processing? 

--Balancing predetermined control totals of 

--Maintaining accurate logs of input/work/ 

--Assuring that input/work/output files 

data submitted for processing? 

output files used in computer processing? 

used in computer processing are correct? 

--Assuring that restarts are performed 

--Other? (Describe) 

Is there some means of verifying master file 
contents (samples being periodically drawn from 
data files and reviewed for accuracy)? 

properly? 

NO - YES - 
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15. 

16. 

17. 

18. 

19. 

2 0 .  

21. 

2 2 .  

23. 

2 4 .  

2 5 .  

WRA-4 

Does each input transaction have a 
unique iden t i f i e r  ( transaction code) which 
d i r e c t s  the transaction t o  the proper 
application program for  processing? 

D o  programs p o s i t i v e l y  i d e n t i f y  input data 
a s  t o  type ( t ransact ion code)? 

Are standardized defaul t  options b u i l t  i n t o  
computer program logic? 

A r e  computer-generated control t o t a l s  
(run-to-run t o t a l s )  automatically reconciled 
between jobs t o  check for  completeness of 
processing? 

Where computerized data i s  entered in to  
the  computer application a r e  there  
controls t o  ver i fy  t h a t  proper data 
i s  used? 

Where computer f i l es  a r e  entered i n t o  t he  
computer application, a r e  there  controls 
t o  ver i fy  t h a t  t h e  proper version (cycle) 
of the f i l e  i s  used? 

D o  a l l  programs include routines f o r  checking 
in te rna l  f i l e  header labels before processing? 

Are controls i n  place t o  prevent operators 
from circumventing f i l e  checking routines? 

A r e  in te rna l  t r a i l e r  labels  containing 
control t o t a l s  (record counts, predetermined 
control t o t a l s ,  e t c . )  generated for  a l l  com- 
puter f i l e s  and tes ted by the  application 
programs t o  determine t h a t  a l l  records have 
been processed? 

Are f i l e  completion checks performed t o  
make sure t h a t  application f i les  have been 
completely processed, including both trans- 
action and master files? 

Do data processing controls make sure  tha t :  

--Output counts ‘from the system equal input 
counts t o  the system? 

--Program interfaces  require t h a t  t h e  
sending program output counts equal the  
receiving program input counts? 
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TFRA-4 

--System interfaces require that: 

--The sending system's output counts 
equal the receiving system's input 
counts? 

--Shared files meet the control 
requirements of both the sending 
and receiving systems? 

BATCH--DATA PROCESSING VALIDATION AND EDITING 

26. Is data validation and editing performed 
as early as possible in the data flow to 
insure that the application rejects asy 
incorrect transaction before master 
file updating? 

27.  Is data validation and editing performed 
for all data fields even through an error 
may be detected in an earlier field of the 
transaction? 

2 8 .  Are the following checked for validity 
on all input transactions: 

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification 
keys? 

--Check digits at the end of a string 
of numeric data that is not subjected 
to balancing? 

--Codes ? 

--Characters? 

--Fields? 

--Combinations of fields? 

NO - YES - 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 
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WRA-4 YES - 
--Units? 

29. 

30 

31. 

32 

33. 

34. 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

Is relationship editing performed between 
input transactions and master files to check 
for appropriateness and correctness before 
updating? 

Are special routines used which automatically 
validate and edit input transac'ci:rri Sates 
against a table of cutoff dates? 

Is full data validation and editing (questions 
28-30) performed on all files interfacing with 
the application? 

Do the programs that include a table of 
values have an associated control mechanism 
to assure accuracy of the table values? 

- - 

- - 

- - 

- - 
Are all persons prevented from overriding 
or bypassing data validation an3 editing 
problems? 

If not are the following true: 

--This override capability is restricted 
to supervisory personnel in a limited 
number of acceptable circumstances? 

--All system overrides are automatically logged 
by the application so that these actions 
can be analyzed for appropriateness 
and correctness? 
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NO - YES - TFRA-4 

35. A r e  r e c o r d  c o u n t s  g e n e r a t e d  by  t h e  a p p l i c a t i o n  
u s e d  b y  t h e  da t a  p r o c e s s i n g  cont ro l  g r o u p  t o  
v a l i d a t e  t h e  c o m p l e t e n e s s  o f  da t a  p r o c e s s e d  
by  t h e  s y s t e m ?  

by  t h e  a p p l i c a t i o n  u s e d  by  t h e  d a t a  proces- 
s i n g  c o n t r o l  g r o u p  t o  v a l i d a t e  t h e  complete- 
n e s s  o f  d a t a  processed by  t h e  s y s t e m ?  

- - 
36. A r e  p r e d e t e r m i n e d  c o n t r o l  t o t a l s  g e n e r a t e d  

3 7 .  Does a d i r e c t  u p d a t e  t o  f i l e s  c a u s e :  

--A r e c o r d  t o  be c r e a t e d  a n d  added  t o  a 
b a c k u p  f i l e ,  c o n t a i n i n g  a b e f o r e  a n d  a f t e r  
p i c t u r e  of t h e  record b e i n g  a l t e r e d ?  

--The t r a n s a c t i o n  t o  be r e c o r d e d  o n  t h e  
t r a n s a c t i o n  h i s t o r y  f i l e  t o g e t h e r  w i t h  
d a t e  a n d  t i m e  of e n t r y  a n d  t h e  o r i g i n a t o r ' s  
i d e n t i f i c a t i o n ?  

BATCH--DATA PROCESSING ERROR H A N D L I N G  

3 8 .  D o  documented  p r o c e d u r e s  e x i s t  t h a t  e x p l a i n  
t h e  process o f  i d e n t i f y i n g ,  c o r r e c t i n g ,  
and  r e p r o c e s s i n g  d a t a  r e j e c t e d  by  t h e  
a p p l i c a t i o n ?  

39. A r e  error m e s s a g e s  d i s p l a y e d  w i t h  c l e a r l y  
u n d e r s t o o d  c o r r e c t i v e  a c t i o n s  f o r  e a c h  
t y p e  o f  error? 

40 .  A r e  error  m e s s a g e s  p r o d u c e d  f o r  e a c h  
t r a n s a c t i o n  wh ich  c o n t a i n  d a t a  t h a t  d o e s  
n o t  meet e d i t  r e q u i r e m e n t s ?  

41 .  A r e  e r ror  m e s s a g e s  p r o d u c e d  f o r  e a c h  d a t a  
f i e l d  wh ich  d o e s  n o t  meet e d i t  require- 

4 2 .  Is a l l  d a t a  t h a t  d o e s  n o t  meet e d i t  re- 

m e n t s ?  - - 

q u i r e m e n t s  r e j e c t e d  f r o m  f u r t h e r  p r o c e s s i n g  
by  t h e  a p p l i c a t i o n ?  - - 

43.  Is a l l  d a t a  r e j e c t e d  by  t h e  a p p l i c a t i o n  
a u t o m a t i c a l l y  w r i t t e n  o n  a n  a u t o m a t e d  
s u s p e p s e  f i l e ?  

4 4 .  Does t h e  a u t o m a t e d  s u s p e n s e  f i l e  i n c l u d e :  

--Codks i n d i c a t i n g  error t y p e ?  - - 
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45. 

46. 

47. 

48. 

49. 

5 0 .  

51. 

5 2 .  

TFRA-4 NO - YES - 
- - --Date and time transaction was entered? 

--Identity of the user who originated the 
- - transaction? 

Are record counts automatically created 
by suspense file processing to control 
these rejected transactions? 

Are predetermined control totals automati- 
cally created by suspense file processing 
to control these rejected transactions? 

Are rejected transactions transmitted to 
the users originating them so that 
corrective action can be taken? 

Does the user department control group 
independently control data rejected by the 
application system using: 

- - --Turnaround transmittal documents? 

- - --Batching techniques? 

--Record counts? 

- - --Predetermined control totals? 

--Logging techniques? - - 
- - --Other? (Describe) 

Is the automated suspense file used to control 
followup, correction, and reentry of trans- 
actions rejected by the application? - - 
Is the automated suspense file used to 
produce, for management review, analysis of: 

- - --Level of transaction errors? 

--Status of uncorrected transactions? - - 
Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to make 
sure that corrective action is taken when un- 
corrected transactions remain on the suspense 
file too long? 

- - 

- - 
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5 3 .  

54. 

5 5 .  

56 

5 7 .  

58. 

5 9 .  

6 0 .  

61 

62 

NO - Y E S  - TFRA-4 

Are progressively higher levels of management. 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions on 

Is the application designed so that it cannot 

reported to as these conditions worsen? - - 

the automated suspense file? - - 

accept a delete- or erase-type command? - - 
Do valid correction transactions purge the 
automated suspense file of corresponding 
rejected transactions? - - 
Are invalid correction transactions added 
to the automated suspense file, a7ong with 
the corresponding rejected transa\.tion? 

Are record counts appropriately adjusted 
by correction transations? 

Are predetermined control totals appro- 
priately adjusted by correction trans- 
actions? 

Are all corrections subject to supervisory 
review and approval before reentry? - - 
Are the procedures for processing corrected 
transactions the same as for processing 
original transactions, with the addition 
of supervisory review and approval before 
reen try? 

Does the ultimate responsibility for 
completeness and accuracy of all application 
processing remain with the user? 

REAL-TIME--DATA PROCESSING INTEGRITY 

6 3 .  Do documented procedures exist that explain 
the methods for proper data processing of 
every application program? 

6 4 .  Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 
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65 

66 

6 7 .  

68. 

69 

70. 

71 

T F F a - 4  - YES - No e 
- - --Processing data? 

--Distributing output? 

Is there a logging type facility (audit trail) 
in the application to assist in reconstruct- 
ing data files? - - 
Can messages and data be traced back to 
the user or point of origin? 

Does the application protect against con- 
current file updates (i.e., does initial 
access of a record lock out that record so 
that additional access attempts cannot be 
made until the initial processing has been 
completed)? 

Are transactions date and time stamped 
for logging purposes? 

Are application programs prevented from 
accepting data from computer consoles? 

Does the system have a history log which 
is printed on both a line printer and the 
consol e? 

Does this log include: 

--Hardware failure messages? 

--Software failure messages? 

--Processing halts? 

--Abnormal terminations of jobs? 

--Operator interventions? 

--Error messages? 

--Unusual occurrences? 

--Terminal failure messages? 

--Terminal startup? 

--Terminal shutdown? 

--All input communications messages? 

--All output communications messages? 
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TFRA-4 

72. Is the log routinely reviewed by supervisors 
to determine the causes of problems and the 
correctness of actions taken? 

7 3 .  Does the data processing department have a 
control group which is responsible for 
controlling a l l  data processing operations? 

7 4 .  Does the data processing control group 
independently control data processing by: 

--Monitoring terminal activity? 

--Investigating and correcting any terminal 
problems that cannot be resolved at the 
sources? 

--Investigating and correcting any terminal 
imbalances or failures? 

YES - NO - 

--Investigating any operator intervention 
act ions? 

--Investigating any operator deviations 
from the rules? 

--Assuring that restarts are performed 
properly? 

--Balancing batch counts of data processed 
(as developed during off-line operations)? 

--Balancing record counts of data processed 
(as developed during off-line operations)? 

--Balancing predetermined control totals of 
data processed ( a s  developed during off- 
line operations)? 

--Other? (Describe) 

75. Are periodic balances taken at fairly short 
intervals to make sure that data is being 
processed accurately? 

76. Is off-line file balancing performed on: 

--Batch counts? 

--Record counts? 

--Predetermined control totals? 
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7 7 .  

7 8  e 

79. 

80 .  

81 

a2. 

8 3  

84 

8 5 .  

8 6 .  

87 

--Other ? 

Is there 

WRA-4 

(Describe) 

some means oP verifying master 

YES - 

file contents (e.g., samples-being periodically 
drawn from data files and reviewed for 
accuracy)? - - 
Does each input transaction have a unique 
identifier (transaction code) which directs 
the transaction to the proper application 
program for processing? 

Do programs positively identify input data 
as to type (transaction code)? 

Are standardized default options built into 
computer program logic? 

Are computer-generated control totals 
(run-to-run totals) automatically reconciled 
between jobs to check for completeness 
of processing? 

Where computerized data is entered into the ' 

computer application, are there controls 
to verify that proper data is used? 

Where computerized files are entered into the 
computer application, are there controls to 
verify that the proper version (cycle) of 
the file is used? 

- - 

Do all programs include routines for 
checking internal file header labels 
before processing? 

Are controls in place to prevent operators 
from circumventing file checking routines? 

A r e  internal trailer labels containing control 
totals (record counts, predetermined control 
totals, etc.) generated for all computer files 
and tested by the application programs to 
determine that a l l  records have been processed? - - 
Are file completion checks performed to make 
sure that application files have been com- 
pletely processed, including both transaction 
and master files? - - 
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m - 4  
88. D o  d a t a  p r o c e s s i n g  c o n t r o l s  make s u r e  t h a t :  

--Output c o u n t s  f rom t h e  s y s t e m  equal 
i n p u t  c o u n t s  t o  t h e  s y s t e m ?  

--Program i n t e r f a c e s  require t h a t  t h e  
s e n d i n g  program o u t p u t  c o u n t s  e q u a l  t h e  
r e c e i v i n g  program i n p u t  c o u n t s ?  

NO - YES - 

--System i n t e r f a c e s  require  t h a t :  

'--The s e n d i n g  s y s t e m ' s  o u t p u t  c o u n t s  
e q u a l  t h e  r e c e i v i n g  s y s t e m ' s  i n p u t  
c o u n t s ?  

--Shared f i l e s '  meet t h e  control 
r e q u i r e m e n t s  of b o t h  t h e  s e n d i n g  
and r e c e i v i n g  s y s t e m s ?  

REAL-TIME--DATA PROCESSING VALIDATION AND EDITING 

8 9 .  

90. 

91. 

Is da ta  v a l i d a t i o n  and e d i t i n g  per formed 
a s  e a r l y  a s  p o s s i b l e  i n  t h e  d a t a  f l o w  t o  
i n s u r e  t h a t  t h e  a p p l i c a t i o n  re jec ts  any  
i n c o r r e c t  t r a n s a c t i o n  b e f o r e  master 
f i l e  u p d a t i n g ?  

Is d a t a  v a l i d a t i o n  and  e d i t i n g  pe r fo rmed  
f o r  a l l  d a t a  f i e l d s  e v e n  t h r o u g h  a n  error 
may b e  d e t e c t e d  i n  a n  e a r l i e r  f i e l d  of t h e  
t r a n s a c t i o n ?  

A r e  t h e  f o l l o w i n g  checked  f o r  v a l i d i t y  o n  
a l l  i n p u t  t r a n s a c t i o n s :  

- - I n d i v i d u a l  and s u p e r v i s o r  a u t h o r i z a t i o n  
o r  a p p r o v a l  c o d e s ?  

--Check d i g i t s  on  a l l  i d e n t i f i c a t i o n  keys?  

--Check d i g i t s  a t  t h e  end  o f  a s t r i n g  of 
n u m e r i c  d a t a  t h a t  i s  n o t  s u b j e c t e d  t o  
b a l a n c i n g  ? 

--Codes? 

- - C h a r a c t e r s ?  

- - F i e l d s ?  

--Combinat ions o f  f i e l d s ?  

- - T r a n s a c t i o n s ?  

VI-139 



QUESTIONNAIRE 12 QUESTIONNAIRE 12 

YES - 

92 

93. 

94. 

95 .  

96 

97.  

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

TFRA-4 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

Is relationship editing performed between 
input transactions and master files to 
check for appropriateness and correctness 
prior to updating? 

Are special routines used which automatically 
validate and edit input transaction dates 

Is full data validation and editing (questions 
91-93) performed on all files interfacing with 

against a table of cutoff dates? - 

the application? - 
Do the programs that include a table of 
values have a control mechanism to 
assure accuracy of the table values? 

Are all persons prevented from overriding 
or bypassing data validation and editing 
problems? 

If not, are the following true: 

- 
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98 

99. 

100. 

TFRA - 4 
--This override capability is restricted 

to supervisory personnel in a limited 
number of acceptable circumstances? 

--All system overrides are automatically 
logged by the application so that 
these actions can be analyzed for 
appropriateness and correctness? - - 

Are record counts generated by the application 
used by the data processing control group 
to validate the completeness of data 
processed by the system? 

Are predetermined control totals generated 
by the application used by the data processing 
control group to validate the complete- 
ness of data processed by the system? 

Does a direct update to files cause: 

--A record to be created and added to a 
backup file, containing a before and after 
picture of the record being altered? 

--The transaction to be recorded on the 
transaction history file together with 
the date and time of entry and the 
originator's identification? 

REAL-TIME--DATA PROCESSING ERROR HANDLING 

101. 

102. 

103. 

104 

105. 

Do documented procedures exist that explain 
the process of identifying, correcting, 
and reprocessing data rejected by the 
application? 

Are error messages displayed with clearly 
understood corrective actions for each 
type of error? 

Are error messages produced for each 
transaction which contains data that does 
not meet edit requirements? 

Are error messages produced for each data 
field which does not meet edit require- 
ments? 

Is all data that does not meet edit 
requirements rejected from further 
processing by the application? 

- - 
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- YES NO 
TFRA-4 

Is all data rejected by the application 
autqmatically written on an automated 
suspense file? 

Does the automated suspense file include: 

106 

107. 

108 

109 . 

110. 

111. 

112. 

113 

--Codes indicating error type? 

--Date and time transaction was entered? 

--Identity of the user who originated the 
transaction? 

Are record counts automatically created by 
suspense file processing to control these 
rejected transactions? 

Are predetermined control totals 
automatically created by suspense file 
processing to control these rejected 
transactions? 

Are rejected transactions transmitted to 
the users originating them so that 
corrective action can be taken? 

Does the user department control group 
independently control data rejected by the 
appl icat ion sys tem using : 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

Is the automated suspense file used to 
control followup, correction, and reentry 
of transactions rejected by the application? 

Is the automated suspense file used to 
produce, for management review, analysis of: 

--Level of transaction errors? 

--Status of uncorrected transactions? 

- - e  
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114 

115 

116. 

117. 

118. 

119. 

120. 

121. 

122. 

123. 

124. 

125. 

TFRA-4 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to 
make sure that corrective action is taken 
when uncorrected transactions remain on 
the suspense file too long? 

Are progressively higher levels of manage- 
ment reported to as these conditions worsen? 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions 
on the automated suspense file? 

Is the application designed so that it 
cannot accept a delete- or an erase-type 
command? 

Do valid correction transactions purge the 
automated suspense file of corresponding 
rejected transactions? 

Are invalid correction transactions added to 
the automated suspense file along with the 
corresponding rejected transactions? 

Are record counts appropriately adjusted by 
correction transactions? 

Are predetermined control totals appro- 
priately adjusted by correction transactions? 

Are all corrections subject to supervisory 
review and approval before reentry? 

Are the procedures for processing cor- 
rected transactions the same as for proc- 
essing original transactions, with the 
addition of supervisory review and approval 
before reentry? 

Does the ultimate responsibility for 
completeness and accuracy of all application 
processing remain with the user? 

YES - 

- 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any !'no" answers and 
identify alternate control procedures. 
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TFRA - 5 e QUESTIONNAIRE 13 

DATA OUTPUT CONTROLS 

Data o u t p u t  c o n t r o l s  a re  u s e d  t o  i n s u r e  t h e  i n t e g r i t y  o f  
o u t p u t  and  t h e  correct and  t i m e l y  d i s t r i b u t i o n  of o u t p u t s  pro- 
duced.  Not o n l y  m u s t  o u t p u t s  b e  accurate, b u t  t h e y  mus t  a l so  
b e  r e c e i v e d  by  users i n  a t i m e l y  and  c o n s i s t e n t  manner.  O u t p u t s  
c a n  b e  produced i n  two d i f f e r e n t  ways: b a t c h  and. o n - l i n e .  The 
main  areas o f  c o n t r o l  i n c l u d e  

- -ou tpu t  b a l a n c i n g  and  r e c o n c i l i a t i o n ,  

- -ou tpu t  d i s t r i b u t i o n ,  

- -output  e r ror  h a n d l i n g ,  and  

- -handl ing  and  r e t e n t i o n  o f  o u t p u t  r e c o r d s  and  
a c c o u n t a b l e  documents .  

Of c r i t i c a l  impor t ance  is  t h e  i n t e r f a c e  be tween t h e  da ta  process- 
i n g  d e p a r t m e n t  and t h e  user d e p a r t m e n t .  

The a u d i t o r  s h o u l d  e v a l u a t e  t h e  adequacy  of c o n t r o l s  o v e r  
o u t p u t s  t o  make s u r e  t h a t  da t a  p r o c e s s i n g  r e s u l t s  a re  r e l i a b l e ,  
o u t p u t  c o n t r o l  t o t a l s  are  accurate, and  reports are d i s t r i b u t e d  
i n  a t i m e l y  manner t o  users. 

BATCH--OUTPUT BALANCING AND RECONCILIATION 

1. 

2. 

3 .  

4 .  

5. 

Do documented p r o c e d u r e s  e x i s t  t h a t  e x p l a i n  
t h e  methods  f o r  proper b a l a n c i n g  and  r econ-  
c i l i a t i o n  o f  o u t p u t  p r o d u c t s ?  

Does t h e  d a t a  p r o c e s s i n g  d e p a r t m e n t  h a v e  a 
c o n t r o l  g r o u p  which is r e s p o n s i b l e  f o r  
r e v i e w i n g  a l l  o u t p u t s  produced  by t h e  
a p p l i c a t i o n ?  

Does t h e  da ta  p r o c e s s i n g  c o n t r o l  group 
m o n i t o r  t h e  p r o c e s s i n g  f l o w  t o  make s u r e  
t h a t  a p p l i c a t i o n  programs a r e  b e i n g  
processed a c c o r d i n g  t o  s c h e d u l e ?  

Does t h e  da ta  p r o c e s s i n g  d e p a r t m e n t  c o n t r o l  
g r o u p  r e v i e w  o u t p u t  products  f o r  g e n e r a l  
a c c e p t a b i l i t y  and  c o m p l e t e n e s s ?  - - 
Does t h e  d a t g  p r o c e s s i n  d e p a r t m e n t  c o n t r o l  
g r o u p  r e c o n c i l e  e a c h  o u 2 p u t  b a t c h  t o t a l  w i t h  
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NO YES - - 

6.  

7. 

8 .  

9. 

10. 

11. 

12. 

1 3  

WRA-5 

input  batch t o t a l s ,  before the  r e l ease  
of any repor t s ,  t o  e n s u r e  t h a t  no da ta  was 
added o r  l o s t  during da ta  processing? 

Does the  da t a  processing department cont ro l  
group reconci le  each output record count w i t h  
input record counts, before the  r e l ease  of 
any r epor t s ,  t o  i n s u r e  t h a t  no da ta  was added 
or  lost during d a t a  processing? 

Does the  da t a  processing department cont ro l  
group reconci le  each output predetermined 
cont ro l  t o t a l  w i t h  input predetermined 
cont ro l  t o t a l s ,  before the  re lease  of any 
r epor t s ,  t o  insure t h a t  no da ta  was added o r  
l o s t  dur'ing da t a  processing? 

Does t h e  da t a  processing department cont ro l  
group keep a log which summarizes t h e :  

--Number of appl ica t ion  r epor t s  generated? 

--Number of pages per  repor t?  

--Number of l i n e s  per repor t?  

--Number of copies of each report?  

--Recipient(s) of each repor t?  

Are system c s t p u t  logs  kept t o  provide an 
aud i t  t r a i l  f o r  t he  outputs?  

A r e  output logs reviewed by supervisors  
t o  determine the  correctness  of output 
production? 

Is a t ransac t ion  log kept by the 
appl ica t ion  t o  provide an a u d i t  t r a i l  
fo r  t h e  t ransac t ions  b e i n g  processed? 

Is a t ransact ion log kept a t  each output 
device t o  provide an a u d i t  t r a i l  f o r  t h e  
t ransac t ions  being processed? 

Is t he  t ransac t ion  log kept by t h e  
appl icat ion compared regular ly  w i t h  t h e  
t ransac t ion  log kept a t  each output device 
t o  make sure  t h a t  a l l  t ransac t ions  have 
been r o  e r l y  processed t o  t h e  f i n a l  output 
steps? 
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TFRA-5 
14. Can transactions be traced forward to the 

final outputs? - - 
15. Can transactions be traced backward to the 

16. On each output product, does the application 

original source documents? - I 

identify the: 

--Title or name of product? 

--Processing program name or number? 

--Date and time prepared? 

--Processing period covered? 

--User name and location? 

--Counts developed during processing? 

--End-of-job/file/report indication? 

--Security classification, if any? 

17. Does the user department have a control 
group which is responsible for reviewing 
all output received from the data 
processing department? 

18. Is the user department control group given 
lists of all changes to the application 
master file data or programmed data? 

19. Is the user department control group given 
lists of all internally generated trans- 
actions produced by the application? 

20. Is the user department control group given 
lists of all interface transactions proc- 
essed by the application? 

a list of all transactions entered into 
the application? 

22. Are all listings (questions 18-21) reviewed 
by the user department control group to in- 
sure completeness of data processed by the 
application? 

21. Is the user department control group given 
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23 

24 . 
25  

26. 

27. 

28 a 

YES - TFSA-5  
Is the user department control group 
furnished reports produced by the application 
which shows the: 

--Batch totals? - 
- --Record counts? 

--Predetermined control totals? - 
Does the user departqent control group 
verify all computer-generated batch totals 

Does the user department control group 
verify all computer generated record counts 
to their manually developed record 
counts? 

with its manually developed batch totals? - 

Does the user department control group 
verify all computer-generated predetermined 
control totals with its manually developed 
predetermined control totals? - 
Does the user department control group 
verify the accuracy and completeness of 
all outputs? 

Does the user department retain ultimate 
responsibility for the accuracy of all 
outputs? 

BATCH--OUTPUT DISTRIBUTION 

29. Do documented procedures exist that explain 
the methods for proper handling and 
distribution of output products? - 

30. Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

- --Originating data? 

--Inputting data? - 
- --Processing data? 

--Distributing output? 

Are users questioned periodically to deter- 
mine their continued need for the product and 
the number of copies received? 

- 
31. 

- 
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32. 

33. 

34 . 

35. 

36. 

37. 

38 

39. 

T F R A - 5  

Does the cover sheet of every report 
clearly identify the recipient's name and 
locat ion? 

QUESTIONNAIRE 13 

NO YES - - 

Does the data processing department have a 
control group which is responsible for dis- 
tributing all output produced by the 
computer application? 

Does the data processing department control 
group have a schedule, by application, that 
shows when output processing will be completed 
and when output products need to be distrib- 
uted? 

Has a priority system been established 
so that critical outputs can be produced on 
time? 

Does the data processing department 
control group keep a log, by application, 
of all output products produced by the 
system? 

Does this log identify the following for 
each output product: 

--Job name? 

--Time and date of production? 

--Product name? 

--Time and date of distribution? 

--Name(s) of recipient(s)? 

--Quantity distributed to each recipient? 

--Security status, if any? 

Is each entry in the data processing 
department control group's log signed 
by supervisors to indicate that the 
reports>were in fact produced and trans- 
mitted to recipients? 

Does this log include notes on problems 
that arose with processing (reruns, 
data checks, etc.)? 
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WRA-5 

40. Does the data processing department control 
group maintain a formalized output dis- 
tribution checklist to show the disposition 
of each output product? 

41. Are turnaround transmittal documents used by 
the data processing department control group 
to verify that the output product has been 
received by the authorized recipient? 

42.  IS the output distribution checklist used 
to verify the acknowledgment of all turn- 
around transmittal documents from recipients 
of output? 

43.  Does the data processing department control 
group verify that only authorized numbers 
of copies of outputs are produced? 

BATCH--OUTPUT ERROR HANDLING 

44. 

4 5 .  

46.  

47 .  

48. 

49. 

Do documented procedures exist that explain 
data processing department methods for 
reporting, correcting, and reprocessing 
output products with errors? 

Is the user department control group 
notified immediately by the data processing 
control group of problems in output products? 

Does the data processing department control 
group keep a control log of output product 
errors? 

Is this log used to: 

--Identify the problem? 

--Note corrective action taken? 

--Record date and time of resubmission? 

--Record date and time of transmission 
to users? 

Do supervisors use this log to make 
sure that timely resubmissions of jobs 
are accorqplished and corrected reports are 
expeditiously transmitted to the users? 

Does the data processing department control 
group develop an independent history file of 
output pdoducts with errors? 
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TFRA-5 

QUESTIONNAIRE 13 

NO YES - - 

50. Is t h i s  f i l e  reviewed p e r i o d i c a l l y  by 
s u p e r v i s o r s  t o  i d e n t i f y  causes o f  
and t r e n d s  i n  o u t p u t  p roduc t  e r r o r s ?  

51. A r e  users k e p t  a p p r i s e d  of p r o g r e s s  b e i n g  
made t o  correct problems t h a t  cause o u t p u t  

A r e  t h e  o u t p u t s  from r e r u n  j o b s  s u b j e c t e d  
t o  t h e  same q u a l i t y  rev iew as t h e  o r i g i n a l  
o u t p u t  p r o d u c t s  t h a t  were found t o  be  

p roduc t  errors? - - 
52. 

i n  error? - - 
53. D o  documented p rocedures  e x i s t  t h a t  e x p l a i n  

t h e  methods f o r  u s e r  depar tment  r e p o r t i n g  
and c o n t r o l  of  o u t p u t  p r o d u c t  errors? I - 

54. Is t h e  u s e r  n o t i f i e d  immediately by t h e  
user depar tment  c o n t r o l  group o f  problems 
i n  o u t p u t  products? 

55. Does t h e  user depar tment  c o n t r o l  group 
keep  a c o n t r o l  l o g  o f  o u t p u t  p roduc t  
e r r o r s ?  

56. Is t h i s  l o g  used to: 

- - Iden t i fy  t h e  problem? - - 
- - I d e n t i f y  da t a  p r o c e s s i n g  depar tment  

pe r sonne l  c o n t a c t e d ?  

--Record d a t e  and time o f  d a t a  p rocess ing  
department  c o n t a c t ?  - - 

--Record d a t a  p r o c e s s i n g  depar tment  
c o r r e c t i v e  a c t i o n  taken?  

--Record d a t e  and t i m e  o f  receipt o f  
corrected o u t p u t  p roduc t?  

- - Iden t i fy  causes and t r e n d s  o f  o u t p u t  
p roduc t  e r r o r s ?  

--Make s u r e  t h a t  o u t p u t  p r o d u c t  errors are  
corrected i n  a t i m e l y  manner? - - 
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NO YES - - TFRA-5 
BATCH--HANDLING AND RETENTION OF OUTPUT 
RECORDS AND ACCOUNTABLE DOCUMENTS 

57. 

58 e 

59 e 

60 e 

61 e 

62.  

63 

Have record and document retention periods 
been established? 

Are the periods reasonable for backup 
and audit purposes? 

Are appropriate methods (i.e., degaussing, 
shredding, etc.) used to dispose of un- 
needed records and documents? 

Is access to records and documents restricted 
to authorized individuals? 

Are periodic reviews made to determine 
if output products are still needed by 
the user? 

Is the dual custody technique used to 
control accountable documents (check stock, 
bond stock, identification card stock, etc.) 
during the following: 

--In storage? 

--In transit? 

--Waiting to be used by the application? 

--Being used by the application? 

--Waiting for distribution? 

--Waiting for destruction? 

--Waiting for transit back to storage? 

Is access to accountable documents restricted 
to authorized personnel? 

ON-LINE--OUTPUT BALANCING AND RECONCILIATION 

64. Do documented procedures exist that explain 
the methods for proper balancing and recon- 
ciliation of output products? 

65. Does the data processing department have 
a control group responsible for making sure 
that output products are accurately processed 
by data processing and correctly transmitted 
to user terminal devices? 
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6 6 .  

67. 

68 .  

69. 

70 

71. 

72 

7 3 .  

74. 

WRA-5 YES - 
Does the data processing department control 
group have a schedule by application that 
shows when pre-output processing ends and 
when output processing begins? - 
Does the data processing department control 
group monitor the processing flow to make 
sure that application programs are being 
processed according to schedule? - 
Does the data processing department control 
group reconcile each output batch total 
with input batch totals, before the trans- 
mission of outputs, to insure that no data 

Does the data processing department control 
group reconcile each output record count 
with input record counts, before the trans- 
mission of outputs, to insure that no data 

was added or lost during data processing? - 

was added or lost during data processing? - 
Does the data processing department control 
group reconcile output predetermined control 
totals with input predetermined control 
totals, before the transmission of outputs, 
to insure that no data was added or lost 
during data processing? 

Is a log kept by the application to 
provide an audit trail for transactions 
being processed? 

Is a log kept at each output trans- 
mission device to provide an audit 
trail for outputs being transmitted 
to user terminal devices? 

Is the transaction log kept by the 
application compared regularly with the 
transmission log kept at each output 
transmission device to make sure that 
all outputs have been properly trans- 
mitted to the final users? 

On each output product, does the application 
system identify: 

- --Title or name of product? 

--Processing program name or number? - 
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TFRA-5 

QUESTIONNAIRE 13 

--Date and time prepared? 

--Processing period covered? 

--User name and location? 

--Counts developed during processing? 

--End-of-job/file/report indication? 

--Security classification, if any? 

75. Do terminal devices automatically disconnect 
from the computer-based system if they are 
unused for h certain amount of time? - - 

76. Do terminal devices need to be logged off 
at the end of the day so that they will be 
disconnected from the computer-based system? - - 

77. Even though teminals are disconnected 
from the system, can output reports still be 
transmitted to terminal output devices? - - 

78. Are output devices located in secure 
facilities at all times to protect against 
unauthorized access? - - 

79. Has a priority system been established 
so that critical outputs can be trans- 
mitted on time? 

80. Are all outputs waiting for transmission 
placed on a backup log before being 
put into the transmission queue? 

81. As outputs are transmitted and received, 
does the terminal output device send a reply 
that they have been correctly received? 

8 2 .  Is the backup log purged when the terminal 
output device reply has been received? 

8 3 .  Does the computer-based system automatically 
check an output message before displaying, 
writing, or printing it to make sure that it 
has not reached the wrong terminal output 
device? 

84 .  Is message content validated before 
displaying, writing, or printing on the 
terminal output device? 
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85 

86 

87 

88. 

89 

90 0 

91 0 

92. 

93 0 

94 

95 

96 

TFRA-5 
- 

QUESTIONNAIRE 13 

NO YES - - 
Can transactions be traced forward to the 
final output products? - - 
Can transactions be traced backward to the 

Are all the day's activities summarized and 

Are these activity reports used to provide 

-. original source documents? - 

printed for each terminal device? - - 

an audit trail for the output products? - - 
Are these reports reviewed by supervisors 
to determine the correctness of output 
production? 

Does the user department have a control 
group responsible for reviewing all 
outputs produced by the computer 
application? 

Does the user department control group 
reconcile each output batch total with input 
batch totals, before the release of any 
reports, to insure that no data was added 
or lost during data processing? 

Does the user department con'trol *up 
reconcile each output record count with 
input record counts, before release of any 
reports, to insure that no data was added or 

Does the user department control group 
reconcile output predetermined control 
totals with input predetermined control 
totals, before release of any reports, to 
insure that no data was added or lost 

lost during data processing? - - 

during data processing? - - 
Is the user department control group given 
lists of all changes to application system 
master file data or programmed data? - - 
Is the user department control group given 
lists of all internally generated trans- 
actions produced by the application? 

Is the user department control group 
given lists of all interface trans- 
actions processed by the application? 
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TFRA - 5 NO - YES - 

97. Is t h i s  u s e r  d e p a r t m e n t  c o n t r o l  group 
g i v e n  a l i s t  of a l l  t ransact ions entered 
i n t o  t h e  system? 

98. A r e  a l l  l i s t i n g s  ( q u e s t i o n s  94-97) r e v i e w e d  
by t h e  u s e r  d e p a r t m e n t  c o n t r o l  g r o u p  t o  i n -  
s u r e  completeness o f  d a t a  processed by  
t h e  system? 

99. Does t h e  u s e r  d e p a r t m e n t  c o n t r o l  g r o u p  
v e r i f y  t h e  a c c u r a c y  a n d  completeness o f  a l l  
o u t p u t s ?  

100 .  Is t h e  u s e r  d e p a r t m e n t  u l t i m a t e l y  
r e s p o n s i b i l e  f o r  t h e  a c c u r a c y  of a l l  
o u t p u t s  ? 

ON-LINE--OUTPUT DISTRIBUTION 

101 .  D o  documented  p r o c e d u r e s  e x i s t  t h a t  e x p l a i n  
t h e  me thods  f o r  proper h a n d l i n g  a n d  d i s t r i -  
b u t i o n  o f  o u t p u t  p r o d u c t s ?  - - 

102.  A r e  d u t i e s  separated t o  make sure t h a t  n o  
o n e  i n d i v i d u a l  p e r f o r m s  more t h a n  o n e  o f  
t h e  f o l l o w i n g  o p e r a t i o n s :  

- - O r i g i n a t i n g  d a t a ?  

- - I n p u t t i n g  d a t a ?  

- - P r o c e s s i n g  da t a?  

- - D i s t r i b u t i n g  o u t p u t ?  

103 .  A r e  u s e r s  q u e s t i o n e d  p e r i o d i c a l l y  t o  
d e t e r m i n e  t h e i r  c o n t i n u e d  n e e d  f o r  t h e  
p r o d u c t s  a n d  t h e  number o f  copies r e c e i v e d ?  - - 

104. Does t h e  u s e r  d e p a r t m e n t  h a v e  a c o n t r o l  
g r o u p  r e s p o n s i b l e  f o r  d i s t r i b u t i n g  a l l  
o u t p u t  p r o d u c t s  p r o d u c e d  by  t h e  a p p l i c a t i o n ?  - - 

105 .  D o e s  t h e  user d e p a r t m e n t  c o n t r o l  g r o u p  h a v e  
a s c h e d u l e ,  by  a p p l i c a t i o n ,  t h a t  shows  when 
o u t p u t  p r o c e s s i n g  w i l l  b e  completed a n d  when 
o u t p u t  products  n e e d  t o  b e  d i s t r i b u t e d ?  - - 

106.  Does t h e  u s e r  d e p a r t m e n t  c o n t r o l  g r o u p  m o n i t o r  
s y s t e m  o u t p u t s  t o  make sure  t h a t  a p p l i c a t i o n  
p r o g r a m s  are be ing  processed a c c o r d i n g  t o  
s c h e d u l e ?  - - 
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TFRA - 5 
QUESTIONNAIRE 13 

- YES - 
107. Does t h e  u s e r  d e p a r t m e n t  c o n t r o l  g r o u p  

m a i n t a i n  a f o r m a l i z e d  o u t p u t  d i s t r i b u t i o n  
c h e c k l i s t  t o  show t h e  d i s p o s i t i o n  o f  e a c h  
o u t p u t  p r o d u c t ?  

108.  A r e  t u r n a r o u n d  t r a n s m i t t a l  documents  
used  by t h e  d a t a  p r o c e s s i n g  d e p a r t m e n t  
c o n t r o l  g r o u p  t o  v e r i f y  t h a t  t h e  o u t p u t  
p r o d u c t  h a s  been  r e c e i v e d  by t h e  a u t h o r i z e d  
r e c i p i e n t ?  

109.  Is t h e  c h e c k l i s t  u sed  t o  v e r i f y  t h e  
acknowledgment of a l l  t u r n a r o u n d  
t r a n s m i t t a l  documents  f rom r e c i p i e n t s  
o f  o u t p u t s ?  

ON-LINE--OUTPUT ERROR HANDLING 

110 .  

111. 

112.  

113. 

D o  documented p r o c e d u r e s  e x i s t  t h a t  e x p l a i n  
t h e  methods  f o r  user d e p a r t m e n t  r e p o r t i n g  
and  c o n t r o l  o f  o u t p u t  errors? 

Is t h e  u s e r  n o t i f i e d  immedia t e ly  by  
t h e  u s e r  d e p a r t m e n t  c o n t r o l  g r o u p  
o f  p rob lems  i n  o u t p u t s ?  

Does t h e  u s e r  department c o n t r o l  g r o u p  
k e e p  a c o n t r o l  log o f  o u t p u t  p r o d u c t  
errors? 

Is t h i s  log used  to:  

- - I d e n t i f y  t h e  problem? 

- - I d e n t i f y  da t a  p r o c e s s i n g  d e p a r t m e n t  
p e r s o n n e l  c o n t a c t e d ?  

--Record date  and  t i m e  o f  d a t a  
p r o c e s s i n g  d e p a r t m e n t  c o n t a c t ?  

--Record da t a  p r o c e s s i n g  d e p a r t m e n t  
c o r r e c t i v e  a c t i o n  t a k e n ?  

--Record d a t e  and  t i m e  o f  receipt  o f  

- - I d e n t i f y  c a u s e s  and  t r e n d s  o f  

--Make s u r e  t h a t  o u t p u t  p r o d u c t  

c o r r e c t e d  o u t p u t  p r o d u c t ?  

o u t p u t  p r o d u c t  errors? 

errors  a re  corrected i n  a t i m e l y  
manner? 
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QUESTIONNAIRE 13 QUESTIONNAIRE 13 

TF'RA - 5 

114. Are the outputs from rerun jobs subject 
to the same quality review as the original 
output products that were found to be in 
error? 

ON-LINE--HANDLING AND RETENTION OF OUTPUT 
RECORDS AND ACCOUNTABLE DOCUMENTS 

115. Have record and document retention periods 
been established? 

116. Are the periods reasonable for backup 
and audit purposes? 

117. Are appropriate methods (i.e., degaussing, 
shredding, etc.) used to dispose of un- 
needed records and documents? 

118. Is access to records and documents restricted 
to authorized individuals? 

119. Are periodic reviews made to determine 
if output products are still needed by 
the user? 

120. Is the dual custody technique used to con- 
trol accountable documents (check stock, 
bond stock, identification card stock, etc.) 
during the following: 

--In storage? 

-.. --In transit? 

--Waiting to be used by the application? 

--Being used by the application? 

--Waiting for distribution? 

--Waiting for destruction? 

--Waiting for transit back to storage? 

121. Is access to accountable documents 
restricted to authorized personnel only? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple ''yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any ''no" answers and 
identify alternate control procedures. 



PROFILE 3 

TFRA-6 0 
PROFILE 3 

APPLICATION CONTROLS PROFILE 

On the basis of questionnaire responses and other informa- 
tion obtained relating to the following control characteristics, 
how much risk (low, medium or high) do you believe is involved 
in relying on the agency's application controls to assure 
accurate and reliable data processing? Refer to appendix I1 
€or more information on assessing r i s k .  

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
risk? characteristics in place? effective? in place? effective? - 

DATA ORIGINATION 
CONTROLS 

Source document 
origination 

Source document 
authorization 

Source document 
data collection 
and input 
preparation 

Source document 
error handling 

Source document 
retent ion 

DATA INPUT 
CONTROLS 

Ba tch--data 
conversion and 
entry 

Batch--data 
validation 
and editing 

Bat c h--da ta 
input error 
handling 

On-line--data 
conversion and 
entry 
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PROFILE 3 PROFILE 3 

TFRA-6 
APPLICATION CONTROLS PROFILE 

Is some Is the 

Control control control control control 
characteristics in place? effective? in place? effective? 

On-line--data 
validation 
and editing 

On-line--data 
input error 
hand1 ing 

Is the Is the alternate alternate Level of 
potential 
risk? - 

DATA PROCESSING 
CONTROLS 

Batch--data 
processing 
integrity 

Batch--data 
processing 
validation and 
ed i t ing 

Batch--data 
processing 
error hand 1 i ng 

Real-time--data 
processing 
integrity 

Real-time--data 
processing 
validation and 
ed i t ing 

Real-time--data 
processing error 
handling 

DATA OUTPUT 
CONTROLS 

Batch--output 
balancing and 
reconciliation 
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PROFILE 3 PROFILE 3 

TFRA-6 
APPLICATION CONTROLS PROFILE 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristics in place? effective? in place? effective? - risk? 

Batch--output 
distribution 

Batch--output 
error handling 

Batch--handling 
and retention 
of output records 
and accountable 
documents 

On-line--output 
balancing and 
reconciliation 

On-line--output 
distribution 

On-line--output 
error handling 

On-line--handling 
and retention of 
output records 
and accountable 
documents 
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MATRIX 3 

APPLICATION CONTROLS MATRIX 

MATRIX 3 

If  t h e  d e g r e e  of r i s k  determined on t h e  p r e v i o u s  p r o f i l e  
warrants  a d d i t i o n a l  a u d i t  work (medium or h i g h  r i s k ) ,  t h e  
f o l l o w i n g  matr ix  shou ld  h e l p  t h e  a u i d t o r  se lect  appropr ia te  
a u d i t  s t e p s  t o  complete  t h e  rev iew.  

Sourca Document Organization 

Sourcu Document Authorization 

bbl I I Source Doamant Collection 
and Input Preparation 

~~~~~ ~ ~~ 

Source Document Error Handling 0 

( . I o I  I I Source Document Handling 
and Retention 

Data Input Controls 

0 .  0 .  Batch-Data Conversion 
and Entry 

Batch-Data Validation 
and Editing 

Batch--Data Input Error Handling1 1 0 I 0 1 I 
On-Line-Data Conversion 
and Entry 

14.1 lob On-Line-Data Validation 
and Editing 

On-Line--Data Input 
Error Handling 
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MATRIX 3 MATRIX 3 

" E R A - 6  

APPLICATION CONTROLS MATRIX 

Batch-Output Distribution 
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FLOWCHART OF RELATIONSHIPS 
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- Shops stores billing syrtem 
- Supply operations branch billing 

- Postal services billing system 
- Biomedical engineering end in- 
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system 
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- Personal property billing system 
- Design billing system 
- Glassware billing system 
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system 
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WOR: SIEPS: 

4. Repare a schedule of the syrtani 
I Isted In the order of thelr can. 
p6sI)e re1 fabll fty scores. Grm 
the systens lntd three catego- 
rIes: hlgh, medfun, and low 
rlsk. See sectlm 5,  Rlsk 
Wnkfng of Systam for guldance 
In preparing thls schedule. 

5. select the systans fa fvther 
W l W .  

R*rn 
STEPS 

X 

R la 
Fl A 

kbrk 

MAIN S a R u  FOR INFOFMATIOI 
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ASK I V :  lnltfal Rfsk Wtfng and Wnkfng of 
systens 

Fage 
B f  erence 

4-14 

4-15 

4-15 

OBECTIK: Rfsk rank the valfdated 
lnventu-y of agency aoomtfng 
systens. 

1. 

2. 

3. 

b e a c h  system based on the 
gufdance In sectfan 5, Rfsk Wn- 
fng of Systems, assfgn a rlsk 
ratfng of low, mdfun, a hfgh 
for each of the rfsk factors. 

Canpute a cunposfte re1 labfl l ty  
ScQe far each s y s h  based on 
the rlsk ratfng assfgned and the 
wefghtfng systen dfscussed In 
sectfon 5. 

Reparsa schedule of the rlsk 
ratfngs and canposfte 
ref labll fty scores assfgned each 
SY*. 

ms !der Ing 
Ent Ire 

as Entfty 
PgenCY 

onslderly 
hmpOnentS 

of 

PSencY 

R lor 
FI A 

Wn-k 

MAIN !KME F(XI INFOWNICN 

+CY 

Bnua I s 

- 

QencY 
Ff les 
and 
mu - 
mts 
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TFRA- 11 

UeSo GENERAL ACCOUNTING OFFICE 

S u m q  of bar8 of Accounting Reportr 

The purpose of t h i s  questionnaire is 
to  obtain your opinions on the 
usefulncs~,  accuracy and tfmelinesr 
of t h i s  report. Your response8 w i l l  
help uu t o  evaluate the effectiveness 
an$ need f e r  t h i s  report. 

The following l abe l  ham a GAD 
identification number, the nam of 
the person on the dis t r ibut ion l i 8 t  
who receives a copy of the report, 
and the name of the report. Pleare 
complete t h i s  questionuaire for the 
repore designated on t h i s  label. 

Each questionnaire can be completed 
in about 10 minutes. Most of the 
questions can be completed e i the r  by 
checking boxes o r  f i l l i n s  in blanks. 

I f  your off ice  receives only one copy 
o f  the report and, it ie u8ed by 
several dif f e tent  -'people i n  your 
office, it should be completed by the 
person who is the primary user of the 
report or the persoa who is the most 
f a d l i a r  with the report. Only 
questionnaire should be f i l l e d  out 
for each report used. 

Please return the c o q h t e d  
questionnaire i n  the self -addressed 
envelope within 5 days a f t e r  receipt,  
i f  possible. I f  you ham any 
questions, please c a l l  Darby Smith a t  
(202) 275-1581. Thank you fo r  your 
coopra t  ion. 

If the self-addressed envelope 
is misplaced, please mail the 
coapletcd questionnaire to: 

M r .  Sam Oliver 
U.S. Genera$ Accounting Office 
441 G Street ,  N.W., Room 6007 
Washington, D.C. 20548 

I. Use of the Report 

1. Does anyone in your o f f i c e  use t h i s  
report? (CHECK ONE BOX.) 

( 9 )  

2. [EJ No. ... CONTINUE TO Q. 2 

2. Which of the following reasons best 
describes why no one in your o f f i c e  
u8es t h i s  report? 
APPLY. ) 

(CEIEGB ALL TRAT 

(10-16) 

1. [I-] Information is out-of-date 

2. [XI Information is received 
too l a t e  

3. Information is inaccurate 

4. 1 3  Information is incomplete 

5. [z] Information avai lable  f r o m  
a manual system 

6. [I] Information avai lable  from 
an automated system 

7. [-I Other (SPECIFY) - 

I 1 
1 STOP HERE! PLEASE RETURN "HE I 
I QUESTIONNAIRE IN THE ENCLOSED 1 
I SELF-ADDRESSED STAMPED ENVELOPE. I 
I I 
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3. Row fraquently does your of f i ce  
receive t h i s  report? (CEIEOg ONE 
BOX. 1 

4. [=I Once everp s i x  wnths  

5. [=] Annually 

6. [-I - Don’t know 

7. [I] - Other (SPECIFY) 

4. R e v  is the information i n  t h i s  
report  generally used in p u t  
off icc? (ma ALL TEAT APPLY.) 

(18-26) 

1. [I] Begin actions such as 
issuing orders fo r  plaas,  
purchases, o r  pro jccts 

2. [=I Modify exis t ing infoanation 
i n  the system 

3. 111 Enter new or  re t r ieve 
exis t ing information 
from the system 

4. Maintain securi ty  of 
information i n  the system 

5. 1 3  Analyze information from 
the  system to  make program 
decisions o r  evaluatioas 

6. [ I  - Report is for  referencing 

7. to] - Report is for  making 

purposes 

accuracy checks 

8. [=I Don’t know 

9. [-I - Other uses (SPECIFY) 

5. Regardlerlr o f  i t a  form ( tha t  is, 
printed copies, microf icha copies , 
rtc.), how 10118 does your o f f i c e  
keep t h i s  report? (CHECK ONE BOXe) 

(27) 

1. [I] A t  least one day 

2. [=] A t  least one week 

30 [I] A t  least one month 

4. [XI A t  least one year 

5. [-I - Don”t know 

6. [-I Other (SPECIFY) - 
6- What type of dis t r ibu t ion  (if any) 

does your of f ice  make of t h i s  
report? (CHECK ALL TBAT APPLY.) 

(28-32) 

1. [-I Report is oaly used in 

2. [I] Report sent t o  other  
off ices upon request 

3. [=] Report sent to  other 

- 
our of f i ce  

of f ices  on a regular basis  

4. [-I Don’t know - 
5. [XI Other d is t r ibu t ion  

(SPECIFY) 

7. Including yourself, about how many 
people i n  your of f i ce  use this 
report  1 

6 
(33-34)  

Number of people 
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16. Overall, how easy o r  d i f f i c u l t  is 
it to undarstand the information 
contained In t h i s  report? (CRECK 

(52) 
ONE BOX.) 

1. E] Very easy t o  understand 

2. [E] Generally easy t o  
understand, only a few 
d i f f i c u l t  part8 

3. f"] Neither easy nor d i f f i cu l t  
to understand 

4. [=I Generally d i f f i c u l t  t o  
understand, only a few 
easy par ts  

5. [-I - V e r g  d i f f i c u l t  to 
understand 

17. Row timely is the information 
contained in this report? (Tlut 
is, is the report available when it 
is needed?) (CBEQt ONE BOX.) 

1. 1 1  Always or  almost rilvays 

2. [E] h n e r a l l y  on time 

3. Sometimes on time and 
sometimes lata 

(53) 

on time 

18. In your opinion, how frequently 
should t h i s  report be fseuod? 
(CEECR ONE WX.) 

( 5 4 )  

1. (=I Daily 

2. [I] Weekly 

3. [I] - Monthly 

4. [=] Once every six months 

5. [=] Annually 

6. [ ]  Don't know 

19. In the  last year, has your offioe 
considered receiving t h i s  
report (that is, t a w i n g  your name 
from thQ dis t r ibut ion list)? 
(CBECK ONE Box.) 

3. 1x1 Don't h o w  

6. 1x1 Don't know Thank you €or your cooperation. 

I N  TBE EVENT TEAT WE NEED To ' W F Y  ANY OF YOUR RESPONSES, WE TWOaD 
APPRECIATE IT IF YOU WOULD PROVIDE THe FOLLOWING INFORMATION. 

NAME OF PERSON COMPLETING THTS OUESTIOCINAIRE 

TITLE OF PERSON COMPLETING THIS QoeSTIONNAIXE 

TELEPEONE NUMBER 

If you have any comments or suggestiona regarding t h i s  report, please write 
your response on the back of t h i s  pagee 
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SUMMARY OF CONTROL OBJECTIVES, 
TECHNIQUES. AND CONTROL STRENGTHS AND 
WEAKNESSES I N  AN AGENCY'S ACCOUNTING 

SYSTEM 

C y c l e  C o n t r o l  O b j e c t i v e s  

A u t h o r l z a t l o n  

1 .  

2. 

3. 

Sources o f  a s s e t s  and 
i l a b i l i t i e s  shou ld  be 
a u t h o r i z e d  i n  accordance w i t h  
laws. r e g u l a t i o n s .  and 
management p o l i c y .  

The amounts, t i m i n g ,  and 
c o n d l t l o n s  o f  t r a n s a c t i o n s ,  
s h o u l d  be a u t h o r i z e d  gn 
accordance w i t h  laws, 
r e g u l a t i o n s ,  and management 
P O l i C Y .  

The amounts, t i m l n g ,  and 
c o n d l t l o n s  o f  e x p e n d l t u r e s  of 
funds shou ld  be a u t h o r i z e d  I n  
accordance w i t h  laws, 
r e g u l a t l o n s .  and management 
P O I  icy .  

NATIONAL INSTITUTES OF HEALTH--ASSET AND LIABILITY MANAGEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  P l a c e  

S u p p i l e s  ( i n c l u d i n g  d rugs1  

O b l i g a t e d  t r a n s a c t i o n s  a r e  c r e a t e d  d u r l n g  t h e  l n l t l a l  e n t r y  o f  
purchase o rde rs .  The a c c o u n t l n g  s e c t i o n  I s  r e s p o n s t b l e  f o r  
c e r t i f y t n g  t h e  a v a i l a b i l i t y  o f  funds f o r  o b l i g a t i o n  t r a n s a c t i o n s .  

P r o p e r t y  

When purchase o r d e r s  a r e  r e c e i v e d  f rom t h e  Procurement o f f i c e ,  
t h e  P r o p e r t y  A c c o u n t a b i l i t y  U n i t  sc reens  each purchase o r d e r  t o  
de te rm ine  which c o n t a i n s  nonexpendabie p r o p e r t y .  

Advances 

Gran t  applications a r e  rev iewed  by an a d v i s o r y  c o u n c i l  and 
t n l t i a i  r e v i e w  group f o r  r e l e v a n c y  b e t o r e  t h e y  a r e  approved. 

See c y c l e  c o n t r o l  o b j e c t i v e  1. 

Supp i l es  

When r e c e i v e d  and e n t e r e d  I n t o  t h e  d a t a  base, an accoun ts  p a y a b l e  i s  
generated. A c l e r k  I n  t h e  Accounts Payable S e c t i o n  matches t h e  pu r -  
chase o r d e r  d a t a  i n  t h e  system w i t h  t h e  i n v o i c e .  I f  payable,  a pay-  
ment t r a n s a c t i o n  i s  genera ted  as I n p u t  i n t o  t h e  a c c o u n t i n g  system. 

P r o p e r t y  

When p r o p e r t y  Is rece ived ,  an a c c o u n t a b l l l t y  s e c t i o n  employee s t a t i o n -  
ed I n  t h e  supp ly  o p e r a t i o n s  b ranch  r e c e i v i n g  a rea  a f f i x e s  a n u m e r i c a l  
decal  and c l t e s  o t h e r  i d e n t i f y i n g  i n f o r m a t i o n  on t h e  purchase o r d e r .  
These documents a r e  forwarded t o  P r o p e r t y  A c c o u n t a b i l i t y  S e c t i o n  where 
they  a r e  e n t e r e d  l n t o  t h e  system c r e a t i n g  a p r o p e r t y  reco rd .  Each 
month c o p i e s  o f  all p r o p e r t y  t r a n s a c t i o n s  a f t e c t l n g  t h e  g e n e r a l  l edger  
a re  +orwarded t o  t h e  D i v i s i o n  o f  F l n a n c l a i  Management. 

TFRA-13 

C o n t r o l  Weaknesses 

N a t l o n a l  i n s t i t u t e s  o f  H e a l t h  (NIH) 
does n o t  have one system t o  c o n t r o l  
cash advances t o  c o n t r a c t o r s  and 
g ran tees .  The NIH I n f o r m a t i o n  
Management For  P l a n n i n g  and 
C o o r d l n a t l o n  (IMPAC) system 
a u t h o r i z e s  g r a n t  awards and o f f l c e  o f  
S e c r e t a r y ' s  Depar tmenta l  F e d e r a l  
A s s i s t a n c e  F i n a n c i n g  System (DFAFSI 
make award payments. NIH has  no 
asu rance  t h a t  all e x p e n d i t u r e s  a r e  
r e p o r t e d .  
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12. Have you participated in any,of the  
following a c t i v i t i e s ?  (CHECK ALL 
THAT APPLY.) 

1. [-] - Helped iden t i fy  the type of 

(43-48 ) 

information tha t  would be 
included i n  the  report 

2. [-I - Helped design the 
formst of the report  

3. (-1 - Offered suggestions f o r  
changes to the report 

4. [I] Have been contacted 
about fu ture  changes t o  
the  report 

5. (-1 - Rave not participated in 
any of these activities 

6. [-I -.II. Other (SPECIFY) 

11. Opinions About This Report 

13. When your o f f i c e  receives t h i s  
report ,  how up-to-date do you 
consider t h e  information? (CEECK 
ONE BOX.) 

(49) 

1. ['-I - All  o r  almost all of the 
information is up-to-date 

2. [-I - Most of the information 
is  up-to-date 

3. ['I About half of t h e  - 
in fomat ion  is up-to-date 

4. [-] - Most of the  fnformation 
is out-of-date 

5. [-I - AZI or  almost a12 of the 
information is out-of-date 

6. [-I - Don't know 

7. [-I - Other (SPECIFY) 

14. How complete do you consider the 
information i n  t h i s  report  t h a t  
your o f f i c e  uses? (That is, is any 
addi t iona l  informat$on needed?) 
(CHECK ONE BOX.) 

( 5 0 )  

1. Never or almost never 
complete 

2. Generally not complete 

3. 

4. [z] Generally complete 

S. aways  o r  almost always 

6. [,] Don't know 

7. [3 Other (SPECIFY) 

AS much complete as not 
complete 

complete 

15. How much do you l i k e  o r  d i s l i k e  t h e  
format used t o  display the 
information i n  t h i s  report? (CEECK 
- 
ONE BOX.) 

(51)  

1. [XI Greatly l i k e  the fotmat 

2. [I] Like t h e  fonnat 

3. [-] Neither l i k e  nor d i s l i k e  - 
t h e  format 

4. [-] Dislike t h e  format 

5.  [-I - Greatly d i s l i k e  the format 

- 
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12. 8.- you participated i n  any of the 
following ac t iv i t i e s?  (CEECX ALL 
THAT APPLY.) 

1. 1x1 Belped identify the type of 

(43-48) 

information tha t  would be 
included i n  the report 

2. [=I Belped design the 

3. [=] Offered suggestions fo r  
changes to the report 

4. [=I Have been contacted 
about future changes t o  
the  report 

any of these activities 

format of the report 

3. [=] Rave not participated in 

6. [-I - Other (SPECIFY) 

11. Opinions About This Report 

13. when your off ice  receives t h i s  
report, how up-to-date do you 
cousider the information? (CXECK 
ONE BOX.) 

(49) 

1. [XI A l l  o r  almost a l l  of the 

2. [I] Most of the information 

3. I-] - About half of the 

4. [-I - Most of the information 
is out-of-date 

5. [-I - All o r  almost all of the 
information is out-of-date 

information is up-to-date 

is u p t o d a t e  

information is up-to-date 

6. [-I - Don’t know 

7. [XI Other (SPECXFP) 

14. How complete do you consider the 
information i n  t h i s  report tha t  
your of f ice  uses? (That is, is any 
additional information needed?) 
(CHECK ONE BOX.) 

(50) 

1. [x] Never o r  almost never 
complete 

2. [=I Generally not complete 

3. [-I - AB much complete aa not 

4. [I] Generally complete 

5. f-1 Always o r  almost always 

complete 

complete 

6. [] Don’t know 

7. [-] - Other (SPECIFY) 

15. How much do you like o r  d i s l ike  the 
format used t o  display the 
information i n  th i s  report? (GBECIC 
ONE m.1 

(51) 

1. [=I Greatly l i k e  the format 

2. E] Like the format 

3. [-I - Neither l i k e  nor d is l ike  
t h e  format 

4. [-I Dislike the format 

5. [-I Greatly d is l ike  the format - 
VI-I  73 
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8. To what extent, i f  a t  a l l ,  could 
the  work conducted i n  your o f f i ce  
be completed successfully (as 
quickly and accurately) i f  t h i s  
Peport waa available? (CRECK 
ONE BOX.) 

(35) 

1. a1 or almost a l l  of the 
work could be completed 
successfully 

2;. (-1 - Most of the work could be 
completed successfully 

3. [-I - Some of the work could be 
completed succes s fu l ly ,  
some of the work could not 
be completed successfully 

4. [-I - Most of the work could - not 
be completed successfully 

5. [-I - A l l  o r  almost all of the 
work could be 
completed successfully 

6. [I] Don’t know 

9. How easy or d i f f i c u l t  would it be 
t o  derive the information in t h i s  
report from mauual records 
maintained i n  your off ice? (CHECK 
om BOX.) 

(36) 

1. [-] - No manual records are kept 

2. [-I - Very d i f f i c u l t  

3. [-I - Diff icu l t  

4. [-I Neither d i f f i c u l t  nor easy - 
i 

5. (-1 Easy 

6. [=I Very easy 

7. [-] - Don’t how 

10. Hbw easy or d i f f i c u l t  is it t o  
obtain the information i n  t h i s  
report from other  reports  your 
o f f i ce  receives? (CEIECK ONE BOX.) 

(37 1 

1. 1-1 Very d i f f i c u l t  - 

3. to] - Neither easy nor 
d i  f f i c u l t  

4. [-I - Easy 

5. 1-1 - Very easy 

6. [I] Don’t know 

11. Which of the following methods ( i f  
any) does your o f f i ce  use t o  check 
the accuracy of at least some of 
the information contained in t h i s  
report? (CHECK ALL THAT APPLY.) 

(38-42) 

1. 1-1 NO accuracy checks are 
regular ly  made 

2. 1-1 Check information against  
automated systems 

3. [-I Check information against  

4. [-I Don’t know 

5. [-I Other (SPECIFY) 

- 
- 
- 

manual systems 

- 
- 
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3. How frequently doer your off ice  
receive t h i s  report? (ma ONE 

(17)  
I. [I] Daily 

2. [ZJ Weekly 

3. [-] - Monthly 

4. Once cverp s i x  months 

- 
BOX. ) 

5. [I] Annually 

6. [-] - Don’t haw 

7. [-1 - Other (SPECIFY) 

report ganerally wed in your 
off ice? (CHECR ALL THBT APPLY.) 

4. Bow is the information in t h i s  

(18-26) 

1. [-I Begin actions such as - 
issuing orders fo r  plaas ,  
purchases, or. pro jetts 

2. [ I  - Modify exis t ing irrformatiou 
i n  the system 

3. (11 Enter uew or  retr ieve 
existing information 
from the system 

4. [-I - Maintain security of 
information i n  the system 

the systan to make program 
decfsiona or evaluations 

9. [,I U l y z e  information from 

6. 1-1 - Report is for  referencing 
purposes 

7. [-I - Report is for  amkiag 
accuracy checks 

8. f-] - Don’t b o w  

5. -88tdhSS Of i t 8  fOm (that i 8 ,  

clitc.), how I O U 8  do- POW Office 
printed copice mfcrof iche copier, 

keep this report? (CtECX OME BOX.) 

(27 1 

1. [I] A t  least one dsy 

2. [-] - A t  l eaa t  one week 

3. [I] A t  least one mneh 

4. rlf] A t  least one year 

5. [-I - Don’t know 

6. 1-1 Other (SPECIFY) 

6. What type of dis t r ibut ion (if any) 
does your off ice  make of this 
report? .(CHECK ALL TBAT APPLY.) 

- 

(28-32) 

1. [-] Report Ls only used in - 
our off ice  

2. [I] Report sent to other 
off ices  upon request 

3. [I Report sent to other - 
offices on a regular basis 

4. [-I - DonCt know 

S. [=] Other dis t r ibut ion 

(SPECIFY) 

7. Including yourself, about how many 
people in your o f f i ce  use th i s  
report? 

(33-34)  

9.  [-I Other uses (SPECIFY) Number of people - 
VI-171 
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C y c l e  C o n t r o l  ObJec t l ves  

12. Amounts due f rom o r  t o  p u r -  
chasers and c r e d l t o r s .  and t h e  
account l n g  d l s t r  l b u t  I o n  o f  
those amounts, should be com- 
puted a c c u r a t e l y  and p rompt l y  
recogn l red  as asse ts  o r  
I l a b l l I t l e s .  

13. Changes l n  va lues ,  where 
r e g u l r e d  by g e n e r a l l y  accepted 
governmental account  I n g  p r  Ine I - 
p les .  shou ld  be computed 
a c c u r a t e l y  and r e c o g n l r e d  
prompt ly .  

C I  ass If  ( c a t  I on  

14. Amounts due t o  c r e d l t o r s ,  and 
r e l a t e d  ad jus tmen ts .  shou ld  be 
a c c u r a t l e y  and p r o m p t l y  c l a s s l -  
f lad,  sumnar #zed, and repo r ted .  

15. Purchases and s a l e s  o f  assets ,  
changes I n  I lab1  I It I es ,  and 
r e l a t e d  adJustments should be 
a c c u r a t e l y  a p p l l e d  t o  t h e  
proper  subs I d  l a r y  accounts. 

16. Journal  e n t r l a s  f o r  asse ts  and 
I l ab  I1  It l e s  acqu I r e d  and 
r e t l r e d .  and r e l a t e d  a d j u s t -  
ments, shou ld  be prepared and 
posted each accoun t lng  per lod.  

17. Journal  e n t l r e s  should sum- 
mar l ze  and c l a s s l f y  econornlc 
a c t l v l t f e s  I n  accordance r l t h  
management's plan. 

NATIONAL I N S T I T U T E S  OF HEALTH--ASSET AND L I A B I L I T Y  MANAGEMENT CYCLE 
INTERNAL CONTROLS STRENGTHS AND MAKNESSES 

C o n t r o l s  I n  P l a c e  

See c o n t r o l  o b J e c t l v e s  3 and 6. A d m l n l s t r a t l v e  d a t a  base system I s  
used t o  process t r a n s a c t l o n s .  

See c o n t r o l  o b J e c t l v e s  3 and7 6. 

See c o n t r o l  o b J e c t l v e s  3 an 

See c o n t r o l  ObJect lves 1 ,  3. and 6. 

See c o n t r o l  o b J e c t l v e s  3 and,+. 

See c o n t r o l  obJee t l ves  3 and 6. 

TFRA-13 
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NATIONAL INSTITUTES OF HEALTH--ASSET AN0 LIABILITY 
MANAGEWENT CYCLE INTEMAL CONTROL STRENGTH AN0 MAKNESSES 

C y c l e  C o n t r o l  ObJec t l ves  C o n t r o l s  I n  P l a c e  

P r o p e r t y  Substant l a t  l o n  and Eva1 u a t  Ion 

18. Recorded ba lances  o f  a s s e t  and P r o p e r t y  r e c o r d s  a r e  p e r f o d l c a l l y  r e c o n c l l e d  w l t h  accoun t lng  records.  
I f a b l t l t y  accounts,  and r e l a t e d  
t r a n s a e t l o n  a c t l v l t y ,  shou ld  be Advances 
per  l od  l c a l  I y s u b s t a n t  l a t e d  and 
eva I uated . Weekly. a l l  c a l c u l a t f o n s  o f  l n d l r e c t  c o s t s  t o  new awards o r  

ad jus tmen ts  o f  l n d l r e c t  c o s t s  to p r l o r  awards w l t h f n  t h e  C A S  a r e  
mechan fca l l y  t r a n s f e r r e d  t o  IHPAC and reco rded  on  a g r a n t - b y - g r a n t  
bas l s .  T h l s  weekly  t r a n s f e r  process p e r m l t s  t h e  r e c o n c f l f a t l o n  of  

c u r r e n t  f l s c a l  y e a r  ob1 f g a t f o n s  I n  each system. 

Phys l ca l  Safeguards 

19. Phys l ca l  safeguards 
should by m a l n t a l n e d  where 
asse ts  a r e  s t o r e d  and 
t r a n s a c t l a n s  a r e  DrOCeSSed. 

N o t  surveyed. 

TFRA-13 
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Cyc le  C o n t r o l  O b l e c t l v e s  

A u t h o r i z a t l o n  

I. 

2. 

3. 

4. 

Vendors shou ld  be a u t h o r l t e d  i n  
accordance w l t h  laws, r e g u l a t l o n s  
and management p o l i c y .  

The types,  es t ima ted  q u a n t l t l e s .  and 
p r i c e s  and terms o f  goods and 
i n  accordance w l t h  laws. 
r e g u i a t l o n s .  and management p o l i c y .  

AdJustments s h o u l d  be a u t h o r l t e d  i n  
accordance w l t h  laws, r e g u l a t l o n s ,  
and management p o i l c y .  

Procurement c y c l e  p rocess lng  
procedures shou ld  be e s t a b l l s h e d  and 
m a i n t a i n e d  I n  accordance w i t h  laws, 
r e g u l a t l o n s ,  and management 
P O I  icy .  

Economy, E f f l c l e n c y ,  and E f f e c t i v e n e s s  

5. Procurement c y c l e  o p e r a t l o n s  shou ld  
bm i n  accordance w l t h  laws, 
r e g u l a t l o n s ,  and management p o i l c y  
end plans. 

NATIONAL I N S T I T U T E S  OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  In  Place 

The Repor t s  and Accounts C o n t r o l  Branch m a i n t a i n s  an o n - l l n e  
c h a r a c t e r i s t l c s  (vendor)  f i l e  w l t h  t h e  name and address of a i l  
vendors and persons t h a t  N I H  does bus lness  w i th .  Each day t h e  
Accounts Payable s e c t l o n  r e c e i v e s  an a l p h a b e t l c a i  l l s t i n g  o f  t h i s  
f l l e .  It I s  t h e  d u t y  o f  t h i s  Sec t i on  to r e c o r d  t h e  c o r r e c t  number 
t o  each payment by t h e  branch. 

The r e q u e s t o r  for goods and s e r v i c e s  p repares  a r e q u l s i t l o n  whlch I s  
s u b m l t t e d  to t h e  pu rchas ing  agent. The procurement  c l e r k  e n t e r s  
t h i s  d a t a  I n t o  t h e  d a t a  base, and a purchase o r d e r  Is generated.  

AdJustments a r e  suppor ted by documents. Unexpla ined losses a r e  
f u l l y  documented and r e p o r t e d  to t h e  Board o f  Survey f o r  
c o n s i d e r a t i o n  and d l s p o s i t l o n .  

The Y a t e r l a l s  Management Users Guide documents t h e  procurement  c y c l e  
p rocess ing  procedures.Data base management system used to process  
t r a n s a c t  Ion. 

Data base management system used t o  p rocess  t r a n s a c t l o n .  

TFRA-13 
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Cycle Control Objectives 

6 .  Procurements should be achleved In 
an economlcal and efflclent manner. 

7. Procurement procedures used should 
be economical and efflclent. 

Transsctlon Processing 

8 .  Only those requests of vendors for 
goods or services that meet 
management's crlterla should be 
apprpved. 

9. Only requested goods and services 
should be accepted. 

10. Goods and servlces accepted should 
be accurately and promptly reported. 

11. Amounts due t o  vendors for goods and 
servlces accepted, and the 
accountfng dlstrlbutlons o f  such 
amounts. should be computed and 
recognized a s  Ilabllltles promptly. 

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS d # O  WEAKNESSES 

Controls In Place 

Data base management system used t o  process transactions. 

See obJectlve 1. 

When goods are recelved, the receivlng clerk In the recelvlng 
location xlll reconcile the Purchase order with the recelvlng 
report. The delegated recelvlng otflcer keys recelpt of goods into 
the data base. 

When goods and services are recelved. the receipt Is keyed Into the 
data base at the recelvlng location. 

When goods are purchased, the procurement clerk types data Into the 
data base whlch generates an obllgatlon and a purchase order. When 
recelved and entered Into the data base, an accounts payable Is 
generated. 
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Cycle Control Objectives 

Amounts due to vendors should be 
accurately an d  promptly classltled. 
summarlzed. and reported. 

Purchaslng adjustments should be 
accurately a n d  promptly classlfled, 
sunmarlzed. end reported 

Llabllltles Incurred, and related 
adjustments, should be accurately 
applled to the proper vendors' 
accounts. 

Journal entrles for amounts due to 
vendors and related adjustments 
should be preparod each accounting 
per Iod. 

Purchasing Journal entrles should 
sunnarlze and classlfy economic 
actlvltles In accordance with 
management's plan. 

Substanttatton and Evaluatlon 

17. Recorded balances 0 1  accounts 
payable. and related transactlon 

substantlaled and ovaluated. 
actlvl+y, should be perlodlcally 

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Controls I n  Place 

The Operatlons Accountlng Branch provldes the Procurement Sectlon 
with a deflnltlon or descrlptlon of each object class. Procurement 
determlnes whlch object class an order should have before ordering 
Items. The Accounting Classlflcatlon Section validates the object 
class and has authorlty to change I f  necessary. This sectlon 
recelves a Ilstlng o f  each obllgatlon In the data base. 

See Objective 12 

See Objective 1 

Writ& chart of accounts contalnlng a descrlptlon o f  each account. 
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NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C y c l e  C o n t r o l  O b J e c t l v e s  C o n t r o l s  I n  P l a c e  

P h y s l c a l  Safeguards 

18. Access to p u r c h a s l n g ,  r e c e i v i n g .  and R e s t r l c t e d  o f  access t o  t e r n l n a l s  r h l c h  g e n e r a t e  dlsbursemenq 
d l s b u r s e n e n t  r e c o r d s ,  c r l t l c a t  t r a n s a c t l o n s .  
forms, p r o c e s s l n g  a r e a s ,  and 
p r o c e s s l n g  procedures should be 
p e r a l t t e d  only In accordance w l t h  
management's c r l t e r l a .  
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C y c l e  C o n t r o l  O b J e c t l v e s  

A u t h o r  l z a t l o n  

G r a n t  e l  l g l b l l  I t y  r e q u l r e m e n t s  
s h o u l d  be a u t h o r l z e d  I n  acco rdance  
w l t h  laws, r e g u l a t l o n s .  and 
management p o l l c y .  

l n f o r m a t l o n  and method used t o  
p u b l l c l z s  t h e  p rog ram s h o u l d  be 
a u t h o r l z e d  I n  acco rdance  w l t h  laws, 
r e g u l a t l o n s ,  and management p o l l c y .  

G r a n t  a p p l  l c a t l o n  p r o c e s s l n g  
p r o c e d u r e s  Shou ld  be  e s t a b l  l shed  and 
m a l n t a l n e d  I n  acco rdance  w l t h  laws,  
r e g u l a t l o n s .  and management p o l l c y .  

Gran tee  p r o c e d u r e s  f o r  c o n t r o l ,  use, 
and r e p o r t l n g  o f  g r a n t  f unded  
operations s h o u l d  be  a u t h o r l z e d  I n  
acco rdance  w l t h  laws,  r e g u l a t l o n s ,  
and management p o l f c y .  

Economy, E t f  l c l e n c y  and E f f e c t l v e n e s s  

5. G r a n t  p rog ram r e s u l t s  s h o u l d  be  I n  
acco rdance  w l t h  laws,  regu la t l ons ,  
and management p o l l c y  and p lans .  

NATIONAL INSTITUTES OF HEALTH--GRANT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  P l a c e  
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Cyc le  C o n t r o l  ObJect lvas 

6. Program r e s u l t s  shou ld  be achieved 
i n  an economical and e f f i c i e n t  
manner. 

7. Procedures used to rev iew ,  process 
end r e p o r t  g r a n t s  and r e l a t e d  
t r a n s a c t i o n s  shou ld  be economical 
and e f f l c l e n t .  

NATIONAL INSTITUTES OF HEALTH-GRANT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  P l a c e  

T ransac t i on  Process ing 

8. Only those  g r a n t  r e q u e s t s  t h a t  meet A l l  g r a n t  a p p l i c a t i o n s  a r e  rev iewed by i n i t i a l  r e v i e w  groups and an 
t h e  e i l g i b l i l t y  requ i remen ts  shou ld  a d v i s o r y  c o u n c i l  t o  de te rm ine  i f  t hey  a r e  r e l e v a n t  and shou ld  be 
be approved. approved. 

9. Rasourcss (personnel ,  s u p p l l e s  and 
overhead c o s t s )  I n c u r r e d  f o r  g r a n t  
p rocess ing  should be a c c u r a t e l y  and 
p rompt l y  repor ted.  

io. Gran ts  issued shou ld  be a c c u r a t e l y  
and p rompt l y  repo r ted .  

ii. Resources used, program r e s u l t s  and 
r a l a t e d  adjustments shou ld  be 
a c c u r g t a l y  a p p l l e d  to t h e  p roper  
racords.  

C l a s s l f l c a t i o n  

12. Gran ts  and c o s t s  o f  p r o c e s s i n g  
shou ld  be summarlzed each p e r i o d  and 
c l a s s i f i e d  I n  accordance w i t h  
managanant's p o l  Icy .  

TFRA- 13 

C o n t r o l  Waaknessas 

N I H  does n o t  have c o n t r o l  ova r  
cash advances to c o n t r a c t o r s  and 
grantees.  The N l H  IMPAC system 
a u t h o r i z e s  g r a n t  awards r h i l a  t h e  
OS OFAFS makes award payments. 
These two f u n c t i o n s  should some 
how be  merged i n t o  one NIH system. 
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C y c l e  C o n t r o l  ObJect lves 

13. Repor ts  should be prepared 
a c c u r a t e l y .  p rompt l y  and on a 
c o n s l s t e n t  b a s l s  t h a t  adequate1 y 
p resen ts  t h e  l n f o r m a t l o n  they  
p u r p o r t  t o  d i s p l a y .  

S u b s t a n t l a t l o n  and E v a l u a t l o n  

14. Recorded d a t a  shou ld  be p e r l o d l c a l l y  
s u b s t a n t l a t e d  and evaluated.  

I S .  The d l s t r l b u t l o n  o f  c o s t s  t o  
accounts should be p e r l o d l c a l l y  
r e v l e r e d  and evaluated.  

IC. Grantee r e c o r d s  shou ld  be 
p e r l o d l c a l l y  s u b s t a n t l a t e d  and 
oval  uated. 

Phys I c a l  Sat eguards 

17. Access t o  g r a n t  and c o s t  accoun t lng  
reco rds ,  c r l t l c a l  forms, p rocess lng  
areas, and p rocess lng  procedures 
should be p e r m l t t e d  o n l y  I n  
accordance r l t h  management p o l l c y .  

NATIONAL INSTITUTES OF HEALTH--GRANT CYCLE 
INTERNAL CONTROL,STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  Place  

The IWPAC system a u t o m a t l c a l l y  generates a ser ler  o f  hardcopy 
r e p o r t s .  

Not surveyed. 
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Cyclo Cont ro l  ObJectlves 

Author l z a t l o n  

1 .  Olsbursements should be author 
l n  accordance w l t h  laws, 
regulations, and managomant PO 

zed 

I C Y .  

2. Adjustments to dlsbursement and 
account d I s t r  l b u t  Ions should be 
au thor lzed  I n  accordance w l t h  laws, 
roguta t lons .  and management po l l cy .  

3. Dlsbursoment processlng procedures 
should bo os tab l l shod and melntalned 
I n  accordenco w l t h  laws. 
rogulatlons.and management pol lcy.  

Economy, E f t  I c lwmy .  and Effect lvenoss 

4. Dlsbursoment cyc lo  r o s u l t s  should be 
I n  accordance w l t h  laws, regula-  
t lonr,and ranagomont p o l l c y  and 
plans. 

S. Dlsbursemonts should be made In  an 
oconomlcal and e f t  l c l e n t  mannor. 

6. Dlsbursemont processlng procedures 
used.to croato, recognlzo, and 
ropor t  ovonts and r o l a t e d  t rans-  
actions should bo economlcal and 
o f t l c l o n t .  

NATIONAL INSTlTUTES OF HEALTH-OTHER DISBURSEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Con t ro l s  l n  Place 

The Reports and Accounts Cont ro l  Branch malntatns a vendor f l l e  f o r  
a l l  vendors lnc lud lng  proper l d e n l f l e a t l o n  numers. and addresses. 

Authorlzod personnel make a manual check o f  lnvolces fo r  adJustrents 
(manual). The on ly  adJustments on an lnvo lce  should be for f r o l g h t  
charges. These charges should be documented on t h e  1nvolce.s and 
stampod. Because dlsbursements are a p a r t  of t he  data base, t he  
system rll l  n o t  a l l o w  payment above whet I s  on t h e  author lzed order. 

Dlsbursommnt processlng procedures a r e  documented I n  t h e  M a t e r i a l s  
Yanagoment U s e r l a  Gulde f o r  t he  c l e r k s '  US.. 

Turn-around t h o  ana lys ls  of paymonts aro.mado. Also, t he re  a re  
Inhouse ana lys ls  of tho  cost t o  process trensact lons.  Workload 
repo r t s  a re  produced. 

See obJoct lve S. 
Data base management $).stem used t o  procors transaetlons. 

TFRA-13 

Cont ro l  weaknesses 

VI-187 



C y c l e  C o n t r o l  ObJect lves 

T ransac t  Ion Process I n g  

7. 

8. 

9. 

IO. 

II. 

Only those  r o q u e s t s  f o r  d l sbu rse -  
n e n t s  t h a t  meet management 
p o l l c y  should be approved. 

Dlsbursements shou ld  be a c c u r a t e l y  
and p rompt l y  repo r ted .  

Amounts due t o  vendors f o r  goods and 
s e r v l c e s  accepted. and t h e  account-  
l n g  d l s t r l b u t l o n s  o f  such amounts. 
should promply be  computed and recog-  
n l z e d  as I l e b l l l t l e s .  

Each d lsbursement  o f  cash  should be 
based upon a recogn lzed  I l a b l l l t y ,  
be a c c u r a t e l y  prepared, and be 
a p p r o p r l a t e l y  a u t h o r l r e d .  

Dlsbursoments should be a c c u r a t e l y  
and p r o m p t l y  c l a s s l f l e d ,  summarlzed, 
and repo r ted .  

Tho C A S  genera tos  a number of 
r e p o r t s  on t h e  r e s u l t s  o f  p rocess lng  
t r a n s a c t l o n s  whlch a r e  s e n t  t o  a l l  
Iovals o f  management. 

NATIONAL INSTITUTES OF HEALTH-OTHER DISBURSEMENT CYCLE 
INTERMAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  Place 

The Repor ts  and Accounts C o n t r o l  Branch. n a l n t a l n s  an  on-I Ine 
c h a r a c t e r l s t l c s  (vendor)  f l l e  r l t h  t h e  name and address o f  all 
vendors and persons t h a t  NIH does bus lness  w l th .  Each day t h e  Acts 
Payable Sec t l on  r e c e l v e s  an a l p h a b e t l c a l  I l s t l n g  o f  t h l s  f l l e .  It Is 
t h e  d u t y  o f  t h l s  s e c t l o n  t o  r e c o r d  t h e  c o r r e c t  number t o  each payment 
by t h e  branch. 
See o b J e c t l v e  1.  

The C e n t r a l  Accountlng System produces a number o f  r e p o r t s  on t h e  
r e s u l t s  o f  p rocess lng  t r a n s a c t l o n s  r h l c h  a r e  s e n t  t o  a l l  l e v e l s  of  
management. One such r e p o r t  Is t h e  "12" r e p o r t .  T h l s  IS a r e p o r t  
o f  eve ry  t r a n s a c t l o n  processed f o r  t h e  reek.  

When pu rchas lng  goods, t h e  procurement c l e r k  t y p e s  d a t a  I n t o  d a t a  
base r h l c h  generates an o b l l g a t l o n  and a purchase o rde r .  When goods 
a r e  rece lved ,  t h e  r e c e l v l n g  s e c t l o n  keys I n  t h e  r e c e l p t  t o  t h e  d a t a  
base g e n e r a t l n g  an accounts payable. 

Once goods a r e  rece lved .  t h e  procurement  o f f l c e r  matches t h e  
r e c e l v l n g  r e p o r t  r l t h  h l s  copy o f  t h e  Purchase o r d e r  (P/O), A t  t h e  
de lega ted  r e c e l v l n g  o f f l c e .  t h e  de lega ted  o f f l c e r  r l l l  e n t e r  I n t o  t h e  
t e r n l n a l  what was r e c e l v e d  and t h e  d a t e  o f  r e c e l p t .  The I n v o l c e s  a r e  
m a l l e d  d l r e c t l y  t o  t h e  Acts  Payable Sect lon.  A c l e r k  I n  t h l s  s e c t l o n  
r l l l  e n t e r  I n t o  t h e  t e r n l n a l .  an l n v o l c e  number, P/O number f rom 
t h e  copy o f  t h e  P/O, I n v o l e e  date,  and l n v o l c e  t o t a l .  The computer 
. I l l  I n d l c a t e  o n l y  those  I I n e s  on t h e  P/O t h a t  a r e  payable. The 
c l e r k  r l l l  a c t u a l l y  check t h e  sc reen  a g a l n s t  t h e  hardcopy Involee.  
If payable. a dlsbursement  t r a n s a c t l o n  Is genera ted  I n t o  t h e  C e n t r a l  
Account lng System. 

See o b J e c t l v e  9. 
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C y c l e  C o n t r o l  ObJect lves 

C lass  If l c a t  I on  

12. Cash d lsbursements end r e l a t e d  
adJustments shou ld  be a c c u r a t e l y  
and p rompt l y  c l a s s l f l e d .  sunmarlzed. 
and repo r ted .  

13. L l e b l l  l t l e s  Incu r red ,  cash 
d lsbursements,  and r e l a t e d  
adJus tnen ts  should be  a c c u r a t e l y  
e p p l l e d  t o  t h e  p roper  vendors '  
accounts. 

14. T rensac t l ons  f o r  amounts due t o  
vendors, cash d lsbursements.  and 
r e l a t e d  adJustments shou ld  be 
prepared each per  lod. 

I S .  Olsbursements shou ld  be  summarlzed 
and c l a s s l f l e d  I n  accordance r l t h  
ranagement ls  plan. 

S u b s t a n t l a t l o n  and E v a l u a t l o n  

16. Recorded balances o f  dlsbursements. 
and r e l a t e d  t r a n s a c t l o n  a c t l v l t y .  
shou ld  be  p e r l o d l c a l l y  s u b s t a o t l a t e d  
and evaluated.  

NATIONAL INSTITUTES OF HEALTH--OTHER OISBURSEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  P l a c e  

See o b J e c t l v e  I I .  

See o b J e c t l v e  7. 

C h a r t  o f  accounts. 

See ObJect Ive I I .  
C A S  generates a sub obJect  c l a s s  r e p o r t  whlch shows how much has 
been d l sbu rsed  f o r  each obJec t  c lass .  

OIsbursements a r e  r e c o n c l l e d  mon th l y  r l t h  b o t h  t h e  101 d l s b u r s l n g  
funds  genera l  ledger  account  s e r l e s  and t h e  Agency Statement  o f  
Transact lons,  SF-224. Each t r a n s a c t l o n  processed I s  p r l n t e d  o u t  on 
a weekly  d e t a l l  t r a n s a c t l o n  r e p o r t  ( m 1 2 m  r e p o r t ) .  T h l s  r e p o r t  I S  

d l s t r l b u t e d  t o  O l v l s l o n  o f  F l n a n c l a l  Management (OFM) a c c o u n t l n g  
branches and N I H  l n s t l t u t e s  and o f f l c e s .  
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Cyclo Cont ro l  Ob joc t lvos  

Physical  Safoguards 

17. Access to dlsbursomont rocords, 
c r l t l c a l  forms. processlng aroas. 
and procosslng procoduros should be 
pormlt tod on ly  I n  accordance w i t h  
managorant po l l cy .  

18. ACCOSS to purchasing, rocolv lng,  and 
dlsbursomont rocords, c r i t i c a l  
forms, procosslng aroas, and 
procosslng procodures should be 
porml t tod  on ly  I n  accordsnco w i th  
managomontts c r l t o r l a .  

INTERNAL INSTITUTES OF HEALTH--OTHER DISBURSEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Cont ro ls  I n  Placo 

Becauso dlsbursomonts a re  p a r t  o f  t h e  data base. t ho ro  a r o  no 
hardcopy rocords o f  dlsbursoments. Tho on ly  to rmlna ls  f o r  
gonorat ing d lsbursoronts  a r e  I n  t h o  Accounts Payablo Soctlon, whlch 
I s  t ho  on ly  soc t lon  w l t h  tho  a b l l l t y  to US. key words and IDS to 
gonorato a dlsbursomont t ransact lon.  Thoro I s  on l y  on. to rmlna l  f o r  
d o l o t l n g  a paynont. I t  I s  locatod In t he  D lsbu r r l ng  Sorvlcos 
Soctlon. Evoryono can quory tho  systom, bu t  n o t  ovoryone can 
gonorato s p o c l f l c  data. 

Thoro Is a r e s t r l c t l o n  o f  access to te rmina ls  whlch gdnarates 
dlsbursomont t ransact ions.  
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C v c l e  C o n t r o l  O b l e c t l v e s  

Author l z a t  Ion 

1. 

2. 

Data e n t e r e d  t o  r e p o r t l n g  systems 
shou ld  be a u t h o r l z e d  I n  accordance 
r l t h  laws. r e g u l a t l o n s .  and 
management p o l l c y .  

R e p o r t l n g  system p rocess lng  
procedures shou ld  be e s t a b l l s h e d  and 
ma ln ta lned  I n  accordance r l t h  laws, 
r e g u l a t l o n s .  and management p o l l c y .  

Economy, E f t  I c l ency ,  and E f f e c t l v e n e s s  

3. R e p o r t l n g  shou ld  be  I n  accordance 
r l t h  t a r s .  r e g u l a t l o n s .  and 
management p o l  I c y  and plans. 

4. Repor t l ng  shou ld  be ach leved  I n  an 
economleal and e f f  l c l e n t  manner. 

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  I n  Place  

The N I H  C e n h a l  Accountlng System I s  an 
u t11  l z e s  a s tandard c h a r t  o f  accounts. 

The C e n t r a l  Account lng System genera tes  
a n n u a l l y  on t h e  s t a t u s  o f  funds and t h e  
be I ances. 

see c y c l e  c o n t r o l  obJec t l ve  2. 

automated system r h l c h  

v a r l o u s  r e p o r t s  mon th l y  and 
genera l  l edger  accoun t  
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C y c l e  C o n t r o l  O b j e t t l v e s  

5. Repor t l ng  procedures used should be 
economlcal and e f f  I c l e n t .  

Transact  Ion Process Ing 

6. Only those  r e p o r t s  t h a t  meet 
management p o l l c y  shou ld  be 
approved. 

7. Repor ts  should be prepared 
a c c u r a t e l y  and prompt ly .  

8. Re levan t  d l s c l o s u r e  d a t a  should be 
gathered a c c u r a t e l y  and prompt ly .  

9. Re levan t  d l s c l o s u r e  d a t a  should be 
a c c u r a t e l y  summarlzed and repo r ted .  

I O .  F l l e  and account  ba lances should be 
a c c u r a t e l y  and p rompt l y  repo r ted .  

I I .  C o n s o l l d a t l o n  o f  r e p o r t s  should be 
accompllshed a c c u r a t e l y  and 
p r d n p t l  Y. 

C I  ass If l c a t  Ion 

12. R s p o r t l n g  e n t r l e s  should c l a s s l f y  
a c t l v l t l e s  I n  accordance r l t h  
management's plan. 

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

C o n t r o l s  In P lace  

A s  a r e s u l t  o f  t h e  user  s a t l s f a c t l o n  q u e s t l o n a l r e .  r e  found t h a t  156 
o f  t h e  2 0 9  users  o f  management r e p o r t s  generated by t h e  N I H  C e n t r a l  
Account lng System a c t u a l l y  use t h e  r e p o r t s .  

Of t h e  156 users  o f  N I H  management r e p o r t s ,  152,  o r  9 7  p e r c e n t  
r e p o r t e d  a l l  o r  most o f  l n f o r m a t l o n  I n  t h e  r e p o r t s  I s  accurate. 

See o b j e c t l v e s  2 b 7. 

See c y c l e  c o n t r o l  o b J e c t l v e s  2 and 7. A l s o .  t h e  C e n t r a l  Account lng 
System (CAS) u t l l l z e s  theCommon Account Number (CAN) and t h e  
s tandard  c h a r t  o f  accounts t o  summarlre and r e p o r t  d a t a  accu ra te l y .  
I n t e r n a l  e d l t  checks such as t h e  common s c c o u n t l n g  number f l l e  a r e  
used t o  e d l t  t r a n s a c t l o n s  f o r  v a l l d  CAN. I f  t h e  C A N  Is I n v a l l d .  t h e  
t r a n s a c t l o n  I s  r e J e c t e d  by t h e  system end I s  p r l n t e d  o u t  on a 
r o t a t  I ng  e r r o r  f I le. 

The d a t a  base management system used t o  p rocess  t r a n s a c t l o n s .  

See o b j e c t l v e s  I, 2 I 7. 

See o b J e c t l v e s  I and 2. 

TFRA-13 

C o n t r o l  Weaknesses 
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C y c l e  C o n t r o l  O b J e c t l v e r  

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSE 

C o n t r o l s  I n  Place  

13. Repor ts  shou ld  be prepared See c y c l e  c o n t r o l  o b J e c t l v e s  I, 2 and 7. 
a c c u r a t e l y  and prompt ly .  be prepared 
on c o n s l s t e n t  bases and f a l r l y  
p resen t  t h e  l n f o r m a t l o n  they p u r p o r t  
t o  d l s p l a y .  

S u b s t a n t l a t l o n  and E v a l u a t l o n  

14. Recorded ba lances  I n  t h e  reco rds  
shou ld  be p e r l o d l c a l l y  s u b s t a n t l a t e d  
and eva I uated. 

Phys l o a  t Sa f eguard s 

15. Access t o  reco rds ,  c r l t l c a l  forms, Not surveyed 
p rocess lng  areas.  and process lng 
p rocedures  shou ld  be p e r n l t t e d  o n l y  
I n  accordance r l t h  management 
P O I  Icy. 

TFRA-13 

C o n t r o l  Weaknesses 

Comprehenslve a u d l t  o f  t h e  C e n t r a l  
Account lng System has n o t  been 
performed by l n t e r n a l  o r  e x t e r n a l  
S ta f  f. 
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Factor 

A. 

B. 

C 

D. 

E. 

F. 

G. 

H. 

I. 

J. 

K. 

L. 

Purpose of system 

System docunentation 

Ibllar volune controlled by 
the system 

Arrrxlnt of system maintenance 

Verification of inplt 

Degree of autanation 

Number of depndent systems 

Secur i ty  of data, software, 
and hardware 

Known system problans 

Recency of audit 

Statutory requirements met 

Involvement of users and 
auditors in system design 

Risk X Weight = Canposite score Explanation for risk assigned: (use suffi- 
3-high 2 d  1-low cient space to fully describe) 

3.9 

4*4  

3.8 

4.5 

- 
- 
- 
- 
3.2 

3 07 

3.8 

4.5 

- 
- 
- 
- 

4 .O - 
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Foreword 

The Center for Disease Control is an organizational component 
of the Department of Health and Human Services. In fiscal 1982 it 
received approximately $350 million in budget authority. The 
Center is primarily responsible for federal programs to control the 
spread of communicable diseases, protect the United States popu- 
lation against certain environmental hazards, provide for occupa- 
tional health and safety in the workplace, and educate the American 
population on health and safety issues. 

information that supports the overall Financial Management Profile 
for the Department of Health and Human Services (AFMD 84-15, April 
9, 1984). The technical summaries provide detailed information on 
the major organization components of the Department of Health and 
Human Services (the Department), their financial management sys- 
tems, and major internal control strengths and weaknesses in these 
systems. 

This technical summary is one of eleven volumes of detailed 

The financial management profile of the Department and the 
eleven technical summaries were prepared by GAO as a pilot test of 
a new audit approach--called Controls and Risk Evaluation (CARE)-- 
for (1) identifying the describing the financial management systems 
used by an agency, and (2) assessing and ranking the internal con- 
trol strengths and weaknesses of the systems. This analysis is 
based on reviews of available systems documentation, discussions 
with agency personnel, and reviews of prior GAO and Inspector 
General reports. Tests were - not performed on actual information 
processed by and recorded in the systems, therefore, conclusions 
cannot be reached about whether the systems' internal controls were 
actually operating as designed. 

The information in this technical summary is intended for use 
in: 

--planning future tests and evaluations of the accounting and 
financial management systems at the Center for Disease 
Control, 

--monitoring the Center's efforts to implement the Federal 
Managers' Financial Integrity Act of 1982, and 

--supporting and enhancing the understanding and application 
of the CARE-based methodology by designers, operators and 
evaluators of agency accounting and financial management 
sys tems . 

This technical summary provides a description of the financial 
management structure of the Center for Disease Control. Eleven 
financial management systems form the financial management 
structure of the Center. These systems are used to (1) control 
appropriated funds and other resources; (2) authorize the use of 
funds and other resources; and ( 3 )  capture, record, process, and 
summarize financial information related to the execution of budget 
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authority. This summary provides a detailed analysis of nine of 
the eleven systems and identifies specific internal control 
strengths and weaknesses within these systems. 

During the course of GAO's survey agency officials were 
briefed. The summary was provided to cognizant agency officials 
for their review and comment. Agency comments were considered and 
changes made where appropriate. The assistance and cooperation of 
agency management enhanced the successful completion of the work. 
The summary is being provided to the Center to assist it in its 
continuing efforts to improve financial management. 
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CENTER FOR DISEASE CONTROL-- TFRA-15 

ITS RESPONSIBILITIES, ACTIVITIES, 

AND FINANCIAL MANAGEMENT STRUCTURE 

The Center for Disease Control (CDC) is responsible for 
federal programs to control the spread of communicable diseases in 
the United States, reduce the incidence of communicable diseases in 
the United States, provide protection to the United States popu- 
lation against certain environmental hazards, promote occupational 
safety and health in the workplace, and educate the American popu- 
lation on health and safety issues. CDC's fiscal 1982 budget 
authority exceeded $350 million, and it employed more than 4,000 
individuals. 

Our review of available system documentation and discussions 
with agency officials disclosed that eleven systems are used to 
authorize the use of appropriated funds and other resources, make 
payments, control assets and liabilities, record and control re- 
ceipts, control appropriated funds! and report on the financial 
results of program and administrative operations. Taken together, 
these systems constitute CDC's financial management structuree 

In assessing the internal control strengths and weaknesses in 
CDC's financial management structure, we determined that: 

--Controls appeared adequate to ensure the proper recording 
and reporting of the financial results of program and admin- 
istrative operations. 

--Controls over appropriated funds appeared adequate. 

--Controls over travel advances did not appear adequate to 
ensure that only entitled persons received travel advances. 

--Controls over cash receipts did not appear adequate to en- 
sure that all receipts were actually recorded in the 
accounting system and deposited in the Treasury. 

--Controls over about $ 1 . 8  million in supplies appeared 
inadequate to ensure that supplies were only used for 
authorized purposes. 

In addition, we have other concerns about CDC's financial 
management systems. Specifically, users of CDC's accounting system 
were not provided with adequate instructions for preparing and 
entering financial transactions for computer processing: system 
documentation for its financial management systems was incomplete 
and out-of-date, and several manual accounting processes could be 
done more quickly and correctly if they were automated. 

and Human Services expressed concerns over poor documentation for 
CDC automated systems, an overall lack of physical security at 

Further, in a recently issued report, the Department of Health 
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CDC's computer facilities, and a lack of an emergency plan to con- 
tinue computer operations if CDC's main computer facilities were 
rendered inoperable. 

Appendix I discusses the objectives, scope, and methodology 
used in applying the Controls and Risk Evaluation audit approach to 
identify and evaluate the financial management structure of the 
Center for Disease Control. Appendix I1 lists the internal control 
strengths and weaknesses we identified in the financial management 
systems and appendix I11 shows the interrelationships of these 
systems. 

RESPONSIBILITIES OF THE 
CENTER FOR DISEASE CONTROL 

CDC was i'nitially responsible for controlling malaria at mili- 
tary bases located in the southeastern United States during the 
Second World War. Since the war, however, CDC's responsibilities 
have been expanded and today it is responsible for federal programs 
aimed at preventing chronic disease, promoting the general level of 
health of the American people, improving health education, improv- 
ing preventive health services, and improving protection against 
environmental and occupational health hazards. The authority €or 
CDCIs current programs is the Public Health Service Act. 

Pursuant to the Public Health Service Act, CDC: 

--Identifies major preventable health problems in the United 
States and identifies steps that can be taken to preclude 
the unnecessary incidence of disease. 

--Collects, records, analyzes, and reports on the incidence of 
diseases in the United States. 

--Develops and implements programs to solve environmental 
health problems to include federal programs to respond to 
and deal with environmental, chemical, and nuclear radiation 
emergencies. 

improve disease prevention, promotes improved health of the 
general population, and enhances health education programs 
for the general population. CDC also supports similar Dro- 
grams implemented by states and local governments. 

for private businesses engaged in interstate commerce. 

clinical laboratories. 

--Conducts research programs to develop and test methods to 

--Develops federal occupational health and safety standards 

--Conducts a national program for improving the performance of 

--Stimulates the capacity of state and local health agencies 
to respond to their citizen's health needs. 

--Fulfills the federal responsibilities for controlling the 
introduction and spread o f  infectious diseases. 
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--Participates with other nations and international agencies 
in dealinu with diseases and environmental health problems 
on a global scale. 

CENTER FOR DISEASE CONTROL 
ORGAN1 ZATIONAL STRUCTURE 

The CDC consist of the Office of the Director and nine major 
operating components. The Office of the Director is responsible 
for the overall implementation of CDC's programs. The operating 
components are responsible for the day-to-day operation of CDC pro- 
urams. A brief description of each component follows. 

--Center for Prevention Services assists states and local- 
ities, through grants and other mechanisms, in establishing 
control programs directed toward health problems such as 
immunizable diseases, sexually transmitted diseases, dia- 
betes, kidney disease and tuberculosis. 

--Center for Environmental Health is responsible for respond- 
ing to environmental, chemical and radiation emergencies 
occurring outside the workplace. It maintains surveillance 
of environmentally related health programsl conducts re- 
search and epidemiologic studies, and assists states through 
grants and technical assistance. 

--National Institute for Occupational Safety and Health 
(NIOSH) establishes medical criteria to be followed by 
employers to ensure that employees will not suffer dimin- 
ished health as a result of work experience. In addition, 
NIOSH administers research and training programs and pro- 
vides technical assistance in the field of occupational 
safety and health. 

national focal point for health education and promotion 
activities. It conducts research and provides grants and 
technical assistance to states and localities in implement= 
ing health promotion, health education and risk reduction 
efforts. In addition, the center maintains surveillance and 
evaluates ongoing programs such as nutrition, family plan- 
ning and abortion prourams. 

--Center for Health Promotion and Education serves as a 

--Center for Professional Development and Training conducts 
training for public health workers, and conducts research, 
works with educational institutions, and provides assistance 
to states to develop and improve education programs related 
to disease prevention, health promotion, and the transfer of 
technology. 

--Center for Infectious Diseases, provides scientific ser- 
vices in support of CDC laboratory activities, maintains 
surveillance of infectious diseases and conducts research 
for production of experimental vaccines and guidelines for 
their production. It also provides epidemic support and 
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other technical assistance to states and localities on 
request. 

--Epidemiology Program Office serves as the national focal 
point for the collection, analysis, and communication of 
basic disease surveillance information. In addition, it 
provides epidemic assistance through epidemiologists 
assigned in the field; and provides consultation on epidem- 
iology and surveillance to other federal agencies, state and 
local health departments and other nations. 

--International Health Program Office provides CDC expertise 
to international health organizations and developing coun- 
tries to assist in improving health activities; conducts and 
evaluates research activities in various global programs; 
and ma'intains regular liaison with the Public Health 
Service's Office of International Health and other related 
organizations. 

--Laboratory Program Office coordinates a comprehensive 
national laboratory improvement program; develops and recom- 
mends standards, regulations and criteria for clinical 
laboratory licensing and certification; administers a 
na'tional proficiency testing program for clinical labora- 
tories and a laboratory training program; and offers con- 
sulting services to state public health and other 
laboratories. 

FINANCIAL MANAGEMENT STRUCTURE 
OF THE CENTER FOR DISEASE CONTROL 

There are eleven financial management systems at CDC that 
authorize payments, control assets, and record the receipt of funds 
due the government. In essence these systems taken together form 
the financial management structure of CDC. Included in the survey 
was one automated system that does not meet the definition of 
financial management but does allocate computer time and charges. 
A brief description of each system follows: 

--CDC Umbrella Accountinu System maintains CDC's general led- 
ger accounts, records the financial results of program and 
administrative operations, produces internal and external 
reports, and administratively controls CDC's spending 
authority. 

--Cash Control System records all cash transactions which 
affect general ledger accounts, and generates data used to 
manually prepare the monthly Treasury Statement of 
Transactions. 

--Miscellaneous Recurring Obligation File System records re- 
curring obliaations and expenses like utilities and building 
maintenance contracts and provides the Umbrella Accounting 
System with a magnetic tape record of these obligations. 
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--Travel Advance System records and controls all travel ad- 
vances made to employees and produces an aging report and a 
listing of outstanding advances. 

--Accounts Receivable System bills and accounts for collec- 
tions of money due CDC under operations of its quarantine 
stations and for reimbursements for nonfederal travel. The 
system also includes a manual accounts receivable subsidiary 
ledger for all other receivables due CDC. 

--Real Property System is a manual card file system which 
presently accounts for about $ 5 2  million in land, improve- 
ments and structures at seven locations in four different 
states. Cost data is accumulated and reported to HHS head- 
quarters annually. 

--Property Management System records two categories of per- 
sonal property--capitalized items costing $300 or more and 
noncapitalized items which the agency considers sensitive, 
such as small desk calculators and camera lenses. 

--Warehouse Inventory System is a computerized perpetual in- 
ventory system for warehouse supplies. Controlling a total 
inventory over $750,000, the system allows a requestor to 
order general supplies directly by computer terminal. 

--Property Reconciliation System involves both automated and 
manual procedures which compare and reconcile all entries 
made to the Warehouse Inventory, Real Property, and Property 
Management Systems. 

--Engineering Services Control System maintains records for 
and control over Enaineerina Service's cupboard stock of 
about $1.8  million in maintenance suppliek. 

--Computer Resources Accounting and Billing System records 
costs of computer usage and Computer Systems Office staff 
time charged- to various programs or offices. 
summarizes the cost of services provided each user of com- 
puter equipment or computer system office staff services. 

The system 

In addition to these eleven systems, CDC operates several 
other systems to analyze and report financial information for plan- 
ning purposes. Because these systems do not authorize or account 
for expenditures, we did not include those systems in our survey. 

CDC'S UMBRELLA ACCOUNTING SYSTEM-- 
THE MAJOR FINANCIAL MANAGEMENT SYSTEM 

The CJmbrella Accounting System maintains CDC's general ledger 
accounts and controls the processing and reporting of financial 
information. The system accounts for funded costs, unfunded costs, 
expenditures and administratively controls CDC's appropriated 
funds. For fiscal year 1982 ,  the system controlled CDC's total 
budget authority of about $350 million. In addition to fulfilling 
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internal financial information needs, the system produces all 
financial information required by the Congress, Office of 
Management and Budget, and Treasury Department. 

System overview 

The Umbrella Accounting System is run on an IBM 370/computer 
located at CDC headquarters, Atlanta, Georgia. It receives trans- 
action information from twelve CDC organizational components that 
initiate accounting transactions which are called accounting 
points. The two major accounting points are the CDC Financial 
Management Offices located in Atlanta, Georgia and Cincinnati, 
Ohio. The remaining ten accounting points are the CDC staff 
assigned to the Department's regional offices. The Umbrella 
Accounting System also receives information from and/or sends in- 
formation to 'the Departmental Federal Assistance Financing System, 
Central Personnel/Payroll System, Federal Assistance Reporting 
System, and Central Registry System. 

System inputs 

The Umbrella Accounting System receives input information on a 
daily, bi-weekly, and monthly basis. It operates on a 24-hour 
turn-around basis: that is, it processes transactions received 
during the day that night and returns hardcopy reports on process- 
ing results to CDC accounting points the following day. Only the 
Cincinnati accounting point receives information from the Umbrella 
Accounting System via computer terminal. 

Each day, CDC accounting points transmit transaction data via 
telecommunication lines to the system. CDC's accounting points 
record obligations, disbursements, collections, etc. on a form 
called the Document History Record (DHR). DHR's are grouped into 
batches, and the transaction information in each batch is sent by 
computer terminal to the Umbrella Accounting System. 

Batches consist of a header/trailer document and the detailed 
transactions. Header/trailer documents provide a record count and 
total dollar amount of transactions in a batch. Transactions 
include such documents as vendor invoices and obligation docu- 
ments. Header/trailer information is used by the Umbrella 
Accounting System to help ensure that transactions are not lost, 
added to, or improperly changed during processing. 

the Department's 10 regional offices also initiate transactions 
that must be processed through the Umbrella Accounting System. 
Transactions 'initiated in the regional offices are first processed 
on a daily basis through the Regional Accounting System. Monthly, 
the Reqional Accountinq System provides the Umbrella Accounting 
System with a magnetic tape that summarizes the transactions 
initiated by the regional offices during the month. 

The Umbrella Accounting System also exchanges information 
with the Department's Central Personnel/Payroll System and the 

In addition to CDC's Atlanta and Cincinnati accounting points, 
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D e p a r t m e n t a l  F e d e r a l  A s s i s t a n c e  F i n a n c i n g  S y s t e m .  The e x c h a n g e  of 
i n f o r m a t i o n  is  a c c o m p l i s h e d  by  m a g n e t i c  tape f i l e s .  T h e  Umbrella 
A c c o u n t i n g  Sys t em r e c e i v e s  b i w e e k l y  p a y r o l l  d i s b u r s e m e n t  and  cost  
da t a  f r o m  t h e  C e n t r a l  P e r s o n n e l / P a y r o l l  Sys t em.  b lon th ly ,  t h e  
Umbrella A c c o u n t i n g  Sys t em r e c e i v e s  f rom t h e  D e p a r t m e n t a l  F e d e r a l  
Assistance F i n a n c i n g  Sys t em i n f o r m a t i o n  o n  c a s h  a d v a n c e s  made t o  
CDC c o n t r a c t o r s  and g r a n t e e s  and  e x p e n d i t u r e s  o f  a d v a n c e d  cash 
reported by  CDC c o n t r a c t o r s  and  g r a n t e e s .  

The Umbrella A c c o u n t i n g  S y s t e m  p r o v i d e s  i n f o r m a t i o n  t o  t h e  
D e p a r t m e n t a l  F e d e r a l  A s s i s t a n c e  F i n a n c i n g  S y s t e m ,  t h e  D e p a r t m e n t a l  
F e d e r a l  A s s i s t a n c e  R e p o r t i n g  Sys t em and C e n t r a l  R e g i s t r y  Sys t em.  
I t  p r o v i d e s  t h e  D e p a r t m e n t a l  F e d e r a l  A s s i s t a n c e  F i n a n c i n g  S y s t e m  
w i t h  o b l i g a t i o n  i n f o r m a t i o n  f o r  new CDC a w a r d s  of c o n t r a c t s  and  
g r a n t s .  T h e  U m b r e l l a  A c c o u n t i n g  Sys t em p r o v i d e s  F e d e r a l  A s s i s t a n c e  
F i n a n c i n g  S y s t e m  i n f o r m a t i o n  o n  c o n t r a c t s  and  g r a n t s  f u n d e d  by  CDC, 
and i t  p r o v i d e s  t h e  C e n t r a l  R e g i s t r y  Sys t em w i t h  i d e n t i f i c a t i o n  
in fo rma t ion - -name ,  a d d r e s s ,  and  i d e n t i f i c a t i o n  number--for  CDC 
c o n t r a c t o r s  and  g r a n t e e s .  

Sys t em f i l e s  

The Umbrella A c c o u n t i n g  S y s t e m ' s  f i l e s  f a l l  i n t o  t w o  groups: 
t r a n s a c t i o n  l e v e l  f i l e s  and  s t a t u s  l e v e l  f i l e s .  O v e r a l l ,  t h e  
Umbrella A c c o u n t i n g  Sys t em m a i n t a i n s  a t o t a l  of s e v e n  major f i l e s .  

T r a n s a c t i o n  L e v e l  f i l e s  a c c o u n t  f o r  and  c o n t r o l  t r a n s a c t i o n  
i n f o r m a t i o n  p r i o r  t o  u p d a t e s  o f  t h e  s t a t u s  f i l e s  and  i n c l u d e  t h e :  

- - R o t a t i n g  Error F i l e  w h i c h  a c c o u n t s  for a l l  t r a n s a c t i o n s  re- 
jected by  e d i t s .  I t  i n c l u d e s  re jected t r a n s a c t i o n s  u n t i l  
t h e y  are c o r r e c t e d ,  c h a n g e d ,  or d e l e t e d .  

--Weekly A c t i v i t y  Hold F i l e  w h i c h  c o n t a i n s  a l l  v a l i d  t r a n s -  
a c t i o n s  t h a t  passed e d i t s  and were u p d a t e d  t o  t h e  Open 
O b l i g a t i o n  Document F i l e .  I t  is u s e d  t o  u p d a t e  t h e  Report 
Master F i l e  and G e n e r a l  Ledger Master F i l e .  

S t a t u s  L e v e l  f i l e s  a c c o u n t  f o r  and c o n t r o l  t r a n s a c t i o n s  t h a t  
passed e d i t s  and  m a i n t a i n  C D C ' s  g e n e r a l  1 ,edger  a c c o u n t s  and  i n c l u d e  
t h e  : 

- -Genera l  Ledger Master F i l e  w h i c h  r e f l e c t s  t h e  c u r r e n t  s t a t u s  
o f  g e n e r a l  ledger  a c c o u n t s  by  a c c o u n t i n g  p o i n t s ,  appropria- 
t i o n ,  and  r e g i o n .  

--Report Master F i l e  w h i c h  is u s e d  f o r  r e p o r t i n g  p u r p o s e s  and  
c o n t a i n s  d a t a  n e c e s s a r y  t o  prepare f i n a n c i a l  repor t s  s u c h  as 
t h e  d a i l y  s t a t u s  of f u n d s  repor t .  

--Open O b l i g a t i o n  Document F i l e  w h i c h  c o n t r o l s  o b l i g a t i o n s .  
I t  c o n t a i n s  d a t a  p e r t a i n i n g  t o  each documen t  wh ich  is o p e n e d  
and a l so  those closed d o c u m e n t s  w h i c h  h a v e  n o t  y e t  b e e n  
purged. I t  is u s e d  fo r  da t a  v a l i d a t i o n  and  f u n d  c o n t r o l  
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because it records the cumulative status of commitments, 
ob1 igations, accruals, and disbursements. 

--Vendor File which contains data for entities doing business 
with CDC. It is arranged by entity name and location. 

--Miscellaneous Codes and Description File which contains sys- 
tem tables of valid codes used during editing of transaction 
information. 

System processing and reports 

The Umbrella Accounting System requires a user password and an 
accounting point identification code to gain access to and process 
transactions through the system. It processes transactions, 
updates its files and generates reports on a daily basis. The 
system produces about 117 daily, weekly, monthly, and yearly 
reports. These reports show, among other things, the status of 
funds, appropriation balances, obligations, and disbursements. 

As mentioned earlier transactions are grouped into batches for 
processing through the Umbrella Accounting System. When trans- 
actions enter the system, the system counts the number of 
transactions in a batch and computes total dollar amounts of trans- 
actions in a batch. It records these counts and totals and com- 
pares them with the figures shown on the batch header/trailer 
records. If the two do not agree, the system'will reject the batch 
and print out an error message. 

The system edits transactions against information in the 
Mi'scellaneous Codes and Description File and the Open Obligation 
Document File. The system performs about 50 edits on the validity 
and accuracy of transaction information like object class codes, 
common accounting numbers (CANIS), and transaction codes. The sys- 
tem rejects transactions that do not pass the edit checks, gene- 
rates error messages, and produces a daily error report for all 
transactions it rejects. The system also writes all rejected 
transactions onto the Rotating Error File. 

The system writes error free transactions onto a Weekly 
Activity Hold File. The Weekly Activity Hold File is used to up- 
date the Open Obligation Document File and General Ledger Master 
File on a weekly basis. The Report Master File is updated on both 
a daily and weekly basis with information in the weekly Activity 
Hold File. Transactions rejected by edit checks are held in the 
Rotating Error File until they are corrected. The system uses the 
Report Master File and the Open Obligation Document File to create 
various internal 'and external financial reports. 

System internal control 
strengths and weaknesses 

The internal controls in the Umbrella Accounting System appear 0 
adequate to ensure that financial results of program and adminis- 
trative operations are completely and accurately recorded in the 
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general ledger accounts. For example, the system has a user pass- 
word to identify persons authorized access to enter transactions; 
it checks transactions entering the system against tables of valid 
codes, and it uses a rotating error file to help ensure that re- 
jected transactions are corrected and reentered into the system for 
processing through the computer in a timely manner. 

The key internal control strengths in the Umbrella Accounting 
System, include: 

--Requirement that a receiving report, vendor's invoice, and 
the obligating document--e.g. purchase order--be compared 
prior to processing to ensure that only goods and services 
actually received are paid for. 

--Rotating error file that keeps account of all error trans- 
actions until corrected and generates a daily error report. 

--Vendor file to assure that only authorized contractors and 
grantees are accepted and unauthorized ones rejected by the 
system. 

--Creation of an audit trail for transactions received, pro- 
cessed, and re jected. 

We also noted several control weaknesses and operational in- 
efficiencies in the Umbrella Accounting System: 

--Lack of written procedures describing the batch processing 
routine for disbursements, receipts, and obligations. 

--Inadequate documentation of the system. The draft account- 
ing manual contains a description of several system files 
which have actually been consolidated or are simply not used 
at CDC. In response to our inquiry CDC representatives 
provided descriptions of the system as it currently 
operates. The descriptions do not adequately document the 
entire system, but do provide an overview. 

--Maintenance of manual files of payments to vendors and 
related information. Therefore, CDC has to look in several 
places in order to obtain the necessary information for 
responding to an inquiry. This is an involved process. The 
computer could easily capture this information and generate 
a hardcopy documents that the staff could use to respond to 
vendor inquiries more timely. 

System enhancement 
projects underway 

In its fiscal 1983 computer programming needs plan, CDC's 
Financial Management Office requested that CDC's Computer Systems 
Office modify and upgrade existing financial reports and modify the 
Umbrella Accounting System. For example, the Computer System 
Office was requested to develop a subsidiary accounts receivable 
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system that could process transactions entered into the Umbrella 
Accounting System. The Computer System Office has also been 
requested to develop a vendor inquiry system to maintain a master 
file of all transactions processed by the Umbrella Accounting 
System for a particular vendor and develop an automated reconcili- 
ation system for the Umbrella Accounting System*s general ledger 
accounts with related subsidiary ledger detailed accounts. 

SUBSIDIARY LEDGER SYSTEMS THAT SUPPORT 
CDC'S UMBRELLA ACCOUNTING SYSTEM 

The Umbrella Accounting System is supported by four systems 
that maintain detailed subsidiary ledger detailed accounts which 
support summary financial information in general ledger accounts 
maintained by' the Umbrella Accounting System. These four systems 
are the Miscellaneous Recurring Obligation File, the Cash Control, 
Travel Advance and Accounts Receivable systems. Each operates on 
the IBM 370/computer at CDC headquarters in Atlanta. 

Miscellaneous Recurring 
Obligation File System 

This. system accounts for and controls recurring obligations-- 
utilities and maintenance contracts for example--and reports them 
to the Umbrella Accounting System for entry in the general ledger 
accounts. At the beginning of each month, the system provides a 
magnetic tape file of recurring obligations to the Umbrella 
Accounting System and produces hardcopy reports summarizing all 
recurring obligations for the month. 

At the beginning of the fiscal year, CDC lists all its recur- 
ring obligations and enters this information into the Miscellaneous 
Recurring Obligation File System. During the year, the Financial 
Management Office prepares monthly lists of updates or changes to 
the original list of recurring obligations. These updates and 
changes are entered into the system. 

Obligation File System produces a magnetic tape file of the month's 
recurring obligations for entry into the Umbrella Accounting 
System. Upon entry to the Umbrella Accounting System, the infor- 
mation on the tape is edited.. For example, recurring obligations 
are checked against the Common Accounting Number table for vali- 
dity. Transactions including errors are rejected from further pro- 
cessing and are reported on the daily error report of the Umbrella 
Accounting System and kept in its Rotating Error File until 
corrected. 

At the beginning of each monthp the Miscellaneous Recurring 

Recurring Obligations rejected by edits in the Umbrella 
Accounting System are sent to the Financial Management Office 
which distributes them to the program offices and centers for 
review, correction, and reprocessing through the Miscellaneous 
Recurring Obligation File System the following month. 

Our survey of the Miscellaneous Recurring Obligation File 
System did not disclose any obvious internal accounting control 
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weaknesses. However, we observed that CDC lacks adequate documen- 
tation to describe the system's operations. 

Cash Control System 

actions affecting the general ledger cash accounts maintained by 
the Umbrella Accounting System. This system is used to indepen- 
dently verify cash account balances. It produces seven reports, 
one of which is used to support the nanua l  preparation of the 
monthly Treasury SF-224 report--Statement of Transactions Report. 

The Umbrella Accounting System maintains the general ledger 
cash accounts based on individual cash disbursement and collection 
documents processed through the system, The Cash Control System 
maintains its cash accounts based on ( 1 )  Vouchers and Schedules of 
Payments sent to the Treasury Department to initiate the issuance 
of checks and (2) on schedules of collections sent to the Treasury 
Department to report cash receipts. 

Inputs to the Cash Collection System are disbursement and col- 
lection schedules produced and sent to the Treasury Department each 
week that summarize individual cash transactions posted to general 
ledger accounts. 
is recorded on a code sheet and the code sheets, in turn, are key- 
punched and are entered into the Cash Collection System. The Cash 
Collection System also receives weekly extracts from the general 
ledger cask accounts on a magnetic tape file. 

The Cash Collection System creates several masterfiles of cash 
collection and disbursement transactions. The system then compares 
the masterfiles it created with the magnetic tape file of the 
extracts of general ledger cash accounts maintained by the Umbrella 
Accounting System to identify and report any differences in cash 
balances. 

The Cash Control System separately accounts for all trans- 

Information on payment and collection schedules 

a 

To do its job, the Cash Control System maintains eight master- 
files. They are the: 

--Cash Transaction Input File contains all transactions enter- 
ing the system. 

--Accumulated Cash Control File is an update of the previous 
day's activity with the current day's activity. 

--Unreconciled Cash Transaction File contains all cash trans- 
actions with a balance other than zero. 

--Unreconciled General Ledger Transaction File contains all 
general ledger cash transactions with a balance other than 
zero. 

--Updated Cash Transaction File includes all current cash 
transactions. 
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---Updated General Ledger File contains a11 selected current 
general ledger cash accounts. 

--Invalid Cash Transactions File maintains all transactions in 
error. 

--Valid Cash Transactions File accounts for all error free 
cash transactions. 

The Cash Control system performs three processing functions. 
They are the edit, update, and report generation functions. 

The edit function validates transaction data based on nine 
predetermined numeric criteria. For example, t h e  system checks for 
a batch number, date, amount, transaction type, and transaction 
code for each transaction record. If an error is identified in 
input information, an error message is printed-aut. The edit 
function produces an error listing, writes rejected input infor- 
mation on an error file, and writes error free input information on 
a valid transaction file. The valid transaction file is used by 
the update function to maintain the system's masterfiles listed 
above . 

Input information rejected by edits in the Cash Control System 
is placed in a 'hold" state pending correction of rejected trans- 
actions by t h e  Financial Management Office. The error lists pro- 
duced by the edit function are sent to the Financial Management 
Office for correction of errors and resubmission of the corrected 
input information for reprocessing by the Cash Control System. 
This process may be repeated as often as necessary until all errors 
have been corrected. 

The Cash Control Systemss update function updates the system's 
eight masterfiles. It is based on information in the valid trans- 
action file created by the edit function and the magnetic tape file 
of general ledger cash accounts maintained by the Umbrella 
Accounting System. The files updated by the update function are 
the inputs to the report generation function. 

The report generation function, based on information in the 
Cash Control SystemDs masterfiles, produces seven reports and list- 
ings showing weekly cask transactions and comparisons between the 
weekly cash transactions and the general ledger cash accounts. 
These reports go to the Financial Management Office for retention 
and preparation of the monthly Treasury report. 

in the Cash Control System. 
transactions but serves as a control to reconcile the general 
ledger cash accounts with cash disbursement and receipt information 
sent to Treasury. 

We did not observe any internal accounting control weaknesses 
This system does not authorize any 

Travel Advance System 

advances made to CDC employees and refunds of advances received 
The Travel Advance System accounts for and controls all travel 
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from them. It maintains travel advance information in automated 
files and produces three reports with subsidiary listings in 
various formats. 

Inputs to the Travel Advance System are ( 1 )  standard travel 
advance cards (SF-1138) for each employee for travel advances and 
( 2 )  collection schedules and travel vouchers for refunds of travel 
advances received from employees. Input information is processed 
on a daily basis. 

The Travel Advance System consists of three functions: the 
edit, update, and report generation functions. These functions use 
four automated masterfiles to record, process, and report travel 
advance information. The four masterfiles are the: 

--Daily Transaction Input File contains all transactions sub- 
mitted for entry to the system. Transactions remain in this 
file until processing is completed. 

--Valid Transaction File includes all transactions that passed 
edits. 

--Invalid Transaction File includes all transactions that did 
not pass the edits. 

--Updated Transaction File includes status of all valid trans- 
actions by employee showing all advances and refunds by 
employee. 

The edit function validates transaction data based on six pre- 
determined numeric criteria. For example, one edit check involves 
the transaction code. Only two transaction codes are used by the 
system--one for a travel advance and one for a refund of an 
advance. If a transaction fails any one of the six edits it is 
rejected and an error message is produced. The system writes 
transactions that passed edits on the Valid Transaction File and 
the Daily Transaction Input File and rejected transactions onto the 
Invalid Transaction File. 

Rejected transactions and related error messages are sent to 
the Financial Management Office for correction and resubmission for 
processing through the Travel Advance System. This process may be 
repeated as often as necessary to ensure that all errors are 
corrected. 

The update function uses the Daily Transaction Input File as 
the source of information for processing. The system sorts trans- 
actions by employee name and social security number, computes 
balances for each employee, and updates the Updated Transaction 
File. 

The report generation function uses the Updated Transaction 
File as an input and produces two weekly reports and one monthly 
report that are sent to the Financial Management Office. The major 
report produced is the travel advance subsidiary report which shows 
total outstanding advances by employee. 
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The key internal control strengths in the Travel Advance 
system are: 

--Use of predetermined numeric criteria to edit transactions. 

--Use of system edits to ensure only valid transactions update 
the system files. 

--Edit listing of accepted and rejected transactions, 

The key internal control weaknesses and inefficiencies in the 
Travel Advance System are that: 

--An automated error suspense file is not maintained to 
account for and control rejected transactions until 
corrected . 

--A list of all employees' social security numbers is not 
maintained to ensure that only bona-fide employees receive 
advances . 

Accounts Receivable Svstems 

CDC uses a manual and an automated system to account for, con- 
trol, and maintain detailed subsidiary ledger accounts for accounts 
receivable. The detailed subsidiary ledger accounts support sum- 
mary financial accounts in the general ledger. 

These classes of receivables and the system they are processed 
through follow. 

CDC routinely processes six classes of accounts receivable. 

Automated Accounts 
Receivable System 

Manual Accounts 
Receivable System 

--Reimbursements of Foreign 
Ouarrantine Overtime Pay 

--Non-federal reimbursable 
Travel 

--Miscellaneous Refunds 

--Transportation Request 
Refunds 

--Reimbursement Training 

--Reimbursement Agreements 

The operations of the two accounts receivable systems are briefly 
discussed below. 

Automated Accounts Receivable System 

This system accounts for, controls and maintains detailed sub- 
sidiary ledger accounts for receivables for reimbursements of 
foreign quarantine overtime pay and non-federal reimbursable 
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travel. This system processes transactions on a monthly basis 
because of the small volume of billings and collections. 

The Automated Accounts Receivable System processes accounts 
receivable transaction batches once a month. It produces three 
reports. At the completion of monthly processing, detailed subsid- 
iary ledger accounts are manually reconciled with summary general 
ledger accounts maintained by the Umbrella Accounting System. 

Billing and collection documents are the inputs to the auto- 
mated Accounts Receivable System. ?;~!t:;e saae documents are sum- 
marized on a separate document which is used to enter summary 
billing and collection information into the Umbrella Accounting 
System. The billing and collection documents are grouped i n t o  
batches, and the information on the documents in the batches is 
keypunched onto machine media records. The machine media records 
are entered into the automated Accounts Receivable System for 
processing through the computer. 

The automated Accounts Receivable System consists of three 
functions: editing, updating, and reporting functions. The system 
uses four automated masterfiles in processing billing and 
collection information: 

--Invalid Transaction File. 

--Valid Transaction file. 

--Weekly Activity File. 

--Month-to-Date Activity File. 

The editing function kccepts billing and collection informa- 
tion and performs 1 2  edit checks of this information. For example, 
the system verifies the number of items in each batch, the date of 
t h e  individual transaction, transaction code, and bill number. The 
system will reject any transaction that fails to pass any one edit 
check and writes this transaction onto the Invalid Transaction 
File. The Invalid Transaction File is used to prepare an error 
listing which is sent to CDC's Financial Management Office. All 
transactions passing all edit checks are written onto the Valid 
Transaction File which is the input for the updating function. 

gating, correcting, and resubmitting for processing all billing and 
collection transactions that are rejected by edit checks in the 
automated Accounts Receivable System. Corrected transactions are 
reprocessed through the system's editing function. 

CDC's Financial Management Office is responsible for investi- 

CDC's Financial Management Office is responsible for investi- 
gating, correcting, and resubmitting for processing all billing and 
collection transactions that are rejected by edit checks in the 
automated Accounts Receivable System. Corrected transactions are 
reprocessed through the system's editing function. 
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'The Valid Transaction File is used by the updating function 
to update the two detailed accounts receivable subsidiary ledgers 
maintained by the system: the Weekly Activity File and the Month- 
to-Date Activity File. The upating function computes current 
accounts receivable balances based on the billing and collection 
information entered into the system and posts these balances to the 
appropriate masterfile. The Weekly Activity and Month-to-Date 
Activity files are the inputs to the reporting function. 

The Weekly Activity and Month-to-Date Activity Files are used 
by the reporting function to produce three reports. These reports 
show detailed accounts receivable transactions for the month, cur- 
rent balances for each account receivable, and an aging of all 
accounts receivable. The three reports are sent to CDC's Financial 
Management Ofdice. The Office uses the reports to monitor the col- 
lection of accounts receivable and to reconcile detailed subsidiary 
ledger accounts receivable accounts with summary financial control 
accounts for receivables in the general ledger maintained by the 
Umbrella Accounting System. This reconciliation is done manually. 

We noted some internal control strengths in the automated 
accounts receivable system, and we also observed some apparent con- 
trol weaknesses. The internal control strengths in the Automated 
Accounts Receivables System are: 

--Predetermined numeric criteria is used to accept or reject 

--System allows only valid transactions to update the system 

transactions for processing. 

files and be used by the report generating function. 

--Financial Management Office reconciles the system's balance 
with the general ledger. 

We also observed the following internal control weaknesses and 
operation inefficiencies in the Automated Accounts Receivable 
System: 

--CDC does not maintain a receipt log book, listing of checks 
received, nor does it endorse checks upon receipt. 

--The system does not have an automat'ed error suspense file to 

--Financial Management Office lacks sufficient documentation 

account for transactions rejected by the system. 

to describe the system and its operations. 

Manual Accounts Receivables Ledgers 

The manual Accounts Receivable Ledgers account for, control, 
and maintain detailed subsidiary ledgers accounts for receivables 
arising out of miscellaneous refunds, transportation request re- 
funds, reimbursable training, and reimbursement agreements. Bil- 
ling and collection information is processed on a daily basis. 
Monthly, the detailed subsidiary ledger accounts are reconciled 
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with summary general ledger accounts maintained by the Umbrella 
Accounting System. 

Billing and collection documents are the inputs to the manual 
Accounts Receivable System. These same documents are summarized 
on a separate document which is used to enter summary billing and 
collection information into the Umbrella Accounting System. The 
manual Accounts Receivable System consists of manually maintained 
billing and collection registers for each account receivable. Bil- 
ling and collection information is posted to the billing and 
collection registers as the information is received. 

Each month, the manually maintained billing and collection 
registers are reconciled with summary financial control accounts 
for receivables in the general ledger maintained by the Umbrella 
Accounting System. Quarterlyr an aging report is prepared from the 
information in the billing and collection registers. 

We did not identify any internal control weaknesses in the 
manual accounts receivable ledgers. CDC should consider automating 
ledgers and save time currently spent in maintaining and using 
these manual records. 

OTHER FINANCIAL 
MANAGEMENT SYSTEMS 

In addition to the four systems that maintain subsidiary led- 
ger accounts to support general ledger accounts maintained by the 
Umbrella Accounting System, CDC operates six other financial man- 
agement systems. These systems account for, control, and report on 
its investment in personal property and supplies and the costs it 
incurs to operate its computer center. CDC's six other financial 
management systems are the: 

--Real Property System 

--Property Management System 

--Warehouse Inventory System 

--Property Reconciliation System 

--Engineering Services Control System 

--Computer Resources Accounting and Billing System. 

Real Property System 

CDC owns and operates seven building complexes located in four 
states which cost--including major improvements--about $52 
million. The Real Property System accounts for, controls, and 
reports on this $52 million investment. The system is an anti- 
quated manual card file system which contains ( 1 )  the original cost  
of the property and (2) the cost of any project which would involve 
major repair or improvement to an existing structure. 
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Transactions involving real property--acquiring new property, 
disposinq of old property or making improvements to existing pro- 
perty--are independently recorded in three systems. Obligations 
and disbursements for new property, or improvements to existing 
property and transactions related to disposing of old property are 
recorded in the general ledger asset accounts maintained by the 
Umbrella Accounting System. In addition, entries for these obli- 
gations, disbursements, and transactions are also made in the Real 
Property System and the Property Reconciliation System. 

CDC's Real Property Office receives source documentation for 
any purchase of property, disposition of property, or construction 
of repair work to be performed on any CDC-owned building or other 
facility. A property specialist decides whether to enter the tran- 
saction in the capitalized or non-capitalized accounts and records 
the appropriate amounts in the Real Property System. Annually, the 
Real Property Office forwards to the Department of Health and Human 
Service's, Office of the Secretary copies of all source documents 
involving acquisition, disposition, or modification of real pro- 
perty* This information is entered ito the Department-wide Real 
Property System operated by the Office of the Secretary. 

Copies of source documents covering real property transactions 
are also sent to the Financial Management Office for independent 
entry into the general ledger asset accounts of the Umbrella 
Accounting System. The information in the general ledger asset 
accounts maintain--in summary form--financial accountability and 
control for CDC's investment in real property. In addition, the 
Financial Management Office also enters real property transactions 
into the Automated Property Reconciliation System. 

The Real Property System essentially consists of a manually 
maintained card file which is CDC's detailed permanent record of 
real property. Monthly, the Department-wide Real Property System, 
operated by the Office of the Secretary, provides the CDC Real 
Property Office with a list of CDC entries in the Department-wide 
system for reconciliation with the Real Property System and for 
verification and correction if needed. 

All decisions to capitalize a real property transaction by 
CDC's Real Property Office are reviewed by the Financial Management 
.Office. Because of this built in contro1,'CDC is assured that any 
marginal decision has at leasf been reviewed by two different 
individuals. 

Property Management System 

CDC operates its automated Property Management System to 
account for, control, and report on all personal property costing 
$300 or more and about 4,000 'sensitive' equipment items costing 
less than $300--like hand-held electronic calculators. CDC's total 
investment in personal property exceeds $60 million. 

Transactions involving personal property--acquisition of new 
property and disposition of excess property--are independently re- 
corded in three CDC financial management systems. Obligations and 
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disbursements for acquisition of new property and transactions for 
dispositions of excess property are recorded in the general ledger 
accounts maintained by the Umbrella Accounting System. Similar 
entries are also made in the Property Management System and the 
Property Reconciliation System. 

All transactions involving purchases of personal property are 
initiated in CDC's operating components through preparation of a 
purchase requisition. Purchase requisitions are sent to CDC's 
Procurement Branch which, after reviewing and approving the requi- 
sition, prepares and issues a purchase order. Copies of purchase 
orders are sent to CDC's Personal Property Office. The Personal 
Property Office holds the purchase orders until the corresponding 
receiving reports are received from CDC's operating components. 
Once both documents are received, the Personal Property Office ( 1 )  
decides whether or not each item should be capitalized and (2) pre- 
pares a computer coding sheet--called a document history record 
(DHR)--to enter items of psrsonal property that should be capita- 
lized into the automated Property Management System. 

Similarly, CDC operating components will notify CDC's Personal 
Property Office of excess property. The Personal Property Office 
will first determine whether the excess property can be Lased by any 
CDC operating component. If the excess property cannot be used 
within CDC, the Property Office will offer the excess property to 
other operating components in the Department of Health and Human 
Services. If the property is not needed within the Department, the 
Property Office will contact the General Services Administration 
for disposition instructions. Once disposition of excess property 
has been decided upon and disposition instructions are received, 
the CDC Personal Property Office will prepare a DHR t o  record t h e  
disposition transaction in the automated Property Management 
System. 

Copies of source documents processed by the Personal Property 
Office--purchase orders, receiving reports, and disposition 
instructions for excess personal property--are forwarded to CDC's 
Financial Management Office for entry into the Umbrella Accounting 
System and the Property Reconciliation System. 

The Personal Property Office also records all DHR's in a 
manually maintained property voucher log as a back-up record to the 
automated files maintained by the automated Property Management 
System and keypunches the DHR's onto machine media records which 
are entered into the Property Management System. 

The Property Management System processing involves the com- 
puter receiving data input, arranging that data into various for- 
mats and totalling cost figures. Although the system performs only 
limited edits, it does perform a file search to ensure that no dup- 
licate entries are made to the property records. 
entries occur, which are infrequent, the computer rejects the 
second entry and prints an exception report for corrective action 
to be taken. After data input, an edit run is made. Reports are 
sent to the Personal Property Office where a manual edit is also 

When duplicate 
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perfor.med. Corrections are reprocessed through the automated 
Property Management System. 

Although the controls presently in place adequately control 
CDC personal property, increased computer edits would reduce staff 
time spent reviewing edit reports. The system can reconcile each 
month's balances to the previous month's balances and to the 
balances in the aeneral ledger accounts maintained by the Umbrella 
Accounting System. 

Warehouse Inventory System 

The Warehouse Inventory System accounts for, controls, and 
reports on various office and warehouse supplies along with labora- 
tory glassware and some special control items. The system controls 
a total inventory of about $730,000. 

The Automated Warehouse Inventory System automatically pro- 
vides management with all information, on a timely bases, needed to 
control and account for supplies. Specifically, system features 
include on-line information retrieval, automatic update of inven- 
tory records, preset reorder levels, monitoring of inventory levels 
and usage, the ability to print a catalogue of items and inventory 
lists, and'on-line printing of documentation required for the 
Umbrella Accounting and Property Reconciliation systems. 

Transactions involving office, warehouse, and laboratory sup- 
plies are independently recorded in three CDC financial managment 
systems: Obligations and disbursements for the 
acguisition of supplies and costs for supplies used in operations 
are recorded in the general ledger accounts maintained by CDC's 
Umbrella Accounting System. These transactions are also recorded 
in the Warehouse Inventory System and Property Reconciliation 
System. 

Inventory System by Computer terminal. The system recognizes two 
transaction codes: one code for issuing supplies and another code 
for purchasing supplies. The Warehouse Inventory System includes 
two processing cycles: the issuing cycle and the purchasing cycle. 

Personnel in CDC operating components that need supplies enter 
their requests, via computer terminal into the Warehouse Inventory 
System. The system identifies requestors of supplies by the 
requestors' system passwords, CDC location codes, telephone num- 
bers, and Common Accounting Numbers (CANIS). A CAN identifies a 
CDC organizational component and program. 

a proper system user, it will accept the supply requisition, and, 
if the supplies are in stock, produce, by computer terminal, an 
instruction to the warehouse to issue the supplies. The system 
also produces a hardcopy report and magnetic tape file of all 
supply issues. 
Management Office for entry into the Property Reconciliation and 
Umbrella Accounting Systems respectively. 

Transaction information is entered into the Warehouse 

Once the Warehouse Inventory System identifies a requestor as 

These outputs are sent to CDC's Financial 
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If requested supplies are not on-hand, the Warehouse Inventory 
System will allow the requestor to initiate a purchase requisition 
for the needed supplies. If the requestor wants to initiate a pur- 
chase requisition, the system can provide the requestor with useful 
information. For example, if the requestor enters a CDC catalogue 
number for an item, the system will display detailed information 
about the item to help the requestor in deciding if the item is 
what he or she wants. The information includes a narrative de- 
scription of the item, its unit price, current inventory level and 
the accounting code. If the item is what the requestor wants, an 
order can be made by simply entering the catalogue number and 
quantity requested. The computer will then perform certain tasks 
and edits such as adjusting the inventory balance, edit for items 
reaching the reorder level, assign a requisition number, and print 
the purchase requisition. 

The Warehouse Inventory System maintains individual item per- 
petual inventory balances and flags each item record when the stock 
item reaches a predesignated reorder point. Periodically, usually 
every few days, the warehouse will have a list printed containing 
reorder items. That list constitutes a warehouse purchase 
requisition. 

Purchase requisitions prepared by the Warehouse Inventory 
System are sent to CDC's Financial Management Office for prepara- 
tion of needed purchase orders. The purchase orders initiate an 
entry into CDCIs Umbrella Accounting System to establish an obliga- 
tion for the ordered supplies. 8 

When a vendor delivers a shipment to the warehouse and after 
the quantities are verified, a shipment number is assigned and 
entered into the warehouse tally log--a manually maintained chrono- 
logical record of shipments received. That log, among other things 
contains the shipment number, the vendor, a brief narrative of what 
was received, the applicable purchase order, and whether that pur- 
chase order was partially or completely filled. The warehouse 
enters the receiving information into the Warehouse Inventory 
System by computer terminal. The system then assigns a tally num- 
ber to that shipment, using the CDC inventory number, records the 
location in the warehouse; recomputes average unit cost based on 
the quantity received and total cost; and finally prints a hard 
copy receiving report. 

The hardcopy receiving reports are sent to CDCIs Financial 
Management Office. When the Financial Management Office receives 
vendor invoices, they are matched with the corresponding purchase 
requisitions and receiving reports, and the Financial Management 
Office enters the invoices into the Umbrella Accounting System to 
record the expenditures and initiate payments to the respective 
vendors. The invoices are also entered into the Property 
Reconciliation System. 

The Warehouse Inventory System produces about 20 different 
reports available in several different formats. In addition to 
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inventory lists and catalogues, the system generates such infor- 
mation as the value of inventory receipts, issuances and stock on 
hand, reorder lists, activity reports including a report of items 
having no activity, and various order status reports. 

Only one copy of a users manual was prepared when the system 
was designed, and it has since disappeared. The result has been 
that several reports listed in the inventory are not being used 
and information is being obtained through other, more complicated 
means. 

ProDertv Reconciliation Svstem 

The Property Reconciliation System is the link between the 
detailed records maintained by the Real Property, Property 
Management, and Warehouse Inventory systems and the summary finan- 
cial accounts maintained by the Umbrella Accounting System. The 
system reconciles the property systems' detailed accounts with 
general ledger accounts maintained by the Umbrella Accounting 
System and produces three reports on request. 

independently recorded in the Real Property, Property Management, 
Warehouse Inventory, Umbrella Accounting, and Property 
Reconciliation systems. Property transactions are recorded onto 
a standard code sheet which includes the cost, appropriation number 
and general ledger account. Once the code sheet is prepared it is 
keypunched onto a machine media record and is processed through the 
Property Reconciliation System. The system also receives infor- 
mation on selected accounts in the general ledger from the Umbrella 
Accounting System. 

in the detailed property records with amounts recorded in the 
general ledger property accounts. These files are the: 

A s  discussed previously all property related transactions are 

This system uses several files to reconcile amounts recorded 

--Property Transactions Input File which contains all trans- 
actions entering the system for a month. 

--Valid Property Transactions File which contains only error 
free transactions that passed the edit function. 

--Invalid Property Transactions File which contains all 
rejected transactions. 

--Updated Property Records File which consists of last month's 

--End-of-the-Month Non-Zero Document Records File which 

activity plus the current month's activity. 

contains all property transactions without a zero balance. 

--Selected Records from General Ledger Transactions File 
which contains selected property records from the Umbrella 
Accounting System. 
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--Accumulated General Ledger Transactions File which includes 
the cumulative property accounting data for the selected 
general ledger property accounts. 

. --Appropriation Balances File which includes ending property 
balances for each appropriation. 

Upon request, this system reconciles property accounting 
transactions with selected general ledger accounts. It uses four 
automated functions: the selection and accumulation, edit, update, 
and report generation functions. 

The selection and accumulation function selects general ledger 
property account records from the magnetic tape file produced by 
the Umbrella Accounting System. It transfers this data onto 
another magnetic tape file, thereby, creating a general ledger work 
file that is used during the update and report generating 
functions. 

Once all general ledger transactions for the month have been 
accumulated and monthly property transactions entered, the monthly 
property transactions are processed through the edit function. The 
edit function validates data according to about eight predetermined 
criteria such as date, amount, and batch number. Transactions that 
do not pass edits are rejected from further processing and are 
printed onto an error report. The error reports are sent to CDC's 
Financial Management Office for correction of errors and resub- 
mission of the corrected transactions for processing through the 
system. The Property Reconciliation System does not have a 
rotating error file. 

0 
Transaction information that passes edits enters the update 

function which matches the information in general ledger asset 
accounts with the detailed property transactions by account, appro- 
priation, and document numbers. It identifies and prints out for 
investigation and correction any general ledger asset accounts and 
detail property records that do not match and posts the correct 
transactions to the Updated Property Records File. The system then 
uses the Updated Property Records File during the report generation 
function. 

The report generation function produces about three reports. 
The main report produced is the property reconciliation report 
which shows the general ledger records and property transactions 
that passed the edit function and updated the system, and denotes 
any differences between the two. 

Our survey of the Property Reconciliaton System disclosed 
several internal control strengths such as the: 

--Edit function which accepts and rejects transactions that do 

--An edit listing identifying transactions rejected by the 

not meet certain predetermined numeric criteria, and 

system. 
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While we did not observe any apparent internal control weak- 
nesses, we did note an apparent operating inefficiency. The system 
processes transactions already processed by the Real Property, 
Property Management, and Warehouse Inventory systems as well as the 
Umbrella Accounting Systems. 

Engineering Services Control System 

The Engineering Services Control System ( 1 )  schedules periodic 
maintenance required for CDC's real and personal property and (2) 
accounts for, controls, and reports on CDC's inventory of main- 
tenance supplies. The system also compiles time charges and 
computes costs for individual maintenance projects to allow CDC's 
Engineering Services office to monitor individual project costs and 
timeframes. 

In surveying the operations of the Engineering Services 
Control System we focused on those aspects of system operations 
that pertained to accounting for, control1 ing, and reporting on 
CDC's inventory of maintenance supplies. We did not focus on those 
aspects of system operations relating to ( 1 )  scheduling periodic 
maintenance projects and (2) compiling costs and time changes for 
individual maintenance projects. 

The Engineering Services Control System accounts for, con- 
trols, and reports on supplies inventory used for maintenance pro- 
jects. These supplies constitute a "cupboard stock"--that is items 
expected to be consumed within a 30-day period. The estimated 
value of supplies on hand at any point in time is about $1.8  
million. 

Purchase requisitions for maintenance supplies are initiated 
in the Engineering Services Office and are sent to CDC's Financial 
Management Office. The Financial Management Office issues a pur- 
chase order for the requested supplies and enters the transaction 
into CDC's Umbrella Accounting System. 

Vendor shipments of maintenance supplies are received at CDC's 
Engineering Services building. Upon receipt of supplies a receiv- 
ing report is prepared. One copy of the report is sent to the 
Financial Management Office to be matched with the related purchase 
o,rder and vendor invoice and for processing, through the Umbrella 
Accounting System to record the cost of supplies and to initiate 
payment to the vendor. Another copy of the report is sent to the 
Engineering Services Office to enter the supplies received into the 
inventory records maintained by the Engineering Services Control 
System. Entry into the system is made by computer terminal. 

Issuances of maintenance supplies for specific maintenance 
projects are signed for and charged to an active maintenance pro- 
ject number. Issuances of supplies are recorded on a supply coding 
sheet. The information on these sheets is subsequently entered 
into the Engineering Services Control System by computer terminal. 

The system performs routine edit checks such as verifying the 
CAN number and stock number. It is not designed to verify the 

VI-222 



TFRA- 1 5 

quantity or unit cost of inventory entries. Any data entry errors 
are reported on a daily error report. The system also compares 
quantity balances on hand during each run to predetermined reorder 
levels, and stores that information until requested. The system 
can also recall at any time, items which have had no activity over 
a given period. The Engineering Services Control System produces a 
standard inventory listing, a detailed transaction register, a 
listing of items having reached a predesignated reorder level, and 
a list of inactive inventory items. 

The Engineering Services Office does have in place a good set  
of manual controls over the receipt and issuance of supply items. 
The maintenance supplies, however, are not routinely inventoried 
and reconciled with the records maintained by the Engineering 
Services Control System. Consequently, there is no assurance that 
the inventory balances reported by the system are accurate. 

Computer Resource Accounting 
And Billing System 

The Computer Resource Accounting and Billing System maintains 
detailed records and information about the users of computer 
resources, Computer Systems Office personnel costs associated with 
operational support, and programming costs, The Computer Resource 
Accounting and Billing System processes four types of input infor- 
mation. The four types of input information are: 

--ADP equipment and personnel unit cost factors. 

--Actual time charges by Computer Systems Office personnel. 

--Computer and other equipment resource usage. 

--Direct charges from the Computer Operations Branch. 

Annually the Computer Systems Office manually computes unit 
costs for various programming services and computer usage. These 
unit costs include hourly rates for different levels of program- 
mers, charges for computer time, computer printouts, and charges 
for keypunching services and photocopying of copies of reports. 
These unit costs are estimated on the basis of estimates of annual 
computer usage and the Computer Systems Office's operating budget. 

Computer System Office personnel record and report the time 
they spend on specific projects. These time records are the bases 
for inputs into the system regarding actual time charges for 
Computer System Office personnel. 

Computer and other equipment resource usage is provided by 
standard reports produced by the operating systems that control the 
operations of CDC's computer equipment. Operating systems are com- 
plex computer programs that are supplied by the manufacturer of the 
computer equipment itself. Operating systems actually control the 
operations of the computer equipment and produce reports which de- 
tail the amount of computer resource used by each job done by the 
computer. 
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Direct charges from the Computer Operations Branch for ser- 
vices like keypunching and photocopying services are accumulated on 
manual logs by project number. These logs become the source for 
entering information into the Computer Resource Accounting and 
Billing System. 

The four types of input information are entered into the 
Computer Resources Accounting and Billing System by computer termi- 
nal. The system, based on input information computes project costs 
and updates the system's workload control file. The system per- 
forms no substantive edits, and as long as input information is 
entered according to required formats, it will be accepted and 
processed. 

The worklgad control file is used to produce two monthly re- 
ports, a computer resource cost and utilization summary, and a 
computer billing report. The cost and utilization report breaks 
out monthly charges to each organizational component and reports 
charges by individual users. The computer billing report is a de- 
tailed report which breaks down organization charges by which pro- 
grams were run, how many times they were run, the time required for 
each run, and the total applicable cost. Only one copy of each 
report is prepared and it is used by the Computer Systems Office 
for planning and reporting purposes. In addition to these, the 
system can generate four other infrequently used reports on 
request. 

OTHER CONCERNS 

In addition to the specific systems weaknesses discussed in 
the preceding sections, our survey disclosed concerns with the 
security over CDC's computer equipment and files. According to a 
recently issued Office of Inspector General report, security for 
ADP systems at CDC was generally inadequate because management 
placed little emphasis on protecting computer hardware or stored 
data. The OIG also found that documentation for computer systems 
was either absent or incomplete. Specifically, OIG had the 
following major criticisms; 

--Emphasis on ADP security was not sufficient to ensure ADP 
production. 

--Contingency,plans were not in place to ensure continuity of 
data processing in the case of an emergency. 

--Physical security at CDC computer facilities was inadequate. 

--Documentation of computer application systems was poor. 
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OBJECTIVES, SCOPE, AND METHODOLOGY 

This survey viewed the Center for Disease Control as a finan- 
cial entity and focused on identifying its financial management 
structure, related systems, and internal control strengths and 
weaknesses in these systems. The survey applied GAOIs Controls and 
Risk Evaluation (CARE) audit approach. 

SURVEY OBJECTIVES 

Our survey objectives were to ( 1 )  document all manual and 
automated systems at the Center for nisease Control that process 
financial transactions from the time they are authorized through 
final reporting of these transactions in internal and external re- 
ports, (2) identify the relationships between these systems, that 
is, the flow of information among different systems, and ( 3 )  
identify and document internal control strengths and weaknesses in 
the systems. 

SURVEY SCOPE 

This survey viewed the Center for Disease Control as a single 
financial entity. Therefore, we identified and surveyed the 
financial management systems in the various organizational compo- 
nents of the Center. Survey work was performed at Headquarters, 
Center for Disease Control, Atlanta, Georgia. 

We documented the financial management systems in operation 
and identified, based on available system documentation and through 
discussions with agency accounting, ADP systems, and program 
officials, and review of prior GAO, Inspector General and special 
system study group reports, the internal control strengths and 
weaknesses in these systems. We did not perform any tests of sys- 
tem operations or actual financial information and transactions. 
The following sections present the definitions of a financial man- 
agement system, internal control, and an agency system of internal 
control used in this survey. 

DEFINITION OF A FINANCIAL 
MANAGEMENT SYSTEM 

In consonance with GAO's Policy and Procedures Manual for 
Guidance for Federal Agencies (Titles 2 through 8 ) ,  we defined a 
financial management system for this survey, as the manual and/or 
automated systems that capture, record, summarize, and/or report 
financial and related quantitative information related to the: 

--Authorization of the use of resources. 

--Management of liabilities. 

--Receipt of revenue. 

--Disbursement of funds. 
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--Control of assets. 

--Control of appropriated funds. 

--Development and issuance of reports on the financial status 
of assets, liabilities, and appropriated funds and the 
financial results of program and administrative operations. 

In an April 18, 1 9 8 3 6  letter to the heads of Departments and 
Agencies, the Comptroller General announced changes to GAO's pro- 
cedures for approving agency accounting systems. In this letter, 
the Comptroller General reiterated the definition of an accounting 
system in GAOqs Pol.icy and Procedures Manual for Guidance of 
Federal Agenckes. 

DEFINITION OF INTERNAL CONTROLS 

On June 1 6 ,  1983,  the Comptroller General issued the standards 
for internal controls in the federal government to be followed by 
agencies in establishing and maintaining systems of internal con- 
trols. The standards define systems of internal control as 

"The plan of organization and methods and procedures adopted 
by management to ensure that resource use is consistent with 
laws, regulations, and policies; that resources are safe- 
guarded against waste, loss, and misuse; and that reliable 
data are obtained, maintained, and fairly disclosed in 
reports." 

Processing procedures are those manual and/or automated procedures 
that govern capturing, recording, processing, summarizing, and re- 
porting of financial and related quantitive information. Internal 
control procedures and independent procedures provide evidence that 
processing procedures haveo in fact, been followed. 

DEFINITION OF AN AGENCY'S 
SYSTEM OF INTERNAL CONTROL 

Host agencies operate several financial management systems 
that process different types of financial transactions and provide 
information to each other. The individual financial management 
systems--taken together--form the agency's overall financial, 
accounting, control, and reporting system. For example, most 
agencies have a general ledger/administrative control of funds sys- 
tem, and a subsidiary system that, for example, process trans- 
actions relating to personnel/payroll actions, personal property, 
disbursements, receipts, loans, accounts receivable, and accounts 
payable. These systems--taken together--are the agency's overall 
financial accounting, controlp and reporting system. 

The financial management systems that make up an agency's 
overall financial, accounting, control, and reporting system in- 
clude both processing procedures and independent internal control 
procedures, as defined in the preceding two sections. For this 
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survey, we defined an agency's system of internal control as all 
the internal control procedures--taken together--that are included 
in all the financial management systems that comprise the overall 
financial accounting, control, and reporting system. 

CENTER FOR DISEASE CONTROL 
FINANCIAL MANAGEMENT SYSTEMS 
INCLUDED IN OUR SURVEY 

Based on the foregoing definitions, we included in our survey 
all manual and automated systems in the Center that: 

--Maintain general ledger accounts and produce financial 
reports. 

--Control appropriated funds. 

--Validate information from subsidiary financial management 
systems that feed information to general ledger systems. 

--Determine eligibility for, and authorize the making of 
payments to vendors. 

--Authorize acquisition of resources. 

--Record and account for assets and liabilities. 

SURVEY METHODOLOGY 

Our survey followed the requirements of GAO's Controls and 
Risk Evaluation (CARE) survey approach. Accordingly, our survey 
included identification and documentation of the Center's: 

--Organizational stucture and major organizational components 
and the mission of each component. 

--Accounting and related financial management systems, as pre- 
viously discussed, and the interrelationships beween these 
systems. 

--Internal control strengths and weaknesses in the Center's 
systems based on the internal control strengths and weak- 
nesses identified during the survey. 

In consonance with the CARE audit approach our work entailed 
identification and documentation of the operations and related 
internal control strengths and weaknesses of the Center's financial 
management systems based on ( 1 )  available agency system documen- 
tation, (2) discussions with cognizant agency accounting, program, 
and ADP systems officials, and ( 3 )  prior issued GAO, Inspector 
General, and special study group reports. Our survey was made in 
accordance with our current "Standards for Audit of Governmental 
Organizations, Programs, Activities, and Functions," except that no 
tests were performed of system operations or of information 
processed by and recorded in these systems. 
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Cycle control Objectives 

Authorization 

1. Disbursenents should be authorized 
in acmrdance with laws, 
regulations, and managanent's 
Policy. 

2. Wjustments to disbursements and 
account distributions should be 
authorized in accordance with laws, 
regulations, and management's 
polify. 

Controls In Place 

Ihe CIX: umbrella acrauntirag system includes a vendor f i l e  
which umtains grantees and amtractors authorized to 
enter into agreemnt with a. 
the a n t r a l  Wistry System via magnetic tape for mates 
to the systern. "be systm is designed 90 that  d y  
authorized en t i t i es  on f i l e  w i l l  @ate the system 
files. Mditionally, a uses a seprate autanated f i l e  
to autharize and stom mi=llaneous recurring 
obligations such as u t i l i t y  expenses. Ror each 
disknsenaent, (3x: requires that obligating, h i e - ,  
and receiving docunents be on f i l e  prior to farwarclins a 
disbursewnt schedule to Treasury foot payment. 
distaxsemnt schedule stuuld be certif ied by the 
certifying officer and be based upon original docunents. 
'Ihe pmcmmmt office maintains a manual file for 
vendors authorized through other obligating docuaents 
such a s  a purchase order. 

CDC requires the M to make necessary adjustments via a 
journal voucher, interoffice transfer, etc. 'Ihese 
docments should be a-ved by the au thx izbg  official ,  
usually the chief of the accounts control section. mis 
includes adjustments due fran overpayments to vendors, 
amtradors, etc. 

Qx: lacks docmentation to describe the 
miscellaneous recurring obligation fi le.  

CDC receives input f- 

'his 
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H 
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*le Control Objectives 

3. Dishursenent processing prpcedures 

Controls In Place 

While CDC uses the Departmnt's Wucher Examiners Manual 
which explains procedures for exmining vouchers, it 
orally instructs its staff on batch processing procedures 
a s  part of on-the-job training and supervision. hrior to 
forwarding a disbursement schedule to Weasury for 
payment, CDC records entries on a docunent history remrd 
(DHR) by transaction codes and object class codes and 
indicates whether the payment is in fu l l  or partial. 
mtries on a DHR show the actual mount of the purchase 
less any discounts and/or freight charges. 'Ihis data is 
keyed via canplter terminal and transmitted to the 
unbrella accounting system. Additionally, CDC must 
amplete Treasury report SF-224 by the third working day 
follawing the mnth end. lt~ ass i s t  i n  preparing th i s  
report, CDC created the a u m t e d  Cash Control System. 
'Ihe &ella accounting system has -sing controls 
buil t  within canplter programs such as record m t s ,  
hash totals, etc. It also contains edits and generates 
an error l i s t ing  and an audit trail printout. %e 
miscellaneous recurring obligation system uses the sane 
edits as the &ella accounting systen. The cash 
mntrol system has predetermined nuneric criteria used to 
asoertain the accuracy of transactions by the 
system. 

should be established in accordance 
with laws, regulations, and 
management's policy. 

control wealm?sses 

Lack of written procedures for describing 
the batch processing routine. 
Incanplete and not up-to-date 
docunentation of the operation and 
functions of the lanbrella acmunting 
system. 
accounting manual contains desZE@3ons 
of several f i l e s  that are mt used by or 
have been canbined in t h e  lrmbrella 
accounting system. lb illustrate, CDC 
mnbined the Allotment Allowance and the 
cam~m Rcoounting Nunber (CRN) f i l e s  
described in the draft  aoaxlnting manual 
into the kprt Master f i l e  the system 
uses for financial reporting. 

mr example, the CM: draft  



Cycle Control Objectives 

Econany, Efficiency, and Effectiveness 

4. Disbursement cycle r e s u l t s  should 
be i n  accordance with laws, 
regulations, and management's 
pol icy and plans. 

5. Disbursement should be made i n  an 
econanical and e f f i c i e n t  manner. 3 

I 
p3 
W 
0 

6. Disbursement processing procedures 
used to create,  recognize, and 
report events and related 
transactions should be econanical 
and eff ic ient .  

C- FOR DISEASE CU?lRX - D I S B U F S m  CYCLE 
mm CoNImL sTRmGJX.5 AND WERKNESSES 

Controls I n  Place control weaknesses 

Procedures a re  i n  place t h a t  require accounting personnel 
to process vendor invoices only- f o r  goods and services 
received. Prior to cer t i fying disbursement schedules for  
p a p e n t  by Treasury, the  FMO is required to aunpare the 
obligating docunent, vendor's invoice, and receiving 
report to ensure receipt  of  goods and services. 
me FM3 a m u n t s  control sect ion is responsible f o r  
reviewing each batch of transactions prior to its entry 
to the a m u n t i n g  system and forwarding the  schedule to 
Treasury. CM: requires the  FMo to process invoices 
within 30 days a f t e r  receipt  and include the invoice due 
da te  on the  face of the smedule i n  accordance w i t h  
Treasury requirements. 

CDC uses the batch processing method for entering 
transactions i n t o  the accounting systems. 
enters  transactions i n  the system f i l e s  prior to 
receiving cxmfirmation f m n  Treasury that the payment has 
actual ly  been made. 

See cycle control object ives  3 and 5. 
assigns vouchers f o r  processing to the  voucher exaniners 
by document, thereby, c l e a r l y  s ta t ing  wtm is responsible 
for what. 
of vouchers processed and on hand at month end as w e l l  as 
discounts earned and lost. 
record munts, and batch balancing are integral  s t e ~ ~  i n  
the batch process a t  CUC. 

CDC lacks recent internal audit m e r a g e  
to ensure the  system a n p l i e s  with laws, 
regulations and management's policy. 

Daily, CDC 

Also, the  PM3 

Ihe FMO manually keeps rewrds on the  n u b e r  

Preparation of hash totals, 

X 
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Cycle Control Objectives 

Transaction Processing 

7. 

8. 

9. 

10. 

11. 

12. 

Cnly those requests €or 
disbursements t h a t  meet 
management’s policy should be 
approved. 

Disbursements should be accurately 
and promptly reported. 

Ainounts due to vendors f o r  gads 
and services, and the accounting 
dis t r ibut ions of such mnounts 
should be canplted and recognized 
as l i a b i l i t i e s  promptly. 

Each disbursement of cash should be 
based u p n  a recognized l i a b i l i t y ,  
accurately prepared, and 
appropriately authorized. 

Disbursements should be accurately 
and ptmptly classi f ied,  
surmarized, and reported. 

Cash disbursenents and related 
adjustments should be accurately 
and pranptly c lassi f ied,  
suRMTized, and reported. 

Controls In Place 

See cycle control objective 1. 

See cycle control objectives 4 and 5.  Also, cDC u s e s  the 
rotating error f i l e  concept in  processing transactions 
through the unbrella accounting system which a m u n t s  for 
error corrections unt i l  they are corrected. Ihe umbrella 
a m u n t i n g  s y s t e m  prcduces dai ly ,  weekly, mnthly,  and 
yearly financial reprts such as the da i ly  error and 
s ta tus  of funds reports. 

Qx: records en t r ies  on a DHR stowing the actual amOunt of 
the purchase less any discounts and plus or minus any 
freight  charges. In essence, these ent r ies  de-obligate 
the i n i t i a l  obligated amount by the  amount forwarded to 
Treasury for  payment. Azso see cycle control objective 
13. 

See cycle control objective 13. 

See cycle control objectives 1 and 9. 

See cycle control objective 8. 

See cycle control objectives 8 and 2. 
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Cycle cantrol Objectives Cmmls In Place 

me uabrella acunmting systen acunmts for obligatians 
incunxd +.payments to vendors by docrment nunber. As 
such, liabilities are not -zed at 
docunents required for wmcher processing have been 
received and through the systw. In effect, 
the ammt sha*n as ObligaW in the system repceaents 
the liability. 'Ihe FH3 also any related 
aajustment in the &tailed vendor See cycle 

13. Liabilities incurred, cash 
disknsements and related 
adjustmnts shpild be accurartely 
apl ied  to the vendor's accaunts. 

until all 

contml C J b j e C t i ~  1 zlnd 4 also. 
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Cycle Control Objectives 

Classificatim 

14. 

15. 

16. 

r r w s a d i c m s  for ammts due to 
vendors, cash disbursenents, and 
related cdjustmnts shoyld be 
prepared  each period. 

Dishmments should be surmarized 
and classified in aaordance with 
maMgemnt's plan. 

R?wrded balances of disbursanents 
and related transaction activity 
should be periodically 
substantiated and evaluated. 
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Gmtrols In Place 

See w e  aontml objective 4. 
ax3 BanuiLLly remrciles the general 
ledger amDunt Wace with the 
sltsidlaryledgms* balances. lhis 

resumes since the could be 
programgd to perform this function. 

See cycle control objective 8. 

an inefficient use of its 

(zx: must cunplete rreasUry SPL224, Statanent of 
Wansactions, showing disbursements and receipts for each 
month and report it by the third rarking day follawing 
month end. Qx: also r m i l e s  the general ledger 
balance of the unbrella acanmting system with the 
balance of the subsidiaries (travel advane, acunmts 
receivable, etc.). Ihe (M: onpment organizations, 
e.g., Center for Infectious Disease ,  are expected to 
review the reports m i v e d ,  investigate any differemes, 
and notify the FM3 of any discrepancies noted. 
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Cycle Control Objectives 

Physical Safeguards 

Cbntrols I n  Place control maknesses 

17. Access to disbursement r e a x d s ,  'Ihe FED maintains processed docunents i n  a central  f i l e  
ram. kcunents  pending prcess ing  are kept i n  a 
suspense f i l e  a t  the responsible s t a f f  person's desk. 
TVamsactions processed thrwgh the  system are maintained 
in  the system files along with back files maintained i n  a 
f i r e  proof vault. cklly authorized s t a f f  i n  the cunputer 

passwrds (Le., a special code tha t  the system 
recognizes for  entry). 

'Ihe Inspector General's o f f ice  o f  the 
public Health Semi- of f ice  recently 
issued an audi t  report tha t ' s  critical of  
CDC's physical securi ty  Controls Over 
access to the ccmplter and its 
contingency plans i n  case of an 
-rgency. 

critical forrcis, processing areas, 
and processing procedures should be 
permitted i n  a m r d a n c e  with 
magenent ' s  policy. 

system off ice  have access to the systems via  systen 
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Cycle control Objectives 

Authorization 

1. 

2. 

4. 

Receipts should be accepted fran 
only those parties authorized in 
accardm with laws, regulations, 
and management's policy. 

Tbe auumts of receipts (license 
fees, tax rates, etc.) should be 
authorized in acoordance with laws, 
regulations, and -t's 
policy. 

Ad justrnents to receipts, 
mivables, and other accounts 
should be authorized in accordance 
with laws, regulations, and 
managemnt's palicy. 

Receipt processing pmxdures 
should be established and 
maintained in accordance with laws, 
regulations, and management's 
Policy. 

Controls In P l e  control weaknesses 

a accepts funds from only these wrces that have a 
written agreement with the agency. 
practice is donations fnm citizens, etc. CnC maintains 
acaxlnts rmeivable subsidiary ledgers to record nxlies 
due to and collected by CDC. (pc requires its staff to 
docunent their rxmnunication with vendors regarding 
werpqments, return of goods etc. 

see above. 

Upon entry of transactions into the 
travel advance system, the cunputer does 
not maintain a list of enployee's social 
security n W r s  to identify and assure 
that only bara fide errployes received 
travel advan<lles made at (Dc. 

exoeption to this 

CDC requires certain docranents to make adjustmints to 
ceceipts, receivables, etc. In the case of overpaymnts, 
the related disbursement is adjusted via a journal 
Wumer with supporting docunentatim such as a 
the collection schedule. 

*e FK) has written procedures that require separate 
personnel to a m t  for the reipt of m i e s  and to 
make bank deposits. Also m i n t e m  of the accounts 
receivable ledgers and the general ledger functions is 
performed by separate employees. 

of 

a does not have mitten procedures 
describing the receipt processing 
procedure for transaqtions entering the 
general l-er nor the subsidiaries. QDC 
does not log receipts in when received at 
the mail desk. U s u a l l y ,  (Dc staff places 
the receipts in a safe or gives them to 
the staff responsible for remittances 
amtrol who then log them in a log boak. 
NIX loyging receipts in at the mail desk 
enhances the likelihoal that remittances 
m y  be misplaced, lost, stolen, etc. 
without docmentation of receipt by the 
agency. 

H 
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Cycle control Objectives h tmls  In Place 

Ecaromy, Efficiency, and Effectivness 

5. mipt cycle resu l t s  should be i n  
accordance wi th '  laws, regulations, 
and management's policy and plans. 

&ceipts should be collected in  an 
ecwranical and efficient manner. 

see cycle control objective 1. 

6. me F W ~  requires staff  to make deposits on a daily basis 
to ensure that monies received are not lost, stolen, 
misplaced, etc. 

7. m i p t  processing procedures used see cycle control Objective 4. 
should be econmical and efficient. 
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8. m l y  those m i p t s  that met 
management's policy should be 
approved. 

see cycle control objective 1. 

9. Each receipt should be prepared 
accurately and pranptly. 

The umbrella amxmting systsn and the receivable ledgers 
(i.e. aEo3unts receivable systems and the travel advance 
system) mtain edits and predetermined nuneric criteria 
to ensure the accuracy and validity of transactions 
entering the systems. The systems generate reports such 
as edit l i s t ings  and provide them to the FM, the 
following day. 

Contt-01 w=akmses 

Azthough CDC maintains a remittance log 
book, it does mt date stanp receipts rn 
record the actual date received in  a log 
baok at  the mil desk, thus mt ensuring 
that receipts are timely deposited. See 
the above cycle weabesses. 

(Dc had not Qcunented the automated 
amounts receivable system prior to ow 
inquiry. During our mrk, hawever, (Dc 
pwided an overview describing the 
system, hut still has mt sufficiently 
docunented the system. 
Qx: S t q S  the entire transaction 
pra~ss ing  for the travel advance 
subsidiary error tmnsacticms since the 
system does not have an autamted 
rotating error fi le.  

'Ihe travel advance system accepts a durmy 
travel order without tracking the 
disposition of such transactions. See 
cycle c c m t ~ ~ l  objective 1. 
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10. 

11. 

12. 
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14. 

15. 

Acoavltability for cash items 
should be established before the 
cash can be misdirected. 

Cash itens received should be 
accurately and prmptly 
classified, sumxized, and 
reported. 

Adjustmnts to receipts, 
m i v a b l e s ,  and other acmmts 
shculd be accurately and pranptly 
classified, s m r i z e d ,  and 
reported. 

Rxeipts, collection on account and 
related adjustments should be 
accurately a p l i e d  to the proper 
receivable a m n t .  

Journal entries should be prepared 
ea& acuunting p e r i d  for receipts 
and related adjustments. 

~evenue joumal entries should 
sunnarize and classify receipts in 
accorfiance with management's plan. 

controls In Place ccmtml wakm=es 

a requires an enplcyee other than the one who prepared 
the mllection schedule to ampare the rarpleted schedule 
with the manual receipt log book and to investigate any 
differences a f te r  the de-it has been made. The FH3 
created the cash control system which a ler t s  them to any 
cash i t e n s  not accounted for but should have been. 

See cycle cwrtml objective 9. 

See cycle amtro l  objectives 4 and 6. 

The mbrella accounting system and the subsidiary systems 
contain edits to verify the accuracy of transactions and 
functions to control financial informtion for generating 
repn-ts. CtC processes transactions th-h the d r e l l a  
system and the travel advance sytem daily, and the 
accounts reeivable system a t  least weekly. 

See cycle mntrol objectives 4 and 17. Also, on a 
monthly basis UIC manually remciles the reeivables 
with the general ledger. 

See cycle mntrol objective 15. 

(Dc uses the amnan accounting n h r  (CAN), appmpri- 
ation nmber,  object class, etc. to slnrmerize and classi- 
f y  transactians. each of these itens are amtained 
within system tables of the -ella acuunting *ten 
and are autrrnatically praluced during transaction 
processing. 

m ' s  manual reamciliation of the 
general ledger acmunt balance with the 
subsidiaries appears to ke an inefficient 
use of its resources. 
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Q d e  czntml objectives Cbntwls In Place 

SUbBtantiation and Evaluation 

16. Recorded w m  of receipts, See cycle amtrol objective 13. 
amounts receivables, and related 
transaction activity s h l d  be 
periodically substantiated ana 
evaluated. 
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Cycle Control Objectives 

Fhysical safeguards 

17. Access to cash and cash iteras 
received should be permitted only 
i n  acoordance with managent's 
criteria until  control is turned 
over to the asset managemznt cycle. 

18. Access to receipts and receivables 
reads, critical forms, processing 
areas, and processing procedlws 
should be permitted only in 
acconfance with m q e m n t ' s  
criteria. 

Cantrols In Place 

me person assigned responsibility for the cash receipt 
function is required to provide each permn responsible 
for an accounts receivable ledger a copy of the canpleted 
collection schedule. It should be used to record data in 
the related account. CDC u s e s  a safe to safeguard monies 
received. 
supervisors. 

%e safe's location permits v i s ib i l i ty  by 

See cycle control objectives 4 and 9. 

me safe renains unlocked during the day 
and staff  in the PMO frequent the f i l e s  
including those respansible for the 
receivables. athaugh (DC does 
restrictively e-se renittances prior 
to a e p i t i n g  them, it does not do so 
upon receipt a t  the mail desk and 
remrding them i n  the log book. 

me Inspector General's office of the 
public Health Service office recently 
issud an audit report that is critical 
of W ' s  physical security controls over 
access to the amputer and the lack of a 
ccntingency plan in the case of an 
-rgency. 
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2. Ilepo.rtingsystempaessing 
pmwdures should be established 
and nraintained in amordance with 
lavs, regulations, and mamgenmtas 
policy. 

mC Qx: uhrella Crmunth system amtaias a mpxt 
m t e r  file that is d for gemrating reports. 'he 
m m s  cantah a repxt generating furtian within a 
m t e r  -of ea& system. '1Ra perdt only 

tfms to enter their report generat- f m c t h .  

'Ihe system analyst respnsible for the account- s y s w  
appears to lmdersmld harthe gystems process report5 
thereby &ling the person to respard to inquiries about 
the SysteSd report pmcessing pruoAws. Maitiarazly, 
the aaputrr operators hare written instructions €or 
P===% r m .  

those transactions that passed thc systens' dit furc 
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Cycle Control Objectives 

Authorization 

3. 

4. 

5. 

Reporting should be i n  acmrdance 
with I-, regulations, and 
management's policy and plans. 

W r t i n g  should be achieved i n  an 
econanical and e f f i c i e n t  manner. 

Reprtirq procedures used should be 
eoonanical and eff ic ient .  

controls In  Place control weaknesses 

See cycle CMltrOl objective 1. 
and centers a t  CDC are respsible f o r  reviewing reports 
and providing feedback to the  pM3 on t h e  accuracy, etc. 
of the  reports. 

The accounting systems a t  C S  have spec i f ic  system f i l e s  
f o r  generating reports and arranging financial 
information. Ihe system may create reports daily, 
weekly, etc. or as required to s a t i s f y  user needs. 
systems use only error f ree  transactions f o r  r e p r t i n g  
Prlrposes. 

The systems maintain reporting procedures within canplter 
prograns and use specif ic  system f i l e s  to generate 
repxts. 

Also, the progran off ices  Lack of  recent internal audi t  coverage. 

%e 
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rransaction processinq 

6. Only those reports that meet 
management's-pol icy should be 
apprwed. 

7. Reports should be prepared 
accurately and pramptly. 

The systems generate reports only with those authorized 
transactions that passed the systems' edits. CoC 
requires the M. program off  ioes, etc. to subnit a 
request f o r  data  processing services fonm to the  cunputer 
system o f f i c e  for any additions, changes, etc. to 
mprts. 
off ic ia l  . 
The accounting systems pennit trarrsactians that passed 
the systems' edits to update the systenns' f i l e s  on a 
dai ly ,  weekly, and m t h l y  basis with reports generated 
accardingly, as well as yearly and as required. Ihe 
system canprte control totals to pmwide reasmable 
assurance that all en t r ies  have been reaxded i n  the 
systems f i l e s  and t h a t  no unauthorized transactions 
entered the systems. 

The form should be si9ned by an auttnrizinq 

8. Relevant disclosure data should be 
gathered aacurate1.y and pmnptly. 

&levant disclodsure data should be 
acnrrately smriueP1 and reported. 

10. P i l e  and account balances should be 
amurately and praoptly reported. 

This cycle control objective vas mt surueyed. 

This cycle a m t r o l  objective was not surveyed. 

CDC requires the program off ices  and centers to check 
reports upon receipt f o r  accuracy, aoissions, etc. 

9. 

11. -lidation of reprts should be 
aacrnplished accurately and 

lhis cycle colltrol objective was not surveyed. 

PranPtlY. 

control weaknesses 
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Classification 

12. %porting entries should classify 
activities in accbrdance with 
mnagement's plan. 

13. =ports should be prepared 
accurately and W Y ,  be 
prepdred on consistent basis and 
fairly present the information they 
purport to display. 

Controls In Place mntrol weaknesses 

CDC has agency-wide coding instructions for accounting 
transactions. 
an appqxiation number, cornRon acmunting n&r, 
transaction code, etc. cycle control objective 10 
abwe. 

See cycle control objective 10 above. 
Fbr example, each transaction must contain 

See cycle control objectives 4 and 7. See cycle control objective 3. 
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Qcle Control Objectives 

Authorization 

1. vendors should be authorized in 
aocordance with lays, regulations 
and management's policy. 

2. 

3. 

4. 

W e  types, estimated quantities, 
and prices and term of goods and 
services needed should be 
authorized in accordance with laws, 
regulations, and management's 
policy. 

Adjustments should be authorized in 
arrordance with laws, regulations 
and management's policy. 

Promrment cycle processing 
p r c e d u r e s  should be established 
and maintained in accordan- with 
laws, regulations and mamgemnt's 
palicy. 

Controls In Place 

A manual vendor file is maintained at CDC. Purchase 
orders all originate frwn the pmrement eection that 
maintains that file. It has not been autamted because 
of the large n W r  of e n  market vendors designated 
locally and the high frequency of changes in those 
vendors. Far capital expenditures or inpmvemnts, 
established pmxedures exist for bidding or negotiating 
contracts. 

W e  requesting agency initiates a purchase requisition 
which goes to Procurement and Grants Office where the 
m a s e  order is prepard. 

Receiving documents are forwarded to the procurement 
branch and the Financial Management Office for full or 
partial receipts. 
to the office of Financial T t  for the aamnting 
entry. If the order ammt is increased by the 
requestor, a change order must be apmwd by the 
promrement branch. 

All purchase orders go thru3qi-1 the Prcperty sections for 
a decision abaut capitalizing the entry. All inventory 
and property purchase dommnts go to the Financial 
Manageroent office for reconciliation of ammts recorded 
by the receiving agency and the amanrt recorded in the 
accamting transactions. 
order for a capitalizatian decision. Legal aarpliance 
Wasrpt surwyed. 

Invoices go fmm the vendor directly 

also reviews the pxchase 
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Cycle Control Objectives 

 cara any, Efficiency, and EffectiVeneS 

5. proclrrement cycle operations should 
be in accordance with laws, 
regulations and management’s policy 
and plans. 

6. procurements should be achieved in 
an econanical and efficient manner. 

7. mxumment prucedures used should 
be econanical and efficient. 

controls In Place 

See cycle mtrol objective 4. 

Pmmdures are in place for CM: to screen available 
surplus property to fill a request before a purchase 
order is prepared. 
Procurement and Grants Office. Also see cycle antrol 
objective 4. 

Ihis is &ne centrally at the 

Purchase requests go to a central location where all  
purchase orders are initiated. 

Ihe entire p m m n t  p m s s ,  beginning 
with the preparation of the purchase 
order through the suhnission of a payment 
schedule to the U.S.”ceasury, is a manual 
one. with this agency’s ADP capabilities 
much of that p m s s  could be autanated, 
saving considerable staff time. 

Control weaknesses 
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Cycle Control Objectives 

'Itansaction Pmess ing  

Controls In P l a e  

8. Only tbse requests of vendors f o r  
gooas or services tha t  meet 
managenent's c r i t e r i a  should be 
appraved. 

Chly requested g d s  and services 
should be accepted. 

All purchase orders are screened by p r o p r t y  sections f o r  
a decision on capitalization. 

9. See cycle control objective 3. 

10. Goods and services accepted should 
be accurately and prcmptly 
reported. 

11. Prmwnts due to vendors for  gods 
and services accepted, and the 
acmunting dis t r ibut ions of such 
amunts, should be ccanplted and 
recognized as liabilities pmnptly. 

Pmunts due to vendors should be 
accurately and pranptly c lassi f ied,  
surmarized and reported. 

12. 

All innming warehouse inventory shipnents are recorded 
i n  a logbook a t  the receiving point. Receiving reports 
are processed for partial receipts of  personal property 
or inventory orders. 
receipt of an invoice and then reconciles the 
rewr ted  entry to the inventory/prqerty recorrls with the 
actual recorded expenditures. Capital improvement 
project work-in-progress is usually not recorded i n  a 
property asset account un t i l  the project is canpleted. 

OFM records en t r ies  upon d i r e c t  

Rcmunting branch records an obligation fran a puuchase 
order, and later records the actual e x p d i t u r e  f ran  the 
invoice a f t e r  both it and a receiving docunent have been 
received. 

Invoices go d i rec t ly  to the Office of  Financial 
Managent. hce the  invoice is matched with the 
receiving report, payment is authorized. 
umbrella accounting system cycles. 

Also see the 

Control Weaknesses 

mere is no centralized receiving point 
a t  CDC. Inventories are located i n  three 
d i f fe ren t  places, and amtrol led by three 
separate systems. Although strengths 
within the proculement cycle a w a r  +m 
control pmper receipt of  innming 
shipnents, central receiving is a mre 
ef f ic ien t  alternative. 

Inmrrec t  cost ent r ies  can be made to the 
warehouse inventory system, because it 
does not have an e d i t  f o r  reasonable 
cost. Engineering Services expenses a l l  
its purchases; and FM3 does not  remncile 
the r e p r t e d  inventory valuation and 
actual invoice payments. 

clx: does not routinely m r d  a l l  
accounting transactions i n  an accounts 
payable ammt. 
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Cycle Control Objectives Controls In  Place 

13. Furchasing adjustments should be When a request is adjusted for  the warehouse  system, the  
canplter stores both reports and entries. 'Ihus, when the  
da i ly  transaction ac t iv i ty  is reconciled by FMO, an 
adjustment docunent is necessary to reconcile the  
inventory balance with accounting entries. 

accurately and pranptly classified, 
sumwized and reported. 

14. Liabi l i t i es  incurreed, and related 
adjustments, s h w l d  be accurately 
a ~ p l i e d  to t h e  proper vendors' 
a-unts. 

See cycle control objective 11. 

control weaknesses 

me mgineering services inventory can be 
adjusted f n m  d a i l y  error reports 
prcduced from the  system. 'Ihe error file 
does not, however, keep errors i n  merrory 
f o r  mre than one report cycle. 
error is not reentered correctly, it may 
never be corrected. Also, there has been 
no independent physical inventory i n  the 
recent past, even though the inventory 
balance is reported as $1.8 million. 
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Qcle Control Objectives 

Classification 

15. 

16. 

Controls In Place 

Journal entries for munts due to See umbrella accountilw svstem. disbursement cycle - -  . 
vendors a d  related adjustments 
should be prepared each accounting 
period. 

Purchasing journal entries should 
sumnarize and classify eoonanic 
activities in accordance with 
magenent's plan. 

objectives 2 and 3. 

See cycle control objective 11 ; 
amounting system, disbursenent 

and the Lrmbrella 
cycle objectives 1, 2, 3. 

Control weaknessei 

See cycle control objective 11. 
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Cycle control objectives 

Substantiation and Evaluation 

17. *corded b a l m s  of accounts 
payable, and related transaction 
activity, should be periodically 
substantiated and evaluated. 

Cantr0l.s In Place control wea)aresses 

Property and most inventory transaction activity is 
reviewed daily and accOunt balances reconciled monthly 
through the property remnciliation system. 

me Engineering Services' cupboard stock 
is not included in the FMO reoonciliation 
processi and no independent physical 
inventory is taken. Because of its large 
carrying value and the nature of several 
of the items, capitalization of the 
inventory balance amars w a r r a n t e d .  
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Cycle Control Objectives Controls In Plae 

Physical Safeguards 

18. Access to purchasing, receiving and 
disbursement records; critical and individual identification codes authorize 
forms; processing areas; and 
processing procedures should be 
permitted only in accordance with 
mahegenent’s criteria. 

A card key is required for entry to canputer facility, 

predetermined information access to the rrmputer. 

control hkaknesses 

ADP security at OC, according to an OIG 
report, was generally inaequate. (pc 
emphasis on ADP security was insufficient 
to ensure that ADP facilities e r e  
protectd against danage, unauthorized 
use, fire, natural disasters or theft. 
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Cycle Control objectives 

Authorization 

1. 

2. 

3. 

4. 

5. 

Sources of assets and liabilities 
should be authorized in armrdance 
with laws, regulations and 
management's policy. 

'Ihe amounts, timing and ditions 
of transacticns should be 
authorized in accordance with laws, 
regulaticms and management's 
Policy. 
The amunts, timing and conditions 
of expenditures of f d s  should be 
authorized in accordance with laws, 
regulations and managmmt's 
policy. 

k3jushnents to asset and 
liability accounts and accaat 
distributions should be authorized 
in acmdance with management's 
Policy. 

Asset and liability lMnagement 
procedures should be established 
and maintained in accordance with 
mnagement's policy. 

Controls In Place 

All prrchase orders are initiated fran one central 
procurement office which maintains listings of current 
authorized vendors. The responsihility is with that one 
office to ensure the list is current. ~n autmeted 
vendor file is cuntained in the lmbrella amnting 
system and is discussed in that system's cycle control 
objectives. 

See proclaement cycle authorization objectives. 

See pra3urement cycle objectives 2, 3 and 11. Also, 
mS regulations outline criteria for those inventory 
item which may be expensed. 

During the nunthly reamciliatian of property and 
inventory accarnt balances, itens requiring an adjustment 
are r e t d  to the originating agency with an Fwo 
recarmendation for action. when the decision is d e ,  it 
is aFproved by an authorized official, and returned to 
FK) where an adjusting journal voucher is prepared far 
entry into the system. 

CDC maintains prqerty listings for ( I )  real property; 
(2)  capitalized p e r m 1  property with a cast of at least 
$300; and (3)  non-capitalized sensitive item asting 
under $300, such as camera lenses or desk calculators. 
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Engineering Services has a large stodc of 
supplies which may not meet the 
Departmnt definition which allows item 
to be expensed. If not in ampliane, 
these item should be capitalized as ~JX! 
other snaller agency inwritmy Wances. 



m e  control Objectives 

Emnany, Efficiency, an3 Effect~vemss 

errorrlance with laws, regulations 
and management's policy and plans. 

6. Cycle results-should be i n  

7.  Cycle results should be achieved in 
an ecwrmical and efficient manner. 

8. processing procedures used C 
H 

I 
N 
u1 m i c a 1  and efficient. 
b b  

create, recognize and report events 
and related transactions should be 

Bntmls In  Plam 

Agency budgets gererally cmtrol the amunt of purchases 
for praperty itens. %at information is available not 
only to arpmving of f ic ia l s  at each center, but also to 
those resparsible of f ic ia l s  i n  poperty and pmMenent 
areas w b  review the requests for expenditures. 

praperty/imrent6ry purchase entries include (1  1 an entry 
to the pmpeay system fmm the plrchase order; (2)  an 
en- to the pmperty reconciliation system from the same 
sou~ce doclmentation: and (3)  an entry to the amounting 
system af te r  receipt of an inmice and receiving 
docunents. 

X 

H 
H 

*re have been no audits of W 
financial managenent systems by m's 
office of bspector General in the past 3 
years. Azso, the m r t y  reconciliation 
system could be used to provide data for 
printing autxmated real property reports. 

property and inventory systems have no 
edits and insufficient donmentatioli to 
ensure the re l iab i l i ty  of entered data. 
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w e  control Objectives 

lmnsaction processing 

Controls In Place 

9. 

10. 

11. 

12. 

13. 

only those requests to buy or sell 
assets that meet laws, regulations 
and management's policy should be -. 
&sets and liabilities acquired 
should be accurately and prmptly 
reported. 

Retirements or dispositiars of 
a-ts to outsiders should be 
accurately and prmptly reported. 

AmDlnrts due fmn or to pnchasers 
and creditors, and the accornting 
distribution of those amoults 
should be ocnplted acmrately and 
pmnptly recognized as assets or 
liabilities. 

Changes in values should, where 
required by generally amepted 
qwemnental aamnting principles, 
be aaqmted accurately and 
recognized PranPtlY. 

canpliance is the respnsibility of the applicable 
property or inventory office and all requests to buy or 
sell are reviewed and aFproved by those offices. 

Procedures involving matching reeiving dooments with 
invoices are adequate to assure timely recording 
of acquisition of property. 

Rqulations dictate the handling of property for 
disposal or write-off. See cycle mntrol objective 1. 

See procurement cycle control objective 11. 

kcwrds reporting useful asset life and imputed 
depreciation are maintained €OK internal use in 
scheduling replacement. capital assets me carried on 
the books at original cost or assigned value. 

CDC does not record payables. 
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Cycle Control Objectives 

Classification 

14. 

15. 

16. 

17. 

i%mmt.s due to creditors, and 
related adjustments, should be 
accurately and prauptly classified, 
sumrarized and reparted. 

Purchases and sales of assets, 
changes in liabilities and relatd 
adjustrnents shwld be accurately 
-lied to the pmper subsidiary 
arrounts. 

Jwnral entries for assets and 
liabilities acquired and retired, 
and related adjustzmts, should be 
pepared and posted eachaamJnting 
PKiOd- 

Suumal entries should summrize 
and classify earrraic activities in 
aamddme with Isanaganent's plan. 

Controls In place 

See cycle contml objectivs 6 and 9. 
Also see procurement cycle cmtml cb-jectives 2,3 and 
11, 

See cycle amtml objectives 11 ard 14. 

See cycle control objectives 6 and 9. 

See cycle ODntrOl objective 6 ad 7. 



cycle Control Objectives 

substantiation and Evaluation 

18. Recorded balances of asset and 
liability accounts, and related 
transaction activity, should be 
periodically substantiated and 
evaluated. 

c 
H 
I 
N 
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Controls In Place cslt2-01 wdm3ses 

see procurement cycle objective 4. 
are d u c t e d  annually for capitalized inventory balances 
by m. Through randan sampling, the prcperty section 
verifies existence of personal property itens each year. 

Physical inventories UX does not capitalize its -lies 
inventory o€ abmt $1.8 million. 
Consequently, this balamx escapes the 
scrutiny of the FwD rearrciliation 
process and physical ccunts. 
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Cycle control Objectives 

CENPER FOR DISEASE m L  - ASSW AND 
LIABILITY F I A N B G E m  CYCLE 

ll”&-L-AwwEARNessEs 

Controls I n  Place Control **sses 

physical Safeguards 

19. physical security safeguards should 
be maintained where assets are 
Stored and t K ~ l ? t h l l S  pror?eSSed- 

Inventories are w e l l  secured physically, and, with the 
exception noted to the r ight ,  they are inventoried under 
the direct ion of FMO a t  f i sca l  year end. In  addition to 
the  routine personal property custodial reprts f i l l e d  
out  annually, the property section performs randan 
property cvunts each year to ver i fy  the accuracy of the 
custodial report balances. 

mgiheering Services maintains an 
internal  perpetual inventory balance, but 
there is no physical inventory to verify 
that balance. 

UIH x 
n 
n 
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Cycle control Objectives Controls i n  Place control weaknesses 
Grant Cycle 

we did not survey t h i s  cycle due to its small dol lar portion of O c ' s  total f i s c a l  year 1983 buaget authority. 
Additionally, most of the grants awarded through a ' s  grant management office are research and training grants 
for a ' s  National Inst i tute  o f  Occupational Safety and Health (NIOSH)--about $10.5 mill ion. 

c 
H 

X 
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CENTER FOR DISEASE CONTROL 
FINANCIAL MANAGEMENT STRUCTURE 
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Nature o f  t e s t  
t ransact Ions 

1. Leave a 
mandatory f l e ld  
blank on a new 
m p  I oyee f s 
master record. 

TYPICAL PAYROLL TRPNSACT 1 CNS 
TO BE INCLUED IN A TEST DECK 

Purpose or  explanatlon 
of  t e s t  t ransact [on 

To determine whether the  
system w l l l  accept a master 
record wl th  essent la l  data 
mlsslng. If mlsslng data w l l l  
cause an Incorrect  payment, 
the master record should be 
rejected w l t h  appropr fate 
warning. If mlsslng data Is 
for  adm ln  l s t r a t  Ive purposes 
only, t he  condl t lon should be 
flagged by an e r ro r  message. 

a 
CTA -1 

How a system wl th  e f f e c t l v e  contro ls  w i l l  handle t h e  t ransact ions 

Reject 

b d  uce 
to  

3 1  lowable 
nax lmun  

Vocess 
r l t hou t  
:ut back 

Automat - 
l ca l  l y  
compute 
co r rec t  
amount 

Automat I 

l ca l  l y  
ad just  
I eave 
records 
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t 
Nature of t e s t  

transact lons 

2. Enter erroneous 
codes, such as 
char l t y ,  I l f e  
Insurance, un lon 
dues, mar l ta l  
status, etc. 
(Note --one 
erroneous code 
per master 
record. ) 

3. Enter an lnva l ld  
annual leave I 
category. 

I 

TYPICAL PAYROLL TRPNSPCTICNS 
TO BE INCLUDED IN A TEST E C K  

Purpose or  explanat Ion 
of  t e s t  transact lon 

To determ lne whether the 
system w l I I accept lnva I Id 
data l n to  employees' master 
records. The program should 
p r f n t  e r ro r  messages t o  
ident l fy  lnvat Id data and 
r e j e c t  f u r the r  processlng of 
such transact lons. 

To determlne whether the  
system w l  I1 accept an lnval Id 
annual leave category. Federal 
regulat lons have establ lshed 
annual leave categorles as 4, 
6, o r  8 dependlng on the 
amount o f  cred l tab le servlce. 

CTA -1 

How a system wlth e f f e c t l v e  contro ls  w l  I I handle t h e  t ransact lons 

faeject 

X 

Pr l n t  
e r ro r  

message 

X 

X 

Reject In 
cer ta  f n 
clrcum- 

stances 

x 

led uce 
t o  

1 1  towable 
lax lmun 

~ 

Socess 
I l t hou t  
:ut back 

Automat - 
l ca l  l y  
compute 
co r rec t  
amount 

Automat - 
l ca l  l y  
ad j us? 
I eave 
records 
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TYPICAL PAYROLL TRPNSACTICNS 
TO BE INCLUED IN A TEST E C K  

Pr I n t  
e r ro r  

message 

X 

CTA -1 

Reject I n 
cer ta  In 
c frcum - 

stances 
Purpose or  explanatlon 
of t e s t  transact Ion 

To determfne whether It I s  
possfble t o  change f l e l d s  In 
Inact lve master records and 
whether adequate controls 
e x l s t  over such changes. 
Process lng of lnact fve records 
should be separated from the 
norma I process Ing o f  ac t  Ive 
records t o  e l  I m  Inate the 
possfb l l  f t y  of unearned salary 
payments or  the man Ipu la t  Ion 
of  records fo r  persons who are 
not In a pay status. 

~~~~~~~ ~ 

How a system wl th  effective contro ls  w I l I  handle the  transactfons 

Reject 

X 

Reduce 
t o  

a1 lowable 
max Imum 

'recess 
vlthout 
:ut back 

Automat - 
lcal l y  
com pu t e  
correct  
amount 

Automat 
lcal  l y  
adjust  
I eave 
records 

V I  -263 



TYPICAL PAYROLL TRPNSPCTICNS 
TO BE INCLUDED I N  A TEST DECK 

Reject  I n  
ce r ta  I n  
clrcum- 

stances 

CTA-1 

Cut  back 
t o  

a l  lowable 
max Imum 

Nature o f  t e s t  
t ransac t  Ions 

5. Change an 
emp 1 oyee 1 s 
annual leave 
category before 
It I s  due t o  be 
changed. 

Purpose o r  explanatfon 
of t e s t  t ransac t lon  

To determfne whether the  
system w l l  I r e j e c t  fnval Id  
updates. The annual leave 
category I s  based on t h e  
amount of cred I t a b l  e serv Ice 
an employee has, computed from 
t h e  emp I oyeef s serv Ice 
computatlon data. Employees 
w l th  less  than 3 years o f  
serv lce  a re  In  category 4; 
employees w l th  3 t o  15 years 
of se rv l ce  a re  I n  category 6; 
employees w l th  more than 15 
years o f  serv lce  a re  In  
category 8. The program 
should r e j e c t  any attempt t o  
change a leave category before 
It fs due t o  be changed. 

How a system w I t h  e f f e c t  Ive  c o n t r o l s  w I I I hand l e  t h e  t ransac t  Ions 

Reject 

X 

Pr I n t  
e r r o r  

message 

X 

Yocess 
I l t h o u t  
:ut back 

Iutomat 
c a l  l y  
ompute 
o r r e c t  
mount 

Automat - 
Ica l  l y  
a d j u s t  
I eave 
records 
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Nature of  t e s t  
t ransact Ions 

Promote a 
genera I schedu I e 
(GS) employee 
above grade 5 
before 1 year In 
grade has 
passed. 

Gfve a GS 
employee a 
w I t h  In -grade 
sa I ary Increase 
before 1 year In 
grade has 
passed. 

TYPICAL PAYROLL TRPNSPCTICNS 
TO E€ INCLUDED IN A TEST DECK 

Purpose o r  explanatlon 
o f  t e s t  transact Ion 

To determ fne whether the 
system re jec ts  an lnval Id 
transact Ion. Federa 1 
regulat  Ions s ta te  t h a t  GS 
employees above grade 5 must 
be In grade a t  least  1 year 
before they can be promoted. 

To determfne how the system 
hand 1 es t h  I s  transact Ion. 
Federal regulat lons s tate t h a t  
a GS employee must be In grade 
a t  least  1 year before befng 
e l l g l b l e  fo r  a w l t h f n g a d e  
salary Increase. The system 
shou I d 'If lag" the t ransact lon 
as belng a qua l l t y  step 
fncrease (wh Ich has the same 
ef fect  as a wI th Inqrade 
Increase but can occur wlthout 
the employeefs havlng been fn  
grade fo r  1 year). 

a 
CTA -1 

How a system wfth e f fec t l ve  contro ls  w l l l  handle the  t ransact lons 

Reject 

X 

Pr I n t  
e r ro r  

message 

Reject l r  
cer ta  In  
clrcum- 

stances 

:ut back 
t o  

3 1  lowabls 
nax Imun 

3-ocess 
v I thout  
:ut back 

Automat. 
lca l  l y  
compute 
correct  
amount 

Automat, 
l ca l  l y  
adjust  
I eave 
records 
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Nature of t e s t  
t ransact Ions 

Change an 
employee's grade 
o r  annual salary 
so t h a t  t he  
grade/step and 
annua I salary 
r a t e  are 
Incompat I b l  e. 

Change an 
emp loyeel s 
serv Ice 
computat Ion date 
t o  Indfcate t h a t  
leave category 
Is due t o  
change. 

TYPICAL PAYROLL TRANSACT I CNS 
TO BE INCLUDED IN A TEST OECK 

CTA -1 

Purpose or  exp I anat lon 
of t e s t  t ransact lon 

To determfne whether the  
system accepts Incompat I b l e  
data. The program should have 
salary and grade contro ls  
wh Ich w I I I r e j e c t  t ransact Ions 
of t h f s  type from fur ther  
processfng (except fo r  
payments under the  C I v  I I 
Serv Ice V e t a  Ined rate"  
prov Is Ion, wh Ich a I lows 
certa In downgraded employees 
t o  re ta fn  t h e l r  o ld  sa lar les 
f o r  a t h e ) .  

To determlne whether the  
annual leave category Is 
correct ly  changed, wl th  a 
message p r  Inted t o  Ind lcate 
the change. I f  the leave 
category I s  not automat Ica I 1 y 
changed, a message should be 
pr l nted . 

How a system w l th -e f fec t f ve  contro ls  w I l I  handle the  t ransact lons 

Reject 

X 

V I  -266 

PrJnt 
e r ro r  

message 

b j e c t  I n  
cer ta  In 
c l r c m -  
itances 

:u t  back 
t o  

1 1  towable 
lax l m u n  

'rocess 
r l thout  
:ut back 

utomat - 
ca l  l y  
ompute 
o r r e c t  
mount 

Automat - 
Ical  l y  
adjust  
I eave 
records 

a 



Nature of  t e s t  
t ransact Ions 

10. Pay an lnact lve 
em p I oyee. 

11. Pay a non- 
ex I stent  
emp I oyee. 

12. Input two t h e  
and attendance 
cards f o r  t he  
same emp I oyee . 

TYPICAL PAYROLL TRANSACT I GNS CTA -1 

TO E€ INCLUED IN A TEST E C K  

How a system wl th  effective contro ls  w l l l  handle the  t ransact lons 

Purpose or  explanatlon 
of t e s t  t ransact lon Rejecl 

i 

To determlne whether the 
system w l l l  compute pay for  an 
lnact lve employee (an employee 
who has been seperated but  
whose record Is malntafned In 
the same master f l l e  used f o r  
act  Ive employees). 

To determlne whether the  
system w l t t  compute pay for an 
employee wl th  no record In the 
master f I le. 

To determlne whether the 
system w l  I I compute pay twlce 

f o r  the same employee. I 

X 

P r f n t  
e r r o r  

message 

Reject Ir  
cer ta  In  
c lrcum - 

stances 

:ut back 
t o  

1 1  lowable 
lax lmun 

Automat. 
Ica l  l y  
ad just  
I eave 
records 
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TYPICAL PAYROLL TRPNSXTlU4S 
TO E€ INCLUDED IN A TEST DECK 

CTA-1 

Nature o f  t e s t  
transact lons 

13. Pay a GS 
employee fo r  80 
hours work on a 
second -sh If t 
entlt lement f o r  
a wage board 
(WB)  employee. 

14. Pay a GS 
employee for  80 
hours work on a 
t h l r d - s h l f t  
ent  It I ement f o r  
a WB employee. 

15. Pay a WB 
employee fo r  80 
hours work on a 
n lght  d l f f e ren -  
t l a l  ent l t lement 
f o r  a GS em- 
PI oyee. 

Purpose or explanatfon 
of  t e s t  t ransact lon 

To determlne whether the 
system re jec ts  WB ent l t lements 
for  GS employees. 

Same as above. 

To determlne whether the  
system re jec ts  a GS 
entlt lements for  WB employees. 

How a system wlth e f fec t l ve  con t ro l s  w l l l  handle the  transactlons 

Reject 

P r l n t  
er ror  

message 

X 

x 

X 

Reject I n  
cer ta  In  
c lrcum - 

stances 

:u t  back 
t o  

1 1  lowable 
lax l m u n  

~~ 

Socess 
' f  thout  
u t  back 

rutmat  - 
cal l y  
:ompute 
:orrect  
imount 

\utomat - 
cat l y  
id j ust 
eave 
.ecords 
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I t ransact Ions 

26. Pay a GS-1, 2, 
3, 4, 5, 6, o r  7 
employee for  10 
hours o f  
over t  he.  

27. Pay a GS-10, 1 1 ,  
12, or  13 
employee for  10 
hours o f  
ove r t  Ime. 

TYPICAL PAYROLL TFWJSPCTlaJS 
TO E INCLUED I N  A TEST E C K  

Purpose o r  explanatlon 
of  t e s t  transactlon 

To v e r l f y  accuracy of premfum 
pay computatfon. For GS 
employees whose baslc pay r a t e  
does not exceed the salary of 
a GS-10/1, the o v e r t h e  r a t e  
I s  1-1/2 tfmes the  basic pay 
rate. t FPM 550-5) 

Same as above. For a GS 
employee whose baslc pay r a t e  
I s  equal t o  o r  exceeds the 
r a t e  of  a GS-10/1, the 
o v e r t h e  r a t e  i s  1-1/2 t h e  
the hourly r a t e  for  a 
GS-10/1. (FpM 550-5) 

CTA -1 

How a system wl th  e f f e c t i v e  contro ls  w l l l  handle the  t ransact lons 

Reject 

Pr I n t  
e r ro r  

message 

Reject In 
cer ta  In  
c ircum - 

stances 

~ 

u t  back 
t o  

I lowable 
lax l m u n  

Socess 
I l t h o u t  
:ut  back 

Automat - 
Ica l  l y  
compute 
correct  
amount 

X 

x 

Automat - 
rcal  l y  
ad j us? 
I eave 
records 
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Nature o f  t e s t  
t ransact lons 

!8. Pay a GS-14 
employee enough 
overtfme pay t o  
exceed t h e  
max lmun sa I ary 
I lmftatlon. 

!9. Pay a GS-14 
employee enough 
env lronmenta I 
pay t o  exceed 
the  maxlmm 
sa 1 ary 
I lmltatlon. 

TYPICAL PAYROLL TRW\ISETI(3lS 
TO E INCLUED IN A TEST DECK 

Purpose o r  exp I anat lon 
o f  t e s t  t ransact lon 

To t e s t  maxhun salary 
I lmltatlon. Addltlonal pay 
such as over t  h e ,  n l gh t  - 
d f f f e r e n t l a l ,  hol Iday, and 
Sunday pay, may be pafd t o  the 
extent t h a t  It does not cause 
the  aggregate pay f o r  a b l -  
weekly perlod t o  exceed the 
r a t e  o f  a GS-15/10. (FPM, 
550. 105) The program should 
c u t  back pay t o  t h l s  maxlmun. 

Same as above. Program should 
not c u t  back envlronmental pay 
because It Is not subject t o  
the max lmum sa I ary I Im l t a t  [on. 

CTA-1 

How a system wl th  e f f e c t l v e  contro ls  w l l l  handle the  t ransact lons 

Reject 

P r l n t  
e r ro r  

message 

X 

Reject In 
cer ta  In 
c Ircum - 

stances 

:u t  back 
t o  

1 1  lowabl 
lax l m u n  

X 

tocess 
r l thout  
:ut back 

X 

Automat - 
lca l  l y  
compute 
correct  
amount 

Automat - 
l ca l  l y  
ad just  
I eave 
records 
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Nature o f  t e s t  
t ransact lons 

IO. pay a WB 
employee enough 
premlun pay t o  
exceed the  
max lmun sa I ary 
I lmltatlon. 

51. Pay a GS 
employee f o r  1 
hour o f  hol lday 
Pay. 

12. Pay a WB 
employee f o r  1 
hour of hol lday 
pay. 

13. Pay a GS 
employee fo r  40 
hours o f  Sunday 

pay. 

TYPICAL PAYROLL TRPNSACTICNS 
TO E INCLUED I N  A TEST OECK 

Purpose or  explanatlon 
of t e s t  t ransact lon 

Same as above. Program should 
not  c u t  back pay because WB 
employees have no maxlmun 
salary I lmltatlon. 

TO determlne whether the  
system w l l l  pay less than the 
2-hour mlnlmun of hol lday 
pay. (FFM-950-1) 

Same as above. 

To determlne whether the  
system I lmfts Sunday pay t o  32 
hours max lmun  a 1 lowed. 
(FPM- 950-2) 

CTA -1 

- 
- 

How a system wlth e f f e c t l v e  contro ls  w l l l  handle t h e  transactfons 

f b j e c t  

R l n t  
e r ro r  

message 

k j e c t  I n  
ce r ta  In  
c lrcun - 

stances 

:ut back 
to 

, I  lowable 
nax fmun 

X 

'rocess 
r l thout 
:ut  back 

X 

Automat - 
l ca l  l y  
compute 
correct  
amount 

X 

X 

Automat - 
leal  l y  
adjust  
I eave 
records 
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Nature of  t e s t  
t ransact lons 

lutomat - 
lcal  l y  
:ompute 
:orrect 
mount 

X 

X 

i4. Pay a WB 
employee fo r  80 
hours on second 
s h l f t  and 10 
hours f o r  
over t  fme ln to  
the t h l r d  s h l f t .  

Automat - 
l ca l  l y  
ad j u s t  
I eave 
records 

15. Pay a WB 
employee f o r  80 
hours on t h l r d  
s h f f t  and 10 
hours fo r  
over t  (me ln to  
the f f r s t  s h l f t .  

TYPICAL PAYROLL TRANSACTIONS 
TO BE INCLUDED I N  A TEST E C K  

Pur p S or  exp I anat lon 
of  t e s t  transact fon 

To v e r l f y  the accuracy of 
premlum pay. Federal 
regulatfons s tate t h a t  
overtlme pay for  an employee 
regular ly  workfng the second 
or  t h l r d  s h l f t  w l l l  be 
computed a t  1-1/2 tfmes the 
second or t h l r d  s h l f t  rate, 
repectlvely. (FPM 532-1) 

Same as above. 

CTA -1 

How a system wi th  e f f e c t l v e  contro ls  w l l l  handle the  transactlons 

Reject 

Pr l n t  
e r ro r  

message 

Reject l r  
cer ta  In  
clrcum- 

stances 

:ut back 
t o  

1 1  lowablc 
lax l m u n  

Yocess 
r f thout  
:ut back 
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36. Charge a 
f u l  I - t h e  
employee fo r  80 
hours of leave 
wlthout pay 
(LWOP). 

u t  back 
t o  

1 1  lowable 
iaxlmm 

37. Charge a 
f u l  I - t h e  
employee to r  
more annual 
leave than the 
employee has. 

Process 
wlthout 
cut  back 

TYPICAL PAYROLL TRPNSKTlU4S 
TO BE INCLUDED IN A TEST DECK 

CTA -1 

Purpose o r  explanatlon 
of t e s t  transact lon 

To determfne whether stck and 
annual leave w l l l  accrue when 
a f u l  I -tfme employee charges 
80 hours LWOP. The s f ck  leave 
c r e d l t  should be reduced by 4 
hours and the  annual leave 
c r e d l t  should be reduced by 4, 
6, or 8 hours, dependtng on 
the annual leave category. 

To determlne whether excess 
annual leave fs charged t o  
LWOP. (The system should 
automat fca I I y reduce 
employeefs pay fo r  LWOP.) 

How a system wl th  e f f e c t f v e  contro ls  w t l l  handle the transactfons 

Reject 

Pr I n t  
e r ro r  

message 

X 

Reject In 
certa In 
c lrcum - 

stances 

iutomat - 
ca l  l y  
:omput9 
:or r ec t 
tmount 

X 

Automat 
tcal l y  
ad j us? 
I eave 
records 
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Nature of  t e s t  
t ransact lons 

18. Charge a 
fut I - t h e  
employee fo r  
more s l ck  leave 
than the 
employee has. 

'9. Charge a 
f u l  I - t h e  
employee fo r  99 
hours of  annual 
leave ( 1 9  hours 
more than a 
regular blweekly 
per lod 1. 

0. Charge a 
fut  I - t h e  
employee fo r  99 
hours o f  s lck 
1 eave . 

TYPICAL PAYROLL TfWSPCT I CNS 
TO BE INCLUED IN A TEST E C K  

Purpose o r  explanatlon 
of t e s t  t ransact lon 

To determlne whether excess 
s lck leave I s  charged t o  
annual leave o r  LWOP. (The 
system should automatically 
adjust  leave records and 
reduce pay fo r  LWOP, I f  
requlred.) 

To determlne whether the  
system w l  I I c u t  back t o  the 
maxlmun of 80 hours f o r  
regular pay In  a pay perlod. 

Same as above. 

CTA-1 

How a system wlth e f f e c t l v e  contro ls  w l l  I handle the  t ransact lons 

Reject 

Pr  l n t  
e r ro r  

message 

Reject l r  
cer ta  In  
c lrcun - 

stances 

:ut back 
t o  

% I  towable 
lax lmun 

Vocess 
I l thout  
:ut back 

4utomat - 
lcat t y  
:ompute 
:orrect 
mount 

X 

Rutomat. 
lca l  l y  
3d j us t  
I eave 
-ecords 

X 

V I  -277 



Nature o f  t e s t  
t ransact lons 

11. Charge a 
f u l  I - t h e  
employee for  80 
hours o f  regular 
pay and 80 hours 
of annual leave 
In  the  same pay 
per lod . 

12. Charge a 
f u l  I - t h e  
employee fo r  
enough hours o f  
m l I l t a r y  1 eave 
to  exceed 120 
hours t o t a  I . 

TYPICAL PAYROLL TRPNSPCTIONS CTA-1 

TO BE INCLUDED IN A TEST E C K  

How a system w l t h  ef  f e c t l v e  contro l  s w 1 1 1 hand l e  t h e  t ransact ions 

Same as above. Total  hours of 
work and leave cannot exceed 
80 I n  a pay per lod. 

To determlne whether the  
system f lags m l l  l t a r y  leave In  
excess of 120 hours. Federal 
regulat lons s ta te  t h a t  an 
employee cannot charge more 
than 120 hours t o  m l l  l t a r y  
leave In a pay year. Because 
there are cer ta tn exceptlons 
(such as duty In  the D l s t r l c t  
of Columbla Natlonal Guard) 
which permft m l l l t a r y  leave t o  
exceed 120 hours the  

X 

Pr l n t  
e r ro r  

message 

f b j e c t  I n  
cer ta  In 
c lrcm - 

stances 

u t  back 
t o  

I lowable 
ax lmm 

'rocess 
i l t hou t  
:ut back 

~ 

Automat - 
lcal l y  
compute 
co r rec t  
amount 

Automat - 
l ca l  l y  
adjust  
1 eave 
records 
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Nature of t e s t  
t ransact tons 

annual leave 
payment t o  a 
separated 
employee In  
excess of annual 

TYPICAL PAYROLL TRANSACTIONS 
TO E INCLUDED IN A TEST ECK 

CTA-1 

Purpose o r  explanatton 
o f  t e s t  t ransact ton 

system should a l e r t  payro l l  
c l e rks  t o  the  excess but 
should not  r e j e c t  o r  cu t  back 
the t ransact fon. 

To determtne whether the 
system approprfately excludes 
excess annual leave In a 
Iwnp-sum leave payment. 

How a system wl th  e f f e c t f v e  contro ls  w t l l  handle t h e  t ransacttons 

Reject 

R t n t  
er ror  

message 

X 

Reject tr  
cer ta  In  
ctrcun- 

stances 

:ut back 
t o  

1 1  lowable 
lax tmun 

X 

Vocess 
I l t hou t  
:ut bacl 

Automat - 
tcal l y  
compute 
co r rec t  
amount 

kutomat 
'cat l y  
id j us t  
eave 
-ecords 
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TYPICAL PAYROLL TRPNSETlCNS 
TO BE INCLUDED IN A TEST OECK 

Purpose o r  explanatlon 
of  t e s t  t ransact Ion 

To determlne whether the 
system co r rec t l y  accrues 
annual and s l ck  leave f o r  
p a r t - t h e  employees. For each 
20 hours worked, a pa r t  t h e  
employee recelves 1 hour o f  
s lck  leave. If In leave 
category 4, an employee needs 
20 hours o f  work t o  earn 1 
hour o f  annual leave; I f  In  
leave category 6, the employee 
needs 15 hours worked t o  earn 
1 hour o f  annual leave; and I f  
In leave category 8, the 
employee needs 10 hours worked 
t o  earn 1 hour o f  annual 
1 eave . 

CTA -1 

- ~~~ ~~ 

How a system wlth e f f e c t l v e  con t ro l s  w I l  handle t h e  t ransact lons 

Reject 

Pr I n t  
er ror  
iessage 

Reject I n  
ce r ta  I n  
c Ircun - 

stances 

:u t  back 
to  

t l  lowable 
lax Imun 

Socess 
l l thout  
u t  back 

Automat - 
Ical  l y  
compute 
correct  
amount 

Automat, 
Ica l  l y  
ad just  
I eave 
records 

X 
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APPENDIX VI1 

Control Objectives 
And Techniques 



CONTROL OBJECTIVES PND TECHNIQUES 
FOR MAINTAINING GENERAL LEDGER ACCOUNTS 

PND FOR EPORTING THE FINPNCIAL RSl lLTS OF . - - . - - - - 
PROGRAM AND ADMINISTRATIVE OPERATlaJS PND THE 

FINPNCIAL STATUS OF APPROPRIATED FWDS PND 
OTHER ESOUFlCES 
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CONTROL WJECT 1 MS CONTROL TECHN I Q E S  

1. Agency transact fons shou 1 d be author f zed pursuant 
t o  laws, regulatfons, and management pol Icy. 

a. 

b. 

C. 

d. 

e. 

f. 

9. 

h. 

1.  

j. 

Laws, regulatfons, and management pol fcy are 
read f I y ava f lab1 e t o  agency of f  fc fa I s and 
s taf f ,  GAO, and fnspector general aud f tors  f o r  
rev few. 

Documented management-approved procedures for 
In It fat  f ng , rev few Ing , approv fng , and 
prepar fng transact lons. 

Perfodfc fnspectfon o f  used c r f t f c a l  forms fo r  
proper cmple t  fon and author fzed s fgnature. 

Executfve management approval fo r  each of 
certa fn types o f  transact lons ( such as 
refmbursements of unusually large amounts or, 
capftal expendftures). 

Use o f  standard prenumbered c r f t f c a l  forms and 
accountabf I f ty  fo r  such forms. 

Per fod f c  f nterna I aud It of requ f red 
author f zat lons. 

Procedures ex fs t  t o  assure cmpl  lance wlth 
Pranpt Byment Act. 

Procedures ex fs t  t o  take avaflable dfscounts 
I f  economfcally advantageous t o  the 
government. 

Some type of fnternal document I s  used t o  
record an overpayment a t  the tfme the overpay- 
ment f s d f scovered . 
Laws and pol Icy are documented and communf- 
cated throughout the  agency. 
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CCNTROL OBJECT I M S  

2. Adjustments should be authorlzed In accordance 
w l t h  management's c r  f t e r  fa. 

a. 

b. 

C. 

d. 

e. 

f. 

9. 

h. 

f .  

j. 

CCNTROL TECHN IOUES 

Prenumbered and contro l led standard forms 
requfr fng specff fc approval. 

Separate personnel t o  fnvestfgate the  need for  
and t o  l n t l a t e  adjustments. 

Clear statements of c r f t e r f a  and pol fc fes f o r  
adjustments fnclud fng types a1 lowed, and 
author l z a t  Ion requ fred. 

kcumented procedures for  process fng 
adjustments. 

Supervfsory rev few of  adjustments. 

Regular report fng and perfodfc analyses of  
trends In amounts and types o f  adjustment. 

Independent revfew ( fncludfng fnternal audl t )  
t o  determlne t h a t  adjustments contafn proper 
approva I . 
Authorlzatfon o f  adjustment forms by a 
specfffed manager fn absence of, o r  In 
contrad f c t  fon o f ,  establ fshed w r  f t t en  
pol fcles. 

Rout fne preparat fon o f  standard !zed adjustment 
regfs ters  combfned wfth exceptlon repor t lng o f  
adjustments over a stated amount. 

Wrltten approval of  a l l  account d f s t r l bu t fon  
adjustments by a specff led executfve o r  
superv fsor. 
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CCNTROL OBJECT 1 MS CONTROL TECHNIQUES 

3. Transactlons should be recorded l n  the  accounts 
durlng the perlod fn whlch they are Incurred. 

4. Respons f b f I l t y  shou I d be spec f f fca I I y ass fgned and 
appropr lately separated t o  assure transactfons are 
processed In accordance w f th  management's 
requ frements. 

k. Management pol lcy gufdance provldlng that ,  
--returns must be approved before 

acceptance, 
--credit memos be based on lncomlng lnspec- 

t f o n  reports and rece lv lng  reports,  and 
--that certa In amounts be approved by 

des lgnated o f f  fc l a  I s. 
a. W l t t e n  agency pol Icy fdent f fy lng t h e  events 

or  c frcumstances fo r  recogn f z lng t rans-  
actions, conforrnlng t o  t h e  p r f n c l -  
ples and standards prescrfbed by the 
Ccmptrol l e r  General. 

b. Prenumbered , and contro l  led and/or standard 
c r  f t  l ca l  forms t o  document t ransact  lons. 

c. Documented process fng , cu to f f  , and 
perlod+ndcIoslng schedules and procedures. 

d. Malntenance o f  logs a t  Input  document 
recefvlng locatfons. 

e. Forms des fgnated t o  f ac f I f t a t e  process fng. 

f .  Establ lshed procedures f o r  recordfng, 
safeguard fng , and prompt1 y depos f t  lng cash 
recefpts. 

g. A I  I cash sales recorded fn cash reg fs te r  a t  

h. A I  I cash sales reported da l l y .  
tfme o f  sale. 

a. Central mall room t h a t  I f s t s  fncomfng cash 
ftems f o r  subsequent reconc f I f a t  fon t o  
deposlts by an employee who Is fndependent of 
the  cash recefpts and account/loans recefvable 
f unct fons. 
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CCNTROL OBJECT 1 MS CaJTROL TECHN I Q E S  

4. Contfnued b. The mall openlng and I ls t fng of collectfons 
are checked or  supervfsed by a responsfble 
o f f  Ic ta l .  

c. Segregatlon of dutfes between those who handle 
and l l s t  cash recefpts and those responslble 
fo r  post fng customer rem lttances t o  fnd Iv fdua I 
customer accounts, and postfng cash recefpts 
t o  general ledger accounts. 

d. Prfces on sales lnvolces are checked t o  
approved prfce l l s t s  o r  other management 
determlnatfons of prlces by persons other than 
those who prepare the lnvolces o r  are lnvolved 
In the sa I es f unct lons. 

e. The accountfng system documentatfon ref lects  
the ass fgnments of respons f b f I l t y  for  each 
organfzatlon lnvolved ln  the transactfon. 
kspons lb l l  I t y  wlthfn an organfzatlon I s  
further del lneated by functfons whlch provlde 
fo r  a separatfon of dutles. 

f . Transactlon documents are lndependentl y 
checked per fod lca I I y aga f nst  account f ng 
records and the reasons for  any unrecorded 
transact fons are determhed. 

g. Closely supervfsed central recelvfng locatfons 
tha t  are separate from sh fpp fng , purchas lng , 
and storage f unct lons. 

h, Detafled canpartson of goods recelved t o  a 
copy o f  the purchase order. 

1. Independent checks on the accuracy of 
accountfng records through perfodlc physlcal 
count, wefght, o r  other measurement. 
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CONTROL OBJECT1 M S  CCNTROL TECHN 1 OUES 

4a. Subdfvfsfons o f  fund authorfzatfons f o r  
budgetary contro l  purposes should be 
establ fshed a t  the hfghest pract fca l  level ,  
be cons fs tent  w f t h  ass fgnments of respons f - 
b l l  fty, and be I fmfted fn the number o f  those 
necessary f o r  e f f e c t  fve control. 

5. Transactfons a re  recorded In  the  proper amount. 

a. 

b. 

C. 

a. 

b. 

C. 

d. 

e. 

f. 

Wrftten agency admfnfstratfve control  o f  funds 
regu I a t  fon approved by OMB. 

L fs t fng  by t f t l e  or posft fon of fndfvfduals 
charged wfth respons fb f I f t y  for  adm In f s t r a t  fve 
contro l  o f  funds, t o  fnclude the  speclf IC 
responsfbfl f t f e s  of  each. 

A I  lotment and subal lotment procedures 
documented. 

Reference t o  p r  for or r e  I ated transact tons fo r  
conform 1 t y  . 
Va I fdat fon t e s t s  t o  vet- I f  y post fngs t o  deta ! I 
accounts. 
Per fod IC reconc 1 I fng of subs Id l a r  fes, external 
statements (such as from banks o r  c red f to rs )  
and contro l  accounts. 
Each reconc f I f a t  !on fs rev fewed and approved 
by a responsfble o f f  fcfal .  
Conf frmatlon of balances wfth t h f r d  p a r t f e s  
(such as debtors, credi tors,  or custodfans of 
fnvestments). 

Per lod fc revfews o f  methods and formulas used 
f o r  accruals, wrf te-of fs,  amortfzatfons, etc. 

Management has establ lshed 
c r f t e r f a  In  t h e  pr fc fng of 
t o  be f urn fshed . 
Perfodfc revfew of p r f c fng  
and changes are authorfzed 

spec I f  fc w r  f t t en  
goods and servfces 

gufdance Is made, 
by management. 

R f c e s  and ftems not  covered by pol fcy 
gufdance must be approved by management. 

Integrated cos t  accountlng system f o r  
co l  l ec t fng  and d fs t r fbu t fng  cost re la ted t o  
t h e  f urn Ish fng of goods and serv fces. 
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CONT ROL OBJECT I M S 

5. Contfnued 

CONTROL TECHNIQUES 

k. Shfppfng logs are malntafned I l s t fng  each 
sh f pment sequent fa1 I y by order number. 
end of each accountfng perfod, the orders 
rece fved and orders sh f pped are reconc f I ed 
wfth the orders fn backlog. 

A t  the 

I. Reconcf I fa t fon of sales ledger balances t o  
accounts recefvable and cash sales journals  on 
a regular ly  scheduled basfs. 

m. Reference t o  ob1 fgatfon records t o  assure t h a t  
t h e  I fabl  I f t y  conforms t o  t h e  establ fshed 
ob1 fgatfon, 

n. References to  recefvfng repor t (s)  t o  assure 
t h a t  the goods o r  servfces were recefved and 
were accepted. 

0. Val fdatfon t e s t s  t o  v e r f f y  postfng t o  de ta f l  
accounts. 

p. Per lod fc reconc f I fng o f  subs Id far  l es t  external 
statements (such as from banks o r  credf tors)  
and control  accounts. 

q. Each reconcfl fa t fon revfewed and approved by 
respons f b l  e o f f  l c  l a  I , 

r. Conf frmatfon o f  balances wfth t h l r d  par t fes 
(such as debtors, credftors,  o r  custodfans of 
Investments). 

s. Psrfodfc revfews o f  methods and formulas used 
f o r  accruals, wr f te-of fs ,  amortfzatfons, etc. 
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CONTROL OBJECT 1 VES CONTROL TECHN I QUES 

6. AI  I transactfons must be recorded In the  accounts 
promptly and accurately. 

a. Prenunbered standard forms and accountab! I f t y  
f o r  such forms. 

b, Documented process fng , cutof f  , and per fod 
c losfng procedures. 

c. Standard journal  ent ry  r e g f s t e r  t o  assure t h a t  
a I I requ !red journa 1 e n t r  fes were prepared. 

d. Prenumbered journal  en t r y  forms and re la ted 
accountabf I f t y  f o r  a l  I numbers each perlod. 

e. Superv fsory rev few o f  processfng documents 
wfth source documents and reported resul ts.  

f. Perfod fc re foot  lngs o f  reg fs ters  and journals. 

g, Programmed e d l t s  t o  assure accuracy of  data. 

h. Batch t o t a l  fng and logglng of fnput docments, 
and reconc f I fng batch t o t a  I s t o  output. 

1. Revfew and follow-up of suspense f f l e s  o f  
re jected data. 

j . Reconc ! I f ng manua I I y determ f ned contro I t o t a  I s 

t o  recorded resul ts.  

k. Prenumbered transmft ta l  SI Ips. 

I. Transmfttal logs. 

m. Rec f p len t  ver If lca t  Ion t h a t  data transm f t ted 
agrees wfth t ransmft ta l  S I  fp. 

n. Recfpfent acknowledges t o  the  o r lg fna to r  t h a t  
transm f t t a  I s were rece fved . 

0. Program o r  processfng contro ls  to  prevent o r  
detect  dupl fcate postfng o f  a transactfon. 

. .. . 



CCNTROL OBJECT1 M S  CCNTROL TECHN I QUE S 

p. W f t t e n  cod fng Ins t ruc t  fons. 

6a. A I  I v lo la t l ons  of t he  A n t  I-Def lclency Act (RS 
3679) o r  nonstatutory I fmltatfons fmposed by 
the agency, regardless of amount, should be 
reported fmmedlately upon dlscovery. 

7. Assets. records, and prenumbered (or  otherwfse 
contro l led)  blank forms and documents should be 
safeguarded aga fns t  waste and m fsuse. 

q. Perfodlc revlew of  lfopenft Items, (such as 
canmfiments, undel Ivered orders, advances, or  
payables,) t o  determlne those outstandlng f o r  
unreasonable per lods of t h e  and reasons 
thereof. 

a. Procedures should specffy the  who, what, and 
where of repo r t  lng . 

b. The responslbl l  f t l e s  o f  each posft lon wl th 
regard t o  fnvestfgatlons, reportlng, and 
f o l  lowlng up on v lo la t l ons  are documented. 

c. Provfde fo r  fmmedlate repor t lng of v lo la t l ons  
through the  Dlrector of  the M f f c e  of 
Management and Budget t o  the Presldent and the 
Congress. 

a. Only authorlzed personnel have access t o  
records, assets, control  led blank forms and 
documents, and processlng areas. 

b. Records o f  quant l t les  and physlcal locat lons 
are kept. 

c. Perfodlc physfcal lnventorfes of assets and 
control  led forms, and reconcl l  la t fon t o  
contro l  s. 

d . Use of secur I t y  dev Ices, safes, locked 
cablnets. etc. 

e. Authorlzatfon procedures t o  remove assets, 
records, cont ro l led forms, etc., from 
prem I ses. 

f. Examfnatfon o f  waste and salvage materlal 
p r f o r  t o  dlsposal. 
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CONTROL OBJECT1 MS CCNTROL TECHN 1 QUES 

XI. Unl fqufdated ob1 fgatfons should be revfewed 
per lod lcal  I y. 

8. Amounts dfsbursed are fo r  the proper amounts. 

-9. Reports, fncludfng cathode ray tube (CRT) d fs -  
plays, should be desfgned and produced t o  meet the 
needs o f  a l  I p a r t  fes served by the system. 

a. Per fod f c  Inventory o f  ob1 fgat Ions performed 
and document f f I es reconc I led t o  related 
I fstfngs and reports. 

b. A I  I unl fqufdated ob1 fgatfons are supported by :-*. ' "  -.. 

source documents. 

c. Responslbll l t l e s  f o r  annual sect lon 1311 
c e r t f f  fcatlon of unl lquldated ob1 fgatfons Is 
documented. 

a. Procedures t o  take ava f lab le  dfscounts t f  
econmfcaIIy advantageous t o  the  government. 

b. Reference t o  accounts payable or  obi lgatfon 
records t o  assure t h a t  t h e  dfsbursement 
conforms t o  the  establ fshed I labf I l t y  or 
ob1 fgatfon. 

c. Verff lcat lon o f  fnvolced o r  vouchered 
quant It les, p r  Ices, and terms by reference t o  
the  purchase o r  t rave l  order, recelvfng report  
and related documents p r  for t o  d fsbursement 
( o r  wfthln prescrlbed t lme  I lmf ts  a f t e r  
dfsbursement In the case o f  f a s t  pay), and 
documentatfon o f  the ver I f  fcatfon. 

d. Ver I f  fcatlon o f  extensfons and foot lngs of 
fnvo Ices and vouchers, and documentat fon 
thereof. 

e. Vouchers approved by a deslgnated c e r t f f y l n g  
o f f  fcer. 

a. A I l s t l n g  o f  a l l  users o f  f fnancfal  
lnformatlon Is malntafned. 

b. The fnformatfon requfred by each user has been 
Ident If led. 
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CCNTROL Ol3JECTI MS CCNTROL TECHNIQUES 

- R  Contfnued 

10. &levant dfsclosure data should be gathered and 
ref lected I n  the  f fnancfal  reports. 

c. &port  formats are mafntafned showfng how each 
user's need Is t o  be met o r  Is befng met. The 
user's concurrence wi th  the repo r t  format Is 
obtafned and on f fle. 

d. Responsfbfl f t y  I s  assfgned fo r  keepfng current  
on changfng requfrements f rom external 
sources. 

e. ht-ftten fnst ruct fons contafn t h e  pol fcfes and 
procedures f o r  f n f t f a t f n g  and approvfng 
request f o r  f fnancfal fnformatfon. 

f. Perfodlc revfews to  ensure the reports1 
contfnued usefulness. 

a. Ear ly  fdentf f  fcatfon o f  each supplemental 
dfsclosure made by reference t o  p r f o r  reports, 
revfew of t he  new Comptroller General 
declsfons, establ fshed requfrements, and 
dfscussfons wfth legal counsel, audftors, 
agency management, and others. 

b. Assfgnment o f  responsfbfl f t y  f o r  gatherfng 
requfred data t o  specff IC fndfvfduals. 

C. Sample repor ts  r e f  l ec t fng  f I l u s t r a t f v e  data 
elements f o r  headfngs, captfons, dates, etc. 

d. ht-ftten commentary on s fgnf f  fcant varfat fons 
from p r f o r  perfod and devfatfons f rom 
management's plans and budgets. 

e. Revfew o f  dfsclosure data by knowledgeable 
personnel. 

V I  1 -1 1 



CONTROL OBJECT1 M S  CCNTROL TECHN IOES 

11. faaports should be prepared accurately and 
promptly, prepared on a consfstent basls, and 
fa  fr I y present the fnformat fon reported. 

12. Reports should be delfvered t fmely  In accordance 
wlth external requfrements o r  dates agreed t o  by 
report  users. 

a. Documented pol fcfes and standard journal  
. .: . preparat ton of a I I f f nanc fa I reports. 

b. Oeta f I ed procedures and standard journa 1 
entr fes f o r  updatfng the  accounts and records 
p r f o r  t o  preparfng the  reports. 

c. Preparatfon of repor ts  by desfgnated 
fnd fv fduals  knowledgeable of t h e  repor t lng 
requfrements. 

d. L l s t fng  o f  repor ts  malntafned by rec lp len t  and 
due date. 

e. Establ !shed procedures f o r  checkfng reported 
fnformatfon t o  source documentatfon and 
ver f fy lng c l e r f c a l  accuracy by an lndfvfdual 
who d f d  not  a c t f v e l y  p a r t f c l p a t e  In  gatherfng 
or summarlzing t h e  underlylng data. 

f. Approved c u t o f f  dates establ  fshed and 
communfcated throughout t h e  agency. 

g. Reports produced from fnformatfon malntafned 
In the accountfng system. 

a. Reportfng schedule and due date mafntafned. 

b. Responsfbfl f t y  assfgned t o  fndlvfdual  for 
repor t  d f s t r  f but fon. 
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CCNTROL OBJECT I VES CCNTROL TECHN IQUES 

14. The account s t ructure and c lass f f f ca t fon  codfng 
should enable the  accwnulatfon and recordfng of 
a l l  transactfons In a l l  categorfes requfred by 
both fnternal and external managers. 

13. Access t o  repor ts  and other f fnancfal  fnformatfon 
should be permftted only  In  accordance wfth 
management pol fcfes. 

c. Control I fs t fng o f  repor ts  mafntafned and 
checkoff o f  reports as fssued. 

a. Classf f  fed and nonclasslf fed materfal mafn- 
tafned In accordance wfth wr f t t en  pol fcfes and 
procedures approved by management. 

b. Desfgnated personnel assfgned t o  assure 
compl fance wfth management fnst ruct  tons. 

C. Control areas are establfshed and res t r f c ted  
t o  author fzed personnel . 

d. Reports, f f les, and other records secured fn 
appropr fa te  safekeep fng devfces and of f  e. f t e  
backup storage o f  c r f t f c a l  mater la ls  
ma fnta f ned . 

a. A w r f t t en  char t  of accounts wfth a descrfpt fon 
o f  each account I s  mafntafned. Thfs lncludes 
a I f s t f n g  and descrfpt fon o f  a l  I subsfdfary 
accounts. 

b. Class l f  fcatfon codes pub1 fshed In  agency 
manua I s. 

C. Descrfptfon of books o f  o r fg lna l  en t r y  Is 
kept. 

d. Wrftten procedures e x f s t  f o r  requestfng and 
approvfng changes t o  the  accounts and codfng 
structure. 
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CCNT ROL OBJECT 1 M 
PAYROLL CYCLE 

C(I\ITROL TECHN 1 OUE 

1. Mdl t lons ,  deletions, and other changes In 

employment status are v a l f d  and conform wlth 
personnel c e l l  lngs and other appl lcable 
c r  I t e r  la. 

2. Compensatlon rates, leave accrual, and payrol I 
deductlons should be authorfzed by management, 
law, regulat lon, o r  the employee, as 
appropr late. 

* T l t l e  6, GAO Polfcy and Procedures Manual f o r  
Gufdance of Federal Agencfes, Sectfon 18. 

a. ldent I f  fcat  Ion of the organ fza t  lonal structure o r  
functfons t o  be served by the  system. 

b. l den t l f  lcat fon of the locatfon and organlzatfonal 
levels where source docunents w f l l  or lg fna te  and 
be ma lnta lned. 

c. Docunentatlon descrlblng how the agency acqufres 

employees. 

a. W l t t e n  docunentatfon as t o  how payrol l  
deductlons are authorlzed, changed, or canceled 
I s  avaflable and current. ( 6  GAO 18.0, 18.1)” 

b. Agency pay scales and leave procedures are 
pub1 lshed. 

C. Docunentatlon of how step o r  mer l t  ra ises are 
awarded I s  aval lable and current. 

d. Leave accrual rates are properly determlned and 
appl led. ( 6  GAO 20.6) 

e. All non-statutory deductlons and a1 lotments o r  
asslgnments of pay are authorlzed In wr f t lng  by 
the employee. ( 6  GAO 18.0) 

f. Statutory deductlons f o r  fncome taxes are 
supported by a c e r t l f  l ca t lon  by each employee of 
the number o f  exemptfons clafmed. ( 6  GAO.18.1) 

g. The authorlzatfon form f o r  each type of deductfon 
or al lotment contafns s u f f l c l e n t  lnformatlon t o  
establ lsh the  deductfon and enable proper payment 
of amounts deducted. (6  GAO 18.0, 18.1) 

h. AI I changes or  cancel la t lons  o f  an author fzatlon 
are made In  wr l t f ng  by the employee (except fo r  
mployee separations. ( 6  GAO 18.1) 
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PAYROLL CYCLE 
CCNTROL TECHN I QUE CaJTROL OBJECT 1 M 

3. Adjustments t o  payro l l  dfsbursements, employee 
acounts, leave accounts, and account d f s t r fbu -  
t f on  should be authorfzed I n  accordance wfth 
management c r  f t e r  fa, I aw , and regu I a t  fon. 

4. Payroll and leave processfng procedures should 
be establ fshed and mafntafned In accordance wfth 
management c r  f t e r  fa. 

f. A l l  authorfzat fon documents are mafntafned In 
current  f f les t o  support each deduct fon. 

18.1) 
( 6  GAO 

, . ~  ~ . . 

j. Regulatfons have been establ fshed f o r  t he  cot Iec- 
t f o n  o f  erroneous payments and are read f l y  
avaf lable In some form. ( 6  GAO 18.1) 

k. Controls are fn place fo r  the fo l lowfng types of 

--The grantfng and payfng o f  d f f f e r e n t f a l s  and 
allowances t o  employees statfoned a t  forefgn 
posts. (6 GAO 7, 21.1) 

--Quarters and other  serv fces prov fded c f v  1 I fan 
employees. ( 6  GAO 21.2) 

-4n t f t l emen t  t o  leave rat fons (6 GAO 20.6) 

transactfons. 

I .  The approprfate provfsfons of the Fafr Labor 
Standards Act are fmplemented. (6 GAO 13) 

Correctfons o f  data fn o f f  f c fa l  records are approved 
by an approprfate fndfvfdual. (6 GAO 20.10) 

a. 

b. 

C .  
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Conf frmatfon o f  the un f formf ty  o f  procedures fn 
--processfng pay, leave, and 

--reportfng tfme and attendence, 
--computfng pay and a l  lowance, 
-mafntafnfng records, and 
--other payrol I re la ted  operatfons 16 GAO 7 
and 15) 

allowances, 

Process f low charts and narrat fves descrfbe flow 
o f  fnformatfon through the  system. 

Planned methods for tes t fng  the  logfc and 
re1 f a b f l  f t y  o f  t h e  system are descrlbed. 



PAYROLL CYCLE 
CCNTROL OEiJECT I VE 

5. On I y t ransact fons t h a t  meet management c r  l t e r  la 
shou I d be approved. 

CCNTROL TECHN I QUE 

d. Procedures e x l s t  f o r  correct lng e r ro rs  In a 
t lmel  y manner. ( 6  GAO 20.10) 

e. Procedures e x l s t  f o r  revfew o f  leave records of 
employees termfnatfng employment, and fo r  
adjustment of pay f o r  unearned advanced leave, 
accumulated leave, and leave ra t fon  credfted In 
t h e  pay records. ( 6  GAO 20.6) 

f. Reasonable c u t o f f  dates are establ fshed f o r  
payro l l  processfng and payment of the payro l l .  
( 6  GAO 16.5, 17.2, 49) 

g. Procedures e x l s t  f o r  payment of employees durlng 
emergency evacuatfon. (6  GAO 24) 

h. A I f s t f ng  or out1 !ne of t he  subsld!ary records 
t h a t  provlde fnformatfon needed t o  comply wfth 
prescrfbed requfrements o f  other agencfes and 
f o r  management purposes Is avaflable. ( 6  GAO 
18.3, 20.1) 

1. Frocedures e x l s t  f o r  accrual o f  personal serv- 
Ices costs between the  end o f  t he  pay perlod and 
month-end f o r  accountfng and report fng purposes. 

a. Feedback Is provlded t o  personnel o f  common data 
elements whfch are compared between the  two sys- 
tems and conf I l c t s  are resolved. ( 6  GAO 17.0) 

b. Authorlzlng documents must be slgned by desfg- 
nated o f f  fcfals.  ( 6  GAO 16.3, 17.0, 17.2, 20.4) 

c. Supervlsors approve leave taken and c e r t f f y  the 
tfme and attendence (T8As) reports. (6  GAO 
17.2, 20.3, 20.4) 
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PAYROLL CYCLE 
CCNTROL OBJECT I VE 

6. Each payroll re lated dfsbursement o f  cash should 
be based upon proper cmputatlon, be accurately 
prepared, be approprlatel y author lzed , and be 
c e r t  I f  fed. 

7. Access t o  personnel, payrol l ,  and dfsbursement 
records; c r f t l c a l  forms; processfng areas; and 
processfng procedures should be permltted only 
In accordance wl th  management’s cr f ter fa .  

d. 

a. 

b. 

C. 

a. 

b. 

C. 

d. 

e. 

CCNTROL TECHN I QUE 

Transactlons recorded In the  pay, leave, and 
allowance records are adequately supported by 
properly authorlzed documents. (6  GAO 17.0) . - .  . ’ 

Employees are not permltted t o  approve o r  cer-  
t l f y  t h e t r  own T8As o r  t h e f r  own leave (unless 
specff fcal l y  authorfzed In w r l t l n g  by the head 
o f  t he  agency o r  h l s  desfgnee). ( 6  GAO 17.2) 

Deslgnated employees, who have no p a r t  In 
prepar lng the payrol I , ma fnta l n  Tb As. 
( 6  GAO 17.2) 

O f f  l c f a l s  who slgn author lz lng o r  ce r t f f y fng  
documents are not perm l t t e d  t o  p a r t  lc l pate f n 
the  preparatfon of t he  payrol I. ( 6  GAO- 9, 16.3) 

Flles are mafntafned t o  accumulate the authorfz- 
tng pay, leave, and allowance documents for  each 
lndlvldual. ( 6  GAO 20) 

Document re tent  Ion schedules are In  accordance 
wlth GAO approved f l sca l  records program and GSA 
re tent lon schedule. ( 6  GAO 17.2, 23) 

Controls are provlded t o  prevent unauthorfzed 
use o f  blank m l l  l t a r y  pay records and docu- 
ments. (6 GAO 20.2) 

Responsfbll l ty f o r  carry lng o u t  t he  varfous 
functfons pertalnlng t o  pay, leave, and al low- 
ances have been c I ear I y ass fgned t o  spec I f  f c 
organ fzat  lona I segments. ( 6  GAO 8)  

The functlons o f  cash payment and recefpt  of  
checks and bonds from the  d lsburslng o f f  Ice and 
t h e f r  del lvery or mal I fng t o  payee are performed 

by deslgnated persons who do no t  have other 
PaYroI I responslbll l t fes.  (6 GAO 16.4, 16.6) 
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CCNTROL OBJECT 1 VE 
PAYROLL CYCLE 

CCNT ROL TECHN I OUE 

8. Leave and labor should be accurately and 
properly reported. 

9. houn ts  due to, o r  on behalf o f  employees should 
be accurately and promptly c lass l f  l e d ,  
smmar f zed, and reported. 

f. 

9 -  

h. 

a. 

b. 

C. 

d. 

e. 

a. 

b. 

bspons lb l l  f t y  f o r  assfgned dut les and functfons 
have been appropr la te  I y segregated. ( 6 GAO- 9) 

Employees engaged In  preparatlon and malntenance 
o f  docunents author l t fng or evldencfng payments 
do no t  servlce t h e f r  own lndlv ldual  pay 
account. (6 GAO 16.1) 

Rov ls fon  Is made for  compl lance wlth the 
prlvacy Act of 1974. (6 GAO 25) 

The T8A record shows 
- 4 u t y  hours and nunber of hours, of duty, 

and 
-the nature and length of absences (exact 

tlmes I f  less than one day) (6 GAO 17.2) 
A leave record Is malntafned for  each employee. 
( 6 GAO 20.6) 

Leave records show amounts earned and used, and 
the balance avaf lable by type of leave. (6 GAO 
20.6) 

For c f v l l f a n  employees, absences and leave taken 
are supported by a sfgned o r  f n f t l a led  
appl fcatfon. ( 6  GAO 17.2) 

Overtlme reported Is approved fn w r l t l n g  p r fo r  
t o  I t s  occurrence. (6 GAO 17.2) 

Subsld fary payrol I accounts or  records are maln- 
talned t o  provfde detal led data on payrol l  
deduct fons . 
bt frement records are ma ln ta fned In  conformance 
wl th  O f f  Ice of Personnel Management requlre- 
ments. (6 GAO 18.3) 

VI 1 1 9  



PAYROLL CYCLE 
CONT ROL OBJECT I VE 

C. 

d. 

10. Payroll dfsbursements and payroll-related 
adjustments should be accurately and 
prompt 1 y c I ass f f f e d ,  sunmar f zed, and 
reported. 

11. Compensatfon fo r  labor servfces, payrol I 
dfsbursements, and related adjustments should be 
accurately applled t o  the proper employees' 
accounts and related subsfdfary ledger accounts. 

a. 

b. 

C. 

d. 

a. 

b. 

CCNTROL TECHN 1 QUE 

U.S. savfngs bonds record fncludes the  amount 
deducted, purchases, refunds, and unappl fed ba l -  
ances for each employee. (6 GAO 18.3) 

Health benef f t  records show the nunber of em- 
ployees and the  deductfon and agency contr tbu- 
t f on  by each enrol lment code. 
(6 GAO 18.3) 

- .. . .  .. . .  
i - ~ -  

knounts deducted o r  contr fbuted by the  agency 
are pafd t o  the appllcable payee. (6 GAO 18.3) 

The system provfdes for  the prcmpt recordfng and 
col lect fon o f  fndebtedness due t o  erroneous pay 
mWItS. (6 GAO 18.1) 

The system contafns provfsfon f o r  ensurfng the  
order of precedence f o r  deductfons Is followed 
In accordance wfth 6 GAO 18.4. 

Adjustments t o  payrol l  accounts are approved by 
supervfsors and contafn a j u s t f f  fcat fon fo r  t he  
ad j ustment . 
A record Is mafntafned for  every fndfvfdual, 
showfng the pay, leave, a l  lowances, deductlons, 
and allotments t o  whfch the fndfvfdual I s  
en t f t l ed  and payments t h a t  have been made. (6  
GAO 20) 

The above record provtdes f o r  fnformatfon 
necessary t o  : 

--proper I y pay each fnd fv fdua I , 
-meet budget fng and repor t  fng requ frements, 
--stab1 Ish a permanent record of the  act fons 

--compute the  m u n t  and d fs t r fbu t fon  of the  
taken, 

dol l a r  pool f o r  mer f t  pay employees. 
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PAYROLL CYCLE 
CCNTROL OBJECT I M CCNTROL TECHN 1 QUE 

12. Leave and amounts due to, o r  on behalf of, 
employees and the accountfng d l s t r f b u t  fon o f  
such amounts should be computed accurately. 

c. mounts due m l l  f t a ry  members from p r l o r  perfods 
are checked aga l n s t  p r  for -per lod records before 
payment. ( 6  GAO 20.2) 

a. Controls are provfded over the  ent l t lements t o  
specfal pay ( m f l  l tary) .  ( 6  GAO 20.2) 

b. Pfecework, attendance, and leave data whlch af- 
f e c t  t he  computatlon of pay are properly con- 
sfdered In t h e  pay process t o  prevent fnappro- 
p r l a t e  payments. ( 6  GAO 17.2) 

c. Payments fo r  reserve m f l  f t a ry  t ra fn fng  sessfons 
are made on the basfs o f  documents authorfzfng 
the sess fons and proper I y c e r t  I f  fed attendance 
records. ( 6  GAO 20.4) 

d. Accumulated leave balances of employees t rans-  
fe r r fng  between organfzatfons are supported by 
sfgned repor ts  from the t rans fe r r  fng agency. 
(6 GAO 20.6) 

e. Leave advances are properly supported and wl th fn 
amounts legal l y  permlssfble. 
(6 GAO 20.6) 

f. Each leave record I s  revfewed a t  t he  begfnnfng 
o f  t he  leave year, and a l l  amounts In excess of  
s ta tutory  I fm f t s  are reduced. 
( 6  GAO 20.6, 20.8) 

g. Controls are fn place t o  assure rece lp t  and 
accuracy of documents t o  be used In  payro l l  
canputat fons, process f ng , record f ng , and 
repor t  Ing . 
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CCNT ROL OBJECT I M 

13. Journal entr fes fo r  amounts due t o  employees, 
payrol l  dlsbursements, and related adjustments 
should be prepared each accountlng perfod. The 
obl fgat fon of these amounts should also be 
prompt1 y I fqu ldated. 

14. Payrol l  journal en t r fes  should sunmarfze and 
c lass f fy  economfc a c t f v f t f e s  In accordance wfth 
management' s p I an. 

15. PayroI I data, fncludfng tax  fnformatfon, 
employee holdlngs, and related ret lrement 
fnformatfon, should be accurately and promptly 
reported. 

PAYROLL CYCLE 
CCNTROL TECHNIQUE 

a. 

b. 

C. 

d. 

a. 

b. 

C. 

d. 

a. 

b. 

A descrfptfon o f  the cont ro ls  (both durfng the 
f f sca l  year and a t  f f sca l  year-endl t o  ensure 
tha t  employeels salary, beneff ts and allowances, 
and employer's contr lbut fons are charged t o  the 
appl fcable approprfatfon of fund. (6 GAO 21.221 

Standard forms wfth prepr fnted account t f t l e s  
are used f o r  recur r fng  entrfes. 

An automated payrol I system whfch automatfcal l y  
produces and d fs t r fbu tes  d f rec t  labor cost  I s  
fnstal led. 

Payrol l  amounts are c lass f f fed  as expended 
approprfatfons a t  the same tfme as cost I s  
dfstrfbuted. 

A c lear  explanatfon describes how payrol l  data 
I s  sunmarfzed f o r  recordfng In  the  general 
ledger accounts. 

Preprlnted forms f o r  recurr fng journal en t r fes  
are used. 

A check1 l s t  fs mafntafned o f  en t r les  t o  be made 
on a recurr fng basfs. 

Docunentatfon wh fch descr fbes accounts and t h e f r  
contents I s  cur ren t  and avaflable. 

A l f s t l n g  ex fs t s  by t f t l e  and form nunber of r e -  
curr fng payrol I repor ts  whfch fncludes the  f r e -  
quency, purpose, and perlod covered by each 
report. 

Samples e x f s t  o f  each payrol 1 report, show fng 
f l l u s t r a t f v e  data elements and pro-forma data. 
( 6  GAO 18.3 and 2 0 : )  
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PAYROLL CKLE 
CCNT ROL OBJECT I M 

16. Recorded balances of leave, payrol I, and related 
accounts should be perfodfcally substantfated 
and eva I uated . 

C. 

d. 

a. 

b. 

C. 

d. 

e. 

f. 
9. 

CONTROL TECHN I QUE 

Employees recelve wrlt ten notlce of a l l  changes 
In  pay except those whlch are governmentwfde fn 
scope. (6  GAO 17.1) 

Employees are furnlshed annual tax wfthholdfng 
statements whfch agree wfth the t o t a l  wfth- 
held ( 6  GAO 18.3, 20.1) 

A par t fcu lar  element In  the f f les can be traced 
backward t o  the source and forward t o  the report 

Audft t r a f l s  enable tracfng recorded data to :  
--author f z f ng docunents , 
--documents supportfng attendance and leave 

--deductfon, a l  lotment, and assfgnment docu 

--the source documents, records, accounts, 

data, 

ments, and 

and reports. 

Each fndfvfdual retfrement account balance Is 
perfodfcal ly reconcfled wfth the t o t a l  shown on 
the earn fngs record. The to ta l  of a l  I balances 
must agree wfth the control account. 

Savfngs bond records of unapplfed balances are 
perfodfcal ly reconcfled t o  the control account. 

hounts  recorded on lndfvldual pay records are 
reconcfled quarterly t o  the control account. 
(6 GAO 20.1) 

The planned methods for testfng the logfc and 
re1 fabf I l t y  of the system are descrfbed. 

I f  the system has already been tested, then 
--the resul ts  have been evaluated, and 
--fdentff fed problems have been corrected. 

V I  I -23 



APPENDIX VI11 

Examples of Control Objectives, and Control Techniques 
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EXAMPLE OF CONTROL OBJECTIVES AND CONTROL 
TECHNIQUES ~TE~ELOPED, BASED ON THE REQUIREMENTS 

SETINLEGISLATIONTHATAUTHORIZED A SPECIFIC-  __-- ~ ____ 
PROGRAM --- 

Appendix  V I 1 1  p r e s e n t s  t h e  c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s  r e l a t e d  to t h e  C o m p t r o l l e r  G e n e r a l ' s  
a c c o u n t i n g  p r i n c i p l e s  and s t a n d a r d s  as p r e s e n t e d  i n  G A O ' s  P o l i c y  and  P r o c e d u r e s  Manual f o r  G u i d a n c e  o f  F e d w  
-~ A g e n c i e s  ( t i t l e s  2 t h r o u g h  8 ) .  I n  a d d i t i o n  to  t h e  Comptroller G e n e r a l ' s  a c c o u n t i n g  p r i n c i p l e s  and s t a n d a r d s ,  
a g e n c y  a c c o u n t i n g  s y s t e m s  mus t  a lso s a t i s f y  t h e  s p e c i f i c  c r i t e r i a  f o r  a u t h o r i z i n g  u s e  o f  f e d e r a l  r e s o u r c e s  
i n c l u d e d  i n  t h e  i n d i v i d u a l  laws t h a t  a u t h o r i z e  i n d i v i d u a l  f e d e r a l  p r o g r a m s  l i k e  t h e  Soc ia l  S e c u r i t y  
A d m i n i s t r a t i o n ' s  Old  Age. S u r v i v o r s ,  and D i s a b i l i t y  I n s u r a n c e  P rogram,  A g r i c u l t u r e ' s  F a r m  P r o d u c t s  Price 
S u p p o r t  P r o g r a m .  and V e t e r a n s  A d m i n i s t r a t i o n ' s  Compensa t ion  and P e n s i o n  P rograms .  C o n t r o l  o b j e c t i v e s  and 
c o n t r o l  t e c h n i q u e s  h a v e  t o  be d e v e l o p e d  f o r  e a c h  p rogram,  b a s e d  o n  t h e  e n a b l i n g  l e g i s l a t i o n ,  so t h e  o p e r a t i o n s  
o f  t h e  a c c o u n t i n g  s y s t e m  t h a t  s u p p o r t s  e a c h  program c a n  be  r ev iewed  and e v a l u a t e d  i n  terms of t h e  s p e c i f i c  
r e q u i r e m e n t s  i n  t h e  appropriate  s t a t u t e s .  A g e n c i e s  s h o u l d  have  d e v e l o p e d  c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s  
f o r  t h e  p r o g r a m s  t h e y  are r e s p o n s i b l e  f o r  as par t  o f  t h e i r  work unde r  t h e  F e d e r a l  Managers '  F i n a n c i a l  
I n t e g r i t y  A c t  o f  1982.  I f  a n  a g e n c y  h a s  d e v e l o p e d  c o n t r o l  o b j e c t i v e s  and  t e c h n i q u e s  f o r  i ts p r o g r a m s ,  t h e n  
t h e  a u d i t  s t a f f  r e v i e w i n g  its a c c o u n t i n g  s y s t e m ( s )  s h o u l d  o n l y  h a v e  to r e v i e w  and e v a l u a t e  t h e  c o n t r o l  
o b j e c t i v e s  and  t e c h n i q u e s  f o r  c o m p l e t e n e s s .  I f  t h e  agency  h a s  n o t  d e v e l o p e d  c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s  
f o r  i ts p r o g r a m s ,  t h e n  t h e  a u d i t  s t a f f  r e v i e w i n g  its a c c o u n t i n g  s y s t e m ( s )  must  d e v e l o p  c o n t r o l  o b j e c t i v e s  and 
t e c h n i q u e s  f o r  t h e  a g e n c y ' s  p rog rams  b a s e d  o n  t h e  laws t h a t  a u t h o r i z e d  t h e  p rograms .  T h i s  a p p e n d i x  p r e s e n t s  
c o n t r o l  o b j e c t i v e s  and t e c h n i q u e s  , f o r  t h e  V e t e r a n s  A d m i n i s t r a t i o n ' s  Compensa t ion  and P e n s i o n  P r o g r a m s  as a n  
ex  amp1 e. 
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CONTROL OBJECTIVES 

AUTHORIZATION-0-F 
BENEFIT PAYMENTS 

1 .  Award e l i g i b i l i t y  r e q u i r e m e n t s  
should  be e s t a b l i s h e d  and 
m a i n t a i n e d  i n  accordance  w i t h  
c u r r e n t  l a w s .  r e g u l a t i o n s ,  and 
management p o l i c y .  

2. . Information and methods used 
t o  p u b l i c i z e  t h e  C&P programs 
should  be a u t h o r i z e d  i n  
accordance  w i t h  laws, r e g u l a -  
t i o n s ,  and management pol  i c y .  

CONTROL OBJECTIVES AND TECHNIQUES ___ 
FOR SPECIFICSTATUTORY 

R E Q u I R E M E N T ~ F O R T H E ~ A N  s 
ADMINISTRATION'SCOMPENSATION AND ___ 

PENSION (C&P) PEGRAMS 

CONTROL TECHNIQUES - - 

1 .a .  W r i t t e n  s t a t e m e n t s  o f  proces-  
s i n g  p o l i c i e s  and p r o c e d u r e s  
p r e p a r e d  by a p p r o p r i a t e  man- 
agement s t a f f  d e t a i l i n g  el  i- 
g i b i l i t y  g u i d e l i n e s  and 
c r i t e r i a .  

b. C l e a r  s t a t e m e n t  of c r i t e r i a  
f o r  award r e q u e s t s .  

c .  D e t a i l e d  w r i t t e n  e l i g i b i l i t y  
r e q u i r e m e n t s  used i n  t h e  
c l a i m s  p r o c e s s i n g  c y c l e  are 
approved by management. 

2.a. C&P program i n f o r m a t i o n  pro- 
v i d e d  by p u b l i c  is approved 
by management. 

b. Management approved p u b l i c i t y  
methods.  

RISKS RESULTING E O M  FAILURE TO 
ACHIEVE CONTROL OBJECTIVES _ _ _ _ _ _ _ ~ -  

1.a  Unauthor ized  awards may b e  
made. 

b. E l i g i b l e  c l a i m a n t s  may be 
d e n i e d  b e n e f i t s .  

2 . a .  E l i g i b l e  c l a i m a n t s  may n o t  
a p p l y  f o r  b e n e f i t s .  

a p p l y  f o r  b e n e f i t s .  
b .  I n e l i g i b l e  c l a i m a n t s  may 

c. Unauthorized p u b l i c i t y  may 
o c c u r .  
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CONTROL OBJECTIVES 
_~.____--_I_ 

3 .  C l a i m s  p r o c e s s i n g  p r o c e d u r e s  
s h o u l d  be e s t a b l i s h e d  and  
m a i n t a i n e d  i n  a c c o r d a n c e  w i t h  
l a w s ,  r e g u l a t i o n s ,  and  manage- 
men t  p o l i c y ,  as w e l l  as pro- 
p e r l y  communica ted  t o  
o p e r a t i n g  p e r s o n n e l .  

CONTROL TECHNIQUES 

3 . a .  Clear  s t a t e m e n t  o f  proce- 
d u r e s ,  s u c h  as p o l i c y  
m a n u a l s ,  p r o c e d u r e  m a n u a l s .  
t r a i n i n g  r o u t i n e s ,  and  
s u p e r v i s o r y  r e q u i r e m e n t s .  

b. P e r i o d i c  v e r i f i c a t i o n  o f  t h e  
r e q u i r e d  management and  u s e r  
a p p r o v a l s  o f  new p r o c e d u r e s  
and  c h a n g e s  i n  p r o c e d u r e s .  

c .  P e r i o d i c  v e r i f i c a t i o n  o f  re- 
q u i r e d  s u p e r v i s o r y  a p p r o v a l s  
f o r  r e a s s i g n m e n t  of r e s p o n s i -  
b i l i t i e s ,  c h a n g e s  i n  f o r m s ,  
and c h a n g e s  i n  f i l i n g  
s y s  tems . 

d .  P e r i o d i c  v e r i f i c a t i o n  of 
tests,  a p p r o v a l s ,  and  
d o c u m e n t a t i o n  o f  c h a n g e s  to 
compute r  program.  

e. P e r i o d i c  c o m p a r i s o n  of a c t u a l  
p r o c e s s i n g  p r o c e d u r e s  and 
d o c u m e n t a t i o n ,  and  
a u t h o r i z a t i o n s  f o r  compute r  
p rograms .  

f .  I n t e r n a l  r e v i e w  o f  c o m p u t e r  
s y s t e m  o p e r a t i o n s  and 
compute r  p rogram c h a n g e s .  

RISKS RESULTING FROM FAILURE TO - _ _ _ _ _ _ _ _ _ . _ _ _ - _ _ ~  
ACHIEVE CONTROL OBJECTIVES ___ 

3 . a .  

b. 

C .  

d .  

e .  

The s e c t i o n / u n i t  may be re- 
o r g a n i z e d  and p e r s o n n e l  as- 
s i g n e d  i n  ways t h a t  r e d u c e  
s e p a r a t i o n  of d u t i e s .  

P r o c e d u r e s  may be implemen ted  
t h a t  c i r c u m v e n t  e x i s t i n g  
i n t e r n a l  c o n t r o l  t e c h n i q u e s .  

Computer p r o g r a m s  may b e  
m o d i f i e d  to  c i r c u m v e n t  
c o n t r o l s .  

Flow o f  i n f o r m a t i o n  may be 
a l t e r e d  to w i t h h o l d  data from 
p e r s o n n e l  e n t i t l e d  to r e c e i v e  
it or to p r o v i d e  d a t a  to 
u n a u t h o r i z e d  p e r s o n n e l .  

C l a i m s  may be  p r o c e s s e d  
i n c o r r e c t l y  or by t h e  wrong 
p e r s o n (  s ) .  
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CONTROL OBJECTIVES 

4. P r o c e d u r e s  and  r e q u i r e m e n t s  
f o r  a c c e s s i n g ,  c o r r e c t i n g  and  
u p d a t i n g  d a t a  base management 
s y s t e m s  (DBMS)  s h o u l d  be  
e s t a b l i s h e d  and  m a i n t a i n e d  i n  
a c c o r d a n c e  w i t h  management 
p o l  i c y .  

ECONOMY, EFFICIENCY, 
AND EFFECTIVENESS 

1 .  C & P  p r o g r a m  r e s u l t s  s h o u l d  be 
i n  a c c o r d a n c e  w i t h  laws.  r e g u -  
l a t i o n s ,  and  management p o l i c y  
and p l a n s .  

CONTROL TECHNIQUE? 

4 .a .  S e g r e g a t i o n  of r e s p o n s i b i l i t i  
t i e s  and r e s t r i c t i o n  o f  
access. For e x a m p l e ,  
s e g r e g a t i o n  o f  c o m p u t e r  
programming and d o c u m e n t a t i o n  
a c t i v i t i e s  and  c o m p u t e r  
p r o c e s s i n g  a c t i v i t i e s :  
l i m i t i n g  o n - l i n e  access t o  
compute r  f i l e s  t h r o u g h  t h e  
u s e  o f  p a s s w o r d s  ~ t e r m i n a l  
l o c k s ,  OK d a t a  b a s e  
management s y s t e m  f a c i l i t i e s .  

b. S i g n a t u r e  f i l e s  f o r  
a u t h o r i z e d  p e r s o n n e l .  

1 . a .  Documented p r o c e d u r e s  f o r  
m o n i t o r i n g  and r e v i e w i n g  
program r e s u l t s .  

b. P e r i o d i c  management r e v i e w s  
o f  program r e s u l t s .  

c. P e r i o d i c  a u d i t s  o f  p r o g r a m  
r e s u l t s .  

d Qual  i t y  c o n t r o l  r e v i e w s  . 
e. ~ l t e ~ n a t i v e  claims p r o c e s s i n g  

p r o c e d u r e s  are p e r i o d i c a l l y  
c o n s i a e r e d .  

RISKS RESULTING FROM FAILURE TO __-_ ____________ 
ACHIEVE CONTROL OBJECTIVES -____-__-___ 

4 .  U n a u t h o r i z e d  p e r s o n n e l  may 
m i s u s e  or a l t e r  r e c o r d s  to 
t h e  d e t r i m e n t  of t h e  V e t e r a n s  
A d m i n i s t r a t i o n .  

1 . a .  I n e l i g i b l e  v e t e r a n s  and t h e i r  
s u r v i v o r s  or d e p e n d e n t s  may 
b e n e f i t  f rom t h e  C & P  
p r o g r a m s .  

b. E x c e s s i v e  costs may be i n c u r -  
r e d  i n  o p e r a t i n g  t h e  claims 
p r o c e s s i n g  and r e p o r t i n g  
s y s  t e m s  . 

c.  Adver se  p u b l i c i t y .  
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CONTROL OBJECTIVES 

C&P program o p e r a t i o n s  should  
b e  economica l  and e f f i c i e n t .  

P r o c e d u r e s  used t o  r e v i e w ,  
p r o c e s s ,  and report C&P awards 
and r e l a t e d  t r a n s a c t i o n s  
should  be economica l  and 
e f f i c i e n t  

TRANSACTION 
PROCESSING 

1 .  Pending claims f o r  compensa- 
t i o n ,  d e a t h  and indemni ty  com- 
p e n s a t i o n  ( D I C ) ,  or  p e n s i o n  
b e n e f i t s  should  o n l y  be e s t a b -  
l i s h e d  based  on t h e  submiss ion  
by an e l i g i b l e  v e t e r a n ,  
s u r v i v i n g  s p o u s e -  c h i l d  or 
dependent  p a r e n t ,  or a 
s p e c i f i c  claim i n  t h e  form 
p r e s c r i b e d  by t h e  VA. 

CONTROL TECHNIQUES 

f .  Comparisons of  C&P claims 
p r o c e s s i n g  costs to t h o s e  of 
s imi la r  f e d e r a l  programs. 

g.  Up-to-date computer sys tems.  

h .  Forms are des igned  to  
e x p e d i t e  p r o c e s s i n g .  

i. E l i m i n a t i o n  of  u n n e c e s s a r y  
c l e r i c a l  s t e p s .  

j. Accura te  d e t e r m i n a t i o n  and 
r e p o r t i n g  of  c l a i m s  
p r o c e s s i n g  costs. 

1 .a .  Documented p r o c e d u r e s  f o r  
i n i t i a t i n g  c l a i m s .  

b. P r o p e r  a p p l i c a t i o n  or claim 
form. 

RISKS RESULTING FROM FAILURE TO -- 
ACHIEVE CONTROL OBJECTIVJ 

1 .a. Improper c l a i m s  may be 
e s t a b l i s h e d .  

b. E l i g i b l e  c l a i m s  may be 
d e n i e d .  
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CSNTROL OBJECTIVES 

2 .  A compensa t ion  claim should  
o n l y  be e s t a b l i s h e d  f o r  a per- 
s o n  who m e e t s  t h e  b a s i c  VA 
e l i g i b i l i t y  r e q u i r e m e n t s .  

Vete.rans - C l a i m  should o n l y  
be e s t a b l i s h e d  f o r  a v e t e r a n  
whose s e r v i c e  was t e r m i n a t e d  
u n d e r  c o n d i t i o n s  other t h a n  
d i s h o n o r a b l e .  

S u r v i v o r s  - Death compensation 
o r  D I C  claim should  o n l y  be 

CONTROL TECHNIQUES - 

c. I n s p e c t i o n  of a p p l i c a t i o n  OK 
c l a i m  form f o r  p r o p e r  
comple t ion  and s i g n a t u r e .  

d .  Management d e s i g n a t i o n  of 
c e r t a i n  i n d i v i d u a l s  t o  
e s t a b l i s h  c l a i m s .  

e .  L i m i t i n g  access to computer 
based f i l e s  or d a t a  t h r o u g h  
t h e  u s e  of  DBMS f a c i l i t i e s  or 
through passwords or p h y s i c a l  
c o n t r o l s  o v e r  o n - l i n e  
t e r m i n a l s .  

f .  Close- s u p e r v i s i o n  of employ- 
ees and f i l e s  by s u p e r v i s o r y  
p e r s o n n e l .  

2 -  Documented p r o c e d u r e s  f o r  t h e  
p r e p a r a t i o n ,  rev iew,  and 
a p p r o v a l  of b e n e f i t  r e q u e s t s .  

RISKS ___ RESULTING _____ FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

2.a.  C l a i m s  f o r  b e n e f i t s  t h a t  do 
n o t  meet e s t a b l i s h e d  c r i t e r i a  
may be a p p r o v e d .  

b. E l i g i b l e  b e n e f i t  claims may 
be d e n i e d .  
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CONTROL OBJECTIVES 

e s t a b l i s h e d  f o r  e l i g i b l e  s u r -  
v i v o r s  o f  v e t e r a n s  who d i e d  i n  
t h e  l i n e  of  d u t y  from s e r v i c e -  
c o n n e c t e d  c a u s e s .  n o t  t h e  re- 
s u l t  o f  w i l l f u l  misconduct ,  or 
who d i e d  a f t e r  release from 
a c t i v e  d u t y  s e r v i c e  termina-  
t i n g  u n d e r  c o n d i t i o n s  o t h e r  
t h a n  h o n o r a b l e  c o n d i t i o n s .  

3 .  A compensa t ion  award should be 
e s t a b l i s h e d  o n l y  f o r  a v e t e r a n  
whose r e q u e s t  meets e s t a b -  
l i s h e d  e l i g i b i l i t y  c r i te r ia ,  
such  as f o r  a v e t e r a n  who h a s  
a s e r v i c e - c o n n e c t e d  
d i s a b i l i t y .  

4.  An approved r a t i n g  d e c i s i o n  
s h o u l d  b e  r e q u i r e d  f o r  a v e t -  
e r a n  b e f o r e  compensat ion 
b e n e f i t s  are p r o v i d e d .  

5. D i s a b i l i t y  r e e v a l u a t i o n s  f o r  
v e t e r a n s  r e c e i v i n g  compensa- 
t i o n  b e n e f i t s  should  be p e r i -  
o d i c a l l y  s c h e d u l e d  t o  assess 
t h e i r  c o n t i n u i n g  e l i g i b i l i t y .  

CONTROL TECHNIQUES 

3 .  a. Documented p r o c e d u r e s  f o r  t h e  
p r e p a r a t i o n ,  rev iew,  and 
approval  of  b e n e f i t  request 
based on e l i g i b i l i t y  
r e q u i r e m e n t s .  

4.a. Documented r a t i n g  p r o c e d u r e s  
f o r  reviewing and approving  
d i s a b i l i t y  c l a i m s .  

a u t h o r i z e d  p e r s o n n e l .  
b. S i g n a t u r e  f i l e s  f o r  

c. Authorized a p p r o v a l  
s i g n a t u r e s  on r a t i n g - b o a r d  
forms. 

5.a. Documented p r o c e d u r e s  f o r  
e s t a b l i s h i n g  r e e v a l u a t i o n s .  

b .  N o t i f i c a t i o n  and fol low-up 
p r o c e d u r e s  to a s s u r e  
r e e v a l u a t i o n s  are performed.  

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

3.a.  Compensation awards t h a t  do 
n o t  m e e t  e l i g i b i l i t y  r e q u i r e -  
ments  may be approved.  

b. E l i g i b l e  compensat ion awards 
may be d e n i e d .  

4 .  B e n e f i t s  may be approved f o r  
d i s b u r s e m e n t  w i t h o u t  appro- 
p r i a t e  s u p p o r t i n g  documents.  

5. I n c o r r e c t  b e n e f i t s  may be 
approved f o r  d i s b u r s e m e n t .  
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CONTROL OBJECTIVES 

6. S u r v i v o r ' s  d e a t h  compensat ion 
or D I C  should  be e s t a b l i s h e d  
o n l y  f o r  a p e r s o n  whose r e l a -  
t i o n s h i p  to  t h e  v e t e r a n  meets 
VA r e q u i r e m e n t s  f o r  s u r v i v i n g  
s p o u s e ,  c h i l d r e n ,  or dependent  
p a r e n t .  

S e r v i c e - c o n n e c t e d  d e a t h  
--Death compensa t ion  claim 

s h o u l d  b e  e s t a b l i s h e d  o n l y  
i f  t h e  v e t e r a n ' s  s e r v i c e -  
connec ted  d e a t h  occured  
b e f o r e  January  1 ,  1957. 

e s t a b l i s h e d  o n l y  i f  t h e  
v e t e r a n ' s  s e r v i c e - c o n n e c t e d  
d e a t h  o c c u r r e d  e i t h e r  on or 
after '  J a n u a r y  1 , 1957, or 
before January  1 ,  1957,  and 

' t h e  e l i g i b l e  c l a i m a n t  
e l e c t e d  to r e c e i v e  D I C  i n  
l i e u  o f  d e a t h  compensat ion.  

--DIC claim s h o u l d  be 

Non-serv ice  connec ted  d e a t h  
--DIC c l a i m  s h o u l d  be 

CONTROL TECHNIQUES 

c. Rat ing-board d e c i s i o n s .  

d .  Recomputation of b e n e f i t s .  

e. S u p e r v i s o r y  rev iew and 
a p p r o v a l .  

6 .  a .  Documented p r o c e d u r e s  f o r  t h e  
p r e p a r a t i o n  , review,  and 
a p p r o v a l  of b e n e f i t  requests .  

b. Documentary e v i d e n c e  t o  
s u p p o r t  e n t i t l e m e n t .  

C. Documentary ev idence  to  
s u p p o r t  e l e c t i o n  of D I C .  

d .  S u p e r v i s o r y  rev iew of  
p r o c e s s i n g  r e s u l t s .  

RISKS RESULTING FROM FAILURE TO ___- 
ACHIEVE CONTROL OBJECTIVES 

6 . a .  B e n e f i t s  a u t h o r i z e d  fo r  
payment to i n e l i g i b l e  
i n d i v i d u a l s .  

b .  E l i g i b l e  i n d i v i d u a l s  may be 
d e n i e d  b e n e f i t s .  

e s t a b l i s h e d  o n l y  f o r  a 
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CONTROL OBJECTIVES 

s u r v i v i n g  s p o u s e  or c h i l d  o f  
a t o t a l l y  s e r v i c e - c o n n e c t e d  
d i s a b l e d  v e t e r a n  whose d e a t h  
w a s  n o t  t h e  r e s u l t  of s u c h  
d i s a b i l i t y  p r o v i d e d  t h a t  ( 1 )  
t h e  d e a t h  w a s  n o t  d u e  t o  
w i l l f u l  m i s c o n d u c t  and ( 2 )  
t h e  v e t e r a n  w a s  r e c e i v i n g  or 
e n t i t l e d  to r e c e i v e  
c o m p e n s a t i o n  f o r  a 
s e r v i c e - c o n n e c t e d  d i s a b i l i t y  
t h a t  was c o n t i n u o u s l y  r a t e d  
a s  t o t a l l y  d i s a b l i n g .  

7 .  D i s a b i l i t y  p e n s i o n  claims 
s h o u l d  o n l y  be e s t a b l i s h e d  f o r  
a p e r s o n  who meets t h e  basic  
VA e l i g i b i l i t y  r e q u i r e m e n t s .  

V e t e r a n ' s  d i s a b i l i t y  p e n s i o n  
claim s h o u l d  o n l y  be 
e s t a b l i s h e d  f o r  a v e t e r a n  who: 

- -has  s e r v e d  a t  l e a s t  90  d a y s  
d u r i n g  o n e  or more p e r i o d s  
of w a r .  

--.was d i s c h a r g e d  f rom s e r v i c e  
u n d e r  c o n d i t i o n s  o t h e r  t h a n  
d i s h o n o r a b l e ,  or 

--meets t h e  appl icable  f a m i l y  
income and n e t  w o r t h  
r e q u i r e m e n t s .  

CONTROL TECHNIQUES 

See item 2 ,  p .  VIII-6. 

RISKS RESULTING FROM FAILURE TO - 
ACHIEVE CONTROL OBJECTIVES- 

See i t e m  2 ,  p .  VIII-6. 
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CONTROL O B J E C T I V E S  

S u r i v i o e  d e a t h  pens ion  claim 
s h o u l d  o n l y  be e s t a b l i s h e d  f o r  
an e l i g i b l e  s u r v i v i n g  spouse  
or c h i l d  because o f  t h e  
v e t e r a n ' s  nonserv ice-connec ted  
d e a t h  p r o v i d e d  t h a t :  

- - t h e  v e t e r a n  s e r v e d  a t  l e a s t  
90 d a y s  d u r i n g  one or more 
p e r i o d s  o f  w a r ,  or 

- - t h e  v e t e r a n  d i e d  i n  a c t i v e  
s e r v i c e  and had completed a t  
l e a s t  t w o  y e a r s  honorable  
m i l i t a r y ,  n a v a l ,  or a i r  
s e r v i c e ,  and 

- - the  s u r v i v i n g  spouse  o r  
c h i l d  meets t h e  a p p l i c a b l e  
income or n e t  worth 
r e q u i r e m e n t s .  

8 .  D i s a b i l i t y  p e n s i o n  award 
s h o u l d  be e s t a b l i s h e d  o n l y  f o r  
a v e t e r a n  whose r e q u e s t  meets 
es t a b 1  i s h e d  e 1 i g  i b i  1 it y/ 
e n t i t l e m e n t  c r i t e r i a .  Fo r  
example,  t h e  v e t e r a n  m u s t  b e  
p e r m a n e n t l y  and to  t a l l y  
d i s a b l e d  

--from a nonserv ice-connec ted  
d i s a b i l i t y  n o t  r e s u l t i n g  
from t h e  v e t e r a n ' s  w i l l f u l  
m i s c o n d u c t ,  

CONTROL TECHNIQUES 

8. See i t e m  3 ,  p. V I I I - 7 .  

R I S K S  RESULTING FROM FAILURE -. 
ACHIEVE CONTROCTE~ECTIVES 

See i t e m  3 ,  p. V I I I - 7 .  
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CONTROL OBJECTIVES 

--by having  a t t a i n e d  a g e  65, 

--by having  become 
unemployable  a f t e r  a g e  65, 
or 

--due to d i s c h a r g e  or release 
f r o m  w a r t i m e  s e r v i c e  o f  less 
t h a n  90 d a y s  because o f  
s e r v i c e - c o n n e c t e d  
d i s a b i l i t y .  

9. An approved r a t i n g  d e c i s i o n  
s h o u l d  be r e q u i r e d  of t h e  
v e t e r a n  b e f o r e  d i s a b i l i t y  
p e n s i o n  b e n e f i t s  are p r o v i d e d .  

I O .  S u r v i v o r ' s  d e a t h  p e n s i o n  claim 
s h o u l d  be e s t a b l i s h e d  o n l y  f o r  
a p e r s o n  whose r e l a t i o n s h i p  t o  
t h e  v e t e r a n  meets VA 
r e q u i r e m e n t s  f o r  e i t h e r  
s u r v i v i n g  spouse or 
c h i l d .  

1 1 .  S u r v i v o r ' s  d e a t h  p e n s i o n  claim 
s h o u l d  be es tab l  shed f o r  a 
s u r v i v i n g  spouse or c h i l d  of  a 
v e t e r a n  who h a s  ess t h a n  90  
d a y s  w a r t i m e  s e r v i c e  b u t  a t  
t h e  t i m e  of d e a t h  w a s  r e c e i v -  
i n g  or e n t i t l e d  t o  r e c e i v e  
compensa t ion  or r e t i r e d  pay 
for a s e r v i c e - c o n n e c t e d  
d i s a b i l i t y  r e s u l t i n g  from 
w a r t i m e  s e r v  ice. 

CONTROL TECHNIQUES 

9. See i t e m  4 ,  p. V I I I - 7 .  

10. See i t e m  6 ,  p. V I I I - 8 .  

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

9. See i t e m  4 ,  p. V I I I - 7 .  

10.  See i t e m  6 ,  p. V I I I - 8 .  

1 1 .  See i t e m  6 ,  p. V I I I - 8 .  
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Compensation b e n e f i t  amounts 
pay ab 1 e 

12.  An approved request s h o u l d  be 
r e q u i r e d  b e f o r e  b e n e f i t s  are 
p r o v i d e d  . 

13.  Monthly d i s a b i l i t y  compensa- 
t i o n  b e n e f i t s  f o r  v e t e r a n s  
s h o u l d  be e s t a b l i s h e d  i n  ac- 
c o r d a n c e  w i t h  approved ra te  
t a b l e s  which are b a s e d  on t h e  
v e t e r a n ' s  d i s a b i l i t y  
e v a l u a t i o n .  

CONTROL TECHNIQUES 

1 2 .  a .  Documented p r o c e d u r e s  f o r  
t h e  p r e p a r a t i o n ,  rev iew,  
and a p p r o v a l  of b e n e f i t  
r e q u e s t s .  

b .  E s t a b l i s h e d  p r o c e d u r e s  f o r  
t h e  p r e p a r a t i o n  of  b e n e f i t  
d i s b u r s e m e n t s  and re1 a t e d  
forms . 

c. S e g r e g a t i o n  of  d u t i e s .  

d .  S u p e r v i s o r y  rev iews  and 
a p p r o v a l s  . 

e. Management rev iews  . 
f .  A u d i t s  of  approved b e n e f i t  

payments.  

13. a .  E s t a b l i s h e d  p r o c e d u r e s  f o r  
t h e  composi t ion  of award 
amounts and r e l a t e d  
a p p r o v a l s  . 

b. Management d e s i g n a t i o n  of  
i n d i v i d u a l s  a u t h o r i z e d  to  
i n  i t i a t e bene f i t amounts 
( a c c e s s  to  " t a r g e t  
s y s  t e m "  ) . 

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

12 .  a .  Wrong amount of  funds may 
be d i s b u r s e d .  

b. Funds may be d i s t r i b u t e d  
f r a u d u l e n t l y .  

c. D u p l i c a t e  b e n e f i t  payments 
may be made. 

d. B e n e f i t s  may be d i s b u r s e d  
w i t h o u t  a p p r o p r i a t e  
s u p p o r t i n g  documents .  

e .  B e n e f i t  d i s b u r s e m e n t s  may 
be recorded  i n a c c u r a t e l y  
or n o t  r e c o r d e d  a t  a l l .  

13. I n c o r r e c t  b e n e f i t s  may be 
approved f o r  d i s b u r s e m e n t .  
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CONTROL O B J E C T I V E S  

1 4 .  C u r r e n t  awards  of compensa t ion  
b e n e f i t s  t o  v e t e r a n s  s h o u l d  be  
i n c r e a s e d ,  r e d u c e d ,  or d i s c o n -  
t i n u e d  b a s e d  o n  c h a n g e s  i n  t h e  
v e t e r a n ' s  d i s a b i l i t y  e v a l u a -  
t i o n s  and c h a n g e s  i n  mar i ta l  
or dependency s t a t u s .  

CONTROL TECHNIQUES 

c. S u p e r v i s o r y  r ev iew o f  
b e n e f i t  amount calcula- 
t i o n s  and p r o c e s s i n g  
r e s u l t s .  

d .  Management r e v i e w  and 
a p p r o v a l  o f  l a r g e  or 
unusua l  award amounts.  

14. a. Management p o l i c i e s  for 
a s s e s s m e n t  of ongoing 
awards.  

b. Ra t ing  board d e c i s i o n s  on 
r e e v a l u a t i o n s  and compar- 
i s o n  of award amounts to 
approved rates. 

c. Documentary e v i d e n c e  t o  
s u p p o r t  e n t i t l e m e n t .  

d .  S u p e r v i s o r y  r e v i e w  of 
b e n e f i t  a p p l i c a t i o n s  and 
p r o c e s s i n g  r e s u l t s .  

e .  Management r e v i e w  and 
a p p r o v a l  o f  changes  or 
unusua l  p r o c e s s i n g  
r e s u l t s .  

R I S K S  RESULTING FROM 
ACHIEVE CONTROL O B J E C T I V E S  

14 .  I n c o r r e c t  b e n e f i t s  may be  
d i s b u r s e d .  

f .  Aud i t  o f  p r o c e s s i n g  
re .sul  ts. 
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15.  Compensation b e n e f i t s  p a y a b l e  
t o  t h e  v e t e r a n  s h o u l d  be i n -  
c r e a s e d  by an a d d i t i o n a l  al- 
lowance f o r  d e p e n d e n t s  o r  de- 
p e n d e n t  p a r e n t (  s )  provided  t h e  
v e t e r a n ' s  d i s a b i l i t y  is e v a l u -  
a t e d  a t  30 p e r c e n t  or more. 
Amounts d u e  t o  t h e  v e t e r a n  f o r  
compensa t ion  b e n e f i t s  should 
b e  i n c r e a s e d  by an  a d d i t i o n a l  
a l l o w a n c e  i f  t h e  v e t e r a n ' s  
s p o u s e  is e i t h e r  i n  a n u r s i n g  
home or requires r e g u l a r  a i d  
and a t t e n d a n c e ,  provided  t h e  
v e t e r a n ' s  d i s a b i l i t y  is 
e v a l u a t e d  a t  30  p e r c e n t  or 
more. 

16. Compensat ion b e n e f i t s  payable  
t o  t h e  v e t e r a n  s h o u l d  be 
o f f s e t  or reduced by t h e  
b e n e f i t  amounts r e c e i v e d  from 
o t h e r  f e d e r a l  programs such a s  
m i l i t a r y  r e t i r e m e n t  pay, 
s e v e r a n c e  pay ,  f e d e r a l  
employees compensat ion act  
b e n e f ' i t s ,  as w e l l  a s  by a c t i v e  
s e r v i c e  pay.  

17 .  Documented p o l i c i e s  and 
p r o c e d u r e s  f o r  reducing  
b e n e f i t s  when v e t e r a n s  are 
h o s p i t a l i z e d  a t  government 
expense .  

CONTROL TECHNIQUES 

15. a. Documented problems and 
p r o c e d u r e s  f o r  a d d i t i o n a l  
a l l o w a n c e s .  

b. Rat ing  p o l i c y  d e c i s i o n s  on 
r e e v a l u a t i o n s .  

c. Comparison of  award 
amounts to approved rates.  

d. Documentary e v i d e n c e  to 
s u p p o r t  e n t i t l e m e n t .  

e .  S u p e r v i s o r y  rev iew of  
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e s u l t s .  

16. a .  Documented p o l i c i e s  and 
p r o c e d u r e s  f o r  p r e c l u d i n g  
payment of c o n c u r r e n t  
b e n e f i t s  f o r  t h e  same 
d i s a b i l i t y .  

b. S u p e r v i s o r y  r e v i e w  of 
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e su l t s .  

17. a. Documented p o l i c i e s  and 
p r o c e d u r e s  f o r  r e d u c i n g  
b e n e f i t s  when v e t e r a n s  are  
h o s p i t a l i z e d  a t  government 
expense .  

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

15. Same as 14.  

16. Same as 14 .  

17. Same as  14.  
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CONTROL OBJECT1,VES 

18.  Monthly survivors death 
compensation benefits for an 
eligible surviving spouse, 
child (children), or dependent 
parent(s) should be 
established in accordance with 
prescribed rate tables. 
Monthly survivors DIC benefits 
for a surviving spouse should 
be established at prescribed 
rates based upon the deceased 
veteran's pay grade. 

Monthly survivors DIC benefits 
for dependent children should 
be established in accordance 
with prescribed rate tables if 
there is no surviving spouse 
entitled. 

Monthly survivors DIC benefits 
for.dependent parents should 
be established in accordance 
wkth approved rate schedules 
which are subject to annual 
income limitations. 

1 9 .  Current awards of survivor's 
death compensation or DIC 
benefits should be increased, 
reduced, or discontinued based 
on changes in income and/or 
marital or dependency status. 

CONTROL TECHNIQUES . 
b. 'Comparisons of awarded 

rates to tables of amounts 
of reduced rates. 

18. a. Same as 17. 

b. Annual eligibility 
questionnaire. 

19. a. Same as item 14, except 
for rating board 
decisions. 

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

18. Same as 14. 

19. Same as 1 4 .  
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20 .  S u r v i v o r ' s  d e a t h  c o m p e n s a t i o n  
b e n e f i t s  o t h e r w i s e  p a y a b l e  
s h o u l d  be  i n c r e a s e d  by an  
a d d i t i o n a l  a l l o w a n c e  i f  e i t h e r  

--a s u r v i v i n g  s p o u s e  o r  d e -  
p e n d e n t  p a r e n t (  s )  is /are  i n  
a n u r s i n g  home or r e q u i r e s  
r e g u l a r  a i d  and a t t e n d a n c e ,  
Or 

- -dependen t  c h i l d r e n  are  
r e s i d i n g  w i t h  a s u r v i v i n g  
s p o u s e .  

S u r v i v o r ' s  DIC amoun t s  
o t h e r w i s e  due  s h o u l d  be 
i n c r e a s e d  by  a n  a d d i t i o n a l  
a l l o w a n c e  i f  

--a s u r v i v i n g  s p o u s e  is e i t h e r  
housebound ,  i n  a n u r s i n g  
home. or  r e q u i r e s  r e g u l a r  
a i d  and  a t t e n d a n c e ;  

--a . s u r i v i v i n g  s p o u s e  h a s  o n e  
o r  'more d e p e n d e n t  c h i l d r e n  
.or h e l p l e s s  c h i l d r e n  of t h e  
d e c e a s e d  v e t e r a n ;  or 

--a d e p e n d e n t  p a r e n t  is e i t h e r  
i n  a n u r s i n g  home or 
r e q u i r e s  r e g u l a r  a i d  and 
a t t e n d a n c e .  

CONTROL TECHNIQUES 

20. Same as 19. 

RISKS RESULTING FROM FAILURE TO 
ACHIEVE C m m B  JECT IVES 

2 0 .  Same as 19 .  
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CONTROL OBJECTIVS 

21 .  S u r v i v o r ' s  D I C  b e n e f i t s  
o t h e r w i s e  p a y a b l e  t o  a 
s u r v i v i n g  s p o u s e  or c h i l d r e n  
as  a r e s u l t  of t h e  v e t e r a n ' s  
non se r v  ice- conne  c ted d e a t h  
s h o u l d  be o f f s e t  or r e d u c e d  by 
t h e  amount o f  money r e c e i v e d  
a n d  t h e  f a i r  m a r k e t  v a l u e  o f  
a n y  p r o p e r t y  r e c e i v e d  f rom a 
j ud i c  i a1 or  adm i n  is t r  a t i v e  
p r o c e e d i n g ,  s e t t l e m e n t ,  or 
compromise .  

2 2 .  Compensa t ion  and  D I C  b e n e f i t s  
p a y a b l e  s h o u l d  be r e d u c e d  to  
t h e  p r e s c r i b e d  r a t e ,  or 
a p p o r t i o n e d  to  d e p e n d e n t s  , f o r  
a n y  b e n e f i c i a r y  i m p r i s o n e d  i n  
a f e d e r a l ,  s t a t e ,  or local 
p e n a l  i n s t i t u t i o n  as  a r e s u l t  
of c o n v i c t i o n  o f  a f e l o n y  
b e g i n n i n g  61  d a y s  a f t e r  
i m p r i s o n m e n t  b e g i n s  and e n d i n g  
w h e n ' i m p r i s o n m e n t  e n d s .  

p e n s i o n  b e n e f i t  amoun t s  p a y a b l e  

23 .  An a p p r o v e d  r e q u e s t  s h o u l d  be 
r e q u i r e d  b e f o r e  b e n e f i t s  are 
p r o v i d e d  . 

2 4 .  p e n s i o n  b e n e f i t s  p a y a b l e  t o  
v e t e r a n s  s h o u l d  be e s t a b l i s h e d  
i n  a c c o r d a n c e  w i t h  t h e  maximum 

CONTROL TECHNIQUES 

21. a. documented p o l i c i e s  and 
p r o c e d u r e s  f o r  r e d u c i n g  or 
s u s p e n d i n g  and 
s u b s e q u e n t l y  r e s u m i n g  
b e n e f i t s  payabe  to 
s u r v i v i n g  s p o u s e  or 
c h i l d r e n  d u e  t o  t h e  
v e t e r a n ' s  
n o n s e r v  i c e - c o n n e c t e d  
d e a t h .  

b. S u p e r v i s o r y  r e v i e w  o f  
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e s u l t s  . 

22 a .  Documented p o l i c i e s  and  
p r o c e d u r e s  f o r  r e d u c i n g  
a n 3  s u b s e q u e n t l y  r e s u m i n g  
b e n e f i t s  p a y a b l e  to  
v e t e r a n s  or s u r v i v o r s  who 
are impr i soned  due  to a 
f e l o n y  c o n v i c t i o n .  

b. S u p e r v i s o r y  r e v i e w  o f  
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e s u l t s .  

c. Annual e l i g i b i l i t y  
q u e s t i o n n a i r e .  

23. See i t e m  12 ,  p .  V I I I - 1 2 .  

24. See i t e m  1 7 ,  p. VI I I -14 .  

RISKS RESULTING FROM FAILURE TO 
A C H I E V E  CONTROL OBJECTIVES 

21. Same as 14 .  

22. Same as  14 .  

23. S e e  i t e m  12, p. V I I I - 1 2 .  

24. I n c o r r e c t  b e n e f i t s  may be 
d i s b u r s e d .  
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CONTROL OBJECTIVES 

amounts  set  f o r t h  i n  t h e  
p r e s c r i b e d  ra te  t a b l e s  and 
r educed '  by t h e  c o u n t a b l e  
income o f  t h e  v e t e r a n ,  spouse ,  
and dependen t  c h i l d r e n ,  where 
a p p l i c a b l e .  

i n c l u d i n g  the household ra te ,  
t o  v e t e r a n s  hav ing  n e i t h e r  
s p o u s e  no r  c h i l d  shou ld  be 
r e d u c e d  t o  a s p e c i f i c  amount 
e f f e c t i v e  t h e  f i r s t  o f  e i t h e r  
(1) t h e  t h i r d  month a f t e r  
a d m i s s i o n  t o  a VA d o m i c i l i a r y ,  
(2) t h e  f o u r t h  month a f t e r  
a d m i s s i o n  to a VA m e d i c a l  
f a c i l i t y  or n u r s i n g  home, or 
( 3 )  t h e  s e v e n t h  month a f t e r  
a d m i s s i o n  t o  a VA h o s p i t a l .  

P e n s i o n  b e n e f i t s  p a y a b l e  t o  
v e t e r a n s  a t  t h e  a i d  and 
a t t e n d a n c e  r a t e  w i l l  be  
r educed  to  t h e  household r a t e  
a t  t h e  end  of t h e  month 
f o l l o w i n g  admiss ion  to a VA 
i n s t i t u t i o n .  

25. P e n s i o n  b e n e f i t s  p a y a b l e ,  

26. C u r r e n t  awards o f  p e n s i o n  
b e n e f i t s  p a y a b l e  t o  v e t e r a n s  
s h o u l d  be  i n c r e a s e d ,  r educed ,  
or d i s c o n t i n u e d  based upon 
c h a n g e s  i n  income and mari ta l  
or dependency s t a t u s .  

CONTROL TECHNIQUES 

. .  

25. See i t e m  17, p .  VIII-14. 

26. a .  See i t e m  17, p. VIII-14 
e x c e p t  f o r  r e v i e w  board 
d e c i s i o n s  on r e e v l u a t i o n s .  

b.  Annual e l i g i b i l i t y  
q u e s t i o n n a i r e .  

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

25. Same as 24. 

26. Same as 24. 
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CONTROL OBJECTIVES 

27. Death pension benefits payable 
to survivors should be 
established in accordance with 
the maximum rates set forth in 
prescribed rate tables and 
reduced by the countable 
income of the surviving spouse 
and/or dependent children? as 
applicable. 

28. Current awards of death 
pension benefits payable to 
survivors should be increased I 
reduced, or discontinued based 
upon changes in income or 
dependency status. 

29. Pension benefits should be 
discontinued, or apportioned 
to dependents? for any 
beneficiary imprisoned in a 
federal, state, or local penal 
institution as a result of a 
conviction of a felony or 
misdemeanor beginning 61 days 
after imprisonment begins and 
ending when imprisonment ends. 

Compensation, DIC, and pension 
benenfit amounts payable 

3 0 .  Compensation or pension 
benefits payable to a veteran 
who is rated incompetent by 
the VA due to mental illness, 

CONTROL TECHNIQUES 

27. See item 14, p. VIII-13. 

28. a. See item 14, p. VIII-13 
except for rating board 
decisions on 
reevaluations. 

b. Annual income 
questionnaire. 

29. a. Documented policies and 
procedures for 
discontinuing or 
apportioning and 
subsequently resuming 
benefits payable to 
incarcerated veterans or 
survivors. 

b. Supervisory review of 
benefit applications and 
processing results . 

c. Annual eligibility 
questionnaire. 

30. a. Documented policies and 
procedures for reducing, 
discontinuing I and 
resuming benefits payable 

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

27. Same as 24. 

28. same as 2 4 .  

29. same as 24. 

30.  Same as 24. 
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CONTROL OBJECTIVES 

who h a s  n e i t h e r  d e p e n d e n t  
s p o u s e ,  c h i l d ,  n o r  p a r e n t ,  and 
who is h o s p i t a l i z e d  by t h e  VA 
a t  g o v e r n m e n t  e x p e n s e  s h o u l d  
be r e d u c e d  or d i s c o n t i n u e d  i n  
a c c o r d a n c e  w i t h  VA 
r e g u l a t i o n s .  

31.  P e n s i o n ,  c o m p e n s a t i o n ,  or D I C  
b e n e f i t s  s h o u l d  n o t  b e  
a u t h o r i z e d  a f t e r  a c h i l d  h a s  
e lected t o  r e c e i v e  VA 
e d u c a t i o n a l  a s s i s t a n c e  ( 3 8  USC 
3 5 )  o r  i f  t h e  c h i l d  is t o t a l l y  
s u p p o r t e d  i n  a n  e d u c a t i o n a l  
program a t  f e d e r a l  gove rnmen t  
e x p e n s e .  

32 .  The  e f f e c t i v e  d a t e s  o f  
c o m p e n s a t i o n ,  D I C ,  and  p e n s i o n  
awards, c h a n g e s  i n  awards ,  and 
d i s c o n t k n u a n c e s  o f  awards 
s h o u l d  be e s t a b l i s h e d  i n  
a c c o r d a n c e  w i t h  p r e s c r i b e d  
r e g u l a t i o n s  and p o l i c i e s .  

CONTROL TECHNIQUES -- 

to  v e t e r a n s  rated 
i n c o m p e t e n t  by  t h e  VA. 

b. S u p e r v i s o r y  r e v i e w  o f  
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e s u l t s  . 

3 1 .  a. Documented p o l i c i e s  and 
p r o c e d u r e s  f o r  p r e c l u d i n g  
t h e  payment o f  b e n e f i t s  to 
d e p e n d e n t  c h i l d r e n  who are  
r e c e i v i n g  VA e d u c a t i o n a l  
a s s i s t a n c e .  

b. S u p e r v i s o r y  r e v i e w  o f  
b e n e f i t  c a l c u l a t i o n s  and 
p r o c e s s i n g  r e s u l t s  . 

c. Annual e l i g i b i l i t y  

32. a. Documented p o l i c i e s  and 

q u e s t i o n n a i r e .  

p r o c e d u r e s  f o r  r e v i e w i n g  
and a p p r o v  i n g  b e n e f i t  
a p p l i c a t i o n s .  

b. Documentary e v i d e n c e  t o  
s u p p o r t  e f f e c t i v e  
e n t i t l e m e n t  areas.  

c. S u p e r v i s o r y  r e v i e w  of 
p r o c e s s i n g  r e s u l t s .  

d .  Q u a l i t y  c o n t r o l  r e v i e w s .  

R I S K S  RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 

31. Same a s  24 .  

32. Same as 24 .  
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CONTROL O B J E C T I V E S  

3 3 .  Amounts d u e  f o r  c o m p e n s a t i o n ,  
D I C ,  and  p e n s i o n  b e n e f i t s  
s h o u l d  be a c c u r a t e l y  and 
p r o m p t l y  r e p o r t e d .  

CONTROL TECHNIQUES 

e .  Annual e l i g i b i l i t y  
q u e s t i o n n a i r e .  

3 3 .  a.  L i m i t e d  access to d a t a  
f i l e s .  

b. Review o f  b e n e f i t  payment 
c a l c u l a t i o n s .  

c. S u p e r v i s o r y  r e v i e w  o f  
p r o c e s s i n g  and r e p o r t i n g  
r e s u l t s .  

d .  Def ined  r e p o r t i n g  
p r o c e d u r e s .  

e .  T r a i n e d  p e r s o n n e l .  

f .  Management r e v i e w  o f  
program r e s u l t s .  

r esu l t s .  
g .  Q u a l i t y  c o n t r o l  o f  p rogram 

C L A S S I F I C A T I O N  

1 .  C l a i m '  t r a n s a c t i o n s  and 
a d j u s t m e n t s  s h o u l d  be 
summar ized  e a c h  p e r i o d  and 
c l a s s i f i e d  f o r  r e p o r t i n g  i n  
a c c o r d a n c e  w i t h  payment 
p o l i c i e s .  

Reports s h o u l d  b e  p r e p a r e d  
a c c u r a t e l y  and p r o m p t l y ,  and 
o n  a c o n s i s t e n t  b a s i s  t h a t  

1 .  a .  Def ined  p r o c e s s i n g  
p r o c e d u r e s .  

b. P r o c e s s i n g  s c h e d u l e  
t i m e t a b l e .  

c. S u p e r v i s o r y  and management 
r e v i e w s  o f  r e p o r t s .  

R I S K S  RESULTING FROM F A I L U  !m 
ACHIEVE CONTROL O B J E C T I V E S  

3 3 .  Same a s  2 4 .  

1 .  a .  Unrepor t ed  b e n e f i t  
payments  . 

m i s s t a t e d  due  to i n c o r -  
r e c t l y  coded  t r a n s a c t i o n s ,  
imprope r  p r o c e s s i n g  c u t o f f  
d a t e s ,  and o m i t t e d  or 
d u p l i c a t e  claim 
t r a n s a c t i o n s .  

b. Program r e p o r t s  may be 
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CONTROL OBJECTIVEE 

a d e q u a t e l y  p r e s e n t s  t h e  
i n f o r m a t i o n  t h e  reports p u r -  
por t  to d i s p l a y .  

2 .  R e c o r d e d  b a l a n c e s  of 
c o m p e n s a t i o n  a n d  p e n s i o n  
b e n e f i t s  p a y a b l e ,  as w e l l  a s  
a d j u s t m e n t s ,  s h o u l d  be 
p e r i o d i c a l l y  s u b s t a n t i a t e d  and 
e v a l u a t e d .  

CONTROL TECHNIQUES 

d .  Automated  p rogram 
r e p o r t i n g  s y s t e m .  

2.  a. P o l i c y  s h o u l d  p r o v i d e  t h e  
p r o c e d u r e s  and  t h e  
o r g a n i z a t i o n a l  s t r u c t u r e  , 
a n d / o r  o t h e r  i n s t r u c t i o n s  
t h a t  d e s c r i b e  how t h e  
s u b s t a n t i a t i o n s  and  
e v a l u a t i o n s  s h o u l d  be  
p e r f o r m e d .  

b. Compar i son  of r e c o r d e d  
amoun t s  w i t h  s u b s e q u e n t  
t r a n s a c t i o n s  a n d  p r e d i c t e d  
a m o u n t s .  

c .  Q u a l i t y  c o n t r o l  r e v i e w s .  

PHYSICAL SAFEGUARDS 

1 .  Access to c o m p e n s a t i o n  and 
p e n s i o n  claim f i l e s ,  KeCOrdS, 
and  c r i t i c a l  f o r m s  s h o u l d  be 
a d e q u a t e l y  c o n t r o l l e d  and  p e r -  
m i t t e d  o n l y  i n  a c c o r d a n c e  w i t h  
management  p o l i c y .  A l s o ,  ac- 
cess to  p r o c e s s i n g  areas  and 
p r o c e s s i n g  p r o c e d u r e s  s h o u l d  
b e  p e r m i t t e d  o n l y  i n  a c c o r d -  
a n c e  w i t h  managemen t ' s  c r i -  
t e r i a  to  p r e c l u d e  t h e  unau- 
t h o r i z e d  e s t a b l i s h m e n t  o f ,  or  

1. a. Clear  s t a t e m e n t s  of 
c r i t e r i a  and  p o l i c i e s .  

b. S e g r e g a t i o n  of 
r e s p o n s i b i l i t i e s .  

c. R e s t r i c t i o n  o f  access to 
t h e  d a t a  base s u c h  as 
l i m i t i n g  o n - l i n e  access to 
c o m p u t e r  f i l e s  t h r o u g h  t h e  

RISKS RESULTING FROM FAILURE TI 
ACHIEVE CONTROL OBJECTIVES 

c. B u d g e t a r y  c o n t r o l s  may bt 
weakened .  

2. EKKOKS or o m i s s i o n s  may go  
u n d e t e c t e d  or u n c o r r e c t e d .  

1 .  a.  Records may be d e s t r o y e d  
or l o s t .  

b. u n a u t h o r i z e d  p e r s o n n e l  ma 
m i s u s e  OK a l t e r  r e c o r d s  t 
t h e  d e t r i m e n t  o f  t h e  VA. 
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CONTROL OBJECTIVES 

changes  made to c l a i m s  and 
b e n e f i t  payments.  
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CONTROL TECHNIQUES 

use of passwords ,  t e r m i n a l  
l o c k s ,  or d a t a  b a s e  man- 
agement sys t ems  
f a c i l i t a t e s .  

d. P e r i o d i c  i n t e r n a l  
compliance a u d i t s .  

e .  S i g n a t u r e  f i l e s  f o r  
a u t h o r i z e d  p e r s o n n e l .  

f .  p r o v i s i o n s  f o r  r e a s o n a b l e  
p r o t e c t i o n  a g a i n s t  compro- 
mise of  r e c o r d s  i n  d a t a  
p r o c e s s i n g  f a c i l i t i e s .  

VI 11-23 

RISKS RESULTING FROM FAILURE TO 
ACHIEVE CONTROL OBJECTIVES 
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