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FOREWORD

GAO has developed an audit approach entitled "Controls and
Risk Evaluation (CARE) Audit Methodology to Review and Evaluate
Agency Accounting and Financial Management Systems" to

--identify and evaluate the adequacy of controls in the

accounting systems of the agency, and

-~-determine the degree of conformance of these systems

with the Comptroller General's accounting principles,
standards, and other requirements.
The GAO staff who perform these audits will develop a body of
specialized knowledge about the agency's financial mangement
systems, which, along with the workpaper files, will be of
significant benefit in similar future reviews.

It is important to note that the work steps and procedures
in this audit approach should not be applied rigidly or arbitra-
rily. The auditor must not only exercise professional judgment
and assess the relevance and appropriateness of program steps to
the specific situation but aléo add, modify, or delete steps as
necessary.

The publication is comprised of an executive summary, a

work program, and a series of eight appendixes. The executive



summary is for top financial management and audit executives who
want an overview of the methodology. The work program is for
operational financial management and audit staffs who manage the
reviews and evaluations of systems. The appendixes provide
detailed guidance to financial management and audit staff who
review and evaluate systems,

Most accounting systems are automated. To assist in eval-
uating the general and application controls in these systems,
evaluation questionnaires and checklists are included in the
appendixes. They are drawn from the 1981 GAO audit guide "Eval-
uating Internal Controls in Computer-Based Systems." When users
of the CARE methodology have questions about how to use these
appendixes, they should consult the 1981 guide.

Currently, GAO is testing and refining a methodology for
auditing computer-based systems in order to revise and update
the 1981 guide. When this work is completed, GAO will seek the
comments of the audit community. The revised guide will comple-
ment the CARE approach and may be incorporated in the CARE
manual.

The CARE methodology is complex, reflecting the increasing
complexity of contemporary federal accounting systems. There-
fore, GAO believes auditors and ADP specialists should be
trained in the CARE methodology in order to apply it effec-
tively. GAO's Office of Organization and Human Development
offers a basic CARE course on a regular basis, Additional

CARE-related courses are being developed.
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We are grateful to the government officials, professional
organizations, public accounting officials, and other members of
academic and financial communities who provided us valuable
assistance through their comments on our exposure draft. We
welcome the additional comments that experience in using the
manual will generate. Please direct your correspondence to
Mrs. Virginia Robinson, Associate Director, Accounting and
Financial Management Division, Room 6015, General Accounting

Office, 441 G Street NW, Washington DC, 20548.

Frederick D. Wolf
Director
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CARE AUDIT METHODOLOGY TO
REVIEW AND EVALUATE AGENCY
ACCOUNTING AND FINANCIAL
MANAGEMENT SYSTEMS

OVERVIEW

Public policy of our country, expressed in law,
requires the internal control and accounting
systems of the executive branch agencies to be
effective and of high quality. The General
Accounting Office (GAO) has developed this audit
methodology for determining conformance with this

policy.

LEGAL REQUIREMENTS

Public policy on internal control and accounting
systems is embodied in the provisions of the
Accounting and Auditing Act of 1950 and the Federal
Managers' Financial Integrity Act of 1982.
The 1950 act requires the head of each executive
agency to establish and maintain accounting and
internal control systems which provide
--full disclosure of financial activities;
-—-adequate financial information for agency

management;

ES-1



-—-effective internal controls over all funds,
property, and other assets; and

--reliable financial information for develop-
ment and support of budget requests, for
budget execution, and for Treasury central

accounting.

The 1950 act further requires that the accounting
systems conform to the accounting principles and
standards prescribed by the Comptroller General,

and directs GAO to review the systems periodically.

The Federal Managers' Financial Integrity Act of
1982 added significant provisions to the 1950 act.
The provisions strengthen the requirement for
effective internal controls. The act requires that
the Comptroller General develop standards for
agency internal controls and that agency controls
conform to the standards. The act further requires

that controls must meet the following objectives:

--obligations and costs comply with applicable
law;

--all assets are safeqguarded against waste,
loss, unauthorized use, and misappropriation;
and

--revenues and expenditures are recorded and
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accounted for properly so that accounts and
reliable financial and statistical reports may
be prepared and accountability of the assets

may be maintained.

The act requires agencies to perform reviews to
determine compliance with these requirements and
directs the Office of Management and Budget (OMB),
in consultation with the Comptroller General, to
develop guidelines for the reviews. Further, agen-
cy heads are to report to the President annually as
to whether or not their internal control systems
comply with the requirements, and whether or not
their accounting systems conform to the Comptroller

General's principles and standards.

GAO AND OMB REQUIREMENTS

The Comptroller General's standards for internal
control and the principles and standards for ac-
counting systems are contained in title 2 of the

GAO Policy and Procdures Manual for Guidance of

Federal Agencies, Additional requirements are in

other titles of the manual. The Comptroller
General's standards are consistent with and support

the objectives of internal control and accounting
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set forth in the law. OMB guidance for agency
reviews of their internal control systems is in OMB

Circular A-123, Internal Control Systems, and OMB's

Guidelines for the Evaluation and Improvement of

and Reporting on Internal Control Systems in the

Federal Government. The guidelines, developed in

consultation with GAO, support and are consistent
with the Comptroller General's standards and the
objectives of the law. Additional OMB guidance is
contained in OMB Circular A-127, Financial

Management Systems.

GAO AND AGENCY AUDITS

GAO, under its general mandate to review the opera-
tions of the executive branch, as well as its spe-
cific mandate to review accounting systems, plans
to audit the internal control and accounting
systems of the executive agencies. The objectives

of the audits are to determine

--whether internal controls conform to the
Comptroller General's standards and OMB
policy and guidelines for internal controls

and meet the objectives of the law,



. --whether accounting systems conform to the
Comptroller General's accounting principles
and standards and meet the objectives of the
law, and

--whether accounting systems effectively and
efficiently provide management--both internal
and external (the Congress, OMB, and Treas-
ury)--useful , timely, reliable, comparable,
and complete financial information needed for
effective and efficient management of public

financial resources and public programs.

A GAO audit methodology has been designed to meet
. these audit objectives. Further, GAO believes the
methodology is readily adaptable to the agencies'
own required internal control and accounting
systems reviews. Therefore, the methodology is
available to the federal community to be used at

its discretion.

GAO'S AUDIT METHODOLOGY-—-CARE

GAO calls this audit methodology "Controls and Risk
Evaluation (CARE)." It is adaptable to any orga-

nizational level--an entire agency, a major compo-
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nent of the organization, an operational unit, or
an individual system. A key feature of the method-
ology is its emphasis on risk assessment, which
greatly optimizes audit staff effectiveness. The
methodology is organized into four segments: (1)
general risk analysis, (2) transaction flow review,
(3) compliance testing, and (4) substantive test-
ing. The work performed in each succeeding segment

is based on the results of the preceding one.

GAO emphasizes that effective use of the method-
ology requires a large measure of knowledge, train-
ing, and professional judgment in both accounting
and ADP. The methodology is not to be viewed as a

rigid or arbitrary checklist approach.

The results of the auditor's efforts and the know-
ledge gained about an agency and its systems will
remain a valuable source of information for similar

jobs in the future.

GENERAL RISK ANALYSIS

In the general risk analysis segment of CARE, the
auditor acquires an overview of the unit's activity

to include such items as its mission and opera-
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tions, its organization, and its funding. Also,
the auditor will gain an understanding of the gen-
eral control environment, including general con-
trols over computer operations. Further, the audi-
tor acquires a general understanding of the overall
financial management process, including the role of
the accounting system in support of budgeting and
other financial management activities, and identi-
fies the component systems comprising the complete

accounting system.

The auditor then applies a number of risk-ranking
factors to each system in order to identify the
systems of greatest risk--that is, vulnerability to
fraud, abuse, and mismanagement. This ensures
that scarce audit resources are focused on areas
where they can make the greatest contribution.
Factors considered include magnitude of funds in-
volved, potential impact of ineffective operation,
sources of input, degree of automation, known
problems, and recency of prior audits. The systems
with the highest risk rankings will be subjected to

further review.

Finally, for the systems selected for further re-
view, the auditor determines the relevant princi-

ples and standards and internal control objectives,
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TRANSACTION FLOW REVIEW

In the second segment of CARE, transaction flow
review and analysis, the auditor indentifies each
selected system's major types of transactions and
refines the internal control objectives. The audi-
tor then determines and documents, for each major
type of transaction, the flow of information
through the system. By analyzing the flow, the
auditor identifies the control techniques used and
determines whether they meet the system's control
objectives, including conformance with all relevant
accounting standards. Further, the auditor is
alert for any inefficiencies in the automated data

processing system.

This study provides the auditor an understanding of
the internal control strengths and weaknesses of
the systems. This, in turn, gives the auditor a
basis for further ranking the systems in terms of
the reliance that can be placed on them. Based on
this ranking, the auditor selects systems for com-

pliance testing, the third segment of CARE.
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COMPLIANCE TESTING

In the third segment of CARE, compliance tests and
analysis, the auditor determines whether the pro-

cesses and controls identified in transaction flow
review actually operate and function as understood

and intended.

For each automated system to be tested, tﬁe auditor
designs a set of test transactions. The test
transactions are of two broad types--valid and
invalid or improper. The valid transactions
contain no errors., They are entered into the
system to determine whether valid transactions will
process through to completion of the cycle.

Invalid or improper transactions are designed to
contain errors. The auditor enters these transac-
tions to determine whether the system actually

identifies and rejects them.

For a manual system or for any manual part of an
automated system, the auditor "walks" actual
transactions through the manual processes. This

involves interviewing the individuals who handle
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transactions, observing the procedures followed,
and examining applicable records. Through this
exercise, the auditor systematically verifies that
the control techniques, identified in the transac-
tion flow review segment, actually operate and

function as understood and intended.

Based on the results of compliance testing, in com-
bination with the results of transaction flow re-
view, the auditor will form an overall opinion of
the system and its internal controls and recommend,
where appropriate, corrective action. 1In addition,
after considering the potential impact of any devi-
ations from these requirements, as well as the
agency's planned corrective actions, the auditor
may decide to perform substantive testing, the

fourth segment of CARE.

SUBSTANTIVE TESTING

In the fourth segment of CARE, substantive tests
and analysis, the auditor determines the practical
impact of deviations from standards and other
requirements. This involves determination of, for

example, the extent of any dollar losses or the
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extent to which reports are unreliable. The tests
can provide additional support for the recommenda-
tions resulting from compliance testing, or a basis

for withdrawal or revision of the recommendation.

For this segment, audit steps must be tailored to
the specific situation. As a generalization, how-
ever, this segment tests actual agency transactions
and examines related records, files, and reports.
Also, computer assisted audit techniques are an
invaluable tool for this segment. As a result of
this segment, GAO will, as a general rule, report
the deviations and their impact to the agency head,

together with GAO's recommendations for correction.

ORGANIZATION OF THE MANUAL

GAO's CARE manual consists of a main body, contain-

ing eight sections, and a set of eight appendizxes.

The main body is organized as follows:

--Section 1 - Introduction,

--Section 2 - Federal agency financial
management and federal agency accounting
systems—--what they are and how they relate

to a CARE audit.
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--Section 3 - Interrelationship of control
objectives, accounting principles and
standards, and internal controls.

--Section 4 - General risk analysis segment--
objectives, scope, work steps, and work
products.

--Section 5 - Risk ranking of systems,

--Sections 6, 7, and 8 - Transaction flow
review, compliance testing, and substantive

testing segments, respectively.

The appendixes are organized as follows:

--Appendixes I through IV - Key policy issu-
ances--OMB's Circular A-123, the Comptroller
General's internal control standards, the
Financial Integrity Act, and a bibliography
of requirements.

--Appendix V - Quick reference guide to the
work steps.

--Appendix VI - Documentation of a CARE audit.

~-Appendix VII - Control objectives and
techniques.

~=Appendix VIII - Examples of control

objectives and related control techniques.
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Presenting the work steps, documentation, and
control objectives materials as appendixes facili-
tates the auditor's extracting and reproducing them

for inclusion in individual audit workpapers.
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SECTION 1

INTRODUCTION

The requirements for effective agency internal controls and
accounting systems are promulgated in both law and government-
wide policy statements. Key laws and policy statements are the
Budget and Accounting Procedures Act of 1950 (31 U.S.C. 3500),
the Federal Managers' Financial Integrity Act of 1982 (Public Law

97-255)(see appendix II), GAO's Policy and Procedures Manual for

Guidance of Federal Agencies, and Office of Management and Budget

(OMB) Circular A-123, Internal Control Systems. (See appendix I.)

The Budget and Accounting Procedures Act of 1950 makes each
agency head responsible for establishing and maintaining adequate
systems of accounting and internal control. The systems are re-
quired to conform to the accounting principles, standards, and
other requirements prescribed by the Comptroller General. The
principles and standards are set forth in title 2 of the GAO
manual, Other titles of the manual contain additional
requirements.

In October 1981, OMB issued Circular A-123, which requires
each executive agency to develop and maintain adequate systems of
internal control. A-123 prescribes several actions agencies must
take to evaluate and strengthen their internal controls, The
Federal Managers' Financial Integrity Act of 1982 amended the

1950 act. The Integrity Act requires each agency to make



periodic evaluations of its internal control systems and report
annually to the President and the Congress. The report is to .

state:

--whether or not its internal accounting and administrative
controls meet the Comptroller General's standards and the
objectives set forth in the act, and

--whether or not its accounting system conforms to the
Comptroller General's principles, standards, and related

requirements.

In addition, where the internal controls or the accounting
system do not meet the above criteria, the statement is to
describe planned corrective actions.
The Comptroller General's internal control standards are set ‘
forth in title 2 of the GAO manual. (See appendix III.)
OMB, in consultation with the Comptroller General, developed
guidelines for agencies to use in evaluating their systems of
internal accounting and administrative control. These are set

forth in OMB's December 1982 Guidelines for the Evaluation and

Improvement of and Reporting on Internal Control Systems in the

Federal Government.

CONTROL STRUCTURE OF THE FEDERAL GOVERNMENT

Control over the federal government and its program, admin-

istrative, and financial operations is carried out on both a
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governmentwide level and an individual agency level. 1In order to
control federal operations effectively, the control techniques

implemented at each level must complement one another.

EFFECTIVE SYSTEMS--KEY TO GOVERNMENTWIDE
AND AGENCY-LEVEL CONTROL

Governmentwide controls are based on the separation of
powers between the legislative and executive branches of the
federal government. As shown in figure 1 on the next page, the
legislative and executive branches establish goals and objectives
to control governmentwide planning and programming.

The Congress sets federal program and administrative goals
and provides the resources needed to achieve these goals to the
executive branch agencies through (1) laws authorizing specific
programs and administrative responsibilities for the agencies,
and (2) appropriation acts to provide them with needed resources.

The Congress obtains information on the results of opera-
tions and the use of resources through information supplied by
the agencies, other organizations, and individuals at oversight
and appropriation hearings. Based on this information, the Con-
gress can judge whether the agencies stayed within authorized
goals and resource constraints.

The executive branch can only conduct operations the
Congress authorizes and must stay within resource limits the Con-
gress sets in appropriation acts. The executive branch central
management agencies ensure that all agencies stay within these

limits. These control agencies are the Office of Management and
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Budget, the Office of Personnel Management, Department of the
Treasury, and the General Services Adminstration,

The central management agencies promulgate policy,
procedures, and regulations and allocate resources to guide and
control executive agency operations. This guidance is based on
laws, including appropriation acts, passed by the Congress and
signed by the President. The central management agencies also
receive routine reports from the agencies on the results of
operations, which they use to ensure that the agencies comply
with central direction and stay within resource allocations. The
central management agencies report to the President and the
Congress.

The governmentwide controls will work effectively only if
the Congress and the central management agencies receive current,
complete, and accurate information on prior program and
administrative accomplishments. The Congress also needs to know
the financial results of operations to support the appropriation
process and to carry out its oversight responsibilities.
Similarly, the central management agencies must also receive
reliable information to carfy out effectively their central
management functions.

The primary source of the information needed by the Congress
and the central management agencies is from the agencies that
carry out authorized programs. Consequently, controls at the
individual agency level should focus on ensuring that reliable,
timely, and accurate information is recorded and reported. This
includes information on program accomplishments as well as

financial results of operations.
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Additional governmentwide controls are provided through
federal audit agencies. Specifically, GAO in the legislative
branch and the inspectors general in the executive branch help
provide assurance that federal operations and related use of re-
sources conform to national goals and objectives. However, their
audits are no substitute for reliable, timely, and accurate
information, which is needed for effective control over
operations and resources by agency level management.

Reliable and timely historical financial information is the
key to effective control at both the governmentwide and agency
level. The basic sources of this information are the agencies'
budget, accounting, and other financial management information
systems. To be successful, these systems must include effective
manual and/or automated procedures--control techniques--over the
capturing, recording, summarizing, and reporting of information.
The controls of these systems are the focus of our efforts to

improve control over government operations.

OVERVIEW OF GAO'S CARE AUDIT METHODOLOGY

GAO has developed an audit methodology entitled CARE, an
acronym for "Controls and Risk Evaluation (CARE) Audit Method-
ology to Review and Evaluate Agency Accounting and Financial
Management Systems" to (1) evaluate the effectiveness of
controls in agency-level accounting systems and the reliability

of the information they produce, and (2) determine conformance
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with the Comptroller General's accounting principles, standards,
and related requirements.

The CARE audit methodology is designed to guide the auditor
in evaluating the effectiveness of the control environment of an
individual agency, a major organizational component, an
operational unit, or a system. Once the scope of audit has been
decided--an entire agency, component operational unit, or
individual system--CARE guides the auditor in viewing the control
environment and management control system as they relate to all
aspects of the selected entity's operations. This is in accord
with OMB's Circular A-123 and the requirements of the Federal
Managers' Financial Integrity Act. For example, both CARE and
OMB require vulnerability (risk) assessments and internal control

reviews for all aspects of program and administrative operations.

STRUCTURE OF GAQ's CARE AUDIT METHODOLOGY

The CARE audit methodology provides a four segment approach
to the review and evaluation of an agency's accounting systems
and related control environment. The CARE audit segments are

(1) general risk analysis,

(2) transaction flow review and analysis,

(3) compliance tests and analysis, and

(4) substantive tests and analysis.
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Figure 2
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Figure 2 (cont'd)
Care Audit Approach
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Figure 2 portrays graphically the overall structure and
interrelationships of the four segments.

The work done in each succeeding segment builds on the
results of the work done in the preceding one. Upon completion
of all four work segments, CARE will result in (1) a permanent
file on the agency (or part of an agency selected for review)
that describes its financial management structure and its
internal control strengths and weaknesses, (2) a risk ranking of
the systems in the structure, (3) a determination as to whether
the accounting systems comply with GAO principles and standards,
and/or (4) a report to the agency or the Congress on major

weaknesses in the financial management systems.

General risk analysis

The overall objectives of the general risk analysis (GRA)
segment are to (1) identify the strengths and weaknesses in the
agency's general control environment and assess its overall ade-
quacy, (2) identify the individual systems that comprise the
financial management structure, and (3) select systems for fur-
ther review.

The general risk analysis segment of CARE focuses on several
steps:

--Understanding and documenting the overall mission;

specific program, administrative, and financial
responsibilities; authorized resources; and organizational

structure of the agency.



--Understanding and documenting the general control
environment of the agency to include general controls over
supporting computer operations. .
-~Identifying and documenting the financial management
structure of the agency including its supporting
accounting and budgeting systems.
--Initial risk ranking of the systems to aid in selecting
those to be reviewed in the next segment.
--Identifying the accounting standards, internal control
objectives, and other requirements that the selected

systems must satisfy.

Upon completion of the general risk analysis segment, an
initial financial management systems profile of the agency is
developed and a validated inventory of systems for the

transaction flow review and analysis segment are determined. .

Transaction flow review and analysis

The overall objectives of the transaction flow review and
analysis (TFRA) segment are to (1) identify the internal control
strengths and weaknesses in the systems selected for review, (2)
identify major inefficiencies in systems' use of ADP resources,
and (3) complete a final risk ranking of selected systems based
on the internal control strengths and weaknesses identified.

The transaction flow review and analysis segment focuses on

-~-identifying and documenting the flow of transaction

information through the systems by using flowcharting

techniques, .
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~-identifying and documenting the internal control
techniques included in the systems,

—--evaluating the effectiveness of the internal control
techniques in satisfying the accounting principles and
standards, internal control objectives, and other
requirements established for the systems in the general
risk analysis segment,

-~identifying and documenting the systems' internal control ,
strengths and weaknesses, and

--identifying and documenting any major inefficiencies noted
in the use or management of ADP and other resources used
by the systems.

Upon completion of the transaction flow review and analysis

segment, the auditor should have

--a preliminary assessment as to whether system design and
procedures and control techniques identified in agency
documentation satisfy accounting principles and standards;

--a summary for each system reviewed describing its purpose,
inputs, files and outputs, ADP equipment used, costs,
internal control strengths and weaknesses, and flow of
information through the system;

--the final risk ranking of the systems based on assessment
of the strengths and weaknesses:

--recommendations, if appropriate, for separate jobs to
review any major inefficiencies noted in the use or
management of ADP and other resources; and

--selection of systems for compliance tests and analysis.
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Compliance tests and analysis

The overall objective of the compliance tests and analysis
segment is to determine whether each selected system captures,
records, processes, and reports financial transactions in
conformance with the Comptroller General's accounting principles,
standards, and other requirements, and whether the system meets
its internal control objectives. The results will provide the
basis for GAO to plan further systems work at the agency.

Compliance tests involve processing through a system test
transactions covering the full range of manual and automated
transactions that the system is designed to process. This
involves processing test transactions containing both valid and
invalid information.

The compliance tests and analysis segment focuses on

—--verifying that the internal control techniques, identified

in the transaction flow review and analysis segment, actu-
ally are present and function as designed, and

-~determining the extent to which the systems will process

erroneous information, based on the internal control weak-
nesses identified for each system during the transaction
flow review and analysis segment.

Upon completion of the segment, a decision is made whether
to proceed with substantive testing. The decision is based on
the results of the compliance tests and the willingness of the

agency to implement our recommendations.
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If the compliance tests indicate the system conforms in all
material respects to GAO's principles, standards, and other
requirements, and meets internal control objectives, the audit is
closed out with a letter to the agency head.

If the results of the compliance tests and analysis indicate
the system deviates from these requirements and the agency agrees
with our findings and recommendations, the audit is normally
closed out with a report to the agency and/or the Congress
showing our recommendations for improvements.

If the agency does not agree with our findings and

recommendations, the auditor proceeds with substantive testing.

Substantive tests and analysis

The overall objectives of the substantive tests and analysis
(STA) segment are to (1) determine whether erroneous transactions
have occurred, along with financial loss or other adverse
effects, which resulted from inadequate controls, (2) provide
additional support for the corrective recommendations resulting
from compliance tests and analysis, or (3) provide the basis to
revise or withdraw the recommendation.

Upon completion of the segment, we will report to the agency
head and/or the Congress (1) the material deviations from
requirements, (2) the adverse effect on financial operations, and

(3) our recommendations for corrective action.,
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SECTION 2

FEDERAL AGENCY FINANCIAL MANAGEMENT
AND FEDERAL AGENCY ACCOUNTING SYSTEMS--
WHAT THEY ARE AND HOW THEY RELATE TO A CARE AUDIT

The Budget and Accounting Procedures Act of 1950 defines
federal agency financial management as including the functions
of budgeting, accounting, financial reporting, and auditing.

The 1956 amendment to the 1950 act requires that agency account-
ing systems support agency management control systems. Conse-
quently, accounting is considered an integral part of financial
management and accounting systems must support the management
control systems for the budgeting, accounting, financial report-
ing, and auditing functions.

Building on the concepts in the 1950 act, GAO and the CARE
audit approach consider an agency's financial management func-
tion to encompass four interrelated activitiesl:

--planning and program development,

--budget formulation and presentation,

--budget execution and accounting, and

--audit and evaluations,

The financial management function, and its four component
activities, in a federal agency are depicted graphically in
figure 3.

TManaging the Cost of Government - Building an Effective

Management Structure (GAO/AFMD-85-35 and 35-A,
February 1985).
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Figure 3
The Financial Management Process
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Figure 3 illustrates the iterative aspects

management function, Each activity is to some extent driven by

the activity preceding it in the cycle. The

results of audits

and evaluation affect plan and program development, which in

turn drives budget formulation and presentation. Budget execu-

tion and accounting is, in turn, affected by
and presentation. The cycle is completed as
tions are performed of the effectiveness and
execution and accounting.

The accounting system, under the budget

counting activity, is critical to the entire
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ment function. It provides the information needed by the entire
function.

The key role of an agency's accounting system was
highlighted in the Comptroller General's April 18, 1983,
definition of a complete agency accounting system enclosed in
his letter to Heads of Departments and Agencies. This
definition stated:

"A complete accounting system...is one established to
assist in the financial management functions of budget
formulation and execution, proprietary accounting, and
financial reporting. It is the total structure of
methods and procedures used to record, classify, and
report information on the financial position and opera-
tions of a governmental unit or any of its funds, bal-
anced account groups, and organizational components.
Accounting systems shall be comprised of the various
operations involving the authorizing, recording, classi-
fying, and reporting of financial data related to reve-
nues, expenses, assets, liabilities, and equity."

In most agencies, the complete accounting system is
comprised of a number of interrelated component subsystems,
These include (1) a general ledger/administrative control of
funds subsystem, (2) financial reporting subsystems, and (3) a
number of subsystems that account for and control specific
assets and liabilities and authorize the use of, account for,
and control the agencies' funds and other resources. When taken
together, these component systems authorize, record, classify,
and report financial data related to revenues, expenses, assets,
liabilities and equity, and, in so doing, support the financial
management process.

Figure 4 illustrates this key role of an agency's

accounting system.
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Figure 4

The Role Of The Budget Execution And Accounting Systems .
in The Financial Management Function
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Transaction Information

Public and Private Entities outside the Federal Agency

In recognition of the importance of the accounting system

to the financial management function, CARE provides guidance for
identifying the component systems comprising the accounting
system, determining their interrelationships, and evaluating

their effectiveness in support of the four activities. .

2-4



. Specifically, the CARE methodology requires the audit staff to
include in the work scope systems that

--support development of budget requests,

~--develop costs of program and administrative operations,

--prepare financial reports,

--maintain general ledger accounts and administratively
control funds, and

~--support summary information in general ledger accounts,
including systems that:

--account for and control specific assets and liabilities
such as cash, loans receivable, personal property, and
accounts payable;

-—-account for and control revenue and other cash

‘ receipts.

~-—-authorize, account for, and control application of
agency resources to payrolls, grants, loans, and other
purposes.

—--manage liabilities.

--account for and control appropriated funds.

Additionally, for governmentwide financial controls
(discussed in section 1) to be effective, the executive branch
central management agencies must receive reliable information
from agencies' accountiné systems, Figure 5, on the next page,

shows the relationship between governmentwide and agency
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level financial management requirements and controls. CARE
includes in its scope, evaluation of the reliability of the

information developed for the central management agencies.

In summary, CARE is designed to encompass the agency's
accounting system and its manual and/or automated subsystems
that capture, record, summarize, and report financial
information needed to support the financial management process.
A CARE audit

--identifies the component systems (subsystems) comprising

an agency's accounting systenm,

~-determines their interrelationship--that is, the

information exchanges among them, and

--determines the flow of information within the subsystems,

together with the internal controls and their
effectiveness.

Further, CARE guides auditors in determining whether the
accounting system and its component subsystems provide managers
with the relevant, timely, complete and accurate financial
information needed to effectively carry out their financial
management responsibilities under the four activities comprising

the financial management process.
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KEY POINTS:

--A complete accounting system, under the budget execution
and accounting activity, encompasses the total system
structure to record, classify, and report an agency's
financial information,

--The financial management process, to be reliable, must
use the accounting system information for planning
and program development, budget development and presen-
tation, budget execution and accountability, and audit
and evaluation.

--Agency-level financial controls must be effective for
governmentwide financial controls to work.

-~-CARE is a systems audit approach to determine the
adequacy of an agency's complete accounting system, in
both its manual and automated aspects.
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SECTION 3

INTERRELATIONSHIP OF CONTROL OBJECTIVES,
ACCOUNTING PRINCIPLES AND STANDARDS,
AND INTERNAL CONTROLS

The CARE audit methodology is structured to (1) identify
the financial transactions initiated and processed by an agency
based on its budget authority and program and administrative
functions, (2) group similar transactions into transaction
cycles, (3) identify the agency accounting systems that process
transactions in the identified cycles, and (4) identify the
internal control objectives for agency systems and evaluate the
system's control techniques in achieving control objectives.

An agency]s financial transactions are determined by its
authorized program and administrative functions and by its
budget authority. The identified financial transactions can be
grouped into transaction cycles to facilitate further analysis.

An individual agency's accounting system should be designed
to process, control, and report on the financial transaction
cycles determined by its program and administrative functions.,
An agency, for example, that administers grant programs will
generate many transactions related to the funding of grants.
These transactions could be grouped into a grant cycle. Another
agency resdnsible for enforcing federal regulations may
primarily generate procurement and salary transactions. These

transactions could be grouped into an expenditure cycle.



Each accounting system will be made up of different subsystems .
designed to process, control, and report on the different types
of financial transactions in the transaction cycles identified
for that agency.
Most agencies perform certain common administrative
functions and, therefore, to a great extent generate and process
the same kind of financial transactions. As a result, several
transaction cycles are common to most federal agency accounting
systems,
Practically all agencies operate systems to process,

control, and report on the transaction cycles listed below.

TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS

Expenditure Receipt of goods and services for
application to program and
administrative operations.

Personnel /Payroll Hiring, promotion, termination, and
payment of employees.

Receivable Issuance of advances. Delivery of
reimbursable goods and services.

Cash Disbursement. Collection and deposit
of cash receipts.

Asset Acquisition, storage, and use of
supplies. Acquisition, use, and

disposition of equipment.




TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS

Liability Receipt of goods and services (not yet
paid for).
Administrative Commitment and obligation of funds

control of funds

Budget formulation Preparation of the budget request

Reporting Preparation, distribution, and use of
reports for agency financial
management

Since agency accounting systems are either partially or
fully automated, the CARE audit methodology includes an
agencywide automatic data processing (ADP) cycle. For ADP
operations, general control features are needed and are
implemented to control overall computer operations. These
controls affect all the agency's automated accounting systems.
Therefore, the CARE audit methodology includes guidance to help
the auditor identify and evaluate general control objectives and

techniques for the ADP cycle.

IDENTIFY TRANSACTIONS, TRANSACTION CYCLES,
ACCOUNTING SYSTEMS
AND RELATED BUDGET AUTHORITY

An agency's detailed budget request is included in the
President's annual budget reguest sent to the Congress and in-
cludes the amount of funding requested for each of the agency's

authorized programs and administrative functions. The specific



transactions, transaction cycles, and accounting systems ‘
for a particular agency must be related to the line items in the

detailed budget authority resulting from the request. The

reconciliation of transactions, cycles, and systems to budget

line items should ensure that all types of agency transactions

are identified.

Relating agency transactions, cycles, and systems to
budget authority is done by
--listing all the transactions-—-economic events--an agency
must initiate to execute its budget authority,
--relating the transactions to the transaction documents
that must be initiated to evidence their occurrence,
--grouping related transactions into cycles, and .
-~relating the cycles to the systems comprising an
agency's overall accounting system that captures,

records, processes, and reports on the transactions.

The following table presents an example of this analysis.

ECONOMIC TRANSACTION ACCOUNTING
EVENT DOCUMENT CYCLE SYSTEM(S)
Hiring an SF 50; Notice Personnel/ Personnel/
employee of personnel Payroll Payroll
action

Accrual of Time and at- Personnel/ Personnel/
an em- tendance Payroll Payroll
ployee's record

earnings



ECONOMIC TRANSACTION ACCOUNTING

EVENT DOCUMENT CYCLE SYSTEM(S)
Obligation Notifica- Grant Grant Man-
of grant tion of agement/
funds grant award Administra-

tive Con-

trol of Funds

After all economic events cycles, and agency accounting
systems have been related to the agency's detailed budget
authority, the audit staff develops the list of component
systems comprising the agency's complete accounting system.

The auditor will identify control objectives for selected
systems and the control techniques for ensuring that the control

objectives are met.

IDENTIFY CONTROL OBJECTIVES FOR
THE AGENCY'S ACCOUNTING SYSTEM

The Comptroller General has issued federal accounting

standards and other requirements in GAO's Policy and Procedures

Manual for Guidance of Federal Agencies. In the context of a

CARE audit, these requirements are control objectives which must
be met. Appendix VII outlines some of these requirements.
Control objéctives are also set forth in laws that estab-
lish specific programs--primarily entitlement, benefit payments,
and grant programs. The audit staff must, based on the programs
assigned a particular agency, identify the specific laws that

created the programs in order to identify control objectives



included or implicit in these laws. Appendix VIII presents as .
an example, the unigque control objectives for the Veterans
Administration's Compensation and Pension Programs.

Once the control objectives for an agency's accounting
system have been identified and documented, they become the
criteria against which the operations of the accounting system

will be evaluated.

IDENTIFY AND EVALUATE CONTROL
TECHNIQUES IN AN AGENCY'S
ACCOUNTING SYSTEM

The control objectives provide the criteria under which an
agency's accounting system must operate to meet standards and
other requirements. An agency's accounting system must include .
control techniques--internal control procedures which operate to
ensure that control objectives are met.

Internal control procedures are those procedures in an
accounting system used to provide reasonable assurance that the
identified internal control objectives are met. Not all proce-
dures are internal control procedures. Many procedures are for
the purpose of accomplishing a system's required processing,
i.e., capturing, recording, and reporting financial trans-
actions. CARE requires the auditor to trace a transaction
through its complete set of procedures, in order to understand
how the internal control procedures fit in and serve their con-

trol purpose.
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The primary objective of a CARE audit is to determine if
internal control procedures provide reasonable assurance that
system control objectives are being met. Upon completion of the
audit, the auditor should be able to conclude whether or not the
systems reviewed satisfy, in all material respects, GAO's ac-

counting standards, as well as the systems unique requirements.

Key points

--The CARE audit approach depends on analyses
of types of transactions and related controls to evalu-
ate the adequacy of a system to meet the system's con-
trol objectives.

-—-Each agency's overall accounting system is unigue and
includes a different combination of cycles and sub-
systems to accomplish the overall system control objec-
tives, including conformance with GAO's standards
and other requirements.
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. SECTION 4

GENERAL RISK ANALYSTS SEGMENT--
OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCTS

The objectives of the general risk analysis segment are to
(1) identify the strengths and weaknesses in the agency's general
control environment and assess the overall adequacy of the agen-
cy's general controls over financial operations, (2) identify the
individual accounting systems that support agency financial man-
agement,(3) risk-rank the inventory of systems and select systems
for further review, and (4) determine internal control objectives
for the systems selected for further review.

The specific task objectives to be met in the general risk

. analysis segment are

Task I —-Understand and document the overall mission, specific
program and administrative responsibilities, authorized
resources, organizational structure, and financial
reporting needs.

Task II - Understand and document the general control environ-
ment including general controls over operations.

Task III --Identify and describe the agency's accounting systems
that support the four financial management activities
discussed in section 2, and their interrelationships.

Task IV --Risk-rank the validated inventory of agency accounting

systems.



Task V —--Identify and document internal control objectives for

accounting systems selected for further review.

The objectives, tasks, and steps in this segment are geared
to an agency-wide review. Mature judgment is required in adapting
the procedures to audits of lesser scope. In audits of lesser
scope, it's crucial to keep in mind significant basic ideas,
namely the importance of understanding how the entity under review
fits into the overall agency structure, and understanding the

agency's general controls as they relate to the entity. If the

audit from the start is limited to a specific system, Task III and

IV are not applicable.

WORK PRODUCTS FOR THE GENERAL
RISK ANALYSIS SEGMENT

At the completion of work called for in the general risk
analysis segment, the audit staff will have completed three

products:

-—-a financial management profile of the agency,

-—-a validated inventory with risk ratings of the agency's
accounting systems, and

--sets of internal control objectives for the systems

selected for further review.



TASK I - MISSION, SPECIFIC RESPONSIBILITIES,
AUTHORIZED RESOURCES, AND ORGANIZATIONAL
STRUCTURE OF THE AGENCY

In documenting the mission, specific program and administra-
tive responsibilities, authorized resources (budget authority),
and organizational structure of the agency, the audit staff should

develop a thorough body of knowledge on

—-the specific program and administrative functions assigned
the agency and the specific organizational components and
key management officials in the agency that are responsible
for carrying out each assigned function;

--the budget resources allocated to each specific program,
administrative, and financial function and the key manage-
ment officials responsible for ensuring that the agency
budget authority is properly executed;

-—the reports needed by the components and officials on
(1) the financial results of program and administrative
operations, and (2) the status of appropriated funds and
other financial resources; and

--the organizational components and key management officials
in the agency that are responsible for providing required
reports to the Congress and the executive branch central

control agencies,
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The end product of this part of the general risk analysis

segment is a workpaper summarizing this information.

Detailed work steps

Obtain the organization chart and mission statements for the
agency and for each of its major organizational components.
For each organizational component, determine all of the pro-
gram and administrative functions it performs.

Determine the current budget authority for the agency and
relate the budget authority to each organizational component
and to each program and administrative function.

Identify the key management officials responsibile for each
program and administrative function, as well as officials
responsible for the related Financial Integrity Act and OMB
Circular A-123 Reviews, and determine their specific respon-
sibilities and the key internal and external financial
reports they require or are responsible for.

Prepare a workpaper summarizing the results of these steps.

(See appendix VI-GRA 1 for sample format.)

TASK II - GENERAL CONTROL ENVIRONMENT

OF THE AGENCY

In documenting the general control environment of the agency,

including supporting computer operations, the audit staff should

develop a thorough body of knowledge on:



--how the agency is organized to respond to the requirements
of the Federal Managers' Financial Integrity Act of 1982
and Office of Management and Budget (OMB) Circular A-123;

--how the agency's office of the inspector general (IG) is
organized;

--the number and type of IG reviews of the agency's financial
operations and financial management systems;

-=-known internal control weaknesses based on issued IG,
internal audit, GAO, special system study group reports and
the agency's self-evaluation of internal controls under the
Federal Managers' Financial Integrity Act and OMB Circular
A-123; and

--planned changes in systems or equipment.

The end product of this part of the general risk analysis
segment is a workpaper summary on the agency's general approach to
internal control and the key unresolved internal control issues

and weaknesses,

OMB Circular A-123 and

Financial Integrity Act

The requirements of OMB Circular A-123 and the Financial
Integrity Act are important parts of an agency's systems of
accounting and internal control. The following work steps are
designed to guide the auditor in looking at an agency's compliance
with the A-123 circular and the Financial Integrity Act's

requirements.
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Detailed work steps

1.

Obtain agency statements and reports submitted to satisfy re-
quirements of the Federal Managers' Financial Integrity Act
of 1982 and documentation of agency actions to satisfy OMB
Circular A-123,

Determine how the agency identified those areas for which
internal control reviews were or will be performed.

Determine whether internal control reviews will be performed
for all high-risk critical areas on a timely basis. Also,
ascertain if internal control reviews will be performed for
other areas.

Determine what actions the agency has planned or has taken to
ensure that the degree of internal control testing and analy-
sis will consider the risks and potential benefits (such as
how much it will cost to test a control versus how critical
the control is or how much risk is being taken by not testing
the control).

Determine who performs internal control reviews (managers,
internal review staffs, inspector general, management ana-
lysts, or outside contractors) and consider whether their
level of knowledge and expertise are adequate.

Determine to what extent the inspector general or internal
audit staffs are involved in the internal control review
process and evaluate whether they have provided adequate

guidance and assistance to the agency.
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10.

Determine if the agency has established adequate formal fol-
low-up systems to (1) develop plans, including target dates,
to implement corrective actions, (2) log and track corrective
actions, and (3) monitor whether actions are implemented in
an effective and timely manner.

Determine how the agency's follow-up system is notified of
weaknesses and related corrective actions identified by (1)
vulnerability assessments and (2) internal control reviews.
Determine how the follow-up system ensures that (1)
vulnerability assessments are scheduled and completed in a
timely manner, (2) internal control reviews are scheduled and
completed in a timely manner, and (3) corrective actions
resulting from vulnerability assessments and internal control
revuews are implemented in an effective and timely manner.
Determine inspector general and/or internal audit involvement
in ensuring corrective actions are implemented effectively
and prommptly and what, if any, plans exist for subsequent
audits. 1In addition, determine how the follow-up system will
be used to support the agency's annual reports to the Presi-

dent and the Congress.

Audit reports

Reports issued by inspectors general, internal auditors,

special system study groups, and GAO can provide (1) assessments

. of an agency's internal controls and accounting systems that an
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agency may or may not address in its self-assessment, and (2) .

information on unresolved internal control and accounting system
deficiencies. The following work steps will guide the audit staff
in reviewing issued audit and special system study reports. GAO
staff must coordinate with the Accounting and Financial Management
Division's Fraud Prevention and Audit Oversight Group before
initiating any work in an inspector general or internal audit
organization. This is to avoid duplication of any work the group
has completed or has underway. Also, the group maintains a
library of information on audit organizations, including report
listings, information on budget and staffing, and the inspector
general semiannual reports. Further, work step 18 below requires
coordination with the group for any relevant information in the
hotline files. The group maintains these files on an automated
data base with a variety of data-sorting methods. .
In addition to the retrieval aids available in the Accounting
and Financial Management Division, the GAO library and distribu-
tion services have other efficient report retrieval packages which
the auditor can use to extract pertinent reports quickly. Also,
the agency IGs maintain follow-up information on their reports.
The auditor should become familiar with all available labor-saving

resources.

Detailed work steps

11. Determine and document agency internal audit and inspector

general coverage of agency's financial operations. 1In doing .
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12.

13.

14.

15.

17.

18.

this work, obtain internal audit and IG (1) reports that deal
with financial and ADP operations for the past 3 years, and
(2) plans for review of financial and ADP operations for the
next 2 years.

Prepare summary schedules (see appendix VI-GRA 2 and 3 for
sample formats) of findings. Indicate corrective actions
taken.

Obtain the semiannual inspector general's report to the
Congress for the past 3 years.

Obtain any pertinent reports issued by external study groups
during the past 3 years.

Prepare schedules (see appendix VI-GRA 6 for a sample format)
summarizing findings in the semiannual and study-group
reports.,

Obtain any pertinent GAO reports issued during the past 3
years.

Prepare schedules (see appendix VI-GRA 7 for a sample format)
summarizing the findings.

GAO auditors obtain any hotline files GAO's Fraud Prevention
and Audit Oversight Group has on the agency, its major
organizational components, or any of its systems and summa-
rize this information on a schedule. (See appendix VI-GRA 8

for a sample format.)

Planned changes

Financial systems need constant maintenance, regular upgrad-

. ing, and occasional redesign to respond to new regulatory require-
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ments, to benefit from improvements in technology and advances in
software design, and to correct weaknesses in internal controls,
Sound management practices require that such projects be

anticipated and performed according to proper planning.

Detailed work steps

19. Obtain any written plans for the development and upgrading of
accounting systems and develop a schedule summarizing them.
(See appendix VI-GRA 4 for an example.)

20, Obtain any written plans, including cost estimates, for the
development of new, or upgrade of existing, ADP capability.
Develop a schedule summarizing them. (See appendix VI-GRA 5

for a sample format.)

TASK III - FINANCIAL MANAGEMENT
SYSTEMS OF THE AGENCY

Identifying the agency's accounting systems which support the
financial management function is the most important part of the
survey. If this work is not done carefully, the review will not
include all systems that account for, control, and report on all
financial transactions of the agency. Usually, an agency's
accounting systems are only a part--albeit a vital one--of the

agency's total inventory of information processing systems.



As discussed in section 2, an agency's financial management
function includes four activities: (1) plan and program develop-
ment, (2) budget development and presentation, (3) budget execu-
tion and accounting, and (4) audits and evaluations. Accordingly,
the goal is to identify the accounting systems which support these

four activities., Such systems will include

--financial reporting systems,

--cost accounting systems,

--general ledger systems, and

--systems supporting summary accounts in the general ledger
system, including:

--systems that account for and control specific assets,
liabilities, receipts, and disbursements, such as
accounts and loans receivable, personal property, supply
inventories, accounts payable, repayments of loans, and
advances to contractors and grantees;

--disbursement systems for pay and benefits, contracts,
grants, and administrative payments systems; and

——administrative control of funds systems.

A systems inventory which includes these systems will com-
prise the data base for providing agency managers with the finan-
cial information needed to carry out the four activities of the

financial management function.
To respond effectively to the requirements of OMB Circular

A-123 and the Financial Integrity Act, many federal agencies have
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developed inventories of their accounting systems. “OMB Circular

A-127, Financial Management Systems, specifically requires such

inventories. GAO has found, in its implementation reviews of the
circular and the act, that completeness and reliability of the
inventories varies widely. Consequently, CARE requires the
auditor to verify the inventory.

Virtually all federal accounting systems are to a great
extent automated, and the automated processes interact with manual
processes that, for example, (1) prepare transaction information
for processing, (2) utilize computer reports, and (3) check the
completeness and accuracy of computer processing. By focusing on
the automated systems, the audit staff will be led to the

interfacing manual processes.

Detailed work steps

1. Obtain the inventory of accounting systems developed by the
agency as required by OMB Circular A-127 determine which of
the four financial management activities are covered by the
agency inventory. Note in the workpapers which activities are
not covered and which activities are only partially covered.

2. Obtain or develop an inventory of the agency's automated
systems, with brief descriptions which include a description
of their interrelationships.

3. From the automated systems descriptions, develop a list of

those that appear to be accounting systems.
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Compare the work step 1 and work step 3 inventories and,
through discussions with appropriate agency officials, recon-
cile any differences.

Compare the reconciled inventory with the workpaper summary
developed in task II in this section. Note any organizational
components, specific program or administrative functions, or
specific line items of budget authority which do not appear to
be covered by the systems.

Resolve, through discussion with cognizant officials, any
inconsistencies identified by the comparison. Make any needed
adjustments to the inventory.

Develop a validated inventory (see appendix VI-GRA 9 for a
sample format) of the agency's accounting systems based on the
results of work steps 5 and 6. For each system in the inven-

tory, prepare a schedule with the following information:

--system name,

-=-brief description of processing,

--responsible systems analyst,

--systems analyst's phone number,

--computer centers at which system is run,

--annual system operating costs,

--organizational components supported,

--program or administrative functions supported,

--amount of budget authority, assets, liabilities,
receipts, or disbursements accounted for and

controlled,



—-main inputs (including inputs from other systems),
--main outputs (including outputs to other systems),
--main users of the outputs, and

--known internal control and other weaknesses.

As previously discussed, virtually all agency accounting
systems are to a great extent automated. Task V of the general
risk analysis segment provides guidance to the audit staff to help
them identify the internal control objectives to which the systems
must be responsive. In addition to the objectives, the audit
staff must identify and evaluate the general ADP management con-
trols in place at the agency's computer center(s). The following

work step provides guidance for this assessment.

8. At each of the agency's computer centers that support accoun-
ting systems, identified in step 7 above, complete checklist 2
in appendix VI and complete the following questionnaires and

profile in appendix VI:

Questionnaire 1 Executive ADP Management Committee

(see appendix VI-GRA 11),

Questionnaire 2 - Internal Audit or Inspector General (see
appendix VI-GRA 12),

Questionnaire 3 - External Audit and Studies
(see appendix VI-GRA 13),

Profile 1 - Top Management Control Profile,

(see appendix VI-GRA 14),

Questionnaire 4 ADP Organizational Controls

(see appendix VI-GRA 15),
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. Questionnaire 5 - System Design, Develobment, and
Modification Controls
(see appendix VI-GRA 16),
Questionnaire 6 - Data Center Management Controls
(see appendix VI-GRA 17),
Questionnaire 7 - Data Center Protection Controls
(see appendix VI-GRA 18),
Questionnaire 8 - System Software Controls
(see appendix VI-GRA 19),
Questionnaire 9 - Hardware Controls
(see appendix VI-GRA 20), and

Profile 2 - General Controls Profile

. (see appendix VI-GRA 21).

For large departments or agencies with numerous and widely
dispersed offices, time and audit resource limitations may, as a
practical matter, preclude performing this work step for each
center; it may be necessary to limit this step to selected loca-
tions (such as regional offices, field offices, and installations)

believed to be representative.

TASK IV~--RISK RATING AND
RANKING OF SYSTEMS

The agency's systems should be rated and ranked based on the

risk factors in section 5. Each system is assigned a risk rating



&

of high, medium, or low for each factor. A composite reliability

score is then computed for each system. Section 5 discusses this

methodology in detail.

Detailed work steps

For each system, based on the guidance in section 5, Risk
Ranking of Systems, assign a risk rating of high, medium,
or low for each of the risk factors.

Compute a composite reliability score for each system based
on the risk ratings assigned and the weighting system dis-
cussed in section 5.

Prepare a schedule (see appendix VI-TRFA 14 for an example)
of the risk ratings and composite reliability score
assigned each system,

Prepare a schedule of the systems, listed in the order of
their composite reliability scores. Group the systems into
three categories: high, medium, and low risk. (See section
5, Risk Ranking of Systems, for guidance in preparing this
schedule.)

Select the systems for further review.




TASK V - ACCOUNTING PRINCIPLES, STANDARDS, AND

REQUIREMENTS —-- INTERNAL CONTROL OBJECTIVES FOR
AGENCY SYSTEMS

The focus of this task is to establish internal control
objectives for each of the accounting systems selected for further
review. Internal control objectives are the goals an agency's
accounting systems must achieve in processing and reporting
financial transactions.

The basic sources of internal control objectives are the
requirements imposed by GAO, the executive branch central manage-
ment agencies, and the laws establishing or authorizing programs
and functions, together with internal management needs for finan-
cial information.

The law charges GAO with developing and promulgating
accounting principles, standards, and related requirements, as
well as internal control standards, for the executive branch.

These requirements are published in GAO's Policy and Procedures

Manual for Guidance of Federal Agencies. Title 2 of the manual

contains the accounting principles and standards, and the internal
control standards; title 6 contains important requirements for
payroll accounting; and title 7 contains requirements for fiscal
accounting. GAO requirements are fully oriented to promotion of
accounting systems which support the four activities (identified

in section 2) which comprise the financial management function.



It's very important that all of the GAO requirements
relevant to the systems being reviewed are identified and
incorporated into the internal control objectives. This is
necessary to meet a major goal of the audit —-- determination of
conformance with Comptroller General requirements. For many of
the requirements, conformance can be objectively determined and
expressed in absolute yes/no terms. This is in contrast to
determining achievement of other types of control objectives, such
as those requiring reliability, completeness, prevention of fraud,
et al. 1In these cases, the determination is often very
subjective; the auditor must apply the concept of reasonable
assurance in arriving at a determination. This requires a large
measure of mature professional judgment.

The central management agencies promulgate numerous
requirements related to their areas of responsibility. The
central management agencies are the Office of Management and
Budget (OMB), the Treasury Department, the Office of Personnel
Management (OPM), and the General Sevices Administration (GSA).

OMB, in response to the Financial Integrity Act, has issued

Circular A-123, Internal Control Systems, and Guidelines for the

Evaluation and Improvement of and Reporting on Internal Control

Systems in the Federal Government. The latter was developed in

coordination with GAO. The guidelines contain basic internal
control objectives for various "common event cycles." The objec-
tives are at a level intended for general applicability; they are

not intended to be all-inclusive.
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The Guidelines' objectives do not include specific require-
ments levied by the central management agencies or requirements
for specific programs. Further, they do not include GAO's ac-
counting principles and standards which prescribe, in substantial
detail, the bases for measurement of the elements of federal ac-
counting (assets, liabilities, equity, expenses and losses, et
al), as well as the structure and content of the basic financial
reports. Accordingly, a complete set of internal control objec-
tives for an accounting system must include objectives based on
the requirements of all the sources discussed herein, including
the objectives contained in the OMB guidelines.

Federal agencies, in many cases, have developed their own
sets of internal control objectives within the framework of OMB's
Guidelines. The GAO auditor should use the agency's objectives
listings as a focal or starting point and adjust or add to these
objectives to develop independent listings based a knowledge and
understanding of the systems' requirements.

OMB also issues extensive and detailed requirements for
development and presentation.of agencies' annual budget requests.
It is especially important that these requirements be incorporated
in accounting system internal control objectives. This is neces-
sary to help ensure that accounting systems are effectively inte-
grated with budget systems and, accordingly, effectively support
budgeting, one of the four financial management activities

discussed in section 2.



OMB circulars on the budget process are

--A-10, Respongibilities for disclosure with respect to the
budget,

--A-11, Preparation and submission of budget estimates,

--A-12, Object classification,

~-A-31, Distribution of appropriations and other budget

authority made to the President.

OMB and other central management agencies issue extensive
and, in many instances, detailed requirements for budget execution
and accounting. OMB has, for example, issued circulars on budget
execution (A-34), grant requirements and other agreements with
institutions of higher education, hospitals, and other nonprofit
organizations (A-110), prompt payment of bills (A-125), and
administrative requirements for grants—in-aid to state and local
governments (A-102).

The Treasury Department promulgates, in the Treasury

Financial Manual, numerous requirements, largely for disbursements

and collections processing and reporting. For example, the manual
contains detailed requirements on the amount, timing, and methods
of advancing cash to federal contractors and grantees.

OPM, through its Federal Personnel Manual, issues require-

ments which impact heavily influence personnel management and pay,

benefits, and leave accounting.



GSA, in its Federal Property Management Requlations, Federal

Information Resources Management Regulation, and Federal

Iinformation Acquisition Regulation, issues requirements which

affect managing and accounting for property, ADP, and contract-
ing. Indexes to pertinent OMB, Treasury, OPM, GSA, and GAO
publications are presented in appendix IV.

It is important that these central management agency require-
ments be incorporated in accounting system internal control objec-
tives to ensure that the systems effectively support the budget
execution and accounting, another of the four financial management
activities identified in section 2.

Other important internal control objectives are those avail-
able from examination of the laws establishing or authorizing
programs or functions, as well as the agencies' implementing
regulations. These laws typically impose criteria and conditions
to be applied in carrying out the programs. The implementing

regulations are normally published in the Code of Federal

Regulations. These requirements must also be incorporated in

internal control objectives to help ensure that the systems
effectively support the budget execution and accounting activity.
Appendix VIII is an example, using the Veterans Administration's
(VA) compensation and pension program, of a set of internal
control objectives derived from a program's laws and implementing

regulations.
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Following, as an illustrative summary, is a comprehensive
list of sources for a set of internal control objectives for the
accounting systems supporting financial management of a major

program, again using the VA program as an example.

--GAO's accounting principles, standards, and related
requirements, and internal control standards, contained in

GAO's Policy and Procedures Manual for Guidance of Federal

Agencies;
-~0OMB's Circular A-123, Internal Control Systems and

Guidelines, et al;

OMB's Circular A-127, Financial Management Systems and

Guidelines, et al;

~-OMB's circulars on budgeting;
--other directly pertinent OMB circulars, e.g.,

--A-34, Instructions on budget execution,

--A-108, Responsibilities for the maintenance of records

about individuals by federal agencies,

—~A-112, Monitoring federal outlays;

~-the Treasury Financial Manual for disbursement processing

and reporting requirements;
--the laws establishing the program and VA's implementing

regulations, published in the United States Code and the

Code of Federal Requlations, respectively; and
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~~the internal financial information needs (determined in
task I) of agency officials charged with carrying out
budgeting and the other activities comprising the financial

management function.

Detailed work steps

Determine and examine, for each system selected for further
review, the GAO and central management agencies' requirements
which appear to be pertinent, as well as requirements stated
or implied in the laws establishing the covered programs, and
the agency's implementing regulations.

Examine also internal needs (identified in task I) for finan-
cial information in support of budgeting and the other activi-
ties comprising the financial management function.

Acquire a copy, for each system selected, of the agency's
listing of internal control objectives developed in response
to the Financial Integrity Act and OMB Circular A-123.
Develop, for each system selected, a comprehensive list of
internal control objectives (see appendix VI-GRA 22 for sample
format), using the agency's listing as a starting point, and
make needed additions/changes based on the understanding of
requirements gained in work steps 1 and 2.

Where the agency hasn't developed its own listings of internal
control objectives, develop listings based completely on the

understanding gained in work steps 1 and 2.
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KEY POINTS

--General risk analysis should result in a financial
management profile of the agency, a validated inventory of
accounting systems, a risk rating of the systems, and
lists of internal control objectives for those selected for
further review.

--The profile should include an overview of:

the agency structure,

the mission and financial functions performed,
the budget organization and process,

agency implementation of A-123 and the Financial
Integrity Act,

5) accounting systems and known problems, and

(6) general controls, including those over both ADP
and manual operations.

oWl -
et e
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SECTION 5

RISK RANKING OF SYSTEMS

In the ageneral risk assessment (GRA) segment, the auditor
makes a decision on which systems to review and on the order of
their review. In small agencies with only a few systems, these
decisions should not be difficult. 1In large agencies with
numerous systems, however, a technique is needed to rank the
systems in terms of their relative wvulnerability to fraud,
abuse, mismanagement, and failure to meet internal control
objectives. A ranking process is especially useful for opti-
mizing the use of audit resources in large agencies where it
would be impractical to review all systems concurrently.

A ranking procedure cannot be absolutely precise because
of the dependence that is necessarily placed on the auditor's
judgment in both developing the ranking and in ultimately
selecting systems for review. Nonetheless, the procedure pres-
cribed below provides a systematic three-~step approach to risk

ranking.

--Evaluate each system in terms of certain risk factors
(characteristics) and assign a numeric risk value for
each of the factors: 3-high, 2-medium, 1-low.

--Assign an importance weight to each factor and compute a
composite numerical score for each system.

-=-Rank the systems in order of vulnerability based on the
composite scores.



Details on each of these steps follows.

EVALUATING SYSTEMS IN TERMS OF
RISK FACTORS

Numerous factors could be considered in determining a
given system's vulnerability. Based on past audit experience,
however, the 12 factors listed in the following pages should be
considered by GAO auditors in developing the ranking. The list
is not meant to be all-inclusive but rather provides a reason-
able means for accomplishing the ranking obijective while expe-
diting the review work.

Other lists can be developed with different factors or
combinations of factors, each with their relative merits; the
important thing is that the factors be easily and quickly
applied, with as much objectivity as possible, to obtain a
ranking of the systems and that the ranking can be repeated.

It is not practical to develop exact criteria for assign-
ing numeric risk values for each risk factor for every agency
system and situation. However, broad gqguidelines can be pro-
vided. The gquidelines discussed below require the use of
professional judament in assessing the risk associated with
each factor.

The reasons for assigning high, medium, or low risk should

be documented (see Figure 5-1) to permit verification and allow



another auditor to reach basically the same conclusions. The

guidance, as well as the risk factor may periodically be

revised as opportunities for improvement develop. The risk

factors are not listed in order of importance.

A.

Purpose of system. This risk factor considers the

potential effect of a system not operating properly
and failing to perform its intended function. Systems
crucial to controlling the use of funds and other
resources or operating the organization will generally
be considered high risk because of the exposure to
loss or disruption of operations. Systems accounting
for other assets and liabilities may be ranked

medium. Systems that only record and report summary
financial data and are not crucial to operations may

be ranked low.

System documentation. Complete and current system

documentation, including a general system description,
functional requirements, and data requirements, is
needed to ensure proper system maintenance and oper-
ation. If little or no documenation is available, or
evidence indicates that system changes have not been
documented, the system should normally be ranked

high. 2 system may be ranked low if it appears that



appropriate emphasis has been given to fully documen-
ting the system during its development and subsequent
changes. A system may be ranked medium if the docu-
mentation is complete except for recent changes. How-
ever, if the recent undocumented changes were major
system changes, a high-risk ranking would generally be

warranted.

Dollar volume controlled by the system. The greater

the dollar volume of assets or transactions controlled
by a system, the greater the risk. However, the
dollar value thresholds for determining high, medium,
or low risk for a given system must be determined on a
system-by-system basis, considering each agency's
total authority. For example, at one agency with $280
billion in budget authority, systems controlling $5
billion or more were ranked high, those controlling

less than $150 million were ranked low.

Amount of system maintenance. Systems that have

become outmoded or consistently fail to meet require-
ments freguently reaguire a high degree of maintenance
(such as system changes and modification) simply to
keep them operational. Through discussion with agency

systems personnel and examination of system mainte-




nance logs, some assessment can be made to determine
if the system should be ranked high due to a relative-
ly large amount of maintenance. A system may be
ranked low if the maintenance efforts expended appear
minor or routine. As with dollar volume, exact risk
thresholds cannot be specified and should be assessed
for each system, considering the total maintenance

effort the organization expends.

Verification of input. The risk associated with this

factor decreases as the ability of a system to verify
the accuracy of input data increases. For example, a

system may be considered

--high risk if the input data is received only from
sources outside the agency and its accuracy cannot
be verified with agency-generated data,

--medium risk if the system receives input data from
sources outside the agency but the system can
independently verify the accuracy of the input
with agency-—-generated data, or

~-=low risk if the input data is received from
sources within the agency and the system can
verify its accuracy with other agency-generated

data.



Degree of automation. Completely manual systems are

often considered highly vulnerable to fraud, abuse,
and mismanagement because data may not be processed as
consistently as in an automated system and because
control built into a manual system can be more easily
overridden than in a well-designed and implemented
automated system. On the other hand, fully automated,
on-line systems may be very difficult to control
because of the speed with which files are changed and
the lack of documents showing the results of
processing.

Completely manual systems or systems combining
manual and automated processes in which the automated
processes cannot fully verify the results of manual
processing may be ranked high because individuals
could randomly circumvent processing procedures and
manual controls. Often, in such cases, transactions
go through several manual processes before being en-
tered into the computer. For example, collections
often undergo manual processing in the mail room and
several accounting branches. Systems combining manual
and automated processes in which automated processes
can fully verify the results of manual processing may
be ranked medium because the automated processes act

as a check on the results of manual processing and can



detect random circumvention of manual controls and
inconsistent processing of information. Fully auto-
mated systems, for which the results of processing
can be verified by other automated systems, may be

ranked low.

Number of other dependent systems. The operation of a

given system may be essential to the successful oper-
ation of others. As such, a system may be ranked high
if it has several dependent systems and/or if the
quality of communication among them is deficient,
medium if it has only one dependent system with an
effective interface, or low if its operation has no

bearing on the operation of other systems.

Security of data, software, and hardware. This factor

will not be applicable if all systems are being cen-
trally processed under a uniformally applied set of
security rules,

Management's attitude toward internal controls
plays an important role in the effectiveness of the
security program. Although this evaluation is subjec-
tive, the auditors can use the following criteria to

help them rank this factor.



Decentralized operations and extensive use of
microcomputers make systems vulnerable to potential
threats. If these conditions exist in conjunction
with ineffective back-up and recovery procedures, the
risk is rated high. If the auditor finds there are
strict access controls, up-to-date and tested contin-
gency plans, active fire prevention awareness, the
risk can be rated low. Any different combination of

conditions would be rated medium,

Known system problems. By considering unresolved

audit findings and the results of consultant studies,
internal management reports, and Financial Integrity
Act work reviewed in the general risk assessment, the
auditor can determine the existence of any previously
identified significant system problems--those that
preclude the system from meeting its stated
goals—--that warrant a high-ranking. The system may be
ranked medium if the known problems would not prevent
the system from meeting its goals or low if no

problems have been previously identified.

Recency of audit. Systems that have not been audited

over many yvears should be ranked high, while those
that have had comprehensive or full-scope audits

within the past 2 years generally may be ranked low.
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(Consideration might be given to ranking an o0ld system
high, independent of any other factors, if the system
was never audited. This would ensure that all systems
get reviewed sooner or later.) Systems with limited
scope audits or audits that were performed between 2
and 5 years ago should be ranked medium. An addition-
al consideration in assessing wvulnerability under this
factor is whether the system is known to have been
changed significantly since the most recent audit was

completed. If so, the system may be ranked high.

Statutory requirements met. Some systems' basic pur-

pose may be to allow an organization to meet certain
statutory regquirements, such as provisions of the
Prompt Payment Act or the Anti-Deficiency Act. If the
system does not operate properly, the organization may
be in violation of law. Only two levels of risk are
associated with this factor: high, if the system is
relied on for compliance with statutes, or low, if no

connection to such statutory requirements exists.

Involvement of users and auditors in systems design.

Assurance is generally greater that a system is pro-
perly designed and adeqguate internal controls are

incorporated if the system users and independent audi-



tors actively participated in the system's design and
implementation. A system for which such participation
took place would be ranked low. If only the users or
the auditors participated, the system would be ranked
medium. A high~risk ranking would be given for this
factor if neither the users nor the auditors

participated.

ASSIGNING WEIGHTS TO RISK FACTORS AND
COMPUTING COMPOSITE SCORES

Weights are assigned to each ranking factor based on their
relative importance in assessing risk. The weights shown below
were developed by rating each factor in order of importance on
a scale of 1 to 5, based on prior experience in reviewing

accounting systems and internal controls.

Factor Weight

A. Purpose of system 4,4
B. System documentation 4.3
C. Dollar volume controlled by the system 4.4
D. Amount of system maintenance 3.9
E. Verificatin of input 4,4
F. Degree of automation 3.8
G. Number of other dependent systems 4,5
H. Security of data, software, and hardware 3.2
I. Known system problems 3.7
Jd. Recency of audit 3.8
K. Statutory requirements met 4.5
L. Involvement of users and auditors

in system design 4.0
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. Different weights could be developed for a specific
organization, provided the weights are used consistently in
ranking all systems in the agency.

To develop a composite score for each system, the weights
are multiplied by the risk ranking values and the products

totaled, as shown in the following example.

Risk Numeric risk Composite
factor value Weight score

A 3 4.4 13.2

B 2 4,3 8.6

D 1 3.9 3.9

E 3 4.4 13.2

F 3 3.8 11.4

G 2 4.5 9.0

H 1 3.2 3.2

‘ I 3 3.7 1.1

J 2 3.8 7.6

K 1 4.5 4.5

L 2 4.0 8.0

TOTAL: 102.5

RANKING SYSTEMS IN ORDER OF RISK

Using the composite scores, the systems are listed in de-
scending order so that they may be categorized according to
their relative vulnerability to fraud, abuse, and mismanage-
ment. The ranking factors are primarily geared to automated

systems. For completely or partially manual systems, some of

wn
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the factors may not be applicable. To make the composite
scores for those systems comparable to the scores for which all

factors are applicable, the following procedure may be used:

--Divide the system's composite score by the number of
factors on which the system was assessed to develop an
average for each factor. For example, if the composite
score is 110 and only 10 of the 12 factors were
applicable to the system, the average for each factor
would be 11.

-—Multiply the average for each factor computed above by
12 (the total number of factors prescribed for the
ranking system). The resulting revised composite score
could then be used for that system in ranking it with

the other systems.

KEY POINTS !

The ranking technique provides a systematic approach
to estimating the relative vulnerability of an organiza-
tion's financial management systems. Once the process is
complete, two products can be developed:

a report advising management of the systems considered
high risk, and an audit plan for reviewing the sytsems

in order of priority. The final audit plan should con-
sider any special circumstances that would justify not re-
viewing a high-risk system, such as if the system will

be replaced or otherwise discontinued in the near

future. The rationale for not reviewing any high-risk
system should be fully documented in the audit plan.

A more conclusive statement on each system's vulnerability
can be made after performing the transaction flow review
and analysis described in the following section.
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Figure 5-1 WORKSHEET FOR PREPARING SYSTEMS
RISK RANKING SCORES
Factor Risk Weight = Camposite soore Explanation for risk assigned:
3-high 2-med 1-low (use sufficient space to fully describe)

A. Purpose of system 4.4
B. System documentation 4.3
C Dollar volume controlled by 4.4

the system
D. Amount of system maintenance 3.9
E. Verification of input 4.4
F. Degree of automation 3.8
G. Number of dependent systems 4.5
H. Security of data, software,

and hardware 3.2
I. Known system problems 3.7
J. Recency of audit 3.8
K. Statutory requirements met 4.5
L. Involvement of users and

auditors in system design 4.0
TOTAL




SECTION 6

TRANSACTION FLOW REVIEW AND ANALYSIS
SEGMENT--OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCT

The objectives of the transaction flow review and analysis
segment are to review selected accounting systems to (1) docu-
ment how the systems process transactions, (2) document the sys-
tems' control techniques, (3) evaluate the effectiveness of the
internal control techniques in meeting internal control objec-
tives, and (4) complete a final risk ranking of the systems as a
basis for selecting systems for review in the next segment.

Achieving the objectives for this segment will require the

audit staff to

TASK I Determine and document how information flows
through each system from initial input of trans-
action information through final output of
reports.

TASK II Determine whether the outputs produced meet
users' needs for information in support of the
financial management function.

TASK III Identify and document each system's internal
control technigues,

TASK IV Evaluate the adequacy of the control techniqgues
in implementing the system's control objectives.
Document any material internal control

weaknesses.



TASK V Complete a final risk ranking of the systems ‘
based on any additional insights gained from the
transaction flow review and analysis segment,
and select systems for compliance testing based

on the revised risk ranking.

TASK I - SYSTEM INFORMATION FLOWS

The purpose of determining and documenting how transac-

tion information flows through a system is to develop a thorough

understanding of how a system captures, records, processes, and

reports transaction information. The documentation of data

flows through a system is the basic method for identifying the

system's control techniques. .
For each of its systems, the agency should routinely main-

tain current documentation that describes in detail system oper-

ations and data flows. This kind of documentation is needed to

facilitate and support

~--designing, implementing, and testing needed system modi-
fications and upgrades;

--training new staff in system operations; and

--performing internal control evaluations required by the

Federal Managers' Financial Integrity Act.



The audit staff should expect the agency to have available
much of the documentation needed to support the GAO system data
flow analysis. Many federal agencies, however, 4o not emphasize
the need for maintaining current, complete, and comprehensive
system documentation. 8Still, some documentation should be
available to support the Financial Integrity Act requirements.
The audit staff should consider the following sources of infor-

mation available in the agency:

--working papers generated in completing the vulnerabil-
ity assessments and internal control reviews required

under the Federal Managers' Financial Integrity Act and
. OMB Circular A-123,

--system users manuals,

~-system documentation maintained by the computer system

analysts,

~-computer center system instructions for computer

operators, and

-—-discussions with system users and cognizant computer

system analysts.

Detailed work steps

1. Obtain or prepare for each system a detailed written

. description of what the system is supposed to do and how



it is designed to operate.

This written description

should include a detailed discussion of all manual or

automated edit and validation checks of the input data.

Obtain data record layouts for all inputs, machine-media

records, and outputs--both hard-copy reports and machine-

media files.,

Identify all recipients of system outputs including hard-

copy reports and machine-media files. Recipients of

system outputs include agency personnel for hard-copy

reports and other agency systems for machine-media files.

For each of the agency's systems selected for review,

complete the following checklist, questionnaires, and

profile, if applicable,

Checklist 3

Questionnaire

Questionnaire

Questionnaire

Questionnaire

10

1

12

13

in appendix VI:

Background Information
on Computer Application
(appendix VI-TFRA 1)

Data Origination Controls
(appendix VI-TFRA 2)

Data Input Controls
(appendix VI-TFRA 3)

Data Processing Controls
(appendix VI-TFRA 4)

Data Output Controls

({appendix VI-TFRA 5)
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Profile 3 - Application Controls Profile

(appendix VI-TFRA 6)

Flowchart how information is processed and reported into
and out of the selected systems to include both hard-copy
reports and machine media files. Three flow-charts are to
be prepared. )
-~A flowchart for each system reviewed depicting the
data flows through the sytem. (See appendix VI-TFRA
7 for an example.)
--A flowchart depicting information flows between the
systems. (See appendix VI-TFRA 8 for an example.)

--Detailed flowcharts identifying control techniques

(See appendix VI-TFRA 9 for an example.)

Obtain or prepare a detailed written description of how
each system uses the ADP resources in the computer
center--computer terminals, magnetic tape drives, magnetic
disk packs, card reader/punches, printers, and computer
central processing units.

Prepare a written summary (see appendix VI-TFRA 10) for

each system that includes the following sections:



--purpose of the system;

--discussion of how the system uses available
computer resources;

~--description of system control techniques, inputs,
files, processing steps, outputs, computer equip-
ment used, and identification of the computer
center;

-—edits and validation checks of input data;

--the flowchart developed in step 5, and

-—-complete list of users of system hard-copy reports.

TASK II - USEFULNESS OF SYSTEM OUTPUTS

This part of the transaction flow review and analysis seg-
ment focuses on determining whether or not the selected systems
produce reliable and useful information from the users' perspec-
tive. It is important to note that determination of reliability
and usefulness of reports relates to the basic goal of the
audit-~-determination of the accounting systems' effectiveness in
support of the financial mangement function. This specific
task, however, is limited to determining users' perceptions. To
assess users' beliefs as to the reliability and usefulness of
the information produced by an accounting system, GAO has devel-
oped a "User Satisfaction Questionnaire." (See appendix VI-TFRA

11.)



Detailed work steps

1. Obtain a completed "User Satisfaction Questionnaire"
from users of reports generated by the systems selected
for review.

2. For each system, summarize the responses to the ques-
tionnaire and develop an overall conclusion, based on
this summarization, as to users' perceptions of the
reliability and usefulness of the reports and

information.

TASK III -~ CONTROL TECHNIQUES IN EACH SYSTEM

Part of the work called for in the general risk analysis
segment involved developing internal control objectives for the
selected accounting systems. In completing task I of the trans-
action flow review and analysis segment, work steps 1 through 7
(systems information flows), the audit staff documented the sys-
tems operations in detail. The work called for in the following
part of the segment requires the audit staff to match identified

control objectives to control techniques. For example;

Control objective Control technigue
Paychecks should be Comparison of personnel
issued to entitled and payroll files prior
persons only. to computing and issuing

a paycheck.
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Grants should only be Management panel review

awarded for purposes of proposed grant awards

authorized by statute. before they are issued
to grantees.

Detailed work steps

1. For each system selected for review, prepare a work-
paper schedule (see appendix VI-TFRA 13 for a sample
format) showing

~~control objectives (based on the information
developed in the general risk analysis segment),
and

--control technigques (based on the information
developed in task I).

2. Compare the internal control techniques in the sched-
ule with any techniques identified by the agency in its
Financial Integrity Act work.

3. Adjust the schedule to show any additional techniques

identified by the work step 2 comparison.

TASK IV - EVALUATE EFFECTIVENESS OF CONTROL
TECHNIQUES IN MEETING CONTROL OBJECTIVES

Based on the information developed and scheduled, the
audit staff must (1) evaluate the adequacy of the internal
control techniques in meeting the internal control objectives,
and (2) identify internal control strengths and weaknesses of

each system. To accomplish this, consider
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-—-internal control strengths and weaknesses identified in
the general risk analysis segment,

--the general controls over computer operations, identified
in the general risk analysis segment,

-~-the responses to the "User Satisfaction Questionnaire,"

--the control techniques identified in task I and scheduled
in task III.

This will be a very time-consuming task, and the auditor
must use judgment in identifying material internal control
strengths and weaknesses. Internal control technigues should
provide reasonable assurance that the control objectives of the
systems will be achieved. The costs/benefits of controls are
often subjective and likely to reguire cost estimates of factors
such as additional personnel and ADP measures. The auditor
should also consider whether a savings could be achieved by

eliminating an existing ineffective control.

Detailed work step

Annotate the schedule prepared in task III with material

internal controls strengths and weaknesses.,
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TASK V - FINAL RISK RANKING AND SELECTION
OF THE SYSTEMS FOR COMPLIANCE TESTS

The initial risk ranking of the agency's systems completed
in the general risk analysis segment should be revised based on
any additional insight gained in this segment which affects any
of the 12 risk factors. Each system should be evaluated in
terms of the 12 risk factors and rated as having high, medium,
or low risk for each factor. Each system should be given a
revised composite reliability (risk) score based on the
individual scores for the risk factors. This revised rating
will be one of the key factors in selecting systems for the

compliance tests and analysis segment.

Detailed work steps

1. Based on the guidance in section 5, Risk Ranking of
Systems, reevaluate the assigned risk rating of low,
medium, and high for each of the risk ranking factors
for each system reviewed.

2., Compute a revised composite reliability score for each
system reviewed based on the risk ratings assigned for
each system and the weighting system discussed in

section 5.



Prepare a workpaper schedule of the revised risk
rankings and composite reliability score assigned each
system reviewed. (See appendix VI-TFRA 14 for an
example of this workpaper schedule.)

Prepare a schedule of the systems in descending order of
their revised composite reliability scores. These
systems should be grouped into three categories: high,
medium, and low risk.

Update the financial management profile of the agency.
(See appendix VI-TFRA 15 for the format of the financial
management profile.)

Based on the revised risk rankings of the systems
reviewed in the transaction flow review and analysis
segment, select systems for the next phase, compliance

tests and analysis.

KEY POINTS:

--The transaction flow review and analysis segment
documents the information flows, evaluates the
systems' controls, and revises risk rankings of the
systems reviewed.

——-Evaluation of system controls is highly subjective
and time-consuming.

--Risk ranking of systems is a method to quantify the
degree of risk based on specific factors.

--Selection of systems for compliance testing is
based on the revised risk ranking.
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SECTION 7

COMPLIANCE TESTS AND ANALYSIS SEGMENT

Compliance tests and analysis is used to determine whether
valid transactions are processed in accordance with the system
design and whether the system reacts appropriately to invalid
or improper transactions. These determinations, along with
those made during the transaction flow and analysis work, will
be the basis for the auditors' conclusions as to whether a sys-
tem, as it operates, meets its internal control objectives,
identified earlier in the review.

A basic concept of this methodology is that the compliance
testing covers the full life cycle of the transaction, This
would include, for example, initiation of a transaction, its
processing through the system, and its ultimate posting to the
accounts or inclusion in output reports. This life cycle will
often involve both manual and automated procedures and
controls.

Compliance tests can be extremely complex and time-
consuming depending on how many types of transactions are
processed, the number of conditions to be tested, and the
complexity of the application. Compliance tests and analysis
only identify inoperative procedures and controls; they do not
evaluate production data for the actual effect. This is done,
if believed necessary, in the succeeding segment--substantive

tests and analysis.



Recall that general controls--controls that are common to
all systems--were evaluated earlier. Compliance tests and
analysis, which focus on procedures and controls in specific
applications (systems), build upon the assessments made during
the preceding segments. By including each type of transaction
and by testing for both valid and invalid or improper
transactions, the auditor ensures that the scope of the work
covers all applicable procedures and controls.

The auditor, however, will need to exercise judgment to
ensure that reasonable balance is obtained between the need for
coverage of all types of transactions and the increased audit
cost of more inclusive testing. To the extent that compliance
testing involves fully automated processing of transactions,
only one valid transaction of each type needs testing to ensure
that valid transactions process properly because all such
transactions will be processed identically by the system.

Where manual procedures are involved, a risk occurs that even
transactions of the same type may be processed differently,

requiring testing of more than one transaction of each type.

PREPARING A TEST PLAN

A detailed plan should be developed for compliance

testing. The plan should include:




~-—a description of test objectives, scope of testing, and
impact on normal operations;

--a list of transaction types:;

--a list of error conditions to be tested:;

--input procedures to be tested and the input media to be
used; and

--master files to be created and used.

The plan serves also as a frame of reference for arranging
with agency personnel for needed data processing and related

services, such as data entry.

TESTING TRANSACTIONS
IN MANUAL PROCESSES

For a manual system or for any manual part of an automated
system, the auditor should first "walk actual transactions
through" the manual processes. This involves interviewing the
individuals who handle the transactions, observing the pro-
cedures followed, and examining applicable records. Through
this exercise, the auditor should systematically verify that
the required manual control techniques, as determined in the
preceding segment, are actually being utilized on a consistent
basis. In certain high~-risk situations, such as in payroll or
other disbursement operations, the auditor should also consider
preparing "dummy" transactions and submitting them through nor-

mal channels without prior knowledge of the personnel who pro-
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cess the transactions., Such transactions could be devised to
include improper authorizing signatures and other improper or
incomplete data. If such testing is deemed advisable, the GAO
Office of the General Counsel and top-level management of the
agency under review should be consulted, particularly in tests

which may result in erroneous payments being generated.

DESIGN OF TEST TRANSACTIONS
FOR AUTOMATED SYSTEMS

Testing of transactions in an automated system will nor-
mally require use of specially devised test transactions based
on information obtained in the previous segments.

The auditor will have identified in the preceding segment the
control techniques--including edits and other automated con-
trols--for meeting the internal control objectives. Also, the
auditor will have become knowledgeable in system operating pro-
cedures and input/output formats and media from studying the
flowcharts, operating instructions, and other documentation
acquired earlier. The auditor must now use this knowledge to
develop transactions that will test the system's ability to
process valid data accurately and reject invalid data

consistently.
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Test data can be prepared in a number of ways. One way is
to create both master records and transactions from manual
source documents. This approach can be modified by copying
existing master records onto a test master and then preparing
the desired test transactions. This modified approach pre-
cludes the need to create new master records for use in test-
ing. Manually prepared test data has several advantages. For
example, functions can be tested with known variables, test
results can be easily predetermined since only one test trans-
action is processed against each master record, and test
volumes can be kept to manageable levels. This approach
reguires, however, a considerable time investment and
introduces the likelihood of human error in preparing test
data.

Another approach to the preparation of test data is to
use selected "live" transactions as test data. This approach
is less time-consuming but, even though there may be a large
universe of transacti?ns to pick from, transactions to test
specific computer or logic routines may not be available. This
is especially true for testing invalid conditions because most
live transactions will include only valid data.

The auditor should not overlook using test data developed
by agency operating personnel. These test transactions, often
used for "debugging" programs during the development of

computer systems, may fulfill the auditor's objectives,



requiring only minor alteration. Before using the agency's
test data, however, the auditor should determine whether it
includes samples for all conditions which should be tested,
including those involving invalid or improper data. If it does
not, the auditor should add transactions designed to test those
conditions.

An auditor may devise tests causing invalid data to be

rejected or "flagged" in several ways.

--Entering alphabetic characters when numeric characters
are expected, and vice versa.

~=-Using invalid account or identification numbers.

--Using incomplete or extraneous data in a specific data
field, or omitting the field entirely.

--Entering illogical conditions in data fields which
logically should be related.

--Entering a transaction code or amount that does not
match the code or amount established by operating
procedures or controlling tables. For example, if the
valid codes for employee status in a payroll system are
a, b, and ¢, the code to be entered would be something
other than a, b, or c¢c. Another example is entering a
salary amount which is incompatible with a controlling

salary table.
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--Entering transactions or conditions that will violate
limits established by law or by standard operating
procedures. An example, in a payroll system, is the
entry of x+2 dollars as an employee's gross pay when x
dollars is the maximum gross pay allowed by law for the

highest grade.

Before processing test data transactions through the com-
puter, the auditor must predetermine the correct results for

subsequent comparison with actual results.

PROCESSING TEST TRANSACTIONS
. THROUGH AN AUTOMATED SYSTEM

Several approaches are available to test computer programs
which update records. Some approaches will be suitable for
batch processing, while others will be more practical for
on—-line or interactive processing. If the auditors do not
possess the required ADP expertise, they should have an ADP
specialist assigned to work with them. 1In any case,
cooperation of the system's users and ADP personnel is
essential to the expedient and successful completion of this
segment of the review. Arrangements must be made for access to
user data. Computer time must be scheduled for creation of
test files and processing test transactions. It may also be

practical to use microcomputers in certain situations.
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Following are some alternative approaches to testing:

--In a batch-processing system, files against which
test transactions will be processed can be set up with
copies of actual records, with fictitious records
created by the auditor, or with a combination of both
actual and fictitious records.

--Using another approach, special audit records, kept in
the agency's current file, are used. This method would
be appropriate in either batch or on-line environments.

--A possible third approach, which uses adency records, is
to process test transactions against actual records in
the agency's current file. 1In this approach, the .
auditor merges test data with the "live" transactions
and processes them against actual records during a
regular processing run.

Although situations may exist where the third approach is
the only test method available, the auditor must be aware that
its use presents complications. Test transactions processed
against actual records must be carefully controlled to prevent
undesired changes or results, and test data used to update
actual records must later be reversed. This method entails
substantial risk of inadvertent changes and distortions in

agency records and reports.



--Another approach, which should not be overlooked,
is the possibility of working around the computer to
achieve all or part of the test objectives. Using this
technique, the auditor compares the actual data entered
into the system during normal operations with actual

results as shown by edit listings and output reports.

Using copies and/or fictitious
records to set up

a separate test file

In the batch processing approach described above, the
auditor must have a part of the agency's file copied to create
a test file. From a printout of this file, the auditor selects
records suitable for the test. The auditor then updates the
test file with both valid and invalid data, using the agency's
programs to process the test transactions.

In some situations, it may be desirable to create ficti-
tious records by preparing source documents and processing them
with the computer program(s) the agency uses to add new records
to its file. Procedures for testing these records are the same
as those for copied records.

An advantage of using fictitious records is that they can
be tailored for particular conditions and they eliminate the
need to locate and copy suitable agency records. This advan-
tage is usually offset, however, when many records are needed

because their creation can be complex and time-consuming when
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compared to the relatively simple procedure of copying a part
of the agency's file.

Often, the most practical approach is to use a test file
which is a combination of actual and fictitious records. 1In
this approach, copied records are used whenever possible and
fictitious records are used when necessary to test conditions
not found in the copied records.

By using either copied or fictitious records or a combina-
tion of both in a separate test run, the auditor avoids the
complications and dangers of running test data in a regular
processing run against an agency's current file. After test
data has been prepared, a special "run" of the computer program
or application should be scheduled. If the auditor plans to
test processing flow as well, data conversion and data entry
must also be scheduled. Test data should be processed against
the latest production version of computer programs. All test
transactions and test files must be segregated from regular
production processing so that test data is not accidentally
introduced into the live production system. To ensure
integrity of the testing, the auditor should observe the entire
test data processing operation--from conversion of source
documents to the creation of output reports and files.
Disadvantages of making a separate test run are that computer
programs must be loaded and equipment set up and operated for

audit purposes only, thus involving additional cost.



Using special audit records maintained
in the current agency file

Special test records are often kept by agencies in their
current file for their own testing purposes. Using this
approach, the auditor includes test data with "live"
transactions. The test data then update the files' special
records during a regular processing cycle. The special test
records are easy to identify because they are given references
which show they are fictitious. For example, the records may
contain references to nonexistent cost centers. During normal
processing, these records remain inactive because "live"
activity does not affect fictitious cost centers.

This approach makes it unnecessary to load programs and
perform other setup work solely to process test data. Since a
system can be tested under normal operating conditions, test
transactions can be processed faster and at less cost than when
the auditor uses copied or fictitious records in a separate
test run.

The auditor should recognize, however, that processing
test transactions concurrently with "live" transactions may
inadvertently change or distort the agency's records. Also,
data processing personnel conceivably could activate these
records (for example, by changing fictitious cost centers or

employees to real ones). This approach may also necessitate



clerical adjustments to correct the reports for the presence of .
test data. Finally, data owners may object to having these

audit records "clutter" their file. The auditor must weigh the

risk of using actual records or special audit records in the

current file against the cost of having additional runs of

computer programs being tested. Processing test data con-

currently with "live" data to update current records must be

approached with great care. When test transactions are to be

processed, the use of copied and/or fictitious records in a

separate test file is preferred whenever possible.

ANALYZING COMPLIANCE TESTS

The results of the compliance test are compared against .
the predetermined results. A difference between actual and
predetermined results should be thoroughly analyzed to deter-
mine the cause and the corrective action needed. When
differences occur between actual and predetermined results,
indicating control weaknesses, the auditor should document
these findings and determine whether manual or automated
compensating controls exist. If compensating controls do not
exist, the auditor should assess the effect of the control
weakness on the accuracy and reliability of computer-produced
data. Even if an alternate manual control compensates for a

control weakness, the auditor should consider recommending



replacement of the manual control with an automated control.
Generally, automating a manual operation will increase
processing speed, avoid some personnel costs, and reduce human

errors. However, controls should always be cost-effective.

COST BENEFIT CONSIDERATIONS

Internal controls are expected to provide reasonable
assurance that the control objectives for a given system will
be achieved. The standard of reasonable assurance recognizes
that the cost of a control technique should not exceed the
benefit to be derived. Placing a dollar value on some
benefits, such as more accurate reporting, will often be highly
subjective. Where sufficient testing has been done, however,
the auditors may have convincing evidence that additional
controls would reduce losses or otherwise provide measurable
benefits. Cost determinations are likely to reguire estimates
of such factors as additional personnel and ADP costs. 1In
evaluating costs, consideration should also be given to whether
a savings could be achieved by eliminating an existing
ineffective control.

Persuasive evidence in proposing new cost-~beneficial
controls will improve the chances for accepting the auditor's

recommendations and reduce the need for substantive testing.



Detailed work steps

In order to carry out some of the following ADP related
work steps, it will be necessary for the auditor to obtain
appropriate cooperation and assistance from agency ADP staff
and system users. In a batch processing environment,
arrangements will be needed for obtaining copies of master
files, creating the desired job streams, scheduling needed
computer time, and listing output products. 1In an on-line
environment, the auditor will need to become familiar with
terminal access and data-entry conventions or obtain assistance
from ADP specialists.

The audit staff should complete the following work steps

for each system selected for testing:

1. Based on the analysis of the system's procedures and
controls made in earlier segments of the review,
determine the types of transactions and conditions
to be tested.

2. For any manual aspects of transaction processing,
determine compliance with the applicable procedures
and control techniques that were previously identi-
fied in TFRA task III, work step 1. Walk actual
transactions through the manual portions of the

system.,



Determine the types of records to be included in the
testing, based on the data flows for each system
identified in TFRA Task I, work steps 1 through 7.
Obtain copies of master records and/or prepare fic-
titious records for processing with the test trans-
actions.

Using a printout of the records, predetermine the
end result for each test transaction for comparison
with actual processing results. Appendix VI-CTA-1
presents an example of tests and predetermined test
results for a federal civilian payroll system.

In batch-processing systems, verify that the pro-
grams used for processing the test transactions are
the same as those used for normal system processing.
Ascertain that any changes to programs during the
review have been documented and that the changes
have been tested and approved by the agency.

Print the after—-test contents of all agency records
and compare with the predetermined results (see step
5) to ascertain whether the programs performed as
expected.

Summarize and evaluate the impact of any instances
of noncompliance with prescribed procedures and con-
trols; develop recommendations for needed corrective
actions, with due regard to cost-benefit considera-

tions.



10. Discuss results of compliance tests with appropriate .
agency officials and ascertain their willingness to
take corrective actions.

11. Based on results of step 10, determine the nature of
formal reporting and decide whether substantive

testing is warranted.

KEY POINTS:

--Compliance testing consists of limited tests that cover
the full range of manual and automated transactions,
including bhoth valid and invalid conditions, to evaluate
whether internal control techniques operate as intended
to meet internal control objectives.

--Several methods are available for processing test
transactions through an automated system. Consideration
of the environment--batch or on-line--and potential
risks--such as the destruction of agency files--
will influence which method to use.

--During compliance testing, results are predetermined for
comparison to actual results. The results are
thoroughly analyzed and cost-effective recommendations
are made whenever applicable.
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SECTION 8

SUBSTANTIVE TESTS AND ANALYSIS SEGMENT

The objectives of substantive tests and analysis are to
(1) determine the extent to which the potential erroneous
transactions disclosed through compliance testing may have
occurred and (2) estimate the effect of the erroneous
transactions, which can normally be measured in dollar amounts.

As discussed in the previous section, if the audit staff
believes the agency will take corrective action based on the
results of the compliance tests, substantive testing may not be
necessary even though compliance tests disclose that agency
systems fail to meet established control objectives in material
respects. On the other hand, substantive tests should be
performed if the audit staff believes that the agency will not
take corrective action based on the results of the compliance
tests, or possibly if fraud or abuse is suspected. 1In the
latter case, the auditor must determine whether sufficient
evidence exists for referral to the agency inspector general
and other appropriate authorities. Chapter 2 of GAO's General

Policy Manual contains policy and guidance on such referrals.

Substantive testing focuses on specific inoperative controls
previously identified and measures the extent of the problem
caused by the system's faulure to meet established internal

control objectives. This involves selecting and testing actual



transactions and records. The auditor develops a plan ’
specifically tailored to documenting the adverse effects.

In a payroll system, for example, the results of the
transaction flow review and analysis segment could show that
the system (1) retains payroll records for separated employees
on the active payroll file until annual W-2 Forms are prepared,
(2) accepts payroll transactions to be posted to separated
employees' payroll records after separation, and (3) issues
paychecks to all employees with active records on the payroll
file unless time and attendance records are processed showing
that employees were on leave without pay. In this case, the
results of the compliance tests and analysis segment could show
that payroll transactions might be routinely processed to acti- '
vate separated employees' payroll records, issue paychecks to
the separated employees, and deactivate the separated employ-
ees' payroll records. Substantive tests, in this case, could
be designed to compare the amount of pay that these employees
should have received up to their separation date with the total
paid according to the current payroll record.

Control weaknesses disclosed by compliance tests show the
potential for errors or problems. The auditor can determine
the extent or significance of these potential errors by using
computerized data retrieval and analysis routines. Comput-
erized data retrieval and analysis is performed with general

audit software packages. These packages use very powerful and




flexibile programming languages. They permit an auditor to
read, manipulate, and sort data, as well as print reports. The
retrieval program can be easily coded on preprinted parameter
forms and debugged much more quickly than would be the case
using common programming languages such as COBOL or BASIC.

GAO currently uses two such data retrieval and analysis
packages. They are DYL-280 and DYL-AUDIT. Both were developed
by DYLAKOR Software Systems, Inc., Granada Hills, California.
DYL-280 is an easy to use extended utility, data management
system with flexible report writing capabilities. DYL-AUDIT is
an audit package that provides a wide range of functions, such
as sampling, aging analysis, frequency distribution reporting,
and confirmation-letter writing. Both packages are ideal for
auditing computerized data in GAO's environment, where guick

response and one-time analysis and reporting are normal.

TYPES OF AUDIT FUNCTIONS PERFORMED

Many audit functions can be performed through use of
computerized data retrieval and analysis. Those functions most

frequently used in GAO audits are discussed below.
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Reading and evaluating data

DYL-280 can read just about any form of computer data
(cards, tapes, disks, etc.), and just about any file
organization (sequential, random, undefined, etc.). Hundreds
of records can be read quickly and efficiently in a fraction of
the time it would take to read the same number of records
manually. On the basis of various auditor-selected criteria,
records can be searched for errors and identified for detailed
evaluation. These errors can then be traced back into the

computer system to identify specific problems.

Selecting sample

A useful tool in substantive testing is statistical
sampling which may be utilized to project the total adverse
effect of the whole universe based on a representative smaller
sample. Statistical sampling guidance for GAO staff is
included in chapter 11 of the GAO Project Manual.

DYL~280 and DYL-AUDIT can both be used to select
statistically valid samples if the data is in computerized
format or if the report being used came from a computerized
data base. Several different types of sampling techniques have
been developed in-house for use with DYL 280. These techniques

are described in detail in GAO's CAATS Manual. DYLAKOR has
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also developed many sampling techniques for the DYL-AUDIT
package. These techniques are described in detail in a

separate DYL-AUDIT Reference Manual.

Performing calculations

Calculations can be performed quickly and efficiently
using DYL-280. A full range of mathematical operations are
available with the package. Any number of calculations can be
performed in a matter of seconds. These calculations can be
performed in any combination or segquence. They can be used to

recompute and verify amounts computed by applications programs.

Matching data

DYL-280 can be used to match data included in several
different data bases. DYL-280 has an automatic update feature
that matches two different data bases and identifies records
that match or mismatch. DYL-280 also permits the auditor to
write code that matches up to a total of eight different data
bases. These teéhniques permit the auditor to compare or
verify agency data with those from outside sources and to
verify the accuracy of interfaces between different data bases
to make sure that data were exchanged correctly. The auditor
can also use these techniques to match or compare object codes

in computer programs.



Summarizing data

DYL-280 can be easily used to summarize or aggregate data
in a variety of ways. Through use of control breaks, data can

be totaled at different levels.

Aging data

DYL-AUDIT has an automatic aging analysis function. Up to
9 different aging analyses can be performed with 10 different
date ranges or groups (i.e., 1 to 30 days, 31 to 60 days,
etc.). Reports, either summary or detail, can be produced

automatically by DYL-AUDIT.

Sorting data

DYL-280 has a function which sorts records in any sequence
desired. This function can be imbedded in any DYL-280 appli-
cation. This technique permits sorting to be included along
with other processing and precludes the need for an inter-
mediate sort application. Sorting permits the auditor to re-

arrange the sequence of data to meet audit needs.




Frequency distribution reporting

DYL-AUDIT has an automatic frequency distribution
reporting function that permits the auditor to arrange
numerical data in graduated cateqories, or groupings, called
intervals. The auditor can specify up to 147 simple arithmetic
or logarithmic intervals. DYL-AUDIT automatically accumulates
totals for each interval and provides statistically important
values, including mean and standard deviation, in either a

table or a graphic format.

Writing reports or letters.

DYL-280 has a full range of report-writing capabilities.
An automatic feature is available that permits guick and easy
report composition. In addition, the auditor can also prepare
detailed reports using DYL-280's extended report-writing
capabilities. DYL-AUDIT contains a letter-writing function
which produces form letters that can have variable information,
such as names, addresses, dates, and amounts, inserted into the
body of the letter. This letter-writing function is of

particular value when preparing confirmation letters.



PROCESSING A DATA RETRIEVAL AND
ANALYSIS APPLICATION

Normally, the auditor does not have to arrange for a
separate run of DYL-280 or DYL-AUDIT software. In a normal
multiprogramming environment, the auditor should be able to run
both DYL-280 and DYL-AUDIT with other programs, provided
adequate computer resources are available. Steps followed in

processing an application include the following:

-~Process data retrieval programs on the computer (observe
and control processing of the data retrieval application
if possible).

~-Review processing results for reasonableness and
accuracy.

--Update documentation to reflect actual processing
(flowcharts should be annotated with actual job names,
data set names and volume serial numbers, input/output
counts, and output product titles).

--Obtain technical review of documentation and output

products and document supervisor acceptance.

EVALUATING DATA RETRIEVAL AND ANALYSIS RESULTS

On completion of data retrieval processing and technical

review, the auditor should analyze in detail the results of




each data retrieval application. Each potentially erroneous
condition should be traced back to the point or origin so that
cause and effect can be identified. The total number or amount
of errors can be determined by reprocessing corrected data.
This is done by using either data retrieval programs prepared
by the auditor or agency programs processed under the auditor's

control.

Detailed work steps

Before the following work steps can be executed, the
auditor may need to make arrangements with agency ANDP personnel
and system users to obtain necessary computer resources and
back-up files.

The audit staff should perform the following work steps
for each agency system selected for substantive testing:

1. Design and carry out substantive tests to document and
measure the extent of adverse impact on agency opera-
tions that occurs because of the previously identified
inoperative internal controls. The selection of
transactions for testing should be statistically sound
to permit valid estiates of the actual impact.

2. Summarize and evaluate test results.

3. Develop findings and recommendations for discussion

with agency management and for formal reporting.
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KEY POINTS:

--During substantive testing, actual transactions and
records are selected and tested to document and measure
the extent of adverse impact on agency operations due
to previously identified inoperative internal controls.

--In testing automated systems, GAO uses computerized
data retrieval packages, such as DYL280, to assist the
auditor,
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

A6 16 1063 CIRCULAR No. A-123
Revised

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS
SUBJECT:; Internal Control Systems

1. Purpose. This Circular prescribes policies and standards
to be followed by executive departments and agencies in
establishing, maintaining, evaluating, improving, and
reporting on internal controls in their program and ad-
ministrative activities.

2. Rescission. This revision replaces Circular No. A-123,
"Internal Control Systems,”"” dated October 28, 1981.

3. Background. The Accounting and Auditing Act of 1950 re-
quires the head of each department and agency to estab-
lish and maintain adequate systems of internal control.
Office of Management and Budget (OMB) Circular A-123,
issued in October 1981, promulgated internal control
standards and a system of agency responsibilities and re-
quirements to address the numerous instances of fraud,
waste, and abuse of Government resources and mismanage-
ment of Government programs resulting from weaknesses in
internal controls or breakdowns in compliance with inter-
nal controls.

The Federal Managers' Financial Integrity Act, P.L.
97-255, (hereafter referred to as the Act), amended the
Accounting and Auditing Act of 1950, The Act's require-
ments and objectives are basically the same as the origi-
nal Circular's, except that the internal accounting and
administrative control standards.are to be prescribed by
the Comptroller General; annual evaluations are to be
conducted by each executive agency of its system of in-
ternal accounting and administrative control, in accord-
ance with guidelines established for such evaluations by
the Director of the Office of Management and Budget; and
an annual statement is to be submitted by the head of
each executive agency to the President and the Congress
on the status of the agency's system of internal control.
The guidelines, entitled "Guidelines for the Evaluation
and Improvement of and Reporting on Internal Control
Systems in the Federal Government" were issued in
December 1982,

In addition to the requirements of the Act, 31 U.S.C.
1514 requires that agency systems for the control of
funds be approved by the Director of OMB. These re-
quirements are prescribed by Circular A-34, "Budget
Execution."
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Policy. Agencies shall maintain effective systems of
accounting and administrative control. All levels of
management shall involve themselves in assuring the ade-
quacy of controls., New programs shall incorporate effec-
tive systems of internal control. All systems shall be
evaluated on an ongoing basis, and weaknesses, when
detected, shall be promptly corrected. Reports shall be
issued, as required, on internal control activities and
the results of evaluations.

Definitions. For the purpose of this Circular, the fol-
lowing terms are defined:

a. Agency -- any department or independent establishment
in the executive branch.

b. Agency Component -~ a major organization, program or
functional subdivision of an agency having one or more
separate systems of internal control.

c. Control Objective -~ a desired goal or condition for
a specific event cycle that reflects the application of ‘
the overall objectives of internal control to that speci-

fic cycle. /1

d. Internal Control -- the plan of organization and
methods and procedures adopted by management to provide
reasonable assurance that obligations and costs are in
compliance with applicable law; funds, property, and
other assets are safeguarded against waste, loss, un-
authorized use, or misappropriation; and revenues and
expenditures applicable to agency operations are proper-
ly recorded and accounted for to permit the preparation
of accounts and reliable financial and statistical re-
ports and to maintain accountability over the assets.,

/1 Control objectives are not absolutes. Since the
achievement of control objectives can be and is affected
by such factors as budget constraints, statutory and reg-
ulatory restrictions, staff limitations, and cost-benefit
considerations, the lack of achievement of control objec-
tives does not necessarily represent a defect or defi-
ciency in internal control requiring correction. Such
limiting factors need to be considered in determining
whether there is reasonable assurance the control objec-

tives are being achieved. ‘
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e. Internal Control Documentation -- written policies,
organization charts, procedural write-ups, manuals, memo-
randa, flow charts, decision tables, completed question-
naires, software, and related written materials used to
describe the internal control methods and measures, to
communicate responsibilities and authorities for opera-
ting such methods and measures, and to serve as a refer-
ence for persons reviewing the internal controls and
their functioning.

f. 1Internal Control Guidelines -- the guidelines issued
by OMB in December 1982, entitled "Guidelines for the
Evaluation and Improvement of and Reporting on Internal
Control Systems in the Federal Government",

g. Internal Control Review -- a detailed examination of
a system of internal control to determine whether ade-
guate control measures exist and are implemented to pre-
vent or detect the occurrence of potential risks in a
cost effective manner.

h. Internal Control Standards —- the standards issued by
the Comptroller General on June 1, 1983, for use in
establishing and maintaining systems of internal control.
These are applicable to all operations and administrative
functions but are not intended to limit or interfere with
duly granted authority related to development of legisla-
tion, rulemaking, or other discretionary policymaking in
an agency.

i. Internal Control System -- the sum of the organiza-
tion's methods and measures used to achieve the objec-
tives of internal control.

j. 1Internal Control Technique -- processes and documents
that are being relied on to efficiently and effectively
accomplish an internal control objective and thus help
safeguard an activity from waste, loss, unauthorized use,
or misappropriation.

k. Material Weakness -- a situation in which the design-
ed procedures or degree of operational compliance there-
with does not provide reasonable assurance that the ob-
jectives of internal control specified in the Act are
being accompl ished.,
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1. Vulnerability Assessment -- a review of the suscepti-
bility of a program or function to waste, loss, unauthor-
ized use, or misappropriation.

Responsibility. The head of each agency is responsible
for ensuring that the design, installation, evaluation,
and improvement of internal controls, and issuance of re-
ports on the agency's internal control systems are in ac-
cordance with the requirements of the Act and the guid-
ance contained in the Internal Control Guidelines., Des-
ignated internal control officials and heads of organiza-
tional units within agencies have responsibilities for
ensuring the performance of necessary internal control
evaluations and providing assurances to the agency head.
These responsibilities are described in paragraphs 6b and
c. The Inspector General, or equivalent in agencies
without an Inspector General, has a limited responsibil-
ity in regard to internal controls, as explained in

paragraph 6d.

a. Agency heads are responsible for establishing and
maintaining the system of internal control within their
agencies. This includes determining that the system is
established in accordance with the standards prescribed
by the Comptroller General and that it provides reason-
able assurance that the objectives of internal control,
as described in paragraph 7, are met., It also includes
determining that the system is functioning as prescribed
and is modified, as appropriate, for changes in condi-
tions.

b. A designated senior official shall be responsible for
coordinating the overall agency-wide effort of evaluat-
ing, improving and reporting on internal control systems
in accordance with the Internal Control Guidelines. This
responsibility includes providing assurance to the agency
head that those processes were conducted in a thorough

and conscientious manner.

c. Heads of organizational units are responsible for the
system of internal control in their units. This respon-
sibility includes providing to the agency head assurance
that he or she is cognizant of the importance of internal
controls; has performed the evaluation process in accord-
ance with the Internal Control Guidelines and in a con-
scientious manner; and believes the objectives of inter-
nal control are being complied with in his or her area of
responsibility within prescribed limits.
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d. The Inspector General (IG), or the senior audit
official where there is no Inspector General, is
encouraged to provide technical assistance in the agency
effort to evaluate and improve internal controls. This
would be in addition to the reviews of internal control
documentation and systems, undertaken at the IG's
initiative or at the request of the agency head, and the
reports issued as a result of these reviews,

e. In addition, the IG may advise the agency head
whether the agency's internal control evaluation process
has been conducted in accordance with the Internal Con-
trol Guidelines. Performing the limited review required
to provide such advice should not be interpreted to pre-
clude the IG from providing technical assistance in the
agency effort to evaluate and improve internal controls,
or otherwise limit the authority of the IG. The extent
of IG involvement in the agency's internal control evalu-
ation, improvement and reporting process should be
coordinated among the agency head, IG, and the designated
internal control official.

Objectives of Internal Control. The objectives of inter-
nal control, as specified in the Act, are to provide man-
agement with reasonable assurance that:

a. Obligations and costs comply with applicable law.

b. Assets are safeguarded against waste, loss, unauthor-
ized use, and misappropriation.

c. Revenues and expenditures applicable to agency opera-
tions are recorded and accounted for properly so that
accounts and reliable financial and statistical reports
may be prepared and accountability of the assets may be
maintained.

The objectives .of internal control apply to all program
and administrative activities.

Internal Control Standards. An agency's or agency compo-
nent's system of internal control shall be established
and maintained in accordance with the standards pre-
scribed by the Comptroller General as presented below.
OMB commentary on selected standards is contained in the
bracketed paragraphs.
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General Standards

1. Reasonable Assurance. Internal control systems
are to provide reasonable assurance that the objec-
tives of the systems will be accomplished.

[This standard recognizes that the cost of internal
control should not exceed the benefits derived there-
from and that the benefits consist of reductions in
the risks of failing to achieve the stated control

objectives.]

2. Supportive Attitude. Managers and employees are
to maintain and demonstrate a positive and supportive
attitude toward internal controls at all times.

3. Competent Personnel. Managers and employees are
to have personal and professional integrity and are
to maintain a level of competence that allows them to
accomplish their assigned duties, as well as under-
stand the importance of developing and implementing
good internal controls.

4, Control Objectives., Internal control objectives
are to be identified or developed for each agency
activity and are to be logical, applicable, and
reasonably complete.

5. Control Techniques, Internal control techniques
are to be effective and efficient in accomplishing
their internal control objectives.

[Internal control techniques are to be designed for
and operated in all agency programs and administra-
tive activities in order to accomplish the control

objectives consistently.]

Specific Standards

l. Documentation. 1Internal control systems and all
transactions and other significant events are to be
clearly documented, and the documentation is to be
readily available for examination.

2. Recording of Transactions and Events. Transac-
tions and other significant events are to be promptly
recorded and properly classified.
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3. Execution of Transactions and Events. Transac-
tions and other significant events are to be author-
ized and executed only by persons acting within the
scope of their authority.

[Independent evidence is to be maintained that
authorizations are issued by persons acting within
the scope of their authority and that the transac-
tions conform with the terms of the authorizations,]

4, Separation of Duties. Key duties and responsi-
bilities in authorizing, processing, recording, and
reviewing transactions should be separated among
individuals.

[Key duties such as authorizing, approving, and re-
cording transactions, issuing or receiving assets,
making payments, and reviewing or auditing are to be
assigned to separate individuals to minimize the risk
of loss to the government. Internal control depends
largely on the reduced opportunities to make and con-
ceal errors or to engage in or conceal irregulari-
ties. This, in turn depends on the assignment of
work so that no one individual controls all phases of
an activity or transaction, thereby creating a situa-
tion that parmits errors or irregularities to go un-
detected.]

5. Supervision. Qualified and continuous supervi-
sion is to be provided to ensure that internal con-
trol objectives are achieved.

[Qualified and continuous supervision also is to en-
sure that approved procedures are followed. Lines of
personal responsibility and accountability are to be
clearly established.]

6. Access to and Accountability for Resources,
Access to resources and records is to be limited to
authorized individuals, and accountability for the
custody and use of resources is to be assigned and
maintained. Periodic comparison shall be made of the
resources with the recorded accountability to deter-
mine whether the two agree. The frequency of the
comparison shall be a function of the vulnerability

of the asset.,
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c. Audit Resolution Standard

1. Prompt Resolution of Audit Findings. Managers
are to (1) promptly evaluate findings and recommenda-
tions reported by auditors, (2) determine proper
actions in response to audit findings and recommenda-
tions, and (3) complete, within established time
frames, all actions that correct or otherwise resolve
the matters brought to management's attention.

Requirements for Agency Internal Control Directive. Each
agency shall update its internal control directive which
will, at a minimum:

a. Establish specific responsibilities for seeing that
agency internal control systems are developed (where they
do not exist), maintained, evaluated, improved as neces-
sary, and reported upon in accordance with the Internal
Control Guidelines.

nal control official, heads of organizational units, pro-
gram managers, and technical staffs, including the Office
of Inspector General or its equivalent in agencies with-
out an Inspector General, in matters concerning internal

control.

b. Provide for coordination among the designated inter- .

c. Assign responsibility for internal control to appro-
priate levels of management in each agency component and
establish administrative procedures to enforce the in-
tended functioning of internal controls. These procedures
should require performance agreements for each Senior
Executive Service and Merit Pay or equivalent employee
with significant management responsibility to include
fulfillment of assigned internal (i.e., management) con-
trol responsibilities; notations in performance apprais-
als for positive accomplishments related to internal
controls; appropriate disciplinary action for violations
of internal controls; and timely correction of internal
control weaknesses, however identified.

d. Require each internal control system to meet the
standards of internal control described in paragraph 8.
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e. Provide for an ongoing program of vulnerability as-
sessments covering all agency components and assessable
units. Assessments shall be accomplished as frequen-
tly as circumstances warrant. Agencies shall assure the
evaluation of each assessahle unit at least once every

two years.

f. Provide for internal control reviews, audits, in-
creased or improved monitoring procedures or other
processes on an ongoing basis to determine whether the
controls are operating as intended and are effective.
These reviews or other actions should identify internal
controls that need to be strengthened or streamlined.
The timing of the reviews or other actions shall be de-
termined based upon the results of the vulnerability
assessments, management priorities, resource availabil-
ity, and other management initiatives planned or under-

waye.

Follow-up Actions. The recommendations resulting from
vulnerability assessments and internal control reviews
should be considered by management on a timely basis and
appropriate corrective actions should be taken as prompt-
ly as possible. A formal follow-up system should be
established that records and tracks recommendations and
projected action dates, and monitors whether the changes
are made as scheduled. The existing audit follow-up
system maintained by the designated agency follow-up
official could be used for this purpose.

Specific Internal Control Guides. Models and other
guidelines for internal controls for specialized aspects
of agency operations will be developed from time to time
and issued separately to aid agencies in designing
specific internal control systems,

Reporting. By December 31, 1983, and by each succeeding
December 31, the head of each executive agency subject to
P.L. 97-255 (31 U.S.C. 3512) shall submit a statement to
the President and to the Congress stating whether the
evaluation of internal controls was conducted in accord-
ance with the Internal Control Guidelines, stating
whether the agency's system of internal accounting and
administrative control complies with the Comptroller
General's standards and provides reasonable assurance
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that obligations and costs are in accordance with applic-
able law; funds, property, and other assets are safe-
guarded; and revenues and expenditures are properly re-
corded and permit the preparation of reliable financial
and statistical reports; reporting the material weak-~
nesses, if any, in the agency's system of internal con-
trol, however identified; and containing a plan for cor-
recting any weaknesses, Procedures to be followed in
preparing this report are contained in the Internal

Control Guidelines.

Agencies are also required td submit information to OMB
on the progress made in evaluating and improving inter-~
nal controls as part of the Reform '88 Tracking System,

Effective Date. This Circular is effective on publica-
tion.

Inguiries. All questions or inquiries should be ad-
dressed to the Finance and Accounting Division, Office of

Management and Budget, telephone number 202/395-3122.

Sunset Review Date., This Circular shall have an inde- .
pendent policy review to ascertain its effectiveness

three years from the date of issuance.

i A Sl oo

David A. Stockman
Director
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Public Law 97-255
97th Congress
An Act

To amend the Accounting und Auditing Act of 1950 o require ongoing evaluations
and reports on the adequacy of the sysiems of inlernal accounting anc administra-
tive contro! of each executive agency, and for other purposes.

Be it enacted by the Senate and House of Represeniatives of the
United States of America in Congress assembled,

Secmion 1. This Act may be cited as the “Federal Managers’
Financial Integrity Act of 1982". ot

Sec. 2. Section 112 of the Accounting and Auditing Act of 1950 (81
U.8.C. 66a) is amended by adding at the end thereof the following
new subsection:

“@X1XA) To ensure compliance with the requirements of subsec-
tion (aX3) of this section, internal accounting and ini ive
controls of each executive shall be established in accordance
with standards prem:ribedag;n e Comptroller General, and shall
provide reasonable assurances that—

: “(i) obligations and costs are in compliance with applicable
aw,

“(ii) funds, property, and other assets are safeguarded against
waste, loss, unauthorized use, or misappropriation; and

‘(iii) revenues and expenditures applicable to agency oper-
ations are properly recorded and accounted for to permit the
preparation of accounts and reliable financial and statistical
reports and to maintain accountability over the assets.

*(B) The standards prescribed by the Comptroller General under
this paragraph shall include standards to ensure the prompt resolu-
tion of all audit findings.

‘“2) By December 31, 1982, the Director of the Office of Manage-
ment and Budget, in consultation with the Comptroller General,
shall establish guidelines for the evaluation by agencies of their
systems of internal accounting and administrative control to deter-
mine such systems’ compliance with the requirements of pa.ragaph
(1) of this subsection. The Director, in consultation with the Comp-
troller General, may modify such guidelines from time to time as
deemed necessary.

‘3) By December 31, 1983, and by December 31 of each succeeding
year, the head of each executive agency shall, on the basis of an
evaluation conducted in accordance with guidelines prescribed
under paragraph (2) of this subsection, prepare a statement—

‘(A) that the agency's systems of internal accounting and
administrative control fully comply with the requirements of
paragraph (1); or

*(B) that such systems do not fully comply with such
requirements.

“(4) In the event that the head of an agency prepares & statement

in paragraph (3XB), the head of such agency shell include
with such statement a report in which any material weaknesses in
the agency's systems of internal accountin® and administrative
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~ontrol are identified and the plans and schedule for correcting any
such weakness are described.

*(5) The statements and reports required by this subsection shall
be signed by the head of each executive agency and transmitted to
the President and the Congress. Such statements and reports shall
also be made available to the public, except that, in the case of any
such statement or report containing information which is—

‘l‘gA) specifically prohibited from disclosure by any provision
w; or
“(B) specifically required by Executive order to be kept secret
in the interest of national defense or the conduct of foreign
affairs,
such information shall be deleted prior to the report or statement
being made available to the public.”.

Sec. 3. Section 201 of the Budget and Accounting Act, 1921 (31
US.C. 11), is amended by adding at the end thereof the following
new subsection:

“&X1) The President shall include in the supporting detail accom-
panying each Budget submitted on or after January 1, 1983, a
separate statement, with respect to each department and establish-
ment, of the amounts of appropriations requested by the President
for the Office of Inspector General, if any, of each such establish-
ment or department.

‘2) At the request of a committee of the Congress, additional
information concerning the amount of appropriations originally
requested by any office of Inspector General, shall be submitted to
such committee.”.

Sec. 4. Section 113(b) of the Accounting and Auditing Act of 1950
(31 US.C. 66a(b)), is amended by adding at the end thereof the
following new sentence: “Each annual statement prepared pursuant
to subsection (d) of this section shall include a separate report on
whether the agency’s Accounting syster2 conforms to the principles,
standards, and related requirements prescribed by the Comptroller
General under section 112 of this Act.”.

Approved September B, 1982.

LEGISLATIVE HISTORY —H.R. 1526 (S. 864

HOUSE REPORT No. 97-88 (Comm. on Government Operations).
CONGRESSIONAL RECORD:
Vol. 127 (1981 May 18, considered and passed House.
Vol. 128 (1982). Acg. 4, considered and passed Senate, amended.
Aug. 19, House concurred in Senate amendment.
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INTRODUCTION

This document contains the Comptroller General's internal

control standards to be followed by executive agencies in estab-
lishing and maintaining systems of internal control as required by

the

Federal Managers' Financial Integrity Act of 1982 (31 U.S.C.

3512(b)). Internal control systems are to reasonably ensure that

the

The

following objectives are achieved:
--Obligations and costs comply with applicable law.

~~All assets are safeqguarded against waste, loss, unauthorized
use, and misappropriation.

~-Revenues and expenditures applicable to agency operations
are recorded and accounted for properly so that accounts and
reliable financial and statistical reports may be prepared
and accountability of the assets may be maintained.

act directs the heads of executive agencies to:

-~-Make an annual evaluation of their internal controls using
guidelines established by the Office of Management and
Budget.,

~-Provide annual reports to the President and Congress that
state whether agency systems of internal control comply with
the objectives of internal controls set forth in the act and
with the standards prescribed by the Comptroller General.
Where systems do not comply, agency reports must identify
the weaknesses involved and describe the plans for correc-
tive action.

The following concept of internal controls is useful in under-

standing and applying the internal control standards set forth and
discussed on succeeding pages.

The plan of organization and methods and procedures adopted by
management to ensure that resource use is consistent with
laws, regulations, and policies; that resources are safe-
guarded against waste, loss, and misuse; and that reliable
data are obtained, maintained, and fairly disclosed in re-
ports.
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The ultimate responsibility for good internal controls rests
with management. Internal controls should not be looked upon as
separate, specialized systems within an agency. Rather, they
should be recognized as an integral part of each system that man-
agement uses to regulate and guide its operations. In this sense,
internal controls are management controls. Good internal controls
are essential to achieving the proper conduct of Government busi-
ness with full accountability for the resources made available.
They also facilitate the achievement of management objectives by
serving as checks and balances against undesired actions. In pre-
venting negative consequences from occurring, internal controls
help achieve the positive aims of program managers.
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The

INTERNAL CONTROL STANDARDS

internal control standards define the minimum level of

quality acceptable for internal control systems in operation and
constitute the criteria against which systems are to be evaluated.
These internal control standards apply to all operations and admin-
istrative functions but are not intended to limit or interfere with
duly granted authority related to development of legislation,
rulemaking, or other discretionary policymaking in an agency.

GENERAL STANDARDS

1.

SPECIFIC

Reasonable Assurance. Internal control systems are to
provide reasonable assurance that the objectives of the
systems will be accomplished.

Supportive Attitude. Managers and employees are to main-
tain and demonstrate a positive and supportive attitude
toward internal controls at all times.

Competent Personnel. Managers and employees are to have

personal and professional integrity and are to maintain a
level of competence that allows them to accomplish their

assigned duties, as well as understand the importance of

developing and implementing good internal controls.

Control Objectives. 1Internal control objectives are to be
identified or developed for each agency activity and are
to be logical, applicable, and reasonably complete.

Control Techniques. Internal control techniques are to be
effective and efficient in accomplishing their internal
control objectives.

STANDARDS

1-

Documentation. Internal control systems and all transac-
tions and other significant events are to be clearly docu-
mented, and the documentation is to be readily available
for examination.
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2. Recording of Transactions and Events. Transactions and
other significant events are to be promptly recorded and
properly classified.

Execution of Transactions and Events. Transactions and
other significant events are to be authorized and executed
only by persons acting within the scope of their
authority.

4., Separation of Duties. Key duties and responsibilities in
authorizing, processing, recording, and reviewing transac-
tions should be separated among individuals.

5. Supervision. Qualified and continuous supervision is to
be provided to ensure that internal control objectives are
achieved.

6. Access to and Accountability for Resources. Access tO re-
sources and records is to be limited to authorized indi-
viduals, and accountability for the custody and use of
resources is to be assigned and maintained. Periodic
comparison shall be made of the resources with the
recorded accountability to determine whether the two
agree. The frequency of the comparison shall be a
function of the vulnerability of the asset.

AUDIT RESOLUTION STANDARD

Prompt Resolution of Audit Findings. Managers are to (1)
promptly evaluate findings and recommendations reported by
auditors, (2) determine proper actions in response to audit
findings and recommendations, and (3) complete, within estab-
lished time frames, all actions that correct or otherwise re-
solve the matters brought to management's attention.
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EXPLANATION OF GENERAL STANDARDS

General internal control standards apply to all aspects of in-
ternal controls.

REASONABLE ASSURANCE

Internal control systems are to provide reasonable
assurance that the objectives of the systems will be
accomplished.

The standard of reasonable assurance recognizes that the cost
of internal control should not exceed the benefit derived. Reason-
able assurance equates to a satisfactory level of confidence under
given considerations of costs, benefits, and risks. The required
determinations call for judgment to be exercised.

In exercising that judgment, agencies should:

-~Identify (1) risks inherent in agency operations, (2) cri-
teria for determining low, medium, and high risks, and (3)
acceptable levels of risk under varying circumstances.

--Assess risks both quantitatively and qualitatively.

Cost refers to the financial measure of resources consumed in
accomplishing a specified purpose. Cost can also represent a lost
opportunity, such as a delay in operations, a decline in service
levels or productivity, or low employee morale. A benefit is meas-
ured by the degree to which the risk of failing to achieve a stated
objective is reduced. Examples include increasing the probability
of detecting fraud, waste, abuse, or error; preventing an improper
activity; or enhancing regulatory compliance.

SUPPORTIVE ATTITUDE

Managers and employees are to maintain and demonstrate a
positive and supportive attitude toward internal controls
at all times.

This standard requires agency managers and employees to be at-

tentive to internal control matters and to take steps to promote
the effectiveness of the controls. Attitude affects the quality of
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performance and, as a result, the quality of internal controls. A
positive and supportive attitude is initiated and fostered by man-
agement and is ensured when internal controls are a consistently
high management priority.

Attitude is not reflected in any one particular aspect of man-
agers' actions but rather is fostered by managers' commitment to
achieving strong controls through actions concerning agency organi-
zation, personnel practices, communication, protection and use of
resources through systematic accountability, monitoring and systems
of reporting, and general leadership. However, one important way
for management to demonstrate its support for good internal con-
trols is its emphasis on the value of internal auditing and its re-
sponsiveness to information developed through internal audits.

The organization of an agency provides its management with the
overall framework for planning, directing, and controlling its op-
erations. Good internal control requires clear lines of authority
and responsibility; appropriate reporting relationships; and appro-
priate separation of authority.

In the final analysis, general leadership is critical to main-
taining a positive and supportive attitude toward internal con-
trols. Adequate supervision, training, and motivation of employees
in the area of internal controls is important.

COMPETENT PERSONNEL

Managers and employees are to have personal and profes-
sional integrity and are to maintain a level of compe-
tence that allows them to accomplish their assigned
duties, as well as understand the importance of develop-
ing and implementing good internal controls.

This standard requires managers and their staff to maintain
and demonstrate (1) personal and professional integrity, (2) a
level of skill necessary to help ensure effective performance, and
(3) an understanding of internal controls sufficient to effectively
discharge their responsibilities.

Many elements influence the integrity of managers and their

staff. For example, personnel should periodically be reminded of
their obligations under an operative code of conduct.
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In addition, hiring and staffing decisions should include per-
tinent verification of education and experience and, once on the
job, the individual should be given the necessary formal and on-
the~-job training. Managers who possess a good understanding of in-
ternal controls are vital to effective control systems.

Counseling and performance appraisals are also important.
Overall performance appraisals should be based on an assessment of
many critical factors, one of which should be the implementation
and maintenance of effective internal controls.

CONTROL OBJECTIVES

Internal control objectives are to be identified or de-
veloped for each agency activity and are to be logical,
applicable, and reasonably complete.

This standard requires that objectives be tailored to an agen-
cy's operations. All operations of an agency can dgenerally be
grouped into one or more categories called cycles. Cycles comprise
all specific activities (such as identifying, classifying, record-
ing, and reporting information) required to process a particular
transaction or event. Cycles should be compatible with an agency's
organization and division of responsibilities.

Cycles can be categorized in various ways. For example:
--Agency management.

~--Financial.

--Program (operational).

--Administrative,

Agency management cycles cover the overall policy and plan-
ning, organization, data processing, and audit functions. Finan-
cial cycles cover the traditional control areas concerned with the
flow of funds (revenues and expenditures), related assets, and fi-
nancial information. Program (operational) cycles are those agency
activities that relate to the mission(s) of the agency and which
are peculiar to a specific agency. Administrative cycles are those
agency activities providing support to the agency's primary mis-~
sion, such as library services, mail processing and delivery, and

III-7



APPENDIX III APPENDIX III

printing. The four types of cycles obviously interact, and con-
trols over this interaction must be established. For example, a
typical grant cycle would be concerned with eligibility and, if
awarded, administration of the grant. At the time of award, the
grant (program) and disbursement (financial) cycles would interface
to control and record the payment authorization.

Complying with this standard calls for identifying the cycles
of agency operations and analyzing each in detail to develop the
cycle control objectives. These are the internal control goals or
targets to be achieved in each cycle. The objectives should be
tailored to fit the specific operations in each agency and be con-
sistent with the overall objectives of internal controls as set
forth in the Federal Managers' Financial Integrity Act.

In appendix B of its "Guidelines for the Evaluation and
Improvement of and Reporting on Internal Control Systems in the
Federal Government,” OMB has provided a suggested list of agency
cycles and cycle control objectives. Agencies should consider this
and other sources when identifying their cycles and cycle control
objectives.

CONTROL TECHNIQUES

Internal control techniques are to be effective and
efficient in accomplishing their internal control
objectives.

Internal control techniques are the mechanisms by which con-
trol objectives are achieved. Techniques include, but are not
limited to, such things as specific policies, procedures, plans of
organization (including separation of duties), and physical ar-
rangements (such as locks and fire alarms). This standard requires
that internal control techniques continually provide a high degree
of assurance that the internal control objectives are being
achieved. To do so they must be effective and efficient.

To be effective, techniques should fulfill their intended pur-
pose in actual application. They should provide the coverage they
are supposed to and operate when intended. As for efficiency,
techniques should be designed to derive maximum benefit with mini-
mal effort. Technigues tested for effectiveness and efficiency
should be those in actual operation and should be evaluated over a
period of time.
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EXPLANATION OF SPECIFIC STANDARDS

A number of techniques are essential to providing the greatest
assurance that the internal control objectives will be achieved.
These critical techniques are the specific standards discussed
below,

DOCUMENTATION

Internal control systems and all transactions and other
significant events are to be clearly documented, and
the documentation is to be readily available for
examination.

This standard requires written evidence of (1) an agency's in-
ternal control objectives and techniques and accountability systems
and (2) all pertinent aspects of transactions and other significant
events of an agency. Also, the documentation must be available as
well as easily accessible for examination.

Documentation of internal control systems should include
identification of the cycles and related objectives and techniques,
and should appear in management directives, administrative policy,
and accounting manuals. Documentation of transactions or other
significant events should be complete and accurate and should fa-
cilitate tracing the transaction or event and related information
from before it occurs, while it is in process, to after it is
completed.

Complying with this standard requires that the documentation
of internal control systems and transactions and other significant
events be purposeful and useful to managers in controlling their
operations, and to auditors or others involved in analyzing opera-
tions.

RECORDING OF TRANSACTIONS AND EVENTS

Transactions and other significant events are to be
promptly recorded and properly classified.

Transactions must be promptly recorded if pertinent informa-

tion is to maintain its relevance and value to management in con-
trolling operations and making decisions. This standard applies to
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(1) the entire process or life cycle of a transaction or event and
includes the initiation and authorization, (2) all aspects of the
transaction while in process, and (3) its final classification in
summary records. Proper classification of transactions and events
is the organization and format of information on summary records
from which reports and statements are prepared.

EXECUTION OF TRANSACTIONS AND EVENTS

Transactions and other significant events are to be au-
thorized and executed only by persons acting within the
scope of their authority.

This standard deals with management's decision to exchange,
transfer, use, or commit resources for specified purposes under
specific conditions. It is the principal means of assuring that
only valid transactions and other events are entered into. Author-
ization should be clearly communicated to managers and employees
and should include the specific conditions and terms under which
authorizations are to be made. Conforming to the terms of an au-
thorization means that employees are carrying out their assigned
duties in accordance with directives and within the limitations
established by management.

SEPARATION OF DUTIES

Key duties and responsibilities in authorizing, process-
ing, recording, and reviewing transactions should be sep-
arated among individuals.

To reduce the risk of error, waste, or wrongful acts or to
reduce the risk of them going undetected, no one individual should
control all key aspects of a transaction or event. Rather, duties
and responsibilities should be assigned systematically to a number
of individuals to ensure that effective checks and balances exist.
Key duties include authorizing, approving, and recording transac-
tions; issuing and receiving assets; making payments; and reviewing
or auditing transactions. Collusion, however, can reduce or des-
troy the effectiveness of this internal control standard.

SUPERVISION

Qualified and continuous supervision is to be provided to
ensure that internal control objectives are achieved.
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This standard requires supervisors to continuously review and
approve the assigned work of their staffs. It also requires that
they provide their staffs with the necessary guidance and training
to help ensure that errors, waste, and wrongful acts are minimized
and that specific management directives are achieved.

Assignment, review, and approval of a staff's work requires

--clearly communicating the duties, responsibilities, and ac-
countabilities assigned each staff member;

--systematically reviewing each member's work to the extent
necessary; and

—-—approving work at critical points to ensure that work flows
as intended.

Assignment, review, and approval of a staff's work should re-
sult in the proper processing of transactions and events including
(1) following approved procedures and requirements, (2) detecting
and eliminating errors, misunderstandings, and improper practices,
and (3) discouraging wrongful acts from occurring or from
recurring.

ACCESS TO AND ACCOUNTABILITY FOR RESOURCES

Access to resources and records is to be limited to au-
thorized individuals, and accountability for the custody
and use of resources is to be assigned and maintained.
Periodic comparison shall be made of the resources with
the recorded accountability to determine whether the two
agree. The frequency of the comparison shall be a
function of the vulnerability of the asset.

The basic concept behind restricting access to resources is to
help reduce the risk of unauthorized use, loss to the Government,
and to help achieve the directives of management. However, re-
stricting access to resources depends upon the vulnerability of the
resource and the perceived risk of loss, both of which should be
periodically assessed. For example, access to and accountability
for highly vulnerable documents, such as check stocks, can be
achieved by
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--keeping them locked in a safe,

--assigning or having each document assigned a sequential
number, and

--assigning custodial accountability to responsible individ-
uals.

Other factors affecting access include the cost, portability,
exchangeability, and the perceived risk of loss or improper use of
the resource. In addition, assigning and maintaining accountabil-
ity for resources involves directing and communicating responsibil-
ity to specific individuals within an agency for the custody and
use of resources in achieving the specifically identified manage-
ment directives.
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EXPLANATION OF THE AUDIT RESOLUTION STANDARD

PROMPT RESOLUTION OF AUDIT FINDINGS

Managers are to (1) promptly evaluate findings and recom-
mendations reported by auditors, (2) determine proper ac-
tions in response to audit findings and recommendations,
and (3) complete, within established time frames, all ac-
tions that correct or otherwise resolve the matters
brought to management's attention.

The audit resolution standard requires managers to take
prompt, responsive action on all findings and recommendations made
by auditors. Responsive action is that which corrects identified
deficiencies. Where audit findings identify opportunities for im-~
provement rather than cite deficiencies, responsive action is that
which produces improvements.

The audit resolution process begins when the results of an
audit are reported to management, and is completed only after ac-
tion has been taken that (1) corrects identified deficiencies, (2)
. produces improvements, or (3) demonstrates the audit findings and
recommendations are either invalid or do not warrant management ac-
tion.

Auditors are responsible for following up on audit findings
and recommendations to ascertain that resolution has been
achieved. Auditors' findings and recommendations should be moni-
tored through the resolution and followup processes. Top manage-
ment should be kept informed through periodic reports so it can
assure the quality and timeliness of individual resolution
decisions.
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APPENDIX IV

List of OMB Circulars
Treasury Financial Manual - Volume I
OPM Personnel Manual

List of the Major Sections of the GSA
Property Management Regulations

List of the Major Parts of the GSA
Acquisition Regulations

List and Synopses of the Titles in the
GAO Policy and Procedures Manual
for Guidance of Federal Agencies

Iv-23




. APPENDIX IV APPENDIX IV

LIST OF
OMB CIRCULARS

NUMBER SUBJECT

A-1 Office of Management and Budget's system of
Circulars and Bulletins to executive departments
and establishments

A-3 Government periodicals
A-10 Responsibilities for disclosure with respect to
the budget
. A-11 Preparation and submission of budget estimates
A-12 Object Classification
A-16 Coordination of surveying and mapping activities
A-18 Policies on construction of family housing
A-19 Legislative coordination and clearance
A-20 System of control over the use of foreign
currencies
A-21 Cost principles for educational institutions
A-25 User Charges
A-31 Distribution of appropriations and other budget
. authority made to the President
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A-34

A-45

A-49

A-50

A-51

A-62

A-64

A-67

A-70

A-71

A-72

A-73

A-76

A-87

APPENDIX IV

Instructions on budget execution

Policy governing charges for rental quarters and
related facilities

Use of management and operating contracts

Audit follow-up

Planning and conduct of the United States
program in Antarctica

Policies and procedures for the coordination of
Federal meteorological services

Position management systems

Coordination of Federal activities in the

acquisition of certain water data

Federal Credit Policy

Responsibilities for the administration and
management of automatic data processing

activities

Pederal Employees Occupational Health Service
Programs

Audit of Federal Operations and Programs

Performance of Commercial Activities

Cost principles for State and local Governments
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A-88

A-94

A-99

aA-102
A-104
A-105

A-106

A-108

APPENDIX IV

Indirect cost rates, audit, and audit follow-up
at educational institutions

Federal Domestic Assistance Program Information

Cooperating with State and local governments to
coordinate and improve information systems

Discount rates to be used in evaluating time-
distributed costs and benefits

Rules and regulations permitting Federal agen-
cies to provide specialized or technical ser-
vices to State and local units of government
under Title III of the Intergovernmental
Cooperation Act of 1968

Direction and control of litigation

Uniform administrative requirements for grants-

in-aid to State and local governments

Comparative cost analysis for decisions to lease
or purchase general purpose real property

Standard Federal Regions
Reporting Requirements in Connection with the
Prevention, Control and Abatement of Environmen-

tal Pollution at Existing Federal Facilities

Responsibilities for the maintenance of records
about individuals by Federal agencies
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A-109

A-110

A-112

A-114

A-119

A-120

A-121

A-122

A-123

A-124

A-125

A-126

aA-127

APPENDIX IV
Major Systems Acquisitions
Uniform administrative requirements for grants
and other agreements with institutions of higher
education, hospitals, and other nonprofit
organizations
Monitoring Federal Outlays

Management of Federal Audiovisual Activities

Federal Participation in the Development and Use
of Voluntary Standards

Guidelines for the Use of Consulting Services

Cost Accounting, Cost Recovery and Interagency
Sharing of Data Processing Facilities

Cost Principles for Nonprofit Organizations

Internal Control Systems

Patents - Small Business Firms and Nonprofit

Organizations

Prompt Payment

Improving the Management and Use of Government
Aircraft

Financial Management Systems
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TREASURY FINANCIAL MANUAL - VOLUME I
TABLE OF CONTENTS

Part Chapter Title
1 INTRODUCTION
1000 Purpose and Plan of Volume I
2000 Accounting Forms in I TFRM Prescribed by

Treasury and Other Government Agencies

2 CENTRAL ACCOUNTING AND REPORTING
1000 Introduction
. 1500 Description of Accounts Relating to
Financial Operations
2000 Nonexpenditure Transactions
2500 Expenditure Transactions Between

Appropriation, Fund, and Receipt

Accounts /

3100 Reports of Disbursing Officers of the
United States

3200 Foreign Currency Accounting and Reporting

3300 Reports of Agencies for which the Treasury
Disburses (SF 224)

3500 Internal Revenue Collections

3600 Customs Collections

3900 Integration of Accounting Results

4100 Business-Type Financial Statements

4200 Reports by Agencies on Unexpended Balances

of Appropriations and Funds (TFS Form

. 2108)
4400 Report on Obligations (SF 225)
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Part

Chapter

4500

6100
7000

1000
2000
3000

4000
5000

6000
7000
8000

9000

1000
2000
2500

3000

APPENDIX IV

Title

Grants, Loans, Credits, and Contingent
Liabilities Involving Foreigners

Contract Authority

Reporting on Federal Aid to State and
Local Governments

PAYROLLS, DEDUCTIONS, AND WITHHOLDINGS

Introduction

Payroll Vouchers

Payments to Civil Service Commission for
Health Benefits, Group Life Insurance,
and Retirement

Federal Income and FICA Taxes

Withholding of District of Columbia,
State, City and County Income or
Employment Taxes

United States Savings Bonds, Series EE

Allotments and Assignments of Pay

Payments of Net Pay to Financial
Organizations for Credit to Accounts of
Employees

Allotments of Pay for Savings Accounts

DISBURSING

Introduction

Check Issue Disbursing Procedures

Treasury Financial Communications System
Payments

Cash Held at Personal Risk Including
Imprest Funds by Disbursing Officers and

Cashiers
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Part

Chapter

4000

5000

6000

7000

8000
9000

1000
2000
3000
4000
4500

5000
6000

1000
2000

3000

APPENDIX IV

Title

Reimbursement Forms and Procedures for
Cash Purchases and Payments

Requisitioning, Preparation, and Issuance
of Treasury Checks

Checking Accounts with the United States
Treasury

Canceling, Depositing, and Claims for
Checks Drawn on the United States
Treasury

Designated Depositary Checking Accounts

Foreign Exchange Transactions

DEPOSIT REGULATIONS

Introduction

Checks and Cash Received in Collections

Deposit Ticket

Making Deposits

Treasury Financial Communications System
Deposits

Uncollected and Lost Checks

Other Matters

OTHER FISCAL MATTERS

Introduction

Cash Advances under Federal Grants and
Other Programs

Handling of Unclaimed Moneys of Individ-
uals Whose Whereabouts are Unknown and
Moneys Erroneously Received and Covered
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Part

Chapter

5000

6000

7000

8000

APPENDIX IV

Title

Simplified Intragovernmental Billing and
Collection (SIBAC) System

Payment Procedures Upon Expiration of an
Appropriation or a Continuing Resolution

Reporting Integrated Funding Transactions
of Federal Assistance Programs

Cash Management
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OPM PERSONNEL MANUAL
TABLE OF CONTENTS

CHAPTER
GENERAL PERSONNEL PROVISIONS

210 Basic Concepts and Definitions

211 Veterans Preference

212 Competitive Service and Competitive Status

213 Excepted Service

230 Organization of the Government for Personnel

Management
. 250 Personnel Management in Agencies

251 Intramanagement Communications and
Consultation

252 Professional or Other Associations

271 Developing Policies, Procedures, Programs, and
Standards

273 Personnel Management Evaluation, Surveys, and
Audits

274 Corrective Actions

291 Personnel Reports

292 Personnel Data Standardization

293 Personnel Records and Files

294 Availability of Official Information

295 Personnel Forms and Documents

296 Processing Personnel Actions

297 Protection of Privacy and Personnel Records

. 298 Federal Work Force Information Systems

Iv-9



APPENDIX IV APPENDIX IV

CHAPTER
EMPLOYMENT

300 Employment (General)

301 Overseas Employment

302 Employment in the Excepted Service

304 Employment of Experts and Consultants

305 Employment Under the Executive Assignment
System

306 Selective Placement Programs

307 Transitional and Veterans Readjustment
Appointments

308 Youth and Student Employment Programs

309 Hosting Enrollees of Federal Grant Programs

310 Employment of Relatives

311 The Power of Appointment and Removal

312 Position Management, Selection, and Placement
(General)

331 Organization for Recruitment and Examining

332 Recruitment and Selection Through Competitive
Examination

333 Recruitment and Selection for Temporary and
Term Appointment Outside the Register

334 Temporary Assignment of Employees Between
Executive Agencies and States, Local
Governments, and Institutions of Higher
Education

335 Promotion and Internal Placement

337 Examining System

338 Qualification Requirements (General)
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CHAPTER
339 Qualification Requirements (Medical)
351 Reduction in Force
352 Reemployment Rights
353 Restoration to Duty
361 Career Intern Programs
362 Presidential Management Intern Program
EMPLOYEE PERFORMANCE AND UTILIZATION
410 Training
411 Supervisory Development
412 Executive Development
. 430 Performance Appraisal
451 Incentive Awards
POSITION CLASSIFICATION, PAY, AND ALLOWANCES
511 Classification Under the General Schedule
512 Job Evaluation Under Federal Wage System
530 Pay Rates and Systems (General)
531 Pay Under the General Schedule
532 Federal Wage System
534 Pay Under Other Systems
536 Grade and Pay Retention
539 Conversions Between Pay Systems
540 Merit Pay and Cash Awards
550 Pay Administration (General)
571 Travel and Transportation for Preemployment

Interviews and Recruitment
. 591 Allowances and Differentials Payable in
Nonforeign Areas
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CHAPTER
ATTENDANCE AND LEAVE
610 Hours of Duty
620 Alternative Work Schedules
630 Absence and Leave
PERSONNEL RELATIONS AND SERVICES
711 Labor-Management and Employee Relations
713 Equal Employment Opportunity
715 Voluntary Separations and Reductions in Rank
or Pay
720 Affirmative Employment Programs
731 Suitability
732 Personnel Security Program
733 Political Activity of Federal Employees
735 Employee Responsibilities and Conduct
736 Investigations
751 Discipline
752 Adverse Actions by Agencies
754 Adverse Actions by the Office of Personnel
Management
771 Agency Grievance System
772 Federal Employee Remedial Systems
792 Federal Employees Occupational Health Program
INSURANCE AND ANNUITIES
810 Injury Compensation
831 Retirement
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CHAPTER
832 Social Security Retirement, Survivors
Insurance, Disability Insurance, and
Medicare
850 Unemployment Benefits
870 Life Insurance
890 Federal Employees Health Benefits
GENERAL AND MISCELLANEOUS
910 Mobilization Readiness
920 Senior Executive Service
930 Programs for Specific Positions and
Examinations (Miscellaneous)
931 Federal Personnel Administration Career
Program
933 Qualification Requirements for Specific
Positions
2990 General and Miscellaneous
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LIST OF THE MAJOR SECTIONS OF THE
GSA PROPERTY MANAGEMENT REGULATIONS

A--GENERAL
Number
1 Introduction
2 Payments to GSA fér supplies and services
furnished government agencies
3 Annual real property inventories
4 Patents
. 5 Centralized services in federal buildings
6 Miscellaneous regulations
7 Federal travel regulations
8 Nondiscrimination in federally assisted

programs
B--ARCHIVES AND RECORDS 1/

11 Records management

1A new agency, the National Archives and Records Administra-
‘ tion, will take over GSA's records management functions effec-
tive April 1, 1985.
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Number
13 Preservation of records by war contractors
C--DEFENSE MATERIALS

14 National defense stockpile

D--PUBLIC BUILDINGS AND SPACE

17 Assignment and utilization of space

18 Acquisition of real property

19 Construction and alteration of public
buildings

20 Management of buildings and grounds

21 Federal Buildings Fund

E--SUPPLY AND PROCUREMENT

25 General

26 Procurement sources and programs
27 Inventory management

28 Storage and distribution

29 Federal product descriptions

30 Federal catalog system
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Number
31 Inspection and quality control
33 Public utilities
34 Emergency preparedness planning

F--(not used)

G--TRANSPORTATION AND MOTOR VEHICLES

38 Motor equipment management

39 Interagency motor vehicle pools

40 Transportation and traffic management
41 Transportation documentation and audit

H--UTILIZATION AND DISPOSAL

42 Property rehabilitation services and
facilities

43 Utilization of personal property
44 Donation of personal property
45 Sale, abandonment, or destruction of

personal property
46 Utilization and disposal of personal

property pursuant to exchange/sale
authority
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Number

47

48

49

APPENDIX IV

Utilization and disposal of real property

Utilization, donation, or disposal of
abandoned and forfeited personal property

Utilization, donation, and disposal of
foreign gifts and decorations
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LIST OF THE MAJOR PARTS OF THE
GSA ACQUISITION REGULATIONS

Part
A--GENERAL
1 Federal Acquisition Regulations System
2 Definition of Words and Terms
3 Improper Business Practices and Personal
Conflicts of Interest

‘ 4 Administrative Matters

5 Publicizing Contract Actions

B-~ACQUISITION PLANNING

7 Acquisition Planning

8 Required Sources of Supplies and Services

9 Contractor Qualifications

10 Specifications, Standards, and Other Purchase
Descriptions

11 Acquisition and Distribution of Commercial
Products

. 12 Contract Delivery or Performance
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Part

APPENDIX IV

C--CONTRACTING METHODS AND CONTRACT TYPES

13

14

15

16

17

Small Purchase and Other Simplified Purchase

Procedures

Formal Advertising

Contracting by Negotiation

Types of Contracts

Special Contracting Methods

D--SOCIOECONOMIC PROGRAMS

19

20

22

23

24

25

Small Business and Small Disadvantaged Business
Concerns

Labor Surplus Area Concerns

Application of Labor Laws to Government
Acquisitions

Environment, Conservation, and Occupational
Safety

Protection of Privacy and Freedom of Information

Foreign Acquisition
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Part

E~-GENERAL CONTRACTING REQUIREMENTS

27 Patents, Data, and Copyrights

28 Bonds and Insurance

29 Taxes

30 Cost Accounting Standards

31 Contract Cost Principles and Procedures
‘ 32 Contract Financing

33 Disputes and Appeals

F--SPECIAL CATEGORIES OF CONTRACTING

34 Major System Acquisition
35 Research and Development Contracting
36 Construction and Architect-Engineer Contracts
37 Service Contracting
38 Federal Supply Schedule Contracting
‘ 39 Management, Acquisition, and Use of Information
Resources
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APPENDIX 1V APPENDIX IV

Part

G-—-CONTRACT MANAGEMENT

42 Contract Administration
43 Contract Modifications
44 Subcontracting Policies and Procedures
45 Government Property
46 Quality Assurance
@
47 Transportation
48 | Value Engineering
49 Termination of Contracts
50 Extraordinary Contractual Actions
51 Use of Government Sources By Contractors

H--CLAUSES AND FORMS

52 Solicitation Provisions and Contract Clauses

53 Forms
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APPENDIX IV APPENDIX IV

LIST AND SYNOPSES OF THE TITLES IN
THE GAO POLICY AND PROCEDURES MANUAL
FOR GUIDANCE OF FEDERAL AGENCIES

TITLE 1 THE UNITED STATES GENERAL ACCOUNTING OFFICE

--Historical and descriptive information on GAO,
(e.g., origin and functions) providing a basic
understanding of GAO and its relationships with
Congress, other federal agencies, and the public.

TITLE 2 ACCOUNTING

' --The Comptroller General's accounting principles
and standards and internal control standards for
federal agencies, which he is required to develop
by the Budget and Accounting Procedures Act of
1950 and the Federal Managers' Financial
Integrity Act of 1982 respectively.

TITLE 3 AUDIT

--Legal authority for various types of GAO audits,
and related GAO policy; also guidance for agen-
cies' internal audit programs. Also, this title
prescribes the maximum dollar limit for wvouchers
which may be examined using statistical sampling
procedures. Public Law 93-604 specifically
authorizes the Comptroller General to set this
standard.
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APPENDIX IV

TITLE 4

TITLE 5

TITLE 6

TITLE 7

APPENDIX IV

CLAIMS

--GAO policy and regulations relating to the
Budget and Accounting Act's mandate that GAO
settle and adjust all claims by and against the
United States

TRANSPORTATION

--Policy and regulations relating to GAO's
remaining responsibilities for review of claims
for transportation services furnished the United
States. Most of GAO's former responsibilities in
this area were transferred to GSA in 1975 (Public
Law 93-604).

PAY, LEAVE, AND ALLOWANCES

--Principles, standards, and related requirements
for executive agencies' pay and leave
accounting.

FISCAL PROCEDURES

--Procedural requirements for appropriations and
fund accounting, collections, disbursements,
obligations, and adjustments to appropriation
balances. Also, this title contains policies and
procedures for settlement of accountable
officers' accounts, a GAO responsibility under
the Budget and Accounting Act. Further, this

IV-24



. APPENDIX IV APPENDIX IV

title contains the joint GAO~Treasury regulations
on Treasury warrants, developed in accordance
with the Budget and Accounting Procedures Act of
1950.

TITLE 8 RECORDS MANAGEMENT
--Policies and regulations relating to GAO's

responsibilities in preservation and disposal
of federal accounting records.

Iv-25
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APPENDIX V

QUICK REFERENCE TO WORK STEPS IN THE
CARE-BASED AUDIT METHODOLOGY TO REVIEW AND
EVALUATE THE OPERATIONS OF AGENCY ACCOUNTING
AND FINANCIAL MANAGEMENT SYTEMS




APPENDIX V
CONTENTS
Page

PREFACE v-ii
General Risk Analysis (GRA) Work steps v-3
Transaction Flow Review and Analysis

(TFRA) Work steps v-25
Compliance Tests and Analysis

(CTA) Work steps vV-38

Substantive Tests and Analysis
(STA) Work steps v-42



APPENDIX V APPENDIX V

PREFACE

Appendix V lists sequentially the work steps for each task under the
four major audit segments. Each work step is referenced to the page
where it is listed in the Audit Methodology portion of the Manual. The
schedules identify, for each work step, the type of audit(s) (i.e., en-
tire agency, a component thereof, or specific system) for which the step
is normally applicable. Also, the main source(s) of the information
needed to perform the work step are identified. Finally, the schedules
list the main output (i.e., workpapers or other documentation) developed
in carrying out each work step, and reference the work step to appendix
VI, which fully describes the documentation and contains sample formats.
The illustration on page V-2 further describes the structure and content

of the work step schedules.

v-ii



This quick reference to the work steps in the CARE-based audit methodology

to review and evaluate the operations of agency accounting and financial
managemont systems is designed to provide audit statf trained and familiar with
with the audit methodology a quick reference to the work steps. This appendix
comsists of the following five segments:

~Guidance on how fo use this appendix.
—General Risk Analysis Segment,

~—Transaction Flow Review and Analysis Segment,
-~Comptiance Tests and Analysis Segment,

-=Substantive Tests and Analysis Segment,
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The Genera! Rfsk Analysis Segment fncludes the following tasks:

Task | - identify and Document Spectffc Responstbflfties,
Author fzed Resources, and Organf{zatfonal

Structure of The Agency or Major Organfzatfonaal.- - ..-.

component of the Agency.

Task 11} - Jdenttfy and Docoument the General Contro!
Envfronment of the Agency or Major Organfzatfonl
Component of the agency,.

Task 1}l - Jdent(fy and Document the Ffnancfa! Management
Structure of the Agency or Major Organfzattonal
Component of the Agency,

Task |V - identify and Document Accounting Standards,
Other System Requirements, and fnternal Control
Requirements--Contro! Objectfves--For the
Agency's Systems,

Task V - Complete an Inftfal Rfsk Rankfing of the Agency's
Accounting and Financfal Management Systems.

V4



';GENT:

TAK | :

GENERAL RISK ANALYSIS

ident{fy and Document Specffic Respon-
stbtl {tles, Authorized Resources, and
Organizational Structure of the Agency
or Major Organizatfonal Component of
the Agency

FERFORM

MAIN SOURCE FOR INFORMATIN

Cons tder fng
Entfre

Agency
as Entity

Cons {der (ng
Components
of

Agency

Cons (der ing
Spec if fc

Agency
System( s)

Prfor
FiA

Agency

Manuals

Budget
Requests
Appro-
pria-
+ions

A for
Aud it
Reports
Such As
GAD

and 1G

Manuals

Docu -~
ments

Agency
Files
and

Docu-
ments

MAIN
our -

APPEN
DX Vi
REFER

Reference

OBECTIE :
Understand and document the over-
all missfon; spectf fc program,
and admin{strative responstbflf~
tles; authori{zed resowres;
organtzatfonal structures; and
and f fnancial reporting needs,

WORK STEPS:

1. Obtain the organfzatfon chart
and missfon statements for the
agency and for each of fts major
organization! components,

2. For each organizatfonal camponent
determine all of the program,
and admintstrative functions 1t
performs,

3, Determine the current budget
author fty for the agency and re-
late the budget authortty to each
organ{zational component and to
each program and administrative
functfon,

V-5
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SEGMENT :  GENERAL RISK ANALYSIS

[TASK V12 identify and Document the Goneral Con-
trol Environment of the Agency or Major
Organfzatfonal Component of the Agency

FERFORM

MAIN SOURCE FOR INFORMATI(N

Cons fder fng
Entfre

Agency
as Entity

Cons fder fng

Components
of

Agency

Constder Ing
Spectf fc
Agency
Systan(s)

Arfor
FIA
Work

Budget
Requests

fppro-
Agency| pria-

iManuals tions

P for
Ad 1t
Reports
Such As
GAO
and 1G

Manuals

Docu-

Agency
Flles

Docu-
ments

MAIN
QUT
PUT

DiIX vi
FEFER~

Reference

45

a5

4-6

WORK STEPS:

3-

4,

Se

Dotormine whether fnternal con-
trol reviews will be performed
for all high risk critical areas
on a timely basfs, Also, ascer-
‘Tain 1f internal control reviews
wilt be paerformed for other
areas,

Determine what actfons the agency
has planned or has taken to as-
sure that the degree of Internal
control testing and analysis will
consider the risks and potentifal
benef Its (such as how much wtll
1t cost to test a control versus
how cr ftical the control fs or
how much risk are we taking by
not fesIlng the control),

Detormine who will perform the
fnternal control review (managers
internal reviews staffs,
fnspector general, monagement
analysts, or outside contractors)
and consider whether thefr

level of knowledge and expertise
are adequate,
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SEGMENT: GENERAL RISK ANALYSIS

ostabl ished adequate formal fol -
low-up systems to (1) develop
plans Including target dates, o
implement corrective actlons, (2)
log and track correctfve actfons
and (3) monitor whether actions
are (mplemented in an effective
and tIimely manner,

TAX 1i: ldenttfy and Document the General Con- FERFORM
trol Enviromment of the Agency or Major STEPS MAIN SOURCE FOR INFORMAT ION MAIN| APPEN —
Organfzatfonal Component of the Agency T4 DIX Vi
Prior PUT| FEFER-
Budget Ad 1t AP Agency ENCE
Cons fder fng {Cons Ider Ing {Cons fder Ing Requests |Reports| Manuals| Ffles
Entire Camponents | Spectf fc Prfor Appro- [Such As| and and
Agency of Agency FIA Agency| pria- GAO Docu- |Oocu-
as Entity Agency System(s) work Manwals! tfons Jand IG ments ments
Page WORK STEPS:
Reference| 6., Determine to what extent the fn- X X X X X
spector general or fnternal audit
45 staffs will be favolved In the
internal contro! revfew process,
and evaluate whether they have
provided adequate guidance and
assistance,
4-6 7. Determine tf the agency has X X X X X

V-9
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SEGMENT: GENERAL RISK ANALYSIS

internal audit and fnspector
general coverage of agency's

f fnancial operatlons, In dofng
this work, obtain:

~—internal audft and 1G re-
ports that deal with ff-
nancfal and AP operatfons
for the past 3 years, and

TAK 11 : ldentify and Document the General Con- FERFORM
trol Environment of the Agency or Mpjor STEPS MAIN SOURCE FOR INFORMAT |(N MAIN| APPEN -
Organlzatfonal Component of the Agency QT -~ DIX V)
Arfor PUT} FEFER-
Budget | Audtt | AP |Agency ENCE
Cons fder Ing |Cons tder fng [Cons {dering Requests |Reports| Manuals| Ffles
Entfre [Components | Specific Prfor Pppro- [Such as| and and
Agency of Agency FIA Agency| pria- GAO Docu- {Docu-
as Entity Agency System(s) Wwrk |Manuals| tfons |and IG | ments ments
Page WORK STEPS:
Referencel 10, Dstermine fnspector general and/ X X X X X
or internal audft fnvolvement tn
4-6 assurIng corrective actions
are implemented effectively and
pramptly and what, (f any, plans
exist for subsequent
aud fts, In addftion, determine
how the follow-up system will be
used to support the agency's
ammwal reports to the Prestdent
and the Congress,
4-8 11, Determine and document agency X X X X X X X

v-11



SEGMENT : GENERAL RISK ANALYSIS .
TASK 11: ldentify and Document the Goneral Con- FERFORM
frol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATIC(N MAIN | APFEN -]
Organ{zatfonal Component of the Agency -} DIX
Prfor PUT | FEFER-
Budget Aud £+ AP Agency ENCE
Cons Ider ing [Consfder fng|[Cons(dering] Work Requests |Reports| Manuals| Ffles
Entire Components | Specific Prfor ity (fppro- las GAD and and
Agency of Agency FiA Agency| prta- fand IG | Docu=- |Docu=-
as Entity Agency System work |Menuats| tions |Reports| ments ments
Page WORK STEPS:
Roference| 11, Continued:
~-fnternal auwdft and 1G
plans for reviews of ff-
nancfal and ADP operatfons
for the next 2 years,

4-8 12, Prepare sumary schedules of X X Work -l GRA-2
Internal audf+ and Inspector paper
general findings, Indfcate sum-
corrective action taken, mary

4-8 13, Obtafn the semf-annual X X X X X Work- GRA-3
fnspector general's reports to paper
the Congress for the past 3 Sum~
years. mary

4-8 14, (btafh any pertinent reports X X X X X
fssued by extornal study groups
during the past 3 years,

1
v-12



SEGMENT: CENERAL RISK ANALYSIS

TASK 11: ldent!fy and Document the General Con- FERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATION MAIN § APFEN -
Organfzational Component of the Agency oUT - | DIX Vi
A for PUT | REFER-
Budget Aud it ADP Agency ENCE
Cons fder fng |Cons Ider tng [Cons fder Ing Requests |Reports) Manuals| Files
Entfre  |Comporents | Specific Prfor fppro- |Such As| and and
Agency of Agency FIA Agency| pria- GAO Docu- |Docu~
as Entity Agency System(s) Work Manuais| tions fand }G | ments ments
Page WORK STEPS:
Reference| 15, Prepare schedules summarizing X X X York~| GRA-6
findIngs fn semf-annual and paper
4-8 study group réporfS. sum -
mary
X X X
4-8 16. Obtafn any pertinent GAD re- X X X
ports fssued during the past
3 years.,
4-8
17, Prepare schedules suwnarfzing X X X Work-| GRA-7
f fnd fngs., paper
4-8 sched ~
ule
18, btafn any fnformatfon GAO's X X X Work-] GRA-8
Fraud Preventfon and Oversight paper
Group has on the agency, Its sched -
major organizatfonal components, ule
or any.of fts systems and sun-
mar {ze this Informatfon on a
schedule,
4-9 19 Obtain any written plans for the X X X X Work-{ GRA-4
* development and upgrading of paper
account Ing systems and summar (ze sum-
these plans, mary

v-13



SEGMENT : GENERAL RISK ANALYSIS

TASK 11: ldenttfy and Document the General Con- FERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMAT I(N MAIN | APFEN |
Organtzatfonal Component of the Agency Q- | DIX vi
Prlor PUT | REFER-
Budget Ad it AP Agency ENCE
Cons fder Ing |Cons tder tng [Cons tder fng Requests |Reports| Manuals| Files
Entfre Camponents | Specific Prior Pppro~ |Such As| and and
Agency of Agency FIA Agency| pria- GA0 | Docu- |Docu-
as Entity Agency System(s) Work iManuals tfons Jand 1G ments ments
Page WORK STEPS:
Reference
20, Obtain any written plans fnclud- X X X X X X X Work-j GRAS
4-9 ing cost estimates, for the paper
development of new or upgrade sun~
of existing ADP capabll fty, and mary
suwmar fze these plans,
X
v-14



ITAK 11):

SEGMENT : GENERAL RISK ANALYSIS

identify and Document The Financtal

Management Structure OF The Agency

Or Major Organfzatfonal Component Of
The Agency

FERFORM

MAIN SOURCE FOR INFORMATI(N

Cons ider ing
Entire

Agency
as Entity

Cons fder fng
Components
of

Agency

Cons tder fng
Spectf (c

Agency
System(s)

Prior
FIA
Work

Budget
Requests
fopro~
Agency| pria-

rlvenuals tions

Prjor
Aud it
Reports
Such As
GO
and 1G

Manuals

Docu-

Agency
Flles

Docu =~
ments

MAIN
T -

APFEN ~
DIX VI
FEFER-]

Reference

a-1

4-11

OBLECTIE::

ldentify and descrtbe the
agency's accounting systems that
support the four financfal man-
agemont activitles discussed In
sectfon 2, and their Inter-
relationship,

WORK STEPS:
1. tain the fnventory of

2.

account fng systems developed by
the agency as requfred by OMB
Ctreular A-123 and the Federal
Manager's Financtal integrity Act
and determfne which of the four
management activitles are covered
by the agency Inventory, Note

fn the workpapers which activf-
tfes are not covered and which
activitiess are only partfally
covered,

(btain or develop an Inventory
of the agency's automated sys-
tems, with brief descriptions
which (nclude thefr fnterre-
lationships,

V=15



SEGMENT: GENERAL RISK ANALYSIS

TASK 11): ldentify and Document The Financtal
Management Structure OF The Agency
O~ Major Qrganizatfonal Component OF
The Agency

FERFORM

MAIN SOURCE FOR INFORMATI(N

Cons fder fng
Entire

Agency
as Entity

Cons Ider ing
Components
of

Agency

Cons tder fng
Spectf fc
fAgency
System(s)

Prfor
FIA

Agency
Manuals

Budget
Requests
Appro-
pria-
+fons

A for
Aud ft
Reports
Such As
GO
and IG

Manuals
and
Docu -

Agency
Files
and

Docu -

MAIN
T -

APPEN
DX vi
REFER-

Page

Reference

4-1

4-11

4-12

WORK STEPS:
3. From the au?m;fed systems
descriptions, develop a |ist of

those that appear to be account-

fng systems,

4, Compare the work step 1 and work
step 3 fnventorles and, through
dIscusslons with approriate
agency off Icfals, reconcfle any
dffferences,

5. Compare the reconctied inventory
with the workpaper summary
developad fn task 11 In this
sactfon. Note any organliza-
at fonal components; specif fc
program. or administrative
functions; or specific |ine
ftems of budget authorfty which
don't appear to be covered by
the systems,

V=16



SEGMENT: GENERAL RISK ANALYSIS

in the faveniory, prepare a

schedule with the following

fnformatton:

—systan name,

-<br fef description of process-
'ngl

—respons {ble systems analyst,

~-systems ananlystt's telephone
number,

—compirter center(s) at which
system Is run,

--annuat system operating costs,

—organizatfonal canponent(s)
suported,

—program or admfn{strative func-
tlon(s) supported,

ITASK V11: ldentify and Document The Financfal FERFORM
Management Structure Of The Agency STERS MAIN SOURCE FOR INFORMATION MAIN | APPEN
Or Major Organizatfonal Component OF QT - | DIX VI
The Agency Arfor PUT | REFER
Budget Aud it AP Agency ENCE
Cons fder ing [Cons fder fng [ConsiderIng Requests [Reports| Manuals| Files
Entire |[Components | Specif fc Pror Appro- |[Such As{ and and
Agency of Agency FIA Agency| pria- GAO | Docu- {Docu~
as Entity Agency | System(s) Work {Manuals] tfons {and 1G | ments | ments
Page WORK STEPS:
Feference] 6. Resolve, through discussfon with X X X X X
cognizant agency off icfals, any
412 fnoons Istencfes tdenttf fed by
the comparison, Make any needed
ad justments to the fnventory,
a-12 7. Develop a val fdated faventory of X X work- GRA-9
the agency's accounting systems paper
based on the resutts of work sum-
steps 5 and 6. For each system mary
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SEGMENT: GENERAL RISK ANALYSIS

ITAK §11: ldentify and Document The Financial
Menagement Structure OF The Agency
Or Mg jor Organfzational Camponent Of
The Agency

FERFORM

MAIN SQURCE FOR INFORMATION

Cons fder ing
Entfre

Agency
as Entity

Cons tder thg
Components
of

Agency

Cons tdering
Spec {f fc

Agency
Systems

Prfor
FiA

A for
Aud it
Reports

Budget
Requests

Appro- Such as
pria- GAO and
tions 16

Manuals

Agency Docu-

Manuals

Agency
Files
and

Docu-

MAIN

APPEN ~
DiX vi
REFER-

Reference

4-12

7. Cont fnued

—amount of budget authority,
assets, |fabfi {tles, recelpts
or disbursaments accounted for
and controlied,

—main fnputs (fncluding fnputs
fram other systems),

—mafn outputs (fncluding output
Yo other systems),

—main users of the systems's
outputs, and

—known fnternal contro! and
other weaknesses,

8, At each of the agency's computer
centers, fdentifled fn work step
J above, complete checkl ist 2 in
append Ix VI and complete the
following questfonnatres and
prof fles (n appendix Vi:

—~Questionnalre 1 - Executfve
ADP Management Comm{ttee,

Check
I ist

GRA-10

GRA-T1
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SEGMINT: TRASACTION FLOW REVIEW AND ANALYSIS

TAX § @

identffy and Tocument System Information Flows FERFORM
STEPS MAIN SOURCE FOR INFORMATJON POTONDIX
MAIN vi
frfor QuUTRIT FEFEFENCE
Budget A it P [Agency
Cons lder ing [Cons fder Ing [Cons tder tng Requests [Roports] Manuals| Files
Enttre  |Components | Spectfic Prior Mppro~ {Such and ond
Agency of Agency FIA Agency| pria- |as GAO | Docu- jOocu-
as Entfty Agancy | System(sj Work [Vanusls{ tlons jand IG | ments | ments
foge MBECTIVE :
Rofor -
ence WRK STEPS:
64 5. Flowchart bow fnformatfon fs processed and reported X X X X X
into ard out of the selected systems to tnclude both
hardeopy of reports and machine medfa and ffles,
Throo temls of flowcharts are to be prepered:
~Jop level fiomharts deplcting the sccounting Flowchart TFRA-7
systan{s) used by the agency.
~—Intermed fate level flowcharts depleting Informatfon Flowchart TFRA-8
tlows batween system(s),
«atatlod flowcharts fdentttying controt techniques X X X X X X Flowchart TFRA-9
and dota flows,
&5 6. (btafn or prepare a detafied writtem descriptfon of X X X X
how emch System uses the AP resources —-computar
torminals, magnetic tape drives, magnetfc dfsk
vacks ,card reader/punches, printers, and computer
coamtral processing units—in the computer centers,
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EGENT: THRASATION FLOW FEVIEW AD AIALYSIS

~pirpose ot the system;

—~discussfon of how the system uses avaflable computer
rRSOUroRs 3

—descriptfon of system contro! techniques, fnputs,
f1les, prooassing stens, output, oomputer equimment
used and dentif fcatfon of the agency computer
conitar;

—ad 15 snd val fdation checks of input data;

—~system flowchart to Include the relatfonship with
otter systems; s

—crmplote 115t of users of systam herdcopy reports,

TARS ) ¢ fdert (fy and Document System Informetfon Flows FERFORM
STEPS MAIN SOUCE FOR INFORMATION MPFENDIX
v MAIN vi
Prior QUTRIT FEFEFENCE
Budget | Adit | AP [Agency
Consfder Ing [Cons(der (ng{Constdering Roquests {feports] Manusts Files
Ertire |Components | Specific Arfor fppro- [Such as| and oand
Agency of Agency FIA Agency| pria- | GAO | Docu- |Docu-
#s Entity Agency System(s) York [Manuals| tlons Jond IG | ments ments
oo BECTIVE:
Rafor.
ency R STERS:
6-5 1. Frepare 8 written sumary for cach System that X Work peper 1 TFRA-1Q
inctudas the fol fowing sect(ons: | summary
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SEGMENT:  TRANSACTION FLOW REVIEW MND ANALYSIS
TS v 2 RAK THE SYSTEMS AXCORDING TO RISK FERFORM
STEPS MAIN SOURCE FOR INFORMAT1ON AFTENDIX
MAIN vi
Prior QUTAUT FEFERENCE
Budget | Audtt | AP {Agency
Cons [der ng {Cons fder Ing {Cons (der fng Foquosts (Reports| Minuats] Fites
Entire  Components | Specific Pror Mopro~ {Such as] end and
Agancy of Agency FlA Agency| pria- | GAO { Docu~ jDocu~
as Entity Agoncy System(s) tork [Msnumts| tions [and 1G | ments monts
Page (BECTIE :
Fefer.
once Complete a fina! risk ranking of the systems besed on
any sdditfonal fnsignts gafned from the transactfon
fiow roviow ond anaiysis sagment, and select systems
for compl fance testing basaed on the revised rsk
ranking,
WK STEPS
5~9 1. Based on the gufdance In sectfon 5, Risk Renking of X X
Systems, resvaluste the assigned risk rating of fow,
mod fum, and high for each of the risk ranking tactors
for each system reviewed,
6«10 2. Compute & revised composite reltsbil ity score for each X 4
systen reviewsd basad on the risk ratings assigned for
each systam and the welighting system dfscussad in
soctfon &,
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SEGENT:  TRANSACTION FLOW REVIEW AID AIALYSIS
[TAK ¥ 3 RAK THE SYSTEMS /CCORDING TO RISK FERFORM
STEPS MAIN SOURTE FOR INFORMAT 1N APFENDIX
MAIN vi
Prior QuTRuT FEFEFENCE
- Budget | Axdtt | AP {Agency
Consider Ing {Cons{der ingICons{dering foquests [Ropor-ts| Manuats] Flles
Entire |Components | Spectfic Prfor Appro= {Such asi and and
Agency of Agency FIA Agency] pria- | 60 | Oocu- |Obcu-
as Entity Agency Systam(s) Wrk Msnuals] tifons jand IG | ments mants
feqe (BECTIE:
Rlar.
e~co YORK STEPS
§~10 3. Prepare a work paper schadule of the revised risk X X Wrkpaper TFRA-14
renkings and compos(te rel fabll [ty score essignad each Surmary
svstan reviewed,
6-10 4, Prevara o schedule of the systems (n descend ing order X X
of thelr revised composite rel fabf! fty scores, These vorkpaper
sys*ars should be grouped fn three risk categorfes: Schedute
high, medfun, and low.
-0 S tdato the financial menagement proffle of the sgency. H X Financ(al TFRA«tS
Manage ~
5-10 5. Bxsad on the revised risk rankings of the systems X X ment
reviewed In the TFRA segmont, select systems for the Proflie
noxt phasa, compltance tests and analysis,
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SGMENT: COMPLIACE TESTS AND ANALYSIS
tU’a( [ Davelop, Apply, Md Analyze Compt fance Tests OF The FERFORM
Mgency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMAT QN APFENDIX
MAIN L {]
rlor QUTRUT FEFERENCE
Budget | Audit | AP |Agency
Cons fder ng [Consider Ing Panslderlng |Requests {Raports| Manuats} Files
Entfre  {Camporents { Specific Prior Appro=- (Such asf and and
Agency of Agency FIA Agency] pris- GO Meu- j0ocu~
as Entity Agency | System(s) rk {Mnuis] tions fond 1G | ments | ments
Page (BECTIVE
Rater -
eve WORK STEPS
7-13 1. Based on the onalysts of the system procedures and X X X X X X X
controts made fn earlfer segments of the review,
datermine tho types of transactions and condftfons to
be testud,
7-13 2. For any manual aspects of tronsactlon processing, X b4 X X X X X
datermine comp! fance with the ‘app! fcable procedures
oand control techniques that were proviously (dentif jed
fn TFRA Task 111, step 1. Wtk actunl transactions
through the manual portfons of the system,
7-13 3. Latarmire the typas of master records to be {nclwod X X X X X X X
In tte tosting based on the data flows for each system
tdontittod In work TFRA Task 1] steps t through 7.
713 4, btain coples of mashor records and/or prepare X X X X X X X
fictit1ous master records for processing with the test
transactions,
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ECMENT:  SLESTANTIVE TESTS AND ANALYSIS

with agency managemont and formal reporting.

TSt 1 : Conduct Substentive Tests and Analyals FERFORM
STERS MAIN SOURCE FOR INFORMAT (N APTENDIX
MAIN vl
Arfor aurAuT FEFEFENCE
Buget | Audit | AP [Aguncy
Cons {der {ng {Cons{der ing jConsfder (ng Requusts |Feports] Manuals] Ffles
Enttre  [Components | Specitic Prior Appro- |Such asy and and
Agency of Agency FiA Agoncy| pria- GAO |} Docu~ |Docu~
as Entity Ayercy System(s) York jMemmis] tions jand 1G | ments | ments
Fege OBECTIE:
Rofers
enco ¥OR, STEPS
8-8 1. fesign and carry out substantive tests fo document anc X X X X X X X
measure the exctent of adverso Impect on agency
operations that occurs bacause of the previously
tdent{ffed noperating {nternal controls. The
N solectfon of transactfons for testing should be
stat{stically sound to permit valld estimtes of the
actual fmpect,
83 2. Summar ize end ovaluate test results, X X X X X X X
8-8 2, Develop findings and recavmendat fons for dfscuss(ons X X X X X X X

V43




SEGMENT :

TRANSACTION FLOW REVIEW AND ANALYSIS

TASK 1V: Evaluate The Effectiveness Of Control Techniques in PERFORM
Meeting Control Objectives STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior OuUTPUT REFERENCE
Budget Audit ADP Agency
Considering [Considering]|Considering Requests JReports| Manuais| Files
Entire Components | Specific Prior Appro- [Such as} and and
Agency of Agency FiA Agency| prie- GAD | Docu- }Docu-
as Entity Agency System(s) Work {Manuals} +tions land IG ments ments
Page QBJECTHVE:
Refer-
ence Evaluate the adequacy of the control techniques
is implementing the system's control objectives,
Document any materfal internal control weaknesses,
WORK STEPS
Annotate the schedule prepared in Task Il with
material internal control strengths and weaknesses,
6-9 X X X Workpaper TFRA-13
Summary
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SEGMENT :

TRANSACTION FLOW REVIEW AND ANALYSIS

TASK V RANK THE SYSTEMS ACCORDING TO RISK PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPENDEX
MAIN Vi
Prior OUTPUT REFERENCE
Budget | Audit | ADP  jAgency
Considering JConsidering]|Considering Requests |Reports} Manuals{ Files
Entire {Components | Specific Prior Appro- }Such as{ and and
Agency of Agency FIA Agency} pria— GAD | Docu- |}Docu-
as Entity Agency | System(s) Work |Manuals{ tions {and IG | ments | ments
Page OBJECTIVE:
Rofer—
ence Complete a final risk ranking of the systems based on
any additional insignts gained from the transaction
tlow review and analysis segment, and select systems
for compliance testing based on the revised risk
ranking,
WORK STEPS
69 1, Based on the guidance in section 5, Risk Ranking of X X
Systems, reevaluate the assigned risk rating of iow,
medium, and high for each of the risk ramking factors
for each system reviewed,
6-10 2. Compute a revised composite reliability score for each X X

system reviewed based on the risk ratings assigned for
each system and the weighting system discussed in
section 5,

V-45




next phase, compliance tests and analysis,

SEGMENT : TRANSACTION FLOW REVIEW AND ANALYSIS
TASK V @ RANK THE SYSTEMS ACCORDING TO RISK PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior OUTPUT REFERENCE
Budget | Audit | ADP  |Agency
Considering |Considering|Considering Requests |Reports| Manualsj Files
Entire Components | Specific Prior Appro- |{Such as| and and
Agency of Agency FIA Agency} pria- GAD | Docu~ jDocu-
as Entity Agency System(s) wWork JManuals| tions |and IG ments ments
Page OBJECTIVE:
Refer-
ence WORK STEPS
6~-10 3, Prepare a work paper schedule of the revised risk X X Workpaper TFRA-14
rankings and composite reliabliity score assigned each Summary
system reviewed,
6-10 4, Prepare a schedule of the systems in descending order X
of their revised composite reliability scores. These X Workpaper
systems should be grouped in three categories: high, Schedule
medium, and low risk,
6-10 5. Update the financial management profile of the agency. X X Financial TFRA-15
Manage-
6-10 6, Based on the revised risk rankings of the systems X X men+
reviewed in the TFRA segment, select systems for the Profile

V~46
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SEGMENT:  OOMPLIANCE TESTS AND ANALYSIS

TASK | : Develop, Apply, And Analyze Compliance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior OUTPUT REFERENCE
Budget | Audit | ADP Agency
Considering {Considering{Considering Requests {Reports| Manualsi Files
Entire Components | Specific Prior Appro~- {Such as|{ and and
Agency of Agency FIA Agency} pria- GAO | Docu-  jDocu-

as Entity Agency System(s) Work (Manuails{ tions jand IG | ments ments

Page OBJECTIVE:
Refer-
ence WORK STEPS

7-13 1. Based on the analysis of the system procedures and X X X X X X X
controls made in earlier segments of te review,
determine the types of transactions and conditions to
be tested.

7-13 2, For any manual aspects of transaction processing, X X X X X X X
determine compliance with the applicabie procedures
and control techniques that were previousiy identified
in TFRA Task 11, step 1, Walk actual transactions
through the manual portions of the system,

7-13 3, Determine the types of master records to be Included X X X X X X X
in The testing based on the data flows for each system
Identified in work TFRA Task {1{ steps 1 through 7,

7-13 4, Obtain copies of master records and/or prepare X X X X X X X
ficticious master records for processing with the test
transactions,

V-50



SEGMENT:  COMPLIANCE TEST AND ANALYSIS
TASK | : Develop, Apply, And Analyze Compliance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPEND X
MAIN vi
Prior QUTPUT REFERENCE
Budget Audit ADP Agency
Considering jConsidering{Considering Requests |Reports| Manuals| Files
Entire Components | Specific Prior Appro— {Such as| and and
Agency of Agency FlA Agency| pria- GA) | Docu- {Docu-
as Entity Agency System(s) Work |[Manuals|{ tions {and IG ments ments
Page OBJECTIVE:
Refer-
ence WORK STEPS
7-i4 5.' Using a printout of the master records, predetermine X X X X X X X Workpapexr CTA-1
the end result for each test transaction for compari- Schedute
son with the actual processing results, Appendix Vi
CTA~1,
7-14 6, In batch processing systems, verify that the programs e
used for processing the test transactions are the same X X X X X X X
as those used for normal system processing.
7-14 7. Ascertain that any changes Yo programs during the
review have been documented and that the changes have X X X
been tested and approved by the agency.
7-14 8, Print the after test contents of all master records
and compare with the predetermined results (see step X X X X X X X

5) fo see whether the programs performed as expected,

v-51




SEGMENT :

TASK 1 : Develop, Apply, And Analyze Compliance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN Vi
Prior OuTPUT REFERENCE
Budget Audit | ADP  ]Agency
Considering {Considering{Considering Requests {Reports{ Manuals| Files
Entire {Components | Specific Prior Appro- |{Such as{ and and
Agency of Agency FiA Agency} pria- GAD Docu~  {Docu-

as Entity Agency System(s) Work [Manuals{ tions [and IG ments ments

Page OBJECTIVE:
Refer-
ence WORK STEPS

7-14 9, Summarize and evaluate the impact of any Instances of X X X X X X X
noncomp| lance with prescribed procedures and controls;
develop reconmendations for needed corrective actions,
with due regard to cost benefit considerations,

7-14 10, Discuss results of compllance tests with appropriate X X X X X X X
agency officials and ascertain their willingness to
take corrective action.

7-14 11, Based on results of step 10, determine the nature of X X X X X X X
formal reporting and decide whether substantive
testing is warranted,
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SUBSTYANTIVE VESTS AND ANALYSIS
SEGMENT
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SEGMENT :

SUBSTANTIVE TESTS AND ANALYSIS

TASK | : Conduct Substantive Tests and Analysis PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vl
Prior OuTPUT REFERENCE
Budget Audit | ADP Agency
Considering {Considering{Considering Requests {Reports| Manuals| Files
Entire Components | Specific Prior Appro- {Such as{ and and
Agency of Agency FlA Agency| pria- GAO Docu~ |Docu=-
as Entity Agency System(s) Work {Manuals| tions [and IG ments monts
Page CBJECTIVE:
Refer-
ence WORK STEPS
8-8 1, Design and carry out substantive tests to document and X X X X X X X
measure the extent of adverse impact on agency
operations that occurs because of the previously
identified inoperating Internal controls. The
selection of transactions for testing should be
statistically sound fo permit valid estimates of the
actual impact,
8-8 2, Summarize and evaluate test results. X X X X X X X
8-8 3, Develop findings and recommandations for discussions X X X X X X X

with agency management and formal reporting,

v-54




APPENDIX VI

Survey Documentation To Be Produced



APPENDIX VI APPENDIX VI

SURVEY DOCUMENTATION TO BE PRODUCED
UNDER THE CARE-RASED METHODOLOGY FOR
EVALUATING AGENCY ACCOUNTING AND
FINANCIAL MANAGEMENT SYSTEMS




This appendix presents the main items of documentation to be produced as a result of applying the
CARE-BASED methodoloay to evaluating the oﬁerations of aaency accounting and financial management
systems. This appendix includes:

--"Guide to Using the Index of Items of Documentation to Be Produced,

——"Index to Items of Documentation to be Produced," and

--"Examples of Items of Documentation to be Produced.”



GUIDE TO USING THE INDFEX OF ITEMS

OF DOCUMFENTATION TO BE PRODUCFD




GUIDE TO USING THE INDEX OF ITEMS OF

DOCUMENTATION TO BE PRODUCED THAT

APPEAR ON PAGES 6 TO 10 OF THIS APPENDIX

APPENDIX
WORK PROGRAM REFFRENCE
SEGMFNT ITASK WORK STEP

DFSCRIPTION OF ITEM OF DOCUMENTATION

DOCUMENTATION

PG. REF.

SOURCE OF INFORMATION
FOR DOCUMENTATION
ITEM

These oolles refer to the
work steps in appendix V.
Appendix V presents a

quick reference to the work
steps discussed in detail
in the main part of the
methodology.

This column describes the item of
documentation to be produced.

This colum
lists the short
ref, to the
documentation
items in this

appendix.

This
column
refer-
ences
the paae
number(s)
in the
main part
of the

This column cross-
references the
sources of infor—
mation for each
documentation item
to (1) other docu-
mentation items in
this appendix and/
or (2) work steps

methodology presented in

which dis-
uss the
documenta~-
tion item
to be
produced.

appendix V.
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INDEX TO I1TEMS OF DOCUMENTATION
TO BE PRODUCED

APPENDIX DOCUMENTAT | ON WORK SOURCE OF INFORMATION

WORK PROGRAM RE FE RENCE DESCRIPTION OF ITEM OF DOCUMENTATION RE FERENCE PROGRAM FOR DOCUMENTAT I ON

SEGMENT |TASK [WORK STEP PG, REF,{ ITEM

GRA L 1 Workpaper Summary - Agency or Organfzational GRA - 1 4-3 GRA ||, work steps
Component, Speciffc Responsibilitfes, Author(zed pe VI=-12 1-4

Resources, and Organfzatfonal Structure,

GRA [ B] 12 Workpaper Summary on Inspector General or GRA - 2 4 -8 GRA |1, work step 11
Internal Audit Reports Dealing with Financtal pe. VI=-t3
Operatfons,

GRA 1 12 Workpaper Summary on Inspector General or GRA - 3 4-8 GRA |Il, work step 11
tnternal Audit Reports Dealing with ADP p. VI-14
Operations,

GRA [N} 19 Workpaper Summary on Development and Upgrading GRA - 4 4-9 GRA |1, work step 19
Ptans for Financlfal Systems. p. Vi-15

GRA t) 20 Workpaper Summary on Development and Upgrading GRA -5 4-9 GRA it, work step 20
Plans for New and Exfsting ADP Capabflfties, p. VI-15

GRA [N} 15 Workpaper Schedule on Specfal System Study Group GRA - 6 4 -8 GRA 1, work step 14
Reports that Pertain to Systems Under Review, p. VIi-17

GRA ] 17 Scheduie of GAO Reports Pertalning to Agency GRA ~ 7 4 -8 GRA ), work step 16
Systems Under Review, p. VI-18

GRA R} 18 Workpaper Schedule of GAO Fraud Preventi{on and GRA - 8 4-8 GRA |1, work step 18
Audtt Oversight Group Cases that Pertafn to p. VI-19

Systems and/or Program and Adminfstrative
Functions Under Review,

Vi -6




APPENDI X DOCUMENTAT 1 ON WORK SOURCE OF INFORMATON
WORK PROGRAM REFERENCE DESCRIPTION OF }TEM OF DOCUMENTATION RE FERENCE PROGRAM FOR DOCUMENTATON
SEGMENT |TASK |WORK STEP PG. REF., ITEM
GRA -~--9 4-12 GRA 111, work steps
GRA (BN 7 Workpaper Summary on Valfdated Inventory of p. VI =20 1-6 and Information
Agency'!s Accounting and Budget Development on Documentatfon.
Systems, items GRA~1, GRA-2,
GRA-3, GRA-4, GRA-5,
GRA-6, GRA-7, and
GRA -8,
GRA 111 8 GAO's Evaltuating Internal Controls (n Computer- 4-13 GAO's Evaluating
Based Systems -~ Audit Gulde Internal Controls {n
a., Checklfst 2 - Background Information on ADP GRA - 10 Computer ~-Based
Department (Note: Checklist 1 1s not used). P. VI-21 Systems - Aud(t
b. Questfonnafre ' - Execut(ve ADP Management GRA ~ 11 Gufde,
CommIttee, Pe. VI-27
c, Questionnafre 2 - Internal Audit, GRA -~ 12
pP. VI-29
d. OQuestionnafre 3 ~ External Audit and Studfes, GRA -~ 13
Pe VI-33
e, Profflte 1 Top Management Controls Profite, GRA - 124
Pe. VI-35

vi=-7




APPENDIX DOCUMENTAT I ON WORK SOURCE OF INFORMATION
WORK PROGRAM RE FERENCE DESCRIPTION OF ITEM OF DOCUMENTATION RE FERENCE PROGRAM FOR DOCUMENTATION
SEGMENT [TASK |WORK STEP PG. REF, I1TEM
f. Questionnaire 4- Organfzation Controls GRA - 15
p. VI-38
g. Questfonnalire 5- System Desfign, Development, GRA -~ 16
and Mod(ficatfon Controls.
h, Questfonnafre 6- Data Center Management p. V1-40
Controls, GRA - 17
fo Questionnafre 7- Data Center Projection pP. VI=61
Controls, GRA - 18
Je« Questfonnafre 8- System Software Controls, p. VI-67
GRA - 19
ks Questionnafre 9- Hardware Controls, pP. VI=76
GRA - 20
i Profile 2 (General Controls Profile), Ps VI~-92
GRA - 21
GRA v 4 Schedule of Control Objectfve for Each Agency Pe V1=-97 4-21 appendix VI
System Selected for Revfiew, GRA - 22 and appendix VIiII,
P, VI-102
4-15
GRA v 3 tnitial Summary Workpaper Schedule of the 12
Risk Rankings and Composite Rel(abllfty Scores TFRA-14
for Each System Revliewed, pP. VIi-194
GRA Vv 4 inftial Overali Risk Ranking of the Agency's 4-15
Systems, Sec. 5

vl -8




APPENDI X DOCUMENT AT | ON WORK SOURCE OF INFORMATION
WORK PROGRAM RE FE RENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION
SEGMENT |TASK JWORK STEP PG, REF.,{ ITEM
TFRA [ a GAO's Evaluating Internal Controls (n 6-4 GAO's Evatuating
Computer -Based Systems -Aud(t Gufde (appendix X) Contrels In Computer
Based Systems -~
a. Checklfst 3 - Background Information on TFRA - 1 Audft Gulde
GComputer Applfication, Pe. VI1=-103
b, Questionnaire 10~ Data Origination Controls TFRA - 2
p. VI-105
¢, Questionnafre 11- Data Input Controls TFRA - 3
P. VI=110
d. OQuestfonnafre 12- Data Processing Controls TFRA - 2
Pe VI=127
e, Questionnafre 13- Data Output Controls TFRA - 5
p. VI-1424
f{. Proff{le 3 {Appticatfons Controtl TFRA - 6
Profite) P. VI-158
6-4 TFRA |, work steps
TFRA | 5 Top Level Flowchart of Data Flows Through an TFRA - 7 1-4
Agency's Accountfing Systems, P. VI-163
TFRA |, work steps
Intermedfate level flowchart of the TFRA - 8 1-4
Relatfonships Between an Agency's Accounting P. VI-164
Systems.,
TFRA |, work steps
Detafled flowcharts f(dent(ffying control TFRA --9 1-4
techniques and data flows, Pe. VI-165
TFRA 1 7 Wri{tten Summary for Each Agency System Rev(ewed. TFRA - 10 6-~5 TFRA 1, work steps
P. VI-166 1-6
TFRA ti 1 User Satistaction Questionnalre, TFRA - 11 TRFA I} work step 1
p., VI-168
TFRA [N 2 Summary of Responses to User Satisfaction TFRA 12 6 -6

Questionnaltre,

P. VI=175.1

vi-9




APPENDI X DOCUMENTAT 1 ON WORK SOURCE OF INFORMATION
WORK PROGRAM RE FE RENCE DESCRIPTION OF 1TEM OF DOCUMENTATION RE FERENCE PROGRAM FOR DOCUMENTAT 10N
SEGMENT |TASK [WORK STEP PG. REF,{ ITEM

TFRA 'y 1 Summary of Control Objectives, Techniques, and TFRA - 13 6-~9 TFRA I}l, work steps
Contro! Strengths and Weaknesses for an Agency's P. VI-176 -3
Accounting System, GRA-9, GRA-22,

TFRA-1, TFRA-2,
TFRA-3, TFRA-&,
TFRA-5, TFRA-6,
TFRA-10, AND
TFRA-12,

TFRA v 1 Reevaluate summary workpaper schedule of the 12 TFRA - 14 6-9 TFRA Vv, Work Steps
Ri{sk Rankings and Composlite F'!ellablllfy Scores P. VI-194 1-2, Sect., VI of the
for Each System Reviewed. work program, and

TFRA - 13

TFRA v 3 Update Overall Rfsk Ranking of the Agency's Sec., 5 6-10 TFRA - 14
System Selected for Review,

TFRA v 5 Update Financfal Management Proffle of the TFRA - 15 6-10 GRA-1, GRA-9,

Agency or Major Organ(zational Component of the P. VI-195 GRA-14, GRA-21,
Agency Selected for Review, TFRA-6, TFRA-9,
TFRA-10, TFRA-13,

CTA v 5 Schedule of Predetermined Complfance Test CTA -1 7-14

Results, pPe VI1-261

vi-10




EXAMPLES OF ITEMS OF DOCUMENTATION

TO BE PRODUCED

vi-11



WORKPAPER SUMMARY :
AGENCY OR ORGANIZAT JONAL COMPONENT 'S
SPECIFIC RESPONSIBILITIES, AUTHORIZED
FESOURCES, MND ORGMN1ZATIINAL STRUCTURE

BUDGET LINE
ITEM CODE

DESCRIPTION OF PROGRAM OR

ADMINISTRATIVE FUNCTION

AMOUNT  OF AGENCY ORGMIIZATIONAL | KEY AGENCY OFFICIAL| KEY FINMNCIAL REPORTS
SPENDING COMPONENT RESPONSIBLE | RESPONSIBLE FOR THAT SHOULD BE PRODUCED
NJTHORITY FOR FINCTION FUNCTION FOR AGENCY USE

REQUIRED EXTERNAL
FINMNC I AL RFEPORTS

RESPONSIBLE FOR A-123
MD FINMCIAL INTEGRIT
ACT REVIEWS FOR BUDGET
LINE 1TEM

vi-12
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WORKPAPER SUMMARY ON

DE VELOPMENT AND UPGRADING PLANS

FOR FINANCIAL SYSTEMS

INTERNAL POINT BUDGET AUTHORITY AGENCY PROGRAMS AGENCY ORGANI - PRI VATE CONTRACT - STARTING FINANCIAL DESCRIPTION COMPLETION
OF CONTACT FOR AFFECTED BY PLANS OR ADMINISTRAT) VE ZAT)ONAL COMPON - DORS ASSOCIATED DATE FOR SYSTEMS OF DEVELOP - DATE OF
DE VELOPMENT/UP ~ FUNCTIONS AFFECTED ENT(S) ASSOCIATED WITH DEVELOPMENT/ EFFORTS AFFECTED MENT/UPGRAD - PLANS

BY ENHANCE - ING PLANS

GRADING PLANS

BY PLANS

WITH PLANS

UPGRADING EFFORTS

MENT EFFORTS
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WORKPAPER SCHEDULE ON
SPECIAL SYSTEM STUDY GROUP REPORTS

THAT PERTAIN TO SYSTEMS UNDER REVIEW

AGENCY SYSTEM SYSTEM | SYSTEM | TITLE OF | POINT OF BRIEF DESCRIP~ | SYSTEM SYSTEM ADEQUACY UNFESOLVED
PROGRAM OR CODE SYSTEM | STUDY STUpY SYSTEM CONTACT TION OF SYSTEM { STuby STUDY OF AGENCY { SYSTEM
AOMINTSTRAT | VE USED BY j NAME REPORT | REPORT | STUDY FOR SYSTEM STuDY GROUPS GROUP'S ACTIONS STUDY GROUP
FINCTION AGENCY DATE NUMBER | REPORT STUDY REPORT FINDINGS RECOMMENDAT NS RECOMMENDAT I ONS
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SCHEDULE OF GAO REPORTS PERTAINING
TO AGENCY SYSTEMS UNDER REVIEW

SYSTEM SYSTEM BRIEF DESCRIPTION GAO GAO GAO FINDINGS RECOMMENDAT IONS AGENCY ADEQUACY OF UNRESOLVED GAO
CODE N AME OF SYSTEM RE PORT RE PORT RE PORT IN GAO IN GAO REPORT ACTIONS AGENCY FINDINGS AND
USED BY OPERAT IONS DATE NUMBER TITLE RE PORT TAKEN ON ACTIONS RECOMMENDATIONS
GAO (SYSTEM GAO REC -

PROBLEMS) OMMENDATIONS
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WORKPAPER SCHEDULE OF GAO FRAUD PREVENTION

AND OVERSIGHT (FPAO) GROUP CASES THAT PERTAIN TO

SYSTEM AND/OR AGENCY PROGRAM AND ADMIN]STRAT|VE

FUNCTIONS UNDER REVIEW
AGENCY PROGRAM SYSTEM CODE SYSTEM NAME GAO FPAO GAQ FPAQ DESCRIPTION OF DOLLAR VALUE DISPOSITION OF CASE'S IMPACT ON
OR ADMINISTRATIVE USED BY GROUP POINT OF ALLEGATIOM IN INVOLVED WITH FPAO CASE INTERNAL CONTROLS
FUNCT I ON AGENCY CASE CONTACT FPAQO CASE FPAOD CASE AND/OR SYSTEMS
NUMBER MEETING CG'S

ACCOUNTING PRINCI) -
PLES AND STANDARDS
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WORKPAPER SUMMARY ON VALIDATD INVENTORY

OF AGENCY'S ACCOINTING AND BUDGET DEVELOPMENT SYSTEMS

SYSTEM SYSTEM | BRIFE DESCRIP- | RESPINSIBLE | SYSTEM AGENCY COM-~ ANNUAL AGENCY PROGRAM OR BUDGET AUTHOR-{ MAIN MAIN MAIN KNOWN INTERMAL CONTROL
COlE NAME TION OF SYSTEM | SYSTEM MALYST | PUTER CENTER SYSTEM ORGANIZ - ADMINISTRAT | VE ITY OR VALUE INPUTS | OUTPUTS | USERS &/0R KNOWN FAILURES
USED BY OPERAT I (NS RIALYST PHONE AT WICH SYS- OPERAT - | ATIONAL FINCTION SuP~ OF ASSETS TO OF OF TO MEET COMPTROLLER
PAGENCY NUMBER TEM 1S RN ING COMPONENT | PORTED BY OR LIABILITIES| SYSTEM | SYSTEM SYSTEM GENERAL'S ACCOWNTING
COSTS SUPPORTED | SYSTEM ACCOLNTED FOR OUTPUTS | PRINCIPLES & STANDARDS
BY SYSTEM BY SYSTEM
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CHECKLIST 2 CHECKLIST 2
GRA - 10

BACKGROUND INFORMATION ON ADF DEPARTMENT

Workpaper
index
ITEMS TO BE OBTAINED
Organization and staffing
1. ADP department organization chart.
2. PFunctional descriptions of ADP
department organization.
3. List of key officials in the ADP
department.
Section and Location and Major
supervisor telephone number responsibilities

VIi-21



CHECKLIST 2 CHECKLIST 2

GRA - 10 .

Workpaper
index
4. sStaffing level of the ADP department by
division or office.
Number Names of
Authorized Assigned supervisors

ADP general
management

Security personnel

System programmers

Systems analysts

Application
programmers

Other technical
support

Computer operators

Peripheral equipment
handlers

Data entry operators

Control clerks

Schedulers

Librarian(s)

Data base
administrator(s)

Secretaries and
clerks

Other

Total

Anticipated staffing additions and
deletions during the next 2 years:

5. Major position descriptions.
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CHECKLIST 2

GRA - 10

System design, development, and modification

6.
7.
8.
9.

Data

System documentation standards.
System documentation procedures.
System development procedures.
Computer program change procedures.

center management

10.

11.

12,

13,

Data center operations procedures
manual.

File library procedures manual.

User billing procedures, including
the billing algorithm.

Statistics on system utilization.

Total
system
processing

CHECKLIST 2

Workpaper
index

Specific

computer-based
system being

evaluated

Number of scheduled 8-hour shifts
per day

Number of scheduled days per week

Average number of jobs per day

Total hours scheduled for past
3 months

Actual hours used for past
3 months:

Production

Testing

Rerun

Maintenance

idle

Other

Explain how the numbers of actual hours used were derived.

Multiprogramming factor (average
number of programs running
concurrently)
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CHECKLIST 2
GRA - 10

14. Budgeted, actual, and projected costs
for current and next fiscal year.

Budgeted
costs

Costs of rented equipment:
Central processing units
Data communications
All other

Costs of purchased equipment:
Central processing units
Data communications
All other

Hardware maintenance costs

Personnel costs:
ADP general management
Security personnel
System programmers
Systems analysts
Application programmers
Other technical support
Computer operators
Peripheral equipment

handlers

Data entry operators
Control clerks
Schedulers
Librarian(s)
Data base administrator(s)
Secretaries and clerks
Other

Supplies (cards, paper, etc.)

Contracts:
Data conversion
Other services

Facility costs:
Space
Utilities

Other costs (specify)

Total costs

Actual
costs

CHECKLIST 2

Workpaper
index

Projected
costs



CHECKLIST 2 CHECKLIST 2

GRA - 10

Workpaper
index

Data center protection

15.
lGI

17.

Data center security procedures.
Emergency plan.

Backup and recovery procedures.

System software

i8.
l9.
20.
21.
22.
23.

24,

25.

Operating system description.

System utilities description.

Program library system description.
File maintenance system description.
Security software description.

Data communications system description.

Data base management system
description.

System software change procedures.
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CHECKLIST 2 CHECKLIST 2

GRA - 10
Workpaper .

index
Hardware

26. Complete inventory and description of
the computer system.

CPU manufacturer

CPU model number

Date CPU installed

CPU physical location

Internal storage capacity
Direct access storage capacity
Console model number

Peripheral devices Number of devices

Magnetic tape drives:
track, density
___track, density
track, density
Magnetic disk drives:
series or model number
___series or model number

series or model number
Magnetic drum units .
Other mass storage units

(specify type)
Card readers
Card punches
Card reader/punches
Line printers:

lines per minute

—__lines per minute
On-line terminals
Remote batch terminals
Communications controllers
Optical scanners
MICR readers
Mark sense readers
Key-to~tape units
Key-to-disk units
Keypunch/verification units
Card sorters
Card collators
Card accounting machines
Other (specify)

27. Schematic of telecommunications network.
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QUESTIONNAIRE 1

by a

User departments and internal audit should be represented on

GRA - 11

QUESTIONNAIRE 1

EXECUTIVE ADP MANAGEMENT COMMITTEE

An executive ADP management committee, normally chaired

top management representative, is usually responsible for

--establishing agencywide policies for data processing

systems,

--approving short—- and long-range plans to develop and

implement new systems,

~--evaluating the need for new computer equipment, and

—-inshring that new equipment is acquired in the most

economical and expeditious manner.

this committee.

The auditor should determine whether the agency has an

executive ADP management committee, its makeup, and the extent
of its responsibilities.

REPRESENTATION

1.

Does the agency have an executive
ADP management committee? (Attach
a copy of the committee's organi-
zation chart.)

2. Does a top management representa-
tive chair the committee?

3. Are major users of computer-
processed information represented
on it?

4. 1Is the internal audit department
represented?

5. Does the committee have prescribed,
documented responsibilities? (Attach
a copy of the committee's charter.)

RESPONSIBILITIES

6. Does the committee:

--Establish agencywide poclicies for
ADP?

VIi-27

YES



QUESTIONNAIRE 1 CRA - 11 QUESTIONNAIRE 1

YES

-=-Approve short- and long-range plans
for developing and implementing new
computer systems?

~=-Evaluate the need for new computer
egquipment?

~=-Insure that new equipment is acquired
in the most economical and expeditious
manner?

REPORTING REQUIREMENTS

7. Are executive ADP management committee
minutes, staff reports, and memorandums
sent directly to the agency head?

No

NOTES: Questions should be self-explanatory. Responses will

frequently be a simple "yes" or "no." All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.



QUESTIONNAIRE 2 QUESTIONNAIRE 2
GRA - 12

INTERNAL AUDIT

Generally accepted Government auditing standards concerning
computer-based systems state that the auditor shall

--review the general controls in data processing systems,
and

--review application controls of installed data processing
applications.

An additional objective should be to review the design and devel-
opment of new data processing systems and significant modifications
to them. The internal audit function should be independent and
should report to the agency head or deputy head.

The auditor should determine the extent of internal audit

coverage of agency ADP activities, and the level of internal
audit reporting.

YES NO
ADP INVOLVEMENT

l. 1Is the agency's ADP-related internal
audit function documented? (If so,
obtain a copy.)

2. Has internal audit periodically
reviewed the ADP function?

3. Has internal audit developed an
overall audit plan which includes
ADP reviews?

4, Does internal audit have an ADP
team within its staff?

5. Are members of the ADP audit team
qualified in the ADP audit area?

GENERAL CONTROLS REVIEW CAPABILITY

6. Does internal audit review general
controls in computer-based systems
to determine whether controls have

been designed according to management
direction and legal requirements?

7. Does internal audit review general
controls in computer-based systems
to assure that the controls are
operating effectively to provide

VI-29



UESTIONNAIRE 2
a GRA - 12

reliability of, and security over,
the data being processed?

8. As part of its general controls
reviews, does internal audit make
sure that each of the following are
adequate:

--0rganizational controls?
--Physical facilities controls?
--Personnel controls?
-=-Security controls?
--0perating system controls?

-=-Hardware controls?

APPLICATION CONTROLS REVIEW CAPABILITY

9. Does internal audit review the
application controls in computer-
based systems upon which they are
relying to assess their reliability in
processing data in a timely, accurate,
and complete manner?

10. Do these control reviews
determine whether the computer-
based systems conform to agency
and Federal standards?

11. Do these control reviews deter-
mine whether the systems conform
to the latest approved design
specifications?

12. Are periodic audits designed to
test internal controls and
reliability of data processed?

13. Does internal audit verify the
information on ADP output reports
against related source documents?

14. Does internal audit use test data

to i1nsure the reliability of
computer programs?

VI-30
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QUESTIONNAIRE 2

15.

lé6.

17.

18.

19,

GRA - 12

Are automated data retrieval and
analysis packages or specially
written computer programs used
for evaluating data records?

Are audit test data stored under
internal audit control?

Does internal audit supervise
the running of test data?

Are audit retrieval programs stored
under internal audit control?

Does internal audit supervise the
running of audit retrieval programs?

SYSTEMS DESIGN, DEVELOPMENT, AND
MODIFICATION REVIEW CAPABILITY

20.

21.

22.

Does internal audit review the
design and development of new data
processing systems or applications?

Does internal audit review signif-
icant modifications to systems or
applications?

As part of its design, development,
and modification review function,
does internal audit make sure that
all systems:

--Carry out the policies management
has prescribed for the system?

--Provide the controls and audit
trails needed for management,
auditor, and operational review?

-=Will be efficient and economical
in operation?

--Conform with applicable legal
reguirements?

--Are documented in a manner that
will provide the understanding
of the system required for
appropriate maintenance and
auditing?

VIi-31
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NO



QUESTIONNAIRE 2 QUESTIONNAIRE 2

REPORTING REQUIREMENTS

23, Is internal audit located outside
the staff or line management
function of units under audit?

24. Does internal audit report to the
agency head or deputy head?

25. Does internal audit maintain copies
of memorandums and reports of all
(both internal and external) ADP
review efforts?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
identify alternate control procedures.
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QUESTIONNAIRE 3

GRA - 13

EXTERNAL AUDITS AND STUDIES

QUESTIONNAIRE 3

External reviews and studies conducted by GAO, private
accounting firms, or consultants provide a third party appraisal
of agency ADP operations.

The auditor should determine the extent of external review
coverage for the past 1 to 3 years and whether the agency has
implemented recommendations.

GAO ADP REVIEWS

Has the agency been included in a
Government-wide ADP review?

Were agency ADP operations free of
If not, has the agency taken
Has the agency's ADP planning

process ever been reviewed?

Were agency ADP planning processes
If not, has the agency taken
Have the agency's ADP procurement

activities ever been reviewed?

Were agency ADP procurement
activities free of deficiencies?

If not, has the agency taken

Has the application system under
review ever been subjected to a
GAO system approval review?

Was the agency system free of

If not, has the agency taken

1.
2.
deficiencies?
3.
corrective measures?
4,
5.
free of deficiencies?
6.
corrective measures?
7.
8.
9.
corrective measures?
GAQ SYSTEM APPROVALS
10.
11.
deficiencies?
12.
corrective measures?
13.

Was the system approved?

vi-33
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QUESTIONNAIRE 3

GRA - 13

PRIVATE ACCOUNTING FIRMS
AND CONSULTANTS

14. Has the agency contracted with
private firms to evaluate its
ADP activities?

15. Were agency ADP activities free
of deficiencies?

16. 1If not, has the agency taken
corrective measures?

17. If a financial computer-based system
is involved, was the system reviewed
by a private accounting firm?

18. Were both general and application
controls reviewed?

19. Was the financial computer-based
system free of deficiencies?

20. If not, has the agency taken
corrective measures?

NOTES: Questions should be self-explanatory.

frequently be a simple "yes" or "no."

QUESTIONNAIRE 3

YES

NO

Responses will
All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.
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PROFILE 1 PROFILE-1
GRA - 14

TOP MANAGEMENT CONTROLS PROFILE

On the basis of questionnaire responses and other information
obtained relating to the following control characteristics, how
much risk (low, medium, or high) do you believe is involved in
relying on the agency's top management controls to assure effec-
tive ADP operations? Refer to appendix II for more information on
assessing risk.

Is some Is the
Is the Is the alternate alternate Level of
Control control control control control potential

characteristic in place? effective? in place? effective? risk

EXECUTIVE ADP
MANAGEMENT
COMMITTEE

Committee
representation

Committee
responsi-
bilities

Committee

reporting
requirements
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PROFILE 1

PROFILE 1
GRA -~ 14
TOP MANAGEMENT CONTROLS PROFILE
In some Is the
Is the Is the alternate alternate Level of
Control control control control

potential

characteristic in place? effective? in place? effective?

INTERNAL AUDIT

ADP
involvement

General controls
review
capability

Application
controls
review
capability

Systems design,
development, and
modification
review capability

Reporting
requirements

EXTERNAL AUDITS AND STUDIES

GAQO ADP
reviews

GAO system
approvals

Private
accounting
firms and
consultants
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MATRIX 1 MATRIX 1

GRA - 14
TOP MANAGEMENT CONTROLS MATRIX

If the degree of risk determined on the previous profile
warrants additional audit work (i.e., medium to high risk),
the following matrix should help the auditor select appropriate
audit steps to complete the review.

Committes Reprasantation ]
Committes Responsibilities [
Committes Report Requirements ®

internal Audit
ADP Involvamant o ®
General Control Reviews o ©° | J ] ® ® o

Application! Control Reviews o @ () @ @ ® ® ®

System Design, Development
and Modification Reviews ® ® ® o
Reporting Requirements )]

External Audits and Studies

GAO ADP Reviews

® O
GAO Syatam Approvals @ o
Private Accounting Firms
and Consuitants ® L

v1i-37



QUESTIONNAIRE 4 QUESTIONNAIRE 4

GRA - 15 ‘
ORGANIZATIONAL CONTROLS

A key organizational control is an adequate separation of
duties, which includes

--geparating the data processing functions from other
agency functions,

--geparating different data processing functions within
the data processing department, and

--providing for separation of duties within user
departments.

Clear-cut lines of supervision, job rotation, and mandatory
vacations can also improve internal control.

The auditor should determine the extent of separation of
duties.

YES NO
SEPARATION OF DUTIES
1. 1Is the ADP function independent from
other agency operations? .

2. Are all ADP employees prohibited
from having authority, or duties in
any other department?

3. Are the following functions performed
by a different individual or group:

--Systems analysis?
--Application programming?
--Acceptance testing?
--Program change control?
--Data control?

--Production control and
scheduling? '

~-Computer equipment operation?
--Data base management?

--System software maintenance?

VI-38



QUESTIONNAIRE 4

GRA - 15
-=Computer files maintenance?
-=Source document origination?

-=Source document conversion
to machine-readable format?

PERSONNEL POLICIES

4.

5.

Is there a direct line of responsibility
between every subordinate and supervisor?

~Is a personnel rotation plan in effect

within the different functional areas
in the ADP department?

Are ADP department personnel required to
take regularly scheduled vacations?

Does the ADP department have a low
turnover rate?

Does the ADP department have a low
absentee rate?

NOTES: AQuestions should be self-explanatory.

frequently be a simple "yes" or "no."

QUESTIONNAIRE 4

YES

No

Responses will

All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

1dentify alternate control procedures.
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QUESTIONNAIRE 5 QUESTIONNAIRE §

GRA - 16
SYSTEM DESIGN, DEVELOPMENT, AND

MODIFICATION CONTROLS

The adequacy and effectiveness of controls in computer-
based systems begin with the methods and procedures used during
the system development process. The agency should have a struc-
tured design, development, and modification process which pro-
vides adequate separation of duties and assures user, manage-
ment, and internal auditor participation. Additional key
elements are adequate documentation, effective computer program
testing, effective system acceptance testing, and effective
computer program change control procedures.

The auditor should evaluate the total system development
process used by the agency, paying strict attention to the key
elements outlined above.

YES NO

SYSTEM DEVELOPMENT LIFE CYCLE

1. Does the agency have a formal, manage-
ment controlled approach for system
development?

2. Does the system development process
include the following steps:

--User needs definition?
--Conceptual system design?
-~-Feasibility study?
-=-Cost~-benefit analysis?

--Detailed system analysis
and design?

--Programming?
--Testing?

-~Procedure preparation?
--Conversion?

--System acceptance?
--Operations?

--Postimplementation audit?
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QUESTIONNAIRE 5

10.

11.

12-

13.

14.

GRA - 16

Are formal requests for new or
revised systems prepared by users and
submitted with proper authorization
signatures?

Are these users' needs used to
develop the conceptual system design?

Is this conceptual design used
to determine the technical and
operational feasibility of the system?

Is a cost-benefit analysis performed

to make sure that the conceptual system
will produce desired results
economically?

Were additional hardware and/or system
software needs considered in the cost-
benefit analysis?

If so, is the additional hardware and/or
system software requirement consistent
with the agency's short- and long-range
plans?

Was the detailed system design consistent
with the conceptual design and was it
based on the feasibility study and cost-
benefit analysis?

Was the detailed system design used
to prepare computer programs?

Upon completion of all programming, is
each program, interrelated subsystem, and
the entire system thoroughly tested?

Are program and system test results
reviewed and signed by the systems
analyst?

Were all processing procedures--

both manual and automated--prepared
before implementation and reviewed

to make sure that the detailed design
specifications were followed?

Are there effective procedures to insure
that no data is lost or erroneously
changed during conversion tc the newly
designed system?

Vi-41

QUESTIONNAIRE 5



QUESTIONNAIRE 5

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25,

GRA - 16

Was sufficient computer time allocated

for the conversion process?

Was the newly designed system tested
in parallel with the 0ld system?

Was sufficient time allocated for
parallel processing to allow for
adequate comparison of results from

both processes?

Was the system "acceptance tested" to
insure that it performed in accordance
with functional and detailed performance
specifications, including desired controls,
and meets user needs and objectives?

Was this system acceptance performed

by a group independent of the

programmers and analysts who designed

the system?

Does the system acceptance process
evaluate both manual and automated
‘procedures?

Does the system acceptance group
certify in writing that the computer-
based system performs in accordance
with all functional and performance

specifications?

Are all scheduled and emergency computer
program modifications evaluated by the
independent system acceptance group?

Does the system acceptance group control
all changes to the computer-based
system in order to maintain its integrity

on a continuing basis?

When the system is ready for initial
operation, is its implementation co-
ordinated with all personnel involved

and other systems affected?

After the system is in operation for

several months, is a postimplementation
audit of the entire system--both manual
and automated--performed by the internal

audit staff?
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QUESTIONNAIRE 5
‘Il’ GRA - 16

26.

27.

28.

® -

30.
31.

32.

33.

34.

Are at least the following personnel
(or their equivalents) involved in the
system development process:

--Project manager?
-=Users?

--Systems analysts?
~-=-Programmers?
--Acceptance testers?
--Internal auditors?

Are duties of the different personnel
assigned to the development project
clearly separated?

Is each person assigned to the develop-
ment project aware of his/her respon-
sibility?

Have specific tasks and time frames
for completing tasks been established
for each member of the development
project?

Is the project manager authorized to
make decisions on personnel resources,
scheduling, costs, budgets, and most
technical project matters?

Is the project manager sufficiently
supported by top management to
accomplish the system development
project?

Have adequate resources been provided
to successfully complete the system
development project?

Does top management track system
development projects to make sure
that objectives and time schedules
are being met?

Do users actively participate in
system development projects?
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QUESTIONNAIRE 5

35.

36.

37.

38.

GRA - 16

Is the user the final authority on
whether the system meets its intended
purpose (i.e., does the user have the
final "go/no go" decision to place
the system in operation)?

Are all interested parties represented
on the development team?

If not, has a mechanism been established
so they can provide input to the team?

Are documentation and programming
standards adhered to during the system
development project?

DOCUMENTATION

39.

40.

41.

Do agency standards exist for documenting
different data processing functions?

Has a project request document been
prepared to provide the means for a
user to request the development,
procurement, or modification of soft-
ware or other ADP-related services?

Does the project request document
include the following:

--A statement of objectives to be
accomplished by the proposed
project?

--A description of the service to
be performed?

-=-The reason for the request?

--A description of how the requested
project relates to other systems?

--A statement on privacy and security
considerations?

-~A list of those organizations that
will be affected by the proposed
project?

--A list of pertinent reference
documents on the project?
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GRA - 16

42. Has the project request document been
annotated by the receiving organization
with the following:

--The date the request was received?

--The individual assigned to
investigate the request?

--The disposition of the request?

--An estimated cost for completing
a feasibility study or other
analysis, and the project as
a whole?

--Any additional information such as
problems encountered or references
to other pertinent information?

43. Has a feasibility study document been
prepared to provide the following:

--An analysis of the objectives,
requirements, and system concepts?

--An evaluation of alternative
approaches?

--An identification of a proposed
approach?

44. Does the document include the following:

--A description of the requirements
of the proposed system?

--A statement of the major per-
formance objectives of the
proposed system?

-~An analysis of existing systems
which currently address the
proposed system's requirements
and objectives?

=-=A detailed description of the
proposed system?

--A discussion of alternative
systems or approaches?
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45.

46.

47.

48.

GRA - 16

--The rationale for recommending
the proposed system?

--A proposed schedule for system
development?

Has a cost-benefit analysis document
been prepared to give managers, users,
designers, and auditors adequate cost
and benefit information to analyze and
evaluate alternative approaches?

Does the document include the following:

--A description of alternative
systems or approaches?

-~The cost of development and
operation of each alternative?

-~The benefits which could be
attained through the development
of each alternative?

--A comparative cost-benefit
summary?

~-A sensitivity analysis assessing
the extent to which costs or
benefits would be affected by
changes in key factors?

Has a functional requirements document
been prepared to provide the basic
understanding between users and
designers of the system?
Does the document include:
--A statement of objectives to be
met by the new computer-based
system?

--A description of existing methods
and procedures?

--A description of proposed methods
and procedures?

--A summary of expected improvements?

--A summary of impacts?
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49.

50.

GRA - 16
YES NO

-=-Cost considerations of the proposed
computer-based system?

-=-A description of alternative
proposals?

--The performance requirements
of the new system?

-=A description of inputs and
outputs?

-=-A description of data elements,
dictionaries, tables, and
reference files?

-~A description of contingency
steps to be taken in the event
of hardware/software failures?

-=2A description of the equipment
needed to process the system?

--A description of system software
needed to support the system?

--A description of interfaces with
other systems?

--The security and privacy require-
ments of the system?

--A description of controls over
and within the system?

--A plan for developing and imple-
menting the proposed system?

Has a data requirements document been
prepared to provide a data description
and technical information about data
collection requirements?

Does it describe:

-=All required data?
--Data collection requirements,

responsibilities, procedures and
impacts?
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51.

52.

53.

54.

GRA - 16

Have detailed system/subsystem
specifications been developed for the
computer-based system?

Do they include:

--An overall narrative description
of the system?

-~-Its performance requirements?

--The equipment configuration
needed to process the system?

-~-The system software needed to
support the system?

-~-The interfaces with other systems?

--The security and privacy require-
ments of the system?

--The operational controls over
the system?

--The design characteristics of the
system, including a system flowchart?

Have detailed program specifications

been developed for all programs of the

system?

Do these specifications include the following:

--A general narrative description
of the program and its functions?

--The program's performance
requirements?

--The equipment required to
operate the program?

-~The system software needed
to support the program?

--A description of all interactions
by computer operators?

~-The storage requirements of the
program, including the amount of
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GRA - 16

internal storage, and the amount
and type of off-line storage?

--The security and privacy
requirements of the program?

-=-The controls over and within the
program?

-=Lists of constants, codes, and
tables used?

-~-The operating procedures of
the program?

--The input record formats and
descriptions?

-=A description of the program's
logic, including flowcharts and
decision tables, supplemented
by narrative explanations?

--The output record formats and
descriptions?

--The logical and physical
characteristics of all data bases
used by the program including
file layouts and data element
definitions?

--Source program listing?

~-=Object program listing?

55. Have detailed specifications been
developed for data bases used by the
computer-based system?

56. Do these specifications include the following:

-~The data base identifications?

--The system(s) using the data base?

--The labeling and tagging conven-
tions used when accessing the
data base?

--Any special instructions for using
it?
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57.

58.

GRA - 16 - ¥

--The system software needed to
support it?

-=-Its logical characteristics?

‘«-=Its physical characteristics?

Has a users manual been developed
which documents the functions of the
computer-based system?

Does ‘this manual include:

--A narrative description of the
computer-based system?

--A description or diagram of the
computer-based operation?

--A description of the equipment
needed to process the system?

-=The structure and role of each
system component?

-=-The performance capabilities of
the system?

--A description of all data files
used by the system?

-=-A description of the inputs, the
flow of data through the processing
cycle, and the outputs?

--The step-by-step procedures
required to initiate processing?

--The requirements for preparing and
entering input data?

--The requirements relevant to each out-
put, such as format, frequency, etc.?

--A list of error codes or conditions
generated by the system and the cor-
rective actions to be taken by the
user?

--The detailed instructions necessary
to intiate, prepare, process, and
receive a query applicable to the
data base?

VI-50



QUESTIONNAIRE 5 QUESTIONNAIRE 5

59. Has an operations manual been developed
which describes the computer-based system
and its operational environment for computer
operations personnel?

60. Does this manual include:

--A diagram showing the inputs,
outputs, data files, and sequence
of operations of the computer-
based system?

-=-An inventory of all programs
included in the system?

--An inventory of each permanent
file that is referenced, created,
or updated by the system?

--A list of the various runs
possible and a summary of each
run's purpose?

--A description of the manner in
which progressive advances from
one run to another is made to
complete the entire run cycle?

--The job control statements
needed for each run?

-~0Operator instructions for
each run?

--The input and output files
for each run?

--~-The output reports produced
for each run?

--The output reports that need to be
reproduced by other means?

--The restart/recovery procedures
for each run?

--Any emergency procedures?

--A description of procedures for
running the computer-based
system through remote devices?
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6lﬂ

62.

63.

64.

65.

66.

GRA - 16

Does the operations manual exclude:

--Program logic charts or decision
tables?

--Copies of program listings?

Are program listings inaccessible to
computer operations personnel?

Are computer operations personnel
denied access to other program and
system documentation?

Has a program maintenance manual been
developed which gives the maintenance
programmer sufficient information

to understand the programs, their
operating environment, and their main-
tenance procedures?

Does this manual include:
-~-A detailed description of each

program in the computer-based
system?

--The equipment needed to process it?

--The system software needed to
support the application
programs?

-~-A description of the data base
being used by the application
programs?

--A description of the programming
conventions used to develop the
application programs?

--A description of all error
conditions, their sources, and
procedures for their correction?

-=-Program listings and flowcharts
of decision tables?

Has a plan been documented to test the
computer-based system?
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67.

68.

69.

70.

71..

72.

73.

74.

75.

76,

GRA - 16 YES No

If so, does it include the detailed
specifications, descriptions, and
procedures for all tests?

Does it include test data reduction
and evaluation criteria?

Has a test analysis report been
developed which documents the test
analysis results and findings?

If so, does it present the demonstrated
capabilities and deficiencies of the
computer-based system?

Is the report used to prepare a state-
ment of the system's readiness for
implementation?

Is all documentation periodically
reviewed to insure that it is current
and complete and adheres to established
standards?

Are copies of all documentation stored
off the premises?

If so, is the stored documentation
periodically compared and updated
with that being used?

Is there written evidence of who
performed the systems and programming
work?

Do documented procedures exist for
controlling all system documentation?

PROGRAM TESTING AND SYSTEM ACCEPTANCE

77.

78.

Are all computer programs desk
checked by the programmer and his/her
supervisor before program assembly
or compilation?

Are all computer programs reviewed
after assembly or compilation to
insure that errors disclosed by these
translator routines are corrected?
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79.

80.

81.

82.

83.

84.

85.

86.

GRA - 16
Is test data, as opposed to live data,
used to test computer programs?

Is each program, subsystem, and then the
entire system, tested?

Is test data treated just like live data,
as opposed to having special codes entered
in the test data to indicate it is not
normal production data?

Are sufficient volumes of test
transactions entered which have a wide
range of valid and invalid conditions?

Is sufficient time allocated for
thorough testing?

Have sufficient staff members been
allocated for testing purposes?

Are there test cases which evaluate the
following:

--Mainline and end-of-job logic?
--Each routine?

--Each exception?

-=-Abnormal end-of-job conditions?

--Combinations of parameter cards
and switch settings?

-=-Unusual mixtures and sequences of data?

Does the test data include cases which test
for the following types of valid conditions:

-=Codes?

--Characters?

--Fields?

~=Combinations of fields?
~-Transactions?

--Calculations?
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87.

88.

89.

920.

9l.

92.

GRA - 16

-=-Missing data?
--Extraneous data?
-=Amounts?

-=-Units?
--Composition?
--Logic decisions?
--Limit or reasonable checks?
--8ign?

--Record matches?
--Record mismatches?
--Sequence?

-=-Check digit?

--Crossfooting of guantitative
data?

-=Control totals?

Are programming aid software packages
used to improve computer programs'
efficiency and effectiveness?

Are new programs run parallel to old
ones to help assure their accuracy?

Are all computer-based systems subjected
to a system acceptance process?

Does this system acceptance evaluate
whether the entire system, both manual
and automated processes, is performing
in accordance with system specifications
and processing standards?

Is system acceptance performed by
individuals independent of the analysis,
design, and development of the system?

Once system acceptance has been completed,

is a written certification that the
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93.

94,

95.

96.

97.

98.

99.

GRA - 16

entire system performs in accordance with

all functional and performance specifi-
cations required before the system can
be placed in operation?

Is system acceptance performed using test

QUESTIONNAIRE 5

YES

data similar to, but independent of, program

testing data?

Are system acceptance transactions
tested just like live transactions, as
opposed to having special codes entered
in the transaction to indicate that it
is not normal production data?

Are sufficient volumes of system
acceptance transactions entered and
processed which have a wide range of
valid and invalid conditions?

Is sufficient time allowed for
system acceptance purposes?

Have sufficient staff members been al-
located for system acceptance purposes?

Are there system acceptance test trans-
actions which evaluate the following:

--Mainline and end-of-job logic?
--Each routine?

--Each exception?

--Abnormal end-of-job conditions?

--Combinations of parameter cards
and switch settings?

--Unusual mixtures and sequences of data?

Does system acceptance data include cases

which test for the following types of
valid conditions:

-=Codes?
-=Characters?

--Fields?
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GRA - 16

--Combinations of fields?
~--Transactions?

--Calculations?

--Missing data?

--Extraneous data?

--Amounts?

--Units?

~--Composition?

--Logic decisions?

--Limit or reasonableness checks?
--Sign?

--Record matches?

--Record mismatches?

--Sequence?

--Check digit?

--Crossfooting of quantitative data?

--Control totals?

PROGRAM CHANGES

100.

101.

102.

103.

104.

Are computer programs revised only after
written request by users and approval by
user department management?

Do these written requests describe
the proposed changes and reasons for them?

Do these requests include security/
privacy specifications?

Is a change request form or other means
of documentation used to originate
program modifications?

If so, are all change request forms
sequentially numbered and accounted for?
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105.

106.

107.

l108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

GRA - 16 YES NO

Are program modifications thoroughly
tested to make sure that the modification
functions properly?

Are program modifications subjected
to system acceptance before being placed
in operation?

Is there a limit on the number of
times programs can be changed?

Are departments that initiate changes

in master files or program instructions
furnished with a notice or other documen-
tation showing changes actually made?

Do users make the final decision on
whether the modification meets their
needs?

Is program documentation changed to
reflect program modifications?

Is system documentation changed to
reflect program modifications?

Is operations documentation changed
to reflect program modifications?

Is user documentation changed to
reflect program modifications?

Are procedures in place to determine
if any other system is affected by
the program modifications?

Does the volume of regularly scheduled
program modifications indicate a
problem with programs, procedures, or
the computer-based system?

Do computer operations personnel have
a list of individuals to notify if a
computer-based system requires an
emergency or immediate modification?

Are individuals on the above list
the only application programmers allowed
in the computer room?
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118.

119.

120 .

121.

122.

123.

124.

125.

126.

127.

128.

GRA - 16

Is access to other data files and
programs denied to the programmer
making an emergency modification?

Is the programmer making the emergency
modification denied access to the data
files that the program was using when
the problem occurred?

Do computer operations personnel document
the problems and give that documentation
to the ADP department manager?

Is the responsible user always notified
that an emergency modification has
been made?

Is the system's project manager always
notified that an emergency modification
has been made?

Are all emergency modifications made
to both the source module and the
executable load module?

Does the programmer making the emergency
modification complete a statement and
leave it with the computer operator as
to the problem encountered, and the fix
made?

Is the individual making the emergency
modification required to perform suf-
ficient testing to assure that the
emergency modification will function
properly?

Are procedures established to insure
that the emergency modification is
immediately subjected to a system
acceptance test?

Are procedures established so that
‘the system-accepted emergency modifi-
cation will be incorporated into the
next production version of the system?

Does the volume of emergency modifi-

cations indicate a problem with programs,
procedures, or the computer-based system?
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129.

130.

131.

132.

133.

134.

135.

136.

137.

138.

NOTES:

GRA - 16 YES NO

Are outdated source programs deleted
from the production source program library?

Are outdated load modules deleted
from the executable load module
library?

Are job control statements relating to
outdated programs discarded?

Is documentation relating to outdated
programs discarded?

Is there a procedure to prevent
suspended programs from being used
by mistake?

Is a special library used for source
programs or executable load modules
during the testing and system
acceptance phases?

Is an executable load module library
used for production processing?

Does the executable load module
library keep track of the day, date,
sequence, who made the change, and
the change, etc.?

Are computer programs protected from
unauthorized access?

Doesgs the agency use automated methods
(such as a program library system
software package) to restrict access
to computler programs?

Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
identify alternate control procedures.
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GRA - 17

DATA CENTER MANAGEMENT CONTROLS

The accuracy and completeness of information processed
by an agency's data processing function depends, in part, on
the controls over the operations of the data center.

main areas of control include

-=-input/output control and scheduling,

--malfunction reporting and preventive maintenance, and

-=-user billing/chargeocut procedures.

The

QUESTIONNAIRE 6

The auditor should determine the adequacy of the controls
over the center and the level of management exercised.

INPUT/OUTPUT CONTROL AND SCHEDULING

1.

2.

Has a formal control group been
established within the data center?

Have formal input/output control
procedures been established? (If so,
attach a copy.)

Is the control group responsible for
recording and controlling all production
data processed by the data processing
department?

Does the control group keep logs of all
computer-based systems?

Do these logs include the following:
~--Name of application?

--Record counts and predetermined
control totals of input
transactions?

=-Run~to-run totals?

--Record counts and predetermined
control totals of error trans-
actions?

--Record counts and predetermined

control totals of updated
master files?
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10.

11.

12,

13.

14.

15.

lé6.

17.

18.

GRA ~ 17

--Record counts and predetermined
control totals of output trans-
actions?

Are all totals balanced during and
after the application processing?

Are all errors disclosed during processing
controlled by the control group to insure
that they are corrected promptly?

Does a supervisor initial each log to
indicate that a review has been performed?

Does the control group require an
authorization document or a transmittal
sheet to accompany all input transactions?
Does the group visually scan all output
reports for general accuracy and
completeness?

Does the group distribute output reports
according to a formal schedule?

Is the group responsible for scheduling
production runs and other workloads?

Is it responsible for rescheduling of
aborted or erroneous processing?

Have formal scheduling procedures been
established? (If so, attach a copy.)

Is a priority scheme used for
scheduling work?

Is there a schedule of all computer-
based systems which includes:

-=A brief description of the function
of each?

--The date of approval?

--The identification number?
Is the mix of jobs aimed at getting
the proper performance out of the data

center's resources?

If an RJE is used, has a control group
been established to govern its operation?
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19.

20.

21.

22.

23.

24.

25.

MALFUNCTION REPORTING AND PREVENTIVE MAINTENANCE

GRA - 17

Does the computer system schedule the
work submitted through the RJE?

Is the group responsible for all
negotiable instruments?

Have formal procedures been established
governing the requisition and accounting
for all blank stock of negotiable instru-
ments? (If so, attach a copy.)

Is the receipt of negotiable instruments
inventoried by two people at the time of
delivery?

Are negotiable instruments, damaged or
voided during processing, destroyed in
the presence of two or more people?

When negotiable instruments are being
processed by the computer, are two or
more people present?

Are all negotiable instruments
periodically inventoried by the control
group?

26.

27.

28.

Has a formal malfunction reporting
procedure been established for the
data processing department? (If so,
attach a copy.)
Are computer operators required to
keep logs of all computer processing
actions?
Do these logs record:

-=Startup?

~=-Errors?

--Reruns?

-=-Recoveries?

-=-Shutdowns?

--Shift changes?
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29.

30.

31.

32.

33.

34.

35.

36.

37.

GRA - 17

--Maintenance?
-=-0Other?

Are all processes and operator
decisions recorded on the operations
log?

Does a supervisor initial each log
to indicate that a review has been
per formed?

Does the computer system automatically
produce a log of all system operations?

Does the console log list:
~-Date?
--Job name and/or number?
--Program name and/or number?
--Start/stop times?
--Files used?
--Record counts?

--Halts (programmed and
unscheduled)}?

If the system does not have a console
typewriter, does some other method
afford adequate control and record the
activities performed by both the
computer and operator?

Is all computer time accounted for
from the time the computer is turned on,
until it is shut down?

Are disposition notes entered on
the console log showing corrective
actions taken when unscheduled
program halts occur?

Are job reruns recorded on the
console log?

Is the reason for each rerun recorded?
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38.
39.

40.

41.

42.

43'

44.

USER

GRA - 17

Are log pages sequentially numbered?

Is the log reviewed and signed at the
end of each shift by a supervisor and
filed as a permanent record?

Are logs independently examined to detect
operator problems and unauthorized
intervention?

Have formal preventive maintenance
procedures been established for the data
processing department? (If so, attach a
copy.)

Is there documented evidence of the
type and time of maintenance performed?

Is a schedule for machine maintenance
published and followed?

Is sensitive data removed from all on-
line storage devices before equipment is
turned over to maintenance personnel?

BILLING/CHARGEOUT PROCEDURES

45.

46.

47.

48.

49.

50.

51.

Are there documented procedures for
user billing/chargeout?

Are there user/data processing
department billing/chargeout agree-
ments? (If so, attach copies.)

Are the user billing/chargeout

procedures effectively tied into a
job accounting system for the data
processing department's resources?

Are the user billing/chargeout
procedures based on the number of
transactions processed?

Are they based on an artificial
"computer accounting unit"?

Are there adequate procedures for
determining the share of overhead
costs for billing users?

Are additions to the equipment, software,

etc., justified on the basis of resource
utilization and user needs?
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GRA - 17

52. Are there adequate procedures for
determining why costs are not charged
to users?

53. 1Is there an equitable procedure for
charging reruns of production jobs so
that user errors are charged to users
and data processing department errors
are not charged to users?

54. Are present data processing department
costs in line with budgeted costs?

55. 1Is the method of charging the data
processing department's costs equitable?

56. Is the method of charging the data
processing department's costs in the
interest of minimizing the use of
agency resources?

NOTES:

Questions should be self-explanatory.
frequently be a simple "yes" or "no."

QUESTIONNAIRE 6

YES

Responses will
All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.
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GRA - 18
DATA CENTER PROTECTION CONTROLS

Computer resources and data should be protected against
unauthorized access to reduce errcneocus or fraudulent activi-
ties. Formal documented procedures should be established
describing actions to be taken in the event of fire or other
natural disasters.

The auditor should evaluate protection controls over
the data center and the adequacy of emergency procedures and
backup arrangements.

YES

SECURITY AND ACCESS

1. Has overall agencywide responsibility
for conducting periodic risk analyses
been formally assigned? (If so, to whom?)

2. Does the risk analysis measure
vulnerability related to the potential
for the following:

-~-Fraud or theft?

--Inadvertent error or improper
disclosure of information?

--Financial loss?

--Harm to individuals or infringe-
ment on privacy rights?

--Loss of proprietary data and
harm to agency activities?

3. Has a specific timetable for conducting
risk analyses been established?

4. 1Is the interval between risk analyses
commensurate with the sensitivity of
the information processed?

5. 1Is the interval between risk analyses
at most every 5 years?

6. Do agency procedures require that a
risk analysis be performed before the
approval of design specifications for
computer installations?
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10.

ll.

12

13.

14,

15.

l6.

17.

GRA - 18

Do agency procedures require that a

risk analysis be performed whenever there
is a "significant change” to the physical
facility, hardware, or operating system
software?

Has the agency defined "significant
change"?

Is the definition of "significant

change" commensurate with the sensitivity
of the information processed by the
installation?

Are requirements established for
conducting risk analyses for Government-
owned contractor-operated facilities

as well as Government operated facilities?

Do agency plans provide for assessing
risks related to computer services pro-
vided by other agencies and those provided
through commercial services?

Has overall agencywide responsibility
for computer security been formally
assigned? (If so, to whom?)

Has the agency assigned responsibility
for computer security at each head-
quarters and field organization?

Do the individuals assigned responsibility
for computer security have both computer
and security experience?

Are all employees required to sign an
agreement regarding their role and
responsibility in the department and

the ownership and use of data processing
equipment and information within the
data center?

Have personnel security policies for
screening employees been established
and implemented?

Do these policies provide for levels

of screening commensurate with the
sensitivity of the position or function?
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18.

19.

20.

21.

22.

23,

24.

25,

26.

27.

28.

GRA - 18

Have screening requirements for contractor/

service personnel been established and
implemented?

Are the personnel policies consistent with

FPM letter 732-77?

When an employee is terminated, are the
following precautions taken immediately:

--The employee is denied access to
the data processing department?

--The employee is denied access
to any data, program listings,
etc.?

--All other employees are informed
of the employee's termination?

Is there a procedure to be followed if
an employee beccomes a suspected security
risk?

Is access to the computer area limited
to only authorized personnel?

Do combination locks, security badges,
or other means restrict access to the
computer room?

Are combinations on locks or similar
devices pericdically changed?

Are account codes, authorization codes,
passwords, etc. controlled to prevent
unauthorized use?

Are restricted entrances and emergency
exits equipped with tamperproof
automatic alarm systems that signal
when doors are opened?

Are exterior walls, tape library walls,
storage room walls, etc., of solid
construction from floor to ceiling?

Are data processing personnel trained

to challenge improperly identified
visitors?
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29.

30.

31.

32.

33.

34.

3S.

36.

37.

38.

39'

40.

GRA - 18

Are data processing personnel counseled
to report all cases of security intrusions

(either intentional or inadvertent) of which

they become aware?

Is access to the computer area by
custodial, electrical, and other in-house
maintenance personnel controlled?

Must vendor and support personnel provide
positive identification before they can
be admitted to the computer area?

Must data processing personnel be
present when service personnel are in
the area?

Are at least two individuals always
present in the computer room at all times?

Is there a method or procedure to re-
strict access to source documents and
blank input forms to authorized employees
only?

Are all critical forms (i.e., negotiable
instruments, identification cards, etc.)
stored in a secure location and are

they accounted for periodically?

Are source documents, blank input forms,
and other critical forms prenumbered
for accountability?

Are procedures in place to limit access to
critical forms during their intermediate
storage and transportation such as dual
custody and mail and message carrier
controls?

Is there a procedure for joint
authorization releases from the storage
area?

Is the receipt of critical forms
inventoried by two people at the time
of delivery?

Have controls been established over the

issuance of critical forms for jobs
being scheduled for processing?
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41. When critical forms are processed by
the computer, are two or more people
always present?

42. Are copies of critical outputs that need
to be destroyed kept in a secure location
until they can be destroyed?

43, When critical outputs are destroyed, are
at least two people present?

FILES

44. 1Is the responsibility for issuing and
storing magnetic tapes, disk packs,
or other data storage media assigned
to a librarian?

45, 1Is this duty the librarian's chief
responsibility?

46, Are library procedures documented?

47. 1Is access to the library always
limited to the responsible librarian(s)?

48. 1Is there a librarian on duty at all
times when the data center is being used?

49, Does the agency use automated methods
{such as a file management system software
package) to restrict access to computerized
files?

50. Are sensitive files (such as security
classification or privacy act restrictions)
properly identified as such, and appro-
priately secured?

51. Are all data files logged in and out to
prevent release to unauthorized personnel?

52. Are all files expeditiously returned to
the library after use?

53. Are tape and disk inventory records
kept?

54. Are tape and disk status records kept?

55. Have external labeling procedures
been documented?
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56.

57.

58.

GRA - 18

Are external labels affixed to active
tapes and/or disks?

Do labels tie in with inventory records?

Are work or scratch tapes or disk packs
kept in a separate area of the library?

DISASTER RECOVERY

59.

60.

6l.

62.

63.

64.

65.

66.

67.

68.

Have emergency procedures been documented?

Do they include steps to take in the

event of a natural disaster by fire, water
damage, etc., and intentional damage by
sabotage, mob action, bomb threats, etc.?

Are employees familar with the emergency
procedures?

Is the computer center separated from
adjacent areas by fire resistant partitions,
walls, etc.?

Have noncombustible flooring, ceilings,
and/or draperies been used in the data
center?

Are any activities conducted adjacent to
the center that might endanger it by
flood, fire, or explosion?

Is smoking prohibited in the center?

Are center personnel trained periodically
in fire-fighting techniques and assigned
individual responsibilities in case of

a fire?

Are emergency procedures for handling
minor and major fires prominently posted
throughout the data center?

Are heat and smoke detectors installed
in the following areas:

~-In the ceiling?
--Under raised floors?

--In the air return ducts?
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69.

70.

71.
72.
73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.
84.

GRA - 18

Do these devices alert the local fire

department as well as internal personnel?

Are portable fire extinguishers located
in strategic and accessible areas?

Are they vividly marked?
Are they periodically tested?

Are emergency exits and evacuation
routes clearly labeled?

Are battery-powered emergency lights
placed in strategic locations to assist
in evacuation should power be inter-
rupted?

Is the computer center protected by an
automatic fire suppressing system?

Are emergency switches for cutting off
power easily accessible at the exits
of the center?

Does emergency power shutdown include the

air-conditioning system?

Is the center equipped with temperature
and humidity gauges which automatically
activate signals if either goes outside
the normal range?

Is the center air-conditioned by a
separate system?

Is the air-conditioning system suffi-
ciently protected from unauthorized
access?

Is the air-conditioning system (duct
linings, filters, etc.) made from
noncombustible materials?

Are air intakes protected against
introduction of noxious substances?

Is backup air-conditioning available?

Is the source of electric power

sufficiently reliable to assure continued

operations?
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85.

86.

87.

88.

89.

90.

91.

92.

923.

94.

95.

26.

97.

98.

GRA - 18

Is the source of electric power suffi-
ciently protected from unauthorized access?

Is an alternate power source available?

Is the computer center backed up by an
uninterruptible power source system?

Are there provisions for retaining
and/or copying master files and a
practical means of reconstructing a
damaged or destroyed file?

Are sufficient generations of files
maintained to facilitate reconstruction
of records (grandfather-father-son
routine)?

Is at least one file generation kept at
a location other than the file storage
area?

Are copies of critical files stored at
a remote location and restricted from
unauthorized access?

Are duplicate application programs kept
at a remote location and restricted
from unauthorized access?

Are duplicate system software programs
kept at a remote location and restricted
from unauthorized access?

Are duplicate copies of critical docu-
mentation kept at a remote location
and restricted from unauthorized access?

Is there backup computer capacity
within the computer center?

Is this backup capacity in the same
building but in a different computer
center?

Is there backup capacity at an offsite
location?

Have critical locations been provided
with the following backup devices:

~--Terminals?
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--Modems?

--Communication lines?

99, Have these backup arrangements been
documented?

100. Have they been formally agreed to by
all parties concerned?

101. Has a priority scheme been established
in the event that backup arrangements
must be used?

102. Are backup procedures periodically
tested at the backup data center?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
identify alternate control procedures.
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SYSTEM SOFTWARE CONTROLS

Many control operations previously performed manually have
been automated in "system software,"” which is defined as any pro-
gram or system that helps interconnect and/or control the elements
of input, output, processing, data, and application programs.
System software normally falls into one of the following cate-
gories: (1) operating systems, (2) system utilities, (3) program
library systems, (4) file maintenance systems, (5) security soft-
ware, (6) data communications systems, and (7) data base manage-
ment systems.

The auditor should determine
--types and uses of system software,

--reliance on system software to perform critical control
or critical processes,

--who has access to interworkings of system software, and

--how well the changes to system software are being
controlled.

YES NO

OPERATING SYSTEMS

l. 1Is an operating system used to control the
inner workings of the computer hardware?
(If "no," skip to question 17.)

2. Has the vendor or developer provided a
complete, documented description of the
operating system's design and operation?

3. Does the operating system prohibit one
application program from accessing memory
or data of another application program
that is processing simultaneously?

4. Is the operating system "read protected"?
(This prohibits an application program
from accessing operating system instruc-
tions, password tables, and/or other
authorization algorithms.)

5. Does the operating system prohibit

operators from entering data or changing
memory values at the computer console?
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10.

11.

12.

13.

14,

15.

16.

Is the use of privileged instruction of
the operating system strictly controlled?

Does the operating system control all
input/output functions of data files?

Are operating system instructions,

password tables, and/or other authorization
algorithms protected from unauthorized
access when the computer system fails?

Has the integrity of the operating system
been tested after initial installation?

Does the operating system prohibit appli-
cation programs from overriding or bypassing
errors which are detected during processing?

Must all application programs or other
system socftware be run only when the
operating system is operational?

Is an audit trail of all operating system
actions maintained either on the automatic
console log or the computer system's job
accounting data?

Is each use of the computer system's
"load"”" button recorded?

Is the button physically protected?

Is the computer system's internal clock
adequately protected from unauthorized
access?

Does the operating system adequately
and accurately schedule all jobs run on
the computer system?

SYSTEM UTILITIES

17.

18'

Are utility programs used to perform
frequently repeated functions?
(If "no," skip to question 25.)

Has the vendor or developer of the
system utilities provided a complete,
documented description of their design
and operation?
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19. Must the operating system be operational
when: utility programs are used?

20. Is there a complete directory of all
available utilities?

21, 1Is access to system utility documentation
denied to computer operators?

22. 1Is a supervisory authorization required
before installation and use of new
versions of utility programs?

23. Can controls that detect processing errors
in system utilities be overridden or
bypassed?

24, Can system utilities be used to override

or bypass controls within other system
software or application programs?

PROGRAM LIBRARY SYSTEMS

25.

26.

27.

28.

29.

Is a program library system used to control
application programs?
(If no, skip to guestion 35.)

Has the vendor or developer of the program
library system provided a complete, docu-
mented description of the system's design
and operation?

Does the program library system:

--Restrict access to application
programs?

~--Control movement of programs
from test to production modes?

--Control movement of programs
from source code to object code?

--Control changes to application
programs?

QUESTIONNAIRE 8

YES

Are program library system functions adequately

supported by proper manual procedures?
Are control functions performed by the

program library system protected so they
cannot be bypassed?
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Does the program library system provide an
audit trail of all changes made to appli-

Does the program library system prevent the
existence of more than one version of a

Does the program library system prevent the
existence of more than one version of an

Are obsolete programs removed regularly

Are computer operators denied access to
all libraries maintained by the program

Is a file maintenance system used to
control all tape and disk data sets?

Has the vendor or developer of the file
maintenance system provided a complete
documented description of its design

Does the file maintenance system:

-~Restrict access to automated

--Control the establishment, use
and retention of automated data

Are file maintenance system functions
adequately supported by proper manual

30.

cation programs?
31.

source code program?
32.

object code program?
33.

from the:

--Source code library?
-~-Object code library?

34.

library system?
FILE MAINTENANCE SYSTEMS
35.

(If no, skip to question 43.)
36.

and operation?
37.

data files?
files?

38.

procedures?
39.

Are control functions performed by the
file maintenance system protected so that
they cannot be overridden or bypassed?
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YES NO

40. Does the file maintenance system provide
an audit trail of all uses and accesses
of all automated data files?

41. Does the file maintenance system prohibit
more than one data file from having the
same volume serial number?

42. Have external labels been removed from
all tape data files since the file
maintenance system became operational?

SECURITY SOFTWARE

43. 1Is separate security software used to
provide additional control over the
agency's computer resources?

(If no, skip to question 53.)

44. Has the vendor or developer of the
security software provided a complete
documented, description of its design
and operation?

45. 1Is the security software used to control
access to:

--Terminals?

~-Remote job entry stations?
-~-Individual automated data files?
—-~Individual application programs?
--Other system software?

46. Are security software functions
adequately supported by proper manual
procedures?

47. Can the control functions performed by
security software be overridden or

bypassed?

48. Does the security software provide an
audit trail of:

--All authorized uses of computer
resources under control?

—~All unauthorized attempted access?
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YES NO

Does security software control access
to data separately from access to other

detailing what computer resources they

Do supervisors review it periodically?

Is a data communications system used to
provide the interface between terminals

Has the vendor or developer of the data
communications system provided a complete,
documented description of its design and

49,
computer resources?
50. 1Is security software transparent to
the following:
--All application programs?
--All other system software?
51. Is there a list of all individuals
have access to?
52.
DATA COMMUNICATIONS SYSTEMS
53.
and the computer-based system?
(I1f no, skip to question 78.)
54,
operation?
55.

Does the data communications system:

--Control access to and use of
terminals?

--Poll and receive messages from
computer terminals or other
computers?

-~Address and send messages back to
computer terminals or other
computers?

-~Edit and format input and output
messages?

--Handle error situations?

--Reroute traffic when terminals or
lines are inoperative?

--Perform on-line formatting on visual
display terminals?
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56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

Are data communications system functions
adequately supported by proper manual
procedures?

Are functions of the data communications
system protected so that they cannot be
overridden or bypassed?

Is a built-in hardware identification
code checked by the data communications
system to insure that no unauthorized
terminals are being used?

Does the data communications system use
a table of authorized terminal addresses
to allow polling with the communications
network?

Are user authorization codes or pass-
words required by the data communications
system to:
-=Access the computer system?
-~-Access application programs?
~-Access other system software?

--Enter transactions?

Are different authorization codes required
to enter different transactions?

Does the authorization code identify
the individual using the terminal?

Are user authorization codes controlled
to restrict unauthorized use?

Are user authorization codes periodically
changed?

Is a nonprinting/nondisplaying or oblit-
eration facility used when keying in and
acknowledging user authorization codes?

Is a terminal identification check
performed by the data communications
system so that various transaction
types can be limited to authorized
data entry stations?
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67. If a security matrix or table is used
to control access to the application
system, is it properly protected to
prevent unauthorized access?

68. Is a message header used by the data
communications system to identify:

--Source of the message, including
proper terminal and user authori-
zation code?

--Message sequence number, including
the total number of message segments?

—-Transaction type code?
--Transaction authorization code?

69. Is this message header validated by the data
communications system for:

--Proper sequence number from the
identified terminal?

--Proper transaction code and/or
user authorization code for the
terminal or user?

--Number of message segments received
equal to the count indicated in the
message header?

--Proper acknowledgment from the
terminal at the end of a transmission?

--Balancing of debit/credit totals
derived from adding all message
segments and comparing with cor-
responding totals in the message
header?

70. Does the data communications system use
an end-of-transmission trailer which
includes:

~-Message and segment counts?

-=-Value totals, including debits
and credits?

--An ending symbol?
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71. Are trailer counts and totals reconciled

with header counts and totals by the
data communications system?

72. Does the data communications system:

--Send acknowledgments to the terminal

indicating receipt of messages?

-~-Periocdically test line and
terminal operating status with
standardized test messages and
responses?

73. Does the data communications system use

buffering to gqueue messages when a device,

such as a terminal, is busy?

74. 1Is a transaction log of sequence-numbered

and/or time-of-day-noted transactions
maintained by the data communications
system?
75. Does the transaction log record the:
--0Orginating terminal?
--User authorization code?
--Message identification?

-~Transaction type code?

--Time of day that the transaction
was logged?

-~-Transaction data?

76. 1Is the transaction log used to:
-~Provide part of the audit trail?
-~Account for all error messages?
-=-Record, with control totals, all

retrievals made by a particular

terminal?

77. Are all messages awaiting transmission

logged by the data communications system

before being put into the transmission

queue, and then purged after transmission?
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DATA BASE MANAGEMENT SYSTEMS

78. Is a data base management system used
to control and maintain the agency's
data base? (If "no," skip to guestion 93.)

79. Has the vendor or developer of the data
base management system provided a
complete documented description of its
design and operation?

80. Does the data base management system:

--Provide security over data base
accesses?

--Control the addition, modification,
and deletion of data?

--Provide the interface between
individual application programs
and specific data items in the
data base?

. 8l. Are data base management system functions
adequately supported by proper manual
procedures?

82. Are functions of the data base management
system protected so that they cannot be
overridden or bypassed?

83. Is the use of restricted instructions
logged and checked periodically?

84. Does the data base management system
use authorization codes or passwords
to control access to data items?

85. Does the data base management system
record unsuccessful attempts to access
the data base?

86. Does the data base management system
record which application programs have

accessed each data item within the
data base?

87. Does this log indicate whether the
application program:

. --Read a data item?
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88.

89.

20.

91.

92,

~-Updated a data item?
--Created a new data item?
~-Deleted a data item?

Are all errors discovered by the data
base management system logged for followup?

Are failures in the data base management
system documented for supervisory review?

Can the data base management system fairly
and reliably identify and charge individual
users of the data base for their actual
usage?

Has a data dictionary been developed and
maintained documenting the following:

-=Attributes of each data item?
-=-Security over each data item?

Does the data dictionary document the
following for each data item:

--Its name?

-=Any synonyms?

--Its source?

--Frequency of change?

--Person responsible for its accuracy?
-~-Person responsible for updating it?
--Person responsible for deleting it?
--People eligible to read it?

--Any special authorizations required
to update, read, or delete it?

--Its relationship with all other
data items?

--Tests for correctness to be
applied?
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--Application programs which
can update, read, or delete it?

--Which output reports it appears
on and the application programs
that produce those reports?

--Its data format?

--Its position in the logical
data structure(s)?

SYSTEM PROGRAMMERS

923.

94.

95.

96.

97.

98.

99.

Has the responsibility for controlling
and maintaining system software (system
programming) been separated from
application programming?

Do system programmer responsibilities
include:

--Maintaining all system software?

--Advising on selection of new
system software?

--Writing internal or specialized
system software?

-=-Modifying vendor-supplied
system software?

Do system programmers possess high
level technical skills needed to
adequately perform their functions?

Are application programmers prohibited
from performing system programmer
functions?

Are system programmers adequately
supervised?

Do supervisors have sufficient technical
skills to adequately monitor system
programmer actions?

Are periodic security background

investigations performed on system
programmers?
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YES NO

100. Are system programmers prohibited
from operating the computer system?

DATA BASE ADMINISTRATOR

101. With the advent of the data base
management system, has a data base
administrator position been established?

102, Do data base administrator respon-
sibilities include:

--Designing a logical structure for
the data base and deciding on a
physical data storage strategy?

-~-Advising on selection of the
data base management system?

--Developing the data dictionary?

--Selecting data search strategies?

--Directing conversion of appli-
cation system data files to
the data base?

~--Establishing security, privacy,
and accuracy controls?

--Organizing archival data storage?

--Resolving errors of data base
management system failures?

--Evaluating performance of the data
base management system?

~-~-Reorganizing the data base when
necessary?

103. Does the data base administrator possess
high-level technical skills needed to
adequately perform the function?

104. Is the administrator authorized to
resolve conflicting requirements from
different user departments?

105. Does the administrator insure that user
requirements are met?
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106.

lo7l
108.

109.

110.

® .

112.

113.

Does the administrator insure that
agency requirements are met?

Does the administrator advise agency
officials on organizational structure
changes that are necessary because of
the data base?

Does the administrator make sure that
adequate testing is performed before
changes to the data base management
system are implemented?

Are controls established to determine
when it is necessary to reorganize

either the physical or logical structure
within the data base in order to maintain
an acceptable level of performance?

After the data base is reorganized, does
the data base administrator ascertain that
control totals for the reorganized

data base are reconciled with control
totals existing before the reorganization?

Does the administrator make sure that
it is technically impossible to access the
data base without using the data base
management system?
Is separation of duties clearly defined
between the data base administrator and
the following:
--System programmers?
~-Application programmers?
--System analysts?
--0Others?

Is the data base administrator
function properly documented?

SYSTEM SOFTWARE CHANGES

114.

Have formal documented system software
change procedures been established?
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115 L]

116.

117.

118.

119.

120.

121.

122,

123.

124,

125.

126.

YES No

Are change request forms or other
documentation used to originate system
software modifications?

If so, are all change request forms
sequentially numbered and accounted for?

Are system software modifications
thoroughly tested to make sure that
modifications function properly?

Are system software modifications
subjected to a system acceptance
before being placed in operation?

Is all relevant documentation changed
to reflect system software modifications?

Does the volume of regularly scheduled
system software modifications indicate
a problem with the software, procedures,
or application?

Do computer operations personnel have

a list of system programmers to notify
if system software requires an emergency
or immediate modification?

Are individuals on the above list the
only system programmers allowed in the
computer room?

Is access to data files and application
programs denied to the system program-
mer making a system software modification?

Is the system programmer, when making
an emergency modification, denied
access to data files and application
programs that were operating when the
problem occurred?

Does the system programmer making an
emergency system software modification
complete a statement and leave it with
the computer operator as to the problem
encountered and fix made?

Are procedures established to ensure that
emergency system software modifications
are immediately subjected to a system
acceptance?
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127. Are procedures established so that the
accepted emergency modification will
be incorporated intc the next operational
version of system software?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
identify alternate control procedures.
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HARDWARE CONTROLS

Even though most computer equipment has a high degree of
reliability, malfunctions can still occur which affect the
accuracy and reliability of computer data. Therefore, controls
need to be established within the hardware which can detect
equipment errors. This is important because improved performance
and faster speed of new computers have recently been achieved
by eliminating some previously used hardware controls.

The auditor should determine that proper hardware controls
exist and if not, determine if alternate controls have been
established.

ES NO

CENTRAL PROCESSING UNIT

l. Are built-in parity bits used by the CPU
to insure that all data elements trahs-
mitted through the internal circuitry are
transmitted correctly?

2. Is redundant character checking used by
the CPU to insure the correctness of
data processing?

3. Are validity checks used by the CPU to
insure that only valid operation codes
are used?

4. Does the CPU perform validity checks
on the numbers used to access memory to
insure that only valid numbers are used?

5. Does the CPU have automatic interlock
controls to prevent the equipment from
performing certain operations at the
wrong time?

CARD READER

6. Are dual read controls (reading and
comparing at two separate read stations)
used to detect errors in reading cards?

7. Are hole count controls (counting
punched holes and comparing counts
at two separate read stations) used to
detect errors in reading cards?

8. Are validity checks used to compare card
punches read against valid combinations?
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CARD PUNCH

9.

10.

1l.

Are read compare controls used to
compare card contents with data
which was to be punched?

Are hole count controls used to
compare hole counts of the card
which was punched with the hole
count which was to be punched?

Are echo check controls used to
verify that punch dies were activated
to punch the reqguired holes?

PRINTER

12.

13.

14.

Are echo check controls used just before
printing to verify that the proper
print position will be activated?

Are validity check controls used

to verify the signals transmitted to
the printer against the set of valid
signals?

Are print synchronization controls used
to check timing of the printer to
determine that print hammers of impact
printers are activated at the moment when
appropriate characters are in the

correct position?

MAGNETIC TAPE DRIVE

15.

le.

17.

18.

Are parity checks (both individual and
blocks of characters) made to insure
that all data elements on magnetic tape
are transmitted correctly?

Does the magnetic tape drive perform
read after write comparisons to insure
that data was recorded correctly?

Are tape trailer label totals used by
the computer to verify the number of
characters, records, and/or blocks read
with totals maintained on the label?

Are read errors handled by backspacing

the tape one record or block and
repeating the operation?
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19.

20.

21.
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If backspacing does not successfully
read the record or block after repeated
attempts, does the computer discontinue
processing?

Are programmers prevented from bypassing
unprocessable records or blocks?

If processing is allowed to continue,
have alternate manual controls been
established to control bypassed records
or blocks?

DIRECT ACCESS STORAGE DEVICE

Are parity checks (both individual and
blocks of characters) made to insure that
all data elements on the direct access
storage device are transmitted correctly?

Are read—-after-write checks performed
to insure that the record just written

Are validity check controls used to
verify the address locations against
the set of valid addresses?

Are address comparisons made to verify
the address of the location at which data
is to be written with the address called
for by the instructions?

Is a unique hardwired identification
code, requiring no human intervention
for its use, incorporated into each

Is this identification code checked
and validated by the computer to insure
that no unauthorized terminals are

22.
23.

was correctly recorded?
24.
25,
DATA COMMUNICATIONS
26.

terminal device?
27.

being used?
28.

Does the communications system avoid
using the public switchboard (PBX)

as a means of reducing the error rate
and the chance of wiretapping data
transmissions?
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QUESTIONNAIRE 9

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

GRA - 20

Are voice grade lines used to reduce
data transmission errors and maintain
integrity of data transmitted?

Are data communications lines
conditioned for improved accuracy
and physical security?

Are scrambling or encryption
techniques used in transmitting
sensitive data?

Is an automatic store and forward
capability used to maintain control
over messages queued for an inoperative
or a busy communications device?

If leased lines are used, is an
automatic backup capability used to
ensure that when the lines fail, an

automatic switchover is accomplished for

the length of the outage?

Is a message intercept function used
to receive messages directed to
inoperable or unauthorized terminals?

Are parity checks used to detect errors
in transmission of data?

Are validity checks used to compare
character signals transmitted with
the set of valid characters?

Is echo checking used to verify each
character so that erroneous data is
detected?

Are forward error correcting techniques
used for the detection and reporting
of data communications errors using
sophisticated redundancy codes?

Are techniques available for
detecting erroneous retransmissions
of data?

Are modems equipped with loop-back
switches for fault isolation?
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QUESTIONNAIRE 9 QUESTIONNAIRE 9

YES NO
GRA - 20 = = ‘

41. Are modems which handle both voice
and data communications used to
enable computer operators and terminal
operators to communicate in case of
problems?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers,
and identify alternate control procedures.
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PROFILE 2 PROFILE 2

GRA - 21
GENERAL CONTROLS PROFILE

Based on questionnaire responses and other information
obtained relating to the following control characteristics,
how much risk (low, medium or high) do you believe is involved
in relying on the agency's general controls to assure effective
ADP operation and accurate, reliable data processing? Refer
to appendix II for more information on assessing risk.

Is some Is the
Is the Is the alternate alternate Level of

Control control control control control potential
characteristic in place? effective? in place? effective? risk?
ORGANIZATIONAL
CONTROLS
Separation of

duties
Personnel

policies

SYSTEM DESIGN,
DEVELOPMENT, AND
MODIFICATION
CONTROLS

System
development
life cycle

Documentation
Program testing
and system
acceptance
Program changes

DATA CENTER

MANAGEMENT
CONTROLS

Input/output

control and
scheduling
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PROFILE 2 PROFILE 2
GRA - 21
GENERAL CONTROLS PROFILE
Is some Is the
Is the Is the alternate alternate Level of

Control control control control control potential
characteristic in place? effective? in place? effective? risk?
Malfunction

reporting and

preventive

maintenance

User billing/
chargeout
procedures

DATA CENTER
PROTECTION
CONTROLS

Security and
access

Files

Disaster
recovery

SYSTEM SOFTWARE

CONTROLS

Operating
systems

System utilities

Program

library systems

File maintenance

systems

Security software

Data

communications

systems

Data base
management
systems

VI-98



PROFILE 2

Control
characteristic

PROFILE 2

GRA - 21

GENERAL CONTROLS PROFILE

Is the
alternate
control
effective?

Is some
alternate
control
in place?

Is the
control
in place?

Is the
control
effective?

Level of
potential
risk?

System
programmers

Data base
administrator

System
software
changes

HARDWARE
CONTROLS

Central
processing uni

Card reader
Card punch
Printer

Magnetic tape
drive

Direct access
storage device

Data
communications

t
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MATRIX 2 MATRIX 2

GRA ~ 21
GENERAL CONTROLS MATRIX

If the degree of risk determined on the previous profile
warrants additional audit work (medium to high risk), the fol-
lowing matrix should help the auditor select appropriate audit
steps to complete the review.

§$$ &/ & s
o
$° s & § ‘§\ & 5 < J & g
> e/ & SF/¥F/S & >
§8/0 §/55/e8/68/88/e 8/ /5 &
$E/$E/s8/F3/88/8E/85/88 /8§
S/ ES/EE /S /ES/EE/F5/E5/8 §
ST/ TS/8T /S /88 /&/5§8§/8F/3F

Organizational Controls Q
Separation of Duties . . .
Personnel Policies ® ® o

System Design, Development,

and Modification Controls
System Development Life Cycle ® [ ] o
Documentation ) ® ® ® ®
Program Testing and
System Acceptance . . . .
Program Change Controls ® ® ® ® ®

Data Center Management Controls - .
Input/Output Scheduling T
and Control . . . .
Malfunction Reporting and
Preventive Maintenance o o ° ® ®
User Billing/Charges Out Procedures ® ® ® o o

Data Center Protection Controls
Security and Access Controls ] ® @
File Controls @ @ @ [
Disaster Recovery Controls [ ] o
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MATRIX 2 MATRIX 2

@ S

GENERAL CONTROLS MATRIX

So/Se/ o .
> S/ES) & §
& 'Y ¥ F/ee $ i
*~ » /g f FESES Q.8 Fy ¥
$/e $§/8F5 /o @ /ey /e /e &
* S/SE/FET/FE/F & FSF/EF &S
$E&/)ES/ES /85 )ES/FE/FF/EE /&F
e/ &/§e /s &/ g8 /&8 &/F & /¥
System Software Controls
Operating Systems @ @ @ @ @ o
Syster Utilities ® ® ® "] ) ®
Program Library Systems ® ) ® ] o ®
File Maintenance Systams ® ® ) ® ® ®
Security Software ] ® ] ® e @
Data Communications Systems ) ® ) @ @ ®
Data Base Management Systems o ® ® ® @ ®
. System Programmers ) ® @
Data Base Administrator ® ® ®
System Software Changes ® @ ® [ ) [ )
Hardware Controls 41
o 1l 1lal |al |
Cantral Processing Unit @ ] ® 9
Card Reader o ® ® ®
Card Punch ® ) @ @
Printer ® @ ® ®
Magnetic Tape Drive @ ¢ ® ]
Direct Access Storage Device ® (Y ® @
Data Communications ® @ ® ®
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SCHEDULE OF CONTROL OBJECYIVES GRA-22
FOR EACH AGENCY SYSTEM SELECTED
FOR REVIEW

SYSTEM BRIEF DESCRIPTION SOURCE OF CONTROL OBJECTIVES FOR SYSTEM

OF SYSTEM CONTROL
OBJECTIVES @

SYSTEM CODE
USED BY NAME
AGENCY

*GAO's policy and procedures manual for
Guidance of Federal Agencles -- Title 2

Through 8,

Speciflc tegislation Supporting Specitic
Programs and Adminlstrative Functions,




CHECKLIST 3

TFRA - 1

CHECKLIST 3

BACKGROUND INFORMATION ON COMPUTER APPLICATION

ITEMS TO BE OBTAINED

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
. 12.
13.

14-

Project request document.
Feasibility study document.
Cost/benefit analysis document.
Functional requirements document.
Data requirements document.
System/subsystem specifications.
Program specifications.

Data base specifications.

Users manuals.

Operations manuals.

Program maintenance manuals.
Test plan.

Test analysis report.

Overview of computerized application
system.

System name and agency
identification number

Date of initial implementation
Date of latest modification

Number of modifications in
the last 2 years

Type of system (administrative,
scientific, other (specify))

Type of processing (batch or
on-line)

Overview system flowchart and
narrative description

Number of computer programs
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CHECKLIST 3 CHECKLIST 3
TFRA - 1
Size of largest computer .
program (bytes of storage)
Programming language{s) used
Processing frequency
Total monthly processing hours

Design of system (vendor
supplied or agency programmed)

Testing methodology
(test data, live data, or not
at all)

a. Initial system

b. Latest modification

Availability of test results
a. Initial system
b. Latest modification

Date of last audit or evaluation
{obtain copy)

OQutput product distribution laist .
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QUESTIONNAIRE 10 QUESTIONNAIRE 10
TFRA - 2

DATA ORIGINATION CONTROLS

Data origination controls are used to insure the accuracy,
completeness, and timeliness of data before it is converted into
machine-readable format and entered into the computer application.
Controls over the data must be established as close to the point
of origination as possible. Additionally, controls must be main-
tained throughout this manual process to make sure that the data
reaches the computer application without loss, unauthorized ad-
dition or modification, or other error. The main areas of control
are

--source document origination,

-=source document authorization,

--source document data collection and input preparation,

--source document error handling, and

--source document retention.

The auditor should determine the adequacy of controls over
the manual preparation, collection, and processing of source
documents to make sure that no data is added, lost, or altered
before it is entered into the computer system.

YES NO

—

SOURCE DOCUMENT ORIGINATION

1. Do documented procedures exist that explain
the methods for proper source document
origination, authorization, data col-
lection, input preparation, error handling,
and retention?

2. Are duties separated to make sure
that no one individual performs more
than one of the following operations:
--Originating data?

--Inputting data?
--Processing data?

--Distributing output?
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QUESTIONNAIRE 10

TFRA - 2

Are source documents designed to
minimize errors and omissions such that:

--Special purpose forms are used to guide
the initial recording of data in a
uniform format?

-~Preprinted sequential numbers are used
to establish controls?

-~-BEach type of transaction has a unique
identifier?

-~-Bach transaction has a cross-reference
number which can be used to trace infor-
mation to and from the source document?

Is access to source documents and blank
input forms restricted to authorized
personnel only?

Are source documents and blank input
forms stored in a secure location?

Is authorization from two or more
accountable individuals required before
the release of source documents and blank
input forms from storage?

SOURCE DOCUMENT AUTHORIZATION

7.

8.

10.

Are authorizing signatures used for all
types of transactions?

Is evidence of approval required for
specific types of critical transactions
(control bypassing, system overrides,
manual adjustments)?

Are duties separated within the user
department to make sure that one individual
does not prepare more than one type of
transaction (establishing new master
records plus changing or updating

master records)?

Are duties separated within the user
department to make sure that no one
individual performs more than

one of the following phases of data
preparation:

-=0riginating the source document?
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QUESTIONNIARE 10 QUESTIONNAIRE 10

TFRA - 2 YES NO

--Authorizing the source document?
--Controlling the source document?

SOURCE DOCUMENT DATA COLLECTION AND INPUT PREPARATION

11. Does the user department have a
control group responsible for collecting
and completing source documents?

12. Does this control group verify the
following for source documents:

~-They are accounted for?

--They are complete and accurate?

--They have been appropriately authorized?
~--They are transmitted in a timely manner?

13. Does this control group independently
control data submitted for transmittal
to the data processing department for
conversion or entry by using:

--Turnaround transmittal documents?
--Batching techniques?

--Record counts?

-=Predetermined control totals?
--Logging techniques?

--0Other? (Describe.)

14. When the user department is responsible
for its own data entry, is there a
separate group which performs this
input function?

15, Are source documents, transmitted for
conversion, transported in accordance

with their security classifications?

SQURCE DOCUMENT ERROR HANDLING

16. Do documented procedures exist that
explain the methods for source document
error detection, correction, and reentry?
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QUESTIONNAIRE 10

17.

18.

19.

20.

21.

TFRA - 2

Do they include:
--Types of error conditions that can occur?
—-=-Correction procedures to be followed?

--Methods to be used for the reentry of
source documents which have been corrected?

Does the control group identify errors
to facilitate the correction of erroneous
information?

Does the control group follow the same
verification and control procedures
described in questions 12 and 13 when
receiving corrected source documents?

Are error logs used to insure timely
followup and correction of unresolved
errors?

Are source document originators immediately
notified by the control group of all errors?

SOURCE DOCUMENT RETENTION

22.

23.

24.

25.

26.

Are source documents retained so that data
lost or destroyed during subsequent proc-
cessing can be recreated?

Does each type of source document have a
specific retention period which is
preprinted on the document?

Are source documents stored in a logical
manner to facilitate retrieval?

Is a copy of the source document kept
in the originating department whenever
the document leaves the department?

Is access to records kept in the

originating department restricted
to authorized personnel only?
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QUESTIONNAIRE 10 QUESTIONNAIRE 10
TFRA - 2 YES NO

27. Are source documents, on reaching their
expiration dates, removed from storage

and destroyed in accordance with security
classifications?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes"” or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
identify alternate control procedures.
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QUESTIONNAIRE 11 QUESTIONNAIRE 11

TFRA - 3
DATA INPUT CONTROLS

Data input controls insure the accuracy, completeness, and
timeliness of data during its conversion into machine-readable
format and entry into the application. Data input can be accom-
plished i1n two different ways: batch and on-line. The main
areas of control include

--data conversion and entry,
--data validation and editing, and
--data input error handling.

Also of particular importance 1s the critical interface between
the user department and the data processing department.

The auditor should determine the adequacy of both manual
and automated controls over data input to make sure that data is
input accurately with optimum use of computerized validation
and editing, and that error handling procedured facilitgte the
timely and accurate resubmission of all corrected data.

YES NO

BATCH--DATA CONVERSION AND ENTRY

1. Do documented procedures exist that explain
the methods for data conversion and entry?

2. Are duties separated to make sure that
no one i1ndividual performs more than
one of the following operations:
--0Originating data?

--Inputting data?
~--Processing data?
=-Distributing output?

3. Does the data processing department have
a control group responsible for data con-
version and entry of all source documents
received from user departments?

4. Does the data processing control group
return all turnaround transmittal documents

to the user department to make sure that
no documents were added or lost?
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QUESTIONNAIRE 11

10.

11.

TFRA - 3

Does the data processing control group account
for all batches of source documents received
from the user department to make sure that no
batches were added or lost?

Does the data processing contrcl group
independently develop record counts which are

balanced with those of the control group in the

user department, and are all discrepancies
reconciled?

Does the data processing control group
independently develop predetermined control
totals which are balanced with those of the
control group in the user department, and
are all discrepancies reconciled?

Does the data processing control group keep

a log or record showing the receipt of user
department source documents, and their actual
disposition, and are there provisions to make
sure that all documents are accounted for?

Does the data processing control group
independently control data submitted for
conversion by using:

--Turnaround transmittal documents?
--Batching techniques?

--Record counts?

--Predetermined control totals?
--Logging techniques?

--0Other? (Describe)

Are conversion operations established
as close to the origination of the
source documents as possible?

Do conversion operations record
document information directly onto
machine-readable media (keypunch
cards, key to tape, key to disk, or

key to terminal) as opposed to inter-
mediate media, such as coding documents?
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QUESTIONNAIRE 11

12.

13.

14.

15.

16.

17.

18.

19.

20.

TFRA - 3

Does the data processing department have
a schedule by application that shows when
data requiring conversion will be
received and needs to be completed?

Are turnaround transmittal documents

returned to the data processing control group
accounted for to make sure that no documents
were added or lost during conversion?

Are all batches of documents returned

to the data processing control group accounted
for to make sure that no batches were added or
lost during conversion?

Are all record counts, developed during
conversion, balanced with those of the data
processing control group, and are all
discrepancies reconciled?

Are all predetermined control totals developed
during conversion, balanced with those of the
data processing control group and are all
discrepancies reconciled?

Are all converted documents returned to the
data processing control group logged in and
accounted for?

Does the data processing control group
independently control data submitted for data
entry by using:

--Turnaround transmittal documents?
--Batching techniques?

--Record counts?

--Predetermined control totals?

-=-Logging techniques?

--0Other? (Descrabe)

Are data entry operations established

as close to the origination of the source
data as possible?

Does the data processing department have
a schedule by application that shows
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QUESTIONNAIRE 11

21.

22.

23.

24.

25.

26.

27.

TFRA - 3

when data requiring entry will be
received and needs to be completed?

Must all documents entered into the
application be signed or marked in
some way to indicate that they were
entered into the system thereby pre-
venting accidental duplication or
reuse of the data?

Are turnaround transmittal documents returned
to the data processing control group accounted
for to make sure that no documents were added
or lost during data entry?

Are all batches of documents returned to the
data processing control group accounted for to
make sure that no batches were added or lost
during data entry?

Are all record counts, developed during data
entry, balanced with those of the data process-
ing control group, and are all discrepancies
reconciled?

Are all predetermined control totals, developed
during data entry, balanced with those of the
data processing contreol group, and are all
discrepancies reconciled?

Are all input documents returned to the data
processing control group logged in and
accounted for?

Are all input documents retained in a manner
which enables tracing them to related
originating documents and output records?

BATCH--DATA VALIDATION AND EDITING

28.

29.

30.

31-

Is key verification used to check the
accuracy of all keying operations?

Are keying and verifying functions performed
on a document done by different individuals?

Are preprogrammed keying formats used to
insure that data is recorded in the proper
field, format, etc.?

Is data validation and editing performed
as early as possible in the data flow to
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QUESTIONNAIRE 11

32.

33.

TFRA - 3

insure that the application rejects any
incorrect transaction before its entry

into the system?

Is data validation and editing performed for
all input data fields even though an error
may be detected in an earlier field of the
same transaction?

Are the following checked for validity on all
input transactions:

~--Individual and supervisor authorization
or approval codes?

-~Check digits on all identification
keys?

-=-Check digits at the end of a string
of numeric data that is not subjected
to balancing?

-=Codes?

~=Characters?

--Fields?

--Combinations of fields?

-~Transactions?

-=Calculations?

-=-Missing data?

--Extraneous data?

--Amounts?

-=-Units?

--Composition?

--Logic decisions?

--Limi1t or reasonableness checks?

--Signs?

-=~Record matches?
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QUESTIONNAIRE 11

34.

35.

36.

37.

38.

39.

TFRA - 3

--Record mismatches?

--Sequence?

--Balancing of gquantitative data?
--Crossfooting of quantitative data?

Are special routines used which
automatically validate and edit input
transaction dates against a table of
cutoff dates?

Are all persons prevented from overriding
or bypassing data validation and editing
problems?

If not, are the following true:

--This override capability is restricted
to supervisors in only a limited number
of acceptable circumstances?

--Every system override is automatically
logged by the application so that these
actions can be analyzed for appropriate-
ness and correctness?

Are batch control totals submitted by the data
processing control group used by the compu-
ter-based system to validate the complete-
ness of batches received as input into the
application?

Are record counts submitted by the data
processing control group used by the compu-
ter-based system to validate the complete-
ness of data input into the application?

Are predetemihed control totals submitted
by the data processing control group used
by the computer-based system to validate the
completeness of data input into the
application?

BATCH--DATA INPUT ERROR HANDLING

40.

Do documented procedures exist that explain
the process of identifying, correcting,

and reprocessing data rejected by the
application?
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QUESTIONNAIRE 11

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

TFRA - 3
Are error messages displayed with clearly

understood corrective actions for each type
of error?

Are error messages produced for each trans-
action which contains data that does not
meet edit requirements?

Are error messages produced for each data
field which does not meet edit require-
ments?

Is all data that does not meet edit re-
quirements rejected from further processing
by the application?

Is all data rejected by the application
automatically written on an automated
suspense file?

Does the automated suspense file also include:

--Codes indicating error type?
--Date and time the transaction was entered?

--Identity of the user who originated the
transaction?

Are record counts automatically created

by suspense file processing to control

these rejected transactions?

Are predetermined control totals automati-
cally created by suspense file processing to
control these rejected transactions?

Are rejected transactions caused by data
conversion or entry errors corrected by the
data processing department control group?
Does the data processing department control
group independently control data rejected by
the application by using:

—--Turnaround transmittal documents?
--Batching techniques?

-=Record counts?

--Predetermined control totals?

--Logging techniques?
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QUESTIONNAIRE 11

51.

52.

53'

54.

55-

56.

57.

58.

59.

TFRA -~ 3
--0Other? (Describe)

Are rejected transactions not caused by
data conversion or entry errors corrected
by the user originating the transaction?

Does the user department's control group
independently control data rejected by

the application by using:

-=Turnaround transmittal documents?
--Batching techniques?

~-Record counts?

-~-Predetermined control totals?

-~Logging techniques?

--Other? (Describe)

Is the automated suspense file used to control
followup, correction, and reentry of trans-

actions rejected by the application?

Is the automated suspense file used to
produce, for management review, analysis of:

--Level of transaction errors?
--Status of uncorrected transactions?

Are these analyses used by management to
make sure that corrective action is taken
when error levels become too high?

Are these analyses used by management to
make sure that corrective action is taken
when uncorrected transactions remain on
the suspense file too long?

Are progressively higher levels of manage-
ment reported to as these conditions worsen?

Are debit~- and credit-type entries (as
opposed to delete- or erase-type commands)
used to correct rejected transactions

on the automated suspense file?

Is the application designed so that it

cannot accept a delete- or an erase-type
command?

VI-117

YES

QUESTIONNAIRE 11

No



QUESTIONNAIRE 11

60.

6l.

62.

63.

64.

65.

66.

TFRA - 3

Do valid correction transactions purge the
automated suspense file of corresponding
rejected transactions?

Are invalid correction transactions added
to the automated suspense file, along with
the corresponding rejected transactions?

Are record counts appropriately adjusted
by correction transactions?

Are predetermined control totals appropriately
adjusted by correction transactions?

Are all corrections reviewed and approved
by supervisors before reentry?

Are procedures for processing corrected
transactions the same as those for processing
original transactions with the addition of
supervisory review and approval before
reentry?

Does ultimate responsibility for the
completeness and accuracy of all application
processing remain with the user?

ON-LINE--DATA CONVERSION AND ENTRY

67.

68.

69.

70.

Do documented procedures exist that explain
the methods for data conversion and entry?

Are duties separated to make sure that no
one individual performs more than one

of the following operations:

--Originating data?

--Inputting data?z

--Processing data?

--Distributing data?

Is a separate group within the user depart-
ment responsible for performing data entry
operations?

Does the user department's control group

independently control data to be entered into
the application by using:
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QUESTIONNAIRE 11l

71.

72.

73.

74.

75.

76.

77.

78.

79.

TFRA - 3

--Turnaround transmittal documents?
-=-Batching techniques?

--Record counts?

--Predetermined control totals?
--Logging techniques?

--0Other? (Describe)

If the user department's control group

does not control data entry, is at least
simultaneous entry and recording of source
data performed at the point of origination?

Must all documents entered into the
computer application be signed or marked
in some way to indicate that they were

in fact entered into the system to protect
against accidental duplication or reuse

of the data?

Are data entry terminal devices locked

in a physically secure, room, allowing
only query terminal devices to be located
cutside the secure room?

Must supervisors sign on each terminal
device to initialize terminals before
any operators can sign on to begin work?

Is the work that may be entered on a
terminal restricted by the authority level
assigned to each terminal device (data
entry vs. query)?

Is password control in existence to prevent
unauthorized use of the terminal devices?

Are nonprinting, nondisplaying, or oblitera
facilities used when keying and acknowledgi
passwords and authorization codes?

Is an immediate report produced of unauthor
attempts to access the system via terminal

devices?

Does this report include:

-=-Location of the terminal device?
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QUESTIONNAIRE 11

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

TFRA - 3

-~Date and time of the violation?
-~Numer of attempts?

-~Identification of the operator at the
time of the violation?

Is a terminal lockup used to prevent
unauthorized access to the terminal
device after a certain predetermined
number ¢0f incorrect attempts to access
the system?

Does the system automatically shut down
the terminal in guestion and allow

intervention only by specially assigned
data processing department supervisors?

Is a data access matrix used to restrict
use or access levels by checking user
identifications (passwords)?

Is each individual user of the on-line
system limited to certain types of
application transactions?

Are master commands that control the
operation of the application restricted
to a limited number of supervisory
data processing personnel and master
command terminals only?

Does top management periodically review
the propriety of the terminal authority
levels?

Is top management required to review the

QUESTIONNAIRE 11
YES NO

propriety of terminal authority levels in the

event of a purported or real security
violation?

Are individual's passwords changed
periodically?

Are individual's passwords changed
in the event of a purported or real
security violation?

Are passwords deleted once an individual
changes his job function, separates, no

longer needs the same level of access, or

no longer needs access at all?
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QUESTIONNAIRE 11

90.

91.

92.

93.

94.

95,

96.

97.

TFRA - 3

Is a usage log, or the data access matrix,
showing purpose of user accesses reviewed

by top management to identify unauthorized
usage?

Has the security officer initiated an
aggressive review program to determine
that controls are fully operational?

Do terminal hardware features include
the following:

-==Built-in terminal identifications which
automatically validate proper terminal
authorization?

--Terminal logs which record all trans-
actions processed?

~--Messages which are automatically date and

time stamped for logging purposes?

-=-Record counts which are automatically
accumulated for logging purposes?

Does each message contain an identifying
message header that includes:

--Message number?

--Terminal and user identification?
~-Date and time?

--Transaction code?

Does each message contain indicators for:
--End of message?

--End of transmission?

Is parity checking used to check each
character?

Is parity checking used to check each
message or message block?

Is the message content checked for valid
characters?
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TFRA - 3 YES NO

ON-LINE-~DATA VALIDATION AND EDITING

98.

99.

100.

101.

102.

103.

104.

Are preprogrammed keying formats used
to make sure that data is recorded in the
proper field, format, etc.?

Is interactive display used to allow
the terminal operator to interact with
the system during data entry?

Are computer-aided instructions, such as
prompting, used with on-line dialog
to reduce the number of operator errors?

Are intelligent terminals used to allow
front-end validation, editing, and
control?

Is data validation and editing performed
as early as possible in the data flow to
insure that the application rejects any
incorrect transaction before its entry
into the system?

Is data validation and editing performed

for all input data fields even though an
error may be detected in an earlier field of
the same transaction?

Are the following checked for validity on
all input transactions:

-=-Individual and supervisor authorization
or approval codes?

--Check digits on all identification keys?

--Check digits at the end of a string of
numeric data that is not subjected to
balancing?

--Codes?

--Characters?

--Fields?

-~Combinations of fields?

--Transactions?

-=-Calculations?
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105,

106.

107.

108.

TFRA ~ 3 YES

--Missing data?

--Extraneous data?

-=Amounts?

--Units?

--Composition?

--Logic decisions?

--Limit or reasonableness checks?

~=-Signs?

--Record matches?

-~Record mismatches?

--Sequence?

--Balancing of guantitative data?

--Crossfooting of quantitative data?

Are special routines used which automatically

validate and edit input transaction dates

against a table of cutoff dates?

Are all persons prevented from overriding

or bypassing data validation and editing

errors?

If not, are the following true:-

-~This overrride capability is restricted to
supervisors in a limited number of
acceptable circumstances?

--All system overrides are automatically
logged by the application so that
these actions can be analyzed for
appropriateness and correctness?

Are batch control totals generated by

the terminal, concentrator, or application

used by the user department control group

to validate the completeness of batches
received as input data?
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109.

110.

TFRA - 3

Are record counts generated by the terminal,
concentrator, or application used by the
user department control group to vali-

date the completeness of data input?

Are predetermined control totals generated
by the terminal, concentrator, or application
used by the user department's control group
to validate the completeness of data input?

ON-LINE--DATA INPUT ERROR HANDLING

111.

1l12.

113.

114.

115.

116.

117.

118.

119.

Do documented procedures exist that explain
the process of identifying, correcting, and

reprocessing data rejected by the application?

Are errors displayed or printed immediately
upon detection for immediate terminal
operator correction?

Are error messages displayed with clearly
understood cross-referenced corrective
actions for each type of error?

Are error messages produced for each
transaction which contains data that does
not meet edit requirements?

Are error messages produced for each input
data field which does not meet edit re-
quirements?

Is all data rejected by the application
automatically written on an automated
suspense file?

Does the automated suspense file include:
--Codes indicating error type?

-=-Date and time the transaction was entered?

--Identity of the user who originated the
transaction?

Are record counts automatically created
by suspense file processing to control
these rejected transactions?

Are predetermined control totals automati-

cally created by suspense file processing
to control these rejected transactions?
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120.

121.

122.

123.

124.

125.

12s.

127.

128.

TFRA - 3

Are rejected transactions caused by data
entry errors corrected by the terminal
operator?

Are rejected transactions not caused by
data entry errors corrected by the user
originating the transaction?

Does the user department control group
independently control data rejected by
the application by using:

—--Turnaround transmittal documents?
--Batching techniques?

—-—-Record counts?

--Predetemined control totals?

--Logging techniques?

--Other? (Describe)

Is the automated suspense file used to control
followup, correction, and reentry of trans-
actions rejected by the application?

Is the automated suspense file used to
produce, for management review, analysis
of the following:

—--Level of transaction errors?

--Status of uncorrected transactions?

Are these analyses used by management to
make sure that corrective action is taken
when error levels become too high?

Are these analyses used by management

to make sure that corrective action is
taken when uncorrected transactions

remain on the suspense file too long?

Are progressively higher levels of management
reported to as these conditions worsen?

Are debit- and credit-type entries (as
opposed to delete- or erase-type commands)
used to correct rejected transactions on
the suspense file?
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QUESTIONNAIRE 11 QUESTIONNAIRE 11

TFRA - 3 YES No
129. Is the application designed so that it
cannot accept a delete-~ or an erase-type
command?

130. Do valid correction transactions purge
the automated suspense file of corre-
sponding rejected transactions?

131. Are invalid correction transactions
added to the automated suspense file
along with the corresponding rejected
transactions?

132. Are record counts appropriately
adjusted by correction transactions?

133. Are predetermined control totals
appropriately adjusted by correction
transactions?

134. Are all corrections reviewed and approved
by supervisors before reentry?

135. Are the procedures for processing cor-
rected transactions the same as those
for processing original transactions,
with the addition of supervisory review
and approval before reentry?

136. Does ultimate responsibility for the
completeness and accuracy of all application
processing remain with the user?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no®" answers and
identify alternate control procedures.
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TFRA - 4
DATA PROCESSING CONTROLS

Data processing controls are used to insure the accuracy,
completeness, and timeliness of data during processing by the
computer. These controls apply to application programs and
computer operations related to the application. Data processing
is usually accomplished in batch or real time. The main areas
of control include

--data processing integrity,
--data processing validation and editing, and
--data processing error handling.

Of particular importance are those controls over files and other
systems which interface with the application being reviewed.

The auditor should determine the adequacy of controls over
data processing, to make sure that data is accurately processed
through the application and that no data is added, lost, or
altered during processing.

BATCH--DATA PROCESSING INTEGRITY

YES NO
Do documented procedures exist to explain
the methods for proper data processing
of each application program?
Are duties separated to make sure that no
one individual performs more than one of
the following operations:
-~Originating data?
-=Inputting data?
--Processing data?
-=-Distributing output?
Do operator instructions include:
--System startup procedures?
--Backup assignments?

--Emergency procedures?

-~System shutdown procedures?
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4.

TFRA - 4

~--Error message debugging instructions?

~~-System and job status reporting
instructions?

Do computer program run books include:

--Definitions of input sources, input
data, and data formats?

--Descriptions of setup procedures?
--Descriptions of all halt conditions?

--Descriptions of restart procedures
and checkpoints?

--Descriptions of data storage requirements?

-=-Printer carriage control tapes?

--Descriptions of expected output data
and formats?

-~Descriptions of output and file
dispositions upon completion?

~-Copies of normal console run sheets?
--Types of console message instructions?
-~-System flowcharts?

Do computer program run books exclude:
--Program logic charts or block diagrams?
--Copies of program listings?

Are application programs prevented from
accepting data from computer consoles?

Does the system have a history log which

is printed on both a line printer and the
console?

Does this log include:
--Hardware failure messages?
--Software failure messages?

~~Processing halts?
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10.

11.

12.

13.

14.

TFRA - 4
--Abnormal terminations of jobs?
--Operator interventions?
-~Error messages?
~--Unusual occurrences?
Is the log routinely reviewed by supervisors
to determine the causes of problems and
the correctness of actions taken?
Does the data processing department have
a schedule, by application, that shows when
each application program is to be run and
needs to be completed?
Does the data processing department have
a control group responsible for controlling
all data processing operations?

Does the data processing control group limit

access to and use of job control cards so that

unauthorized programs will not be executed?

Does the data processing control group
independently control data processing by:

--Assuring that application schedules are
met?

--Balancing batch counts of data
submitted for processing?

--Balancing record counts of data
submitted for processing?

--Balancing predetermined control totals of
data submitted for processing?

--Maintaining accurate logs of input/work/
output files used in computer processing?

--Assuring that input/work/output files
used in computer processing are correct?

-=-Assuring that restarts are performed
properly?

--Other? (Describe)

Is there some means of verifying master file

contents (samples being periodically drawn from

data files and reviewed for accuracy)?
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15.

16.

17.

18.

19.

20.

21.

22,

23.

24.

25.

TFRA - 4

Does each input transaction have a

unique identifier (transaction code) which
directs the transaction to the proper
application program for processing?

Do programs positively identify input data
as to type (transaction code)?

Are standardized default options built into
computer program logic?

Are computer-generated control totals
(run-to-run totals) automatically reconciled
between jobs to check for completeness of
processing?

Where computerized data is entered into
the computer application are there
controls to verify that proper data

is used?

Where computer files are entered into the
computer application, are there controls

to verify that the proper version (cycle)
of the file is used?

Do all programs include routines for checking

internal file header labels before processing?

Are controls in place to prevent operators
from circumventing file checking routines?

Are internal trailer labels containing
control totals (record counts, predetermined
control totals, etc.) generated for all com-
puter files and tested by the application
programs to determine that all records have
been processed?

Are file completion checks performed to
make sure that application files have been
completely processed, including both trans-
action and master files?

Do data processing controls make sure that:

-=-Qutput counts ‘from the system equal input
counts to the system?

-~-Program i1nterfaces require that the

sending program output counts equal the
receiving program input counts?
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®

-~-System interfaces require that:

--The sending system's output counts
equal the receiving system's input
counts?

~=Shared files meet the control
requirements of both the sending
and receiving systems?

BATCH--DATA PROCESSING VALIDATION AND EDITING

26. Is data validation and editing performed
as early as possible in the data flow to
insure that the application rejects any
incorrect transaction before master
file updating?

27. 1Is data validation and editing performed
for all data fields even through an error

may be detected in an earlier field of the
transaction?

28. Are the following checked for validity
‘ on all input transactions:

-~Individual and supervisor authorization
or approval codes?

--Check digits on all identification
keys?

-=-Check digits at the end of a string
of numeric data that is not subjected
to balancing?

—-~-Codes?

--Characters?

—--Fields?

—-Combinations of fields?

~--Transactions?

--Calculations?

--Missing data?

--Extraneous data?

‘ --Amounts?
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29.

30.

31.

32.

33‘

34.

TFRA - 4

-=Units?
--Composition?
--Logic decisions?
--Limit or reasonableness checks?
--Si1gns?
~-Record matches?
--Record mismatches?
--Sequence?
--Balancing of quantitative data?
-=-Crossfooting of quantitative data?
Is relationship editing performed between
input transactions and master files to check
for appropriateness and correctness before
updating?
Are special routines used which automatically
validate and edit input transaction dates
against a table of cutoff dates?
Is full data validation and editing (questions
28-30) performed on all files interfacing with
the application?
Do the programs that include a table of
values have an associated control mechanism
to assure accuracy of the table values?
Are all persons prevented from overriding
or bypassing data validation and editing
problems?
If not are the following true:
--This override capability is restricted
to supervisory personnel in a limited
number of acceptable circumstances?
--All system overrides are automatically logged
by the application so that these actions

can be analyzed for appropriateness
and correctness?
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QUESTIONNAIRE 12 QUESTIONNAIRE 12

TFRA - 4 YES NO

35. Are record counts generated by the application
used by the data processing control group to
validate the completeness of data processed
by the system?

36. Are predetermined control totals generated
by the application used by the data proces-
sing control group to validate the complete-
ness of data processed by the system?

37. Does a direct update to files cause:

--A record to be created and added to a
backup file, containing a before and after
picture of the record being altered?

-=-The transaction to be recorded on the
transaction history file together with
date and time of entry and the originator's
identification?

BATCH--DATA PROCESSING ERROR HANDLING

38. Do documented procedures exist that explain
the process of identifying, correcting,
and reprocessing data rejected by the
application?

39. Are error messages displayed with clearly
understood corrective actions for each
type of error?

40. Are error messages produced for each
transaction which contain data that does
not meet edit requirements?

41. Are error messages produced for each data
field which does not meet edit require-
ments?

42. 1Is all data that does not meet edit re-
quirements rejected from further processing
by the application?

43, Is all data rejected by the application
automatically written on an automated
suspense file?

44. Does the automated suspense file include:

--Codes indicating error type?
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45.

46.

47.

48.

49.

50.

51.

52.

TFRA - 4 YES NO

--Date and time transaction was entered?

--identity of the user who originated the
transaction?

Are record counts automatically created

by suspense file processing to control
these rejected transactions?

Are predetermined control totals automati-
cally created by suspense file processing
to control these rejected transactions?

Are rejected transactions transmitted to
the users originating them so that
corrective action can be taken?

Does the user department control group
independently control data rejected by the
application system using:

-=Turnaround transmittal documents?
--Batching techniques?

--Record counts?

--Predetermined control totals?

--Logging techniques?

--Other? (Describe)

Is the automated suspense file used to control
followup, correction, and reentry of trans-

actions rejected by the application?

Is the automated suspense file used to
produce, for management review, analysis of:

-=-Level of transaction errors?

--Status of uncorrected transactions?

Are these analyses used by management to
make sure that corrective action is taken
when error levels become too high?

Are these analyses used by management to make
sure that corrective action is taken when un-

corrected transactions remain on the suspense
file too long?
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53.

54.

55.

56.

57.

58.

59.

60.

61.

62,

TFRA - 4

Are progressively higher levels of management:

reported to as these conditions worsen?

Are debit- and credit-type entries (as
opposed to delete- or erase-type commands)
used to correct rejected transactions on
the automated suspense file?

Is the application designed so that it cannot

accept a delete- or erase-type command?

Do valid correction transactions purge the
automated suspense file of corresponding
rejected transactions?

Are invalid correction transactions added
to the automated suspense file, a'ong with
the corresponding rejected transa..tion?

Are record counts appropriately adjusted
by correction transations?

Are predetermined control totals appro-
priately adjusted by correction trans-
actions?

Are all corrections subject to supervisory
review and approval before reentry?

Are the procedures for processing corrected
transactions the same as for processing
original transactions, with the addition
of supervisory review and approval before
reentry?

Does the ultimate responsibility for
completeness and accuracy of all application
processing remain with the user?

REAL-TIME-~-DATA PROCESSING INTEGRITY

63.

64.

Do documented procedures exist that explain
the methods for proper data processing of
every application program?

Are duties separated to make sure that no
one individual performs more than one of
the following operations:

--Originating data?

--Inputting data?
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65,

66,

67.

68.

69,

70.

71.

TFRA - 4

--Processing data?

--Distributing output?

Is there a logging type facility (audit trail)
in the application to assist in reconstruct-

ing data files?

Can messages and data be traced back to
the user or point of origin?

Does the application protect against con-
current file updates (i.e., does initial
access of a record lock out that record so
that additional access attempts cannot be
made until the initial processing has been
completed)?

Are transactions date and time stamped
for logging purposes?

Are application programs prevented from
accepting data from computer consoles?

Does the system have a history log which
is printed on both a line printer and the
console?

Does this log include:

—--Hardware failure messages?

--Software failure messages?
--Processing halts?

-=Abnormal terminations of jobs?
--Operator interventions?

--Error messages?

--Unusual occurrences?

--Terminal failure messages?

--Terminal startup?

—--Terminal shutdown?

--All input communications messages?

--All output communications messages?

VI-136

QUESTIONNAIRE 12



QUESTIONNAIRE 12

72.

73.

74.

75.

76.

TFRA - 4

Is the log routinely reviewed by supervisors
to determine the causes of problems and the
correctness of actions taken?

Does the data processing department have a
control group which is responsible for
controlling all data processing operations?

Does the data processing control group
independently control data processing by:

--Monitoring terminal activity?
--Investigating and correcting any terminal
problems that cannot be resolved at the

sources?

--Investigating and correcting any terminal
imbalances or failures?

—--Investigating any operator intervention
actions?

--Investigating any operator deviations
from the rules?

~-Bssuring that restarts are performed
properly?

—--Balancing batch counts of data processed
(as developed during off-line operations)?

~-Balancing record counts of data processed
(as developed during off-line operations)?

~-Balancing predetermined control totals of
data processed (as developed during off-
line operations)?

--0ther? (Describe)

Are periodic balances taken at fairly short

intervals to make sure that data is being

processed accurately?

Is off-line file balancing performed on:

--Batch counts?

-~Record counts?

-—-Predetermined control totals?
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77.

78.

79.

80.

81.

82-

83.

84.

85'

86.

87.

TFRA - 4

--Other? (Describe)

Is there some means Oof verifying master

file contents (e.g., samples being periodically
drawn from data files and reviewed for
accuracy)?

Does each input transaction have a unique
identifier (transaction code) which directs
the transaction to the proper application
program for processing?

Do programs positively identify input data
as to type (transaction code)?

Are standardized default options built into
computer program logic?

Are computer-generated control totals
(run-to-run totals) automatically reconciled
between jobs to check for completeness

of processing?

Where computerized data is entered into the
computer application, are there controls
to verify that proper data 1s used?

Where computerized files are entered into the
computer application, are there controls to
veri1fy that the proper version (cycle) of

the file is used?

Do all programs include routines for
checking internal file header labels
before processing?

Are controls in place to prevent operators
from circumventing file checking routines?

Are internal trailer labels containing control
totals (record counts, predetermined control
totals, etc.) generated for all computer files
and tested by the application programs to
determine that all records have been processed?

Are file completion checks performed to make
sure that application files have been com-
pletely processed, including both transaction
and master files?
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88.

TFRA - 4
Do data processing controls make sure that:

--Output counts from the system equal
input counts to the system?

--Program interfaces require that the
sending program output counts equal the
receiving program input counts?

--System interfaces require that:

~--The sending system's output counts
equal the receiving system's input
counts?

-—-Shared files meet the control
requirements of both the sending
and receiving systems?

REAL-TIME--DATA PROCESSING VALIDATION AND EDITING

89.

90.

91.

Is data validation and editing performed
as early as possible in the data flow to
insure that the application rejects any
incorrect transaction before master

file updating?

Is data validation and editing performed
for all data fields even through an error

may be detected in an earlier field of the
transaction?

Are the following checked for validity on
all input transactions:

--Individual and supervisor authorization
or approval codes?

--Check digits on all identification keys?

--Check digits at the end of a string of
numeric data that is not subjected to
balancing?

~-Codes?

~--Characters?

--Fields?
--Combinations of fields?

--Transactions?
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922,

93.

924.

95.

26.

97.

TFRA - 4
--Calculations?
--Missing data?
--Extraneous data?
-~Amounts?
-=-Units?
--Composition?
~-Logic decisions?
--Limit or reasonableness checks?
~-8igns?
~-Record matches?
~-Record mismatches?
~-Sequence?
~-Balancing of quantitative data?
~-Crossfooting of gquantitative data?
Is relationship editing performed between
input transactions and master files to
check for appropriateness and correctness
prior to updating?
Are special routines used which automatically
validate and edit input transaction dates
against a table of cutoff dates?
Is full data validation and editing (questions
91-93) performed on all files interfacing with
the application?
Do the programs that include a table of
values have a control mechanism to
assure accuracy of the table values?
Are all persons prevented from overriding
or bypassing data validation and editing

problems?

If not, are the following true:
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TFRA ~ 4

--This override capability is restricted
to supervisory personnel in a limited
number of acceptable circumstances?

--All system overrides are automatically
logged by the application so that
these actions can be analyzed for
appropriateness and correctness?

98, Are record counts generated by the application
used by the data processing control group
to validate the completeness of data
processed by the system?

99. Are predetermined control totals generated
by the application used by the data processing
control group to validate the complete-
ness of data processed by the system?

100. Does a direct update to files cause:

-—-A record to be created and added to a
backup file, containing a before and after
picture of the record being altered?

--The transaction to be recorded on the
transaction history file together with
the date and time of entry and the
originator's identification?

REAL-TIME--DATA PROCESSING ERROR HANDLING

101. Do documented procedures exist that explain
the process of identifving, correcting,
and reprocessing data rejected by the
application?

102. Are error messages displayed with clearly
understood corrective actions for each
type of error?

103. Are error messages produced for each
transaction which contains data that does
not meet edit requirements?

104. Are error messages produced for each data
field which does not meet edit require-
ments?

105. 1Is all data that does not meet edit

requirements rejected from further
processing by the application?
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106.

107.

108.

109.

110.

111.

112,

113.

TFRA - 4
Is all data rejected by the application
automatically written on an automated
suspense file?
Does the automated suspense file include:
--Codes indicating error type?

--Date and time transaction was entered?

--Identity of the user who originated the
transaction?

Are record counts automatically created by
suspense file processing to control these
rejected transactions?

Are predetermined control totals
automatically created by suspense file
processing to control these rejected
transactions?

Are rejected transactions transmitted to
the users originating them so that
corrective action can be taken?

Does the user department control group
independently control data rejected by the
application system using:

~=Turnaround transmittal documents?
--Batching techniques?

~-Record counts?

~-Predetermined control totals?

~~-Logging technigques?

--Other? (Describe)

Is the automated suspense file used to
control followup, correction, and reentry
of transactions rejected by the application?

Is the automated suspense file used to
produce, for management review, analysis of:

~-=-Level of transaction errors?

~-Status of uncorrected transactions?
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114,

115.

116.

117.

118.

119.

120.

121.

122,

123.

124.

125.

NOTES:

TFRA - 4

Are these analyses used by management to
make sure that corrective action is taken
when error levels become too high?

Are these analyses used by management to
make sure that corrective action is taken
when uncorrected transactions remain on
the suspense file too long?

Are progressively higher levels of manage-
ment reported to as these conditions worsen?

Are debit- and credit-type entries (as
opposed to delete- or erase-type commands)
used to correct rejected transactions

on the automated suspense file?

Is the application designed so that it
cannot accept a delete- or an erase-type
command?

Do valid correction transactions purge the
automated suspense file of corresponding
rejected transactions?

Are invalid correction transactions added to
the automated suspense file along with the
corresponding rejected transactions?

Are record counts appropriately adjusted by
correction transactions?

Are predetermined control totals appro-
priately adjusted by correction transactions?

Are all corrections subject to supervisory
review and approval before reentry?

Are the procedures for processing cor-
rected transactions the same as for proc-
essing original transactions, with the
addition of supervisory review and approval
before reentry?

Does the ultimate responsibility for
completeness and accuracy of all application
processing remain with the user?

Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses

YES

QUESTIONNAIRE 12

No

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.
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TFRA — 5 ‘II'

DATA OUTPUT CONTROLS

Data output controls are used to insure the integrity of
output and the correct and timely distribution of outputs pro-
duced. Not only must ocutputs be accurate, but they must also
be received by users in a timely and consistent manner. Outputs
can be produced in two different ways: batch and on-line. The
main areas of control include

--output balancing and reconciliation,
~--output distribution,
~-=-output error handling, and

~-handling and retention of output records and
accountable documents.

Of critical importance is the interface between the data process-~
ing department and the user department.

The auditor should evaluate the adequacy of controls over
outputs to make sure that data processing results are reliable,
output control totals are accurate, and reports are distributed .
in a timely manner to users.

YES NO

BATCH--OUTPUT BALANCING AND RECONCILIATION

1. Do documented procedures exist that explain
the methods for proper balancing and recon-
ciliation of output products?

2. Does the data processing department have a
control group which is responsible for
reviewing all outputs produced by the
application?

3. Does the data processing control group
monitor the processing flow to make sure
that application programs are being
processed according to schedule?

4. Does the data processing department control
group review output products for general
acceptability and completeness?

5. Does the dat rocessing department control
group reconc?lg each ougputpbatch total with
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QUESTIONNAIRE 13

10.

11.

12.

13.

TFRA - 5

input batch totals, before the release
of any reports, to ensure that no data was
added or lost during data processing?

Does the data processing department control
group reconcile each output record count with
input record counts, before the release of
any reports, to insure that no data was added
or lost during data processing?

Does the data processing department control
group reconcile each output predetermined
control total with input predetermined
control totals, before the release of any
reports, to insure that no data was added or
lost during data processing?

Does the data processing department control
group keep a log which summarizes the:

--Number of application reports generated?
--Number of pages per report?

—-=Number of lines per report?

--Number of copies of each report?
~-Recipient(s) of each report?

Are system cutput logs kept to provide an
audit trail for the outputs?

Are output logs reviewed by supervisors
to determine the correctness of output
production?

Is a transaction log kept by the
application to provide an audit trail
for the transactions being processed?

Is a transaction log kept at each output
device to provide an audit trail for the
transactions being processed?

Is the transaction log kept by the
application compared regularly with the
transaction log kept at each output device
to make sure that all transactions have

been groperly processed to the final output
steps?
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QUESTIONNAIRE 13 QUESTIONNAIRE 13
YES NO
TFRA - 5
14. Can transactions be traced forward to the
final outputs?

15. Can transactions be traced backward to the
original source documents?

16. On each output product, does the application
identify the:

--Title or name of product?
--Processing program name Oor number?
--Date and time prepared?
--Processing period covered?

--User name and location?

-=-Counts developed during processing?
--End-of-job/file/report indication?
--Security classification, if any?

17. Does the user department have a control
group which is responsible for reviewing
all output received from the data
processing department?

18. 1Is the user department control group given
lists of all changes to the application
master file data or programmed data?

19. 1Is the user department control group given
lists of all internally generated trans-
actions produced by the application?

20. Is the user department control group given
lists of all interface transactions proc-
essed by the application?

2l. 1Is the user department control group given
a list of all transactions entered into
the application?

22. Are all listings (questions 18-21) reviewed
by the user department control group to in-

sure completeness of data processed by the
application?
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QUESTIONNAIRE 13

23,

24.

25,

26.

27.

28.

TFRA - 5
Is the user department control group

furnished reports produced by the application

which shows the:

--Batch totals?

--Record counts?
--Predetermined control totals?

Does the user department control group
verify all computer-generated batch totals
with its manually developed batch totals?

Does the user department control group
verify all computer generated record counts
to their manually developed record

counts?

Does the user department control group
verify all computer-generated predetermined
control totals with its manually developed
predetermined control totals?

Does the user department control group
verify the accuracy and completeness of
all outputs?

Does the user department retain ultimate
responsibility for the accuracy of all
outputs?

BATCH--OUTPUT DISTRIBUTION

29.

30.

31,

Do documented procedures exist that explain
the methods for proper handling and
distribution of output products?

Are duties separated to make sure that no
one individual performs more than one of
the following operations:

--Originating data?

-=-Inputting data?

-=-Processing data?

--Distributing output?

Are users questioned periodically to deter-

mine their continued need for the product and

the number of copies received?

VI-147

YES

QUESTIONNAIRE 13

NO



QUESTIONNAIRE 13 QUESTIONNAIRE 13

YES NO
TFRA - 5 — =

32. Does the cover sheet of every report
clearly identify the recipient's name and
location?

33. Does the data processing department have a
control group which is responsible for dis-
tributing all output produced by the
computer application?

34. Does the data processing department control
group have a schedule, by application, that
shows when output processing will be completed
and when output products need to be distrib-
uted?

35. Has a priority system been established
so that critical outputs can be produced on
time?

36. Does the data processing department
control group keep a log, by application,
of all output products produced by the
system?

37. Does this log identify the following for
each output product:

-=-Job name?
-=-Time and date of production?
==Product name?
--Time and date of distribution?
--Name(s) of recipient(s)?
--Quantity distributed to each recipient?
--Security status, if any?

38. 1Is each entry in the data processing
department control group's log signed
by supervisors to indicate that the
reports were in fact produced and trans-
mitted to recipients?

39. Does this log include notes on problems

that arose with processing (reruns,
data checks, etc.)?
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40.

41.

42.

43.

TFRA - 5

Does the data processing department control
group maintain a formalized output dis-
tribution checklist to show the disposition
of each output product?

Are turnaround transmittal documents used by
the data processing department control group
to verify that the output product has been
received by the authorized recipient?

Is the output distribution checklist used

to verify the acknowledgment of all turn-
around transmittal documents from recipients
of output?

Does the data processing department control
group verify that only authorized numbers
of copies of outputs are produced?

BATCH--OUTPUT ERROR HANDLING

44,

45,

46.

47.

48.

49.

Do documented procedures exist that explain
data processing department methods for
reporting, correcting, and reprocessing
output products with errors?

Is the user department control group
notified immediately by the data processing
control group of problems in output products?
Does the data processing department control
group Keep a control log of ocutput product
errors?

Is this log used to:

~-Identify the problem?

--Note corrective action taken?

-~Record date and time of resubmission?

--Record date and time of transmission
to users?

Do supervisors use this log to make

sure that timely resubmissions of jobs

are accomplished and corrected reports are
expeditiously transmitted to the users?

Does the data processing department control

group develop an independent history file of
output products with errors?

VI-149

YES

QUESTIONNAIRE 13

N0



QUESTIONNAIRE 13 QUESTIONNAIRE 13

TFRA - 5 1ES No

50. Is this file reviewed periodically by
supervisors to identify causes of
and trends in output product errors?

51. Are users kept apprised of progress being
made to correct problems that cause output
product errors?

52. Are the outputs from rerun jobs subjected
to the same quality review as the original
output products that were found to be
in error?

53. Do documented procedures exist that explain
the methods for user department reporting
and control of output product errors?

54. Is the user notified immediately by the
user department control group cf problems
in output products?

55. Does the user department control group
keep a control log of output product
errors?

56. Is this log used to:
--Identify the problem?

--Identify data processing department
personnel contacted?

--Record date and time of data processing
department contact?

-=Record data processing department
corrective action taken?

--Record date and time of receipt of
corrected output product?

--Identify causes and trends of output
product errors?

--Make sure that output product errors are
corrected in a timely manner?
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QUESTIONNAIRE 13 QUESTIONNAIRE 13

TFRA - 5

BATCH-~HANDLING AND RETENTION OF QUTPUT
RECORDS AND ACCOUNTABLE DOCUMENTS

57. Have record and document retention periods
been established?

58. Are the periods reasonable for backup
and audit purposes?

59. Are appropriate methods (i.e., degaussing,
shredding, etc.) used to dispose of un-
needed records and documents?

60. Is access to records and documents restricted
to authorized individuals?

6l. Are periodic reviews made to determine
if output products are still needed by
the user?

62. Is the dual custody technique used to
control accountable documents (check stock,
bond stock, identification card stock, etc.)
during the following:

--In storage?

-=In transit?

~--Waiting to be used by the application?
--Being used by the application?
--Waiting for distribution?

-~Waiting for destruction?

--Waiting for transit back to storage?

63. Is access to accountable documents restricted
to authorized personnel?

ON~LINE--OUTPUT BALANCING AND RECONCILIATION

64. Do documented procedures exist that explain
the methods for proper balancing and recon-
ciliation of output products?

65. Does the data processing department have
a control group responsible for making sure
that output products are accurately processed
by data processing and correctly transmitted
to user terminal devices?
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QUESTIONNAIRE 13 QUESTIONNAIRE 13

TFRA - 5 YES No

66. Does the data processing department control
group have a schedule by application that
shows when pre-output processing ends and
when output processing begins?

67. Does the data processing department control
group monitor the processing flow to make
sure that application programs are being
processed according to schedule?

68. Does the data processing department control
group reconcile each output batch total
with input batch totals, before the trans-
mission of outputs, to insure that no data
was added or lost during data processing?

69. Does the data processing department control
group reconcile each output record count
with input record counts, before the trans-
mission of outputs, to insure that no data
was added or lost during data processing?

70. Does the data processing department control
group reconcile output predetermined control
totals with input predetermined control
totals, before the transmission of outputs,
to insure that no data was added or lost
during data processing?

71. 1Is a log kept by the application to
provide an audit trail for transactions
being processed?

72. Is a log kept at each output trans-
mission device to provide an audit
trail for outputs being transmitted
to user terminal devices? '

73. Is the transaction log kept by the
application compared regularly with the
transmission log kept at each output
transmission device to make sure that
all outputs have been properly trans-
mitted to the final users?

74. On each output product, does the application
system identify:

--Title or name of product?

--Processing program name or number?
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QUESTIONNAIRE 13
@ S

75.
76.
77.
‘II’ 78.
79.
80.
81.

82.

83.

84.

--Date and time prepared?
--Processing period covered?

--User name and location?

-=Counts developed during processing?
--End-of-job/file/report indication?
--Security classification, if any?

Do terminal devices automatically disconnect
from the computer-based system if they are
unused for a certain amount of time?

Do terminal devices need to be logged off
at the end of the day so that they will be
disconnected from the computer-based system?

Even though teminals are disconnected
from the system, can output reports still be
transmitted to terminal output devices?

Are output devices located in secure
facilities at all times to protect against
unauthorized access?

Has a priority system been established
so that critical outputs can be trans-
mitted on time?

Are all outputs waiting for transmission
placed on a backup log before being
put into the transmission queue?

As outputs are transmitted and received,
does the terminal output device send a reply
that they have been correctly received?

Is the backup log purged when the terminal
output device reply has been received?

Does the computer-based system automatically
check an output message before displaying,
writing, or printing it to make sure that it

has not reached the wrong terminal output
device?

Is message content validated before

displaying, writing, or printing on the
terminal output device?
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QUESTIONNAIRE 13

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

9s5.

96.

TFRA - 5

Can transactions be traced forward to the
final output products?

Can transactions be traced backward to the
original source documents?

Are all the day's activities summarized and
printed for each terminal device?

Are these activity reports used to provide
an audit trail for the output products?

Are these reports reviewed by supervisors
to determine the correctness of output
production?

Does the user department have a control
group responsible for reviewing all
outputs produced by the computer
application?

Does the user department control group
reconcile each output batch total with input
batch totals, before the release of any
reports, to insure that no data was added

or lost during data processing?

Does the user department control dEoup
reconcile each output record count with
input record counts, before release of any
reports, to insure that no data was added or
lost during data processing?

Does the user department control group
reconcile output predetermined control
totals with input predetermined control
totals, before release of any reports, to
insure that no data was added or lost
during data processing?

Is the user department control group given
lists of all changes to application system
master file data or programmed data?

Is the user department control group given
lists of all internally generated trans-
actions produced by the application?

Is the user department control group

given lists of all interface trans-
actions processed by the application?
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QUESTIONNAIRE 13

97.

98.

99.

100.

TFRA - 5

Is this user department control group
given a list of all transactions entered
into the system?

Are all listings (gquestions 94-97) reviewed
by the user department control group to in-
sure completeness of data processed by

the system?

Does the user department control group
verify the accuracy and completeness of all
outputs?

Is the user department ultimately
responsibile for the accuracy of all
outputs? '

ON-LINE--OUTPUT DISTRIBUTION

101.

102,

103.

104.

105.

106.

Do documented procedures exist that explain
the methods for proper handling and distri-
bution of cutput products?

Are duties separated to make sure that no
one individual performs more than one of
the following operations:

--Originating data?
-—Inputting data?
--Processing data?
-=-Distributing output?

Are users questioned periodically to
determine their continued need for the
products and the number of copies received?

Does the user department have a control
group responsible for distributing all
output products produced by the application?

Does the user department control group have
a schedule, by application, that shows when
output processing will be completed and when
output products need to be distributed?

Does the user department control group monitor
system outputs to make sure that application

programs are being processed according to
schedule?
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QUESTIONNAIRE 13

107.

108.

109.

TFRA - 5

Does the user department control group
maintain a formalized output distribution
checklist to show the disposition of each
output product?

Are turnaround transmittal documents

used by the data processing department
control group to verify that the output
product has been received by the authorized
recipient?

Is the checklist used to verify the
acknowledgment of all turnaround
transmittal documents from recipients
of outputs?

ON-LINE--OUTPUT ERROR HANDLING

110.

111.

112.

113.

Do documented procedures exist that explain
the methods for user department reporting
and control of output errors?

Is the user notified immediately by
the user department control group

of problems in outputs?

Does the user department control group
keep a control log of output product
errors?

Is this log used to:

~=Identify the problem?

--Identify data processing department
personnel contacted?

--Record date and time of data
processing department contact?

--Record data processing department
corrective action taken?

--Record date and time of receipt of
corrected output product?

--Identify causes and trends of
output product errors?

--Make sure that output product

errors are corrected in a timely
manner?
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QUESTIONNAIRE 13

114.

TFRA — 5

Are the outputs from rerun jobs subject

to the same quality review as the original
output products that were found to be in
error?

ON-LINE-~-HANDLING AND RETENTION OF QUTPUT

RECORDS AND ACCOUNTABLE DOCUMENTS

115.

1l16.

117.

118.

119.

120.

121.

NOTES:

Have record and document retention periods
been established?

Are the periods reasonable for backup
and audit purposes?

Are appropriate methods (i.e., degaussing,
shredding, etc.) used to dispose of un-
needed records and documents?

Is access to records and documents restricted
to authorized individuals?

Are periodic reviews made to determine

if output products are still needed by

the user?

Is the dual custody technique used to con-
trol accountable documents (check stock,
bond stock, identification card stock, etc.)
during the following:

--In storage?

--In transit?

--Waiting to be used by the application?
--Being used by the application?

~--Waiting for distribution?

--Waiting for destruction?

-~Waiting for transit back to storage?

Is access to accountable documents
restricted to authorized personnel only?

YES

QUESTIONNAIRE 13

NO

Questions should be self-explanatory. Responses will

frequently be a simple "yes" or "no." All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.
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PROFILE 3 PROFILE 3

TFRA - 6
APPLICATION CONTROLS PROFILE

On the basis of questionnaire responses and other informa-
tion obtained relating to the following control characteristics,
how much risk (low, medium or high) do you believe is involved
in relying on the agency's application controls to assure
accurate and reliable data processing? Refer to appendix II
for more information on assessing risk.

Is some Is the
Is the Is the alternate alternate Level of
Control control control control control potential
characteristics in place? effective? in place? effective? risk?

DATA ORIGINATION
CONTROLS

Source document
origination

Source document
authorization

Source document
data collection
and input
preparation

Source document
error handling

Source document
retention

DATA INPUT
CONTROLS

Batch—--data
conversion and
entry

Batch—~-data
validation
and editing

Batch~-data
input error
handling

On-line--data

conversion and
entry
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PROFILE 3 PROFILE 3
TFRA - 6
APPLICATION CONTROLS PROFILE
Is some Is the
Is the Is the alternate alternate Level of
Control control control control control potential
characteristics in place? effective? in place? effective? risk?

On-line--data
validation
and editing

On-line--data
input error
handling

DATA PROCESSING
CONTROLS

Batch~-data
processing
integrity

Batch--data
processing
validation and
editing

Batch--data
processing
error handling

Real-time-=-data
processing
integrity

Real-time~=-data
processing
validation and
editing

Real-time--data
processing error
handling

DATA QUTPUT

CONTROLS

Batch--output
balancing and
reconciliation
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PROFILE 3 PROFILE 3

TFRA - 6 ‘I.’

APPLICATION CONTROLS PROFILE

Is some Is the
Is the Is the alternate alternate Level of
Control control control control control potential

characteristics in place? effective? in place? effective? risk?

Batch--output
distribution

Batch--output
error handling

Batch--handling
and retention
of output records
and accountable
documents

On-line--output
balancing and
reconciliation

On-line—--output

distribution .

On-line~-output
error handling

On-line--handling
and retention of
output records
and accountable
documents
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MATRIX 3 MATRIX 3

TFRA - 6

APPLICATION CONTROLS MATRIX

If the degree of risk determined on the previous profile
warrants additional audit work (medium or high risk), the
following matrix should help the auidtor select appropriate
audit steps to complete the review.

Data Origination Controls

Source Document Organization

Source Document Authorization

and input Preparation

Source Document Error Handling

Source Document Handling

®
o
Source Document Collection ®
[
and Retention o

Data Input Controls

Batch--Data Conversion
and Entry

Batch--Data Validation
and Editing

Batch--Data Input Error Handling

On-Line--Data Conversion
and Entry

On-Line--Data Validation
and Editing

On-Ling--Data Input
Error Handling
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MATRIX 3 MATRIX 3
TFRA - 6

APPLICATION CONTROLS MATRIX

A
Fao > &
& S le &L & S
P o - § & /T &/ o & g
§ 2 §/&§ IR AIRTFARS & ¥
5 & 3 3 & /& /e S &
L/ 85 /e /0 5/ EF/EF/8 & & £/ 8 &
S &/ FE Y/SS /S E/E S E/EF
§8/88/55/85/5S/EE/88/88/88
Data Processing Controls vy o ?E/EQ L ¢ ¥
Batch--Data Processing Integrity | @ ® ) o ® L)
Batch--Data Processing
Validation and Editing ® | @ L N I o
Batch--Data Processing
Error Handling 9 . . ' . . .
Real Time.-Data
Processing Integrity Q . . . . . .
Real Time--Data Processing
Validation and Editing e o o0 | O ®
Real Time--Data Processing
Error Handling Q . . . . . .
Data Output Controls N
Batch--Output Balancing
and Reconciliation @ ® ® ®
Batch--Output Distribution ] ® o [ ] @
Batch--Output Error Handling ® @ ® @ o
Batch--Handling and Retention
of Output Records and ® o o ®
A 1table Dc
On-Line--Output Balancing
and Reconciliation O . . .
On-Line--Output Distribution ® ® o o o
On-Line-Output Error Handling | @ ® [ ) ® ®
On-Line--Handling and Retention
of Output Records and o ® o @
Accountable Documents
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FLOWCHART OF RELATIONSHIPS

Financial Management Structure

NCY'S ACCOUNTING SYSTEM

Procurement, (D/

Supply Services,

Training & Travel
Transactions

®

Computer
Terminal

Administrative
Data Base
System

Central

Inventory
Information

Payroll
Cost

Payroli
System

Departmental
Federal Assis-
tance Financing

System
Information for
Management Plan-
ning Analysis and

Coordination System

16 Biling

tions

Obligation
Transac-

Information

Indirect
Cost

Masterfile Data

NIH

— Grant
NiH Obligations
Central d
Accounting g
System

Cash
Advances &
Expenditures

Supply &
Service

Systems

O 16 Billing Systems are

— Shops stores billing system

— Supply operations branch billing
system

— Postal services billing system

— @iomedical sngineerng and n-
strumentation branch billing
system

- D of P h and
technology (DCRT) project ac-
counting system

Transactions

Personal property biling system
Design billing system
Glassware billing system
Graphics billing system

Large research animais billing
system

Photdgraphy billing system
Prnnting and reproduction billing
system

Scientific equipment rentel billing
system

Partial
&
Final Dis-
bursemants

Payments

Internal and

External
Reports

— Small ammal biling system

— Tissue culture and bactenological
media bilhing system

— Procurement branch billing system

@ NiH’s field office in Research Trangle
Park, North Carolina transmits trans-
action inf via p! ter-
minal 1o NIH’s Bethesda Maryland
computer center.

TFRA—8
| Vendor History
Systeam
Treasury
v
Chacks

@ Documents contaiing thess transac-
tions are received in the NiH Division
of Financial Management for review
and input into the system.



Rotating
Error

®

Printout
of
Transactions

Fie

Detailed Flowchart of an Accounting System

Encoder
Operator
Division of
Encoder Computar Ti
Taps and Rasaarch
{DCRT)

Document
History
Record

Batched

Edits

Accounting

Contral

System

TF

— Transaction
Processing

—

®

Documents

Central
Services
Branch

Oparations
Accounting
Branch

Q

D
Fadaral Reports and
Accounts
Assistance
Branch Control
Branch

t

|

1

Accounting
Documaents

t

NIH Grant
Obligations

Obligation
Accruals
Disbursoments

Accruols
&

Disbursements

Cantral

Payroll

System
410

&

O These four branches withun the Division of Financial

Management (DFM) receives alf source documents from
authorized personnet The first three branches are

respansible for batching of data and encoding all data
on magnetic tape The Reports and Accounts Central

Branch identifies the batches twith and (D No ) far input

nto CAS These branches recerves all nput into CRS

NIH Offices

Institutes
Fiald Officas

menta and
Obligstions

O

Supply Operations
Branch Bfling
System

Disburse
ments

Sterils
Glogsware
Subsystem

1810

Small Animal
Billing System
179 0

tnput
Transcript

@ pacuments are batched n groups of no more than 200
live 1items of wransactons Header and trailer records are
created for each barch and an adding machine tape of
all transactions within the batch 15 also created and
reconcied to the computer total of transactions An
item record of each transaction processed is stored on
magnetic tape and pubbshed weokly 8s the 12 °
Report The 12 report (5 distrhuted to DFM accoun
ting branches andg the NIH insttutes & officas

Shests

"

Dotsiled

Ful

Transaction

Documnent

Allotment

Allotment

Allowsnce

Register

Indicact
Cost
Fis

Open Travot

®

®

—

N

Transportation
Records by

Scheduls No

@ The encoder pnntout provides a permanent audit rail

listing for ventication of nput

@ DCRT subpects tha transactions to adit and validity
checks durning processing to detect eirors Those found
In error are written onto a transaction error file ot the
and of the processing cycle and returned by DCAT 1o
DFM gccounting branches for corrections and re

a3

the next cycle}

® DFAFS is run on the same computer as the CAS There

arg two interfaces between the systems

@ BE1B

and

Branch

@ Planning and Control Brancn Data Pracessing large &

small animals
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TASK 1V:

SEGMENT: GENERAL RISK ANALYSIS

Inttial Risk Rating and Ranking of
Systems

PERFORM

MAIN SOURCE FOR INFORMAT 1IN

Cons fder fng
Entire

Agency
as Ent(ty

Cons fder ing

[Components
of

Agency

Cons fder fng
Spectf fc
Agency
System(s)

Prfor
FIA

Manuals

Budget
Requests
Fopro-
prfa-~
tions

Prfor
Aud ft
Raports
Such As
GAO
and 1G

MAIN

APPEN ~
DIX vi
FEFER]

Wlbferencs

4-15

4-15

OBJECTIE : Risk rate and rank the

val idated Inventory of agency

ffnencfal management systems
based on general controls,

WORK STEPS:

4,

Prepare a schedule of the systems
t{sted In the order of thelr cont-
posite rel fabil {ty scores, Group
the systems Into three catego-
ries: high, medfum, and low
risk, See sectfon 5, Risk
Rankfng of Systems for gufdance
fn preparing this schedule,

Select the systems for further
revfow,

v-22



SEGMENT : GENERAL RISK ANALYSIS

ratings and compos fte
rei fabfl tty scores assigned each
system,

[TASK 1V: inftfal Risk Rating and Rankfng of PERFORM
Systams STEPS MAIN SOURCE FOR INFORMAT {QN MAIN | APFEN -
-} DiXx Vi
Pr for PUT FEF'ER-l
Budget | Audit | ADP  |Agency ENCE
Cons fder fng [Cons tder tng|Consfder fng Requasts [Reports| Menuals| Files
Entire Components | Speciffc Prior Appro- |Such As| and and
Agency of Agency FiA Agency| pria- GAO | Docu- |[Docu-
as Entfty Agency System(s) Work [Menuals| tions jand IG | ments | ments
Page OBJECTIVE: Risk rank the val fdated
Reference Inventory of agency accounting
systems.
WORC STEPS:
4-14 1. For each system based on the X X
gufdance in sectfon 5, Rfsk Ran-
Ing of Systems, assfign a risk
rating of low, medfum, or high
for each of the risk factors,
4-15 2., Compute a composfte rel fabfl Ity X X TFRA-14
score for each system based on
the risk rating assfgned and the
wetght ing system dfscussed In
sectfon 5,
4-15 3., Prepare-a schedule of the risk X X

v-21



U.S. GENERAL ACCOUNTING OFFICE

TFRA-11

Survey of Users of Accounting Reports

The purpose of this questionnaire 1s
to obtain your opinions on the
usefulness, accuracy and timeliness
of this report. Your responses will
help us to evaluate the effectiveness
and need for this report.

The following label has a GAD
identification number, the name of
the person on the distribution 1list
who receives a copy of the report,
and the name of the report. Please
complete this questionnaire for the
report designated on this label.

Each questionnaire can be completed
in about 10 minutes. Most of the
questions can be completed either by
checking boxes or filling in blanks.

If your office receives only one copy
of the report and it 41is wused by
several diffe'ent “‘people 1in your
office, it should be completed by the
person who is the primary user of the
report ot the person who i3 the most
familiar with the report. Only cme
questionnaire should be £illed out
for each report used.

Please return the completed
questionnaire in the self-addressed
envelope within 5 days after receipe,
if possible. If you have any
questions, please call Darby Smith at
(202) 275-1581. Thank you for your
cooperation.

If the self-addressed envelope
is misplaced, please mail the
conpleted questionnaire to:

Mr. Sam Ol{ver

U.S. General Accounting Office
441 G Street, N.W., Room 6007
Wagshington, D.C. 20548

VIi-169

I.
1.

2,

Use of the Report

Does anyomne in your office use this
report? (CHECK ONE BOX.)

(9
1. [:] Yes...S5KIiP TO Q. 3
2. (] No....CONTINUE TO Q. 2
Which of the following reasouns best
describes why no one in your office
uses this report? (CHECK ALL THAT
APPLY.)

(10~-16)
1. (] Information is out-of-date

2. [::] Information 13 received
too late

3. [_] Information is inaccurate

4. [__] Information is incomplete

Se E::] Information available from
a manual system

6. [__) Information available from
an automated system

7. [__] Other (SPECIFY)

STOP HERE! PLEASE RETURN THE
QUESTIONNAIRE IN THE ENCLOSED
SELF-ADDRESSED STAMPED ENVELOPE.




3.

4.

How frequently does your office Se

receive this report? (CHECK ONE

BOX.)
- an

1. [__] Daily

2. [] Veekly

3. [__] Monthly

4. []) Once every six months
5. [ Annually

6. [_] Don"t know

7. {__] Other (SPECIFY)

How is the information in this
report generally used in your 4.
office? (CHECK ALL THAT APPLY.)

(18-26)

1. [__] Begin actions such as
issuing orders for planms,
purchases, or projects

2. [] Modify existing information
in the system

3. [__] Enter new or retrieve
existing information
from the systenm

4. [_] Maintain security of

information in the system
5. [__] Analyze information from
the system to make program
decisions or evaluatiouns

6. [__] Report is for referencing
purposes
7. ] Report is for making 7.

accuracy checks
8. [__] Don"t know

9. [__] Other uses (SPECIFY)

VI-170

TFRA-11

Regardless of its form (that is,

printed copies, microfiche copies,

etc.), how long does your office

keep this report? (CHECK ONE BOX.)

(27)

1. [_] At least one day

2. [_] At least one week

3. [] At least one month

4. i:j At least one year

S. [::] Don“t know

6. (] Other (SPECIFY)

What type of diatribution (if any)

does your office make of this

report? (CHECK ALL THAT APPLY.)
(28-32)

1. [_] Report is only used in
our office

2+ { ] Report sent to other

of fices upon request

3. [ 1 Report sent to other

offices on a regular basis
4. [ ] Don”t know
S. [__] Other distribution

(SPECIFY)

Including yourself, about how many
people in your office use this
report?

(33-34)

Number of people



16.

17.

Overall, how easy or difficult is
it to understand the information
contained in this report? (CRECK
ONE BOX.)

(52)

1. [:] Very eaay to understand

2. [__] Generally easy to
understand, only a few
difficult parts

3. [ ] Neither easy nor difficult

to understand

4. {__) Generally difficult to
understand, only a few
easy parts

5. [__] Very difficult to
understand

Bow timely is the informatiom
contained in this report? (That
is, is the report available vwhen it
18 needed?) (CHECK ONE BOX.)

(53)

1. [ ] Always or almost always

on time
2. { ] Generally on time

3. [__] Sometimes on time and
sometimes late

4. [__] Gemerally late

S. [__] Always or almost always
late

6. { ] Don”t know

18.

19.

TFRA-11

In your opinion, how frequently
should this report be issued?
(CHECK ONE BOX.)

(54)
1. [__] Daily
2. [__] Weekly
3. [__] Monthly
4. [__] Once every six months

5. [_] Annually

6. {__] Don”t know

In the last year, has your office
considered not receiving this
report (that is, removing your name
from the distribution lisc)?
(CHECK ONE BOX.)

— (55)
1o [__] Yes

2. (1 Yo

3. (C_] Don”"t know

Thank you for your cooperationm.

IN THE EVENT THAT WE NEED TO CLARIFY ANY OF YOUR RESPONSES, WE WOULD
APPRECIATE IT IF YOU WOULD PROVIDE THE FOLLOWING INFORMATION.

NAME OF PERSON COMPLETING THIS OUESTIONNAIRE

TITLE OF PERSON COMPLETING THIS QUESTIONNAIRE

TELEPHONE NUMBER

If you have any comments or suggestions regarding this report, please write

your regponse on the back of this page.

VI-175



TFRA-12

Summary Of Responses To User Satisfaction Questionnaire

(TFRA=-11)

DEVELOPED BY THE AUDITOR

Vi-175,1



SUMMARY OF CONTROL OBJECTIVES,
TECHRIQUES, AND CONTROL STRENGTHS AND

WEAKMESSES IN AN AGENCY'S ACCOUNTING
SYSTEM

Cycle Control Objectives

Authorization

1. Sources of assets and
tlabllitlies should be
authorized In accordance with
laws, regulations, and
management poilicy,

2, The amounts, timing, and
conditions of transactions,
shouid be suthorized in
accordance with iaws,
regulations, and management
policy,

3. The amounts, flmlhg, and
conditlions of expenditures of
funds should be authorized in
accordance with |aws,
regulations, and management
policy.

NATIONAL INSTITUTES OF HEALTH--ASSET AND LIABILITY MANAGEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls in Place

Supplies (including drugs)

Obligated transactions are created during the initial entry of
purchase orders, The accounting sectlon Is responsible for
cortlfying the availability of funds for obligation transactions,

Property

When purchase orders are received from the Procurement office,
the Property Accountabillty Unit screens each purchase order to
determine which contains nonexpendable property,

Advances

Grant applications are reviewed by an advisory council and
tnitiatl review group for relevancy betore they are approved,

See cycle control objective 1,

Supplies

When received and entered Into the data base, an accounts payable is
generated, A clerk In the Accounts Payable Section matches the pur-
chase order data in the system with the invoice, |t payable, a pay-
ment transactlon Is generated as Input into the accounting system,

Property

When property is recelved, an accountabllility section employee station-
ed in the supply operations branch recelving area atfixes a numerical
decal and cites othaer ldentifying information on the purchase order,
These documents are forwarded to Property Accountability Section where
they are entered into the system creating a property record, Each
month coples of all property transactions affecting the general ledger
are forwarded to the Division of Financial Management,

VIi-176

TFRA-13

Control Weaknesses

Natlonal Institutes of Health (NIH)
does not have one system to control
cash advances to contractors ang
grantees, The NIH Information
Management For Planning and
Coordination (IMPAC) system
authorlzes grant awards and offlce of
Secretaryt's Departmental Federal
Assistance Flnancing System (DFAFS)
make award payments, NIH has no
asurance that alt expenditures are
reported,
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VI-167 was not used
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12.

II.
13.

Have you participated in any of the
following activities? (CBECK ALL
THAT APPLY.)

(43-48)

1. [__] Helped identify the type of
information that would be
included in the report

2. {__] Helped design the
format of the report

3. [__] Offered suggestions for
changes to the report

' ﬂ::] Have been contactad
about future changes to
the report

5. [ ] Have not participated in

any of these activities

6. [__] Other (SPECIFY)

Opinions About This Report

When your office receives this
report, how up-to-date do you
consider the information? (CHECK
ONE BOX.)
(49)
1. [ ] All or almost all of the
information i3 up—-to-date
2. [ ] Most of the information
is up-to-date

3. [__] About half of the
information is up-to-date

4. [__] Most of the information
i3 out-of-date
5. [ ] All or almost all of the

information is out-of-date
6. [ ] Don”"t know

7. [ ] Other (SPECIFY)

TFRA-11

14. How complete do you consider the

15.

VIAT74

information in this report that
your office uses? (That is, is any
additional information needed?)
(CHECK ONE BOX.)
(50)
1. [ ] Never or almost never
complete

2. [ ] Generally not complete

3. {__] As much complete as not
complete

4, [ Generally couplete

5. [__] Always or almost always
complete
6. [ Don“t know

7. (] Other (SPECIFY)

How much do you like or dislike the
format used to display the

information in this report? (CHECX
ONE BOX.)
(51)
1. ﬁ::] Greatly like the format
2. [__] Like the format
3. [_] Neither like nor dislike
the format
4. [__] Dislike the format
5. [__] Greatly dislike the format



12.

11.
13.

Bave you participated in any of the
following activities? (CHECK ALL
THAT APPLY.)

(43~48)

1. [_] Helped identify the type of
information that would be
included in the report

2. ﬁ::] Helped design the
format of the report

3. [_] Offered suggestions for
changes to the report

4. [_] Have been contacted
about future changes to
the report

5. [} Have not participated in
any of these activities

6. (] Other (SPECIFY)

Opinions About This Report

When your office receives this
report, how up-to-date do you
consider the information? (CHECK
ONE BOX.)

(49)
1. [__] All or almost all of the
information is up-to—date
2. [__] Most of the information
is up-to-date
3. [ ] About half of the

information is up-to-date

4., [ ] Most of the information

is out-of-date

Se [__] All or almost all of the
information is out-of-—-date

6. (::] Don“t know

7. {1 Other (SPECIFY)

VI-173
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14. How complete do you consider the

15.

information in this report that
your office usea? (That is, is any
additional information needed?)
(CHECK ONE BOX.)

(50)

1. [_] Never or almost never
complete

2. ﬂ::] Generally not complete

3. [_] As much complete as not
complete

4. [:] Generally complete

5. [_] Alvays or almost always
complete

6. [__] Don”t know

7. {__] Other (SPECIFY)

How much do you like or dislike the

format used to display the

information in this report? (CHECK
ONE BOX.)
(51)
1. [__] Greatly like the format
2. [] Like the format
3. [_] Neither like nor dislike
the format
4. [ ) Dislike the format
5. [__] Greatly dislike the format



To what extent, i1f at all, could
the work conducted in your office
be completed successfully (as
quickly and accurately) if this

veport was not available? (CHECK
ONE BOX.)

(35)
1. {C_] All or almost all of the

work could be completed
successfully

Most of the work could be
completed successfully
3. [ ] Some of the work could be
completed successfully,
some of the work could not
be completed successfully
4. [__] Most of the work could mot
be completed successfully
5. [ ] All or almost all of the
work could not be
completed successfully

6. [__] Don"t know

How easy or difficult would it be
to derive the information in this
report from manual records
maintained in your office? (CHECK
ONE BOX.)

(36)

1. [__] No manual records are kept

] Very difficult

-

3. [__] Difficult

2.
4. [_] Weither difficult nor easy
5. {::] Easy

6. f::] Very easy

7. [__] Don“t know

VIi-172
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10, How easy or difficult is it to

11.

obtain the information in this
report from other reports your
office receives? (CHECK ONE BOX.)

(37)

1. [__] Very difficult
2. [__] Difficult
3. [_] Neither easy nor

difficult
4. [ ] Easy
5. {__] Very easy
6. [__] Don”t know

Which of the following methods (if
any) does your office use to check
the accuracy of at least some of
the information contained in this

report? (CHECK ALL THAT APPLY.)
(38-42)
1. (] No accuracy checks are

regularly made

2. [ ] Check information against
autonmated systems

3. [__] Check information against
manual systems

4. [ ] Don"t know

S. [_] Other (SPECIFY)




3.

4o

How fraquently does your office S.

receive this report? (CHECK ONE

BOX.)
. an
1. [_l Daily

2. (] Veekly

3. [__] Monthly

4. [_] Once every six months
5. [_] Annually
6. [_] Don’t know
—

7. ] Other (SPECIFY)

How 13 the information in this
report generally used in your 6.
office? (CHECK ALL THAT APPLY.)

(18-26)

1. [__] Begin actions such as
issuing orders for plauns,

purchases, or projects

] Modify existing informatiom
in the systenm

2. [

3. | Enter new or retrieve
existing information

from the system

]

4. [ ] Maintain security of

information in the system

3. ] Analyze information from

the system to make program
decisions or evaluations

6. [ ] Report is for referencing

purposes

7. { ] Report is for making 7.
accuracy checks

8. E::] Don“t know

9. [_] Other uses (SPECIFY)

VI-171
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Regardless of its form (that is,

printed copiess, microfiche copies,

etc.), how long does your office

keep this report? (CHECK ONE BOX.)
(27)

1. [_] At least one day

2. (] At least one week

3. {__] At least one mnth

4. [__] At least ome year

S. [_] Don"t kuow

6. [__] Other (SPECIFY)

What type of distribution (if any)
does your office make of this
report? (CHECK ALL THAT APPLY.)

(28-32)

1. [ ] Report is ouly used in
our office

2. [ ] Report sent to other

offices upon raquest

3. rh—] Report sent to other
offices on a regular basis

4. [ ] Don”t know
S. [_] Other distribution

(SPECIFY)

Including yourself, about how many
people in your office use this
report?

(33-34)

Number of people
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Cycle Control Objectives

1z,

Amounts dus from or to pur-
chasers and credf{tors, and the
accounting distributfon of
those amounts, should be com-
puted accurately and promptly
recogntzed as assets or
ifablifttes,

Changes tn vaiues, where
required by generally accepted
governmental accounting princt-
ples, should be computed
accurately and recogntzed
promptiy,

Classtfication

14,

Amounts due to creditors, and
refated adjusiments, should be
accuratley and promptly class!-
ffed, summar ized, and reported,

Purchases and sales of assets,
changes In | tabtlfttes, and
related adjustments should be
sccurately applted ‘o the
proper subsi{dfary accounts,

Journal entrfas for assets and
lfablilitles acquired and
retired, and related adjust-
ments, should be prepared and
posted each accounting period,

Journal enttres should sum-
mar {ze and classtify economlc
activities fn accordance w(th
managementts plan,

NATIONAL INSTITUTES OF HEALTH ~--ASSET AND LI1ABILITY MANAGEMENT CYCLE

INTERNAL CONTROLS STRENGTHS AND WE AKNESSES TFRA-13

Controls fn Place Contro! Weaknesses

See control objectives 3 and 6. Administrative dats base system fs
used to process transactfons,

Sese controt abjectives 3 anﬂ 6.

See control objectives 3 and 6,

See contreol objectives 1, 3, and 6.

See control objectives 3 ands.6,

See control objectivas 3 and 6,

vi-178



Cycle Control Objectives

Substant{atfon and Evaluation

18,

Recorded balances of asset and

) tabitity accounts, and retated
transaction activity, should be
perfodically substantisted and

evaluated,

Phystcal Sateguards

19,

Physical safeguards

shouid by maintatned where
assots are stored and
transactions are processed.

NATIONAL INSTITUTES OF HEALTH=-=ASSET AND LIABILITY
MAN AGEMENT CYCLE INTERNAL CONTROL STRENGTH AND WEAKNESSES

Controls In Place Control

TFRA=-13

Weaknesses

Property

Property records are perfodically reconcfled with accounting records.

Advances

Weekly, all calculations of Indirect costs to new awards or

adjustments of Indfrect costs to prior awards within the CAS are

mechanfcally transferred to IMPAC and recorded on a grant-by-grant

basis, This weekly transfer process permfts the reconcitfatfon of

current fiscal -year obligations fn each system, -

Not surveyed,
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Cycle Control Objectlives

Authorization

2,

3.

Vendors should be authorized iIn
accordance with laws, regulations
and management policy,

The types, estimated quantities, and
prices and terms of goods and

in accordance with laws,
reguiations, and management pollicy,

AdjJjustments should be authorized In
accordance with taws, regulations,
and management policy,

Procurement cycle processing
procedures should be established and
maintained In accordance with laws,
reguiations, and management

policy,

Economy, Eftficlency, and Effect]iveness

Procurement cycie operations should
be in accordance with laws,
reguiations, and management policy
and plans,

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

TFRA-13

Cont¥rois in Place Control Weaknesses

The Reports and Accounts Control Branch malntains an on-|line
charscteristics (vendor) file with the name and address of ati
vendors and persons that NIH does business with, Each day the
Accounts Pasyable section receives an alphabetical tlisting of this
fite, It is the duty of this Section to record the correct number
to each payment by the branch,

The requestor for goods and services prepares a requlsition which Is
submitted to the purchasing agent, The procurement clerk enters
this data Into the data base, and 8 purchase order Is generated,

AdJustments are supported by documents, Unexplained losses are
tully documented and reported to the Board of Survey for
conslderation and disposition,

The Materials Management Users Guide documents the procurement cycle
processing procedures.,Data base management system used to process
transaction,

Data base management system used to process transaction,
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Cycle Control Objectives

6.

7.

Procurements shoutd be achleved In
an economical and etficient marnner,

Procurement procedures used should
be economical and efficlent,

Transactlon Processing

8.

Onty those requests ot vendors for
goods or services that meet
management's criteria should be
approved,

Only regquested goods and services
should be accepted,

Goods and servlices accepted should
be accurately and promptly reported,

Amounts due to vendors for goods and
services accepted, and the
sccounting distributions of such
amounts, should be computed and
recognized as llabilities promptly,

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

Data base management system used to process transactions,

See objective 1,

When goods are recelved, the receiving clerk In the recelving
location will reconcile the Purchase order with the receiving
report, The delegated receiving oftlcer keys recelpt of goods into
the data base,

When goods and services are recelved, the receipt Is keyed into the
dasta base at the receiving location,

When goods are purchased, the procurement cierk types data Iinto the
data base which generates an obligation and a purchase order, When
received and entered intfo the data base, an accounts payable is
generated,

vI-181

TFRA-13

Control Weaknesses




Cycie Control Objectives

12,

13,

15,

Amounts due to vendors should be
accurately and promptly classified,
summar ized, and reported,

Purchasing adjustments should be
accurately and promptiy classitied,
summarized, and reported

tiabilitles incurred, and related
adjustments, shouid be accurately
appllied to the proper vendors!
accounts,

Journail entries for amounts due to
vendors and related adjustments
should be prepared each accounting
parlod,

Purchasing journal entries should
summarize and classity economic
activitlies In accordance with
management's plan,

Substantiation and Evaluation

17,

Recorded balances of accounts
payable, and related transaction
activity, should be perilodically
substanttiated and evaluated,

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE TFRA~-13

INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place Control Weaknesses

The Operatlons Accounting Branch provides the Procurement Section
with a definltion or description of each object class, Procurement
determines which object class an order should have bafore ordering
ftems, The Accounting Classification Section valldates the object
ctass and has authority to change i necessary, This section
recelves & listing of each obligation in the datas base,

See Objective 12

See Objective 1

Writfen chart of sccounts contalining a descriprion of each sccount,
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Cyclie Control Objectives

Physical Sateguards

18,

Access to purchasing, receiving, and
disbursement records, critical
forms, processing areas, and
processing procedures should be
permitted only In accordance with
management's criteria,

NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE

Restricted of access to terminals which generate disbursement

transactions,

INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls in Place
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NATIONAL INSTITUTES OF HEALTH-~GRANT CYCLE TFRA~13
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Cycle Control Objectives Controls In Place Control Weaknesses

Authorization

t. Grant eltgfbfl ity reguirements
should be authorfzed fn accordance
with laws, regutations, and
management pol fcy.

2, Informatfon and method used to
pubifcize the program should be
authortzed tn accordance with laws,
regulatifons, and management polfcy.

3. Grant application processing
procedures should be establ(shed and
maintafined fn accordance with laws,
regulations, and management policy,

4, Grantee procedures for control, use,
and reporting of grant funded
operatfons should be authorfzed fn
accordance with laws, reguiations,
and management policy,

Economy, Efffclency and Effectiveness
5, Grant program results should be in

accordance with laws, regulatfons,
and management pol fcy and plans,
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Cycle Control Objectives

6.

Program results should be achleved
in an economical and efficient
manner,

Procedures used to review, process
and report grants and relsted
transactions should be economical
and efflcient,

Transaction Processing

Only those grant requests that meet
the eligibllity requirements shouid
be appraved,

Resources (personnel, supplies and
overhead costs) incurred for grant
processing should be accurately and
promptly reported,

Grants iIssued should be accurately
and promptly reported,

Resources used, program resuvlts and
related adjustments should be
accurately appliad to the proper
records,

Classification

12,

Grants and costs of processing
should be summarized each period and
classifled In accordance with
management's pollicy,

NATIONAL INSTITUTES OF HEALTH-GRANT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

All grant appiications are reviewed by Initial review groups and an
advisory counclil to determine if they are relevant and should be
approved,

vVI-185
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Control Weaknesses

NiH does not have control over
cash advances to contractors and
grantees, The NIH IMPAC system
authorizes grant awards vhile the
DS DFAFS makes award payments,
Thase two functions shouild some
how be merged into one NIH system,



NATIONAL INSTITUTES OF HEALTH--GRANT CYCLE TFRA~-13
INTERNAL CONTROL , STRENGTHS AND WEAKNESSES

Cycle Control Objectives Controls In Place Control Weaknesses
13, Reports shouid be prepared The IMPAC system avtomatically generates a serfes of hardcopy
accurately, promptiy and on a reports,

consfstent basis that adequately
presents the informatfon they
purport to display,

Substantfation and Evaluation

14, Recorded dats should be pertodfcaity
substantfated and evaluated,

t5, The distribution of costs to
accounts should be periodically
reviewed and evaluated.

16, Grantee records should be
perfodfcally substantiated and
evaluated,

Physical Safeguards

7. Access to grant and cost accounting
roecords, critical forms, processing Not survevyed,
sreas, and processing procedures
shouid be permitted only In
accordancoe with management pol fcy,
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Cycle Control Objectives

Authortzatfon

2.

3.

Disbursements should be authortzed
in accordance with laws,
regulatfons, and management pollcy,

Adjustments Yo disbursement and
account distributions should be
author1zed 1n accordance with laws,
regulations, and management potlcy,

Disbursement processing procedures
should be established and maintained
In accordence with jaws,
reguiations,and management pollcy.

Economy, Effictency, and Effectiveness

4,

S5

Disbursement cycle results shouvid be
fn sccordance with laws, regula-
tions,and management pol fcy and
plans,

Disbursements should be made In an
sconomica) and efficlent manner.

Disbursement processing procedures
used. to create, recognize, and
report events and relasted trans-
actfons should be economical and
efflicient,

NATIONAL INSTITUTES OF HEALTH-OTHER DiISBURSEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKMESSES

TFRA-13

Controls tn Place Control Weaknessaes

Ths Reports and Accounts Control Branch maintafns a vendor f(ie tor
all vendors tincluding proper {denfificatfon numers, and addresses,

Author ized personnel! make a manual check of fnvolces for adjustments

(manval), The only adjustments on an invotce shouild be for frefght
charges., These charges should be documented on the (nvolces and
stamped, Because disbursements are a par¥Y of the data base, the

system witt not allow payment above what §s on the suthorlzed order,

Disbursement processing procedures are documented In the Materiails
Management User's Gufde for the clerks' use,

Also, there are
Workload

Turn-sround tfme analysts of payments are. made,
Inhouses analystis of the cost to process transactions,
reports are produced,

See objective 5.
Deta base mansgement system used to process trsnsactions,
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Cycle Control Objectives

Transaction Processing

7.

Only those requests for disburse-
ments that meet management
polfcy shouid be approved,

Disbursements should be accurately
and promptly reported,

Amounts due to vendors for goods and
services accepted, and the account-
fng distributions of such amounts,
should promply be computed and recog-
nfzed as {fabitif{tles.

Each disbursement of cash should be
based upon a recognized ilability,
be accurately prepared, and be
appropristely author(zed,

Disbursements should be accurately
and promptiy classitfed, summarized,
and reported.,

The CAS generates 8 number of
reports on the results of processing
transactions which are sent Yo atl
ltevels ot management,

NATIONAL INSTITUTES OF HEALTH-OTHER DISBURSEMENT CYCLE

TFRA-13
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls (n Place Control Weaknasses

The Reports and Accounts Control Branch, mafntalins an on-line
characteristics (vendor) flle with the name and address of aill
vendors and persons that NIH does business with, Each day the Acts
Payable Sectton recefves an alphabetical listing of this file., It fs
the duty of this sectfon to record the correct number to esch payment
by the branch,

See objective I,

The Centrat Accounting System produces » number of reports on the
results of processing transactfons which are sent to all levels of
management, One such report fs the ®12" report, Thfs Is a report
of every transaction processed for the waek,

When purchasfng goods, the procurement clerk types data (nto data
base which generates an obligation and a purchase order. When goods
are recelved, the recefving sectfon keys fn the recefpt to the data
base generating an accounts payable,

Once goods are recefved, the procurement oftf(cer matches the
recelving report with his copy of the Purchase order (P/0), At the
delegated receiving office, the delegated offlicer will enter Into the
terminal what was received and the date of receipt., The {nvofces are
matled directly to the Acts Payable Sectfon., A clerk in this section
will enter Into the terminal, an invoice number, P/0 number from

the copy of the P/0, involce date, and tnvofce total, The computer
will Indicate only those 1ines on the P/0 that are payable. The
clerk wiil actualiy check the screen against the hardcopy invofce,

I1f payeble, a disbursement transactfon Is generated Into the Central
Accounting System,

See objective 9,
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Cycie Control Objectives

Classificatton

12,

Cash disbursements and related
adjustments should be accurately
and promptly classiffed, summerlzed,
and reported.

Liabllittles (ncurred, cash
disbursements, and related
adjustments should be accurately
appl fed to the proper vendors!
sccounts.

Transactlions for amounts due to
vendors, cash disbursements, and
related adjustments should be
prepared each perlod.

Disbursements should be summarlzed
and clessiffed In accordance with
management's plan,

Substantiat{on and Evaluattion

16,

Recorded balances of dfsbursements,
and related transactfon activity,
should be perlodically substantiated
and evatuated,

NATIONAL INSTITUTES OF HEALTH--OTHER DISBURSEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Pliace

See obJective |1,

See objective 7,

Chart of accounts,

See Objecttve II,
CAS generates a sub object class report which shows how much has
been diIsbursed for esch object class,

Dfsbursements are reconcfled monthly with both the 101 disbursing
funds general ledger account serfes and the Agency Statement of
Transactions, $Ff-224, Each transactfon processed fs printed out on
a weekly detall transactfon report ("i2% report)., Thtis report Is
distributed to Divistion of Financial Management (DFM) accounting
branches and NIH institutes and offflces,

VI-189
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Cycle Control Objectives

Physica! Safeguards

17, Access to disbursement records,

criticalt forms, processing asreas,
and processing procedures should be
permitted onty in accordance with
management pollicy,

Access to purchasing, recelving, and
disbursement records, criticatl
forms, processing areas, and
processing procedures shouid be
permitted only {n accordance with
managementts criterias,

INTERNAL INSTITUTES OF HEALTH~-OTHER DISBURSEMENT CYCLE TFRA-13
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Control Wesknesses

Controtls In Place

Because disbursements sre part of the data base, there sre no
hardcopy records of disbursements, The onily terminals for
generating disbursements are In the Accounts Paysblie Section, which
is the only section with the ability to use key words and I1Ds to
generate a disbursement transaction, There Is only one terminal for
deleting 3 payment, |t is located In the Disbursing Services
Section, Everyone can query the system, but not everyone can
generate specific data,

There Is & restriction of access to terminals which génerates
disbursement transsctions,
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Cycle Control Objectives

Author{zatton

Dats entered to reporting systems
should be authorized in accordance
with laws, reguilattons, and
management policy,

Reporting system processing

proceduraes should be established and
maintalned fn accordance with laws,
regulatfons, and management polfcy,

Economy, Efffclency, and Effectiveness

3. Reporting should be in accordance

4,

with {aws, reguiattons, and
management policy and plans,

Reporting shoutd be achfeved fn an
economical and efffclfent manner,

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE TFRA~13
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls fn Place Control Weaknesses

The NiH Central Accounting System (s an automated system which
utfl tzes a standard chart of accounts,

The Central Accounting System generates varfous reports monthly and
annually on the status of funds and the generait ledger account
balances,

see cycle control objective 2.
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Cycle Control ObjJectives

5.

Reporting procedures used should be
sconomical and efficfent,

Transaction Processing

6.

7.

8.

9

Only those reports that meet
management polfcy should be
approved.

Reports shoutd be prepared
accurately and promptiy,

Relevant dtsclosure data should be
gathered accurately and promptly,

Relevant disclosure data shoutd be
accurately summar(zed and reported,

Flle and account batances should be
accurately and promptiy reported,

Consol tdatfon of reports should be
accompl ished accurately and
promptiy,

Classttication

12,

Reporting entries should classify
activitiaes In accordance with
management's plan,

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls in Place

As 8 result of the user satisfaction questfonalire, we found that 156
of the 209 users of management reports generated by the NIH Centratl
Accounting System actually use the reports.

0f the 156 users of NIH management reports, 152, or 97 percent
reported all or most of Informatfon in the reports §s accurate,

See objecttives 2 & 7,

See cycle control objectives 2 and 7, Also, the Central Accounting
System (CAS) utfltzes theCommon Account Number (CAN) and the
standard chart of accounts to summar(ze and report data accurately.
Internal edft checks such as the common accounting number f(le are
used to edft transactions for valfd CAN. |If the CAR s (nvalid, the

transactfon fs rejectad by the system and fs printed out on a
rotating error ffle,

The data base management system used to process transsctfons.

See objectives {, 2 & 7.

See objectives | and 2,
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Cycle Control Objectives

13, Reports should be prepared
accurately and promptiy, be prepared
on consfstent bases and falrly
present the (nformatfon they purport
to displiay,

Substantiation and Evaluation

14. Recorded balances fn the records
should be perfodfcally substantiated
and evaluated,

Physfcal Safeguards

15, Access to records, critical forms,
processing areas, and processing
procedures should be permitted only
in accordance with managenent
polfcy,

NATIONAL INSTITUTES OF HEALTH-REPORTING CYCLE

TFRA-
INTERNAL CONTROL STRENGTHS AND WEAKNESSE RA-13

Controls

in Place Contro! Weaknesses

See cycle control obJectfves 1, 2 and 7,

Not surveyed

VI-193
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TFRA-14

WORKSHEET FOR PREPARING SYSTEMS
RISK RANKING SCORES

Factor Risk Weight = Composite score Explanation for risk assigned: (use suffi-
3-high 2-med 1-low cient space to fully describe)

A. Purpose of system - 4.4 —
B. System documentation —_— _4.3 —_—
C Dollar volume controlled by — 4.4 —

the system :
D. Amount of system maintenance —_— 3.9 -
E. Verification of input - _4.4 -
F. Degree of automation - 3.8 _ .
G. Number of dependent systems — 4.5 -
H. Security of data, software,

and hardware —_ 3.2 —_
I. Known system problems - 3.7 .
J. Recency of audit —_— 3.8 o
K. Statutory requirements met - 4.5 e
L. Involvement of users and

auditors in system design — _4.0 .
TOTAL
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TECHNICAL SUMMARY
FINANCIAL MANAGEMENT PROFILE
OF THE
CENTER FOR DISEASE CONTROL

PREPARED
BY THE STAFF
OF THE
U.S. GENERAL ACCOUNTING OFFICE

GAO/ AFMD-84~15~9
AUGUST 1Q, 1984

VIi-195



TFRA-15
Foreword

The Center for Disease Control is an organizational component ‘
of the Department of Health and Human Services. 1In fiscal 1982 it
received approximately $350 million in budget authority. The
Center is primarily responsible for federal programs to control the
spread of communicable diseases, protect the United States popu-
lation against certain environmental hazards, provide for occupa-
tional health and safety in the workplace, and educate the American
population on health and safety issues.

This technical summary is one of eleven volumes of detailed
information that supports the overall Financial Management Profile
for the Department of Health and Human Services (AFMD 84-15, April
9, 1984). The technical summaries provide detailed information on
the major organization components of the Department of Health and
Human Services (the Department), their financial management sys-
tems, and major internal control strengths and weaknesses in these
systems.

The financial management profile of the Department and the
eleven technical summaries were prepared by GAO as a pilot test of
a new audit approach-~-called Controls and Risk Evaluation (CARE)--
for (1) identifying the describing the financial management systems
used by an agency, and (2) assessing and ranking the internal con-
trol strengths and weaknesses of the systems. This analysis is
based on reviews of available systems documentation, discussions
with agency personnel, and reviews of prior GAO and Inspector
General reports. Tests were not performed on actual information
processed by and recorded in the systems, therefore, conclusions
cannot be reached about whether the systems' internal controls were
actually operating as designed.

The information in this technical summary is intended for use

--planning future tests and evaluations of the accounting and
financial management systems at the Center for Disease
Control,

--monitoring the Center's efforts to implement the Federal
Managers' Financial Integrity Act of 1982, and

--supporting and enhancing the understanding and application
of the CARE-based methodology by designers, operators and
evaluators of agency accounting and financial management
systems.

This technical summary provides a description of the financial
management structure of the Center for Disease Control. Eleven
financial management systems form the financial management
structure of the Center. These systems are used to (1) control
appropriated funds and other resources; (2) authorize the use of .
funds and other resources; and (3) capture, record, process, and
summarize financial information related to the execution of budget
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authority. This summary provides a detailed analysis of nine of
the eleven systems and identifies specific internal control
strengths and weaknesses within these systems.

During the course of GAO's survey agency officials were
briefed. The summary was provided to cognizant agency officials
for their review and comment. Agency comments were considered and
changes made where appropriate. The assistance and cooperation of
agency management enhanced the successful completion of the work.
The summary is being provided to the Center to assist it in its
continuing efforts to improve financial management.
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CENTER FOR DISEASE CONTROL-~ TFRA-15

ITS RESPONSIBILITIES, ACTIVITIES,

AND FINANCIAL MANAGEMENT STRUCTURE

The Center for Disease Control (CDC) is responsible for
federal programs to control the spread of communicable diseases in
the United States, reduce the incidence of communicable diseases in
the United States, provide protection to the United States popu-
lation against certain environmental hazards, promote occupational
safety and health in the workplace, and educate the American popu-
lation on health and safety issues. CDC's fiscal 1982 budget
authority exceeded $350 million, and it employed more than 4,000
individuals.

Our review of available system documentation and discussions
with agency officials disclosed that eleven systems are used to
authorize the use of appropriated funds and other resources, make
payments, control assets and liabilities, record and control re-
ceipts, control appropriated funds, and report on the financial
results of program and administrative operations. Taken together,
these systems constitute CDC's financial management structure.

In assessing the internal control strengths and weaknesses in
CDC's financial management structure, we determined that:

-—-Controls appeared adequate to ensure the proper recording
and reporting of the financial results of program and admin-
istrative operations.

-~-Controls over appropriated funds appeared adequate.

-=-Controls over travel advances did not appear adequate to
ensure that only entitled persons received travel advances.

--Controls over cash receipts did not appear adequate to en-
sure that all receipts were actually recorded in the
accounting system and deposited in the Treasury.

--Controls over about $1.8 million in supplies appeared
inadequate to ensure that supplies were only used for
authorized purposes.

In addition, we have other concerns about CDC's financial
management systems. Specifically, users of CDC's accounting system
were not provided with adequate instructions for preparing and
entering financial transactions for computer processing; system
documentation for its financial management systems was incomplete
and out-of-date, and several manual accounting processes could be
done more quickly and correctly if they were automated.

Further, in a recently issued report, the Department of Health

and Human Services expressed concerns over poor documentation for
CDC automated systems, an overall lack of physical security at
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CDC's computer facilities, and a lack of an emergency plan to con-
tinue computer operations if CDC's main computer facilities were
rendered inoperable.

Appendix I discusses the objectives, scope, and methodology
used in applying the Controls and Risk Evaluation audit approach to
identify and evaluate the financial management structure of the
Center for Disease Control. Appendix II lists the internal control
strengths and weaknesses we identified in the financial management
systems and appendix III shows the interrelationships of these
systems.

RESPONSIBILITIES OF THE
CENTER FOR DISEASE CONTROL

CDC was initially responsible for controlling malaria at mili-
tary bases located in the southeastern United States during the
Second World War. Since the war, however, CDC's responsibilities
have been expanded and today it is responsible for federal programs
aimed at preventing chronic disease, promoting the general level of
health of the American people, improving health education, improv-
ing preventive health services, and improving protection against
environmental and occupational health hazards. The authority for
CDC's current programs is the Public Health Service Act.

Pursuant to the Public Health Service Act, CDC:

--Identifies major preventable health problems in the United
States and identifies steps that can be taken to preclude
the unnecessary incidence of disease,

--Collects, records, analyzes, and reports on the incidence of
diseases in the United States.

--Develops and implements programs to solve environmental
health problems to include federal programs to respond to
and deal with environmental, chemical, and nuclear radiation

emergencies,

~=Conducts research programs to develop and test methods to
improve disease prevention, promotes improved health of the
general population, and enhances health education programs
for the general population. CDC also supports similar pro-
grams implemented by states and local governments.

--Develops federal occupational health and safety standards
for private businesses engaged in interstate commerce.

--Conducts a national program for improving the performance of
clinical laboratories.

--Stimulates the capacity of state and local health agencies
to respond to their citizen's health needs.

--Fulfills the federal responsibilities for controlling the
introduction and spread of infectious diseases.
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--Participates with other nations and international agencies
in dealing with diseases and environmental health problems
on a global scale.

CENTER FOR DISEASE CONTROL
ORGANIZATIONAL STRUCTURE

The CDC consist of the Office of the Director and nine major
operating components. The Office of the Director is responsible
for the overall implementation of CDC's programs. The operating
components are responsible for the day-to-day operation of CDC pro-
grams. A brief description of each component follows.

~--Center for Prevention Services assists states and local-
ities, through grants and other mechanisms, in establishing
control programs directed toward health problems such as
immunizable diseases, sexually transmitted diseases, dia-
betes, kidney disease and tuberculosis,

--Center for Environmental Health is responsible for respond-
ing to environmental, chemical and radiation emergencies
occurring outside the workplace. It maintains surveillance
of environmentally related health programs, conducts re-
search and epidemiologic studies, and assists states through
grants and technical assistance.

--National Institute for Occupational Safety and Health
(NIOSH) establishes medical criteria to be followed by
employers to ensure that employees will not suffer dimin-
ished health as a result of work experience. In addition,
NIOSH administers research and training programs and pro-
vides technical assistance in the field of occupational
safety and health,

--Center for Health Promotion and Fducation serves as a
national focal point for health education and promotion
activities., It conducts research and provides grants and
technical assistance to states and localities in implement-
ing health promotion, health education and risk reduction
efforts, 1In addition, the center maintains surveillance and
evaluates ongoing programs such as nutrition, family plan-
ning and abortion programs.

--Center for Professional Development and Training conducts
training for public health workers, and conducts research,
works with educational institutions, and provides assistance
to states to develop and improve education programs related

to disease prevention, health promotion, and the transfer of
technology.

-~Center for Infectious Diseases, provides scientific ser-
vices in support of CDC laboratory activities, maintains
surveillance of infectious diseases and conducts research
for production of experimental vaccines and guidelines for
their production. It also provides epidemic support and
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other technical assistance to states and localities on
reqguest.

~-Epidemiology Program Office serves as the national focal
point for the collection, analysis, and communication of
basic disease surveillance information. 1In addition, it
provides epidemic assistance through epidemiologists
assigned in the field; and provides consultation on epidem-
iology and surveillance to other federal agencies, state and
local health departments and other nations.

--International Health Program Office provides CDC expertise
to international health organizations and developing coun-
tries to assist in improving health activities; conducts and
evaluates research activities in various global programs;
and maintains regular liaison with the Public Health
Service's Office of International Health and other related
organizations.

--Laboratory Program Office coordinates a comprehensive
national laboratory improvement program; develops and recom-
mends standards, regulations and criteria for clinical
laboratory licensing and certification; administers a
national proficiency testing program for clinical labora-
tories and a laboratory training program; and offers con-
sulting services to state public health and other
laboratories.

FINANCIAL MANAGEMENT STRUCTURE
OF THE CENTER FOR DISEASE CONTROL

There are eleven financial management systems at CDC that
authorize payments, control assets, and record the receipt of funds
due the government. In essence these systems taken together form
the financial management structure of CDC. 1Included in the survey
was one automated system that does not meet the definition of
financial management but does allocate computer time and charges.

A brief description of each system follows:

--CDC Umbrella Accounting System maintains CDC's general led-
ger accounts, records the financial results of program and
administrative operations, produces internal and external
reports, and administratively controls CDC's spending
authority.

--Cash Control System records all cash transactions which
affect general ledger accounts, and generates data used to
manually prepare the monthly Treasury Statement of
Transactions.

--Miscellaneous Recurring Obligation File System records re-
curring oblications and expenses like utilities and building
maintenance contracts and provides the Umbrella Accounting
System with a magnetic tape record of these obligations.
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—-Travel Advance System records and controls all travel ad-
vances made to employees and produces an aging report and a
listing of outstanding advances.

--Accounts Receivable System bills and accounts for collec-
tions of money due CDC under operations of its gquarantine
stations and for reimbursements for nonfederal travel. The
system also includes a manual accounts receivable subsidiary
ledger for all other receivables due CDC.

--Real Property System is a manual card file system which
presently accounts for about $52 million in land, improve-
ments and structures at seven locations in four different
states. Cost data is accumulated and reported to HHS head-
quarters annually.

--Property Management System records two categories of per-
sonal property--capitalized items costing $300 or more and
noncapitalized items which the agency considers sensitive,
such as small desk calculators and camera lenses,

--Warehouse Inventory System is a computerized perpetual in-
ventory system for warehouse supplies. Controlling a total
inventory over $750,000, the system allows a requestor to
order general supplies directly by computer terminal.

--Property Reconciliation System involves both automated and
manual procedures which compare and reconcile all entries
made to the Warehouse Inventory, Real Property, and Property
Management Systems.

--Engineering Services Control System maintains records for
and control over Engineering Service's cupboard stock of
about $1.8 million in maintenance supplies.

--Computer Resources Accounting and BRilling System records
costs of computer usage and Computer Systems Office staff
time charged to various programs or offices. The system
summarizes the cost of services provided each user of com-
puter equipment or computer system office staff services.

In addition to these eleven systems, CDC operates several
other systems to analyze and report financial information for plan-
ning purposes. Because these systems do not authorize or account
for expenditures, we did not include those systems in our survey.

CDC'S UMBRELLA ACCOUNTING SYSTEM--
THE MAJOR FINANCIAL MANAGEMENT SYSTEM

The Umbrella Accounting System maintains CDC's general ledger
accounts and controls the processing and reporting of financial
information. The system accounts for funded costs, unfunded costs,
expenditures and administratively controls CDC's appropriated
funds. For fiscal year 1982, the system controlled CDC's total
budget authority of about $350 million. In addition to fulfilling
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internal financial information needs, the system produces all
financial information required by the Conaress, Office of
Management and Budget, and Treasury Department,

System overview

The Umbrella Accounting System is run on an IBM 370/computer
located at CDC headguarters, Atlanta, Georgia. It receives trans-
action information from twelve CDC organizational components that
initiate accounting transactions which are called accounting
points., The two major accounting points are the CDC Financial
Management Offices located in Atlanta, Georgia and Cincinnati,
Ohio. The remaining ten accounting points are the CDC staff
assigned to the Department's regional offices. The Umbrella
Accounting System also receives information from and/or sends in-
formation to ‘the Departmental Federal Assistance Financing System,
Central Personnel/Payroll System, Federal Assistance Reporting
System, and Central Registry System.

System inputs

The Umbrella Accounting System receives input information on a
daily, bi-weekly, and monthly basis. It operates on a 24-hour
turn-around basis: that is, it processes transactions received
during the day that night and returns hardcopy reports on process-
ing results to CDC accounting points the following day. Only the
Cincinnati accounting point receives information from the Umbrella
Accounting System via computer terminal.

EFach day, CDC accounting points transmit transaction data via
telecommunication lines to the system. CDC's accounting points
record obligations, disbursements, collections, etc. on a form
called the Document History Record (DHR). DHR's are grouped into
batches, and the transaction information in each batch is sent by
computer terminal to the Umbrella Accounting System,

Batches consist of a header/trailer document and the detailed
transactions. Header/trailer documents provide a record count and
total dollar amount of transactions in a batch. Transactions
include such documents as vendor invoices and obligation docu~
ments. Header/trailer information is used by the Umbrella
Accounting System to help ensure that transactions are not lost,
added to, or improperly changed during processing.

In addition to CDC's Atlanta and Cincinnati accounting points,
the Department's 10 regional offices also initiate transactions
that must be processed through the Umbrella Accounting System,
Transactions ‘initiated in the regional offices are first processed
on a daily basis through the Regional Accounting System. Monthly,
the Regional Accounting System provides the Umbrella Accounting
System with a magnetic tape that summarizes the transactions
initiated by the regional offices during the month.

The Umbrella Accounting System also exchanges information
with the Department's Central Personnel/Payroll System and the
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Departmental Federal Assistance Financing System. The exchange of
information is accomplished by magnetic tape files. The Umbrella
Accounting System receives biweekly payroll disbursement and cost
data from the Central Personnel/Payroll System, Monthly, the
Umbrella Accounting System receives from the Departmental Federal
Assistance Financing System information on cash advances made to
CDC contractors and grantees and expenditures of advanced cash
reported by CDC contractors and grantees.

The Umbrella Accounting System provides information to the
Departmental Federal Assistance Financing System, the Departmental
Federal Assistance Reporting System and Central Registry System.

It provides the Departmental Federal Assistance Financing System
with obligation information for new CDC awards of contracts and
grants. The Umbrella Accounting System provides Federal Assistance
Financing System information on contracts and grants funded by CDC,
and it provides the Central Registry System with identification
information--name, address, and identification number--for CDC
contractors and grantees,

System files

The Umbrella Accounting System's files fall into two groups:
transaction level files and status level files. Overall, the
Umbrella Accounting System maintains a total of seven major files,

Transaction Level files account for and control transaction
information prior to updates of the status files and include the:

--Rotating Error File which accounts for all transactions re-
jected by edits. It includes rejected transactions until
they are corrected, changed, or deleted.

—-Weekly Activity Hold File which contains all valid trans-
actions that passed edits and were updated to the Open
Obligation Document File. It is used to update the Report
Master File and General Ledger Master File.

Status Level files account for and control transactions that
passed edits and maintain CDC's general ledger accounts and include
the:

--General Ledger Master File which reflects the current status
of general ledger accounts by accounting points, appropria-
tion, and region.

--Report Master File which is used for reporting purposes and
contains data necessary to prepare financial reports such as
the daily status of funds report.

--0Open Obligation Document File which controls obligations.
It contains data pertaining to each document which is opened
and also those closed documents which have not yet been
purged. It is used for data validation and fund control
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because it records the cumulative status of commitments,
obligations, accruals, and disbursements.

~~Vendor File which contains data for entities doing business
with CDC. It is arranged by entity name and location,

--Miscellaneous Codes and Description File which contains sys-
tem tables of valid codes used during editing of transaction
information.

System processing and reports

The Umbrella Accounting System requires a user password and an
accounting point identification code to gain access to and process
transactions through the system. It processes transactions,
updates its files and generates reports on a daily basis. The
system produces about 117 daily, weekly, monthly, and yearly
reports. These reports show, among other things, the status of
funds, appropriation balances, obligations, and disbursements.

As mentioned earlier transactions are grouped into batches for
processing through the Umbrella Accounting System. When trans-
actions enter the system, the system counts the number of
transactions in a batch and computes total dollar amounts of trans-
actions in a batch. It records these counts and totals and com-
pares them with the figures shown on the batch header/trailer
records. If the two do not agree, the system will reject the batch
and print out an error message.

The system edits transactions against information in the
Miscellaneous Codes and Description File and the Open Obligation
Document File. The system performs about 50 edits on the validity
and accuracy of transaction information like object class codes,
common accounting numbers (CAN's), and transaction codes. The sys-
tem rejects transactions that do not pass the edit checks, gene-
rates error messages, and produces a daily error report for all
transactions it rejects. The system also writes all rejected
transactions onto the Rotating Error File.

The system writes error free transactions onto a Weekly
Activity Hold File. The Weekly Activity Hold File is used to up-
date the Open Obligation Document File and General Ledger Master
File on a weekly basis. The Report Master File is updated on both
a daily and weekly basis with information in the Weekly Activity
Hold File. Transactions rejected by edit checks are held in the
Rotating Error File until they are corrected. The system uses the
Report Master File and the Open Obligation Document File to create
various internal and external financial reports.

System internal control
strengths and weaknesses

The internal controls in the Umbrella Accounting System appear
adequate to ensure that financial results of program and adminis-
trative operations are completely and accurately recorded in the
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. general ledger accounts. For example, the system has a user pass-
word to identify persons authorized access to enter transactions;
it checks transactions entering the system against tables of valid
codes, and it uses a rotating error file to help ensure that re-
jected transactions are corrected and reentered into the system for
processing through the computer in a timely manner.

The key internal control strengths in the Umbrella Accounting
System, include:

--Requirement that a receiving report, vendor's invoice, and
the obligating document--e.g. purchase order--be compared
prior to processing to ensure that only goods and services
actually received are paid for.

-—-Rotating error file that keeps account of all error trans-
actions until corrected and generates a daily error report.

--Vendor file to assure that only authorized contractors and
grantees are accepted and unauthorized ones rejected by the
system,

--Creation of an audit trail for transactions received, pro-
cessed, and rejected.
We also noted several control weaknesses and operational in-
efficiencies in the Umbrella Accounting System:

--Lack of written procedures describing the batch processing
routine for disbursements, receipts, and obligations.

--Inadequate documentation of the system. The draft account-
ing manual contains a description of several system files
which have actually been consolidated or are simply not used
at CDC. 1In response to our inquiry CDC representatives
provided descriptions of the system as it currently
operates. The descriptions do not adequately document the
entire system, but do provide an overview.

--Maintenance of manual files of payments to vendors and
related information. Therefore, CDC has to look in several
places in order to obtain the necessary information for
responding to an inquiry. This is an involved process. The
computer could easily capture this information and generate
a hardcopy documents that the staff could use to respond to
vendor ingquiries more timely.

System enhancement
projects underway

In its fiscal 1983 computer programming needs plan, CDC's
Financial Management Office requested that CDC's Computer Systems
. Office modify and upgrade existing financial reports and modify the
Umbrella Accounting System. For example, the Computer System
Office was requested to develop a subsidiary accounts receivable
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Accounting System. The Computer System Office has also been
requested to develop a vendor inquiry system to maintain a master
file of all transactions processed by the Umbrella Accounting
System for a particular vendor and develop an automated reconcili-
ation system for the Umbrella Accounting System's general ledger
accounts with related subsidiary ledger detailed accounts.

system that could process transactions entered into the Umbrella .

SUBSIDIARY LEDGER SYSTEMS THAT SUPPORT
CDC'S UMBRELLA ACCOUNTING SYSTEM

The Umbrella Accounting System is supported by four systems
that maintain detailed subsidiary ledger detailed accounts which
support summary financial information in general ledger accounts
maintained by the Umbrella Accounting System. These four systems
are the Miscellaneous Recurring Obligation File, the Cash Control,
Travel Advance and Accounts Receivable systems. Each operates on
the IBM 370/computer at CDC headgquarters in Atlanta.

Miscellaneous Recurring
Obligation File System

This system accounts for and controls recurring obligations--
utilities and maintenance contracts for example-—-and reports them
to the Umbrella Accounting System for entry in the general ledger
accounts. At the beginning of each month, the system provides a
magnetic tape file of recurring obligations to the Umbrella
Accounting System and produces hardcopy reports summarizing all
recurring obligations for the month.

At the beginning of the fiscal year, CDC lists all its recur-
ring obligations and enters this information into the Miscellaneous
Recurring Obligation File System. During the year, the Financial
Management Office prepares monthly lists of updates or changes to
the original list of recurring obligations. These updates and
changes are entered into the system.

At the beginning of each month, the Miscellaneous Recurring
Obligation File System produces a magnetic tape file of the month's
recurring obligations for entry into the Umbrella Accounting
System. Upon entry to the Umbrella Accounting System, the infor-
mation on the tape is edited.. For example, recurring obligations
are checked against the Common Accounting Number table for wvali-
dity. Transactions including errors are rejected from further pro-
cessing and are reported on the daily error report of the Umbrella
Accounting System and kept in its Rotating Error File until
corrected.

Recurring Obligations rejected by edits in the Umbrella
Accounting System are sent to the Financial Management Office
which distributes them to the program offices and centers for
review, correction, and reprocessing through the Miscellaneous
Recurring Obligation File System the following month.

Our survey of the Miscellaneous Recurring Obligation File
System did not disclose any obvious internal accounting control
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weaknesses. However, we observed that CDC lacks adequate documen-~
tation to describe the system's operations.

Cash Control System

The Cash Control System separately accounts for all trans-
actions affecting the general ledger cash accounts maintained by
the Umbrella Accounting System. This system is used to indepen-
dently verify cash account balances. It produces seven reports,
one of which is used to support the manual preparation of the
monthly Treasury SF-224 report--Statement of Transactions Report.

The Umbrella Accounting System maintains the general ledger
cash accounts based on individual cash disbursement and collection
documents processed through the system. The Cash Control System
maintains its cash accounts based on (1) Vouchers and Schedules of
Payments sent to the Treasury Department to initiate the issuance
of checks and (2) on schedules of collections sent to the Treasury
Department to report cash receipts.

Inputs to the Cash Collection System are disbursement and col-
lection schedules produced and sent to the Treasury Department each
week that summarize individual cash transactions posted to general
ledger accounts. Information on payment and collection schedules
is recorded on a code sheet and the code sheets, in turn, are key~
punched and are entered into the Cash Collection System. The Cash
Collection System also receives weekly extracts from the general
ledger cash accounts on a magnetic tape file.

The Cash Collection System creates several masterfiles of cash
collection and disbursement transactions. The system then compares
the masterfiles it created with the magnetic tape file of the
extracts of general ledger cash accounts maintained by the Umbrella
Accounting System to identify and report any differences in cash
balances.

To do its job, the Cash Control System maintains eight master-
files. They are the:

-~Cash Transaction Input File contains all transactions enter-
ing the system.

--Accumulated Cash Control File is an update of the previous
day's activity with the current day's activity.

-=-Unreconciled Cash Transaction File contains all cash trans-
actions with a balance other than zero.

~-Unreconciled General Ledger Transaction File contains all
general ledger cash transactions with a balance other than
Zero.

--Updated Cash Transaction File includes all current cash
transactions.
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--Updated General Ledger File contains all selected current
general ledger cash accounts.

--Invalid Cash Transactions File maintains all transactions in
error.

--Valid Cash Transactions File accounts for all error free
cash transactions.

The Cash Control system performs three processing functions.
They are the edit, update, and report generation functions.

The edit function validates transaction data based on nine
predetermined numeric criteria. For example, the system checks for
a batch number, date, amount, transaction type, and transaction
code for each transaction record. If an error is identified in
input information, an error message is printed-out. The edit
function produces an error listing, writes rejected input infor-
mation on an error file, and writes error free input information on
a valid transaction file. The valid transaction file is used by
the update function to maintain the system's masterfiles listed
above.

Input information rejected by edits in the Cash Control System
is placed in a "hold" state pending correction of rejected trans-
actions by the Financial Management Office. The error lists pro-
duced by the edit function are sent to the Financial Management
Office for correction of errors and resubmission of the corrected
input information for reprocessing by the Cash Control System.

This process may be repeated as often as necessary until all errors
have been corrected.

The Cash Control System's update function updates the system's
eight masterfiles., It is based on information in the valid trans-
action file created by the edit function and the magnetic tape file
of general ledger cash accounts maintained by the Umbrella
Accounting System. The files updated by the update function are
the inputs to the report generation function,

The report generation function, based on information in the
Cash Control System's masterfiles, produces seven reports and list-
ings showing weekly cash transactions and comparisons between the
weekly cash transactions and the general ledger cash accounts,
These reports go to the Financial Management Office for retention
and preparation of the monthly Treasury report.

We did not observe any internal accounting control weaknesses
in the Cash Control System. This system does not authorize any
transactions but serves as a control to reconcile the general
ledger cash accounts with cash disbursement and receipt information
sent to Treasury.

Travel Advance System

The Travel Advance System accounts for and controls all travel
advances made to CDC employees and refunds of advances received
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from them. It maintains travel advance information in automated
files and produces three reports with subsidiary listings in
various formats,

Inputs to the Travel Advance System are (1) standard travel
advance cards (SF-1138) for each employee for travel advances and
(2) collection schedules and travel vouchers for refunds of travel
advances received from employees. 1Input information is processed
on a daily basis.

The Travel Advance System consists of three functions: the
edit, update, and report generation functions. These functions use
four automated masterfiles to record, process, and report travel
advance information. The four masterfiles are the:

--Daily Transaction Input File contains all transactions sub-
mitted for entry to the system. Transactions remain in this
file until processing is completed.

--Valid Transaction File includes all transactions that passed
edits.

--Invalid Transaction File includes all transactions that did
not pass the edits.

--Updated Transaction File includes status of all valid trans-
actions by employee showing all advances and refunds by
employee,

The edit function validates transaction data based on six pre-
determined numeric criteria. For example, one edit check involves
the transaction code. Only two transaction codes are used by the
system--one for a travel advance and one for a refund of an
advance. If a transaction fails any one of the six edits it is
rejected and an error message is produced. The system writes
transactions that passed edits on the Valid Transaction File and
the Daily Transaction Input File and rejected transactions onto the
Invalid Transaction File.

Rejected transactions and related error messages are sent to
the Financial Management Office for correction and resubmission for
processing through the Travel Advance System. This process may be
repeated as often as necessary to ensure that all errors are
corrected,

The update function uses the Daily Transaction Input File as
the source of information for processing. The system sorts trans-
actions by employee name and social security number, computes
balances for each employee, and updates the Updated Transaction
File.

The report generation function uses the Updated Transaction
File as an input and produces two weekly reports and one monthly
report that are sent to the Financial Management Office. The major
report produced is the travel advance subsidiary report which shows
total outstanding advances by emplovee.
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The key internal control strengths in the Travel Advance
System are:

--Use of predetermined numeric criteria to edit transactions.

--Use of system edits to ensure only valid transactions update
the system files.

-~Edit listing of accepted and rejected transactions.

The key internal control weaknesses and inefficiencies in the
Travel Advance System are that:

--An automated error suspense file is not maintained to
account for and control rejected transactions until
corrected.

~-A list of all employees' social security numbers is not
maintained to ensure that only bona-fide employees receive
advances.

Accounts Receivable Systems

CDC uses a manual and an automated system to account for, con-
trol, and maintain detailed subsidiary ledger accounts for accounts
receivable. The detailed subsidiary ledger accounts support sum-
mary financial accounts in the general ledger.

CDC routinely processes six classes of accounts receivable.

These classes of receivables and the system they are processed
through follow.

Automated Accounts --Reimbursements of Foreign
Receivable System Quarrantine Overtime Pay
-~Non-federal reimbursable
Travel
Manual Accounts --Miscellaneous Refunds

Receivable System
--Transportation Request
Refunds
--Reimbursement Training
--Reimbursement Agreements

The operations of the two accounts receivable systems are briefly
discussed below.

Automated Accounts Receivable System

This system accounts for, controls and maintains detailed sub-
sidiary ledger accounts for receivables for reimbursements of
foreign quarantine overtime pay and non-federal reimbursable
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travel. This system processes transactions on a monthly basis
because of the small volume of billings and collections.

The Automated Accounts Receivable System processes accounts
receivable transaction batches once a month, It produces three
reports. At the completion of monthly processing, detailed subsid-
iary ledger accounts are manually reconciled with summary general
ledger accounts maintained by the Umbrella Accounting System.

Billing and collection documents are the inputs to the auto-
mated Accounts Receivable System. Tnuse sane documents are sum-—
marized on a separate document which is used to enter summary
billing and collection information into the Umbrella Accounting
System. The billing and collection documents are grouped into
batches, and the information on the documents in the batches is
keypunched onto machine media records. The machine media records
are entered into the automated Accounts Receivable System for
processing through the computer.

The automated Accounts Receivable System consists of three
functions: editing, updating, and reporting functions. The system
uses four automated masterfiles in processing billing and
collection information:

--Invalid Transaction File,
--Valid Transaction file.
--Weekly Activity File.
--Month-to-Date Activity File,

The editing function accepts billing and collection informa-
tion and performs 12 edit checks of this information. For example,
the system verifies the number of items in each batch, the date of
the individual transaction, transaction code, and bill number. The
system will reject any transaction that fails to pass any one edit
check and writes this transaction onto the Invalid Transaction
File. The Invalid Transaction File is used to prepare an error
listing which is sent to CDC's Financial Management Office. All
transactions passing all edit checks are written onto the Vvalid
Transaction File which is the input for the updating function.

CDC's Financial Management Office is responsible for investi-
gating, correcting, and resubmitting for processing all billing and
collection transactions that are rejected by edit checks in the
automated Accounts Receivable System. Corrected transactions are
reprocessed through the system's editing function.

CDC's Financial Management Office is responsible for investi-
gating, correcting, and resubmitting for processing all billing and
collection transactions that are rejected by edit checks in the
automated Accounts Receivable System. Corrected transactions are
reprocessed through the system's editing function.
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‘The Valid Transaction File is used by the updating function
to update the two detailed accounts receivable subsidiary ledgers
maintained by the system: the Weekly Activity File and the Month-
to-Date Activity File. The upating function computes current
accounts receivable balances based on the billing and collection
information entered into the system and posts these balances to the
appropriate masterfile. The Weekly Activity and Month-to-Date
Activity files are the inputs to the reporting function.

The Weekly Activity and Month-to-Date Activity Files are used
by the reporting function to produce three reports. These reports
show detailed accounts receivable transactions for the month, cur-
rent balances for each account receivable, and an aging of all
accounts receivable. The three reports are sent to CDC's Financial
Management Office. The Office uses the reports to monitor the col-
lection of accounts receivable and to reconcile detailed subsidiary
ledger accounts receivable accounts with summary financial control
accounts for receivables in the general ledger maintained by the
Umbrella Accounting System. This reconciliation is done manually.

We noted some internal control strengths in the automated
accounts receivable system, and we also observed some apparent con-
trol weaknesses, The internal control strengths in the Automated
Accounts Receivables System are:

--Predetermined numeric criteria is used to accept or reject
transactions for processing.

--System allows only valid transactions to update the system
files and be used by the report generating function.

--Financial Management Office reconciles the system's balance
with the general ledger.

We also observed the following internal control weaknesses and
operation inefficiencies in the Automated Accounts Receivable
System:

--CDC does not maintain a receipt log book, listing of checks
received, nor does it endorse checks upon receipt.

--The system does not have an automated error suspense file to
account for transactions rejected by the system,

--Financial Management Office lacks sufficient documentation
to describe the system and its operations.

Manual Accounts Receivables Ledgers

The manual Accounts Receivable Ledgers account for, control,
and maintain detailed subsidiary ledgers accounts for receivables
arising out of miscellaneous refunds, transportation request re-
funds, reimbursable training, and reimbursement agreements. Bil-
ling and collection information is processed on a daily basis.
Monthly, the detailed subsidiary ledger accounts are reconciled
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with summary general ledger accounts maintained by the Umbrella
Accounting System.

Billing and collection documents are the inputs to the manual
Accounts Receivable System. These same documents are summarized
on a separate document which is used to enter summary billing and
collection information into the Umbrella Accounting System. The
manual Accounts Receivable System consists of manually maintained
billing and collection registers for each account receivable. Bil-
ling and collection information is posted to the billing and
collection registers as the information is received.

Each month, the manually maintained billing and collection
registers are reconciled with summary financial control accounts
for receivables in the general ledger maintained by the Umbrella
Accounting System. Quarterly, an aging report is prepared from the
information in the billing and collection registers.

We did not identify any internal control weaknesses in the
manual accounts receivable ledgers. CDC should consider automating
ledgers and save time currently spent in maintaining and using
these manual records.

OTHER FINANCIAL
MANAGEMENT SYSTEMS

In addition to the four systems that maintain subsidiary led-
ger accounts to support general ledger accounts maintained by the
Umbrella Accounting System, CDC operates six other financial man-
agement systems. These systems account for, control, and report on
its investment in personal property and supplies and the costs it
incurs to operate its computer center. CDC's six other financial
management systems are the:

~--Real Property System

--Property Management System

--Warehouse Inventory System

—-Property Reconciliation System

--Engineering Services Control System

--Computer Resources Accounting and Billing System.

Real Property System

CDC owns and operates seven building complexes located in four
states which cost--including major improvements--about $52
million. The Real Property System accounts for, controls, and
reports on this $52 million investment. The system is an anti-
quated manual card file system which contains (1) the original cost
of the property and (2) the cost of any project which would involve
major repair or improvement to an existing structure.
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Transactions involving real property--acquiring new property,
disposing of old property or making improvements to existing pro-
perty-~are independently recorded in three systems. Obligations
and disbursements for new property, or improvements to existing
property and transactions related to disposing of old property are
recorded in the general ledger asset accounts maintained by the
Umbrella Accounting System. In addition, entries for these obli-
gations, disbursements, and transactions are also made in the Real
Property System and the Property Reconciliation System.

CDC's Real Property Office receives source documentation for
any purchase of property, disposition of property, or construction
of repair work to be performed on any CDC-owned building or other
facility. A property specialist decides whether to enter the tran-
saction in the capitalized or non-capitalized accounts and records
the appropriate amounts in the Real Property System. Annually, the
Real Property Office forwards to the Department of Health and Human
Service's, Office of the Secretary copies of all source documents
involving acquisition, disposition, or modification of real pro-
perty. This information is entered ito the Department-wide Real
Property System operated by the Office of the Secretary.

Copies of source documents covering real property transactions
are also sent to the Financial Management Office for independent
entry into the general ledger asset accounts of the Umbrella
Accounting System, The information in the general ledger asset
accounts maintain--in summary form--financial accountability and
control for CDC's investment in real property. 1In addition, the
Financial Management Office also enters real property transactions
into the Automated Property Reconciliation System,

The Real Property System essentially consists of a manually
maintained card file which is CDC's detailed permanent record of
real property. Monthly, the Department-wide Real Property System,
operated by the Office of the Secretary, provides the CDC Real
Property Office with a list of CDC entries in the Department-wide
system for reconciliation with the Real Property System and for
verification and correction if needed.

All decisions to capitalize a real property transaction by
CDC's Real Property Office are reviewed by the Financial Management
.Office. Because of this built in control, CDC is assured that any
marginal decision has at least been reviewed by two different
individuals.

Property Management System

CDC operates its automated Property Management System to
account for, control, and report on all personal property costing
$300 or more and about 4,000 'sensitive' equipment items costing
less than $300--like hand-held electronic calculators. CDC's total
investment in personal property exceeds $60 million.

Transactions involving personal property--acguisition of new

property and disposition of excess property--are independently re-
corded in three CDC financial management systems, Obligations and
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disbursements for acquisition of new property and transactions for
dispositions of excess property are recorded in the general ledger
accounts maintained by the Umbrella Accounting System. Similar
entries are also made in the Property Management System and the
Property Reconciliation System.

All transactions involving purchases of personal property are
initiated in CDC's operating components through preparation of a
purchase requisition. Purchase requisitions are sent to CDC's
Procurement Branch which, after reviewing and approving the requi-
sition, prepares and issues a purchase order. Copies of purchase
orders are sent to CDC's Personal Property Office. The Personal
Property Office holds the purchase orders until the corresponding
receiving reports are received from CDC's operating components.
Once both documents are received, the Personal Property Office (1)
decides whether or not each item should be capitalized and (2) pre-
pares a computer coding sheet--called a document history record
(DHR)=--to enter items of personal property that should be capita~
lized into the automated Property Management System.

Similarly, CDC operating components will notify CDC's Personal
Property Office of excess property. The Personal Property Office
will first determine whether the excess property can be used by any
CDC operating component. If the excess property cannot be used
within CDC, the Property Office will offer the excess property to
other operating components in the Department of Health and Human
Services. If the property is not needed within the Department, the
Property Office will contact the General Services Administration
for disposition instructions. Once disposition of excess property
has been decided upon and disposition instructions are received,
the CDC Personal Property Office will prepare a DHR to record the
disposition transaction in the automated Property Management
System,

Copies of source documents processed by the Personal Property
Office--purchase orders, receiving reports, and disposition
instructions for excess personal property--are forwarded to CDC's
Financial Management Office for entry into the Umbrella Accounting
System and the Property Reconciliation System.

The Personal Property Office also records all DHR's in a
manually maintained property voucher log as a back-up record to the
automated files maintained by the automated Property Management
System and keypunches the DHR's onto machine media records which
are entered into the Property Management System.

The Property Management System processing involves the com-
puter receiving data input, arranging that data into various for-
mats and totalling cost figures. Although the system performs only
limited edits, it does perform a file search to ensure that no dup-
licate entries are made to the property records. When duplicate
entries occur, which are infrequent, the computer rejects the
second entry and prints an exception report for corrective action
to be taken. After data input, an edit run is made. Reports are
sent to the Personal Property Office where a manual edit is also
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performed. Corrections are reprocessed through the automated
Property Management System.

Although the controls presently in place adequately control
CDC personal property, increased computer edits would reduce staff
time spent reviewing edit reports. The system can reconcile each
month's balances to the previous month's balances and to the
balances in the general ledger accounts maintained by the Umbrella
Accounting System.

Warehouse Inventory System

The Warehouse Inventory System accounts for, controls, and
reports on various office and warehouse supplies along with labora-
tory glassware and some special control items. The system controls
a total inventory of about $730,000.

The Automated Warehouse Inventory System automatically pro-
vides management with all information, on a timely bases, needed to
control and account for supplies. Specifically, system features
include on-line information retrieval, automatic update of inven-
tory records, preset reorder levels, monitoring of inventory levels
and usage, the ability to print a catalogue of items and inventory
lists, and on-line printing of documentation reguired for the
Umbrella Accounting and Property Reconciliation systems.

Transactions involving office, warehouse, and laboratory sup-
plies are independently recorded in three CDC financial managment
systems: Obligations and disbursements for the
acqguisition of supplies and costs for supplies used in operations
are recorded in the general ledger accounts maintained by CDC's
Umbrella Accounting System. These transactions are also recorded
in the Warehouse Inventory System and Property Reconciliation
System,

Transaction information is entered into the Warehouse
Inventory System by Computer terminal. The system recognizes two
transaction codes: one code for issuing supplies and another code
for purchasing supplies. The Warehouse Inventory System includes
two processing cycles: the issuing cycle and the purchasing cycle.

’ Personnel in CDC operating components that need supplies enter
their requests, via computer términal into the Warehouse Inventory
System. The system identifies requestors of supplies by the
requestors' system passwords, CDC location codes, telephone num-
bers, and Common Accounting Numbers (CAN'S). A CAN identifies a
CDC organizational component and program.

Once the Warehouse Inventory System identifies a requestor as
a proper system user, it will accept the supply requisition, and,
if the supplies are in stock, produce, by computer terminal, an
instruction to the warehouse to issue the supplies. The system
also produces a hardcopy report and magnetic tape file of all
supply issues. These outputs are sent to CDC's Financial
Management Office for entry into the Property Reconciliation and
Umbrella Accounting Systems respectively,
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ITf requested supplies are not on-hand, the Warehouse Inventory
System will allow the reguestor to initiate a purchase requisition
for the needed supplies. If the requestor wants to initiate a pur-
chase requisition, the system can provide the reguestor with useful
information. For example, if the requestor enters a CDC catalogue
number for an item, the system will display detailed information
about the item to help the requestor in deciding if the item is
what he or she wants. The information includes a narrative de-
scription of the item, its unit price, current inventory level and
the accounting code. If the item is what the requestor wants, an
order can be made by simply entering the catalogue number and
quantity requested. The computer will then perform certain tasks
and edits such as adjusting the inventory balance, edit for items
reaching the reorder level, assign a requisition number, and print
the purchase requisition.

The Warehouse Inventory System maintains individual item per-~
petual inventory balances and flags each item record when the stock
item reaches a predesignated reorder point. Periodically, usually
every few days, the warehouse will have a list printed containing
reorder items. That list constitutes a warehouse purchase
requisition.

Purchase requisitions prepared by the Warehouse Inventory
System are sent to CDC's Financial Management Office for prepara-
tion of needed purchase orders. The purchase orders initiate an
entry into CDC's Umbrella Accounting System to establish an obliga-
tion for the ordered supplies.

When a vendor delivers a shipment to the warehouse and after
the quantities are verified, a shipment number is assigned and
entered into the warehouse tally log--a manually maintained chrono-
logical record of shipments received. That log, among other things
contains the shipment number, the vendor, a brief narrative of what
was received, the applicable purchase order, and whether that pur-
chase order was partially or completely filled. The warehouse
enters the receiving information into the Warehouse Inventory
System by computer terminal. The system then assigns a tally num-
ber to that shipment, using the CDC inventory number, records the
location in the warehouse; recomputes average unit cost based on
the quantity received and total cost; and finally prints a hard
copy receiving report.

The hardcopy receiving reports are sent to CDC's Financial
Management Office. When the Financial Management Office receives
vendor invoices, they are matched with the corresponding purchase
requisitions and receiving reports, and the Financial Management
Office enters the invoices into the Umbrella Accounting System to
record the expenditures and initiate payments to the respective
vendors. The invoices are also entered into the Property
Reconciliation System,

The Warehouse Inventory System produces about 20 different
reports available in several different formats. 1In addition to
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inventory lists and catalogues, the system generates such infor- .
mation as the value of inventory receipts, issuances and stock on

hand, reorder lists, activity reports including a report of items

having no activity, and various order status reports.

Only one copy of a users manual was prepared when the system
was designed, and it has since disappeared. The result has been
that several reports listed in the inventory are not being used
and information is being obtained through other, more complicated
means.

Property Reconciliation System

The Property Reconciliation System is the link between the
detailed records maintained by the Real Property, Property
Management, and Warehouse Inventory systems and the summary finan-~
cial accounts maintained by the Umbrella Accounting System. The
system reconciles the property systems' detailed accounts with
general ledger accounts maintained by the Umbrella Accounting
System and produces three reports on request,

As discussed previously all property related transactions are
independently recorded in the Real Property, Property Management,
Warehouse Inventory, Umbrella Accounting, and Property
Reconciliation systems. Property transactions are recorded onto
a standard code sheet which includes the cost, appropriation number .
and general ledger account. Once the code sheet is prepared it is
keypunched onto a machine media record and is processed through the
Property Reconciliation System, The system also receives infor-
mation on selected accounts in the general ledger from the Umbrella
Accounting System.

This system uses several files to reconcile amounts recorded
in the detailed property records with amounts recorded in the
general ledger property accounts. These files are the:

--Property Transactions Input File which contains all trans-
actions entering the system for a month.

--Valid Property Transactions File which contains only error
free transactions that passed the edit function.

--Invalid Property Transactions File which contains all
rejected transactions.

--Updated Property Records File which consists of last month's
activity plus the current month's activity.

--End-of-the-Month Non-Zero Document Records File which
contains all property transactions without a zero balance.

--Selected Records from General Ledger Transactions File .
which contains selected property records from the Umbrella

Accounting System.
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--Accumulated General Ledger Transactions File which includes
the cumulative property accounting data for the selected
general ledger property accounts.

. —=Appropriation Balances File which includes ending property
balances for each appropriation.

Upon request, this system reconciles property accounting
transactions with selected general ledger accounts. It uses four
automated functions: the selection and accumulation, edit, update,
and report generation functions.

The selection and accumulation function selects general ledger
property account records from the magnetic tape file produced by
the Umbrella Accounting System. It transfers this data onto
another magnetic tape file, thereby, creating a general ledger work
file that is used during the update and report generating
functions.

Once all general ledger transactions for the month have been
accumulated and monthly property transactions entered, the monthly
property transactions are processed through the edit function. The
edit function validates data according to about eight predetermined
criteria such as date, amount, and batch number. Transactions that
do not pass edits are rejected from further processing and are
printed onto an error report., The error reports are sent to CDC's
Financial Management Office for correction of errors and resub-
mission of the corrected transactions for processing through the
system. The Property Reconciliation System does not have a
rotating error file.

Transaction information that passes edits enters the update
function which matches the information in general ledger asset
accounts with the detailed property transactions by account, appro-
priation, and document numbers. It identifies and prints out for
investigation and correction any general ledger asset accounts and
detail property records that do not match and posts the correct
transactions to the Updated Property Records File. The system then
uses the Updated Property Records File during the report generation
function.

The report generation function produces about three reports.
The main report produced is the property reconciliation report
which shows the general ledger records and property transactions
that passed the edit function and updated the system, and denotes
any differences between the two.

Our survey of the Property Reconciliaton System disclosed
several internal control strengths such as the:

--Edit function which accepts and rejects transactions that do
not meet certain predetermined numeric criteria, and

--An edit listing identifying transactions rejected by the
system.
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While we did not observe any apparent internal control weak-
nesses, we did note an apparent operating inefficiency. The system
processes transactions already processed by the Real Property,
Property Management, and Warehouse Inventory systems as well as the
Umbrella Accounting Systems.

Engineering Services Control System

The Engineering Services Control System (1) schedules periodic
maintenance required for CDC's real and personal property and (2)
accounts for, controls, and reports on CDC's inventory of main-
tenance supplies. The system also compiles time charges and
computes costs for individual maintenance projects to allow CDC's
Engineering Services office to monitor individual project costs and
timeframes.

In surveying the operations of the Engineering Services
Control System we focused on those aspects of system operations
that pertained to accounting for, controlling, and reporting on
CDC's inventory of maintenance supplies. We did not focus on those
aspects of system operations relating to (1) scheduling periodic
maintenance projects and (2) compiling costs and time changes for
individual maintenance projects.

The Engineering Services Control System accounts for, con-
trols, and reports on supplies inventory used for maintenance pro-
jects. These supplies constitute a "cupboard stock"-~that is items
expected to be consumed within a 30~day period. The estimated
value of supplies on hand at any point in time is about $1.8
million.

Purchase requisitions for maintenance supplies are initiated
in the Engineering Services Office and are sent to CDC's Financial
Management Office. The Financial Management Office issues a pur-
chase order for the requested supplies and enters the transaction
into CDC's Umbrella Accounting System.

Vendor shipments of maintenance supplies are received at CDC's
Engineering Services building. Upon receipt of supplies a receiv-
ing report is prepared. One copy of the report is sent to the
Financial Management Office to be matched with the related purchase
order and vendor invoice and for processing through the Umbrella
Accounting System to record the cost of supplies and to initiate
payment to the vendor. Another copy of the report is sent to the
Engineering Services Office to enter the supplies received into the
inventory records maintained by the Engineering Services Control
System. Entry into the system is made by computer terminal,

Issuances of maintenance supplies for specific maintenance
projects are signed for and charged to an active maintenance pro-
ject number. Issuances of supplies are recorded on a supply coding
sheet. The information on these sheets is subsequently entered
into the Engineering Services Control System by computer terminal.

The system performs routine edit checks such as verifying the
CAN number and stock number. It is not designed to verify the
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quantity or unit cost of inventory entries. Any data entry errors
are reported on a daily error report. The system also compares
guantity balances on hand during each run to predetermined reorder
levels, and stores that information until requested. The system
can also recall at any time, items which have had no activity over
a given period. The Engineering Services Control System produces a
standard inventory listing, a detailed transaction register, a
listing of items having reached a predesignated reorder level, and
a list of inactive inventory items,

The Engineering Services Office does have in place a good set
of manual controls over the receipt and issuance of supply items,
The maintenance supplies, however, are not routinely inventoried
and reconciled with the records maintained by the Engineering
Services Control System. Consequently, there is no assurance that
the inventory balances reported by the system are accurate.

Computer Resource Accounting
And Billing System

The Computer Resource Accounting and Billing System maintains
detailed records and information about the users of computer
resources, Computer Systems Office personnel costs associated with
operational support, and programming costs. The Computer Resource
Accounting and Billing System processes four types of input infor-
mation. The four types of input information are:

--ADP equipment and personnel unit cost factors.

--Actual time charges by Computer Systems Office personnel.
--Computer and other equipment resource usage.

--Direct charges from the Computer Operations Branch.

Annually the Computer Systems Office manually computes unit
costs for various programming services and computer usage. These
unit costs include hourly rates for different levels of program-
mers, charges for computer time, computer printouts, and charges
for keypunching services and photocopying of copies of reports.
These unit costs are estimated on the basis of estimates of annual
computer usage and the Computer Systems Office's operating budget.

Computer System Office personnel record and report the time
they spend on specific projects. These time records are the bases
for inputs into the system regarding actual time charges for
Computer System Office personnel,

Computer and other equipment resource usage is provided by
standard reports produced by the operating systems that control the
operations of CDC's computer equipment. Operating systems are com-
plex computer programs that are supplied by the manufacturer of the
computer equipment itself, Operating systems actually control the
operations of the computer equipment and produce reports which de-
tail the amount of computer resource used by each job done by the
computer. -
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vices like keypunching and photocopying services are accumulated on
manual logs by project number, These logs become the source for
entering information into the Computer Resource Accounting and
Billing System,

Direct charges from the Computer Operations Branch for ser- .

The four types of input information are entered into the
Computer Resources Accounting and Billing System by computer termi-
nal. The system, based on input information computes project costs
and updates the system's workload control file. The system per-
forms no substantive edits, and as long as input information is
entered according to required formats, it will be accepted and
processed,

The workload control file is used to produce two monthly re-
ports, a computer resource cost and utilization summary, and a
computer billing report. The cost and utilization report breaks
out monthly charges to each organizational component and reports
charges by individual users. The computer billing report is a de-
tailed report which breaks down organization charges by which pro-
grams were run, how many times they were run, the time required for
each run, and the total applicable cost. Only one copy of each
report is prepared and it is used by the Computer Systems Office
for planning and reporting purposes. In addition to these, the
system can generate four other infreguently used reports on

request.

OTHER CONCERNS .
In addition to the specific systems weaknesses discussed in

the preceding sections, our survey disclosed concerns with the

security over CDC's computer equipment and files. According to a

recently issued Office of Inspector General report, security for

ADP systems at CDC was generally inadequate because management

placed little emphasis on protecting computer hardware or stored

data. The 0IG also found that documentation for computer systems

was either absent or incomplete., Specifically, OIG had the
following major criticisms:

--Emphasis on ADP security was not sufficient to ensure ADP
production,

--Contingency plans were not in place to ensure continuity of
data processing in the case of an emergency.

~=-Physical security at CDC computer facilities was inadequate.

-=-Documentation of computer application systems was poor.
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OBJECTIVES, SCOPE, AND METHODOLOGY

This survey viewed the Center for Disease Control as a finan-
cial entity and focused on identifying its financial management
structure, related systems, and internal control strengths and
weaknesses in these systems. The survey applied GAO's Controls and
Risk Evaluation (CARE) audit approach.

SURVEY OBJECTIVES

Our survey objectives were to (1) document all manual and
automated systems at the Center for NDisease Control that process
financial transactions from the time they are authorized through
final reporting of these transactions in internal and external re-
ports, (2) identify the relationships between these systems, that
is, the flow of information among different systems, and (3)
identify and document internal control strengths and weaknesses in
the systems.

SURVEY SCOPE

This survey viewed the Center for Disease Control as a single
financial entity. Therefore, we identified and surveyed the
financial management systems in the various organizational compo-
nents of the Center. Survey work was performed at Headquarters,
Center for Disease Control, Atlanta, Georgia.

We documented the financial management systems in operation
and identified, based on available system documentation and through
discussions with agency accounting, ADP systems, and program
officials, and review of prior GAO, Inspector General and special
system study group reports, the internal control strengths and
weaknesses in these systems. We did not perform any tests of sys-
tem operations or actual financial information and transactions.
The following sections present the definitions of a financial man-
agement system, internal control, and an agency system of internal
control used in this survey.

DEFINITION OF A FINANCIAL
MANAGEMENT SYSTEM

In consonance with GAO's Policy and Procedures Manual for
Guidance for Federal Agencies (Titles 2 through 8), we defined a
financial management system for this survey, as the manual and/or
automated systems that capture, record, summarize, and/or report
financial and related quantitative information related to the:

-=-Authorization of the use of resources.

--Management of liabilities,

~-~Receipt of revenue.

-=-Disbursement of funds.
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--Control of assets.
-~Control of appropriated funds.

-~Development and issuance of reports on the financial status
of assets, liabilities, and appropriated funds and the
financial results of program and administrative operations.

In an April 18, 1983, letter to the heads of Departments and
Agencies, the Comptroller General announced changes to GAO's pro-
cedures for approving agency accounting systems. In this letter,
the Comptroller General reiterated the definition of an accounting
system in GAO's Policy and Procedures Manual for Guidance of
Federal Agencies.

DEFINITION OF INTERNAL CONTROLS

On June 16, 1983, the Comptroller General issued the standards
for internal controls in the federal government to be followed by
agencies in establishing and maintaining systems of internal con-
trols. The standards define systems of internal control as

"The plan of organization and methods and procedures adopted
by management to ensure that resource use is consistent with
laws, regulations, and policies; that resources are safe-
guarded against waste, loss, and misuse; and that reliable
data are obtained, maintained, and fairly disclosed in
reports.”

Processing procedures are those manual and/or automated procedures

that govern capturing, recording, processing, summarizing, and re-

porting of financial and related quantitive information. Internal

control procedures and independent procedures provide evidence that
processing procedures have, in fact, been followed.

DEFINITION OF AN AGENCY'S
SYSTEM OF INTERNAL CONTROL

Most agencies operate several financial management systems
that process different types of financial transactions and provide
information to each other. The individual financial management
systems--taken together--form the agency's overall financial,
accounting, control, and reporting system. For example, most
agencies have a general ledger/administrative control of funds sys-
tem, and a subsidiary system that, for example, process trans-
actions relating to personnel/payroll actions, personal property,
disbursements, receipts, loans, accounts receivable, and accounts
payable. These systems--taken together--are the agency's overall
financial accounting, control, and reporting system,

The financial management systems that make up an agency's
overall financial, accounting, control, and reporting system in-
clude both processing procedures and independent internal control
procedures, as defined in the preceding two sections. For this
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survey, we defined an agency's system of internal control as all
the internal control procedures--taken together--that are included
in all the financial management systems that comprise the overall

financial accounting, control, and reporting system.

CENTER FOR DISEASE CONTROL
FINANCIAL MANAGEMENT SYSTEMS
INCLUDED IN OUR SURVEY

Based on the foregoing definitions, we included in our survey

all manual and automated systems in the Center that:

--Maintain general ledger accounts and produce financial
reports.

--Control appropriated funds.

--Validate information from subsidiary financial management
systems that feed information to general ledger systems.

-~-Determine eligibility for, and authorize the making of
payments to vendors.

--Authorize acquisition of resources.

~-Record and account for assets and liabilities.

SURVEY METHODOLOGY

Our survey followed the requirements of GAO's Controls and

Risk Evaluation (CARE) survey approach. Accordingly, our survey
included identification and documentation of the Center's:

-=-Organizational stucture and major organizational components
and the mission of each component.

--Accounting and related financial management systems, as pre-
viously discussed, and the interrelationships beween these
systems.

--Internal control strengths and weaknesses in the Center's
systems based on the internal control strengths and weak-
nesses identified during the survey.

In consonance with the CARE audit approach our work entailed

identification and documentation of the operations and related

internal control strengths and weaknesses of the Center's financial
management systems based on (1) available agency system documen-
tation, (2) discussions with cognizant agency accounting, program,

and ADP systems officials, and (3) prior issued GAO, Inspector

General, and special study group reports. Our survey was made in
accordance with our current "Standards for Audit of Governmental
Organizations, Programs, Activities, and Functions," except that no

tests were performed of system operations or of information
processed by and recorded in these systens.
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Cycle Control Objectives

Authorization

1.

Disbursements should be authorized
in accordance with laws,
regulations, and management's
policy.

Adjustments to disbursements and
acoount distributions should be
authorized in accordance with laws,
regulations, and management's
policy.

CENTER FOR DISEASE CONTROL ~ DISBURSEMENT CYCLE

Dontrols In Place

The COC umbrella accounting system includes a vendor file
which contains grantees and contractors authorized to
enter into agreement with CDC. CDC receives input fram
the Central Registry System via magnetic tape for updates
to the system. The system is designed so that only
authorized entities on file will update the system

files. Additionally, CDC uses a separate autamated file
to authorize and store miscellaneous recurring
obligations such as utility expenses. For each
disbursement, CDC requires that obligating, invoicing,
and receiving documents be on file prior to forwarding a
disbursement schedule to Treasury for payment. This
disbursement schedule should be certified by the
certifying officer and be based upon original documents.
‘The procurement office maintains a manual file for
vendors authorized through other obligating documents
such as a purchase order,

X requires the FMO to make necessary adjustments via a
journal voucher, interoffice transfer, etc. These
documents should be approved by the authorizing official,
usually the Chief of the accounts control section. This
includes adjustments due from overpayments to vendors,
contractors, etc.

Control Weaknesses

ChC lacks documentation to describe the
miscellaneous recurring obligation file,
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3.

Cycle Control Objectives

Disbursement processing procedures
should be established in accordance
with laws, regulations, and

management 's policy.

CENTER FOR DISEASE CONTROL -~ DISBURGEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

while CDC uses the Department's Voucher Examiners Manual
which explains procedures for examining vouchers, it
orally instructs its staff on batch processing procedures
as part of on-the-job training and supervision. Prior to
forwarding a disbursement schedule to Treasury for
payment, CDC records entries on a document history record
(DHR) by transaction codes and object class codes and
indicates whether the payment is in full or partial.
Entries on a DHR show the actual amount of the purchase
less any discounts and/or freight charges. This data is
keyed via computer terminal and transmitted to the
umbrella accounting system. Additionally, CDC must
camplete Treasury report SF-224 by the third working day
following the month end. 7To assist in preparing this
report, CDC created the automated Cash Control System.
The umbrella accounting system has processing controls
built within computer programs such as record counts,
hash totals, ete. It also contains edits and generates
an error listing and an audit trail printout. The
miscellaneous recurring obligation system uses the same
edits as the umbrella accounting system. The cash
control system has predetermined numeric criteria used to
ascertain the accuracy of transactions processed by the

system.

Control Weaknesses

Lack of written procedures for describing
the batch processing routine.

Incaomplete and not up-to-date
documentation of the operation and
functions of the umbrella accounting
system. For example, the COC draft
accounting manual contains descriptions
of several files that are not used by or
have been combined in the umbrella
accounting system, To illustrate, CDC
combined the Allotment Allowance and the
Commom Accounting Number (CAN) files
described in the draft accounting manual
into the Report Master file the system
uses for financial reporting.
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Cycle Control Objectives

Economy, Efficiency, and Effectiveness

4.

6.

Disbursement cycle results should
be in accordance with laws,
regulations, and management's
policy and plans.

Disbursement should be made in an
econamical and efficient manner.

Disbursement processing procedures
used to create, recognize, and
report events and related
transactions should be econamical
and efficient.

CENTER FOR DISEASE CONTROL —~ DISBURSEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

Procedures are in place that require accounting personnel
to process vendor invoices only for goods and services
received, Prior to certifying disbursement schedules for
payment by Treasury, the FMO is required to compare the
obligating document, vendor's inwvoice, and receiving
report to ensure receipt of goods and services,

The FMO accounts control section is responsible for
reviewing each batch of transactions prior to its entry
to the accounting system and forwarding the schedule to
Treasury. CDC requires the FMO to process invoices
within 30 days after receipt and include the invoice due
date on the face of the schedule in accordance with
Treasury requirements.

CDC uses the batch processing method for entering
transactions into the accounting systems. Daily, COC
enters transactions in the system files prior to
receiving confirmation from Treasury that the payment has
actually been made,

See cycle control objectives 3 and 5. Also, the FMO
assigns vouchers for processing to the voucher examiners
by document, thereby, clearly stating who is responsible
for what, The FMO manually keeps records on the number
of vouchers processed and on hand at month end as well as
discounts earned and lost. Preparation of hash totals,
record counts, and batch balancing are integral steps in
the batch process at CbC.

Control Weakr

CDC lacks recent internal audit coverage
to ensure the system complies with laws,
regulations and management's policy.
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Cycle Control Objectives

Transaction Processing

7.

9.

10.

1.

12.

Only those requests for
disbursements that meet
management's policy should be
approved.

Disbursements should be accurately
and promptly reported.

Amounts due to vendors for goods
and services, and the accounting
distributions of such amounts
should be computed and recognized
as liabilities promptly.

Each disbursement of cash should be
based upon a recognized liability,
accurately prepared, and
appropriately authorized,

Disbursements should be accurately
arnd promptly classified,
sumarized, and reported.

Cash dishursements and related
adjustments should be accurately
and promptly classified,
summarized, and reported,

CENTER FOR DISEASE CONTROL — DISBURSEMENT CYCLE
INTERNAL OONTROL STRENGTHS AND WEAKNESSES

Controls In Place

See cycle control objective 1.

See cycle control objectives 4 and 5. Also, CDC uses the
rotating error file concept in processing transactions
through the umbrella accounting system which accounts for
error corrections until they are corrected. The umbrella
accounting system produces daily, weekly, monthly, and
yearly financial reports such as the daily error and
status of funds reports.,

CDC records entries on a DHR showing the actual amount of
the purchase less any discounts and plus or minus any
freight charges. 1In essence, these entries de-obligate
the initial obligated amount by the amount forwarded to
Treasury for payment. Also see cycle control objective
13.

See cyecle control objectives 1 and 9.

See cycle control objective 8,

See cycle control objectives 8 and 2.

Control Weaknesses

See cycle control objective 13.
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Cycle Control Objectives

13, Liabilities incurred, cash
disbursements and related
adjustments should be accurartely
applied to the vendor's accounts.

CENTER FOR DISEASE OONTROL -~ DIBSURSEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEARNESSES -

Controls In Place

The umbrella accounting system accounts for obligations
incurred and payments to vendors by document number. As
such, liabilities are not recognized at CDC until all
documents required for voucher processing have been
received and processed through the system., In effect,
the amount shown as obligated in the system represents
the liability. The FMD also records any related
adjustment in the detailed vendor records. See cycle
control objectives 1 and 4 also.

Control Weaknesses

CIC maintains manual files of payments to
vendors and related information, Thus,
upon vendor inquiry, staff has to look in
several places to obtain the information
necessary to respond to the inquiry. For
example, if a vendor wanted to know the
date a check was mailed to her/him, the
staff would have to look up the vendors
purchase order number, check the payment
cmt:oldoccmthisbotytemrdforme
date the payment was processed to
Treasury, check the related dishursement
schedule for the date Treasury mailed the
check, and then inform the inguirer of
the status of the payment. This is an
involved pracess. The computer could
capture this information and generate a
hardcopy document that the staff could
use to respond to vendor inquiries more
timely.
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Cycle Control Objectives

Classification

14. Transactions for amounts due to
vendors, cash disbursements, and
related adjustments should be
prepared each period.

15. Disbursements should be sumarized
and classified in accordance with
management.'s plan.

16. Reocorded balances of disbursements
and related transaction activity
should be periodically
substantiated and evaluated.

CENTER FOR DISEASE CONTROL — DISBURSEMENT CYCLE
INTERNAT, CONTROL. STRENGTHS AND WEAKNESSES

Controls In Place

See cycle control objectives 2 and 13.

See cycle control objective 8.

CDC must camplete Treasury SF-224, Statement of
Transactions, showing disbursements and receipts for each
month and report it by the third working day following
month end. CDC also reconciles the general ledger
balance of the umbrella accounting system with the
balance of the subsidiaries (travel advance, accounts
receivable, etc.). The CDC component organizations,
e.g., Center for Infectious Disease, are expected to
review the reports received, investigate any differences,
and notify the FMO of any discrepancies noted.

Control Weaknesses

See cycle control objective 4.

CDC manually reconciles the general
ledger account balance with the
subsidiary ledgers' balances. This
appears an inefficient use of its
resources since the computer could be
programmed to perform this function.
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CENTER FOR DISEASE CONTROL — DISBURSEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Cycle Control Objectives Controls In Place

Physical Safeguards

17. Access to disbursement records, The FM) maintains processed documents in a central file
critical forms, processing areas, room. Documents pending processing are kept in a
and processing procedures should be suspense file at the responsible staff person's desk.
permitted in accordance with Transactions processed through the system are maintained
management.'s policy. in the system files along with back files maintained in a

fire proof vault. Only authorized staff in the computer
system office have access to the systems via system
passwords (i.e., a special code that the system
recognizes for entry).

Control Weaknesses

The Inspector General's office of the
Public Health Service office recently
issued an audit report that's critical of
CDC's physical security controls over
access to the camputer and its
contingency plans in case of an
emergency.
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Cycle Control Objectives

Authorization

1. Receipts should be accepted from
only those parties authorized in
accordance with laws, requlations,
and management's policy.

2, The amounts of receipts (license
fees, tax rates, etc.) should be
authorized in accordance with laws,
regulations, and management's
policy.

Adjustments to receipts,
receivables, and other accounts
should be authorized in accordance
with laws, requlations, and
management 's policy.

4. Receipt processing procedures
should be established and
maintained in accordance with laws,
regulations, and management's
policy.

CENTER FOR DISEASE CONTROL - RECEIPT CYCLE
INTERNAL CONTROL STRENGTHS AND WEARNESSES

Controls In Place

CDC accepts funds from only those sources that have a
written agreement with the agency. The exception to this
practice is donations from citizens, etc. CDC maintains
accounts receivable subsidiary ledgers to record monies
due to and collected by CDC. CDC requires its staff to
document their communication with vendors regarding
overpayments, return of goods etc,

See above,

CDC requires certain documents to make adjustments to
receipts, receivables, etc. In the case of overpayments,
the related disbursement is adjusted via a journal
voucher with supporting documentation such as a copy of
the collection schedule.

The FMO has written procedures that require separate
personnel to account for the receipt of monies and to
make bank deposits. Also maintenance of the accounts
receivable ledgers and the general ledger functions is
performed by separate employees.

Control Weaknesses

Upon entry of transactions into the
travel advance system, the computer does
not maintain a list of employee's social
security numbers to identify and assure
that only bona fide employees received
travel advances made at CDC.

CDC does not have written procedures
describing the receipt processing
procedure for transactions entering the
general ledger nor the subsidiaries. CDC
does not log receipts in when received at
the mail desk. Usually, CDC staff places
the receipts in a safe or gives them to
the staff responsible for remittances
control who then log them in a log book.
Not logging receipts in at the mail desk
enhances the likelihood that remittances
may be misplaced, lost, stolen, etc.
without documentation of receipt by the
agency.
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Cycle Control Objectives

Econamy, Efficiency, and Effectivness

5.

Receipt cycle results should be in
accordance with laws, requlations,
and management‘'s policy and plans,

Receipts should be collected in an
economical and efficient manner.

Receipt processing procedures used
should be economical and efficient.

Only those receipts that meet
management's policy should be
approved.

Each receipt should be prepared
accurately and promptly.

CENTER POR DISEASE QOMTROL = RECEIPT CYCLE

— —— iy

Controls In Place

See cycle control objective 1,

The FMD requires staff to make deposits on a daily basis
to ensure that monies received are not lost, stolen,
misplaced, etc.

See cycle control cbjective 4.

See cycle control objective 1,

The umbrella accounting system and the receivable ledgers
(i.e. accounts receivable systems and the travel advance
system) contain edits and predetermined numeric criteria
to ensure the accuracy and validity of transactions
entering the systems. The systems generate reports such
as edit listings and provide them to the FMO the
following day.

Control Weaknesses

Although CDC maintains a remittance log
book, it does not date stamp receipts nor
record the actual date received in a log
book at the mail desk, thus mot ensuring
that receipts are timely deposited. See
the above cycle weaknesses.

CpC had not documented the automated
accounts receivable system prior to our
inquiry. bDuring our work, however, CDC
provided an overview describing the
system, but still has not sufficiently
documented the system.

CDC stops the entire transaction
processing for the travel advance
subsidiary error transactions since the
system does not have an autamated
rotating error file.

The travel advance system accepts a dummy
travel order without tracking the
disposition of such transactions. See
cycle control objective 1.
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Cycle Control Objectives

Econony, Efficiency, and Effectivness

10.

11.

12.

13.

14,

15.

Accountability for cash items
should be established before the
cash can be misdirected,

Cash items received should be
accurately and promptly
clasgified, summarized, and
reported.

Adjustments to receipts,
receivables, and other accounts
should be accurately and promptly
classified, summarized, and
reported.

Receipts, collection on account and
related adjustments should be
accurately applied to the proper
receivable account.

Journal entries should be prepared
each accounting period for receipts
and related adjustments.

Revenue journal entries should
summarize and classify receipts in
accordance with management's plan,

CENTER FOR DISFASE CONTROL - RECEIPT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

CDC requires an employee other than the one who prepared
the oollection schedule to compare the completed schedule
with the manual receipt log book and to investigate any
differences after the deposit has been made. The FMO
created the cash control system which alerts them to any
cash items not accounted for but should have been,

See cycle control objective 9.

The umbrella accounting system and the subsidiary systems
contain edits to verify the accuracy of transactions and
functions to control financial information for generating
reports. C(DC processes transactions through the umbrella
system and the travel advance sytem daily, and the
acoounts receivable system at least weekly.

See cycle control objectives 4 and 17. Also, on a
monthly basis CDC manually reconciles the receivables
with the general ledger.

See cycle control objective 15.

CDC uses the common accounting number (CAN), appropri-
ation number, object class, etc. to summarize and classi-
fy transactions. Each of these items are contained
within system tables of the umbrella accounting system
and are automatically produced during transaction
processing.

Control Weaknesses

See cycle control objectives 4 and 6.

CDC's manual reconciliation of the
general ledger account balance with the
subsidiaries appears to be an inefficient
use of its resources.
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Cycle Control Objectives
Substantiation and Evaluation

16. Recorded balances of receipts,
acoounts receivables, and related
transaction activity should be
periodically substantiated and
evaluated,

CENTER FOR DISEASE OONTROL — RECEIPT CYCLE
CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

See cycle control objective 13,

Control Weaknesses
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Cycle Control Objectives

Physical Safeguards

17. Access to cash and cash items
received should be permitted only
in accordance with management's
criteria until control is turned
over to the asset management cycle.

18. Access to receipts and receivables
reoords, critical forms, processing
areas, and processing procedures
should be permitted only in
accordance with management's
criteria.

CENTER FOR DISEASE CONTROL -~ RECEIPT CYCLE
TRTERNAL CONTROL STRENGIHS AND WEAKNESSES

Controls In Place

The person assigned responsibility for the cash receipt
function is required to provide each person responsible
for an accounts receivable ledger a copy of the campleted
collection schedule. It should be used to record data in
the related account. CDC uses a safe to safeguard monies
received. The safe's location permits visibility by
supervisors.

See cycle control objectives 4 and 9.

Control Weaknesses

The safe remains unlocked during the day
and staff in the FMO frequent the files
including those responsible for the
receivables. Although CDC does .
restrictively endorse remittances prior
to depositing them, it does not do so
upon receipt at the mail desk and
recording them in the log book.

The Inspector General's office of the
Public Health Service office recently
issued an audit report that is critical
of CDC's physical security controls over
access to the computer and the lack of a
contingency plan in the case of an
emergency.
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e Contyol Ob ives

Authorization

2.

Data entered to reporting systems
should be authorized in accordance
with laws, regulations and

management's policy.

Reporting system processing
procedures should be established
and maintained in acoordance with

laws, regulations, and management's

policy.

CENTER FOR DISEASE CONTROL - REPORTING CYCLE
OONTROL STRENGTHS AND WEAKNESSES

Controle In Place

The OOC usbrella accounting system contains a Report
Master file that is used for generating reports. The
subsystems contain a report generating function within a
computer program of each system. 'nlesystmspenitmly
those transactions that passed the systems' edit func-
tions to enter their report generating functions,

The system analyst responsible for the accounting systems
appears to understand how the systems process reports
thereby enabling the person to respond to inquiries about
the systems® report processing procedures. Additionally,
the computer operators have written instructions for
processing reports.
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Cycle Control Objectives

Authorization

3. Reporting should be in accordance
with laws, regulations, and
management's policy and plans.

4. Reporting should be achieved in an
econamical and efficient manner.

5. Reporting procedures used should be
economical and efficient.

CENTER FOR DISEASE CONTROL - REPORTING CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

See cycle control objective 1. Also, the program offices
and centers at CDC are responsible for reviewing reports
and providing feedback to the FMO on the accuracy, etc.
of the reports.

The accounting systems at CDC have specific system files
for generating reports and arranging financial
information. The system may create reports daily,
weekly, etc. or as required to satisfy user needs. The
systems use only error free transactions for reporting
purposes.

The systems maintain reporting procedures within computer
programs and use specific system files to generate
reports.

Control Weaknesses

Lack of recent internal audit coverage.
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Cycle Control Objectives

Transaction Processing

6.

10.

11.

Only those reports that meet
management s policy should be
approved,

Reports should be prepared
accurately and promptly.

Relevant disclosure data should be
gathered accurately and promptly.

Relevant disclosure data should be
accurately summarized and reported,

File and account balances should be
accurately and pramptly reported.

Consol idation of reports should be
accanpl ished accurately and
promptly,

CENTER FOR DISEASE CONTROL — REPORTING CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place Control Weaknesses

The systems generate reports only with those authorized
transactions that passed the systems' edits. CDC
requires the FMO, program offices, etc, to submit a
request for data processing services form to the computer
system office for any additions, changes, etc. to
reports, The form should be signed by an authorizing
official,

The accounting systems permit transactions that passed
the systems' edits to update the systems' files on a
daily, weekly, and monthly basis with reports generated
accordingly, as well as yearly and as required. The
systems campute control totals to provide reasonable
assurance that all entries have been recorded in the
systems files and that no unauthorized transactions
entered the systems,

This cycle control objective was not surveyed,
This cycle control objective was not surveyed,

CDC requires the program offices and centers to check
reports upon receipt for accuracy, omissions, etc,

This cycle control objective was not surveyed.
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Cycle Control Objectives

Classification

12. Reporting entries should classify
activities in accordance with
management's plan.

13. Reports should be prepared
accurately and pramptly, be
prepared on consistent basis and
fairly present the information they
purport to display.

CENTER FOR DISEASE CONTROL - REPORTING CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

CDC has agency-wide coding instructions for accounting
transactions. For example, each transaction must contain
an appropriation number, common accounting number,
transaction code, etc. See cycle ocontrol objective 10
above.

See cycle control objectives 4 and 7.

Control Weaknesses

See cycle control objective 10 above.

See cycle control objective 3.

S1-Yddd
II XION3ddv

IT XIONHddVY



APPENDIX II

APPENDIX II
TFRA-15

SsasSsaADeady TOIJUC)

) *s833bpaT
ATeiprsqns 9y3 yaIm 3oueTeq I9HpOT Teasusb oy sarToucoal
ATyauodl Qd a3yl ‘oOsTy  °L 9ATINS[qO TOaUOD BTXAD 39S

20P[d UI S10AU0)

SASSHNOIVAM ONY SHIONHHLS FOHINGD TVNIAINT
FIOAD ONLNOJT - TORLNOO ISYASIQ ¥0d HALNED

*pojenTesd pue pajeIIURISANS
Arrestporasd aq prnoys
SpI0O31 Ay Ul sadueTeq POPACOM v

uoTIenTeAd pUR UOFIRTIURISANRS

S3ATIO0SLGD TOAUOD ITIAD

VI-244



APPENDIX II

APPENDIX II

TFRA-15

*Aousbaawe ue Jo aseo ur sueld Adusb
-urjuco s3T pue a93nduoo ayj 03 ssaooe
a9A0 SToauoO A3Tamoes fedtsAyd s,0aD 30
TEOTITID ST Jeyl 3aocdax 3ipne ue pansst
AT3usdea 801330 S,TeIauUsn 030adsur Syl

SoSSol{EaM [OA3U0D

ss3a0daa TeTOURUIJ OATS08 O} pazIaoyIne suosiad Jo

3STT BUITTew e surejuIew JAD -3FL3s A9Induod oyl £q ques
sjaodea [eToueur3 BUTINGTIISTP 203 ATqIsucdsax ST CWd SYL
* (Axque 103

s9zTubood1 WalsAs oyl Jeyy apoo [erdads B "e°T) spaomssed
woIsAs BTA susysAs ay3 03 SSE00R daey S0TIJO WS)SAS
29andwoD oy UT JFels paztiogane ATUQ  “3Itnea jooad 2ty
e ut pautejuren dmpeq yITA buoTe SBT3 welsAs ay3 ut
poutejutEu 9I0 WE3sAs ayl ybnoayd possadoad SUOTIORSURRL
*ysop s,uosiad jyeas o[qrsucdsaa ay3 je IB1I asuasdns

e ur 3dey axe Burssadoad furpusd sjusundog  “WOOX

ST1J [RAUSD B UT SHUIANOOP passanord surequrew OWd YL

soeld UI STOIUa)

SASSANIVAM ONY SHIDNERILS TOLINOD TUNILINT
FIOKD ONLINOER ~ TICINOD dSVESId ¥0d YALNED

~Xortod

s, juawsbeueul YITA SOURPICODE UT

Kuo pajamunad aq prnoys saanpaocoxd

Burssadozd pue ‘seaxe Burssaoond
‘gui03 TedTII[AD ‘Sprooal 03 SS80Y Sl

spaenbogeg TeoTsAUd

SanT399(q0 ToMu0) STak)

VI-245



9%2-1IA

Cycle Control Objectives

Authorizatjon

1.

3.

4.

Vendors should be authorized in
accordance with laws, requlations
and management's policy.

The types, estimated guantities,
and prices and terms of goods and
services needed should be
authorized in accordance with laws,
regulations, and management's
policy.

Adjustments should be authorized in
accordance with laws, regulations
and management's policy.

Procurement cycle processing
procedures should be established
and maintained in accordance with
laws, regulations and management's
policy. .

CENTER FOR DISEASE CONTROL — PROCUREMENT CYCLE
INTERNAL,_OONTROL, STRENGTYS AND VEARNESSES

Controls In Place Control Weaknesses

A manual vendor file is maintained at CDC. Purchase
orders all originate from the procurement section that
maintaing that file, It has not been automated because
of the large number of open market vendors designated
locally and the high frequency of changes in those
vendors. For capital expenditures or improvements,
established procedures exist for bidding or negotiating
contracts.

The requesting agency initiates a purchase requisition
which goes to Procurement and Grants Office where the
purchase order is prepared.

Receiving documents are forwarded to the procurement
branch and the Financial Management Office for full or
partial receipts. Invoices go from the vendor directly
to the Office of Financial Management for the accounting
entry. If the order amount is increased by the
requestor, a change order must be approved by the
procurement branch,

All purchase orders go through the property sections for
a decision about capitalizing the entry. All inventory
and property purchase documents go to the Financial
Management Office for reconciliation of amounts recorded
by the receiving agency and the amount recorded in the
acoounting transactions. FMO also reviews the purchase
order for a capitalization decision. legal compliance
was not surveyed.
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Cycle Control Objectives

Economy, Efficiency, and Bffectiveness

5. Procurement cycle operations should
be in accordance with laws,
regulations and management's policy
and plans.

6. Procurements should be achieved in
an economical and efficient manner.

7. Procurement procedures used should
be econamical and efficient.

CENTER FOR DISEASE CONTROL - PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

See cycle control objective 4.

Procedures are in place for CDC to screen available
surplus property to fill a request before a purchase
order is prepared. This is done centrally at the
Procurement and Grants Office, Also see cycle control
objective 4.

Purchase requests go to a central location where all
purchase orders are initiated.

Control Weaknesses

The entire procurement process, beginning
with the preparation of the purchase
order through the submission of a payment
schedule to the U.S.Treasury, is a manual
one. With this agency's ADP capabilities
much of that process could be autamated,
saving considerable staff time.
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Cycle Control Objectives

Transaction Processing

8. Only those requests of vendors for
goods or services that meet
management's criteria should be
approved.

9. Only requested goods and services
should be accepted.

10. Goods and services accepted sheuld
be accurately and pramptly
reported.

11. 2amounts due to vendors for goods
and services accepted, and the
accounting distributions of such
amounts, should be computed and
recognized as liabilities promptly.

12. &Zmounts due to vendors should be
accurately and promptly classified,
summarized and reported.,

CENTER FOR DISEASE CONTROL — PROCUREMENT CYCLE
TRTERNAL OONTROL_STRENGITIS AND WEAKNESSES

Controls In Place

All purchase orders are screened by property sections for
a decision on capitalization.

See cycle control objective 3,

All incoming warehouse inventory shipments are recorded
in a logbook at the receiving point. Receiving reports
are processed for partial receipts of personal property
or inventory orders. OFM records entries upon direct
receipt of an invoice and then reconciles the

reported entry to the inventory/property records with the
actual recorded expenditures. Capital improvement
project work-in~progress is usually not recorded in a
property asset account until the project is completed.

Accounting branch records an obligatien from a purchase
order, and later records the actual expenditure from the
invoice after both it and a receiving document have been
received.

Invoices go directly to the Office of Financial
Management. Once the invoice is matched with the
receiving report, payment is authorized. Also see the
umbrella accounting system cycles,

Control Weaknesses

There is no centralized receiving point
at CDC. Inventories are located in three
different places, and controlled by three
separate systems. Although strengths
within the procurement cycle appear to
control proper receipt of incoming
shipments, central receiving is a more
efficient alternative,

Incorrect cost entries can be made to the
warehouse inventory system, because it
does not have an edit for reasonable
cost., Engineering Services expenses all
its purchases; and FMO does not reconcile
the reported inventory valuation and
actual invoice payments.

CDC does not routinely record all
accounting transactions in an accounts
payable account.
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13.

14,

Cycle Contro] Objectives

Purchasing adjustments should be
accurately and promptly classified,
sumarized and reported.

Liabilities incurred, and related
adjustments, should be accurately
applied to the proper vendors'
accounts.

CENTER FOR DISEASE OONTROL ~ PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

When a request is adjusted for the warehouse system, the
computer stores both reports and entries, Thus, when the
daily transaction activity is reconciled by FMO, an
adjustment document is necessary to reconcile the
inventory balance with acoounting entries,

See cycle control objective 11,

Control Weakr

The Engineering Services inventory can be
adjusted from daily error reports
produced from the system. The error file
does not, however, keep errors in memory
for more than one report cycle. If an
error is not reentered correctly, it may
never be corrected. Also, there has been
no independent physical inventory in the
recent past, even though the inventory
balance is reported as $1.8 million.
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Cycle Control Objectives

Classification

15. Journal entries for amounts due to
vendors and related adjustments
should be prepared each accounting
period.

16. Purchasing journal entries should
summarize and classify econamic
activities in accordance with
management's plan.

CENTER FOR DISEASE CONTROL — PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

See umbrella accounting system, disbursement cycle
objectives 2 and 3.

See cycle control objective 11; and the umbrella
accounting system, disbursement cycle objectives 1, 2, 3.

Control Weakn

See cycle control objective 11.

G l-Yd4dd
II XIANdddv¥

IT XIANdddv



1GC-1IA

Cycle Control Objectives

Substantiation and Evaluation

17. Recorded balances of accounts
payable, and related transaction
activity, should be periodically
substantiated and evaluated.

CENTER FOR DISEASE CONTROL = PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEARKNESSES

Controls In Place

Property and most inventory transaction activity is
reviewed daily and account balances reconciled monthly
through the property reconciliation system,

Control Weaknesses

The Engineering Services' cupboard stock
is not included in the FMO reconciliation
process; and no independent physical
inventory is taken. Because of its large
carrying value and the nature of several
of the items, capitalization of the
inventory balance appears warranted.
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Cycle Control Objectives

Physical Safeguards

18,

Access to purchasing, receiving and
disbursement records; critical
forms; processing areas; and
processing procedures should be
permitted only in accordance with
managemment's criteria.

CENTER FOR DISEASE CONTROL - PROCUREMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

A card key is required for entry to computer facility,
and individual identification codes authorize
predetermined information access to the computer.

Control Weaknesses

ADP security at CDC, according to an OIG
report, was generally inadequate. CDC
emphasis on ADP security was insufficient
to ensure that ADP facilities were
protected against damage, unauthorized
use, fire, natural disasters or theft.
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Cycle Control Objectives

Authorization

1.

2.

3.

4,

5.

Sources of assets and liabilities
should be authorized in accordance
with laws, regulations and
management's policy.

The amounts, timing and conditions
of transactions should be
authorized in accordance with laws,
regulations and management's
policy.

The amounts, timing and conditions
of expenditures of funds should be
authorized in accordance with laws,
regulations and management's
policy.

Adjustments to asset and
liability accounts and account
distributions should be authorized
in accordance with management's
policy.

Asset and liability management
procedures should be established
and maintained in accordance with
management 's policy.

CENTER FOR DISFASE CONTROL — ASSFTS AND
LIABILITY MANAGEMENT CYCLE
INTFRNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

All purchase orders are initiated from one central
procurement office which maintains listings of current
authorized vendors. The responsibility is with that one
office to ensure the list is current. BAn automated
vendor file is contained in the umbrella accounting
system and is discussed in that system's cycle control
objectives. :

See procurement cycle authorization objectives.

See procurement cycle objectives 2, 3 and 11. Also,
HHS regulations outline criteria for those inventory
items which may be expensed.

During the monthly reconciliation of property and
inventory account balances, items requiring an adjustment
are returned to the originating agency with an FMO
recommendation for action. When the decision is made, it
is approved by an authorized official, and returned to
FMO where an adjusting journal voucher is prepared for
entry into the system,

CDC maintains property listings for (1) real property;
(2) capitalized personal property with a cost of at least
$300; and (3) non-capitalized sensitive items costing
under $300, such as camera lenses or desk calculators.

Control Weaknesses

Engineering Services has a large stock of
supplies which may not meet the
Department definition which allows items
to be expensed. If not in compliance,
these items should be capitalized as are
other smaller agency inventory balances.
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Cycle Control Objectives

Economy, Efficiency, and Effectiveness

6. Cycle results should be in
accordance with laws, regulations
and management's policy and plans.

7. Cycle results should be achieved in
an economical and efficient manner.

8. Processing procedures used to
create, recognize and report events
and related transactions should be
economical and efficient.

CENTER FOR DISEASE CONTROL - ASSET AND
LIABILITY MANAGEMENT CYCLE
INTERVAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

Mgency budgets generally control the amount of purchases
for property items. That information is available not
only to approving officials at each center, but also to
those responsible officials in property and procurement
areas who review the requests for expenditures.

Property/inventory purchase entries include (1) an entry
to the property system from the purchase order; (2) an
entry to the property reconciliation system from the same
source documentation; and (3) an entry to the accounting
system after receipt of an invoice and receiving

documen

Control Weaknesses

There have been no audits of CDC
financial management systems by HHS's
Office of Inspector General in the past 3
years. Also, the property reconciliation
system could be used to provide data for
printing automated real property reports.

Property and inventory systems have no
edits and insufficient documentation to
ensure the reliability of entered data.

G l~Vd4dL
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Cycle Control Objectives

Transaction Processing

9.

10.

1".

12.

13.

Only those requests to buy or sell
assets that meet laws, regulations
and management's policy should be
approved,

Assets and liabilities acquired
should be accurately and promptly
reported.

Retirements or dispositions of
assets to outsiders should be
accurately and promptly reported,

Amounts due from or to purchasers
and creditors, and the accounting
distribution of those amounts
should be computed accurately and
prawptly recognized as assets or
liabilities.

Changes in values should, where
required by generally accepted
governmental accounting principles,
be caomputed accurately and
recognized pramptly,

CENTER FOR DISEASE CONTROL ~ ASSET AND
LIABILITY MANAGEMENT CYCLE
INTERNAL OONTROL STRENGHTS AND WEARNESSES

Controls In Place

Compliance is the responsibility of the applicable
property or inventory office and all requests to buy or
sell are reviewed and approved by those offices.

Procedures involving matching receiving documents with
invoices are adequate to assure timely recording
of acquisition of property.

Regulations dictate the handling of property for
disposal or write—off. See cycle control objective 1.

See procurement cycle control cbjective 11.

Records reporting useful asset life and imputed
depreciation are maintained for internal use in
scheduling replacement. Capital assets aré carried on
the books at original cost or assigned value.

Control Weaknesses

CDC does not record payables.

] Rl 2= 0
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Cycle Control Objectives

Classification

14.

15,

16.

17.

Amounts due to creditors, and
related adjustments, should be
accurately and promptly classified,
sumarized and reported.

Purchases and sales of assets,
changes in liabilities and related
adjustments should be accurately
applied to the proper subsidiary
accounts.

Journal entries for assets and
liabilities acquired and retired,
and related adjustments, should be
prepared and posted each accounting
period.

Journal entries should summarize
and classify economic activities in
accordance with management’s plan.

CENTER FOR DISEASE CONTROL - ASSET AND

Controls In Place

See cycle control objectivs 6 and 9.
Also see procurement cycle control objectives 2, 3 and
".

See cycle control objectives 1t and 14,

See cycle control objectives 6 and 9.

See cycle ocontrol objective 6 and 7.

Control Weaknesses

S| -Y9dL
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Cycle Control Cbjectives

Substantiation and Evaluation

18.

Recorded balances of asset and
liability accounts, and related
transaction activity, should be
periodically substantiated and
evaluated.

CENTER FOR DISEASE CONTROL — ASSET AND
LIABILITY MANAGEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls in Place

See procurement cycle objective 4. Physical inventories
are conducted annually for capitalized inventory balances
by FMO. Through random sampling, the property section
verifies existence of personal property items each year.

Control Weaknesses

CDC does not capitalize its supplies
inventory of about $1.8 million.
Consequently, this balance escapes the
scrutiny of the FMO reconciliation
process and physical counts.
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Cycle Control Objectives

Physical Safeguards

19, Physical security safequards should
be maintained where assets are
stored and transactions processed.

CENTER FOR DISEASE CONTROL -~ ASSET AND
LIABILITY MANAGEMENT CYCLE
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Controls In Place

Inventories are well secured physically, and, with the
exception noted to the right, they are inventoried under
the direction of FMO at fiscal year end. In addition to
the routine personal property custodial reports filled
out annually, the property section performs random
property counts each year to verify the accuracy of the
custodial report balances.

Control Weaknesses

Engiheering Services wmaintains an
internal perpetual inventory balance, but
there is no physical inventory to verify
that balance.
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CENTER FOR DISEASE CONTROL -~ GRANT
INTERNAL CONTROL STRENGTHS AND WEAKNESSES

Cycle Control Objectives Controls in Place Control Weaknesses

Grant. Cycle

We did not survey this cycle due to its small dollar portion of CDC's total fiscal year 1983 budget authority.
Additionally, most of the grants awarded through CDC's grant management office are research and training grants
for CIX's National Institute of Occupational Safety and Health (NIOSH)--about $10.5 million.
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CENTER FOR DISEASE CONTROL
FINANCIAL MANAGEMENT STRUCTURE
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with

effect{ve controls will handle the transactions

Automat -] Automat-
Reject (n{Reduce fcally fcally
Print certafn to Process | compute | adjust
Nature of test Purpose or explanation error circum- {allowablejwithout | correct leave
transactions of test transaction Reject|{ message stances |maximum Jcut back{ amount records
1. Lleave a To determine whether the X X

mandatory fleld
blank on a new
employee'!s
master record.

system will accept a master
record wi{th essentfal data
missing. If missing data will
cause an {ncorrect payment,
the master record should be
rejected with appropriate
warning, If missing data {s
for adm{n{strat{ve purposes
only, the condit{on should be
flagged by an error message.
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TYPICAL PAYROLL TRANSACT IONS
TO BE INCLUDED IN A TEST DECK

CTA-

How a system with effective controls wlll handle the transactfons

Automat-{ Automat-
Reject f{n{Reduce fcally fcally
Print certain to Process | compute { adjust
Nature of test Purpose or explanation error circum~ {allowablelwi{thout { correct leave
transactfons of test transaction Reject| message stances |max{mum cut back{ amount records
2. Enter erroneous To determine whether the X X
codes, such as system will accept fnval {d
charity, |f{fe data Into employees' master
fnsurance, unfon records, The program should
dues, mar{tal print error messages to
status, etc. fdent(fy fnvalid data and
(Note--one reject further processing of
erroneous code such transactfons,
per master
record,)
3, Enter an f{nvatllid To determine whether the X X
annual leave system wit! accept an finvalid
category. annual leave category, Federal
regulations have establ fshed
annual leave categories as 4,
6, or 8 depending on ‘the
amount of credftable service,
Vil -262



TYPICAL PAYROLL TRANSACT IONS CTA-1
TO BE INCLUDED IN A TEST DECK
How a system with effect(ve controls w(fl handle the transactions
Automat-{ Automat -
Reject (n Reduce fcally fcally
Print certalni. to Process compute ad just
Nature of test Purpose or explanat({on error cfrcum~{ allowable|w{thout correct leave
transactfons of test transactfon Reject{ message stances | maximum {cut back{ amount records
4, Change a fleld To determine whether [t s X X

fn an f{nactive
master record,

possible to change fflelds f{n
fnactf{ve master records and
vhether adequate controls
ex{st over such changes.,
Processing of fnactive records
should be separated from the
normal processing of active
records to elimfnate the
possib{l {ty of unearned salary
payments or the man{pulation
of records for persons who are
not [n a pay status,
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TYPICAL PAYROLL TRANSACTIONS CTA-1
TO BE INCLUDED IN A TEST DECK
How a system with effective controls will handle the transactfons
Automat -} Automat-
Reject (n{Cut back fcally fcally
Print certaln to Process jcompute | adjust
Nature of test Purpose or explanatfon error circum- {allowable|wfthout [correct |eave
transactions of test transaction Reject | message stances {maximum fcut back jamount records
5. Change an To determ{ne whether the X X
employee's system will reject finvall(d
annual leave updates, The annual leave

category before
i+ fs due to be
changed,

category fs based on the
amount of creditable service
an employee has, computed from
the employee's service
computation data, Employees
with less than 3 years of
service are [n category 4;
employees wi{th 3 to 15 years
of service are (n category 6;
employees with more than 15
years of service are In
category 8. The program
should reject any attempt to
change a leave category before
{t fs due to be changed.
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with effectfve controls will handle the transact(ons

Automat -} Automat-
Reject [njCut back fcally fcally
Print certaln to Process | compute | adjust
Nature of test Purpose or explanat{on error ci{rcum~- f{al lowable{without | correct leave
transactions of test fransaction Reject| message stances |maximum {cut back| amount records
6. Promote a To determ{ne whether the X X
general schedule system rejects an f{nval{d
(GS) employee transactfon, Federal
above grade 5 regutatfons state that GS
before 1 year In employees above grade 5 must
grade has be In grade at least 1 year
passed, before they can be promoted.
7. Give a GS To determine how the system X
employee a handles thi{s transactfon,
wlth{n-grade Federal regulatfons state that

salary Increase
before 1 year In
grade has
passed,

a GS employee must be {n grade
at least 1 year before befng
el {gtble for a within-grade
salary {ncrease., The system
should "flag" the transaction
as befng a qual {ty step
fncrease {(which has the same
effect as a within-grade
{ncrease but can occur w{thout
the employee's having been f(n
grade for 1 year).
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with- effective controls will handle the transactlions

Automat-{ Automat-
Reject fniCut back fcally fcally
Print certaln to Process compute ad just
Nature of test Purpose or explanation error circum- lal lowablejwithout correct leave
fransactions ot test transaction Reject | message stances [maxfmum Jcut back jamount records
8. Change an To determine whether the X X
employee's grade system accepts {ncompatible
or annual salary data., The program should have
so that the salary and grade controls
grade/step and which will reject transactfons
annual salary of this type from further
rate are processing (except for
incompatible, payments under the Clvi{l
Service "retafned raten
provisfon, which allows
certafn downgraded employees
to retafn thefr old salarfes
for a time),
19, Change an To determ{ne whether the X
employee's annual leave category (s
service correctly changed, with a
computatfon date message printed to {nd{cate
to indficate that the change., |f the leave
leave category category {s not automatically
{s due to changed, a message should be
change. printed.
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system wi(th

effective controls will handle the transactions

Automat ~{ Automat -
Reject {niCut back fcally fcally
Print certain to Process | compute | adjust
Nature of test Purpose or explanation error circum- jallowable|w{thout correct leave
transactfons of test transaction Reject{ message stances {maxfmum [cut back| amount records
10. Pay an fnactive To determine whether the X X
employee, system will compute pay for an
fnactive employee (an employee
- who has been seperated but
whose record s mafntafned In
+he same master file used for
active employees).
11. Pay a non- To determine whether the X X
ex{stent system will compute pay for an
employee. employee with no record (n the
master file,
12, Input two Time To determ{ne whether the X X

and attendance
cards for the
same employee,

system wil! compute pay twice
for the same employee,
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TYPICAL PAYROLL TRANSACTIONS CTA-1
TO BE INCLUDED IN A TEST DECK

How @ system w(th effective controls w{ll handle the transactions

Automat- {Automat -

Reject {n|Cut back fcal ly fcally
Print certaln to Process |[compute [adjust

Nature of test Purpose or explanation error circum- [ailowable}lw(thout lcorrect leave
transactfons of test transaction Reject | message stances {maximum {cut back jamount records

13, Pay a GS To determfne whether the X X
employee for 80 system rejects WB entitliements
hours work on a tor GS employees.

second -sh{ft
entitlement for
a wage board
(WB) employee.

14, Pay a GS Same as above. X X
employee for 80
hours work on a
third-shift
ent{tlement for
a WB employee,

15, Pay a WB To determine whether the X X
employee for 80 system rejects a GS
hours work on a entitliements for WB employees,

n{ght dt{fferen-
tral enti{tiement
for a GS em~
ployee,

Vi-268
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with

effective controls will handlie the transactjons

Automat-{ Automat-
Reject fn{Cut back fcally fcally
Pri{nt certain to Process | compute | adjust
Nature of test Purpose or explanation error circum~ |allowable{without | correct |leave
transactfons of test transaction Reject| message stances {maximum |[cut back| amount records
26, Pay a G5-1, 2, To verify accuracy of premfum X
3, 4, 5, 6, or 7 pay computatfon, For GS
employee for 10 employees whose basfc pay rate
hours of does not exceed the salary of
overtime. a 6S-10/1, the overtime rate
fs 1-1/2 times the basic pay
rate, (FPM 550-5)
27. Pay a GS$-10, 11, Same as above, For a GS X
12, or 13 employee whose basic pay rate
employee for 10 {s equal to or exceeds the
hours of rate of a 65-10/1, the
overtime. overtime rate (s 1-1/2 time
+he hourly rate for a
GS-10/1. (FPM 550-5)
Vi-272




TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system w{th effective controls wilil handle the transactions

Automat-{ Automat -
Reject in{Cut back fcally fcally
Print certalin to Process compute ad just
Nature of test Purpose or explanation error circum=~- {allowabl {w{thout | correct leave
transact{ons of test transactfon Reject| message stances {max{mum jcut back| amount records
28, Pay a GS-14 To test maximum salary X X
employee enough lim{tatfon, Add(t{onal pay
overtime pay to such as overtime, night-
exceed the d{fferent{al, hol fday, and
max fmun salary Sunday pay, may be paid to the
1 imf{tation, extent that (t does not cause
‘the aggregate pay for a bif-
weekly perfod to exceed the
rate of a GS-15/10. (FPM,
550. 105) The program should
cut back pay to thfs maximum.
29, Pay a G5-14 Same as above. Program should X
employee enough not cut back environmental pay
env{ronmental because {t (s not subject to

pay to exceed
the maxfmum
salary
{im{tation,

the max{mum salary limf{tation,
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with

effective controls will handle the transactions

Automat ~{ Automat-
Reject (n{Cut back fcally fcally
Print certain to Process | compute | adjust
Nature of test Purpose or explianatfon error circum- jallowabliefwithout | correct leave
transact{ons of test transactlon Reject | message stances jmaximum jcut back| amount records
30, Pay a WB Same as above, Program should X
empioyee enough not cut back pay because WB
premfum pay to empioyees have no maximum
exceed the salary 1im{tation,
max {mum salary
Vimitation,
31. Pay a GS To determ{ne whether the X X
employee for 1 system will pay less than the
hour of hol iday 2-hour minimum of holiday
Pay, pay. (FPM-99)-1)
32. Pay a WB Same as above, X X
emplioyee for 1
hour of hol iday
pay,
33, Pay a GS To determine whether the X X
employee for 40 system | im{ts Sunday pay to 32
hours of Sunday hours maxfmum alfowed.
pay. (FPM. 990-2)
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TYPICAL PAYROLL TRANSACTIONS

TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with

effective controls will handie the transactions

Automat -] Automat -
Reject (n{Cut back fcally {cally
Print certatn to Process {compute | adjust
Nature of test Purpose or explanation error circum- fallowable|without correct ieave
transactions of test transaction Reject| message stances [maxfmum fcut back jamount records
34, Pay a WB To verify the accuracy of X
employee for 80 premfum pay, Federai
hours on second regulations state that
shift and 10 overtime pay for an employee
hours for reguiariy workfng the second
overtime Into or third shift will be
the third shift, computed at 1-1/2 times the
second or third shift rate,
repectively, (FPM 532-1)
35. Pay a WB Same as above, X

employee for 80
hours on third
shift and 10
hours for
overtime (nto
the first shift,
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TYPICAL PAYROLL TRANSACTIONS CTA-~1
TO BE INCLUDED IN A TEST DECK
How a system with effective controis will handie the transactfons
Automat -] Automat -
Reject {n{Cut back fcally {cally
Print certain to Process jcompute | adjust
Nature of test Purpose or explanation error circum~- }allowablejwithout {correct leave
transactions of test transaction Reject | message stances {maximum |jcut back jamount records
36. Charge a To determine whether sick and X
full =time annual leave wlill accrue when
empioyee for 80 a full <fime employee charges
hours of leave 80 hours LWOP, The sick leave
without pay credtt should be reduced by 4
(LWOP), hours and the annual leave
cred it should be reduced by 4,
6, or 8 hours, dependf{ng on
the annual leave category.
37. Charge a To determine whether excess X X X
full <time annual leave s charged to
employee for LWOP, (The system should
more annual automatfcally reduce
leave than the employee's pay for LWOP.)
employee has,
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TYPICAL PAYROLL TRANSACTIONS

TO BE INCLUDED IN A TEST DECK

CTA-?

How a system with

effective controls will handie the transactlions

Automat - }Automat -
Reject fniCut back fcally fcally
Print certain to Process [compute Jadjust
Nature of test Purpose or explanation error circum- {allowable|without jcorrect leave
transactfons of test transaction Reject | message stances {maximum Jcut back [amount records
38. Charge a To determine whether excess X X X
full <time sfck jeave (s charged to
employee for annual leave or LWOP. (The
more sfck ieave system should automatically
than the adjust leave records and
employee has, reduce pay for LWOP, (f
required,)
39, Charge a To determ{ne whether the X X
full -time system wiil cut back to the
employee for 99 max{mum of 80 hours for
hours of annual regular pay in a pay perfod.
leave (19 hours
more than a
regular biweekiy
perfod).
40, Charge a Same as above, X X
full -time
empioyee for 99
hours of sick
leave,
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with effective controls wiil handie the transactions

Automat -} Automat-
Reject (niCut back fcally fcally
Print certain to Process | compute | adjust
Nature of test Purpose or expianation error circun- {allowablejwi{thout | correct {eave
transactfons of test transaction Reject | message stances [maxfmum {cut back{ amount records
41, Charge a Same as above. Total hours of X X
tfull =time work and l{eave cannot exceed
empioyee for 80 80 {n a pay period.
hours of reguiar
pay and 80 hours
of annuail leave
{n the same pay
period,
42, Charge a To determ{ne whether the X
fuil <time system flags m{lltary leave in
employee for excess of 120 hours, Federal
enough hours of regulations state that an
mil ftary leave employee cannot charge more
to exceed 120 than 120 hours to mil {tary
hours totai. leave (n a pay year. Because
there are certafn exceptions
(such as duty {n the District
of Columbfa Natfonal Guard)
which permit mtiitary leave to
exceed 120 hours the
vi-278




TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with effect{ve controls wi{ll handie the transactions

annual jeave
payment to a
separated
employee In
excess of annual
leave balance,

system approprfately excludes
excess annual leave In a
tump -sum leave payment.

Automat~ {Automat~
Reject in|Cut back fcally fcally
Print certaln to Process | compute {adjust
Nature of test Purpose or explanation error circum- {alliowablejw{thout | correct leave
transactions of test transaction Reject | message stances ([maximum jcut back| amount records
42, cont'd system should alert payroili
clerks to the excess but
should not reject or cut back
the transaction,
43, Make a lump-sum To determine whether the X X
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TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with

effect{ve controils wil handle the transactions

Automat-~} Automat-

Reject (nlCut back fcalily fcally
Print certain to Process | compute | adjust
Nature of test Purpose or explanation error circum-~ |3llowable|without } correct leave
transactfons of test transaction Reject Imessage stances |Imaximum |cut back} amount records
44, Pay a GS To determine whether the X
part-time system correctly accrues
empioyee for 32 annual and sfck leave for
hours of regular part-time employees, For each
pay. 20 hours worked, a part time
employee recefves 1 hour of
sick leave, If (n leave
category 4, an employee needs
20 hours of work to earn 1
hour of annual leave; (f (n
leave category 6, the employee
needs 15 hours worked to earn
1 hour of annual leave; and if
fn leave category 8, the
employee needs 10 hours worked
to earn 1 hour of annuail
leave,
V1 -280
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APPENDIX VII

Control Objectives
And Techniques



CONTROL OBJECTIVES AND TECHNIQUES
FOR MAINTAINING GENERAL LEDGER ACCOUNTS
AND FOR REPORTING THE FINANC]AL RESULTS OF
PROGRAM AND ADMIN|STRATIVE OPERAT IONS AND THE
FINANCIAL STATUS OF APPROPRIATED FUNDS AND
OTHER RESQURCES

Vil-1



1.

CONTROL OBJECT I VES

Agency transactions should be authortzed pursuant
to laws, regulatfons, and management pol fcy.

CONTROL TECHNIQUES

a, Laws, regulatfons, and management pol fcy are
readfly avaflable to agency officfals and
staff, GAO, and Inspector general audftors for
review,

b. Documented management-approved procedures for
fni{tiating, reviewing, approving, and
prepar fng transactfons,

C. Per fod fc {nspectfon of used crfitical forms for
proper completfon and authorized sfgnature,

d. Executfve management approval for each of
certain types of transactfons (such as
re fmbursements of unusually large amounts or,
capital expenditures),

e, Use of standard prenumbered critfcal forms and
accountabil ity for such forms.

fo Perfodfc tnternal audft of required
author fzations,

g. Procedures exfst to assure compl fance with
Prompt Payment Act,

h, Procedures exfst to take avaflable dfscounts
If economical ly advantageous to the
government,

f, Some type of fnternal document Is used to
record an overpayment at the tfme the overpay-
ment fs dfscovered,

Je Laws and polfcy are documented and communf-
cated throughout the agency,

Vil <2



CONTROL OBJECTIVES CONTROL TECHNIQUES
2. MAdjustments should be authorfzed In accordance a. Prenumbered and controlled standard forms
wi{th management!s cr(teria, requiring specfffc approval,

b. Separate personnel to fnvestigate the need for
and to fntfate adjustments,

c. Ctlear statements of criterfa and polictes for
adjustments Includfng types ailowed, and

author fzatfon required,

d. Documented procedures for processing
ad jusitments,

e, Supervisory review of adjustments,

f. Regular reporting and perfodic analyses of
trends fn amounts and types of adjustment,

g. Independent review (including fnternal aud(t)
to determfne that adjusitments contafn proper
approval,

he Author fzatfon of adjustment forms by a
spec{f fed manager tn absence of, or In
contrad fctfon of, establ ished written
pol fcles,

fo Routfne preparation of standard!zed adjustment
regfsters combfned with exceptfon reporting of
ad justments over a stated amount,

Je Written approval of all account dfstributfon
ad justments by a speciffed executive or

supervfsor,

vil-3
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4.

CONTROL OBJECTIVES

Transactfons should be recorded fn the accounts

durfng the perfod fn which they are f{ncurred.

Respons{bfl fty should be specifically assigned and
appropriately separated to assure transactions are

processed [n accordance wf{th management's
requirements,

Vil -4

Q.

Ca

CONTROL TECHN JQUES

Management pol fcy gufdance providing that,
--returns must be approved before
acceptance,
~-—cred ft memos be based on fncoming fnspec-
tfon reports and receiving reports, and
~-that certain amounts be approved by
destgnated officials,
W ftten agency pol fcy fdentifying the events
or cfrcumstances for recognfzfng trans-
actions, conforming to the princi-
ples and standards prescribed by the
Comptroi ler General,

Prenumbered, and control led and/or standard
critical forms to document transactfons,

Documented processing, cutoff, and
perfod -endclosing schedules and procedures,

Mafntenance of lfogs at fnput document
recefving locatfons,

Forms desfgnated to facil ftate processing,

Establ fshed procedures for recording,
safeguarding, and promptly depositing cash
recefpts,

All cash sales recorded fn cash register at
time of sale,
All cash sales reported dafly,

Central mafl room that |fsts fncomfng cash
ftems for subsequent reconcfl fatfon to
deposits by an employee who {s fndependent of

the cash recefpts and account/loans recefvable

functions,



4.

Cont{nued

CONTROL OBJECTIJVES

Vil -5

b.

Ce

e,

CONTROL TECHNIQUES

The mafl opening and |fsting of collectfons
are checked or supervised by a responsible
offictal,

Segregation of dutfes between those who handie
and | {st cash recefpts and those responsfble
for posting customer remf{ttances to fndividual
customer accounts, and posting cash receipts
to general ledger accounts,

Prices on sales Invoices are checked to
approved price |ists or other management
determinatfons of prices by persons other than
those who prepare the fnvofces or are fnvolved
fn the sales functions.

The accounting system documentatfon reflects
the assfignments of respons{bfl fty for each
organfzatfon fnvolved In the transaction,
Responsibfl ity within an organifzation Is
further del fneated by functfons which provide
for a separatfon of dutles,

Transactfon documents are fndependently
checked perlodfcally agafnst accountfng
records and the reasons for any unrecorded
transact fons are determfned,

Closely supervised central recefving locatfons
that are separate from shipping, purchasing,
and storage functions,

Detafled compar fson of goods recefved to a
copy of the purchase order,

Independent checks on the accuracy of
account fng records through period!fc physical
count, weight, or other measurement,



CONTROL OBJECTIVES

4a, Subd fvisfons of fund authorizations for
budgetary control purposes should be
establ fshed at the highest practical tevel,
be consfstent with assignments of responsf-
bfltty, and be |fmfted fn the number of those
necessary for effective control,

5. Transactfons are recorded fn the proper amount,

Vit -6

Ce

d.

€.

CONTROL TECHNIQUES

Written agency adminfstrative controt of funds
regulatfon approved by OMB,

Listing by title or position of findividuals
charged with responsitbfl ity for adminfstrative
control of funds, to include the specific
responsib!l ftfes of each,

Al totment and suballotment procedures
documented,

Reference to prior or related transactfons for
conformity,

Val fdatfon tests to verify postings to detatl
accounts.

Pertodic reconctling of subsidiaries, external
statements (such as from banks or credftors)
and control accounts,

Each reconcfl fatfon fs reviewed and approved
by a responsitble offlictal,

Conf trmation of balances with third partfes
(such as debtors, creditors, or custodfans of
fnvestments),

Perfod fc reviews of methods and formulas used
for accruals, write-offs, amortizations, etc.

Management has establ fshed speciffc written
criterfa in the pricing of goods and services
to be furnished,

Perfodfc review of pricing gufdence Is made,
and changes are authorfzed by management,

Prices and ftems not covered by pol fcy
guldance must be approved by management,

Integrated cost accounting system for
collecting and distritbuting cost related to
the furnishing of goods and services,



5.

Cont fnued

CONTROL OBJECTIVES

Vii -7

me
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P.

Je

Fe

Se

CONTROL TECHNIQUES

Shipping logs are mafntafned |fsting each
shipment sequentfaliy by order number, At the
end of each accounting perfod, the orders
recefved and orders shipped are reconciled
with the orders fn backiog.

Reconc il fatfon of sales ledger balances tfo
accounts recefvable and cash sales journals on
a regulariy scheduled basis,

Reference to obl fgatfon records to assure that
the lfabfl fty conforms to the establ fshed
obl fgation,

References to recefving report(s) to assure
that the goods or services were recelfved and
were accepted,

val fdatfon tests to verify posting to detafl
accounts,

Pertodic reconcil fng of substdtarfes, externat
statements (such as from banks or credftors)
and control accounts,

Each reconcil fatfon revfewaed and approved by
respons ftble off fcfal,

Conf frmatfon of balances with third partfes
(such as debtors, credftors, or custodians of
fnvestments),

Per fod fc revfews of methods and formulas used
for accruals, write-offs, amorttzations, etc.



6.

CONTROL OBJECTIVES

Al}l transactions must be recorded fn the accounts
promptiy and accurately,

Vil -8

Ce

€.

O,

CONTROL TECHNIQUES

Prenumbered standard forms and accountabil fty
for such forms.

Documented processing, cutoff, and perfod
closing procedures,

Standard journal entry regfster to assure that
all required journal entrles were prepared,

Prenumbered journal entry forms and related
accountabfl ity for all numbers each perfod.

Supervisory review of processing documents
with source documents and reported results,

Perfod fc refootings of registers and journals.
Programmed ed fts to assure accuracy of data.

Batch total fng and loggfng of fnput documents,
and reconci{l ing batch fotals to output,

Review and follow-up of suspense ffles of
rejected data.

Reconcii ing manual ly determined control totals
to recorded results,

Prenumbered transmf{ttal sl {ps,
Transmfttal logs.

Recipfent ver{f{catfon that data transmitted
agrees wi{th transmfttal sl fip,

Recipfient acknowledges to the orfgfnator that
transmfttals were recefved,

Program or processing controls to prevent or
detect duplfcate posting of a transaction,



6a.

CONTROL OBJECT}VES

All violations of the Anti-Deficfency Act (RS
3679) or nonstatutory | fmfitatfons Imposed by
the agency, regardless of amount, should be
reported Immedfately upon dfscovery,

7. Assets, records, and prenumbered (or otherwise
controlled) blank forms and documents should be
safeguarded agafnst waste and misuse,

Vit -9

P.

a.

d.

a,

CONTROL TECHNJQUES

Written codlIng fnstructfons,

Perfod fc review of "open" ftems, (such as
comm {‘tments, undel fvered orders, advances, or
payables,) To determine those outstandfng for
unreasonable perfods of time and reasons
thereof,

Procedures should spectfy the who, what, and
where of reporting,

The responsibfl ftfes of each posfttfon with
regard to fnvestigatfons, reporting, and
following up on violatfons are documented,

Provide for fmmedfate reporting of violatfons
through the Director of the Offfce of
Management and Budget to the Presifdent and the
Congress.,

Only authorfzed personnel have access to
records, assets, confrolled blank forms and
documents, and processing areas,

Records of quantities and physical focations

are kept,

Perfodfc physfcal fnventorfes of assets and
controlled forms, and reconcil fation to
controis,

Use of security devices, safes, locked
cabfnets, etc,

Author fzat fon procedures to remove assets,
records, controlled forms, etc., from
premises,

Exam{natfon of waste and salvage materi{al
prfor to disposal.



CONTROL OBJECT}VES

7a. Unliquidated obl fgatfons should be reviewed

pertfodfcaliy.

8. Amounts disbursed are for the proper amounts,

-9, Reports, fncludfing cathode ray tube (CRT) dis-
plays, should be designed and produced to meet the

needs of all parties served by the system,

a.

Ce.

CONTROL TECHNIQUES

Par fod fc fnventory of obl fgatfons performed
and document files reconciled to related
lfstings and reports,

All unlfqufdated obl fgatfons are supported by - .. -

source documents,

Responsibil ittes for annual sectfon 1311
certification of unlfqufdated obl fgatfons fs
documented,

Procedures to take avaflable discounts ff
economically advantageous to the government,

Reference to accounts payable or obl fgation
records to assure that the disbursement
conforms to the establ fshed | fabfifty or
obl fgatifon,

Ver If icatfon of Invofced or vouchered
quantities, prices, and terms by reference to
the purchase or travel order, receiving report
and related documents prfor to dfsbursement
(or within prescribed time | Imits after
dfsbursement in the case of fast pay), and
documentation of the ver(ficatfon,

ver(f {cation of extensfons and footfngs of
fnvofces and vouchers, and documentatfon
Thereof.

Vouchers approved by a desfgnated certifying
of f fcer,

A lfisting of all users of financfal
fnformatfon fs mafntained.

The Information required by each user has been
fdent ff fed.



CONTROL OBJECT}VES

-9, Continued

10. Relevant disclosure data should be gathered and
reflected fn the financtal reports,

vii-n

Ce

d.

e,

a,

Ce

e,

CONTROL TECHNIQUES

Report formats are mafntafned showfng how each
user's need Is to be met or fs befng met. The
user's concurrence with the report format Is
obtafned and on ff{le.

Responstbfl fty fs assigned for keeping current
on changing requfrements from external
sources,

W ftten Instructtfons contain the pol fcfes and
procedures for {nttfating and approving
request for ffnancfal Informatfon.

Perfodfc revfews to ensure the reportst
continued usefulness,

Early fdentificatfon of each supplemental
dIsclosure made by reference to prior reports,
review of the new Comptroller General
decisfons, establ fshed requirements, and
discussfons with legal counsel, audftors,
agency management, and others,

Asstgnment of responsibflfty for gathering
required data to specific individuals,

Sample reports reflecting fllustrative data
elements for headings, captions, dates, etc.

W ftten commentary on signfficant varfations
from prior perfod and deviatfons from
management's plans and budgets.

Revtew of disclosure data by knowledgeable
personnel ,



CONTROL OBJECT}VES

11, Reports should be prepared accurately and
promptly, prepared on a consistent basts, and
fafriy present the {nformatfon reported,

12. Reports should be delfvered timely In accordance
with external requirements or dates agreed to by
report users,

Vit =12

a.

CONTROL TECHNIQUES

Documented pol fcies and standard journal
preparatton of all financial reports.

Detafled procedures and standard journal
entries for updating the accounts and records
prfor to preparing the reports,

Preparation of reports by desfgnated
fndfviduals knowledgeabie of the reporting
requirements,

Listing of reports mainfatned by recipfent and
due date,

Establ fshed procedures for checking reported
tnformatifon to source documentation and
ver{fyfng clerical accuracy by an f{ndfvidual
who did not acttvely participate In gathering
or summar fzing the underiying data,

Approved cutoff dates establ {shed and
commun fcated throughout the agency,

Reports produced from fnformatfon matntafned
fn the accounting system,

Reporting schedule and due date mafntained,

Responstbil {ty assigned to fnd{vidual for
report dfstributifon,



CONTROL OBJECT}VES

13. Access to reports and other financfal f{nformattfon

should be permitted only fn accordance with
management pol fctes,

14, The account structure and class{ficatfon coding
should enable the accumulatfon and recordfng of
all transactfons fn all categorfes required by

both internal and external! managers.

vii-13

b.

Ce

d.

CONTROL TECHNIQUES

Control tisting of reports maintained and
checkoff of reports as tssued,

Classifted and nonclassified materfal main-
+atned fn accordance with written policfes and
procedures approved by management,

Des ignated personne! assigned to assure
compl fance with management Instructions.

Control areas are establ ished and restrfcted
to authorfzed personnel,

Reports, ffles, and other records secured fn
approprlate safekeeping devices and off-site
backup storage of critfcal materfals
mafntatned.

A wrftten chart of accounts with a descriptfon
of each account fs mafntafned. This Includes
a listing and description of all subsfdtary
accounts,

Class{fication codes pupllshed fn agency
manuals,

Descriptfon of books of origfnal entry ts
kept.,

wrftten procedures exfst for requesting and
approving changes to the accounts and coding
structure,
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PAYROLL CYCLE

CONTROL OBJECT} VE - CONTROL TECHNIQUE
1. Additfons, deletfons, and other changes In a. ldentiticatfon of the organfzational structure or
employment status are val {d and conform with functfions to be served by the system,
personnel ceflings and other applicable
cr(terfa, b. Identtficatfon of the locatfon and organfzatfonal
levels where source documents wi{ll orfginate and

be maintalined,

¢. Documentatifon describing how the agency acquires

employees,
2. Compensatfon rates, leave accrual, and payroll a, W (tten documentation as to how payroll
deductions should be author{zed by management, deductions are author{zed, changed, or canceled
law, regulatfon, or the employee, as {s avaflable and current, (6 GAO 18,0, 18,1)*

appropr {ate.
b. Agency pay scales and leave procedures are

publ! ished,

c. Documentation of how step or mer{t rafses are
awarded s avaflable and current,

d. Leave accrual rates are properly determ{ned and
applfed, (6 GAO 20.6)

e. All non-statutory deductfons and allotments or
assignments of pay are authorf{zed (n wr{ting by
the employee, (6 GAO 18.0)

f. Statutory deductfons for fncome taxes are
supported by a cert(ficatfon by each employee of
the number of exemptfons clafmed, (6 GAO 18.1)

g. The authorfzatton form for each type of deductfon
or allotment contafns sufficfent {nformation to
establ fsh the deductfon and enable proper payment
of amounts deducted. (6 GAO 18,0, 18.1)

* Tttie 6, GAO Pol fcy and Procedures Manual for h. All changes or cancellatfons of an author{zation
Gutdance of Federal Agencfes, Sectfon 18. are made In wri{ting by the employee (except for
employee separations., (6 GAO 18.1)

Vit =15
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CONTROL OBJECTVE

Adjustments to payroll d{sbursements, employee
acounts, leave accounts, and account distribu-
tfon should be authorf{zed {n accordance with
management cri{terfa, law, and regulation,

Payrolt and leave processing procedures should
be establ shed and mafntafned In accordance with
management cr(terfa.

PAYROLL CYCLE

CONTROL TECHN | QUE

f. All authorf{zation documents are maintafned in
current f{les to support each deductfon, (6 GAO

18. 1)

J« Regulatfons have been establfshed for the collec-
t1fon of erroneous payments and are readfly
avaflable In some form, (6 GAO 18.1)

k. Controls are in place for the following types of
transact{ons,

~--The granting and paying of differentfals and
al lowances to employees statf{oned at foreign
posts, (6 GAO 7, 21.1)

--Quarters and other services provided cfv(lfan
employees, (6 GAO 21.2)

-Entitlement to leave ratfons (6 GAO 20.6)

|l The approprf{ate provisfons of the Fafr Labor
Standards Act are {mplemented. (6 GAO 13)

Correctfons of data fn officfal records are approved
by an appropri{ate {ndividual. (6 GAO 20.10)

a, Conf{rmatfon of the un{form(ty of procedures in
--process{ng pay, leave, and
al lowances,
-—seporting time and attendence,
--comput{ng pay and allowance,
--mai{ntaining records, and
—other payroll related operatfons (6 GAO 7
and 15)
b. Process flow charts and narratfves descrf{be flow
of (nformation through the system,

c. Planned methods for testing the logfc and
rel fabfl ity of the system are described,

vil-16



CONTROL OBJECTIVE

5« Only transactfons that meet management criterfa
should be approved,

PAYROLL CYCLE

d.

8.

da

VIE-17

CONTROL TECHN | QUE

Procedures exfst for correcting errors fn a
timely manner, (6 GAO 20, 10)

Procedures exist for review of leave records of
employees terminating employment, and for

ad justment of pay for unearned advanced |leave,
accumulated leave, and leave ratfon credfted fn
the pay records. (6 GAO 20.6)

Reasonable cutoff dates are establ fshed for
payrol | processing and payment of the payrol!,
(6 GAO 16.5, 17.2, 19

Procedures exf{st for payment of employees durfng
emergency evacuatfon, (6 GAO 24)

A listing or outline of the subsidfary records
that provide fnformatfon needed to comply with
prescrtbed requirements of other agencies and

for management purposes Is avaflable. (6 GAO

18,3, 20.1)

Procedures exfst for accrual of personal serv-
fces costs between the end of the pay perfod and
month-end for accounting and reporting purposes,

Feedback fs provided to personne! of common data
elements which are compared between the two sys-
tems and confl icts are resolved, (6 GAO 17.0)

Aufhorlzlng'documenfs must be signed by desfg-
nated officfals, (6 GAO 16.3, 17.0, 17.2, 20.4)

Supervi{sors approve leave taken and certify the
time and attendence (T&As) reports. (6 GAD
17.2, 20.3, 20.4)



6.

7.

CONTROL OBJECTIVE

Each payroil related disbursement of cash should
be based upon proper computatfon, be accurately
prepared, be approprtately authorfzed, and be
certifled,

Access to personnel, payroll, and dfsbursement
records; crf{tical forms; processing areas; and
processing procedures should be permitted only
fn accordance with management's criteria,

PAYROLL CYCLE

3.

b.

S,

CONTROL TECHNIQUE

Transactlons recorded (n the pay, leave, and
al lowance records are adequately supported by
properly authorfzed documents, (6 GAO 17,0)

Employees are not permftted to approve or cer-
tify thefr own T&As or thefr own leave (unless
specifically authorfzed fn writing by the head
of the agency or his destfgnee), (6 GAD 17.2)

Des fgnated employees, who have no part In
preparfng the payroll, maintain T&As,
(6 GAO 17.2)

Offfctals who sign authorfzing or certifying
documents are not permitted to participate fn
the preparattfon of the payroll., (6 GAO-9, 16.3)

Files are maintalined to accumulate the authorfz-
fng pay, l!eave, and allowance documents for each
fndividual, (6 GAD 20)

Document retentfon schedules are {n accordance
with GAO approved ffscal records program and GSA
retentfon schedule, (6 GAO 17.2, 23)

Controls are provided to prevent unauthor{zed
use of blank mfl{tary pay records and docu-
ments, (6 GAO 20.2)

Responsib!l {ty for carrying out the vartious
functions pertaining to pay, leave, and allow-
ances have been clearly assfgned to specific
organfzatfonal segments., (6 GAO 8)

The functfons of cash payment and recefpt of
checks and bonds from the dfsbursing offfce and
thefr delivery or mafling to payee are performed
by desfgnated persons who do not have other

payroll responstbtlftfes, (6 GAOQ 16.4, 16.6)



CONTROL OBJECTVE

8. Leave and labor should be accurately and
properly reported.

-9, Amounts due to, or on behalf of employees should
be accurateiy and promptiy classiffed,
summarfzed, and reported,

PAYROLL CYCLE

e,

b.

vi1 <19

CONTROL TECHN I QUE

Responstbil fty for asstgned dutfes and functions
have been approprifately segregated. (6 GAO-9)

Employees engaged fn preparation and maintenance
of documents authorf{zfng or evidencing payments
do not service their own fndfvidual pay

account, (6 GAO 16,1)

Provisfon [s made for compl fance with the
Privacy Act of 1974, (6 GAO 25)

The T&A record shows
—--duty hours and number of hours, of duty,
and
—-the nature and length of absences (exact
t+fmes {f less than one day) (6 GAO 17.2)
A leave record (s matntafned for each employee,
(6 GAO 20.6)

Leave records show amounts earned and used, and
the balance avaflable by type of leave, (6 GAO
20,6)

For civiltan employees, absences and leave taken
are supported by a sfigned or inftialed
appl fcatfon, (6 GAO 17.2)

Overtime reported [s approved fn writing prtor
to its occurrence. (6 GAO 17,2)

Subsid fary payroll accounts or records are mafn-
tafned to provide detafled data on payroll
deductfons,

Retfrement records are mafntafned fn conformance
with Off fce of Personnel Management requfre-
ments, (6 GAO 18.3)



PAYROLL CYCLE
CONTROL OBJECTHVE CONTROL TECHNJQUE

¢, U.S. savings bonds record {ncludes the amount
deducted, purchases, refunds, and unappl fed bal ~
ances for each employee, (6 GAO 18.3)

d. Health benef{t records show the number of em-
ployees and the deductfon and agency contribu-
tfon by each enrol Iment code,

(6 GAO 18.3)

10. Payroil dfsbursements and payroll <elated a, Amounts deducted or contrfbuted by the agency
ad justments should be accurately and are pafd to the applicable payee. (6 GAQ 18.3)
promptly classftffed, summarized, and
reported, b. The system provides for the prompt recordfng and

collection of fndebtedness due to erroneous pay
ments, (6 GAO 18.1)

Ce. The system contalins provisfon for ensuring the
order of precedence for deductfons Is fol lowed
fn accordance with 6 GAO 18.4,

d. Ad justments to payroll accounts are approved by
supervfsors and contaln a justificatfon for the

ad justment,

11. Compensatfon for tabor services, payrol! a. A record s mafntained for every Individual,
dfsbursements, and related adjusiments should be showing the pay, leave, allowances, deductions,
accurately applted to the proper employees! and al lotments to which the fndfvidual fs
accounts and related subsfdfary ledger accounts, ent(tied and payments that have been made. (6

GAO 20)

b. The above record provides for f{nformatfon
necessary to:

--properly pay each fndfvidual,

--meet budgeting and reporting requirements,

~-ostabl fsh a permanent record of the actfons
taken,

—compute the amount and distributfon of the
doliar pool for mer(+ pay employees,

vii-20



CONTROL OBJECT I VE

12. Leave and amounts due to, or on behatf of,
employees and the accounting dfstributfon of
such amounts should be computed accurately.

PAYROLL CYCLE

Ce

de

€.

vii-21

CONTROL TECHN | QUE

Amounts due mfl ftary members from prfor per fods
are checked against prfor-perfod records before
payment. (6 GAQ 20.2)

Controls are provided over the entitlements to
specfal pay (mflitary). (6 GAO 20.,2)

Pifecework, attendance, and leave data which af-
fect the computation of pay are properiy con-
sfdered fn the pay process to prevent Inappro-
priate payments. (6 GAO 17.2)

Payments for reserve mfl{tary training sessfons
are made on the basfs of documents authorfzing
the sessfons and properly certiffed attendance
records, (6 GAO 20.4)

Accumulated leave balances of employees frans-
ferring between organfzatfons are supported by
signed reports from the transferrifng agency,
(6 GAO 20.6)

Leave advances are properly supported and within
amounts legal ly permfssible,
(6 GAO 20.6)

Each leave record Is reviewed at the begfnning
of the leave year, and all amounts In excess of
statutory | fimfts are reduced.

(6 GAO 20,6, 20.8)

Controils are fn place to assure recefpt and
accuracy of documents to be used fn payroll
computatfons, processing, recordfng, and
reporting.



CONTROL OBJECT I VE

13, Journal entrf{es for amounts due to employees,

payrol | disbursements, and related adjustments
should be prepared each accounting perfod, The
obl {gatfon of these amounts should also be
promptly | fquidated,

14, Payroll journal entrfes should summarfze and

class{fy econom{c activitfes In accordance w{th
management!s plan,

15. Payrol! data, [ncludfing tax (nformation,

employee holdings, and reiated retirement
fnformatfon, should be accurately and promptiy
reported.,

PAYROLL CYCLE

a.

Vit -22

CONTROL TECHNIQUE

A descriptfon of the controls (both during the
fiscal year and at fiscal year-end) to ensure
that employee's salary, benef(ts and allowances,
and employer's contributfons are charged to the
appl fcable appropriatfon of fund, (6 GAO 21.22)

Standard forms with preprinted account ti{tles
are used for recurring entrtes,

An automated payroll system which automatically
produces and df{strfbutes dlrect labor cost (s
fnstalled.

Payrol | amounts are classified as expended
appropr fatfons at the same time as cost s
dfstributed,

A clear explanatfon descr(bes how payroll data
{s summar{zed for recording fn the general
{edger accounts,

Preprinted forms for recurring journal entrfes
are used,

A checkl st [s maintained of entries to be made
on a recurring baslis,

Documentatfon which describes accounts and thefr
contents f{s current and avallable,

A 1{sting exfsts by t{tie and form number of re-
curring payroll reports which {ncludes the fre-
quency, purpose, and perfod covered by each
report,

Samples exfst of each payroll report, showing
fltustrative data elements and pro-forma data,
(6 GAO 18,3 and 20:)



CONTROL OBJECTIVE

16. Recorded balances of leave, payroll, and related
accounts should be perfodically substantiated
and evaluated,

PAYROLL CYCLE

C.

a,

C.

€.

Vii-23

CONTROL TECHNQUE

Employees recefve wr{tten notice of all changes
fn pay except those which are governmentwide fn
scope, (6 GAD 17.1)

Employees are furnfshed annual tax withholding
statements which agree with the total with-
held (6 GAO 18,3, 20.1)

A partfcular element (n the files can be traced
backward to the source and forward to the report

Aud It trafls enable tracing recorded data to:

--authorfzing documents,

~-documents supporting attendance and leave
data,

~~deduct fon, allotment, and assignment docu
ments, and

~~the source documents, records, accounts,
and reports,

Each fndividual retirement account balance fs
perfodically reconcfled with the total shown on
the earnings record, The total of all balances
must agree with the control account,

Savings bond records of unappl fed balances are
periodically reconcfilted to the control account.

fmounts recorded on f{ndfvidual pay records are
reconcfled quarteriy to the control account,
(6 GAO 20.1)

The ptlanned methods for testing the logic and
rel fabfl ity of the system are described,

}f the system has already been tested, then
--the results have been evaluated, and
—fdentif fed problems have been corrected,
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APPENDIX VIII APPENDIX VIII

EXAMPLE OF CONTROL OBJECTIVES AND CONTROL
TECHNIQUES DEVELOPED. BASED ON THE REQUIREMENTS
SET IN LEGISLATION THAT AUTHORIZED A SPECIFIC
PROGRAM

Appendix VIII presents the control objectives and techniques related to the Comptroller General's
accounting principles and standards as presented in GAO's Policy and Procedures Manual for Guidance of Federal
Agencies (titles 2 through 8). 1In addition to the Comptroller General's accounting principles and standards,
agency accounting systems must also satisfy the specific criteria for authorizing use of federal resources
included in the individual laws that authorize individual federal programs like the Social Security
Administration's 014 Age, Survivors, and Disability Insurance Program, Agriculture's Farm Products Price
Support Program. and Veterans Administration's Compensation and Pension Programs. Control objectives and
control te¢hniques have to be developed for each program, based on the enabling legislation, so the operations
of the accounting system that supports each program can be reviewed and evaluated in terms of the specific
requirements in the appropriate statutes. Agencies should have developed control objectives and techniques
for the programs they are responsible for as part of their work under the Federal Managers' Financial
Integrity Act of 1982. If an agency has developéd control objectives and techniques for its programs, then
the audit staff reviewing its accounting system(s) should only have to review and evaluate the control
objectives and techniques for completeness. If the agency has not developed control objectives and techniques
for its programs, then the audit staff reviewing its accounting system(s) must develop control objectives and
techniques for the agency's programs based on the laws that authorized the programs. This appendix presents
control objectives and techniques, for the Veterans Administration's Compensation and Pension Programs as an
example.




CONTROL OBJECTIVES

AUTHORIZATION OF

BENEFIT PAYMENTS

1.

Award eligibility requirements
should be established and
maintained in accordance with
current laws. regulations, and
management policy.

Information and methods used
to publicize the C&P programs
should be authorized in

accordance with laws, regula-
tions, and management policy.

CONTROL OBJECTIVES AND TECHNIQUES

FOR SPECIFIC STATUTORY

REQUIREMENTS FOR THE VETERANS

ADMINISTRATION'S COMPENSATION AND

PENSION (C&P) PROGRAMS

CONTROL TECHNIQUES

Written statements of proces-
sing policies and procedures
prepared by appropriate man-
agement staff detailing eli-
gibility guidelines and
criteria.

Clear statement of criteria
for award requests.

Detailed written eligibility
requirements used in the
claims processing cycle are
approved by management.

C&P program information pro-
vided by public is approved
by management.

Management approved publicity
methods.

VIII-2

RISKS RESULTING FROM FAILURE TO

ACHIEVE CONTROL OBJECTIVES

Unauthorized awards may be
made.

Eligible claimants may be
denied benefits.

Eligible claimants may not
apply for benefits.

Ineligible claimants may
apply for benefits.

Unauthorized publicity may
occur,




CONTROL OBJECTIVES

Claims processing procedures
should be established and
maintained in accordance with
laws, regulations, and manage-
ment policy, as well as pro-
perly communicated to
operating personnel.

3.a.

CONTROL TECHNIQUES

Clear statement of proce-
dures, such as policy
manuals, procedure manuals,
training routines, and
supervisory requirements.

Periodic verification of the
required management and user
approvals of new procedures
and changes in procedures.

Periodic verification of re-
quired supervisory approvals
for reassignment of responsi-
bilities, changes in forms,
and changes in filing
systems.

periodic verification of
tests, approvals, and
documentation of changes to
computer program.

Periodic comparison of actual
processing procedures and
documentation, and
authorizations for computer
programs.

Internal review of computer

system operations and
computer program changes.

VIII-3

RI

SKS RESULTING FROM FAILURE TO

ACHIEVE CONTROL OBJECTIVES

The section/unit may be re-
organized and personnel as-
signed in ways that reduce
separation of duties.

Procedures may be implemented
that circumvent existing
internal control techniques.

Computer programs may be
modified to circumvent
controls.

Flow of information may be
altered to withhold data from
personnel entitled to receive
it or to provide data to
unauthorized personnel.

Claims may be processed
incorrectly or by the wrong
person(s).



CONTROL OBJECTIVES

Procedures and requirements
for accessing, correcting and
updating data base management
systems (DBMS) should be
established and maintained in
accordance with management
policy.

ECONOMY, EFFICIENCY,

AND EFFECTIVENESS

1.

C&P program results should be
in accordance with laws. regu-
lations, and management policy
and plans.

CONTROL TECHNIQUES

Segregation of responsibiliti
ties and restriction of
access, For example,
segregation of computer
programming and documentation
activities and computer
processing activities:
limiting on-line access to
computer files through the
use of passwords- terminal
locks, or data base
management system facilities.

Signature files for
authorized personnel.

Documented procedures for
monitoring and reviewing
program results.

Periodic management reviews
of program results.

Periodic audits of program
results.

Quality control reviews.
Alternative claims processing

procedures are periodically
considered.

VIII-4

RISKS RESULTING FROM FAILURE TO

ACHIEVE CONTROL OBJECTIVES

Unauthorized personnel may
misuse or alter records to
the detriment of the Veterans
Administration.

Ineligible veterans and their
survivors or dependents may
benefit from the C&P
programs.

Excessive costs may be incur-
red in operating the claims
processing and reporting
systems.

Adverse publicity.



RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

CONTROL OBJECTIVES CONTROL TECHNIQUES

C&P program operations should
be economical and efficient.

Procedures used to review,
process, and report C&P awards
and related transactions
should be economical and
efficient

TRANSACTION
PROCESSING

1.

Pending claims for compensa-
tion, death and indemnity com-
pensation (DIC), or pension
benefits should only be estab-
lished based on the submission
by an eligible veteran,
surviving spouse. child or
dependent parent, or a
specific claim in the form
prescribed by the VA.

Comparisons of C&P claims
processing costs to those of
similar federal programs.

Up-to-date computer systems.

Forms are designed to
expedite processing.

Elimination of unnecessary
clerical steps.

Accurate determination and

reporting of claims
processing costs.

Documented procedures for
initiating claims.

Proper application or claim
form.

VIII-5

1.a.

b.

Improper claims may be
established.

Eligible claims may be
denied,



2.

CONTROL OBJECTIVES

A compensation claim should
only be established for a per-
son who meets the basic va
eligibility requirements.

Veterans —~ Claim should only
be established for a veteran
whose service was terminated
under conditions other than
dishonorable.

Survivors - Death compensation
or DIC claim should only be

CONTROL TECHNIQUES

Inspection of application or
claim form for proper
completion and signature.

Management designation of
certain individuals to
establish claims.

Limiting access to computer
based files or data through
the use of DBMS facilities or
through passwords or physical
controls over on-line
terminals.

Close supervision of employ-
ees and files by supervisory
personnel,

Documented procedures for the

preparation, review, and
approval of benefit requests.

VIII-6

RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

Claims for benefits that do
not meet established criteria
may be approved.

Eligible benefit claims may
be denied.



CONTROL OBJECTIVES

established for eligible sur-
vivors of veterans who died in
the line of duty from service-—
connected causes. not the re-
sult of willful misconduct, or
who died after release from
active duty service termina-
ting under conditions other
than honorable conditions.

A compensation award should be
established only for a veteran
whose request meets estab-
lished eligibility criteria,
such as for a veteran who has
a service—-connected
disability.

An approved rating decision
should be required for a vet-
eran before compensation
benefits are provided.

Disability reevaluations for
veterans receiving compensa-
tion benefits should be peri-
odically scheduled to assess
their continuing eligibility.

CONTROL TECHNIQUES

Documented procedures for the
preparation, review, and
approval of benefit request
based on eligibility
requirements.

Documented rating procedures
for reviewing and approving
disability claims.

Signature files for
authorized personnel.

Authorized approval
signatures on rating-board
forms.

Documented procedures for
establishing reevaluations.

Notification and follow-up

procedures to assure
reevaluations are performed.

VIiiIi-7

RISKS RESULTING FROM FAILURE TO

ACHIEVE CONTROL OBJECTIVES

3.a. Compensation awards that do

not meet eligibility require-
ments may be approved.

Eligible compensation awards
may be denied.

Benefits may be approved for
disbursement without appro-
priate supporting documents.

Incorrect benefits may be
approved for disbursement.



. RISKS RESULTING FROM FAILURE TO
CONTROL OBJECTIVES CONTROL TECHNIQUES ACHIEVE CONTROL OBJECTIVES

¢. Rating-board decisions.
d. Recomputation of benefits.

e. Supervisory review and

approval.
Survivor's death compensation 6.a. Documented procedures for the 6.a. Benefits authorized for
or DIC should be established preparation, review, and payment to ineligible
only for a person whose rela- approval of benefit requests. individuals.
tionship to the veteran meets
VA requirements for surviving b. Documentary evidence to b. Eligible individuals may be
spouse, children, or dependent support entitlement. denied benefits.
parent.
c. Documentary evidence to

Service-connected death support election of DIC.
--Death compensation claim

should be established only d. Supervisory review of

if the veteran's service- processing results.

connected death occured
before January 1, 1957.
--DIC claim should be
established only if the
veteran's service-connected
death occurred either on or
after” January 1, 1957, or
beéfore January 1, 1957, and
‘the eligible claimant
elected to receive DIC in
lieu of death compensation.

Non-service connected death
--DIC claim should be
established only for a

VIII-8



CONTROL OBJECTIVES

surviving spouse or child of
a totally service-connected
disabled veteran whose death
was not the result of such
disability provided that (1)
the death was not due to
willful misconduct and (2)
the veteran was receiving or
entitled to receive
compensation for a
service-connected disability
that was continuously rated
as totally disabling.

Disability pension claims
should only be established for
a person who meets the basic
VA eligibility requirements.

Veteran's disability pension
claim should only be
established for a veteran who:

--has served at least 90 days
during one or more periods
of war,

--was discharged from service
under conditions other than
dishonorable, or

--meets the applicable family
income and net worth
requirements.

CONTROL TECHNIQUES

RISKS RESULTING FROM FAILURE TO

See item 2,

p. VIII-6.

VIII-9

ACHIEVE CONTROL OBJECTIVES

See item 2, p. VIII-6.



CONTROL OBJECTIVES

Surivior's death pension claim
should only be established for
an eligible surviving spouse
or child because of the
veteran's nonservice-connected
death provided that:

--the veteran served at least
90 days during one or more
periods of war, or

--the veteran died in active
service and had completed at
least two years honorable
military, naval, or air
service, and

--the surviving spouse or
child meets the applicable
income or net worth
reguirements.

Disability pension award 8.
should be established only for

a veteran whose request meets
established eligibility/

entitlement criteria. For

example, the veteran must be

permanently and totally

disabled

-—from a nonservice-connected
disability not resulting
from the veteran's willful
misconduct,

CONTROL TECHNIQUES

See item 3, p. VIII-7.

VIII-10

RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

See item 3, p. VIII-7.



10.

1.

CONTROL OBJECTIVES

--by having attained age 65,

--by having become
unemployable after age 65,
or

-—-due to discharge or release
from wartime service of less
than 90 days because of
service-connected
disability.

An approved rating decision
should be required of the
veteran before disability
pension benefits are provided.

Survivor's death pension claim
should be established only for
a person whose relationship to
the veteran meets VA
requirements for either
surviving spouse or

child.

Survivor's death pension claim
should be established for a
surviving spouse or child of a
veteran who has less than 90
days wartime service but at
the time of death was receiv-
ing or entitled to receive
compensation or retired pay
for a service-connected
disability resulting from
wartime service.

9.

10.

1.

CONTROL TECHNIQUES

See item 4, p. VIII-7.

See item 6, p. VIII-8.

See item 6, p. VIII-S8.

VIII-11

RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

9. See item 4, p., VIII-7.

10. See item 6, p. VIII-8.

11. See item 6, p. VIII-8.



CONTROL OBJECTIVES

Compensation benefit amounts

payable

12. An approved request should be 12.
required before benefits are
provided.

13. Monthly disability compensa- 13.

tion benefits for veterans
should be established in ac-
cordance with approved rate
tables which are based on the
veteran's disability
evaluation.

RISKS RESULTING FROM FAILURE TO

CONTROL TECHNIQUES

Documented procedures for
the preparation, review,
and approval of benefit
requests.

12.

Established procedures for
the preparation of benefit
disbursements and related
forms.

Segregation of duties.

Supervisory reviews and
approvals.

Management reviews.

Audits of approved benefit
payments.

Established procedures for
the composition of award
amounts and related
approvals.

13.

Management designation of
individuals authorized to
initiate benefit amounts
(access to "target
system" ).

VIII-12

ACHIEVE CONTROL OBJECTIVES

a. Wrong amount of funds may
be disbursed.

b. Funds may be distributed
fraudulently.

c. Duplicate benefit payments
may be made.

d. Benefits may be disbursed
without appropriate
supporting documents.

Benefit disbursements may
be recorded inaccurately
or not recorded at all.

Incorrect benefits may be
approved for disbursement.



RISKS RESULTING FROM FAILU ]

CONTROL OBJECTIVES CONTROL TECHNIQUES ACHIEVE CONTROL OBJECTIVES

c. Supervisory review of
benefit amount calcula-
tions and processing
results.

d. Management review and
approval of large or
unusual award amounts.

14. Current awards of compensation 14, a. Management policies for
benefits to veterans should be assessment of ongoing 14. Incorrect benefits may be
increased, reduced, or discon- awards. disbursed.
tinued based on changes in the
veteran's disability evalua- b. Rating board decisions on
tions and changes in marital reevaluations and compar-
or dependency status. ison of award amounts to

approved rates.

c. bocumentary evidence to
support entitlement.

d. Supervisory review of
benefit applications and
processing results.

e. Management review and
approval of changes or
unusual processing
results.

f. Audit of processing
results.

VIII-13



i5.

16.

17.

CONTROL OBJECTIVES

Compensation benefits payable 15.
to the veteran should be in-
creased by an additional al-
lowance for dependents or de-
pendent parent(s) provided the
veteran's disability is evalu-
ated at 30 percent or more.
Amounts due to the veteran for
compensation benefits should
be increased by an additional
allowance if the veteran's
spouse is either in a nursing
home or requires regular aid
and attendance, provided the
veteran's disability is
evaluated at 30 percent or
more.

Compensation benefits payable 16.
to the veteran should be

offset or reduced by the

benefit amounts received from

other federal programs such as

military retirement pay,

severance pay, federal

employeés compensation act

benefits, as well as by active

service pay.

Documented policies and 17.
procedures for reducing

benefits when veterans are

hospitalized at government

expense.

CONTROL TECHNIQUES

pocumented problems and
procedures for additional
allowances.

Rating policy decisions on
reevaluations.

Comparison of award
amounts to approved rates.

Documentary evidence to
support entitlement.

Supervisory review of
benefit calculations and
processing results.

Documented policies and
procedures for precluding
payment of concurrent
benefits for the same
disability.

Supervisory review of
benefit calculations and
processing results,

Documented policies and
procedures for reducing
benefits when veterans are
hospitalized at government
expense.

VIII-14

RISKS RESULTING FROM FAILURE

TO

ACHIEVE CONTROL OBJECTIVES

15. Same as 14.

16. Same as 14.

17. Same as 14.



18.

19.

CONTROL OBJECTIVES

Monthly survivors death 18.
compensation benefits for an
eligible surviving spouse,
child (children), or dependent
parent(s) should be
established in accordance with
prescribed rate tables.
Monthly survivors DIC benefits
for a surviving spouse should
be established at prescribed
rates based upon the deceased
veteran's pay grade.

Monthly survivors DIC benefits
for dependent children should
be established in accordance
with prescribed rate tables if
there is no surviving spouse
entitled.

Monthly survivors DIC benefits
for ‘depéendent parents should
be established in accordance
with approved rate schedules
which are subject to annual
income limitations.

Current awards of survivor's 19.
death compensation or DIC

benefits should be increased,

reduced, or discontinued based

on changes in income and/or

marital or dependency status.

b.

RISKS RESULTING FROM FAILURE TO

CONTROL TECHNIQUES

‘Comparisons of awarded
rates to tables of amounts
of reduced rates.

Same as 17. 18.
Annual eligibility

questionnaire.

Same as item 14, except 19.

for rating board
decisions.

VIII-15

ACHIEVE CONTROL

OBJECTIVES

Same as 14.

Same as 14.



RISKS RESULTING FROM FAILURE TO
CONTROL OBJECTIVES CONTROL TECHNIQUES ACHIEVE CONTROL OBJECTIVES

20. Survivor's death compensation 20. Same as 19. 20. Same as 19.
benefits otherwise payable
should be increased by an
additional allowance if either

-—-a surviving spouse or de-
pendent parent(s) is/are in
a nursing home or requires
regular aid and attendance,
or

~-dependent children are
residing with a surviving
spouse.

Survivor's DIC amounts
otherwise due should be
increased by an additional
allowance if

--a surviving spouse is either
housebound, in a nursing
home, or requires regular
aid and attendance;

--a 'suriviving spouse has one
or more dependent children
.or helpless children of the
deceased veteran; or

—-a dependent parent is either
in a nursing home or
requires regular aid and
attendance.

VIII-16




21.

22.

CONTROL OBJECTIVES

Survivor's DIC benefits 21,
otherwise payable to a
surviving spouse or children
as a result of the veteran's
nonservice-connected death
should be offset or reduced by
the amount of money received
and the fair market value of
any property received from a
judicial or administrative
proceeding, settlement, or
compromise.

Compensation and DIC benefits 22
payable should be reduced to
the prescribed rate, or
apportioned to dependents, for
any beneficiary imprisoned in
a federal, state, or local
penal institution as a result
of conviction of a felony
beginning 61 days after
imprisonment begins and ending
when imprisonment ends.

Pension benefit amounts payable

23.

24.

An approved request should be 23.
required before benefits are
provided.

Pension benefits payable to
veterans should be established 24.
in accordance with the maximum

CONTROL TECHNIQUES

a. Documented policies and
procedures for reducing or
suspending and
subseqguently resuming
benefits payabe to
surviving spouse or
children due to the
veteran's
nonservice-connected
death.

b. Supervisory review of
benefit calculations and
processing results.

a. Documented policies and
procedures for reducing
and subsequently resuming
benefits payable to
veterans or survivors who
are imprisoned due to a
felony conviction.

b. Supervisory review of
benefit calculations and
processing results.

C. Annual eligibility
questionnaire.

See item 12, p. VIII-12.

See item 17, p. VIII-14.

VIII-17

RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

21. Same as 14.

22, Same as 14.

23. See item 12, p. VIII-12.

24. Incorrect benefits may be
disbursed.



25.

26.

CONTROL OBJECTIVES

amounts set forth in the
prescribed rate tables and
reduced by the countable
income of the veteran, spouse,
and dependent children, where
applicable.

Pension benefits payable, 25.
including the household rate,
to veterans having neither
spouse nor child should be
reduced to a specific amount
effective the first of either
(1) the third month after
admission to a VA domiciliary,
(2) the fourth month after
admission to a VA medical
facility or nursing home, or
(3) the seventh month after
admission to a VA hospital.

Pension benefits payable to
veterans at the aid and
attendance rate will be
reduced to the household rate
at the end of the month
follewing admission to a vA
institution.

Current awards of pension 26.
benefits payable to veterans

should be increased, reduced,

or discontinued based upon

changes in income and marital

or dependency status.

CONTROL TECHNIQUES

See item 17, p. VIII-14.

a. See item 17, p. VIII-14
except for review board
decisions on reevluations.

b. Annual eligibility
questionnaire.

VIII-18

RISKS RESULTING FROM FAILURE TO
ACHIEVE CONTROL OBJECTIVES

25. Same as 24.

26. Same as 24.



RISKS RESULTING FROM FAILURE TO
CONTROL OBJECTIVES CONTROL TECHNIQUES ACHIEVE CONTROL OBJECTIVES

27. Death pension benefits payable 27. See item 14, p. VIII-13. 27. sSame as 24.
to survivors should be
established in accordance with
the maximum rates set forth in
prescribed rate tables and
reduced by the countable
income of the surviving spouse
and/or dependent children, as

applicable.
28. Current awards of death 28. a. See item 14, p. VIII-13 28. Same as 24.
pension benefits payable to except for rating board
survivors should be increased, decisions on
reduced, or discontinued based reevaluations.
upon changes in income or
dependency status. b. Annual income
questionnaire.
29. Pension benefits should be 29. Ssame as 24.
discontinued, or apportioned 29. a. Documented policies and
to dependents, for any procedures for
beneficiary imprisoned in a discontinuing or
federal, state, or local penal apportioning and
institution as a result of a subsequently resuming
conviction of a felony or benefits payable to
misdemeanor beginning 61 days incarcerated veterans or
after imprisonment begins and survivors,

ending when imprisonment ends.

b. Supervisory review of
benefit applications and
processing results.

Compensation, DIC, and pension

benenfit amounts payable c. Annual eligibility
questionnaire.
30. Compensation or pension 30. Same as 24.
benefits payable to a veteran 30. a. Documented policies and
who is rated incompetent by procedures for reducing,
the VA due to mental illness, discontinuing, and

resuming benefits payable

VIII-19 .



31.

32.

CONTROL OBJECTIVES

who has neither dependent
spouse, child, nor parent, and
who is hospitalized by the VA
at government expense should
be reduced or discontinued in
accordance with VA
regulations.

Pension, compensation, or DIC 31.
benefits should not be

authorized after a child has

elected to receive VA

educational assistance (38 USC

35) or if the child is totally

supported in an educational

program at federal government

expense.

The effective dates of 32.
compensation, DIC, and pension

awards, changes in awards, and
discontinuances of awards

should be established in

accordance with prescribed

regulations and policies.

RISKS RESULTING FROM FAILURE TO

CONTROL TECHNIQUES

to veterans rated
incompetent by the VA.

Supervisory review of
benefit calculations and
processing results.

Documented policies and 31.
procedures for precluding

the payment of benefits to

dependent children who are

receiving VA educational

assistance.

Supervisory review of
benefit calculations and
processing results.

Annual eligibility
questionnaire.

Documented policies and 32.
procedures for reviewing
and approving benefit

applications.
Documentary evidence to
support effective
entitlement areas.

Supervisory review of
processing results.

Quality control reviews.
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ACHIEVE CONTROL

OBJECTIVES

Same as 24.

Same as 24.



33. Amounts due for compensation,

CONTROL OBJECTIVES

DIC, and pension benefits
should be accurately and
promptly reported.

CLASSIFICATION

1.

Claim transactions and
adjustments should be
summarized each period and
classified for reporting in
accordance with payment
policies.

Reports should be prepared
accurately and promptly, and
on a consistent basis that

33.

CONTROL TECHNIQUES

Annual eligibility
questionnaire.

Limited access to data
files.

Review of benefit payment
calculations.

Supervisory review of
processing and reporting
results.

Defined reporting
procedures.

Trained personnel,

Management review of
program results.

Quality control of program
results.

Defined processing
procedures.

Processing schedule
timetable.
Supervisory and management

reviews of reports.
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33.

1.

RISKS RESULTING FROM FAILU‘

ACHIEVE CONTROL OBJECTIVES

a.

b.

Same as 24.

Unreported benefit
payments.

Program reports may be
misstated due to incor-
rectly coded transactions,
improper processing cutoff
dates, and omitted or
duplicate claim
transactions.



CONTROL OBJECTIVES

adequately presents the
information the reports pur-~
port to display.

Recorded balances of
compensation and pension
benefits payable, as well as
adjustments, should be
periodically substantiated and
evaluated.

PHYSICAL SAFEGUARDS

1.

Access to compensation and
pension claim files, records,
and critical forms should be
adequately controlled and per-
mitted only in accordance with
management policy. Also, ac-
cess to processing areas and
processing procedures should
be permitted only in accord-
ance with management's cri-
teria to preclude the unau-
thorized establishment of, or

CONTROL TECHNIQUES

Automated program
reporting system,

Policy should provide the
procedures and the
organizational structure,
and/or other instructions
that describe how the
substantiations and
evaluations should be
performed.

Comparison of recorded
amounts with subsequent

transactions and predicted

amounts.

Quality control reviews.

Clear statements of
criteria and policies.

Segregation of
responsibilities.

Restriction of access to
the data base such as

limiting on-line access to
computer files through the
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2.

1.

RISKS RESULTING FROM FAILURE T

ACHIEVE CONTROL OBJECTIVES

c. Budgetary controls may be
weakened.

Errors or omissions may go
undetected or uncorrected.

a. Records may be destroyed
or lost.

b. Unauthorized personnel ma
misuse or alter records t
the detriment of the VA.



RISKS RESULTING FROM FAILURE TO

CONTROL OBJECTIVES CONTROL TECHNIQUES ACHIEVE CONTROL OBJECTIVES
changes made to claims and use of passwords, terminal
benefit payments. locks, or data base man-

agement systems
facilitates.

d. Periodic internal
compliance audits.

e. Signature files for
authorized personnel.

f. Provisions for reasonable
protection against compro-
mise of records in data
processing facilities.
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