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PREFACE 

Sun Tzu and Information WaoCare contains papers submitted by 
authors in response to an open international research competition 
sponsored by the Information Resources Management College, 
National Defense University and funded by the National Defense 
University Foundation. Papers published in this collection 
include winners of the 1995 and 1996 competitions. The 
purpose of the competition is to stimulate innovative thought on 
the oft debated subject of information warfare (IW). (See the 
back pages of this volume or h t tp : / /www.ndu.edu for further 
information regarding the purpose, eligibility, and evaluation 
criteria of the Sun Tzu Award.) 

As a discrete subject, information warfare has received 
increasing attention from politicians, scientists, academics, 
futurists, military strategists, warfighters, logisticians, and the 
media. Much of this increased attention revolves around salient 
issues including: 

• definition of information warfare--establishing conceptual 
and operational boundaries. 
• legal environment for information age conflict 
• doctrinal issues and force structure implications 
• organizational implications--DOD, Federal and private 
sector 
• new environments for security affairs and conflict 
• relationship with the l~evoludon in Military Affairs 
(gMA) 
• changing political and social milieus 
• National Information Infrastructure (Nil) and 
infrastructure security--implications for strategic vulnerability 
• national policy guidance---the vacuum 
• the defense planning process in the information age 
• "mapping" cyberspace 
• the impact of the information age on the intelligence 
community 
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• historical evolution of  I W  
• non-linearity, complexity, and chaos theory 
links to the information age. 

conceptual 

The papers contained in this collection address several of the 
issue areas mentioned above, providing innovative and 
provocative thought to foster a continuing dialogue between 
interested parties who have interest in infornlation warfare as an 
integral part of national security strategy. The 1996 winners 
of the Sun Tzu Award include "Knowledge Strategies: Balancing 
Ends, Ways, and Means in the Information Age," by LTC 
William Fast, which describes the effects of information age 
technologies on United States values, national interests, security 
policy, and how the ends, ways, and means paradigm must adapt 
to information age warfare. Matthew Devost, Brian Houghton,  
and Neil Pollard, in "Information Terrorism: Can You Trust 
Your Toaster?" present a futuristic information warfare scenario 
and an information terror typology which illustrates the lethality 
of  information terrorism attacks. "The Silicon Spear: An 
Assessment of Information-Based Warfare and U.S. National 
Security," by Charles Everett, Moss Dewindt,  and Shane 
McDade,  provides a retrospective and prospective review of 
information-based warfare in a national security context and 
within the context of the next revolution in military affairs. In 
a well-documented paper recognized in an honorable mention 
category, Colonel Brian Fredericks summarizes information 
warfare at the three-year mark with the admonition: Where  do 
we go from here? 

Winners of the 1995 award include Dr. John Miller's paper 
"Information Warfare: Issues and Perspectives," which reviews 
the elusiveness of the concept of information warfare. His 
discussion ranges from a narrowly defined context of  information 
warfare focused on military operations to a much broader 
discussion of information warfare as an offshoot of the 
information revolution. In "A Chapter Not Yet Writ ten,"  
Colonel Adolph Carlson grounds his discussion of information 
management and the challenge of  battle in case studies from the 
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Civil War (The Case of Fitz John Porter) and tile Persian Gulf 
War  (The Case of  General Fredrick Franks) to illustrate the 
enduring issues of  decision making under pressure in 
information-rich and -poor environments. Lastly, LTC Steven 
G. Fox, USA examines the "Unintended Consequences of  Joint 
Digitization" including a discussion of  the potential for merging 
the operational and tactical levels of war, diminishing a 
commander 's  prerogatives, and increasing the fragility of the 
force. 

Papers selected for the Sun Tzu Award were selected using 
a formalized peer review process. Reviewers selected winning 
submissions on the basis of  originality, innovativeness, and 
potential contribution to national security policy and strategy 
development. Particular emphasis was given to the grounding of 
the author's thesis in history and projecting implications for 
future conflict scenarios. 

Please note that papers contained in this collection were 
submitted as part of an academic endeavor and should be viewed 
within an academic context. These essays represent the views of 
the individual authors and do not necessarily reflect the official 
opinion of the Information Resources Management College, the 
National Defense University, or the Department of  Defense. 

Special thanks are due to Dr. Daniel Kuehl of  the School of  
Information Warfare and Strategy, NDU, for his continued 
efforts as a reviewer, and to Captain Gina Oliver, USAF, for her 
efforts to assemble this document into a coherent whole. 

Dr. Robert  E. Neilson 
Editor 
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C) KNOWLEDGE STRATEGIES: 
Balancing Ends, Ways, and Means in tke 

Information Age 

Lieutenant Colonel William R. Fast 
U.S. Army 

ABSTRACT:  Information age technologies are changing values a n d  
national interests, b o t h  of  which drive the formulation of  national 
security Strategy. The strategy equals ends plus ways plus means paradigm 
must change~ Information age knowledge strategy seeks the ends of  
cooperative and dynamic competition, uses the ways of  network node 
control and organizational adaptation, and requires the resource means 
o f  va lued information enhanced by experience in exploiting that 
information. A successful information age security strategy requires that 
w e  balance the ends, ways, and means of  knowledge strategies. !Whether 
we use the political, economic, military, or informational elements o f  
national power, we serve our strategic ends best when we cooperate to 
shape robust information networks that promote dynamic competition 
and enhance mutual performance both in the public and private sectors. 
Further, we must control network nodes and communications links and 
secure our information resources. The security and integrity o f  our 
cyberspace must be considered an important, if not vital national 
interest. 
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Introduction 
As we enter a new technological age, devising the proper 
national security strategy can have a profound effect on the 
outcome of  war. There is no better example than the French 
approach after Wor ld  War  I. During the interwar period from 
1919 to 1939, France formulated a weak and vulnerable strategy 
of forward defense, driven by her obsession with the methodical 
battle technique perfected at the end of Wor ld  War  I. On 10 
May 1940, the world watched with horror as Germany, with far 
fewer resources, successfully invaded the Low Countries and 
Northern France. Germany had made the fight strategic choices; 
her blitzkrieg concept of warfighting took full advantage of  the 
mechanization of warfare. 1 While  France was mired in an older 
strategy, Gernlany was energized by emerging technology to 
develop a bold offensive strategy. 

Today, man's ways of making war are changing again 
because of new information age technologies. Wha t  can we do 
today to avoid repeating the French debacle? In War and Anti- 
War, Alvin and Heidi Tomer  argue that we need to formulate a 
capstone concept of  knowledge strategy to effectively take 
advantage of these information age technologies. 2 In other 
words, we need to understand the ends, ways, and means of 
information age strategy. 

Change introduced by the information age is arguably greater 
than that which faced the post-World War  I nations. 3 
Moreover, knowledge strategy encompasses more than the 
military element of  power. Knowledge strategy must also 
address the political and economic aspects of power, which 
become even more useful in the information age. Further, the 
extent to which we allow our organizational structures and social 
patterns to change will determine the success of  knowledge 
strategy. 

This paper describes the effects of  information age 
technologies on our values and national interests, both of which 
drive the formulation of security strategy. It also explains how 
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the ends, ways, and means paradigm of  strategy must  adapt to the 
emergence  o f  information age warfare. 4 Finally, this analysis 
postulates a f r amework  for formulat ing knowledge  strategies, s 

Changing Values and National Interests 
values 
The information age brings a new level o f  personalization to our  
world that changes the value of  consumer  products and services. 
W h e n  order ing a new car, computer ,  or even new suit o f  
c lothes,  we  can customize the item to our  needs,  desires, and 
even our  own physical measurements .  W h i l e  our  personal 
buy ing  habits have always character ized us as individuals, n o w  
the vendor  can easily capture our  unique  preferences on bits o f  
digital information. The  value added to a product  cus tomized to 
personal preference is the value of  knowledge.  N o  longer  do we 
have to accept the statistical norm.  6 W e  have come to expect  
and receive personalized products  and services. W e  value 
personalization. N o w  the information-based marke t  can tap this 
added value. 

Americans also value their  rights as individuals. The  
information age promotes  and enhances these rights by 
e m p o w e r i n g  the individual. Unl ike  television and radio, 
information age digital communica t ions  allow on -demand  
p r o g r a m m i n g - - w e  simply have to ask explicitly for what  we  
wan t  and when  we want  it. W i t h  a compute r  terminal and 
telephone modem,  an individual can trade shares any t ime o f  the 
day on any o f  the world 's  major  stock exchanges.  
Te lecommunica t ions  and virtual reality technologies  make  it 
possible for doctors at the Mayo Clinic to perform surgery on 
patients in any part o f  the world.  In sum, the information age 
empowers  individuals with access, mobility,  and the ability to 
effect change anywhere, instantaneously. This is what  makes the 
information age so different from the past. 7 

T h e  value that we place on personalization and individual 
rights affects our  wor ld  view and our expectations o f  nat ion-  
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states. Single-issue politics forces our  government  to act on 
problems that are important  to a few but often secondary to the 
majority. For example,  the narrow interests of  lobbyists have a 
disproportionate impact on legislation passed by the U.S. 
Congress. Knowledge  workers, arguably better informed in their  
na r row fields of  endeavor  than government  regulators, 
increasingly resent and even oppose government  intervention,  s 
They  use the words privatize, liberalize, and deregulate when  
advocating the rules for applying information age technologies to 
businesses. 9 W e  must be careful not  to politically disenfranchise 
these knowledge  workers  and their virtual communit ies .  1° 

Spurred by information age technologies,  our  lfighly 
personalized social and political processes have become  
in terconnected  and nonlinear,  making it difficult to distinguish 
cause from effect and effect from cause. W e  have created more  
nodes of  power  and influence. Our  cyber-future will feature 
direct  participation by the individual as opposed to group 
representation,  n As a result, the relevance of  authority and 
sovereignty have diminished. 12 This is not  bad. In 1787, James 
Madison said: "To  give information to people is the most  
certain and the most  legitimate engine of  government .  ''13 Yet  
harnessing the power  o f  that engine is the challenge of  
knowledge  strategy. H o w  do we define national interests and 
objectives, the ends of  strategy, in the information age? 

National Interests 
As its value increases within our global economy,  information is 
fast becoming  a strategic national asset. Natural  resources 
(minerals, oil, etc.), long the strength of  a growing industrial 
e c o n o m y ,  are becoming  less important.  This is because 
information-based economies  place more  importance on 
intellectual capital and intellectual labor than on material capital 
and physical labor. 14 In addition, the computers  that manipulate  
this infomaation are potential first-strike targets. Most o f  our  $6 
trillion domestic economy depends upon our  125 million 
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computers tied together by land- and sateUite-based 
communications, is Protecting this infrastructure must now be 
considered as a primary security objective. 

We have already witnessed the growth of national economic 
partnerships. An example is the partnership of American 
Airlines, MCI, and Citibank. Travel on American Airlines, 
phone calls on MCI, and charges on Citibank's credit card now 
earn free American Airlines trips for tile user. t6 Through 
networking, the information age will -allow more international 
economic alliances as well. The paradox is that networked 
economic alliances decrease the sovereignty of  the nation-state. 
W h e n  the exchange of value occurs by electronic transmission 
rather than the transfer of  products, trade policies become less 
important than the location of the network nodes. 17 
Governments that take the lead in understanding and building 
networks will gain enormous comparative advantages. TM Thus, 
pursuit of  economic well-being and prosperity take on new 
pronfinence in the information age. 

Similarly, the information age elevates the importance of 
political interests over security interests. Information age 
technologies can seriously erode totalitarian regimes. The 
political change in Central and Eastern Europe from 1989 to 
1991 was not the aftermath of war, but the result of  peaceful 
movements for individual rights, democracy, and better 
economic conditions. 19 Encouraging the nations and peoples of 
the world to value human rights and democratic principles 
becomes easier with the lnternet and direct broadcast television. 
In addition, political alliances become easier to maintain as 
common understanding replaces chaotic misunderstanding. The 
Clinton administration has understood this shift. One objective 
of Clinton's National Security Strategy is the enlargement of  the 
community of democratic states committed to free markets and 
respect for human rights. 2° Clearly, information age technologies 
are tools of  preventive diplomacy; they can help promote 
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democracy and human rights in those states where we have the 
greatest concerns for stability and security. 

Thus, the information age has changed the nature of  our 
economic and political interests and impacted on our national 
security interests. During the Cold War, concerns for power 
balance drove our economic policies and diplomatic relations. 
It was a zero-sum game. Trade sanctions, embargoes, and 
prohibitions on exporting critical wartime technologies severely 
distorted our economic policies. At times, we supported nations 
despite their politics or stand on human rights so long as they 
didn't embrace communism. Uiflike the Cold War  era, political 
and economic interdependency in the information age requires 
cooperation and the open exchange of knowledge. 21 W e  now 
play in a non-zero-sum game where win-win outcomes are not 
only expected but are required for democracies and 
information-based economies to flourish. 

Morethan 2,300 years ago, the ancient Chinese strategist Sun 
Tzu appreciated values, interests, and the rational comparison of 
power. Before launching a military campaign, he said that the 
temple council should compare unity on the homefront and the 
morale of the army with that of the enemy. He also understood 
the inevitable economic burdens that war laid upon the people. = 
So it is today. Understanding shifts in our values, interests, and 
in the relative importance of the elements of  power helps us 
understand why the ends, ways, and means paradigm of national 
security strategy must change in the information age. 

Changing the Ends, Ways, and Means Model of Strategy 
The ends, ways, and means paradigm posits that strategy equals ends 
plus ways plus means. Ends are expressed as national objectives 
drawn from national values and interests. Ways are courses of 
action to achieve ends. Means are the resources (manpower, 
materiel, money, forces, logistics, etc.) required to support each 
course of action. Unless ends, ways, and means are compatible 
and in balance, the strategy will be at risk. And the greater the 
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imbalance, the greater the risk. 23 The inforn~ation age changes 
all three elements of  the strategy equation. 

Ends 
In the information age, national objectives (ends), other than the 
protection of the national information infrastructure, are not 
easily identifiable. Clearly, the emergence of global economic 
networks delink national corporations from national markets and 
turn them multinational. For example, profits from the sale of  
a new Boeing 777 aircraft find their way into countries 
worldwide. Boeing is a broker in the global economic network, 
buying materials and components worldwide, basing its 
acquisitions on price, availability, quality and any other number 
of  factors. In effect, Boeing attempts to optimize its entire 
operation globally. As it does so, it pays little attention to 
national allegiance. In such an environment, governmental 
influence over Boeing's purchases becomes problematic. Then 
the implications of  a power struggle between government and 
industry are very real. 24 

Economic security and prosperity in the information age are 
functions of a kind of equality between nations and firms. The 
more firms act internationally, as in the Boeing example, the less 
they can be held to national accountability. Walter Wriston 
asserts that "Capital will go where it is wanted and stay where 
it is well treated. ''2s Multinational firms play one nation-state 
against the other as they seek the greatest profit. 2~ Now trade 
agreements among sovereign nations are really inadequate when 
they don't  include the concerns of global business 
organizations. 27 The North American Free Trade Agreement and 
the European Union are recent attempts of nations to achieve 
competitive equality with the growing multinational economic 
networks. Yet, in a global information age economy, it will be 
futile for sovereign states to attempt to cut off and control even 
part of the world market. 2s The organizing principles for the 
analysis of power have changed. Multinational firms anticipate 
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events and react quickly in global markets.  But governments ,  
whose  policies are geographically bound,  react more  slowly. 29 
Power  in the information age depends more  on the ability to 
influence access and in terconnect ion than on the capacity to 
enforce borders. It follows that the ends of  our  national security 
strategy will depend  less on confrontat ion with opponents  and 
more on cooperation and trust among  competitors.  3° Moreover ,  
total agreement  on objectives within a globally l inked ne twork  
is virtually impossible. 

If  national economic  objectives can't  be achieved due to the 
emergen t  global and ne tworked  nature of  markets,  why not  
ignore global markets completely? Wel l ,  ignoring the 
networked global markets is risky business, if not  impossible, for 
either a nation-state or a business concern.  Each year since 
1965, the U.S. commercial sector has invested more  of  its dollars 
in research and development than has the Department of  Defense 
(DoD).  31 If  our military services are to preserve their 
technological  superiority over potential foes, they must  have 
access to these commercia l  products.  Similarly, individual 
businesses can afford nei ther  the enormous  costs nor  bear the 
high risks of  remaining on the leading edge of  all information 
age technologies.  Yet  they can' t  afford to miss a breakthrough 
that  could create new product  lines. W h e n  businesses share 
intellectual capital (knowledge)  through participation in global 
markets,  they avoid isolation from new technologies.  32 

Obviously ,  the ends of  our  strategy equation have become  
unclear,  since it may be difficult to achieve all desired national 
objectives in the globally ne tworked  information age. At best, 
a sovereign nation might  effectively pursue its interests only as 
it paradoxically subordinates those interests to the c o m m o n  
interests of  all ne tworked  partners. 33 

ways 
It is not  difficult to show how the ways of  security strategy 
change with the information age. For example,  information age 
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weapons  are equalizers. They  help small nations against large 
nations and favor the weak over  the strong. Examples include 
Stinger missiles used by the Mujahedin  against the Kussians and 
computer  viruses designed to invade  individual weapon systems 
or an entire defense compute r  ne twork .  34 H o w e v e r ,  the real 
problem lies in the fact that today's breakthrough technologies 
in electronics, compute r  systems, software, and 
telecommunications come from the commercia l  marketplace and 
are available to anyone in the world. Fur thermore ,  foes may use 
these technologies to their advantage wi thout  even resorting to 
military applications. 

In broadest  terms, information warfare is not  new.  It 
encompasses any hostile activity directed against our knowledge  
and belief systems. 35 Cyberwar, the newest subset o f  information 
warfare, needs no bat t lef ie ldmit  is fought  in cyberspace. 
Cyberspace includes information itself, the communica t ion  nets 
that  move  it, and the computers  that make  it useful. 36 
Cyberspace can be influenced and at times domina ted  by anyone 
possessing inexpensive computers  l inked into existing global 
communica t ion  nets. The  enemy may exploit global business 
organizations that produce cyber technology and determine  the 
patterns o f  change.  37 H e  may at tempt to propagate waves of  
data big enough to crash the ne twork  by overloading ne twork  
switches. 3s Cyberwar  operations can blind us electronically and 
may change  the definition of  what  is a hostile attack and what  
determines defeat. 39 

Under  the microscope o f  world  opinion formed by means of  
pervasive communication satellites, open warfare is no longer  an 
option for sovereign nations to pursue their national interests. 4° 
Cable  News  N e t w o r k  coverage can rapidly trigger a negative 
internat ional  response, as we have seen during the recent  wars 
in Somalia and Bosnia. Howeve r ,  the information age offers a 
more subtle approach- -waging  a quiet war in cyberspace where  
digital fingerprints are hard, if not  impossible, to trace. 4~ W h e n  
information warfare enters and uses public cyberspace, collateral 

11 



• Sml 1zl and hliermatlen Wallarc • 

damage may be significant. Banking, finance, 
te lecommunicat ions,  trade, travel, energy, and cultural systems 
are vulnerable. 42 Misinformation and disinformation campaigns 
are easily moun ted  and hard to defend against. Moreover ,  an 
adequate defense depends upon gathering, analyzing, and 
distributing intelligence to a flexible, ne tworked  interagency 
team .43 

So, the  information age introduces at least three new 
concepts hi the ways of  strategy. First, information age weapons 
are equalizers and can negate the military principle of  mass. 
Second, cyberwar needs no battlefield and therefore no specially 
trained military organization even civilians may participate. 
Finally, the initial offensive strike in a quiet cyberwar would  be 
hard to detect and to defend against. It is also impossible to 
limit the cyberwar battlespace to purely military networks.  

Another way of  assessing the changes in the ways of  strategy 
is to compare W o r l d  W ar  I and II warfare to information age 
warfare. Whereas  the world  wars used attrition ( W W  I) and 
maneuver  ( W W  II), information age war emphasizes control.  
Whereas  the world  wars a t tempted to exhaust ( W W  I) and 
annihilate ( W W  II), cyberwar seeks to paralyze. And  whereas 
the tools of  the world  wars were firepower weapons ( W W  I) 
and mechanization ( W W  II) produced in mass, the tools o f  
information war are l imited numbers of  inexpensive computers 
l inked via global communicat ion  sys tems#  

I'ltallS 
Knowledge as a resource is not  included in the current resource 
paradigm of  manpower ,  materiel, money,  forces, and l og i s t i c s .  45 

Knowledge ,  the "ammuni t ion"  of  information war, is 
inexhaustible.  Once  produced (at a cost), knowledge  can be 
used repeatedly -- it will not  disappear. In fact, it only increases! 
Digital knowledge  can be copied and never  missed. It can be 
given away but still kept. Digital knowledge  can be distributed 
instantly. It is non-linear; it defies the theory of  economy of  
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scale. 46 K n o w l e d g e  is the key e lement  o f  weal th in the 
information age. Compared  with industrial age manufactur ing,  
informat ion-based industries can produce  more  with fewer  
resources, less energy, and less labor. Product ion  runs of  one are 
possible and even economical  with intellectual capital 
(knowledge) encoded in software and used by smart machines.  47 
The result is an explosion of  personalized products and services. 4s 
Moreover ,  knowledge  to inform people, coded  as digital bits, 
can be turned  into audio, video, or even graphics-- i t  is 
"mediumless.  ''49 Manpower ,  materiel,  and forces, on the other  
hand, possess none o f  these characteristics. 

K n o w l e d g e  as a resource is often cheaper  than materiel.  It 
uses l imi ted m a n p o w e r  or forces and may require little or no 
logistics. Thus the information age opens the doors to the 
resource poor.  K n o w l e d g e  diffuses and redistributes power  to 
the weaker  actors. It redraws boundaries and time and space 
horizons. It enables organizations to open up. s° W h e n  it comes 
to balancing means with ends and ways, knowledge  as a resource 
offers an economical  solution. 

In sum,  it is difficult to apply the ends, ways, and means 

paradigm of  strategy to information age security. Unl ike  
traditional means, knowledge  is relatively cheap and easy to 
balance with ends and ways. Unlike conventional ways, cyberwar  
defies the military principle o f  mass. And its primary objectives 
are control  and paralysis. Unl ike  the clearly articulated ends of  
Co ld  W a r  secur i~  strategies, national objectives in a globally 
ne tworked information age are more  difficult to define and thus 
to aclfieve. Clearly, we  need  a n e w  f ramework  for formulat ing 
information age knowledge  strategies. 

A Framcwork for Formulating Knowledge Stratcgics 
W e  can formulate  knowledge  strategies only with an 
unders tanding of  the strategic env i ronment  of  the information 
age. W e  can characterize this environment through three central 
concepts:  cooperat ive and dynamic competi t ion,  the wisdom 
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pyramid, and the productivity paradox. Also important is an 
understanding of how the bureaucracies of the industrial age 
might transform into the cyberocracies of the information age. 
Finally, we must review the importance of information 
dominance in cyberwar. This background and understanding 
will enable us to develop a formula for knowledge strategy. 

Strategic Eivironment 
In Being Digital, Nicholas Negroponte proclaims with optimism 
that " the control bits of that digital future are more than ever 
before in the hands of the young. ''St This is a profound 
statement when you consider the relatively advanced age of 
those who are currently responsible for formulating knowledge 
strategies! Fortunately, commercial knowledge industries are at 
the forefront in formulating knowledge strategies; they can 
enlighten us on the characteristics of the strategic information 
age environment. 

The movement  of portions of the silicon chip industry from 
Northern California to Bangalore, India, is an example of the 
environment knowledge industries create. Historically, 
innovative entrepreneurs in the Silicon Valley in California have 
made our computer chips. Now it seems that much of this chip 
design and engineering has moved to Bangalore. The reason: 
Bangalore engineers work for $500 per month, compared with 
$15,000 per month for an engineer in the Silicon Valley. 
Further, it is no coincidence that Bangalore is also the center of 
the Indian atomic energy industry. As American firms pour 
money for computer chips into Bangalore, one must ask what 
this investment is doing for India's nuclear weapons program? 
Clearly, the ability of our government (or the government of 
India) to control such economic activity at the national level is 
in steady decline as the entrepreneurial net draws the entire 
world more closely together. ~2 

In a global information economy, the growth rates of 
individual countries should converge over time. As in the silicon 
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cifip example, India gains the newest, most innovative computer 
clfips while U.S. firms absorb all the costs and risks, s3 Moreover, 
such alliances could create new free markets. Cybernations 
consisting of many like-minded virtual companies with 
cyber-economies could emerge. Cultures that have vanished 
from the real world may yet be reborn in cyberspace. A 
network superpower may emerge, s4 Thus, the strategic 
environment of the information age equalizes competitors while 
creating a potential for international instability. 

Coopcrativc and Dynamic Competition 
Another lesson of the silicon chip industry is that knowledge 
industries today seek cooperative competition, a framework that 
simultaneously enhances mutual performance but shapes the form 
of  their competition. The United States could also pursue a 
strategy of cooperative competition in building global 
information age networks that would allow her to pursue her 
national objectives in concert with other nations. Most 
important, cooperative competition would allow us to shape the 
competition by controlling the protocols of these information 
networks.SS 

We  can become a strategic network broker, balancing 
competition and cooperation with other nations by controlling 
access to and participation in these networks. As the strategic 
broker, we would have the upper hand in formulating the rules 
for competition. Yet the fact that we cooperate with the nations 
of the world promises them benefits such as converging growth 
rates. All nations could compete for the location of high value 
economic activities. Within the U.S., cooperative competition 
would promote a healthy domestic environment of technological 
and organizational innovation. Government policy would not 
stifle but encourage and support industry to reach out and tap 
knowledge banks throughout the world. In the information age, 
an alternate strategy of isolation supported by policies to shelter 
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domestic industry (as experienced in the industrial age) could 
have disastrous consequences. 56 

Beyond cooperative competition, we also need dynamic 
competition: competition that allows new technologies to 
compete against and replace older technologies. In earlier times, 
dynamic competition gave us the automobile while the world 
was still looking for stronger horses (termed static competition). 
In the 1980s, dynamic competition transformed the computer 
industry from mainframes to mini and personal computers. It 
gave the U.S. world dominance in telecommunications, 
mircroelectronics, computer networking, and software 
applications. Significantly, American business and technological 
leadership created these vast new markets, not government 
oversight or policy making. 57 Through dynamic competition, we 
can further shape our competition and reap the greatest possible 
benefits from our information age economy. 

Wisdom Pyramid 
While  the information age equalizes competitors, the wisdom 
pyramid mitigates against instability. Visualize a pyramid with 
the base composed of raw data. Add the next layer and call it 
information that rises like cream to the top of the data. On top 
of information, lay down another layer called experience. Finally, 
cap the pyramid with wisdom. Each person is a product of  his or 
her own experience. Information, filtered up through that 
experience, creates wisdom at the top of the pyramid, ss So it is 
with nation-states. The data and information others gain 
through information age networks has real value only as it filters 
through real experience. More important, corporate knowledge 
embedded in teams---like NASA's team that put man on the 
moon--is  knowledge that none of the individual team members 
knows alone. 59 Embedded knowledge is hard, if not impossible, 
to steal. Thus our experience and social networks that develop 
and use information technologies are precious commodities. W e  
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can identify them as our strategic center of gravity in the 
information age environment. 

Preducllv~ Paradox 
Another precept of the information age is that useful applications 
of knowledge require adaptive organizations and processes. The 
productivity paradox says that, initially, organizations will insert 
new information technologies into existing organizational 
structures. These technologies will simply improve the speed 
and increase the efficiency of current processes. However,  to 
take full advantage of the technology, organizations need to 
change their processes and adapt their structures. 6° In this way, 
we tailor our knowledge to specifc applications and capture the 
value of  exchanged information. 61 

Information age military forces, evolving in their use of  
cyberspace, will follow the same path--first accommodating 
information technologies by incorporation, and next by 
reinventing their processes and adapting their organizational 
structures. 62 We  see technological incorporation in the Army's 
effort to digitize the battlefield. The objective today is to add 
"apphque" computers to combat vehicles to improve situational 
awareness. Yet true leveraging of computers depends less on 
improving situationM awareness in every combat vehicle and 
more on how the entire combat force reconfigures itself to 
exploit the knowledge gained through the added technology. 
Such reinventing exploits the exponential power of  information 
networks. 

Success in future wars will require armed forces with open, 
adaptable organizations that can react more quickly to changes 
than can the competition. 63 These organizations must easily 
reconfigure to fill specific needs, saving time and money in the 
process. Such open organizations are not wedded to any one 
operating system; they can rapidly incorporate new information 
age technology. Ultimately, they must be adaptable to the 
knowledge they use. 
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Cyberocracy 
Tide differences between a bureaucracy of the 20th century and 
a cyberocracy of the information age highlight the importance of 
organizational adaptation. Whereas bureancracy forces and often 
limits information flow through defined channels connecting 
discrete points, cyberocracy broadcasts large volumes of 
information among many interested parties. Whereas 
bureaucracy emphasizes the hard quantitative skills of 
programming and budgeting (like DoD's Planning, 
Programming, Budgeting and Execution System), cyberocracy 
emphasizes soft skills such as policy management and 
understanding culture and public opinion. Whereas bureaucracy 
observes traditional boundaries between public and private 
sectors, cyberocracy breaks across these boundaries and allows 
for mixing of public and private interests. Bureaucracies must 
transform into cyberocracies if the new techniques of the 
information age are to take hold. ~4 

A cyberocracy should have greater capability than a 
bureaucracy for dealing with the complex issues of an 
interconnected world. Yet to transform our organizations we 
must break the paradignl that establishes "big budgets" and "big 
staffs" as the basis of bureaucratic power. W e  must demonstrate 
the value of "big information" as the source of power in a 
cyberocracy. ~~ 

Information Dominance 
In hfotrends, Jessica Keyes notes that "Most organizations suffer 
from a proliferation of data that is either redundant or 
underutilized. These same organizations suffer from not 
recognizing the true value of their data. ' '~ Once the value of 
data is understood, knowledge derived from that data can be 
used offensively to increase an edge or defensively to reduce an 
edge held by an opponent. ~7 The ability to recognize the value 
of data and use this data to derive knowledge is the first step 
toward information dominance. 
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Information dominance  is achieved by transforming 
knowledge  into capability. It is the ability to identify the 
vulnerabilities and centers o f  gravity of  an enemy, or even a 
compet i tor  or customer. It is the capability to reshape 
organizations and revise strategies based upon a systematic 
analysis o f  the opponent.  6s For example, Federal Express 
(FedEx) won unchal lenged leadership in global express delivery 
services when it realized "that  information about the package is 
just as important as the package itself. ''69 Unders tanding that the 
cus tomer  cares about where  his or her package is at anytime, 
FedEx transformed its knowledge  of  bar coding, | land held 
computers, and global te lecommunicat ions into the capability to 
provide near real-time location information on every package in 
their possession. 7° 

Knowledge-based alliances that share resources and save costs 
can also propel technology to new heights while preserving 
competition. For example, IBM and Apple Computer  agreed in 
1991 to share knowledge  to create a new computer  operating 
system based upon object-oriented technology and desktop 
multimedia software. Such a venture was too costly for just one 
company to undertake.  71 Recogniz ing  strategic uses of  
information technology and leveraging intellectual capital, as in 
the cases of  FedEx, IBM, and Apple Computer  is truly in the 
realm of  strategic art. However ,  as we found with the 
productivity paradox, such success comes through process and 
structural changes within the organization. 72 

At the national strategic level, we  should build flexible 
organizations (cyberocracies) around information and intell igence 
processing, rather than around traditional functions and 
bureaucratic departments.  73 National information dominance  is 
achieved through the fusion of  all networks (similar to the fusion 
of  human, signals, electronic, and other kinds of  intell igence into 
all source intelligence). Offensively, national information 
networks can change the minds of  our adversaries if they are 
synchronized to carry specific but coordinated messages. TM 
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Defensively, a national information security strategy is required 
for the protection of our key information systems, to include 
dleir nodes, communications links, and data. The effort exceeds 
the responsibilities of the joint military services; critical 
information and networks belonging to all federal agencies, the 
private sector, and even our allies must as well be protected. 

A Formu51 for Kn0wlcdgc Strategy 
To this point, we have idene]_Ged several facets of the strate~c 
information age environment and cybercradc institutions that 
shape knowledge strategies. Before redefining the strategy 
paradigm, we must recall two additional characteristics of 
network theory: First, value is added only at nodes; second, the 
strength of networks comes from their redundancy, or multiple 
pathways between any two points. 

Consider our nation's interstate highway network and how 
it has enabled our economy to grow. Many businesses and 
industries locate close to city beltways (nodes) and bring great 
wealth to these areas. Moreover, when adverse weather or 
construction blocks one route, usually a near-by route can 
handle the traffic. Similarly, governments that take the lead in 
shaping information networks and in locating nodes within their 
borders stand to reap enormous comparative advantage, vs 
Because of multiple nodes and pathways, networks have no 
center of gravity and must be defeated in detail. 76 Moreover, 
bureaucracies might be defeated by networks (cyberocracies), so 
it may take networks to counter other networks. "The future 
may belong to whoever masters the network form. ''77 

With  some modification to the meaning of the additive 
terms, knowledge strategy fits the strategy equals ends plus ways 
plus means equation. It follows from the discussions above that 
knowledge strategy (KS) seeks the ends of cooperative and 
dynamic competition (C/DC), uses the ways of node control and 
organizational adaptation (NC & OA), and requires the resource 
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m e a n s  of valued information (VI) enhanced by experience (E). 
Symbolically, the strategy equation changes to this: 

Knowledge=Cooperative/Dyalanfic + Node Control & + Information 
Strategy 

Competition Org, Adaptation I)onfinance 

KS -- (C/DC) + (NC & OA) + (VI x E) 
Strategy = Ends + Ways  + Means 

Knowledge strategies focus on the strategic broker in crafting the 
rules of information networks. Cooperative and dynamic 
competition permits us to pursue our national security objectives 
in concert with other nations while shaping the competition. 
Control of network nodes adds value to information, 
strengthening information donfinance and denying dominance by 
others. Organizational adaptation overcomes the productivity 
paradox and ensures that we exploit information networks to 
their fullest potential. Finally, knowledge strategies require 
information dominance that comes ~om the value of information 
enhanced by experience. 

Knowledge strategies incur a degree of risk unless we balance 
all elements of  the equation. Unbalanced conditions can result 
if cooperative and dynamic competition are not the stated 
objectives of the strategy, if we don't control the network nodes, 
if productivity suffers because the organization hasn't truly 
adapted to the technologies, or if the value of infornaation is high 
but the experience to exploit this information is low. 

Conclusion 
The information age has shifted the focus of  our values and 
national interests. Empowered by information age technologies, 
we have come to value individual preference in products and 
services and direct participation in the democratic process. 
Similarly, the pursuit of economic well-being and the promotion 
of democratic values takes on added importance in contrast to 
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our traditional security interests. Information is fast becoming  a 
strategic national asset. Thus,  the security and integrity of  our 
cyberspace must  n o w  be considered an important ,  if  not  vital, 
national interest that we cannot  afford to compromise.  

A successful information age security strategy requires that 
we balance the ends, ways, and means of  knowledge  strategies. 
W h e t h e r  we  use the political, economic,  military, or 
informational elements of  national power ,  we  serve our  strategic 
ends best when  we cooperate  to shape robust information 
networks that promote dynamic competition and enhance mutual  
performance.  Ironically, global information networks ,  built to 
bring peace and prosperity to the world,  will be among  the first 
a t tacked in a cyberwar.  Denying  access to these ne tworks  in 
hopes of  preempt ing attack is totally counterproduct ive:  it 
accomplishes the adversary's mission for him! Therefore ,  before 
an e n e m y  attempts to fire the first hostile bits across our  
networks, we must  control  ne twork  nodes and communica t ions  
links and secure our  information resources. 

Successful knowledge  strategies require the mastery of  
information networks .  Information networks  operate on the 
win-win  philosophy: one wins only if all win. The  more  our  
national interests reflect those of  the networks ,  the better  chance 
we have of  achieving them. Thus,  we  must  be the primary 
architects o f  ne tworks  and seek to broker  ne twork  operations. 
At times, we must  be willing to subordinate our  national 
objectives to the greater objectives of  the ne tworked  nations and 
multinational firms with whom we interact. W e  must  be willing 
to share knowledge  resources and enter into knowledge-based  
alliances that allow us to leverage information age technologies.  
O u r  government  can e m p o w e r  information age enterprise and 
encourage  innovation by easing access to global networks .  In 
relations with other nations, we should trade economic  ne twork  
integration for democrat ic  and human rights reform. A more  
stable and safer wor ld  is one whose  players share similar values 
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and interests and who  depend  upon each other  in a globally 
ne tworked  market  economy.  

W e  must realize that our strategic center of  gravity is shifting 
to encompass our  experience and the virtual communi t ies  we 
establish to exploit the information envi ronment .  W e  must  care 
for our knowledge workers and educate  the youth  o f  our  nat ion 
who will take their place. W e  can' t  exploit the information age 
w i t hou t  them. The  "hub  o f  all power  and m o v e m e n t "  in the 
informat ion age will be our  dominant  knowledge .  TM Only  
th rough  non traditional open organizations with decentral ized 
power structures can we truly aclfieve this dominance.  W e  must  
create cooperat ive cyberocracies organized around the 
k n o w l e d g e  workers  and processes that can best exploit  all 
available information networks .  Thus the ways  of  a knowledge  
strategy must  break down the boundaries be tween  gove rnmen t  
bureaucracies and the private sector. Most  important ,  the extent  
of  organizational adap ta t ion- -and  how much  it ult imately 
transfornas the rules of  information age networks  and 
cyberwar will determine whether  we are using information age 
technologies to our fullest advantage.  

Finally, to resource information age strategies, we  must  
recognize  that knowledge  is a very economical  means that can 
stretch and positively leverage our  nation's  wealth.  Decl ining 
defense budgets have b e e n - - a n d  will cont inue  to be---the 
pr imary engines transforming the U.S. military and driving 
information age technologies into the hands of  our  a rmed  forces. 
However ,  just  as our  a rmed forces engage in a revolut ion in 
mil i tary affairs, so must  other  gove rnmen t  agencies and the 
private sector engage in revolutions in political, economic ,  and 
informational affairs. Big bureaucracies with big operating 
budgets must downsize and leverage the power  of  information.  
W e  must  share knowledge  resources within the federal 
government  and between the public and private sectors, even as 
they are transforming to adapt to the information age. W e  must  
invest only in those information age technologies and intellectual 
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capital that will generate the most  significant returns in 
information dominance.  

Again, we  should recall that France's disappointment in 
Wor ld  W a r  II was not that she was surprised, but that she made  
the wrong strategic security choices. 79 France knew that war with 
Germany was coming. So she prepared for that war. Howeve r ,  
she failed to unders tand the significance o f  the new mechanized  
age. Germany unders tood the strategic importance of  
mechanizat ion and o v e r w h e l m e d  France with the blitzkrieg. 

So it is with the Uni ted  States today. The  dawning  
informat ion age gives us an opportunity to make  strategic 
choices. W e  nmst not  simply cont inue the security strategies of  
the  past. Rather ,  we  must  seek to understand the strategic 
importance o f  knowledge  and discover the rules of  cyberspace 
and cyberwar.  Unders tanding  how to balance the ends, ways, 
and means of knowledge strategies is the first step in making the 
@ht  strategic choices for the emerging information age. 
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0 THE SILICON SPEAR: 
Assessment Of Information Based Warfare 

and U.S. National Security 

Charles B. Everett, Moss Dewindt, 
& Shane McDade 

One very important reason for disliking a weapon was, o f  course,: 
because it was n e w .  A weapon might or might not be :effective, but 
whenever one was introduced i t  always threatened to upset traditional i i 
ideas as to how war should be waged, and, indeed, what 
about. 

- - M a r t i n  Van  C r e v e l d  

The Transformation of War 

it :was a l l  i 

i 

HIc Setting 
The First Battles in the Era of Information Based Warfare: The Seizure 
of Fiery Reef and Mischief Island: July 199 7 

In re t rospect ,  it was all qui te  foreseeable .  But  then ,  h inds ight  is 
a lways  20 /20 .  T h e  even ts  had been  lost in the  "no i se . "  T h e  
Board o f  Inqu i ry  and  the  n u m e r o u s  congress ional  invest igat ions  
had  all c o m e  to the  same conclus ion .  

O f  greater  concern ,  however ,  was the fact that the U.S.  N a v y  
had w a r g a m e d  similar events in 1994 at the  Nava l  W a r  Col lege .  
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There, a resurgent Chinese military had badly bloodied U.S. 
forces. The reasons were quite evident-- the PRC had a 21st 
century military while the U.S. had fielded an updated version 
of its Gulf War forces; and, of greater importance, the Chinese 
had understood early on that "zhan zheng xiang tai"--a  change 
in the form of war--had taken place. They seized upon the 
concept of Information Based Warfare and melded it into their 
way of thinking and consequendy set forth doctrine and strategy 
for "Bin Fa"~mili tary tactics. 1 

The 1993 publication of a book entitled, Can the Chinese 
Army Win the Next War?, had not been taken seriously by U.S. 
policy makers. Caught up in events in Bosnia, Central Africa and 
election year rhetoric, the thrust of  the book-- the  invasion of 
Taiwan, the seizure of the Spratlys and the Paracel Islands, with 
the United States China's principal military adversary--had been 
lost in the presidential campaign. 

As the date for the transfer of Hong Kong neared in July 
1997, the world was focused upon the increasingly belligerent 
actions of the Beijing Government. Refugees had begun leaving 
the island colony, en masse, in early June. World-wide concern 
was heightened by a series of international financial crises as 
financiers attempted to compensate for the outflow of money as 
the shadow government in Bejiing--still crippled by the 
long-anticipated death of Deng Xiaoping--sought to shape 
policy with the result being a series of pronouncements and 
actions that left western analysts even more confused. 

Already stretched thin by a sophomoric national security 
policy that optimistically called for the U.S. military to 
concurrently cope with two major regional crisis (MRC), the 
U.S. Pacific Fleet was ill-prepared for little more than a show of 
force along the Asian mainland. Still wary of PRC military 
exercises in December 1995 and the pre-election show of force 
in the Straits of Taiwan during March of 1996, the National 
Command Center was operating at a heightened state of 
readiness. But, as has been t h e  case historically, operating in 
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D E F C O N  II for an e x t e n d e d  per iod o f  t ime left the  nat ional  
ne rve  center  fat igued.  W h a t  w o u l d  have been recognizable  to 
alert, res ted analysts, was lost by those w h o  had been w o r k i n g  
12 h o u r  shifts for a lmost  45 days. 

O n  18 July 1997, the  Pres ident  i n fo rmed  the  Amer ican  
people  that  relations with the  People ' s  Repub l i c  o f  China  were  
t e n u o u s  at best. This  a n n o u n c e m e n t  was dr iven by S I G I N T  
intercepts that revealed heightened military activities in the PILC. 
A U.S.  carrier battle group,  s teaming  in the  nor th  Pacific 
reported that it was being shadowed by several PtLC submarines .  
The  U.S. military attach6 in N e w  Delhi  r epo r t ed  that  PtLC long  
range aircraft had ove r f lown  Indian airspace on three  occasions.  
R e p o r t s  c o m i n g  ou t  o f  one  o f  the  few news  services remain ing  
in H o n g  Kong  n o t e d  that  the  2nd  Artillery the  PtLC's  nuclear  
r o c k e t  f o r c e - - h a d  begun  to disperse firing bat tery 's  well south  
o f  Lop Nor,  near the headwaters o f  the  M e k o n g  R ive r  in terrain 
that might  preclude the travel o f  U.S. cruise missiles t h rough  the  
rugged  Himalayas.  

Definition 
Information-based warfare is an approach to armed conflict 
focusing on the management and use of  information in all its 
forms and at elf fevers to achieve a decisive military advantage 
in especially in the joint and combined environment. 
Information based-warfare is both offensive and defensive in 
naturemranging from measures that prohibit the enemy from 
exploring information to corresponding measures to assure the 
integrity, availability, and interoperability of friendly information 
assets. 

While ultimately military in nature, IBW is also waged in 
political, economic, and social arenas and is applicable over die 
entire national security continuum from peace to war and from 
'tooth to tail.' Finally, Information Based Warfare focuses on the 
command and control needs of the commander by employing 
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state of the art information technology such as synthetic 
environments to dominate the battlefield. 

- -Work ing  definition recognized by the 
School of Information Warfare of the 
National Defense University as of 16 Nov 
96. 

It is most  appropriate that the N D U  sponsored contest  to 
encourage the study of  information based warfare is named  for 
Sun-tzu, a personage who has received almost god-like reverence 
by those who  wou ld  become  students of  the military art in the 
west. H o w e v e r ,  the significance of  the spirit o f  Sun-tzu should 
be balanced by the significance of  the similarities be tween  the 
ancient states of  Ch'i, Chin, and C h ' i n - - w h i c h  wou ld  eventually 
give name to what is called China- -and  the Uni ted  States. W h a t  
is clear  from a reading of  the Seven Military Classics of China is 
the concern  th roughout  the seven books for information that 
would enable the rulers to have knowledge of  their  vast domains 
and the enemies that posed threats to the Celestial Kingdom.  
From the time of  the legendary Sage Emperors  (2852-2255 BC.) 
through the Hsia, Shang, and Chou Eras, and beyond to the Chi '  
in and early and late Han Dynasties, it was clear that information 
was the basis for decisions on maintaining the peace and waging 
war. The size of  the Celestial K ingdom was simply too great to 
launch an army wheneve r  a potential threat loomed  on the 
horizon.  Thus,  it was that information based warfare colored 
with  a distinctive Chinese f l avor - -came  into being. For 
westerners, the works o f  Sun-tzu best portray the seemingly 
ant i -western  concept  that the general who  wages war wi thout  
engaging in actual conflict is the superior tactician. 

T h e  Uni t ed  States shares a similar legacy with early China. 
As the world superpower it must  have information from around 
the w o r l d  upon which  to base its' policies and strategies--in 
effect no different than Chang Liang's search for the information 
that enabled him to establish power  and consolidate the authority 
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of the Han dynasty. 4 Like ancient China, the Uni ted  States today 
has not the resources to sally forth at the first sound o f  trouble.  
Like China,  the U.S. must  develop a strategy by which  
information can be acquired,  evaluated,  and acted u p o n m  using 
methods short of  war as the weapons of  first choice. T h e  concept  
o f  Information Based 

Warfare has become a necessity for the U.S. as it at tempts to 
define and protect its national security interests over  a world  that 
makes the Celestial K ingdom appear small by comparison.  

Today,  controversy rages in the U.S. military establishment 
as to both definition and application o f  Information Warfare .  
T h e  current  Joint  Staff definition of  Information Warfare  is: 
"Actions taken to achieve information superiority in support o f  
national military strategy by affecting adversary information and 
information systems while  leveraging and protect ing our  
information and information systems." 

It is our belief that this defin fion highlights only the broadest  
character o f  I W  and as such is far too abstract, depending  on a 
narrow strategic environment which is inadequate when  assessing 
the future conflicts that our national security strategy must  
address.  This is not  to assert, however ,  that little has been 
accomplished in at tempting to bet ter  unders tand and appreciate 
the  intricacies of  I W .  On the contrary, there exists a vast 
literature on the subject which  spans from the civilian sector to 
the highest levels o f  the Intel l igence Communi ty  and the 
Depar tment  of  Defense.  

Whi le  the literature concerning I W  is substantial, we  believe 
that there still exist gaps in its overall conceptual  and theoretical  
f ramework .  For purposes of  clarity we have chosen to use the 
more descr ip t ive--and conceptually more  correct  and advanced 
concept  o f  Information Based Warfare  as opposed to 
Information Warfare .  W e  believe I B W  more  accurately 
represents the "zhan zheng xing tad" change in the form o f  
w a r m t h a t  is currently being addressed by those who  wish to 
unders tand the reality of  future conflict, s 
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N o t  surprisingly,  it is tile ancestors  o f  Sun- tzu ,  Sun Ping,  
Ssu -ma ,  and W e i  Liso- tzu w h o  appeared  to have  also seized 
u p o n  the  concep t  o f  In fo rma t ion  Based W a r f a r e  and  m o v e d  it 
beyond  the  present level o f  U.S. debate.  As a potential adversary ,  
the  U n i t e d  States mus t  quickly  step up to the  nex t  theoret ica l  
pla teau.  To  that  end,  w e  p ropose  to t race  the  evo lu t ion  o f  
Information Warfare-- -a  concept  that  we  be l ieve  is s econd  o r d e r  
in s c o p e - - t o  the  n e x t  logical p la teau o f  In fo rma t ion  Based 
War fa re .  

lime Evolution of Information Basal Warfare 
Therefore, at times of  revolution, when the normal-scientific 
tradition changes, the scientist's perception of  his environment 
must be re-educated--in some familiar situations he must learn 
to see a new gestalt. 

m T hom as  S. Kuhn 
The Structure of  Scientific Revolutions 

Whereas we had available for immediate purpose one hundred 
and forty-nine first-class warships, we now have two, these 
two being the Warrior and her sister lronside. There is not now 
a ship in the English navy apart from these two that it would 
not be madness to trust in an engagement with that little 
[American] Monitor.. 

r aThe  Times (London), 1862 

T h e  m o s t  r ecen t  steps in that  evo lu t ion  can be f o u n d  in the  
Military Techn ica l  R e v o l u t i o n  ( M T R )  wh ich  m a y  be a t t r ibu ted  
to Soviet  Mil i tary thinkers;  and,  a r e c u r r e n c e  o f  w h a t  is cal led 
the  R e v o l u t i o n  in Mil i tary Affairs ( R M A ) .  

In the early 1980's the  Soviets  n o t e d  that  " t h e  e m e r g e n c e  o f  
a d v a n c e d  n o n - n u c l e a r  t echno log ies  was e n g e n d e r i n g  a n e w  
revolut ion in military affairs. T h e y  w e r e  part icular ly in te res ted  in 
the  " inco rpo ra t ion  o f  in format ion  sciences into the  mil i tary 
sphere" and in the idea o f  a "reconnaissance-str ike c o m p l e x .  T h e  
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events  in the Gulf W ar  convinced them of  their hypothesis 
(comparative strategies). RMAs matter  principally for two 
reasons. First, being second best may lead to catastrophic loss in 
future wars. Since the only objective benchmark for determining 
the relative effectiveness o f  forces (that is, success in combat) is 
unavailable in long periods of  peace, there is great potential for 
asymmetries in combat  effectiveness between militaries, 
observable only when  the next  war occurs. Secondly, as 
equipment  life cycles, especially for platforms, steadily grow to 
encompass  decades, many of  the principal weapons systems of  
2025 will likely be designed and built in the next  few years. 
Since militaries are stuck with force structures they choose for 
long periods, it is more  crucial than ever to think about them 
now, in peacetime, about the revolutionary changes in the nature 
of  war and the about what will matter in winning wars in twenty 
or thirty years. Today with the Uni ted  States arguably the only 
superpower  for the foreseeable future, one might  ask why this 
issue is especially pressing. Replicat ing the U.S. force structure 
is clearly beyond the reach of  all but a few other  nations, even 
in the long term. This may not  be relevant. Even small-to 
med ium sized powers may be able to exploit specifi'c 
technologies for significant military leverage in certain areas. 
The  current rate of  change suggests that state of  the art in any 
technological  context  will be an extremely short-lived 
phenomenon ,  particularly with respect to the technologies that 
were  key to the success of  Desert  Storm: space systems, 
te lecommunicat ion systems, computer  architecture's, global 
information distribution networks,  and navigation systems. 
Future revolutions will occur much more  rapidly, offering far 
less time for adaptation to newmethods  of  warfare. The  growing 
imperative in the business world  for rapid response to changing 
conditions in order to survive in an intensely competi t ive 
envi ronment  is surely instructive for military affairs. 6 
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The present RMA entails a fundamental change in who, 
how, and, perhaps even why wars are fought. It is driven not 
only by new technologies but by new operational concepts, new 
tactics, and new organizational structures. The impact of the 
current confluence of social, political, economic, and 
technological forces on American society and armed forces may 
equal or exceed--what occurred during the 1960's and 1970's 
during the turmoil associated with the war in Vietnam. 7 

The question that must be asked as we attempt to understand 
this RMA, is what were the results of change wrought by past 
Kevolutions in Military Affairs? It has been suggested that 
accelerated interservice rivalries and over-reliance on 
management systems marked the last RMA, driven by the advent 
of atomic weapons at the end of W W  II and the relatively stable 
and sparse defense budgets of the 1950's. s The current RMA is 
characterized by four types of  changes: 

• extremely precise; 
• stand-off strikes; 
• dramatically improved 
intelligence; 
• information warfare; and 
• nonlethality 

command, control, and 

Many analysts see a number of benefits from harnessing the 
current revolution in military affairs and using it to build 21st 
century U.S. armed forces: 

• rejuvenating the political utility of military power; 
• delaying the emergence of a peer competition; 
• providing a blueprint for technology acquisition and force 
reorganization; 
• and inspiring conceptual, forward-looking thinking. 
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Looking ahead, many  believe that the current  R M A  will have 
at least two  stages. T h e  first is based on s tand-of f  platforms,  
stealth, precision,  in format ion  domina t ion ,  i m p r o v e d  
communica t i ons ,  compute r s ,  global  pos i t ioning systems, 
digit izat ion,  " smar t "  weapons  systems, jo intness ,  and  use o f  ad 
hoc  coalit ions. T h e  second  may  be based on robotics,  
nordethality, pyscho- t echno logy ,  cyberdefense,  nano techno logy ,  
"br i l l iant"  weapons  systems, hyper t lexible  organizat ions,  and  
"fire ant warfare ."  0 

S teven  Metz  and  James  Kievit  o f  the  Strategic Studies 
Insti tute argue that  a c o s t / b e n e f i t  analysis o f  the  present  R M A  
needs to be pursued .  O n e  the  one  hand,  they argue that  a case 
can be m a d e  that  costs and  risks o f  v igorous  pursui t  o f  the  
current R M A  outweigh  the expected benefits.  These  include the  
risk that: 

• the  cur ren t  R M A  will no t  generate  increased c o m b a t  
effectiveness against the most  likely or mos t  dangerous  future  
opponents ;  
• American pursui t  o f  the  R M A  will encourage  opponen t s  
or  potent ial  oppo n e n t s  to seek countermeasures ;  
• the cur ren t  R M A  migh t  lead the  Un i t ed  States t oward  
over reliance on military power ;  and, v igorous  pursui t  o f  the  
current R M A  might  increase problems with friends and allies. 

O n  the  o the r  hand,  they argue that  there  are very pressing 
reasons for suppor t ing  the  cur ren t  R M A :  

it should bring significant increase in combat effectiveness 
against some mid-level opponents; a force built around 
stand-off, precision weapons and disruptive information warfare 
capabilities would be more politically usable than a traditional 
force-projection military; the RMA could augment deterrence; 
and, the United States may need to pursue the current RMA to 
avoid stumbling into strategic inferiority. 10 
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Lastly, they pos i t - -and  we strongly agree that  if 
policymakers decide to pursue the present revolut ion in military 
affairs, strategy, rather than technological capability should guide 
force development .  The  key question is: W h a t  do we want  the 
future U.S. military to be able to do? n [We  would  go one step 
further and suggest that the R M A  must  lead toward  answers to 
the question that is really the essence of  strategy: H o w  do we 
win?] 

Unfor tunate ly  one finds litde discussion o f  the foregoing 
ideas in the D O D ' s  recendy  comple ted  " B o t t o m - U p "  Rev iew.  
Former Secretary of  Defense Aspin initiated the review with the 
laudable  goal o f  rethink the basis for U.S. defense planning. It 
placed emphasis in many of  the right areas: readiness, keeping 
forces for more  than one regional war, acquisition reform. This 
review built a substantial consensus in the Pentagon behind  the 
n e w  force structure. Nonetheless ,  the review offers a classic 
example of  military leaders planning to fight the last war. The  
report 's proposed force for a single regional con t ingency- - fou r  
to five Army divisions, four to five Marine brigades, 10 Air 
Force  fighter wings, 100 heavy bombers,  and four to five 
carriers mirrors almost exactly the forces deployed in Operat ion 
Deser t  Storm. The  review offers few thoughts  on new 
technologies or techniques that might  change the nature of  war 
in coming decades, n 

Clearly, the challenge is to move  beyond the last w a r - - a n  
under taking that is fraught with peril and promise. 

An Information Bascd Warfarc Modcl 
We are pilgrims, Master; we shall go 
Always a little further .... " 

--Inscription on the ('lock, Bradbury Lines, Hereford, 
Home of the Special Air Service Regiment 

J. F. Flecker 
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Today 
W e  bel ieve that it is instructive to review the Program of  
Analysis for FY 1996 as set forth by the Directorate for Combat  
Support, National Military Intell igence Production Center, 
Defense Intel l igence Agency. Entitled, Intelligence Support to 
Infrastructure WaoCare, the thrust of  this paper is directed toward 
a new paradigm that is centered on the principal of  attacking an 
adversary's infrastructure to degrade or deny mobility, support to 
combatants and leaderslfip. The  paper sets forth valid argumen,~.s 
to support  the thesis that to a large extent,  recent advances in 
weapons and tactics were driven by the strategic objective of  
penetrating and rupturing the physical and psychological "centers 
of  gravity" of  the enemy warfighting capability. It is clear that 
new technologies have spurred an entire new generation of  
warfighting capabilities and, of  equal importance, fundamentally 
altered the construct and performance of  the modern  
nation-state. Discrete centers of  gravity are giving way to 
diversification and in terdependence in the modern  nation-state. 
Information is the raw material that fuels productivity and 
power. Critical systemic nodes in the dynamic flow of  
commodities--consumables,  services, and informat ionnare  at the 
same time increasingly obscure, strategically important,  and 
tactically vulnerable. Fine grain analysis [read Intell igence writ 
in large script] and precision targeting fin both the conventional  
and non conventional sense] of  these nodes and their synergistic 
dependencies is the centerpiece of  Infrastructure Warfare.  t3 

The  primary elements of  Infrastructure Warfare are: 

• The  nation-state as a System of  Systems; 
• Information as an Instrument  of  Power;  
• Denial and Deception;  
• Urban Infrastructure-Tlae Operational Environment .  

W h i l e  the concept  of  Infrastructure Warfare is certainly a step 
in the right direction, we believe that this concept  has several 
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shortconfings that need  to be  addressed in o rde r  that  it fully lead 
t o w a r d  an a n s w e r  to the  strategic " b o t t o m - l i n e " - - - h o w  do  w e  
win? W e  argue that the  confl icts  o f  the  n e w  w o r l d  d i sorder  will 
b e  la rge ly  f o u g h t  on  g e o g r a p h y  in the  Th i rd  W o r l d  ( T W . )  
Driven largely by  the chimera  o f  the  Gu l f  W a r ,  images o f  cen te rs  
o f  gravity and smart weapons  o v e r s h a d o w  the  t a w d r y  back-a l l ey  
settings in wh ich  actual  conf l ic t  will t ake  p lace  in the  fu ture .  In 
r e v i e w i n g  the  " lessons  l e a rned"  o f  r ecen t  wars  in the  Th i rd  
W o r l d - -  wher~ 95 percent  o f  fu tu re  confl icts  will t ake  p l a c e m a  
n u m b e r  o f  m o r e  accura te  images  appear :  

First, tile mix of  forces facing each other has not been very 
different, regardless of  the type of  war being fought. Navies 
have been conspicuous by their absence or their modest role. 
Air forces have played a secondary role. Almost without 
exception, wars in the T W  have been won or lost by ground 
troops. 

Second, the type of  war has not necessarily determined the 
tactics nsed; in fact, it has blurred the differences between 
them. Furthermore, as the frequent oscillations in tactics and 
strategy suggest, both irregular and regular armies in recent years 
have shared much in term of  their ability to implement 
offensive doctrine. With the exceptions o f  campaigns 
involving an industrialized power, it seems that the defense has 
become the most effective form of warfare in the T W .  With 
the exception of  Israel and the war in Lebanon, none of  the 
Third World  combatants that have used an offensive doctrine 
has been able to effect a decisive breakthrough or cause the 
defenders to retire in disorder or retreat. 

Third, the duration of  recent wars have generally been 
protracted and have engaged large arrays of  national and 
subnational forces. Most of  the wars fonght between regular lesser 
developed country army's have not been shorter. 

Fourth, the involvement of  external nation forces has been large. 
Of  the wars fought between 1945 and 1976, 38 percent were fought 
with foreign participation. 
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Lastly, because guerrilla wars 
challenges for governments, they 
form of conflict. TM 

pose particularly difficult 
represent a new and difficult 

If  the foregoing is correct, then we believe that the Infrastructure 
paradigm must  address the Gray Area P h e n o m e n a  (GAP). GAP 
is defined as threats to nation-states by non-states actors and 
non-governmenta l  processes and organizations. The  Gray Areas 
at once  appear to be strikingly new and uncomfor tably  old. 
Simply put, they are the most  critical issues confront ing the 
world community as we enter into the Century.  Just beyond the 
horizon of  current events lie two possible futures both o f  which  
look  bleak. The  first is the retribalization o f  large swaths o f  
humankind by war and bloodshed:  a Lebanonizat ion o f  national 
states in which culture is pitted against culture, people against 
people, tribe against t r ibe - -a  J ihad in the name of  a hundred  
narrowly conceived faiths against every kind o f  globalization and 
in terdependence.  

T h e  second is being borne  by the onrush o f  technical,  
economic ,  and ecological forces that demand  increased 
integration and uniformity. The  planet, it appears, is both falling 
apart and coming reluctantly together  at the very same time. 's 

The  GAP consists o f  the fol lowing "arena 's  o f  conflict": 

• Ethno-religious-nationalist ic conflicts; 
• W e a p o n s  prol i feraf ionmboth  convent ional  and nuclear,  
biological and chemical;  
• Conflict  over  scarce resources; 
• AIDS and o ther  infectious diseases; 
• The  globalization of  Organized  Crime; 
• Drug  Trafficking; 
• Economic  Warfare  and conflict over technology;  
• Emigration; and, 
• Famine. 
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Th e  U n i t e d  States today  is i n v o l v e d  to s o m e  deg ree  in each 
o f  the  a f o r e m e n t i o n e d  arena 's .  W h i l e  w e  s t rongly  be l i eve  that  
traditional f o r c e - o n - f o r c e  war fa re  will a lways  be  wi th  us, in the  
main, w e  sense that the  p resen t  and fu ture  w o r l d  si tuat ion m o r e  
than makes  the  case for  a s t ra tegy that  encompasse s  the  
full-range o f  conf l ic t  s u p p o r t e d  by  the  appropr ia te  t echno log ies .  
Thus ,  w e  w o u l d  add  the  Gray Area  "arenas  o f  conf l i c t "  to the  
D I A  construct ,  and in so doing,  m o v e  the  o n g o i n g  d e b a t e  to the  
n e w  pla teau o f  In fo rma t ion  Based  War fa r e .  

lelllOffOW 
W e  should be seeking tentative answers to fundamental 
questions, rather than definitive answers to trivial ones. 

- -James Billington 

Be fo re  f raming  a n e w  defini t ion and m o d e l  for  In fo rma t ion  
Based Warfare ,  w e  turn to a nonwes te rn  look  at in fo rmat ion  and  
war fa re .  [It is all t oo  soon  fo rgo t t en  that  the  w o r k s  o f  
C l a u s e w i t z  are a wes te rn  concep t . ]  Shen W e i g u a n g ,  a wr i t e r  
w h o  appears  to  be  at the  fo re f ron t  o f  PIkC I W  theoris ts  argues  
that: 

in a military sense alone, information warfare refers to both 
sides' attempt to gain the initiative of  the battle through their 
control over information and flow of  intelligence. With t h e 
support of  information, both sides intend to comprehensively 
apply military deception, operational secrets, psychological 
warfare, and electronic warfare to destroy the enemy's 
infbnnation systems, block the flow of  the enemy's information, 
and create false information to affect and weaken the enemies 
command and control capability. At the same time, they must 
ensure that their command and control system is not damaged 
in the same way by the opponent. TM 

Fur the r  address ing  the  issues, Shen W e i g u a n g  i l luminates  a 
n u m b e r  o f  t hough t s  that  cu t  to the  hear t  o f  the  c o n c e p t  o f  

46 



• lilt Silicon Spur • 

Information Based Warfare. He  correctly argues that I B W  in one 
sense is the "quie t  battlefield," something we a t tempted  to 
portray in our opening  scenario. Turn ing  toward  the concept  o f  
"centers  o f  gravity" we  feel that his descriptions of  "attacks on 
the enemies cognitive and trust systems" perhaps bet ter  portrays 
the idea of  attacking C2 and C4I nodes.  This, he argues, is the 
main target o f  information warfare. The  concepts of  "hard  
a t tack"  and "soft a t tack" with "soft damage"  are noted  as the 
two  end-product  manifestations of  IBW;  and, the concept  o f  
"war  of  structural damage"  [read Infrastructure War]  is thought  
to come into fifll play only when "it has absorbed the essence o f  
information warfare."  

Technology,  he argues, does not  determine superiority. It is 
de te rmined  by new tactics [in part this could be naval guerrilla 
warfare-PtLC style] and " independen t  creations of  c o m m a n d e r s  
in the field. Information based warfare enables one  to break with 
"traditional stylized engagement ,  " something we feel will give 
new impetus to the military arts. 

Like a number  o f  perceptive U.S. thinkers, Shen Weiguang ,  
has seized upon the Toffler '  work  to understand and further  
f lesh-out the idea of  "niche-warfare ."  And,  he appears to 
unders tand that I B W  will spawn special operating forces 
[differentiated from special forces] in the I B W  setting. 

His comments  about c o m m a n d  and control  are perceptive: 

The operational target of information warfare lies in control 
rather than bloodshed; 

The key to victory lies in human policy decisions rather than 
technology [hopefully a lesson learned and re-learned in the 
Naval War College games]; genuine advantage does not 
necessary lie in the leading technology but the leading ideas. 
History has given evidence to the fact when some new 
technology brings mankind brightness, a shadow is cast 
simultaneously. Advanced electronic computers and information 
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technology link society and the army to an integrated network; 
the result is very high efficiency and great fragility; 

The input in grasping knowledge, costs far less than directly 
purchasing advanced weaponry [a Sun-tzuian slip, particularly in 
light of the fact that the PRC has taken this approach for years  
as it has covertly acquired primarily mid-level technology from 
the West, enabling them to jump the learning curve]. 17 

A Icn~divc idea 
Returning again to the work ing  definition of  Information Based 
Warfare  we suggest the fol lowing changes as noted  in italics: 

Infonnation-based warfare is an approach to [quiet war and 
] armed conflict focusing on the management  and use of  
information in all its forms and at all levels to achieve a 
decisive military advantage especially in jo int  and combined  
environments  [through the use of special operating forces that are 
an integral part of  the overall force structure, capable of traditional 

force on force war and the execution of "quiet-war] Information 
based-warfare is both offensive and defensive in 
na tu re - - rang ing  from measures that prohibit  the enemy 
from exploiting information to corresponding measures to 
assure the integrity, availability, and interoperability elate 
of  friendly information assets. 

Whi le  ultimately nfilitary in nature I B W  is also waged  in 
political, economic ,  and social arenas and is applicable 
over  the entire national security cont inuum from peace to 
war and from ' tooth to tail.' Finally. Information Based 
Warfare  focuses on the conamand and control  needs o f  
the  c o m m a n d e r  by employing state o f  the art information 
technology such as synthetic environments to dominate the 
battlefield. 
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W e  have added the concept  o f  "qu ie t -war"  because we  believe 
that the in format ion /communica t ions  tools that technology 
brings to the I B W  table offers theoreticians strategists and 
tacticians the opportuni ty  to plan and implement  courses o f  
action as exemplified by the opening scenario in this paper. W e  
believe that it is this e l e m e n t - -  unattr ibutable strikes which by 
their  very nature preclude moving  further up the conflict 
s p e c t r u m n i s  the concept  that holds the most  promise in the 
execut ion o f  Information Based Warfare .  

A Tentative Model 

General Capabilities 
Strategic Agility 
Precision Intelligence 
Mission driven joint 
forces 
Information dominance 

Weapons Systems 
Long-range,stand-off, precision strike 

weapons[lethal and electronic] 

Stealthy ships and planes systems 
[deception, denial, sensors, virtual quiet-war reality capable] 

Defense against chemical and 
biological attack 
overall force 

Force .~tructures 
Special operating forces w/in 

structure 

Light mechanized ground forces 
Brigade sized task forces TM 

W e  argue that the very soul o f  strategic thinking is the search 
for the answer to the question: 
H o w  do we win? That  answer  is to be found in the strategic 
principals: 

• Ends-the protect ion o f  national interests 
• Ways -  the concept  o f  h o w  the job  will get done  
• Means- the  resources that describe what  it will take to 
support the concept .  19 
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Answers to applying the strategic e l emen t smin  any setting in 
the new world disorder, with any type of  force s t ruc ture- -a re  to 
be found in five themes suggested by Colin Gray: 

First, consider strategy as a mosaic, each of  the pieces of  
which  must  be unders tood in terms of  what  the sum total 
means. 

Second,  geography is the most  fundamental  o f  the factors 
wlfich condition national outlooks on security problems and 
solutions. Geography, t reated properly in political and 
strategic analysis is not a rigidly determining factor. The  
influence of  geography is truly pervasive, notwiths tanding the 
fact that influence must vary in detail as technology changes. 

Tlfird, is the use, abuse and often simply nonuse  of  historical 
experience in strategic theorizing and strategic planning. The  
United States in the closing years of  the twent ie th  century is 
a political culture characterized by a short at tention span for 
difficult issues of  international security; by a proclivity to seek 
pragmatic solutions to problems which may be condit ions to 
be accommoda t ed  rather than puzzles to be solved; and by 
a very noticeable historical ignorance and general disinterest. 

Four th ,  American strategists must  begin to be aware of  the 
influence of  different national cultures upon choices for, and 
performance in, statecraft and strategy. 

Fifth, strategists must  beware  of  tile sin of  t echn ic i smmthe  
proclivity of  a nlaterialist school of  thinking about defense 
questions to reduce issues of  means and ends to the promise 
in particular new military machines.  Technicism shows itself 
in an unbalanced interest in the machine  in a man-mach ine  
system (i.e., in the crossbow as contrasted with the 
c rossbowman) .  But technicism refers to the disorder when  
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that  which  is only technical displaces, and effectively 
substitutes for, that which  has to be considered tactically, 
o20PerationaUy, and strategically in far more  inclusive analysis. 

Intelligence 
Intelligencc in essence, evaluated informat ion-- i s  the lifeblood 
that  courses th rough the strategic soul. W h i l e  we could wax 
e loquent  and long on the virtues of  intelligence, it is our  sense 
that  the  evaluated information that is the grist for Information 
Based Warfare  is be found in what  Sherman Kent  called the 
"Substantive Conten t  o f  Strategic In t e l l i gencemThe  
Speculative-Evaluative Element . "  This information is what  the 
Uni ted  States must  know in order  to be f o r e s i g h t e d ~ w h a t  it 
must  k n o w  about  the future stature o f  other  separate sovereign 
states [and non-state actors], the courses of  action they are likely 
to initiate themselves [read applied alternative futures 
methodology] ,  and the courses of  action they are likely to take 
up in response to some outside stimulus. 21 

lecnolelti¢~l TOOk Dmcn by a "l~fliava" Ram¢ of Mid 
"Merkava" (cha r io t  o f  fire) was the name given to an Israeli 
designed, fast prototype,  tank. The  essence of  this type o f  
t echnology  is that it is driven by the state of  mind  that 
recognizes dramatic,  fast-moving change,  and attempts to 
support strategy by being capable of  thoughtful  design and rapid 
fielding. In U.S. terms, it is the stuff o f  the " S k u n k w o r k s " m a  
similar belief that things can be accomplished quickly and made  
to work  on the battlefield. 

Information Bas~ Warfare -The New hlcf ie lds 
Exiled to France, the Ayatollah Khomeni sought to maintain 
contact with the faithful. A clericwho espoused the return of 
his country to an Islamic theocracyEsomething: that many 
argued would move Iran back into the 16th century--the 
Ayatollah turned to 20th century tools tO begin his crusade. 
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Through the medium of  cassettes, he began to record his 
message. After being mass-produced m 20th century studios, his 
16th century message was smuggled back to lran. Those tapes 

both planted the seed and inspired the flowering of  a 
movement  that brought Khomeni back to power in 
1979. 

- -Anonymous  

For at least a decade, the American military had tinkered with 
devices tbr sabotaging enemy electrical systems. Some of  the 
results were serendipitous. In the early 1980's, during a Navy 
exercise code-named Hey [lkube, long strands of  rope 
chaff---glass filaments in which metal shards were 
embedded--had been dropped over the Pacific Ocean as part of  
a standard tactic to befuddle an opponent's radar. An 
unexpectedly skiff wind carried some of the chaff ninety miles 
to the coastline, where it got draped across power lines, shorting 
out transformers and causing power  failures in parts of  San 
Diego. The Navy quietly settled the damages--  while carefully 
noting the effects of  its unintended attack. 

- -Crusade:  The Untold Story of  the Persian Gulf War  
Rick Atkinson 

Information warfare  has as m a n y  mean ings  as it has p roponen t s ,  
detractors and observers .  A i r p o w e r  theor is ts  see it on the  wings  
o f  Deser t  Stoma; tank commander s  see it in the  Amer i can  a rmy ' s  
F o r c e  X X I ;  s imula to r  designers  see it in their  virtual 
reali t ies. . .and s t r a teg ic -war  p lanners  see  it as a w a y  to  lay was te  
to w h o l e  societ ies.  I n fo rma t ion  warfare  studies are prol i fera t ing 
wi th in  the  Amer i can  a rmed  forces  a lmos t  as qu ick ly  as the  
n e t w o r k s  that  carry t h e m  f rom desk top  to desk top .  T h e  
c o n f u s i n g  p lanoply  s tems f rom the  fact that  the  in format ion  
r evo lu t ion ,  w h e t h e r  it is in un i fo rm  or  muft i ,  relies u p o n  the  
fastest t e c h n o l o g y  to do  the  o ldes t  things.  Thus  it is a lways  a 
peculiar mix ture  o f  tile familiar  and tile shocking ly  n e w .  In that  
w a r  is all a b o u t  strategies,  c o m m a n d  and morale ,  it has a lways  
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been about information. All war is information war, and so every 
aspect o f  fighting wars in the information age can be called 
"information warfare" by someone. If  information driven warfare 
means something new, it is the use o f  information as a substitute 
for traditional ways o f  fighting, rather  than an adjunct  to them. 
There  are three  ways by which this might  be achieved: 

• tile high technology  equivalent  o f  brute force; 
• subversion; and, 
• a n e w  form of  deterrence,  z~ 

For  the purpose of  this paper, we focus on the second 
e lement- -subvers ion .  It is our  bel ief  that because o f  the unique 
relationship be tween  Americans and computers ,  I B W  launched  
subversive ac t s - -a  prelude to, or the actual execut ion of  "quie t  
w a r s " - - m a y  be accomplished.  W e  believe that the opening 
scenario in this paper is both possible and plausible. 

The evolution and ultimate "blurting" of  military and civilian 
sectors came about  in large part because of  the g rowth  in 
hardware  and software. It was not  so long ago, in the early 
1960's, that the Pentagon provided the market  for sophisticated 
electronics. Today,  it makes up less than 1% of  that market .  In 
many ways, the military is fol lowing the revolut ion,  not  leading 
it. In 1962 Paul Baran of  R A N D  developed  a concept  that 
permitted the linking of  computers from distant locations. It was 
designed to preserve the integrity o f  the military c o m m a n d  and 
control network in case of  a nuclear attack. In 1969, the Defense 
Advanced Research  Projects Agency (DAtLPA) funded  the first 
test o f  the concept ,  and the first node  was installed at R A N D .  
The  test consisted of  scientists f rom remote  locations passing 
findings and research notes back and forth. However ,  a year later 
it was being used like a mail box for the users and it p roceeded  
to g r o w  rapidly in use. In 1983, the military part and the 
nonmil i tary part grew apart and finally split, the nonnfilitary 
section grew up into what  is n o w  called the Internet .  
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For the first t ime in our nation's history, tec lmology is no 
longer the sole domain o f  the military. The  speed of  the growth  
and application o f  technology is clearly a concern  for defense 
planners. Whi le  the U.S. used some of  the world 's  most  
advanced weaponry  and technology in the Gulf  W a r  (much o f  
which proved inaccurate) it also used a great deal o f  older 
technology,  some of  which dated back to the 1960's. As B.I~. 
Inman and Daniel F. Burton Jr. note in their article "Techno logy  
and US. National Security, "the 8088 microprocessor used in the 
Patriot  missile was developed by the Intel Corporat ion fifteen 
y e a r s  a g o .  ''23 This technology is not  competi t ive today. 

Opcning and Closing Pandora's Box 
In the center of Strike the battleship's commander, Captain 
[)avid S. Bill, perched in his high backed padded chair. 
Although he occasionally glanced at the screens above, the 
captain's attention was largely fixed on the men clustered around 
four computers lining the far bulkhead. Something had gone 
awry with the ship's Tomahawk missile system. For reasons no 
one could fathom, the Tomahawk computers seemed confused, 
refusing to transfer the necessary commands fi'om the 
engagement-planning console to the launch console. The 
resulting impassem"casualty" in Navy jargonmmeant the 
missiles could not be fired .... On Wisconsin, where the 
scheduled launch was now just moments away, the men in 
Strike were running out of solutions...As the request for 
additional time flashed up the chain of command, an excited 
voice from one of the nearby ships crackled through Strike: 
"Alpha, alpha." This is the Paul F Foster. Happy trails." Happy 
trails: the code phrase for missiles away. Operation Desert Storm 
had begun without Wisconsin. 

---Crusade: The Untold Story of the Persian Gulf 
Rick Atkinson 

As the most technologically vulnerable nation, the U.S. defense 
planners must recognize several concepts about the technical end 
of  the IBW battlefield: 
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It must  be assumed that everyone  has access to technology,  
therefore the U.S. is the most  vulnerable to attack; 

As the U.S. ability to wage I B W  increases, so to do the I B W  
capabilities, and response capabilities, o f  other  nation-states 
and non-state actors; 

Whi le  at first glance it wou ld  appear that I B W  is most  
effective against adversaries with like technological  
capabilities and infrastructure---the top end of  the I B W  target 
spectnma---it must be r e m e m b e r e d  that technology comes in 
two fo rmsmhigh  and appropriate---and it is the latter that 
will always defeat the former.  Thus,  the benefits o f  I B W  in 
arena's of  conflict as found in the Gray Areas are a target rich 
env i ronment  must  be pursued alongside the force on force 
approach. 

The technical realm of  information based warfare can be split 
into two major  areas: N e t w a r  and Cyberwar .  N e t w a r  is the 
information related conflict be tween  nations, societies, 
governments ,  or non-state actors with the targets being 
information systems and comnaunicatious,  and it consists o f  
destruction of  communicat ions ,  acquisition of  information,  
release of  misinformation,  and destruction or deletion of  data. 
Cyberwar  consists o f  militaries conduct ing  their operations 
according to information based theories and principles. These  
terms can be broken down  even further.  N e t w a r  can be broken 
into three main categories: Personal, Corporate ,  and Global. W e  
are constantly warned  about the personal level o f  Ne twar ,  we  
have passwords to compute r  accounts,  never  give our  social 
security number  over  the te lephone,  and generally try to be 
careful about our own information. But protect ing yourself  f rom 
someone  who  genuinely wants to conduct  information war  
against you is nearly impossible. Corporat ions are subject to a 
barrage of  information security problems to an even greater 
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exten t .  T h e  stealing o f  c o m p a n y  secrets is a n e w  form o f  
e c o n o m i c  war that  is p laguing  many  companies .  It is also 
poss ib le  for one  c o m p a n y  to release false findings that  indicate 
that  a compe t i t o r  has a poor  or dangerous  product .  I B W  
spawned m i s i n f o r m a t i o n n a  fertile area for denial and decept ion  
t echn iques~a re  very difficult to comba t  and correct .  Finally, on 
the  global level, N e t w a r  can be waged  against industries,  
e conomies ,  nations,  or non-s ta te  groups.  It ranges f rom 
intel l igence and informat ion  leads, to the  terrifying possibilities 
o f  terrorist  groups  breaking  into such c o m m u n i c a t i o n s  as an air 
traffic control  system at a major  U.S. airport.  T h e  impact  at the 
global level can be m u c h  m o r e  wide spread and all th rea ten ing  
than that  o f  the  personal  or corporate  levels o f  netwar .  

On  both sides o f  the  war, N e t w a r  and Cyberwar ,  the key to 
good  protection and offense is good  software to run tile systems, 
encode  the  data, and peck  holes in other 's  data. Tile vital l ink 
for the information and the  t e chno logy  is software,  which  relies 
heavily upon  implanted logic. T h e  newes t  and brightest  theories 
and concepts o f  logic center  a round  what  is called ' fuzzy logic ' .  
T h e  n a m e  fuzzy logic makes  one  th ink  o f  a system that  is 
inexac t ,  bu t  that  is no t  the  case, instead it has an infinite 
exactness. Fuzzy logic expands our normal c o m p u t e r  principle o f  
0 or  1, t rue  or false, and in the  place o f  this is infinite degrees 
b e t w e e n  0 and 1. Fuzzy logic is used every day in the  
d e v e l o p m e n t  o f  every th ing  f rom smart  washers to train systems 
in Japan.  W i t h  a smart  washer,  you mere ly  press a start bu t ton  
and the maclfine figures the cycle, h o w  m u c h  de tergent ,  and the 
water use; the logic train systems are smoo th  as silk, quick,  and 
always on time. The  theory  started with a few paradoxes  one  o f  
which is T h e  Paradox o f  Theseus '  ship: 

When Theseus returned from slaying the Minotaur, says 
Plutarch, the Athenians preserved his ship, and as planks rotted, 
replaced them with new ones. When the first plank was 
replaced, everyone agreed it was still the same ship. Adding a 
second plank made no difference either. At some point, the 
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Athenians may have replaced every plank in the ship. Was it a 
different ship? At what point did it become one? 

At different points in t ime the ship was certain degrees the 
original ship, for instance when  half  the planks were  replaced, it 
was .5 the original ship. This same principle o f  degrees can be 
applied to many concepts a round us, and what  you  end up with 
is a very exact and reliable process for computers .  W h e n  you  tie 
this concept  into ideas such as artificial intelligence, you may 
obtain a compute r  that has the capacity to learn because it can 
start to work  with more  than 0 and 1. 

Because o f  the importance of  the technical tools o f  
I B W - - a n d  their fragil i ty--we list below the possible contents  o f  
an I B W  techno "ki t -bag":  

C o m p u t e r  Viruses - A piece o f  code, or code fragment ,  
designed to begin replicating itself when  a host program 
begins to run. It's objective is to erase data, software 
programs, or m e m o r y  in order  to interrupt  the action o f  the 
computer  it infests. These can be loaded unwit t ingly by a 
user off  the ln ternet  or some other  disk. 

Worms  - Instead of  being just a code fragment,  a w o r m  is an 
entire program in and o f  itself. The  code begins to replicate 
as soon as it touches a computer  system, not  dependen t  on 
the start o f  execut ion of  any other  program. Its aim is to eat 
up compute r  resources and~or delete data to result in a 
crippling effect on the host c o m p u t e r . [ W e  argue that it is 
such worms could cause the damage we allude to in the 
opening scenario.] 

Trojan Horses - As the name  would  suggest, a Trojan horse 
is a program, or code f ragment  inside a program, that 
performs a function unbeknowns t  to the user. It usually 
performs a simple task on the outside, while unleashing a 
virus or a worm on the inside. It can also perform 
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in format ion  retrieval whi le  pe r fo rming  a task, leaving no  
t r a c e .  

Logic  Bombs  - Similar to a Trojan  horse,  a logic b o m b  is 
used to release a virus, worm,  or  comple t e  some  o ther  secret 
task. These  are usually p lanted  by a p r o g r a m m e r  or  system 
deve loper .  This  cou ld  be useful in U.S.  military strategy, 
instead of  open  bombs ,  the  U.S.  cou ld  plant  logic bombs  to 
re t r ieve  specific data f rom foreign users. This  is plausible 
because many o f  the main software deve lopment  in the  wor ld  
occurs in tile ,US. 

Trap Doors  - The  use o f  this is similar to a logic b o m b .  It is 
a secret  way back into a system left by a p r o g r a m m e r  or 
des igner .  Unl ike  a logic b o m b  that  executes ,  a trap door  is 
mere ly  an u n k n o w n  security flaw. 

Clfipping - This is the term for doing any o f  the  above  to the  
hardware  o f  a system instead o f  to the  software.  O n e  can 
build in circuitry to a chip that  per forms specific funct ions.  

Machines  and Microbes  - A l though  one  tlfinks o f  Star T rek  
and other  science fiction when  the subject o f  nanny  machines  
c o m e s  up,  it is actually a feasible plan. machines  and 
microbes  are tiny machines ,  like a small insect, that  "ea t"  
e lec t ron ic  circuits, oil, plastics, etc. I f  un leashed  on a 
c o m p u t e r  center ,  the  result  w o u l d  be total shut  down .  

Electronic Jamming ,  H E R F  guns,  and  EM bombs -  These  are 
all forms o f  e lectronic  signal j a m m i n g .  O n e  can j am  
communicat ions,  s topping c o m p u t e r  in format ion  f low; shoot  
radio  signals at an electronic  target  to shut  it d o w n  with  a 
H igh  Energy R a d i o  Frequency  (HER.F) gun;  or send ou t  a 
high powered  e lec t romagnet ic  pulse, an EMP bomb.  [In the  
Gul f  War ,  the  allies used  35,000 different  radio bands.] 
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H i t ch -h ik ing -  This  is a g roup  o f  people ,  a subsect ion o f  
hackers ,  that  mere ly  sit on the  ne t  and  wait.  T h e y  wait  for 
any information and interesting code  to go by and  then  hi tch 
a ride with it, they fol low and delete  it, or  they  simply copy 
and steal it. 

T h i n k i n g  in terms o f  closing Pandora ' s  Box,  the  fo l lowing  
techn iques  will have to be cons idered  as an I B W  operat ional  
security plan is built: 

Firewalls - A l imited ga teway to the  I n t e r m e n t  f rom a 
c o m p a n y  or group .  On ly  passwords  and certain 
conf igura t ions  can get  in, and  everytlf ing is c h e c k e d  for 
viruses,  etc. On ly  pr ivi leged personnel ,  or personne l  with  
cer ta in  system conf igurat ions  can get  out .  I f  i m p l e m e n t e d  
correct ly they  can be useful. 

Encryption - This growing  area o f  interest  consists on cod ing  
data  so that  others  can no t  place b o mbs  in or  a round  it or 
read the  data. This  is g r o w i n g  m o r e  difficult as hackers  and 
o the r  groups  b e c o m e  m o r e  efficient at b reaking  the  codes.  
This  is one  o f  the  areas that  fuzzy logic cou ld  c o m e  into 
serious play. 24 

If, at first glance,  the  fo rego ing  appears to be mere ly  a 
" l aundry  list," a reading o f  the  fo l lowing  paragraph will surely 
p rove  sober ing to the  I B W  planner:  

The Defense Information Security Agency (DISA) conducts 
vulnerability studies of military and government computer 
systems. Their figures are truly alarming: 88% of  defense 
computer systems are easily penetrated. Of  the successful 
penetrations, 96% are not detected. Even worse, 95% of  the 
detected penetrations are not reported or responded to. Even 
when an intrusion is detected, it is usually impossible to 
determine who did it. DISA studies indicate that there were 
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possibly 300,000 intrusions into government cotnputer systems 
in 1994 alone. 's 

A Distant Bugle 
Despite incessant barbarian incursions and major military 
threats throughout its lfistory, Imperial China was little inclined 
to pursue military solution to aggression cxcept during the 
ill-fated expanionistic policies o f  the Former Han  dynasty, or 
under dynamic young rulers, such as T 'ang Tai-tsung, during 
the founding years of  a dynasty. Rulers and ministers preferred 
to believe in the myth of  cultural attraction whereby their 
vastly superior Chinese civilization, founded upon Virtue and 
reintbrced by opulent material achievements, would simply 
overwhelm the hostile tendencies o f  the uncultured. 26 

Today, there appears to be a striking similarity between a 
number  o f  western nation-states and ancient China. This 
likeness is a reflection of  a malady that continues to run its 
course darough lfistory as kingdoms, empires, and nation-states 
have lost sight o f  the fact that survival is always w o n m a n d  
mainta ined--a t  the point of  the sword. 

Modem states, especially those who have triumphed in the 
Cold W a r  and have the greatest interest in preserving peace, 
and most particularly the Uni ted States, on whom the burden 
of  keeping the peace must fall, now, and in the foreseeable 
future, are quite different. The martial values and the respect 
for power  have not entirely disappeared, but they have been 
overlaid by other ideas and values, some of  them unknown to 
the classical republics. The most important  o f  these is the 
Judaeo-Christian tradition, and especially the pacifist strain o f  
Christianity that emphasizes the sermon on the mount  rather 
than the more militant strain that played so large a role over 
the centuries. Even as the power and influence of  formal 
organized religion have waned in the last century, the 
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influence among important segments of  the population o f  the 
rejection o f  power, the evil o f  pursuing self-interest, the 
wickedness o f  war, whatever its cause or goal, have grown. 
There are now barriers o f  conscience in the way o f  acquiring 
and maintaining power  that would  have been 
incomprehensible to the Greeks and Romans.  In spite of  their 
victories in the Cold War  and, more recently, in the Gulf 
War ,  the Uni ted States and its allies, the states with greatest 
interest in peace and the greatest power  to preserve it, appear 
to be faltering in their willingness to pay the price in money 
and the risk o f  lives. 27 

What  seems to work best, even though imperfectly, is the 
possession by those states who wish to preserve the peace o f  
the preponderant power and o f  the will to accept the burdens 
and responsibilities required to achieve that purpose. They 
must understand that no international situation is permanent,  
that part of  their responsibility is to accept and sometimes even 
assist changes, some of  which they will not  like, guiding their 
achievement  through peaceful channels, but always prepared 
to resist, with force if  necessary, changes made by threats or 

28 violence that threaten the general peace. 
Information Based Warfare gives the sword another edge. 
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INFORMATION TERRORISM: 
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Scenario" September 1998 
Tensions in the Balkan conflict have g rown geometrically,  
particularly through Croat  and Muslim aggression, with the 
failure of  a series of  peace accords. A new peace accord has 
been w o r k e d  out,  brokered  by the Uni t ed  States, that stands a 
chance to redeem U.S. and N A T O  policy failures in the region, 
a l though some see it as harsher on Serbian combatants  while  it 
acquiesces to Croatian demands.  Fur thermore ,  N A T O  efforts at 
e c o n o m i c  reconstruct ion have been particularly biased against 
Serbian interests. De te rmined  to see its success in the face of  
flagging Congressional and public support for prolonging Bosnian 
operations, the President has increased the U.S. military presence 
in the region, establishing a new N A T O  "airfield in Brcko,  on the 
Bosnian/Croatian border, to facilitate logistics and put  an end to 
the Balkan conflict. In September,  with the prolonged fighting 
and the oncoming  winter  and its at tendant  fuel and food 
shortages and wave of  refugees, stability in the region begins to 
deter iorate  and Croat  and Muslim troops increase activity; the 
President increases airlifts o f  troops and materiel,  to counter  
tensions and support peace initiatives. 
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During the successive peace accord failures, and in response 
to increasing Croatian and Muslim aggression, sluggish economic 
recovery, and a tendency for NATO to be biased against Serbs, 
a group called the Serbian Council for the Liberation of Bosnia 
(SCLiB) is formed, consisting of Serb paramilitaries in Bosnia, 
Yugoslavia, and abroad, who have political and military influence 
among Yugoslavian and Bosnian Serb officials; the Council also 
consists of students in Slovenia, Hungary, and Yugoslavia, many 
of whom lost family members at the hands of Croats or NATO 
troops. The Council coalesced once members began to meet and 
communicate via tile Internet, using PGP encryption to hide their 
interests and intentions. Their primary objective is revenge, to 
redress grievances from Croatian land usurpation and its support 
by their American patrons, and to rid the area of the NATO 
presence by dramatizing their cause to the people of the world, 
influencing them, and thus their governments, to demand NATO 
leave the area. 

Having garnered enough financial and operational support 
through usual terrorist means, the Council formulates an attack, 
beginning with the CNN Web Page. By accessing the CNN 
Weather forecast, the Council times their attack for a night of  
intense storms in the Brcko area. Paranlilitary members of the 
Council intrude on the frequencies of the approach and tower 
radios at the Brcko airfield: an airfield recendy set up, and thus 
lacking ideal security measures, procedural experience, and full 
integration of NATO countries' respective military 
comnmnications systems. In the storm, flying into the airfield 
with its navigation lights off due to reported ground fire, a full 
C-130 troop transport is cleared to land by the approach 
intrusion. Another C-130, laden with fuel and also with its 
lights off, is cleared for take-off on the active runway, by the 
tower intrusion. The landing C-130 crashes into the second C- 
130. The resulting crash kills all aboard both planes. After 
hearing the explosion from their vantage point on a nearby hill, 
the intruders send a cellular signal to awaiting Council hackers 
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in Slovenia. Upon receipt of  the signal, tile hackers immediately 
issue an " e - c o m m u n i q u e , "  taking responsibility for the crash, 
explaining how it was done,  and giving the location of  the 
intrusion equipment  used, on which is engraved "SCLiB.'" The  
remainder of  the message is their manifesto and claim for redress 
of  grievances against life, property, and national identity. The  
end of  the message is an invitation and address to access their 
W e b  site, which is actually run from a compute r  in Amsterdam 
by Slovenian foreign exchange students, via an anonymous  web 
service account in Finland. This message is sent to and rece ived 
by every major  print and electronic news organization in the 
industrialized world, before the debris from the C-130 crash had 
settled. 

The resultant publicity is astounding: C N N ,  Reuters ,  I T A R -  
TASS, and AP immediately broadcast the message, with the W e b  
address.  In addition, the e -communiqub  itself was sent out  to 
over 30,000 e-mail addresses in the first hour after the crash. Six 
minutes after the e-communiqu6 had been received,  the Counci l  
W e b  page received its first hit. 

Twenty- four  hours after the C-130 crash, tile Counci l  W e b  
had received over  1 million hits. The  W e b  page was dramatic 
and rife with propaganda and claims against American,  N A T O ,  
and Croatian imperialism and atrocities in the Balkan region,  and 
included questionable allegations of  illegal arms transfers be tween  
N A T O  governments  and Bosnian Muslims and Croats. Several 
references were  included to the former  U.S. presence in 
Lebanon,  and how that presence was resolved. Twenty- four  
hours after the first hit, the first accessing system crashed, with 
all fries irretrievably deleted,  as a result o f  a Trojan horse the 
Counc i l  hackers had embedded  in the W e b  page, exploiting a 
flaw in the p rogramming  language similar to one  discovered by 
Pr ince ton  compute r  scientists in February 1996. ~ The  flaw 
a l lowed a webmaster  access to the hard drive and files o f  the 
mach i ne  that had unwit t ingly accessed the tainted W e b  page. 
Exploiting this flaw, the Council  embedded  a program that 
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activated 24 hours (according to the system internal clock or any 
o ther  t ime-keeping mechanism the machine  could access) after 
the page was hit, destroying the functions and files o f  the system 
it infected. Al though this created a sensational climate of  fear 
th roughou t  the computer ized  civilian world,  the most  damage 
done  was to investigative and defense organizations, who  
immediately and naturally accessed the W e b  page before most  o f  
the news  organizations had disseminated its address. This 
inc luded  the American Depar tment  of  Defense,  the Defense 
Ministries of  all N A T O  countries,  the American Depar tment  of  
Justice and Treasury, mid the Central Intel l igence Agency.  Final 
damage to unclassified systems was incalculable, but  the 
drmnatization of  the Council 's cause was greatly effective. Since 
the Trojan horse was set to activate 24 hours after the W e b  site 
had been tilt, computer  failure rates tended  to cascade, and were  
slow in tapering off, despite warnings to avoid the terrorists' 
W e b  page. 

The actual reports o f  the carnage of  the crash reached the 
public: these reports, on top of  the fear created by the compute r  
disasters, and the general frustration with American efforts in the 
Balkans, put enormous  pressure on Congress and the President.  
Because of  a lack of  treaty conventions,  American investigative 
agencies were  not  a l lowed to violate protocols of  Finland's 
cyber-community; thus, investigators were unable to ascertain the 
identity of  the anonymous  server's customer,  or the location of  
the W e b  site in Amsterdam. The Council 's information terrorists 
remained secure in anonymity,  and their success in hiding 
p rompted  many copy-cat  web pages, a spate of  " Internet  
liberators," and re--circulation of  the Council 's  original manifesto 
and web page detail. Wi th  Congressional elections just  over  a 
m o n t h  away, the Balkan mess became a rallying point of  
congressmen to pressure the President. Finally, the President had 
little choice but to accede to the public's and Congressional 
demands  to bring the boys back home.  W i t h o u t  American 
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logistical and operational support, N A T O ' s  presence and power  
in the region was significantly reduced.  

As with most  conventional  terrorist attacks, tactical damage 
to military and government  information systems was relatively 
small (although several billion dollars o f  civilian and commercial  
information value could conceivably be lost in such a web-based 
attack). However ,  the strategic objective was not  damage: as 
with most  conventional  terrorist attacks, the strategic objective 
was publicity, drama, and leverage to influence public and policy. 
The  terrorists achieved their strategic objectives, clearly and 
effectively. 2 

Introduction 
In the  remainder  of  the paper tile authors will: 1) define 
information terrorism within the context  of  information warfare 3 
as well as conventional terrorism; 2) offer a possible response to 
the phenomenon  o f  information terrorism. 

Information and Stability: The Lure of Technology 
Extremist groups often resort to political violence when they lack 
the power  to achieve political objectives through non-vio lent  
legal means. In an effort to attract the attention o f  the public, 
political terrorists perpetrate their acts with the media  at the 
forefront of  their strategy: this strategy calculus is based on the 
assumption that access to the communicat ion structure is directly 
re la ted to power.  4 Believers in this assumption might  target 
digital information systems in pursuit o f  political goals. 

The  National Information Infrastructure (Nil),  and Global 
Information Infrastructure (GII) support financial, commercial  
and military information transfers for consumers, businesses, and 
countries. Considering the presence o f  computers in modern  
society, it is not  surprising that terrorists have occasionally 
targeted computer  systems in the past. A "'PLO" virus was 
developed at Hebrew University in Israel; in Japan, groups have 
attacked the computer ized control systems for commute r  trains, 
paralyzing major cities for hours; the Italian R e d  Brigade's 
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manifesto specified the destruction of  compute r  systems and 
installations as an objective for "striking at the heart  o f  the 
state. ''s More recently, Sinn Fein supporters work ing  out  o f  the 
University of  Texas, Austin, posted sensitive details about  British 
army intelligence installations, military bases, and police stations 
in Nor the rn  Ireland on the Internet.  6 Terrorism is a rapidly 
evolving and responsive phenomenon .  Terrorist  technology and 
tactics are sensitive to their  target political cultures, and have 
progressed at a rate commensura te  with dominant  military, 
commercial ,  and social technologies.  

As technology becomes more cost-effective to terrorists--that 
is, its availability and potential for disruptive effects rise while its 
financial and other  costs go down--terror is ts  may become more  
technological ly or iented in tactics and strategies. In 1977, 
terrorist  expert  R o b e r t  Kupperman,  then Chief  Scientist of  the 
U.S. Arms Control  and Disarmament  Agency,  recognized  that 
increasing societal reliance upon technology changes the nature 
of  the threat  posed by terrorists: 

Commercial aircraft, natural gas pipelines, the electric power 
grid, offshore oil rigs, and computers storing government and 
corporatc rccorc[s are examples of sabotage-prone targets whose 
destruction would have derivative effects of far higher intensity 
than their primary losses would suggest .... Thirty years ago 
terrorists could not have obtained extraordinary leverage. 
Today, however, tile foci of communications, production, and 
distribution are relatively small in number and highly 
vulnerable. 7 

The incorporation o f  information technology in the military- 
industrial complex,  and the design and implementat ion of  
information warfare strategies, may also draw terrorists to 
computer technology. In the final days of  the Cold War ,  N A T O  
allies took seriously the premise that as warfare grows more  
electronic and dependent  upon information technology,  tile 
vulnerabilities and risks of  sabotage grow. s In a R A N D  paper, 
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Dr.  Bruce  H o f f m a n  asserts that,  because  o f  the  operat ional  
conservat ism resul t ing f rom the  terrorists '  "organizat ional  
imperat ive  to succeed":  

...terrorists will always seek to remain just ahead of the counter- 
terrorism technology curve: sufficiently adaptive to thwart or 
overcome the cotmtermeasures placed in their path but 
commensurately modest in their goals (i.e., amount of  death and 
destruction inflicted) to ensure an operation's success. 

In this respect, rather than attacking a particularly well- 
protected target-set or attempting high risk/potentially high 
payoff operations, terrorists will merely search out and exploit 
hitherto unidentified vulnerabilities and simply adjust their plan 
of  attack and tactical preferences accordingly. 9 

Information technology  offers n e w  oppor tuni t ies  to terrorists 
with  the  above  strategic concerns .  In pursu ing  this m o d u s  
operandi, a terrorist organization can reap low-risk,  highly visible 
payoffs by a t tacking in format ion  systems. 

Defining Information Terrorism 
I n fo rm a t ion  warfare has been examined  within the  con tex t  o f  
state-on-state operat ions ,  as well as assessments o f  peer  or near-  
peer  compet i tors .  H o w e v e r ,  sub-state and gray area 1° 
p h e n o m e n a ,  especially informat ion  terror ism,  have yet  to be 
addressed wi thin  the  paradigm o f  informat ion  warfare. 
Intbrmation warfare emanating from the low intensity end  o f  the  
political violence spec t rum represents  a threat  to Amer ican  
national  security and defense.  

An act o f  political v io lence  by anyone  o ther  than a m e m b e r  
o f  the  a rmed  forces o f  a legi t imate  state is of ten b randed  an act 
o f  terrorism. This is only occasionally correct  tt, bu t  the  criminal 
and subversive connotat ions o f  the te rm "terror is t"  have resul ted 
in m a n y  acts o f  c o m p u t e r  abuse being labeled " in fo rmat ion  
ter ror ism."  These  acts have ranged  f rom using personal  
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information for extortion, to hacking into a ne twork ,  to physical 
a n d / o r  electronic destruction o f  a digital information system. 
This is too simplistic a t axonomy for such a complex  
phenomenon .  

Label ing every malicious use of  a compute r  system 
"terrorism" serves only to exacerbate confusion and even panic 
among  users and the general public, and frequently hinders 
prosecution and prevent ion by blurring the motivations behind 
the crime. Fur thermore ,  political crimes have vastly different 
implications for national security and defense policy, than other  
" c o m m o n "  crimes. Terrorism is a political crime: an attack on 
the legit imacy of  a specific government ,  ideology, or policy. 
Hacking into a system to erase files out  o f  sheer ego, or  stealing 
informat ion with the sole intent to blackmail,  is nothing more  
than simple theft, fraud, or extortion,  and certainly is not  an 
attack upon the general legitimacy of  the government .  Policy 
and me thodo logy  to counter  crime depends a great deal upon 
criminal motivations; 12 thus, clearer and more  concise definitions 
of  "information terrorism" are needed,  if it is to be addressed by 
national security policy. Attacks on the legit imacy o f  a 
government  or its policies are not  " c o m m o n "  criminal 
motivations.  The  quasi-criminal, quasi-military nature o f  
terrorism blurs the distinction be tween  crime and warfare. 
Distinctions be tween  law enforcement  and military duties 
b e c o m e  equally blurred, 13 and can be clarified only through 
coherent  policy dictating those duties, based upon a clear view 
of  the nature of  the enemy.  

Political terrorism is the systematic use of  actual or 
threatened physical violence in the pursuit of  a political objective, 
to create a general climate of  public fear and destabilize society, 
and thus influence a population or government  policy. 
Information terrorism is the nexus be tween  criminal information 
system fraud or abuse, and the physical violence of  terrorism. 
However ,  particularly in a legal sense, information terrorism can 
be the intentional abuse of  a digital information system, ne twork ,  
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or c o m p o n e n t  toward  an end that supports or facilitates a 
terrorist  campaign or action. In this case, the system abuse 
wou ld  not  necessarily result in direct violence against humans,  
a l though it may still incite fear. Most  terrorism scholars, when  
defining "political terrorism," would  include physical violence as 
a necessary component ;  thus, many acts of  criminal compute r  
abuse wou ld  not  be considered terroristic, if they do not  result 
in direct physical violence. However ,  scholars must  face the fact 
that as technology's implications broaden on society and politics, 
social and political definitions should likewise broaden to 
a c c o m m o d a t e  technology.  TM The semantic vacuum of  a 
universally accepted comprehensive  definition leaves room for 
considering information system abuse as a possible new facet o f  
terrorist activity. 

Tools and Targets 
In a T h i r d - W a v e  t5 society, there are two general methods  in 
which  a terrorist might  employ an information terrorist attack: 
(1) when information technology is a target,  and /o r  (2) when  IT 
is the tool o f  a larger operation. The  first me thod  implies a 
terrorist would target an information system for sabotage, either 
e lectronic  or physical, thus destroying or disrupting the 
information system itself and any information infrastructure (e.g., 
power ,  communicat ions ,  etc.) dependent  upon the targeted 
technology.  The  second me thod  implies a terrorist would  
manipulate and exploit an information system, altering or stealing 
data, or forcing the system to perform a function fbr which  it 
was not meant  (such as spoofing air traffic control,  as highlighted 
in the third scenario). 

In the matrix below, cell (a) addresses "tradit ional"  terrorism 
(e.g. hijacking, bombings,  assassinations, hostage taking, etc.) 
T h e  authors consider cells (b), (c), and (d) to be information 
terrorism. Cell (b) represents a low tech solution for a high tech 
target  (e.g. the I R A  attack on Square Mile financial district o f  
Londonl~). Cell (c) exploits information systems to wreak 

71 



• Sun Izu and lulormalion Wada~ • 

physical damage. Cell (d), digital tools against digital targets, 
exploits vulnerabilities in military, commercial  and civilian/utility 
systems that rely on information technology.  The  authors 
believe cell (d) to be "pure" information terrorism and likely the 
most  difficult to detect  and counter .  

Tool Physical 

D(e~at 

Target 

Physical 

(a) Conventional Terrorism 
(Oklahoma City Bombing). 

(c) Scenario (Radio 
h~trusion hi C-130 
ca'ash). 

Figure 1 

Digital 
(b) IRA attack on 
London Square 
Mile, 4 October 
1992. 

(d) Trojan horse ill 
public switched 
network. 

No Symmetrical Response 
A di lemma o f  combat ing terrorism in a democrat ic  society is 
finding the right balance between civil liberties and civil security. 
Military operations within a democrat ic  society, even to 
"p ro t ec t "  it, often are inconsistent with the principles of  that 
society.  The  military thus confronts a paradox as it strives to 
comba t  terrorism. Al though terrorists can use brutal, 
indiscriminate force against the military and civilian population,  
the military response may be limited. If  the perpetrator o f  a 
terrorist action is found to be state-sponsored, a military response 
against state targets is possible (e.g. Uni ted  States sending F-111s 
against Libya in response to Berlin Disco bombing  in 1986). 

Frequendy terrorists are not  state-sponsored, but are hidden 
within the civilian population. Tanks, aircraft and cruise missiles 
are ineffective against an enemy that blends itself into a civilian 
background .  Information terrorists, outside the Uni ted  States 17 
have an easier means o f  disappearing inside their civilian 
population. Operating from homes ~s via modems,  these terrorists 
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can functions in their cell like structure using encrypted e-mail 
as means of  communicat ion to their  organization's  ne twork ,  and 
thereby reducing their chances of  exposure.  

The U.S. government  faces this same paradox as it confronts 
information terrorism. Military, civilian and commercia l  
databases, compute r  systems, information infrastructures all are 
potential  targets o f  information terrorists. W h e t h e r  th rough 
digital or physical means,  the information terrorists can destroy, 
disrupt, degrade, deny or delay vital information that the military 
relies upon,  and thus become  a threat in peace time, as well as 
in t ime of  war. H o w  can the U.S. national security 
establishment respond to the informational attacks of  terrorists, 
when the terrorists hide behind a veil of  digital anonymity? H o w  
m u c h  o f  information terrorism is a military concern  and how 
much  is within the jurisdict ion of  federal law enforcement?  

The  U.S. military could find it difficult to respond against a 
small and digitally ne tworked  enemy such as a terrorist 
campaign. The  U.S. national security establishment needs to use 
a flexible, integrated response to counter  information ter ror is ts - -  
one  which  employs information warfare tactics tailored to 
coun te r  gray-area phenomena ,  but also reserves the use o f  
convent ional  counter terror ism operations. 

Rccommcndations 
T h e  U.S. national security establishment must  be equipped to 
respond militarily to information terrorism. Firstly, the military 
will  always be a target of  terrorism. Fur thermore ,  the 
information terrorism attack may be state-sponsored and the first 
wave of  a "digital Pearl Harbor . "  Origins o f  digital attacks are 
usually difficult to discover at first, and if the attack is indeed a 
precursor  of  peer  or near-peer  infornaation warfare, a military 
response will be required.  

However ,  democratic societies must  carefully weigh the use 
of  nfilitary forces in the prevent ion and counter ing of  terrorism, 
even t hough  their militaries may be targets o f  the attacks. By 
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calling in the military to respond to conventional  terrorist 
actions, the terrorists and their cause may achieve a degree of  
legitimacy. The  terrorists actions then have escalated from a 
criminal level to a " enemy  of  the state." This quandary can be 
avoided when countering information terrorists. There  are no 
visible soldiers on the streets to heighten civilian anxieties when  
using digital attacks to counter  the terrorists. The  military's 
response, like that of  the information terrorists, can be 
anonymous,  fillly ne tworked,  and swift. 

The military has unique capabilities to confront  and counter  
international information terrorism which the domestic law 
enforcement  agencies lack, particularly in the military's 
specialized training and established international presence. 
Aspects of  an international information terrorist attack (especially 
within cell (d) [see Figure 1]) would  fall squarely within the 
jurisdictions of  several federal law enforcement  agencies because 
these attacks would affect a domestic information system, just by 
virtue of  the connectivity of  such systems. Furthermore,  the 
investigative abilities of  law enforcement  agencies such as the 
FBI arid the Treasury Depar tment ' s  FinCEN (Financial Crimes 
Enforcement  Network)  are particularly well-suited to counter  
information terrorism, from detecting the logistics and method  
of attack to following the money  trail and uncovering a possible 
sponsor.  The  most  important aspect of  any counter  terrorist 
endeavor is a rapid response time. Law enforcement  is 
particularly adept at rapid crisis management .  Clearly, the ideal 
response structure would  be one that incorporates assets from 
both the military and law enforcement .  Such a structure could 
also incorporate the military in an advisory role in domestic 
incidents,  and likewise, law enforcement  assets in an advisory 
role in overseas incidents. 

Offensive information warfare techniques developed for 
military use at a state level could also be utilized to respond to 
information terrorism. Law enforcement agencies, in general, do 
not have similar offensive information warfare capabilities. For 
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this reason a specialized and integrated counter information 
terrorism group is required. These highly trained information 
warriors would be the national security equivalent of  Carnegie 
Mellon's Computer Emergency Response Team, but with an 
offensive capability. Like a "Digital Delta Force" these Digital 
Integrated Response Teams (DIRTs) would work from remote 
computer systems and use information warfare tactics to detect, 
locate and counter the information terrorists. The DIRTs would 
be in networked remote cells inside CONUS (with one on the 
East and West coasts, and an additional cell in the Midwest). 
The DIRTs would exploit law enforcement IT-oriented assets, 
investigative capabilities, and intelligence bases. The DIRTs, 
created by Executive Order, would operate as a cell of the 
National Security Council and take its directives from the 
information terrorism counterpart to the White  House "Drug 
C z a r .  ~ 

These information warriors, comprised of members from the 
Joint Services, as well as Justice and Treasury Departments, 
would strike using digital means against computers and networks 
used by the information terrorists. Using an anonymous 
response, the U.S. government could strike at information 
terrorists without large display or legitimizing the terrorists, both 
of which would occur with a physical response. Such a response 
offers ultimate plausible denial. In addition, the DIRTs close 
integration with law enforcement agencies would provide legal 
guidance and accountability, and avoid a "Posse Comitatus" 
syndrome. 

This structure would combine the investigative and 
jurisdictional assets of  the law enforcement community with the 
offensive capabilities of the military. If the United States is going 
to enter the Information Age, we need to have policy that spans 
the spectrum of information-related threats to our national 
security, driving offensive and defensive assets that can respond 
symmetrically and effectively. Our offensive capabilities against 
peer or near-peer competitors are formidable, whether in 
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informat ion  or  conven t iona l  warfare .  H o w e v e r ,  the  in tegra t ion  
o f  law e n f o r c e m e n t  assets is necessary  to r e spond  effect ively to 
a n e t w o r k e d  gray-a rea  at tack.  W i t h o u t  an in tegra ted ,  fully 
articulated response  policy,  i n fo rma t ion  terroris ts  cou ld  severe ly  
damage  the  infrastructures o f  o u r  mil i tary or  society,  in the  t ime  
it takes to a rgue  abou t  w h o s e  j o b  it is to respond.  

Notes 
1. See ht tp: / /www.cs.princeton.edu/-ddean/java/dns-scenario.  

html for the DNS attack scenario that Princeton researchers used to 
exploit a flaw in Java. 

2. By a most unfortunate coincidence, this scenario was fully 
developed four days before the tragic crash of  Commerce Secretary 
Brown's airplane in Croatia. While not wishing to exploit such a tragic 
loss, we feel the scenario is still clearly relevant. Our most sincere 
condolences go to the families, friends, and colleagues of  all who 
perished. 

3. For the purposes of  this paper, "Information warfare" will be 
defuled as offered by the Department of  Defense: "Actions taken to 
preserve the integrity of  one's own information system from 
exploitation, corruption, or destruction, while at the same time 
exploiting, corrupting, or destroying an adversary's information system 
and in the process aclfieving an im%rmation advantage in the application 
of  force." (Proposed: JCS Pub 1-02). 

4. See Alex P. Schmid & J.F.A. DeGraaf, Violence as Communication: 
Insurgent Terrorism and the Western News Media. Beverly Hills, CA: Sage, 
1982. 

5. Philip Fites, Peter Johnson, & Martin Kratz, The Computer Virus 
Crisis, Second Edition. New York: Van Nostrand Reinhold, 1992 
(p.63). 

6. London Times, via CNN Web News Digest, 26 March 1996 
(ht tp: / /www.cnn.com).  

7. Robert Kupperman, "Facing Tomorrow's  Terrorist Incident 
Today."  Washington, I')(': U.S. Department of Justice, Law 
Enforcement Assistance Administration, 1977. Cited in Grant Wardlaw, 
Political Terrorism, Second Edition. Cambridge: C.ambridge University 
Press, 1989 (p.26). 
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8. Gerald Segal, "'Asians in Cyberia," The Washington Quarterly, 
v.18 n.3 (Summer 1995), pp.12-13. 

9. Bruce Hoffman, "Responding to Terrorism Across the 
Technological Spectrum," RAND Corporation, April 1994 (pp.29-30). 

10. "Gray-area phenomena" is political violence that is not easily 
seen to be sponsored hy or connected to a state or an established 
organization. 

11. For example, there is a distinct difference between terrorism and 
guerrilla warfare (See Walter Laqueur, The Age of Terrorism. Boston: 
Little, Brown & Co., 1987 [p.5]). 

12. This assumption is based on the notion that in political crimes, 
as opposed to crimes for ego or greed, the perpetrator and the 
beneficiary are usually not the same person, with more tenuous 
connections, and the intended long-term gains from the crime are 
usually abstract. From a law enforcement perspective, this places 
primacy on the motivations of  the act; however, from a military 
perspective, it is the act itself which merits focus, since it is the act itself 
which wreaks the damage aud poses the threat to national security. This 
is one of  many facets in the argument surrounding the degree to which 
counterterrorism should be approached from a military vis-~.-vis law 
enforcement perspective. This argument further emphasizes the need 
for a symmetrical, part-military part-law-enforcement response. 

13. Review of  Richard Htmdley and Robert Anderson, "Security in 
Cyberspace: An Emerging Challenge for Society," ti'om That Wild, 
Wild Cyberspace Frontier. Internet source: 
http ://www.rand.org/publications/ RKR/RRR.fal195.cyber/wild.html,  
5 April 1996. 

14. Stephen Sloan, "Terrorism: How Vulnerable is the United 
States?" Internet Source: The Counter-Terrorism Page, 
htq~ : / /www.terror ism.com/ Pubs/sloan.htm. 

15. Physical violence from terrorism uses Toffler's Second Wave 
technology, whereas information attacks would fall within the Third 
Wave paradigm. (See Alvin Toffler, The Third Wave. New York: 
Willam Morrow & Co., Inc., 1980.) 

16. The IRA were specifically targeting the Square Mile of  London 
on a weekend to minimize casualties but maximize damage to a financial 
center of  Western Europe. 

17. The authors chose to not to discuss domestic information 
terrorism, since that falls under the jurisdiction of  the FBI, but much of  

77 



• Sen Tzu aid Information Warfare • 

the debate is similar regarding FBI capabilities to counter this threat. 
18. Traditional" terrorists generally operate in an urban environment 

often without an established geographical locus. Information terrorism 
further diminishes geographical constraints through the nature of  digital 
connectivity. 
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INFORMATION WARFARE: 
The Organizational Dimension 

Colonel Brian Fredericks 
U.S. Army 

Introduction 
Today with all of  the various interpretations and multiple 
definitions, Information Warfare (IW) remains an enigma. Since 
the Department of  Defense formally published the original 
classified directive on IW in December 1992, the Services, Office 
of the Secretary of  Defense, and a wide range of joint activities 
have expended considerable effort examining this issue. While 
there is a general recognition that IW has the potential to serve 
as an important force multiplier, the concept remains in its 
infancy. Ultimately the success of IW as a decisive component 
of  U.S. national security in the 21st century depends upon 
achieving a viable IW architecture. This architecture must 
comprise three key areas: policy/doctrine, organization/training, 
and requirements/technology. Much has been written, discussed, 
and even debated on the need for overarching national policy in 
this area, as well the multitude of capabilities and vulnerabilities 
stemming from our increased reliance on advanced technology. 
However, a similar focus on the organizational component of  IW 
has not occurred. 

This paper specifically addresses the role of organizations as 
an essential element in developing and implementing a viable IW 
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strategy. To provide a common reference point,  the paper begins 
by defining I W .  Nex t  it analyzes the progress achieved to date 
in institutionalizing I W  by assigning responsibility to specific 
organizations. Both the progress achieved within D O D  and the 
significant challenges remaining to be overcome at the 
interagency level are examined.  T h e  paper concludes with a set 
of  recommendations on how to better organize the I W  effort and 
enable it to emerge  as a decisive e lement  of  U.S. national 
security strategy in the 21st century.  

IW Defined 
Information Warfare  ( IW) was formally launched in D e c e m b e r  
1992 with the dissenfination of  D O D  Directive 3600.1)  From 
the outset, widespread discussion and unders tanding of  I W  were  
hampered by its Top Secret classification. 2 In September  1995 the 
Assistant Secretary of  Defense for C o m m a n d ,  Control ,  
Communica t ions  and Intel l igence (ASD(C3I))  published the 
formal D O D  unclassified definition of  I W :  

Actions taken to achieve information superiority by affecting 
adversary information, information-based processes, and 
information systems, while defending one' s own information, 
information-based processes, and information systems. 

This description clearly underscores both the defensive, as 
well  as offensive aspects o f  I W .  In the summer  of  1994, the 
Defense Science Board 3 (DSB), drawing heavily from expertise 
wi thin  D O D ,  published the most  comprehensive  and 
authori tat ive discussion of  I W  to date. The  report  highl ighted 
the distinction be tween  infornlation in warfare and information 
warfare. Information in warfare pertains to "get t ing [information] 
it where  it is needed  in a t imely and reliable manner ,  a" It 
encompasses the collection, processing, and dissemination of  
information and is synonymous  with the "C4I  for the War r io r "  
vision released by the Joint  Staff in 1992. C4I for the War r io r  
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addresses the concept of a global Command, Control, 
Communications, Computer, and Intelligence system directly 
linking military units around the globe in an interoperable, fully 
integrated fashion spanning the range of  military operations from 
peace to war. 5 Information in warfare capitalizes on the national 
infornaation infrastructure (Nil). Characterized as an 
"information highway, 6 the Ni l  is the growing worldwide 
information infrastructure which transcends industry, media, and 
the military and includes government and non-government 
entities. Most activities now rely on the information 
infrastructure including the banking' transportation, 
manufacturing, and electrical power industries. The Defense 
Information Infrastructure (DII) is an integral part of  the Nil  
with over 95 percent of DOD'  s worldwide telecommunications 
needs satisfied by commercial telecommunications carriers, r 
Military activities relying on the DII include transportation, 
logistics, financial, manpower, and personnel and training. 

While C4I for the Warrior focuses on harnessing 
ever-increasing computer storage and exchange capabilities, IW 
targets these information systems. The distinction between C4I 
for the Warrior and IW is extremely important. I W  employs 
offensive techniques such as deception, electronic jammers, 
munitions and advanced technologies to deceive, deny, exploit, 
damage, or destroy adversary information systems, while at the 
same time protecting friendly information systems from 
disruption, exploitation and damage by an adversary, s The target 
of IW may range from influencing national level decisionmakers 
to corrupting the automated control of transportation systems. 9 
defensive I W  protects friendly information systems from 
disruption, exploitation and damage by an adversary.S°or 
example, the Army's ongoing digitization of the battlefield is an 
application of information in warfare at the operational and 
tactical levels. Defensive IW, on the other hand, focuses on 
identifying and protecting vulnerabilities which arise from this 
increased reliance on technology. 
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The  emergence  o f  C o m m a n d  and Control  Warfare  ( C 2 W )  
laas been fundamental in understanding I W .  1' In article in Signal  

magazine LTGen James Clapper, then Director  Defense 
Intel l igence Agency (DIA), wrote  " the  closest description of  
information warfare might  be found in the definition of  
c o m m a n d  and control  warfare. ''12 I W  and C 2 W ,  however ,  are 
not  interchangeable terms. C 2 W  is a subset o f  I W .  The  
Chai rman of  the Joint  Chiefs of  Staff (cJCS)  M e m o r a n d u m  of  
Policy (MOP) 3 0 ,  states " C 2 W  is the military strategy which 
implements  I W  on the battlefield. '''3 C 2 W  is designed as an 
essential part o f  an overall theater  campaign plan. It is 
implemented during "joint nfilitary operations when U.S. military 
forces unilaterally or as part of  an al l ied/coali t ion force are 
opposed or threatened by an organized military or paramilitary 
force. "'14 C 2 W  focuses on an adversary's military c o m m a n d  and 
control  when  military force is applied. On  the other  hand, the 
use of  tlae word "warfare"  in the term I W  does not  limit I W  to 
a military conflict, declared or otlaerwise, is I W  targets the entire 
information infrastructure of  an adversary - political, economic,  
and military throughout  the cont inuum of  operations from peace 
to war. 

organizational Impcrativc 
IW,  as tiffs definitional discussion highlights, is a complex issue. 
Organizat ions are essential in actually implement ing this new 
concept  and achieving a viable I W  architecture.  I W  will only 
become  institutionalized if activities actually take responsibility 
for planning and execut ing I W .  Today I W  offices have been 
stood up th roughout  D O D  focusing on offensive and defensive 
I W  capabilities, but for the most  part the budgets and staffs o f  
these elements  are very limited. They  represent an important  
start in what  will likely be a long and slow process. 

I W  E x e c u t i v e  Board: The Deputy  Secretary of  Defense chairs 
an I W  Executive Board established in May 1995 which  
comprises senior officials within the depar tment  including the 

82 ¸ 



• TIIc Or~nl~llon~ DlmCnlsion • 

Vice Chairman Join t  Chief  o f  Staff (VCJCS) ~6. Support ing the 
I W  Executive Board is an I W  Counci l  chaired by the Assistant 
Secretary o f  Defense for Command ,  Control ,  Communica t ions  
and Intel l igence (ASD(C3I)) .  The  Execut ive  Board is char tered 
to address I W  roles and responsibilities and serve as the D O D  
focal point for I W  discussion at the national level. The  Board is 
a w e l c o m e  addition as it demonstrates an awareness by senior 
D O D  officials of  the need to coordinate I W ,  not  only within the 
department ,  but in the interagency arena. H o w e v e r ,  senior 
officials are too busy to spend a great deal o f  t ime on any one 
issue, particularly one that has not  reached crisis proportions.  
This is the point R o b e r t  McNamara  makes in his book In 
Retrospect when  discussing the evolution of  U.S. policy in 
Vie tnam during the Kennedy  and Johnson  administrations and 
the same is true today. 17 You need  to have the pull from the 
top, but it is important  that lower  levels are fully energized.  

A S D  C31: The  ASD(C3I) ,  as the senior I W  advisor to the 
Secretary o f  Defense,  has organized a small I W  Directorate 
comprising less than ten personnel  to help him execute  his 
responsibilities. It was the forerunner  to this office which  drafted 
the original I W  directive in 1992. The  I W  Directorate  conducts  
centralized planning, coordinat ion,  and oversight for I W  and 
conducts program reviews of  selected Service and defense agency 
I W  efforts. In May 1995 the I W  Directorate  sponsored an I W  
w a r g a m e  for senior government  officials designed to raise the 
profile o f  the threat  to the U.S. information infrastructure. TM 

T h e  I W  Directorate  has also focused on initiating a D O D  
"ILed T e a m "  effort. This was one o f  the I W  recommendat ions  
f rom the 1994 Defense Science Board report  to " jump start 
D e f e n s i v e  I W .  ''19 U n d e r  this concept  personnel  knowledgeab le  
in adversaries' offensive I W  form a team to "a t tack"  the D O D  
information infrastructure. Given the magni tude  of  the 
vulnerabilities, the objective would  be to have this capability 
distr ibuted th roughou t  D O D  and carried out  at various levels 
and locations. This concept  dovetails with the Compute r  
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Emergency Response Team (CERT) which reacts to real world 
intrusions into computer systems. The Defense Information 
Systems Agency (DISA) has stood up small offices which 
accomplish both these tasks, but a more comprehensive program 
is necessary. In tile twelve months prior to July 1994 DISA 
detected rouglfly 3,600 attacks on nfilitary networks, but officials 
estimate they detected only two percent of all the attacks, raising 
the estimated number to 182,000. 20 

The "Red Team" program is designed to increase awareness 
throughout DOD of the vulnerabilities of automated systems and 
improve the overall security posture. A comprehensive "Red  
Team" effort can significantly reduce vulnerabilities in the n e a r  
term as many existing problems are attributed to inadequate 
training of operators and system administrators. As the head of 
a CEKT team stated, "the problem...is a lack of understanding 
and awareness and a lack of training and technical competence 
on the part of the user community. ''2t The "Red Team" is a 
laudable objective, but ASD(C3I) presently only coordinates and 
does not direct action. The Joint Staff has designated the Joint 
Command and Control Warfare Center (JC2WC) at San 
Antonio, Texas as executive agent to support the OSD IW Red 
Team effort. However,  implementation of the "Red  Team" 
concept is evolving slowly given budget constraints and 
manpower reductions in the Services and defense agencies. 

USD(P): In 1995 the Under Secretary of Defense (Policy) 
(USD(P)) created an Infrastructure Policy Directorate. This office 
focuses on emergency preparedness and shaping the role of DOD 
in the protection of infrastructures, including coordination 
between DOD and nonDOD government, and civilian/corporate 
owned infrastructures. 22 These are important responsibilities 
which clearly fall under the heading of defensive IW. As this 
office matures, it will be incumbent upon the IW Council and 
Executive Board to insure IW activities within ASD(C3I) and 
USD(P) are delineated and deconflicted, if necessary. 

84 



• Tile Organlzatiouid DluiaJion • 

Joint Staff: In the Joint arena, IW organizations have also 
emerged. On the Joint Staff, proponency for I W  is now shared 
between the Directorate for Operations, J3, and the J6, 
Directorate for Command, Control, Communications, 
Computers, and Intelligence (C4I) under a Memorandum of 
Understanding signed in October 1994. While  conceptually this 
may have merits with each directorate bringing a unique 
dimension of FW, in reality as Lt Gen Clapper, former Director, 
DIA, has recommended, the Operations Officer should be the 
overall staff coordinator as he is for all other operations issues. 23 

The current arrangement on the Joint Staff presents some 
unique challenges as no one is actuaLly in charge. The J3 and J6 
principals are too busy to dedicate the constant attention this area 
requires and day-to-day responsibility for I W  on the Joint Staff 
is delegated. A need exists for direct flag officer sponsorship to 
orchestrate joint I W  policy and doctrine development, conduct 
operational planning, and establish requirements. A dedicated flag 
officer sponsor would greatly facilitate coordination with 
Services, OSD, the Intelligence Community and as I W  matures, 
the interagency and civilian sectors. It would also send a strong 
message that I W  is an important joint warfighting issue requiring 
immediate highlevel attention. 

Within the Joint Staff J3, responsibility for offensive I W  now 
resides within the Information Warfare /Special Technical 
Operations Division (IW/STOD).  This division is responsible for 
coordinating compartmented planning between the Services, 
Combatant Commands, and DOD agencies. Bob Woodward 
writes in The Commanders, the Special Technical Operations 
Center (STOC) is "a command and communications center for 
operations involving the sensitive "black" programs known only 
to those cleared to the special-access compartments. ''24 The 
I W / S T O D  also has responsibility for coordinating all facets of 
C 2 W  for the Joint Staff including policy, doctrine, and 
operational issues. It is this office which authored MOP 30, led 
the preparation of Joint Pub 3-13 and will draft I W  doctrine. 
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This arrangement underscores the important linkage between 
C 2 W  and IW. As the military proceeds to operationalize IW, 
the I W / S T O D  represents the linchpin for ensuring the 
integration of all dimensions of joint IW. 

It has been suggested that, just as we continue to use a Single 
Integrated Operational Plan (SLOP) for strategic nuclear warfare, 
DOD might consider tile use of an " I W  SIOP" which addresses 
offensive and defensive deconfliction and intelligence equity 
issues. 25 If this were implemented, the task would be assigned to 
the I W / S T O D  to coordinate the task. Today the I W / S T O D  
focuses principally on support to the Combatant Commands, but 
as IW matures with both its non-lethal and deterrence potentials, 
greater interagency participation and coordination will 
undoubtedly occur. 

JC2WC: The activation of the Joint Command and Control 
Warfare Center (JC2WC) at San Antonio, Texas in October 
1994 provided a valuable resource for the Commanders of the 
Combatant Commands (CINCs). 26 As a field-operating agency 
of  the Joint Chiefs of Staff and headed by a flag officer, z7 the 
J C 2 W C  is fully engaged in the warfighting application of IW.  
Wi th  163 assigned personnel, the J C 2 W C  dispatches tailored 
teams to augment CINC and Joint Task Force staffs and provide 
C2W expertise in all joint exercises and contingency operations. 
Personnel from the J C 2 W C  have participated in U.S. efforts in 
Bosnia and contingency operations in both Kuwait and Haiti. 
Given the high turnover of personnel on CINC staffs, the 
J C 2 W C  is very much in demand for its C 2 W  expertise. 2s 

The J C 2 W C  is in the unique position of being able to cross 
fertilize and share C2W lessons learned between the Combatant 
Commands. Accordingly, the organization has played a major 
role in developing joint C 2 W  doctrine and will contribute 
significantly to the preparation of a follow-on C 2 W  Joint 
Tactics, Techniques, and Procedures (JTTP) publication. At the 
present time, the J C 2 W C  is fully engaged accomplishing its 
assigned tasks with respect to C2W. It is only now beginning to 
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analyze its newly assigned responsibilities as executive agent in 
support of the OSD IW Red Team effort. As IW evolves and 
DOD'  s role in the larger IW arena is clarified, a natural 
progression will be for this organization to serve as the nucleus 
for a Joint IW center. 

Joint COMSEC Monitoring Activity. The JCMA is another field 
operating agency of the Joint Chiefs of Staff having IW 
applications. It was created in 1993 by a Memorandum of 
Agreement between the Service Operations Deputies and 
Directors of the Joint Staff and NSA. The JCMA is charged with 
conducting "COMSEC monitoring (collection, analysis, and 
reporting) of  DOD telecommunications and automated 
information systems (AIS) and monitoring of related 
noncommunications signals. ''29 Its purpose is to identify 
vulnerabilities exploitable by potential adversaries and 
recommend countermeasures and corrective actions. The JCMA 
focuses on unencrypted DOD systems and "does not perform 
traditional telephone monitoring," as this function remains a 
Service responsibility. 3° The Joint Staff Director for Operations 
has been assigned primary responsibility for JCMA affairs. This 
facilitates coordination between the JC2WC and the JCMA. The 
JCMA supports both real-world operations, as well as joint 
exercises and DOD systems monitoring. The JCMA, more so 
than the JC2WC,  already has the expertise to perform the Red 
Teana mission. Rather than further diluting the already stretched 
resources and expertise of the JC2WC,  it would make better 
sense to designate the JCMA as executive agent to support the 
OSD Red Team IW initiative. 

Joint Spectrum Center. The DOD Joint Spectrum Center (JSC) 
was activated in September 1994 under the direction of the Joint 
Staff J6. The JSC assumed all the mission and responsibilities 
previously performed by the Electromagnetic Compatibility 
Center, as well as additional functions. The JSC deploys teams 
in support of  the CINCs and serves as the DOD focal point for 
supporting spectrum supremacy aspects of IW. Notably the JSC 
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assists warfighters in developing and managing the Joint 
Restricted Frequency List (JI~L) and assisting in the resolution 
of operational interference and jamming incidents. While 
informal coordination occurs on IW related issues between the 
Joint Spectrum Center, the Joint COMSEC Monitoring Activity, 
and the Joint C2W Center, each organization interfaces 
separately with the CINC staffs. No formal mechanism is yet in 
place to ensure the warfighters obtain a coordinated IW support 
package. 

Combatant Commands: The focus of  warfighters at the 
Combatant Commands remains planning and executing C2W. 
All of the geographic CINCs now have C2W staff officers 
assigned in their Operations Directorates, but organizing the 
diverse elements which comprise C2W is a challenge for CINC 
staffs. U.S. Central Command (CENTCOM) has actually 
physically consolidated the staff officers responsible for 
orchestrating electronic warfare, operational security, military 
deception and psychological operations into a single branch. This 
organization can serve as the nucleus as new IW capabilities 
emerge and are apportioned to the CINCs. Defensive IW poses 
a more significant challenge. While the CINCs can take 
incremental measures to unilaterally reduce vulnerabilities of 
their information systems, given their ultimate dependence on the 
national information infrastructure, defensive IW must be 
undertaken as part of  a larger DOD sponsored initiative. 

Services: Each of the Services have created or are participating 
in Information Warfare Centers or Activities. The Air Force 
leads the Services and in September 1995, the Chief of  Staff and 
Secretary of the Air Force published the 17 page, Cornerstones of 
Information Warfare which describes how "Air Force doctrine 
should evolve to accommodate information warfare. ''3t The Air 
Force was also the first to establish their Information Warfare 
Center (AFIWC) at San Antonio, Texas in October 1993. This 
was accomplished by consolidating the Air Force cryptologic 
support center and the electronic warfare center. The AFIWC 
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serves as the Air Force c o m m a n d  and control  warfare execut ive 
agent  with approximately 1000 military and civilian personnel  
assigned. The  Center  is subordinate to the Air Intel l igence 
Agency closely aligning it with the Intell igence Communi ty .  The  
Center  applies the teaming concept  integrating the intell igence 
c o m p o n e n t  with operators, engineers, communicat ions  and 
computer  specialists, both offensive and defensive. 32 The  A F I W C  
also has an ongoing  " R e d  T e a m "  and C E R T  effort designed to 
improve  ne twork  security in the Air Force. The  Center  is 
collocated with the J C 2 W C  and both organizations work  closely 
together.  Personnel  from the A F I W C  regularly team with the 
J C 2 W C  on major  deployments .  

On  1 Oc tobe r  1995, the Air Force created its first 
Informat ion  Warfare  Squadron at Shaw Air Force Base, South 
Carolina. The squadron's primary purpose will be to protect  Air 
Force  computers  and communicat ions ,  as well as assisting in 
"infiltrating an enemy's  compute r  and communica t ions  
systems. ''33 The  squadron will support the 9th Air Force 
c o m m a n d e r  who  is assigned the Central  C o m m a n d  area o f  
operations. Eventually, the Air Force will set up more  squadrons 
to assist air commanders  responsible for o ther  geographic areas. 
Whi l e  the I W  Squadron at Shaw AFB presently only has two 
officers assigned, there will be as many as 40 by August  1996, 
w h e n  the squadron is slated to be operational.  Eventually,  the 
squadron might  g row to 85 people. ~ The  Air Force recognizes 
it is pushing the envelope,  but as General Joseph l~alston, chief  
o f  Air Combat  Command ,  stated: 

You can sit around for another 10 years and debate about what 
some of the problems might be [with setting up an information 
warfare squadron]...but you will never know until you actually 
get into them and try to make it work operationally. 3s 

The Navy established the Navy Information Warfare  Activity 
( N I W A )  in August  1994 to serve as their focal point for I W  
a c t i v i t i e s .  36 Directly subordinate to tlae Naval Security Group, the 
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N1WA is located at Fort Meade, Maryland and is closely linked 
to the National Security Agency. 
Given the rapid pace of advancing technology the Navy has 
given the NIWA special authority to generate requirements and 
procure systems. Traditionally there has been a sharp separation 
in the Navy between organizations responsible for setting 
requirements and those charged with overseeing their acquisition. 
However, with new generations of computers and information 
systems unveiled on average about every 18 months, the Navy 
has adopted a more streamlined approach. As John Davis, 
technology adviser to the Navy's Space and Electronic Warfare 
Directorate, indicated, "If we fall more than one cycle behind. 
we could find industry putting information warfare systems into 
potentially hostile nations at the same time that U.S. force 
receive the same equipment. ''37 

The Navy also has established the Fleet Information Warfare 
Center (FIWC) at Litde Creek, Virginia from existing Fleet 
Decept ion /C2W Group assets. 38 The FIWC serves as the link 
between the NIWA and the Atlantic and Pacific Heets. With 
personnel deployed on carrier battle groups throughout the 
world, the FIWC fulfills a similar mission for the Navy that the 
JC2WC does for the joint warfighter. The IW organizational 
structure created by the Navy enables the FIWC to focus on 
near term operational requirements, while the N I W A  assumes a 
more long-term perspective keeping abreast of IW advances and 
developing and acquiring systems. 

Rather than create a separate IW organization, the Marines 
intend to assign liaison officers to the respective Service IW 
centers to benefit from their efforts. The Navy and Marines have 
also teamed up to develop policy guidance for Navy and Marine 
I W / C 2 W  operations. In February 1995, the Marine Corps 
Commandant and Chief of Naval Operations approved a plan 
which states, "Navy and Marine Corps must have a fully 
integrated I W / C 2 W  capability...team must organize, train, and 
equip its forward deployed forces to conduct I W / C 2 W .  ''39 
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The Army is the latest Service to establish an I W  activity. 
OFficially activated in May 1995, the Land Information Warfare 
Center (LIWA) is subordinate to the Army Intelligence and 
Security Command (INSCOM) but is under the operational 
control of the Headquarters Department of the Army, Deputy 
Chief of Staff for Operations (DCSOPS). As with the Air Force 
and Navy, the Army has closely aligned its I W  effort with tile 
Intelligence Community. Tile LIWA is a totally new 
organization in contrast to the Air Force and Navy efforts which 
reorganized existing activities. It is also the smallest of  the three 
Service I W  activities with a projected end strength of 50-75 
personnel. The primary focus of the LIWA is to provide 
operational support at the Army Corps and higher levels. The 
Army is also coordinating closely with the Marines to assign 
personnel to the LIWA. Given its small size, the L I W A  draws 
upon existing capabilities in the Army including psychological 
operations, electronic warfare, and operational security. The 
Army is in the process of institutionalizing a "Red  Team" effort 
from existing I NSC O M  assets, and there is close coordination 
and collaboration with NSA on mutual I W  efforts. 

The Services' efforts during a period of serious budget 
constraints underscore a recognition of the importance of IW. 
Except for the general responsibilities delineated in the original 
DOD I W  directive, Services have received no additional policy 
guidance on how to implement IW. In reviewing Service 
responses to IW, they have established organizations which best 
suit their near term needs. Manpower and funding for Service 
IW initiatives have been reallocated internally with the Air Force 
taking the most aggressive approach. 

Over time Service organizations can be expected to evolve as 
I W  matures. Today much of their focus is on implementing 
C2W,  the military application of IW. Services have also 
implemented "l~ed Teams" to train personnel and improve 
security awareness of the vulnerabilities associated with 
information systems. Additionally, while the linkages of Service 
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I W  organizations with the Intel l igence Communi ty  is valuable, 
it is important I W  does not  become  an intell igence activity. I W  
needs to be control led and fully managed  by the warfighters as 
an integral part o f  an overall strategy. In that regard, the recent  
activation o f  the I W  Squadron by the Air Force, separate and 
distinct from the A F I W C ,  is a positive step. 

Intelligence Community: With in  the Intel l igence Communi ty  
there exists an acute appreciation of  the enormous impact I W  has 
on their efforts. Each organization, DIA,  CIA and NSA has 
established an office to orchestrate I W  related activities and 
satisfy the needs of  their consumers.  NSA, in addition to it its 
intel l igence mission, has a unique  responsibility for developing 
"standards,  techniques,  systems, and equipment"  for classified 
information. 4° NSA has demonst ra ted  success at protect ing 
classified systems, but has achieved less success in the 
increasingly vulnerable area of  unclassified compute r  ne tworks  
where  it plays a supporting role. 

U n d e r  the 1987 Compute r  Security Act, the National  
Institute for Standards and Technology  (NIST) was assigned 
responsibility for developing government  wide  standards and 
guidelines for "unclassified, sensitive i n f o r m a t i o n .  ' '4t The  law also 
di rected NIST to draw upon technical compute r  security 
guidelines developed  by NSA. 42 To clarify the relationship 
between NIST and NSA, a Memorandum of Agreement  ( M O W )  
was formalized in 1989 establishing mechanisms for 
implement ing  the Compute r  Security Act of  1987. The  M O U  
has been controversial because of  concerns in Congress and 
e lsewhere  that it cedes NSA much  more  authority than was 
in t ended  under  the act. 43 The  act envisioned NIST request ing 
NSA expertise as needed,  but instead the M O U  has involved 
NSA in "all NIST  activities related to information security. 

Protect ing unclassified, sensitive information is essential in 
developing an effective I W  architecture.  Given the growing  
threat to our  information system, NSA officials are lobbying for 
increased efforts to protect  unclassified networks.  44 Whi l e  NSA 
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certainly has tremendous expertise and is the nadonal authority 
on cryptographic protection, there are reservations about having 
it assume a greater role. Some perceive a conflict of interest 
between NSA's information protection role and its principal 
intelligence mission. Additionally, leadership in cryptography 
does not imply leadership in other areas of defensive IW. D O D  
has assigned the responsibility of protecting its own information 
infrastructure to the Defense Information Systems Agency. 4s As 
national defensive IW policy is formulated, the security of 
unclassified, sensitive information must be addressed. 

Non D O D  Organizations: Although defensive IW has not been 
officially embraced outside of DOD,  several standing 
organizations focus on this issue. The National Communication 
System (NCS) was established in 1963 to coordinate the planning 
of national security and emergency preparedness communications 
for the federal government under all circumstances, including 
crisis or emergency, attack, recovery, and reconstitution. The 
NCS receives policy direction direcdy from the National Security 
Council (NSC) but is managed through the Department of  
Defense. 46 The NCS's National Coordinating Center for 
Telecommunications is staffed full time by both government and 
telecommunications industry representatives whose mission is to 
respond to both military and civil emergencies: e.g., Desert 
Storm, Hurricane Andrew and, more recently, the bombing of 
the Federal building in Oklahoma City.  47 

The National Security Telecommunications Advisory Council 
(NSTAC) was established during the Reagan Administration to 
advise the President on national security and emergency 
preparedness issues. This senior body is composed of presidents 
and CEOs of major telecommunications and defense information 
systems companies. NSTAC works closely with NCS. 

The Federal Communications Commission (FCC) also plays 
a strong role in reliability and privacy issues regarding the public 
switched telephone network. The Network Reliability Council 
(NRC)  was created in 1992 by the FCC to investigate the 

93 



• Sun Zzu nd  Informtlon W~arc • 

reliability of  the public switched ne twork  fol lowing a series of  
service outages in 1991. The  efforts culminated in a 
one-thousand page document ,  " N e t w o r k  l~eliability." The  FCC 
expanded the membership  of  the N R C  in July 1994 and gave it 
a new charter.  Today the NIkC is composed  o f  CEOs from 
te lephone companies,  equipment  suppliers, state agencies, and 
federal, corporate,  and consumer  users. 

Each of  these organizations, as well as NIST,  are involved in 
aspects o f  defensive I W .  W h a t  is lacking, however ,  is an 
overarching f ramework  linking these disparate efforts into a 
coordinated effort. Within the gove rnmen t  someone  needs to be 
in charge. The  NCS may serve as a blueprint  for this effort. N o t  
only does it have in place representatives and links to all major  
government  agencies, including the Intell igence Communi ty ,  but 
it is a model  for government indus t ry  cooperat ion.  To  be 
successful, defensive I W  must  have the support o f  private 
industry. Not  only must awareness of  vulnerabilities be increased, 
but coordinated steps taken to reduce the risk. That  is the 
exact ly the success which NCS has achieved in the 
te lecommunica t ions  sector. As national policy is developed for 
IW,  strong consideration should be given to creating an 
organization like the N C S  to serve as the focal point for this 
effort and having it possibly work directly for the Vice President.  
D O D  should play a role in the organization but as an active 
participant, not  the leader. 

An Azimuth for the Future 
There  has been a proliferation of  I W  activities within the 
Services, OSD,  joint  activities and defense agencies, but up to 
this point it has been very decentralized.  Revised  policy and 
formal  doctr ine will go a long way in improving everyone '  s 
understanding of  I W  and their responsibilities. Wi th in  the Office 
o f  the  Secretary o f  Defense (OSD),  one central office needs to 
remain as the focal point for I W .  It is important  that the 
offensive and defensive dimensions of  I W  are fully coordinated 
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and it made clear to everyone in the department and in the 
interagency arena who has file lead in OSD. This can be helped 
through strong leadership by the I W  Executive Board. 

Similarly oil the Joint Staff, a single office needs to be 
designated as the locus for I W  related issues. The central 
clearing house should be the, J3, Director for Operations. While 
both the J6 and J2 play key roles in the areas of defensive I W  
and intelligence support respectively, to be successful, I W  must 
be integrated into operations and that is the purview of the J3. 
Given the complexity and sensitivity of the issues involved with 
IW,  a flag officer within the J3 should be assigned full time to 
oversee the development of policy, doctrine, operational planning 
and the IW component of the Joint Warfighting Capability 
Assessment. IW has enormous potential for the joint  warfighter. 
A flag officer focusing on this issue will ensure the joint 
perspective and associated equities are skillfully articulated as this 
concept is hotly debated within DOD and the interagency 
process. 

At the joint level, strong consideration should be given to 
more effectively leveraghlg the capabilities of the Joint Command 
and Control Warfare Center, Joint COMSEC Monitoring 
Activity and the Joint Spectrum Center. Each of these 
organizations is a field operating agency of the Joint Staff and 
brings a unique dimension to IW. However,  aside from informal 
coordination, no formal mechanism or oversight exists to ensure 
they provide optimum I W  support to the CINCs. For example, 
while the J C 2 W C  was recently designated responsibility for the 
joint  "Red  Team" mission, the Joint COMSEC Monitoring 
Activity already contains the nucleus for an effective joint "Red  
Team" capability, with responsibility for monitoring DOD 
automated information systems and related noncommunications 
signals. At the same time, close coordination is essential between 
the Joint Spectrum Center and the J C 2 W C  regarding the Joint 
Restricted Frequency List and its impact on the planning and 
conduct of electronic warfare. 
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T h e  Join t  Staff needs to capitalize on the full potential o f  
each of  these organizations and ensure there is unity of  effort in 
p lanning and execut ing I W .  Serious consideration should be 
given to creating an umbrella Joint Information Warfare  Activity 
with the J C 2 W C ,  JCMA, JSC and any other related activities, as 
subordinate elements.  The  flag officer position n o w  assigned to 
the Joint  C 2 W  Center  should be reallocated to provide senior 
leadership at the Joint  I W  Center .  W o r k i n g  directly for the 
Director  for Operat ions on the Joint  Staff, he can ensure the 
Combatant  Commands  leverage the full potential o f  I W .  

W h i l e  each of  the Services has under taken a different 
organizational response to I W ,  these activities are critical in 
laying the foundation. They serve as the nucleus upon which the 
Services can build their respective I W  architectures. These  
organizations will almost certainly evolve over  t ime, but the 
initial f ramework  is in place. Training the force, particularly 
operators and system administrators on the defensive aspects o f  
IW,  must be tackled in the near term and enable the military to 
function more  effectively in this new envi ronment .  

W h i l e  it may be premature  to specify a structure at the 
interagency level, the National  Communica t ion  System model  
cannot  be over looked.  Staffed with full t ime government  and 
te lecommunicat ions  industry representatives, the N C S  serves as 
a mic rocosm of  the effort that is needed  to truly implement  a 
comprehensive national defensive I W  campaign. Just  as within 
DOD,  there needs to be a focal point to function as the national 
information assurance coordinator  within the government  as a 
whole. Chronic vulnerabilities in the N i l  must  be addressed and 
coordinated actions under taken,  not  only in the 
te lecommunica t ions  and automation industries, but across the 
spectrum of  activities involving finance, transportation, power  
generat ion and most  certainly the military. 
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Summ  
I W  clearly offers e n o r m o u s  potent ia l  and has b e c o m e  a critical 
issue for D O D  and the  U.S.  G o v e r n m e n t .  T h e  difficulty that  
cur ren t ly  exists is the  absence o f  a coheren t  I W  archi tecture .  
Th is  paper  has focused on the  status o f  the  organizat ional  
componen t  o f  that architecture. Whi l e  significant progress  in this 
area has been ach ieved  witlfin D O D  since the  concep t  o f  I W  
was formally l aunched  in D e c e m b e r  1992, m u c h  m o r e  w o r k  
remains to be done.  Wi th in  D O D  the  pr imary focus mus t  be on 
s u p p o r t i n g  the  jo in t  warf ighter  and  in this regard the  exist ing 
organizational structure must  be streamlined. Whi le  offensive I W  
remains  wi thin  D O D ' s  realm, defensive I W  is truly a nat ional  
issue and must  involve the  private sector.  T h e  in teragency arena 
is absolutely critical to the  success o f  defensive I W .  W h i l e  D O D  
can be a major  player  in this area, it can no t  lead. Leadership in 
tiffs area mus t  c o m e  f rom the  W h i t e  House .  I W  is e m e r g i n g  as 
an inexpensive,  yet  effective means  to directly target  the  U.S.  
homeland.  The  U.S. must  plan for this cont ingency  in a cohe ren t  
and coordinated manner  and a sound organizational unde rp inn ing  
is a fundamenta l  pillar to bo th  a D O D  and nat ional  I W  
architecture.  
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0 A CHAPTER NOT YET WRITTEN: 
Information Management and 

the Challenge of Battle Command 

Colonel Adolph Carlson 
U. S. Army 

INTRODUCTION 
Although it has become something of an old military chestnut 
that "no plan survives contact with the enemy," surprisingly little 
has been written about how a commander modifies a plan when 
circumstances do not permit the formal command and staff 
actions associated with deliberate planning. This paper will 
examine two case studies to show that decision making under the 
pressure of ongoing operations involves a fundamentally different 
mental process than planning in advance of operations. 
Moreover, because decisions during the conduct of operations 
must be made in the shortest time and under the most 
demanding conditions, the opportunities for consultation among 
various command echelons are minimized, resulting in the 
possibility of conceptual divergence between senior and 
subordinate commanders. Lastly, these are problems for wlfich 
information technology as yet offers no solution. 

THE CASE OF FITZ JOHN PORI~R 
In July 1878, by order of President Rutherford B. Hayes, three 
distinguished U.S. Army officers were summoned to West  Point, 
New York. The senior was Major General John M. Schofield, 
who had been one of Sherman's subordinate commanders during 
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the Georgia campaign. ~ Next was Brigadier General Alfred H. 
Terry, veteran of campaigns in the Carolinas and Petersburg and 
a key figure in the 1876 campaign against the Dakota Sioux. 2 The 
tlfird was Colonel George W. Getty, a thirty-eight year veteran 
who had participated in all of the Army of the Potomac's 
campaigns from Yorktown to Appomattox. 3 These officers were 
directed to preside over one of the most remarkable hearings in 
the lfistory of American military jurisprudence, the investigation 
of the "facts of the case of Fitz John Porter, late Major General 
of Volunteers. ''4 

Fifteen years earlier, a court martial had convicted Porter for 
his actions during the second battle of Manassas, August 1862, 
when he commanded the Army of the Potomac's V Corps, 
attached to Major General John Pope's Army of Virginia. Porter 
was accused of not moving his corps in accordance to orders and 
of failing to attack Confederate General Jackson's forces when an 
attack could have prevented defeat, s At the trial, Porter's 
defense argued that Pope's orders were impossible to execute 
because they were based upon an inaccurate picture of  road 
conditions and the enemy's disposition. Porter could not have 
attacked Jackson without fighting Confederate General 
Longstreet's forces, which were concentrated in front of him 
when he received Pope's order. As evidence, Porter's side 
produced a dispatch from the commander of Union cavalry, 
Brigadier General John Buford, which reported Longstreet's 
troops pouring toward Porter almost eight hours prior to the 
dispatch of Pope's order. 6 

Shoring up the case against Porter was a body of testimony 
that can only be described as incompetent and immaterial. The 
most outlandish was the statement of Lieutenant Colonel Thomas 
C. H. Smith, who testified that, after meeting Porter, he had 
reported to Pope: "General, he [Porter] will fail you." 7 When  
pressed in cross examination for an explanation, Smith claimed, 
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I had one of those clear convictions that a man has a few times 
perhaps in his life as to the character and purposes of a person 
when he sees him for the first time. 8 

Thereafter, Porter's supporters would refer to Smith as "tile mind 
reader."  

Despite the flimsy case against him, Porter  was convicted and 
sentenced to "be cashiered and forever  disqualified f rom holding 
office of  trust or profit under  the government  o f  the Uni ted  
States." 9 Porter  appealed the verdict,  but it took fifteen years 
for the gove rnmen t  to act on his appeal. 

The  President had authorized the Schofield board to review 
the alleged irregularities o f  the 1863 court  martial and to 
consider new evidence.  Accordingly,  to their great credit, ex- 
Confederate officers who were  at the Second Battle o f  Manassas 
came forward to clarify the tactical questions on which Porter 's  
claims rested. Most notable was General Longstreet,  who  
revealed that at the t ime that Porter  received orders f rom Pope, 
his Confederate  troops were  present in strength, and that had 
Por ter  a t tempted to attack " w e  could have broken up" the 
Union force and " t h r o wn  everything we had in pursuit. ''t° 
Longstreet testified that Porter,  by maintaining his position, had 
prevented him from joining forces with Jackson, thereby averting 
a greater catastrophe on the twenty ninth of  August  than actually 
occurred on the tlfirtieth. ''~1 Rather  than censure, Porter 's  actions 
merited his commander 's  thanks. The  board then called Thomas  
C. H. Smith, the "mind  reader ."  Smith stuck to the version o f  
the facts he had recoun ted  fifteen years earlier, n He  also told 
the board that he was working  on a history o f  the Second 
Manassas Campaign. W h e n  Porter's counsel expressed his regrets 
that he would  have to rewri te  the portion of  lfis lfistory on 
Porter,  Smith quietly said, "Tha t  chapter is not  writ ten yet. ''t~ 
The recommendations of  the Schofield board were unambiguous:  

In our opinion, justice requires such action as may be necessary 
to annul and set aside the findings and sentence of the 

106 



• A Chapter Not Yet Wlfttcn • 

court-martial in the case of General Fitz John Porter and to 
restore him to the position of which that sentence deprived 
h i m .  14 

Unfortunately, however,  the board did not  have the authori ty to 
grant a reversal. The  case had become a political issue, and was 
hot ly  debated in Congress.  Again, some of  the most  powerful  
voices in Porter 's  defense came from Confederate  veterans. 
Alabama Congressman Joseph Whee le r ,  a former leader o f  
Confederate cavalry, expressed the prevailing sent iment  when  he 
declared that " the  honor  of  an American soldier was as dear to 
the people in the South as in any other  section of  the land. ''Is 
Finally, in August  1886, twenty- three  years after the original 
verdict, Fitz John  Porter 's  convict ion was set aside and his rank 
and g o o d  name were  restored. The  modern  reader might  be 
t empted  to think that the disaster at the Second Battle of  
Manassas and the unjust convict ion of  General Por ter  were  the 
results of  poor  communica t ions  and information managemen t  
inefficiencies that have been remedied  by mode rn  technology.  
W e  might  be tempted  to imagine that with such innovations as 

space -based  position locating systems, overhead  imagery, near 
real- t ime battlefield information,  and instantaneous 
communica t ions ,  such a calamity could  never  happen again. 
Perhaps we  had bet ter  think again. 

mE CASE OF GENERAL FREDERICK FRANKS 
The  four  days of  D E S E R T  S T O R M ' s  g round  operations in 
February 1991 seemed to most  Americans to be a remarkable  
mili tary achievement  and a satisfactory ending to what  could 
have been a long and bloody war. Army Chie f  o f  Staff General 
Carl V u o n o  captured the public's m o o d  when  he said: 

For as long as Americans honor  their history, these 1 O0 hours 
o f  Operat ion Desert  Storm will be r e membered  as one o f  the 
most  powerful  applications of  military might  and one of  the 
most  flawlessly executed  campaigns in the annals o f  warfare. 16 
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It came as something of  a shock, then,  when  one year after 
the  event  Army Times writer  T o m  DonneUy revealed that the 
theater command  structure was "r iven by disputes ''17 over  h o w  
the  ground battle should be waged.  Donnel ly  related that the 
theater commander  and chief, General H.  N o r m a n  Schwarzkopf,  
was often at odds with his subordinate land force commanders ,  
Lieutenant Generals John  Yeosock,  C o m m a n d e r  T H I R D  Army, 
Gary Luck, C o m m a n d e r  XVII I  Airborne Corps, and Frederick 
Franks, C o m m a n d e r  VII Corps. The  principal target o f  
Schwarzkopt°s frustration, DonneUy reported,  was Franks, who  
was "not  aggressive enough in attacking Iraq's Republ ican  
Guard. ''18 

Schwarzkopf  later added to the controversy in his Oc tober  
1992 autobiography.  Schwarzkopf  described Franks' plan as 
"plodding and overly c a u t i o u s .  ' ' t9 Schwarzkopf  told of  his 
frustration in finding that, on the morn ing  after the beginning of  
the ground attack [G+I] ,  VII Corps had not  advanced at a rate 
commensura t e  with other  units in the attack, most  notably the 
24th Infantry Division in the adjacent XVII I  Airborne Corps. 2° 
In the end, Schwarzkopf toned down his criticism, saying that he 
had been " too hard"  on VII Corps' "s low progress during the 
battle ''2t and conceding  that Franks had been "faced with the 
challenge of  accomplishing [the] mission while  sparing the lives 
of  as many of  Iris troops as possible. ''22 Schwarzkopf  closed with 
the thought:  

We will probably never kalow whether attacking the Republican 
Guard one or two days sooner would have made much 
difference in the outcome. What I did know was that we had 
inflicted a crushing defeat on Saddam's forces and accomplished 
every one of our military objectives. That was good enough for 
m e  23 

The fact that Schwarzkopf  stopped short o f  indicting Franks 
did not  deter  others from building a case against him. In June  
1993, retired Air Force Colonel James G. Burton, a fourteen year 
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ve te ran  o f  the  Pen tagon  and n o t e d  critic o f  A r m y  test ing and 
acquisition, published an article in which,  like the  " m i n d  reader"  
in the Porter  case, he c la imed to have had  a p remon i to ry  insight  
in to  Franks'  failings. Bur ton  charged  that  Franks '  unhur r i ed  
m a n e u v e r  was the  result  o f  rigid adherence  to a doc t r ine  no t  
suited to the demands  o f  modern  maneuve r  warfare. 24 H e  a rgued  
that Franks could no t  keep pace with tile demands  o f  the  g r o u n d  
war because o f  Iris overr id ing concern  that  tile format ions  u n d e r  
his c o m m a n d  remain  " synchron ized . "  T h e  result  was a linear, 
p o n d e r o u s  m a n e u v e r  which  pe rmi t t ed  the  Iraqi Repub l i can  
Guard,  Franks '  object ive,  to escape. Bur ton  declared that  the  
events  o f  the  g r o u n d  war  p roceeded  at a rate " m u c h  quicker  
than  Franks cou ld  handle ,  ''2s suggest ing that  "d inosaur  b lood  
runs freely t h rough  his veins. ''2~ 

In a J u n e  1994 article, re t i red Mar ine  Corps  Lieu tenant  
General Bernard  E. Tra inor  descr ibed Franks as "wel l  respec ted  
in the  A r m y , "  but  " k n o w n  to be slow and del iberate  in all that  
he did  . . . no t  wha t  S c h w a r z k o p f  was look ing  for as leader  o f  
t he  m a i n  at tack against the  Iraqis. ''~7 Tra inor  c o n c l u d e d  that  
Franks "could  have been more  aggressive, ''2s but  t raced the  roo t  
o f  the problem to "a complex  combina t ion"  o f  factors, inc luding  
"different  war  f ight ing cul tures"  and " leadership  styles. ''29 

Both  o f  these cases illustrate that  different war  f ight ing 
cultures can p roduce  incompat ib le  leadership styles. T h e  case o f  
Fitz J o h n  Por te r  suggests that  this d i l e mma  has been wi th  us at 
least since the Civil War .  The  case o f  Freder ick Franks warns us 
that even in the information age, it is a problem we ignore  at our  
peril. 
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i .  

THE ENDURING PROBLEM OF PERCEPTION 
A compara t ive  survey of  the details of  the Porter  and Franks 
cases illustrates that an organization's  warfighting culture will 
shape a subordinate commander ' s  evaluation of  information and 
interpretation of  direction. Moreover ,  when  a unit is detached 
from one organization and placed under  the operational control  
of  another,  it will carry with it the warfighting culture of  its 
parent  command .  This p h e n o m e n o n  affects mission analysis, 
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appraisal of enemy capabilities, appreciation for ambient 
conditions, and promulgation of  subsequent guidance. 

Mission Analysis 
The missions of  both the Army of Virginia and Central 
Command included geographic and enemy-oriented objectives. 
The mission of the Army of Virginia was to protect "Western 
Virginia and tile National Capital" and to "attack and overcome 
the rebel forces under Jackson and Ewell. ' '~ Similarly, Central 
Command 's  mission required it to "eject Iraqi Armed Forces 
from Kuwait" and "destroy the l~epublican Guard. ''31 Strictly 
speaking, in neither mission was one component more important 
than the other, but both Pope and Schwarzkopf chose to 
concentrate on the enemy-oriented aspects of their missions. 
Pope's orders of  27 August included the optimistic prediction 
that " W e  shall bag the whole crowd [i.e., Jackson's force]. ''32 
Likewise, Schwarzkopf told his subordinates "we need to destroy 
not attack, not damage, not surround - I want you to destroy 
[emphasis in the original] the Republican Guard. ''33 

Appraisak el Enemy Capabilities 
In both the Porter and Franks cases, the corps level appraisal of  
enemy capabilities was inconsistent with the theater 
commander' s. 

On the eve of the second battle of Manassas, Pope was under 
the impression that Jackson was fleeing for his life. 34 Pope's 
information was based on an intercepted message 3s and his own 
underestimation of enemy capabilities. 36 Earlier, Pope's 14 July 
1862 order, calling for his command to "discard such ideas" as 
"taking strong positions and holding them, of  lines of  retreat, 
and of bases of supplies ''37 was a bombastic appeal to discard a 
cautious style of operations in favor of bolder action. 3s Porter, on 
the other hand, formed his judgments based on Buford's report, 
which indicated that on the morning of 29 August over 14,000 
Confederates had passed through the Thoroughfare Gap and 
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were massed in the vicinity of  Union forces. 39 Pope denied seeing 
this crucial piece o f  battlefield intell igence until 1900 hours that 
evening. 40 Thus, the two commanders  made decisions based on 
two distinct images o f  the enemy situation. 

Sinfilady, Schwarzkopf  v iewed the enemy's  collapse on 
G-Day  as prelude to a general rout. 41 Schwarzkopf  was 
con temptuous  of  the enemy facing VII Corps. He  said: "The  
enemy is not worth slfit [sic]. Go after them with audacity, shock 
action, and surprise. ''42 To Franks, however ,  the indicators that 
suggested to Schwarzkopf that Iraqi forces were  in flight painted 
a different picture, that they were  concentrat ing,  possibly for 
offensive action. Franks expected  to fight five heavy Republ ican  
Guard Forces Command  [tLGFC] d iv i s ions ,  43 four of  which were  
est imated to be 75-100% effective on the eve of  the g round  
attack, the fifth 50-75% effective. 44 Intel l igence had warned  that 
"[t]he P,.GFC is the best equipped and best trained force in the 
Iraqi g round forces 4s ... untainted by years of  defensive warfare 
... a highly motivated and trained offensive force ...,46 Dur ing  the 
lran-Iraq war, the ILGFC "assumed a tactically offensive role: the 
counterattack. ''47 Like Pope, Schwarzkopf based his j udgmen t s  on 
data provided by remote  sources: intercepted messages and 
technical surveillance. In contrast, Franks made  decisions based 
on battlefield data, which  he bel ieved to portray the situation 
with greater fidelity. Non-con tex tua l  electronic data tracking 
vehicular m o v e m e n t  presented no coherent ,  persuasive grounds 
to expect  that the anticipated meet ing engagement  wou ld  be 
anytlfing less than originally anticipated. 

Supervision ot Operations 
The  m a n n e r  o f  issuing direction in tile two cases also bears 
comparison. Pope's  orders were  vague and difficult to interpret.  
Porter  can not  be blamed for failing to deduce  that he was to 
attack from this order: 
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move forward ... towards Gainesville . . . .  as soon as 
communication is established ... the whole command shall halt. 
It may be necessary to fall back behind Bull Run ... tonight. 4s 

SchwarzkopPs direction was more direct, but may have been too 
metaphoric. In his 14 N o v e m b e r  1990 commanders '  briefing, he 
directed, "I want the VII Corps to slam [emphasis in the original] 
into the Republ ican Guard. ,,49 Schwarzkopf 's  memoi r  implies 
that  he in tended  the attack to be swift and agile, but  the 
language invokes an image o f  irresistible mass. O n c e  operations 
were in motion,  nei ther  Pope nor  Schwarzkopf  conveyed  their  
direct ion in person, but rather through messenger  or tin 
Schwarzkopi°s case] by electronic means. For Franks, the 
additional guidance did not  clarify. On 25 February,  
Schwarzkopf  called the VII Corps c o m m a n d  post and talked to 
Colonel  Stan Cherrie,  corps G-3 [Franks was forward with the 
3d Armored  Division]. Schwarzkopf  reportedly told Cherrie to 
keep pressuring the enemy:  "I want  you to keep the Bobby 
Knigh t  press* on them. ''s° This was another  example o f  
metaphoric language intended to be emphatic, but which was too 
imprecise to convey intent. Not  until 26 February was the more  
specific direction passed to VII Corps, to change the operation 
from "deliberate operations to a pursuit. ''sl 

Appreciation of Ambient Conditions 
C o m m o n  to the specifications charged against Porter  and the 
deficiencies alleged against Franks were  the difficulties o f  night  
operations. In Porter's case, Pope had directed Por ter  to conduc t  
a night  march  on 27 August,  co m m en c ing  at 0100 to arrive at 
Bristoe Station by daybreak. 5z Por ter  could not  obey the letter of  
this order because of  factors Pope could not  appreciate: the road 

" A "press" hi basketball is a term used to describe a defense which takes 
file hfitiative away from an offensive team by coordhlated action all across the 
court. Bobby Kalight, Indiana Uzfiversity basketball coach, w~s famous for 
employing tiffs tactic. 
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was narrow,  Confederate  forces had destroyed the bridges, and 
two to three thousand Union  Army wagons b locked the way. 53 
Porter did not  start his marcia until 0300 and could not  reach his 
destination until 1000, a delay which Pope maintained had 
prevented him from "bagging"  Jackson's  forces, s4 

In Franks' case, Schwarzkopt°s anger at what  he perceived to 
be VII Corps ~ failure to "make good progress dur ing the night ''ss 
o f  G-Day suggests that, like Pope, he could not  visualize his 
subordinate 's  predicament .  Because of  his wide span of  control  
over  U.S. and coalition forces, Schwarzkop£s  staff relied on 
computer graphic displays of  information, which were  necessarily 
abridged, s6 These displays precluded him from absorbing the 
details o f  any specific componen t  o f  the operation, even in the 
area of  the main attack. Since his map showed only movemen t ,  
he was inclined to think that a lack of  m o v e m e n t  equated to a 
lack o f  progress. In his own words,  "They  seem to be sitting 
around.  ''sT He  could not  appreciate the difficulties o f  the 1st 
Infantry Division's consolidating a breachhead,  the passage of  
7000 vehicles of  the British 1st Armored  Division, and then the 
1st Division's redeployment  to jo in  1st and 3d Armored  
Divisions. s8 For all the advantages of  twent ie th  century 
technology,  Schwarzkopf  had no better picture of  Franks' 
situation than Pope had of  Porter 's .  

THE PHENOMENON OF CONCEP AL DIVERGENCE 
Al though  separated by over a century,  both of  these cases 
illustrate a c o m m o n  problem: diverging concepts of  ongoing 
operations leading to dysfunctional nfisunderstandings at different 
levels in the chain of  command .  This divergence is a natural 
consequence  of  on-the-spot  decision making when  conditions 
preclude consultation and coordination. A model  might  be useful 
in unders tanding the phenomenon .  

Prior to the initiation of  active operations, deliberate planning 
should produce a common vision between senior and subordinate 
commanders.  The record shows that Pope and Porter  agreed on 
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the plan to concentrate the Army in the vicinity of  Alexandria  to 
confront Lee's th rea tened  move  north,  s9 Similarly, Schwarzkopf  
and Franks appear to have been in general agreement  about  the 
concept  o f  the "great  whee l "  to defeat the Iraqis. 6° 

After the senior and subordinate reach consensus, each begins 
a process of  subsequent  decision making independent  o f  the 
other.  Once  combat  operations commence ,  decisions must  be 
made  at a rate that does not  permit  the formal, fully-staffed 
process, especially when  the demands  of  supervision compete  
with the demands of  decision making. Accordingly,  commanders  
involve  a smaller number  of  staff officers and make  decisions 
using on abbreviated procedures.  These procedures  will vary 
according to the commanders '  personalities, but  will include the 
fol lowing analytical processes: 

• detai led planning, to ensure that each of  the mission's 
componen t  tasks is assigned to the most  capable e lement .  
• f ine tuning,  to provide refined guidance to subordinate 
units based upon the most  detai led data available. 
• contingency analysis, so that the organization is prepared 
to respond effectively to possible changes in the enemy or 
friendly situation or to unpredictable  variations in terrain or 
weather .  
• disaster avoidance,  to avoid catastrophic defeat in the 
event  o f  the worst  case. 
• updat ing,  to ensure that actions underway  or 
contempla ted  are still appropriate to the current  situation. 

In the absence o f  any other  variable, there is already a 
likelihood that a subordinate commander 's  concept o f  operations 
will diverge from his superior's,  because regardless how much  
we enhance the collection and dissemination of  data, the ability 
to arrive at a decision based on that data can not  be automated.  
I f  the two  are making  their assessments based on data from 
different sources, that d ivergence is likely to be more  
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pronounced ,  because the commanders  will view each piece o f  
data in different contextual  settings. 

THE CRITICAL RFJ,EVANCE OF CONTEXT 
The transmission of  data wi thout  the associated context  further 
dinfinishes the clarity of  a message, especially when  the receiver  
is in a different contextual  envi ronment  than the sender.  The  
more impersonal the means of  transmission, the greater the lack 
of  context  will produce  misinterpretation. Any alternative to 
face-to-face consultation reduces the ability o f  senior and 
subordinate  commanders  to communica te  clearly. The  use of  
non-specific or metaphoric  language carries with it the greater  
risk that the in, age the sender intends to communica te  will not  
match with the image invoked in the mind  o f  the receiver.  

As more powerful technological tools intrude into the process 
of  command,  they bring with them the risk that a generat ion of  
oFFicers will be more  inclined by instinct to turn to a compute r  
screen than to survey the battlefield, and that the use of  precise 
operational  terms will be displaced by computer ta lk .  I f  that 
happens,  we  may have lost more  than we have gained. To use 
Clausewitz '  terms, a commander ' s  ability to perceive "some 
glimmering of  the inner light wlfich leads to the truth, ''6~ may be 
enhanced by technology,  but the "courage  to follow this faint 
light wherever  it may lead ''62 is still a function o f  character.  

]HE ROLE OF INTERMEDIA  COMMANDERS 
Significantly, in both cases there was a level o f  intermediate  
command  be tween  the corps and theater  commanders .  

In Porter 's  case, Major  General Irwin McDowel l ,  who  was 
senior to Porter,  assumed command  of  his own and Porter 's  
corps, in accordance with the custom of  the day. 63 McDowel l  
had been with Pope since the Army o f  Virginia was created, and 
enjoyed his confidence. ~ As McDowel l  positioned the two corps, 
Porter looked to him for clarification o f  Pope's  intent. " W h a t  do 
you want me to do?" Porter  asked McDowel l  at a critical point. 
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McDoweU only waved his hand and rode off, leaving Porter to 
rely on his own judgment.  65 McDoweU's absence was a subject 
of testimony at Porter's court martial. Porter stated that: "From 
about 10 A.M . . . .  till after 6 P.M., I received no instructions 
from him [i.e., Pope] or General McDowell, though I had sent 
many messages to both of  them." ~ 

In Franks' case, the intermediate commander was Yeosock, 
Commander of the THIRD Army. In accordance with modern 
U.S. military doctrine, Army command in a theater of operations 
involves three distinct responsibilities: to provide Army forces to 
the joint force, to perform assigned combat support and service 
support functions in the theater, and to provide command and 
control over Army elements engaged in operations? v In the case 
of THIRD Army, plans and exercises leading up to the 
deployment into Saudi Arabia emphasized the first two 
responsibilities, but the command and control of operational 
Army elements was performed primarily by XVIII Airborne 
Corps? s Thus, when the President decided to reinforce 
CENTCOM with VII Corps, THIRD Army was forced to 
assume a function for which it had not prepared. Both 
McDowell  and Yeosock occupied posts which required either 
that they advocate their subordinates' views to the superior or 
that they compel their subordinates to alter operations in 
accordance with the superiors' guidance. Neither intermediate 
commander performed effectively, because both chose to be 
distant from and incommunicative with their subordinates. For 
both Porter and Franks, this remote style of command may have 
been the most difficult aspect of their new environment because 
it represented a major cultural change. Porter had been a protege 
of McClellan, a general who made a practice of "long days in the 
saddle and nights in the office - a very fatiguing life, but one that 
made my power felt everywhere and by everyone. ''~9 Similarly, 
the command style in U.S. Army Europe during Franks service 
in it was summarized by its commander, General Crosbie E. 
Saint: 
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When you personally talk to commanders, things come out that 
you cannot get from a telephone conversation. I have no doubt 
about the need for that kind of personal coordination. That is 
the reason why a corps or army group commander* needs a 
mobile command post. The commander can send it out ahead of 
time to someplace convenient and then bring conlmanders 
together to get everything synchronized. 7° 

In another article, Saint described the dangers of  overreliance on 
computer screens and teleconference as "green table" mentality. 7' 
T h e  reference comes from a quote from von Mohke ,  " W a r  
cannot  be conduc ted  from a green table." Saint asserted that 
" remote  control o f  land operations remains an illusion. ''72 In 
contrast ,  Schwarzkopf  related that his job was to "stay in the 
basement with our radios and telephone$~ assessing the offensive 
as it developed ...,73 I f  the span o f  Schwarzkopf 's  military and 
political responsibilities tied him down to the war room at 
Riyadh ,  Yeosock 's  immobili ty is more  difficult to jus t i fy - -  
communicat ions  were operating reliably, and the air situation 
would  have facilitated helicopter m o v e m e n t  among his 
subordinate  commanders '  headquarters.  Had he been closer to 
the action, he could either have argued credibly that Franks' 
judgments were sound, or alternatively pressed Franks to execute  
in a manner  more  in line with Schwarzkopf 's  concept.  TM 

Significandy, nei ther  McClellan nor  Saint felt the criticism 
leveled against their subordinates was justified. McClellan called 
Porter  "probably the best officer general officer I had under  
me. ''7s Likewise, Saint lauded Franks' "incredible success. ''76 

* A u t h o r ' s  no te :  An  a rmy  g roup  is a NAT(1) c o m m a n d  eche lon ,  ,-malogous to a field 

a r m y  c o m m a n d e r  hi tire C E N T C O M  ex~unple. 
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hiE MORALE FACTOR 
Another  factor that Schwarzkopf  might  have considered before 
publishing his memoirs  is the impact  o f  his criticism on the 
morale of  tile rest o f  the officer corps. H e  might  have found an 
insight  in the papers of  Major  General George Gordon Meade.  
Meade made a number  o f  references to the Porter  court  martial. 
In March  1863, Meade  related that he had been called to 
W ash i ng t on  to appear before the "Co mmi t t e e  on the Conduc t  
o f  the  War ,  ''v7 to c o m m e n t  on the conduc t  o f  Major  General 
Wi l l i am Buell Franklin, who,  like Porter ,  was investigated for 
the  defeat at Fredericksburg.  Meade  thought  that Franklin was 
being done a "great injustice TM ... to be made  responsible for the 
failure at Fredericksburg ...,79 

Tiffs practice of  blaming scapegoats caused much  bad feeling 
among the officers o f  the Army of  the Potomac.  Meade  himself  
was affected. In a 29 June  1863 letter to his wife] he revealed 
that when the W a r  Depar tmen t  messenger  arrived at his tent  to 
inform him that he was to c o m m a n d  the Army,  his first thought  
was that he was about to be arrested, 80 likely to take the blame 
for Chancellorsville.  

The  practice of  blaming failure on subordinates was one  of  
the  least appealing characteristics o f  the Army during the Civil 
W a r ,  but  while  we  may not  condone  it, we  can at least 
appreciate that it was a result o f  repetitive defeats. It seems much  
more  unseemly in the wake  of  victory, regardless of  how far 
short that victory fell of  the commander ' s  claims. Al though the  
Gulf  W a r  ended before the decline of  morale  that character ized 
the Army of  the Po tomac  could  become  a factor, the question 
nonetheless  remains: what  will be tile impact  o f  Schwarzkopfs  
criticism of  Franks on the officer corps as a whole? 

CONCLUSION 
The Porter-Franks comparison cannot as yet be neatly concluded.  
Por te r  fought  for over twenty  years to have his convict ion 
reversed,  but  in the end was exonerated.  Franks was never  
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indicted,  so his reproof  takes the form o f  faint praise in 
Schwarzkopf's memoir  and pettifoggery from the likes of  Burton.  
Since the Iraqi generals are never  likely to be as gracious in 
defeat  as the Confederates  were,  we will never  know whe the r  
m o r e  rash maneuver  on the part of  VII Corps wou ld  have 
resul ted in an American unit  falling into a carefully laid Iraqi 
ambush.  As long ago as the fourth century,  the military 
commenta to r  Vegetius warned  that: 

A rash and inconsiderate pursuit exposes an army to the greatest 
danger possible, that of falling into ambuscades and the hands of 
troops ready for their reception, sl 

And while the evidence suggests that many I~GFC formations 
escaped destruction,  their escape now appears to be a result o f  
the decision to end the war  after four days of  g round  combat ,  
inefficient employment  of  fixed and rotary wing aircraft, and less 
than optimal terms of  the cease f ire--factors  that were  not  the 
result o f  anything that Franks did or failed to do. 

The amalgamation of  information technology with the proven 
techniques of  effective operational c o m m a n d  is a chapter not  yet  
wr i t ten  in the literature o f  information-age warfare. Franks 
h imse l f  has taken the first steps as command ing  general of  the 
Training and Doctr ine  Command .  The  concept  o f  "ba tde  
command ''s2 in the latest Army operations manual ,  wri t ten under  
Franks'  direct supervision, is a product  o f  his reflection on the 
subject.  More  than any of  the other  major  figures in the war  
against Iraq, Franks has refused to rest on his laurels and has 
endeavored  to provide the army the benefit o f  his experience.  

Franks' actions are reminiscent  o f  another  corps c o m m a n d e r  
in another  war, Major  General H u n t e r  Liggett, commande r  of  
the American Expedit ionary Force's I Corps in the Argonne  
Forest ,  in W o r l d  W a r  I. On  12 November ,  1918, twenty  four 
hours after the Armistice, General  Pershing visited the I Corps 
headquarters ,  and found the corps c o m m a n d e r  poring over  his 
maps. " D o n ' t  you know the war 's  over?" asked a bemused 
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Pershing. Liggett replied, " I 'm  trying to see where  we might  
have done better.  ''s3 
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0 UNIN ED CONSEQUENCES 
OF JOINT DIGITIZATION 

Lieutenant Colonel Steven J. Fox 
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ABSTRACT: 

The use of  digital technology for future military operations will 
bring unintended consequences that will profoundly affect the art 
of warfighting. Joint digitization is an architecture that improves 
joint C2 functions through the availability of real-time situational 
information, links between sensors to shooters, and the use of  
integrated shared knowledge by automatically generating 
informational data bases. The idea of  joint  digitization is to 
enhance the warfighters C2 decision-cycle through a seamless 
integrated digital information network. Although it is expected 
technology will continue to bring huge payoffs, military 
professionals cannot assume that the use of  technology by itself 
will be the panacea to achieving risk-free operations. Arguably, 
embracing digital technology also can bring accidental 
consequences that can damage and weaken a military 
organization. This paper is not about the science of  digital 
technologies, but about the unplanned effects it might have upon 
the art of  war. There are three possible unintended consequences 
of digital technology: 1 ) the  merging o f  operational and tactical 
levels of war; 2) the general diminishing of  a commander 's 
prerogatives; and  3) an increase in the fragility of  the force. 
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Introduction 
The use of digital technology for future military will bring 
unintended consequences that will profoundly affect the art of 
warfighting. Technology has always had a deep effect on 
organizations that conduct warfare and, in each case, innovations 
have forever changed tile nature of warfare. Although it is 
expected technology will continue to bring huge payoffs, military 
professionals cannot assume that the use of technology by itself 
will be the panacea for achieving risk-free operations. 
Technology, specifically digitization, promises to reduce the 
uncertainty and increase a warfighter's lethality; however, 
applying science to solve problems often leads to unanticipated 
new problems. Arguably, embracing digital technology may also 
bring accidental consequences that can damage and weaken 
military organizations. This paper is not about the science of 
digital technologies, but about the unplanned effects digitization 
might have upon the art of  war. 

Digitization is the application of micro-processors to achieve 
a seamless information flow for coordinating and employing war 
fighting assets. This paper addresses Twenty-first century issues 
assuming that a fully joint interoperable C4I system has been 
achieved, such as the objective version of Global Command and 
Control System (GCCS). 1 This paper also assumes that the goals 
of the Navy's Copernicus and the Army's Digitized Battlefield 
future architectures are realized and fully interoperable, as well 
as the intent of the Air Force's Horizon strategy. 2 The essence of 
tiffs metamorphosis toward "joint digitization" is an architecture 
that inlproves joint C2 functions through the availability of near- 
real-time situational information, the links between sensors to 
shooters and the use of integrated shared knowledge by 
automatically generating informational data bases. It is a 
digitization of the entire joint battle space that processes, 
displays, and transfers information between echelons horizontally, 
inter-service, and among allies. The idea is to enhance the 
warfighters C2 decision-cycle through a seamless integrated 
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digital information network that also supports the wartighter's 
weapons systems. 3 There are three possible unintended 
consequences of digital technology that will affect military 
leaders' approach toward the art of  war: 1) the merging of 
operational and tactical levels of war; 2) the general diminishing 
of a commander's prerogatives; and 3) an increase in the fragility 
of the force. 

Today, the operational level serves as a link between strategic 
aims and tactical employment of forces. Digitization 
unintentionally will have the effect of dismantling hierarchical 
structures and increasing the importance of the link between 
strategic and tactical levels. The traditional strategic, operational 
and tactical levels will gradually mutate into a blurry, flatter, 
two-tier hierarchy where the operational and tactical levels 
merge. It is not clear whether the effects of merging the levels 
are beneficial or detrimental to a theater of operations. 

The second unintended consequence is the trimming back of  
the traditional boldness and initiative of subordinate leaders. 
Since the future portends that threats will be less well defined, 
military missions will have more acute, direct political 
consequences that will demand a tighter reign on commanders. 
As a result of mass media coverage, civilian leaders will pressure 
military leaders for constant updates in order to maintain public 
support. It is quite possible that the initiative and boldness 
traditionally expected of American warfighters will be severely 
constrained by a superior's strong oversight. Digitization, meant 
to give commanders greater autonomy, might actually strip 
commanders especially those considered at the tactical level---of 
their individual prerogatives. 

Finally, as our services improve their lethality through 
digitization, wlfich also results in better situational awareness and 
quicker reaction times, the fragility of  the force might increase. 
The new lack of robustness due to more complex electronic 
systems might negatively effect the ability of  the force to quickly 
recover from the rigors of war. Issues concerning replacement of 

127 



• Sun Zzn and I~rnmtiu W~'~rc • 

high-tech personnel casualties, availability of complex repair parts 
and ease at which long haul communications can be disrupted 
could all contribute dramatically to the future endurance of the 
joint digitized force. 

Mcrgfng Levels of War 
The American public's lack of stamina to endure a protracted 
conflict and their abhorrence of battlefield casualties requires 
quick, decisive, strategic results. It is the warfighter's quest for 
immediate strategic results that will force the restructure of the 
three levels of war. With the help of information technology, 
jo int  commanders of the Twenty-first century will be able to 
efficiently command and control geometrically greater batde 
spaces at a far greater tempo and confidence level. The amount 
of uncertainty will be less. The virtually seamless flow of 
information from the lowest echelons--conceivably individual 
battalions, ships or aircraft--gives joint commanders a 
significandy increased knowledge base from which to coordinate, 
synchronize, and employ forces. This knowledge will be shared 
nearly simultaneous throughout the chain of command. The 
force multiplying effect of shared information will be to achieve 
a greater coherence and unity of effort with significantly fewer 
casualties. Consequently, actions at every level will 
instantaneously effect the other and will have the affect of 
reducing the time between decisions. 4 Furthermore, the trend 
toward more powerful weapon systems will give rise to tactical 
elements being employed more often in direct support of 
strategic objectives. Situational awareness will permit the conduct 
of  simultaneous offensive operations allowing the capability to 
convert tactical success immediately into decisive strategic 
results, s 

In the pursuit of more decisive operations, a great shift in the 
power to make operational and tactical decisions at one echelon 
will occur. The desirability of this shift will depend on how 
senior leaders adapt to the greater responsibility. A goal of joint  
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digitization is to provide a greater assimilation of more 
information into the warfighting process. This implementation 
goal will ultimately expand the strategic level's span of control 
with the streamlining of the operational chain of command. 
Today, military organizations are generally sized by how much 
one commander can effectively control. By design, each 
echelon's commander is better informed to make appropriate 
decisions concerning his responsibilities. During the late 1980's 
and early 1990's, an evolution in business management led by the 
integration of information systems caused an increase in the span 
of control for a typical senior manager; this subsequently resulted 
in a flattening of the management structure. Likewise, 
digitization will provide more senior leaders the information that 
will permit them to feel comfortable making more judgments 
that were traditionally left to operational and tactical 
commanders. As in business, digitization will cause an increase 
in the span of control at the strategic level and a subsequent 
greater centralization of command. In the future, digital 
technology may render our current structure obsolete. 

A flatter structure may not be always beneficial. The 
disadvantage of centraliTation is the magnitude that each decision 
potentially has. Mistakes in simple judgment  can lead to greater, 
longer lasting consequences. Since the influence of a strong 
commander permeates throughout, there may be cases where 
trusting a single individual's perceptions may be, in the end, very 
costly in terms of resources, lives, and continued public support. 

Another important reason for the merging levels of war is 
that communication between all echelons is expected to shift 
dissemination and collection of intelligence, targeting, and other 
data from hierarchical to a non-hierarchical command structure 
(See Figure 1.) 
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Figure 1 
C o m m a n d  In format ion  Structures  ~ 

t lierarclfiaJ Structure Non-Hierarch/al Structure 

/ [ E ]  " \ 
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This  in te rne t ted  c o m m a n d  s t ructure  undesirably leads to an 
"diffused c o m m a n d  authority." 7 Even today there  are indications 
o f  jus t  h o w  future  t echno logy  can alter c o m m a n d  approaches 
within the military. Electronic mail (E-mail) has created a formal,  
as well  as, informal  disseminat ion s t ructure  within the  
D e p a r t m e n t  o f  Defense.  T h e  ease at which  an individual  can 
send a courtesy copy or  a message to anyone,  regardless o f  
posi t ion,  has placed unusual  demands  upon  an organizat ion 's  
hierarchy. It is easy to interpolate h o w  the future  and its promise  
for "smar te r"  systems, which  are bet ter  able to assimilate and 
display informat ion,  can change  the  traditional needs for 
hierarchical  levels. W h a t  is no t  clear is the  effect that these 
informal lines o f  commun ica t i ons  will have on a c o m m a n d  
s t r u c t u r e  dur ing  t imes o f  conflict.  
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As technology increases the strategic echelon's span of 
control, there will be a predictable gravitation to coordinate 
tactical weapons at the highest possible level; thus, more pressure 
to flatten or merge the levels of war. Improved war-fighting 
capabilities which have increased the mobility, dispersion, 
lethality, and tempo will drive control measures at least to a joint 
theater level. Centralized control is needed for synchronization 
of combat power in order to conserve assets, and prevent 
fratricide and civilian collateral damage. Weapon systems could 
be enabled or disabled remotely whether they are on a ship, land 
or aircraft. It will be possible to control tactical fires and the 
maneuvers of combat elements to optinxize the direct obtainment 
of die strategic goal. These combat elements will be armed with 
far more sophisticated direct and indirect munitions with ranges 
that exceed line of sight. Military professionals saw just a glimpse 
of technology during Desert Storm. By Twenty-first century 
standards, Desert Storm will look antiquated, but it illustrates 
just how complex and how important synchronizing forces are 
in order to prevent friendly casualties and to insure decisive 
strategic results. 

The significance for future military organizations is that 
traditional tactical and operational levels will have the same 
information and same battle space concerns. The need for 
separation based upon capability to command and control will 
likely cease to exist in the Twenty-first century. The overall 
disadvantages of this merging has yet to form. How the senior 
leadership adapts and structures the resulting organizations will 
determine the magnitude of the drawbacks. 

Diminished Command Prerogatives 
Like many problems, the solutions often have undesirable 
consequences. It is quite possible that digitization upon 
Twenty-first century military organization will be detrimental to 
the concept of execution at the lowest level and could lead to 
overcontrol. With the shared vision resulting from digitization, 
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every one within the chain of  command  could have access to the 
same situational information.  Theoretically,  everyone from the 
W h i t e  House ,  the Jo in t  Staff and C I N C  Staffs, down  to the 
tactical levels could have access to the same Facts. Potentially it 
could become  normal  for some operational and tactical level 
decisions to come from the W h i t e  House  or the Joint  Staff. The  
United States military requires leaders that possess boldness and 
initiative to act on one's  own judgmen t .  These traits within our 
leaders make  the U.S. military a formidable force. Digitization 
may unintentionally affect the relationship be tween  echelons by 
limiting the organization's initiative, ingenuity,  and inventiveness 
through constant moni tor ing  by superiors. 

N o  one likes to have someone looking over  their  shoulder  as 
they work .  Increased theater  awareness and tile ability to 
automatically transfer databases will result in the expansion and 
availability of  on-line information.  This may very likely result in 
a great deal of  second guessing by senior commanders  and staff. 
Invariably during a crisis, a subordinate commander  who  is closer 
to tile action will select a different course o f  action than that o f  
the senior commander .  Should the superior c o m m a n d e r  second 
guess and redirect  the effort or sit on his hands and wait it out? 
Tile chal lenge for senior leaders in the future will be curtailing 
their inclinations and al lowing subordinate leaders their 
prerogatives. W h e n  a c o m m a n d e r  thinks he has all the facts, 
a l lowing a subordinate his prerogatives by not  interfering goes 
against the "zero defects" culture that permeates the military 
today; unfortunately, there is no evidence that the future culture 
will be any different. 

Information technology will also find it hard to digitize what  
is in the commander ' s  head and what  he feels--the kind of  
intangible awareness that comes from being close and near the 
area of  operation. Our  forces will fight the way they train. There  
is a danger  that factors that cannot  be quantified will be 
disregarded and our  commanders  not  near the action will be 
"partly condi t ioned"  by the technical tools available to them. 8 
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For example, during a peacet ime exercise, based on intuition or 
o ther  undigitizable information,  a c o m m a n d e r  may want  to 
deviate from a plan during its execution.  H o w  many times will 
a c o m m a n d e r  accept corrections or challenges, by a 
"a l l -knowing"  higher commande r  or superior's staff. Echelons 
above  may believe they unders tand and have the "cor rec t"  
bigger picture and demand  adherence  to previously coordinated 
plans or only minor  tweaks to an existing plan. There  are very 
few commanders ,  believing they have the right situational 
informat ion,  that can allow a subordinate to act contrary or 
independent ly  to their expectations wi thout  at least making  an 
inquiry. Sure, the subordinate c o m m a n d e r  could explain and 
defend his actions and even prevail; however ,  a sense of  
au tonomy,  pride and creativeness is predictably lost by a 
subordinate  each time it occurs. It doesn ' t  take many real- t ime 
corrections or constant challenges by a boss to stifle boldness and 
initiative. It might  be hard for today's leaders to appreciate the 
loss o f  initiative and boldness caused by digitization, since they 
have had these traits nurtured into them throughout  their careers. 
T h e  concern  should be about the generat ion of  leaders who  
grow up with extensive and perhaps constant oversight and 
monitor ing.  

The  Marines "Warf igh t ing"  manual,  FMFM 1, has 
recognized  this concern  and has succinctly stated, "Equipment  
that permits over control o f  units in battle is in conflict with the 
Marine Corps's philosophy of  c o m m a nd  and is not  justifiable. ''9 
T h e  digitization technology o f  the Twenty-firs t  century,  by 
obtaining massive situational awareness, may have the un in tended  
consequence  of  permit t ing commanders  too much control .  The  
military services could be entering into a new era o f  electronic 
micro-management .  

The  pressure to micro-manage ,  to ask questions, and to 
second  guess field commander ' s  decisions will be very high. 
Cons ide r  a C I N C  or a Joint  Task Force commander ,  with the 
military and civilian leadership in Wash ing ton  D.C.  and the 
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media doggedly pursuing in "real time" their individual stories, 
demanding to know status and planned intentions. The pressures 
will be enormous for information. With instantaneous civilian 
global information networks, such as CNN and broadcast 
network news, our civilian population has become more addicted 
to war news. '° For the future, the "CNN war leads public and 
leaders to define political events in terms of the video clips and 
sound bites that compose TV news images."" A causal effect of 
this coverage is that the available reaction time to events for 
civilian policy makers is going to decrease because of  amplified 
public interest. ~2 The American people are going to demand 
more information from their senior civilian and military leaders. 
Accordingly, policy makers are going to want to know more and 
want to know it sooner. 

The pressure upon senior military leaders to supply only the 
most accurate information and not to publicly embarrass 
themselves, as well as their civilian leaders, will be immense. The 
future joint leader and corresponding staff are going to be forced 
to make larger number of inquiries to satisfy the media and 
public. Situational awareness through digital technology will be 
the enabling technology for maintaining public support for the 
military, as well as keeping the political leadership from 
embarrassment. 

A good counter argument might be that unintrusive 
electronic queries will be extensively used and the distraction 
will be very minor. This argument holds well, if the question is 
strictly qualitative in nature, is an acceptable answer, or doesn't 
require explanations. Unfortunately, it is more likely that one 
answer will precipitate several more questions that may or may 
not be available unobtrusively through an electronic data base. 
Digitization might inadvertently and unanticipatedly increase 
outside distractions through the answering of endless questions 
up the chain of  command. On the positive side, it is easy to see 
how this kind of uncontrolled eavesdropping by a higher level 
staff can lead to better situational awareness and better serve a 
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joint  commander. Sadly, it is hard to imagine how 
unencumbered, direct access to planning and execution 
information by a superior and his staff, without the subordinate's 
personal spin, could have a positive effect on the hard-charging, 
self-motivated commander. 

One could argue that the higher echelons will not be 
interested in information that is specific and in detail. It is more 
likely that the smaller Twenty-first century force structure will 
limit the options available to our senior leaders. Consequently, 
leaders will require more specific information in order to make 
decisions. For example, the Joint Staff is currently in the process 
of developing and fielding the first phase of the Global 
Command and Control System (GCCS). ADM Owens, Vice 
Chairman, Joint Chief  of Staff was given a demonstration of  the 
Global Status of Resources and Training System (GSOILTS). 
While being impressed with its capability to easily understand air 
base and other readiness ratings, he indicated it would be nice to 
also receive the aircraft availability by individual weapon's load, 
including Precision Guided Munitions (PGMs), and by sensors in 
a particular area of responsibility. I~ Wha t  is significant is not that 
the Admiral wanted to know this information, but how the 
information going to be used at the strategic level. Wha t  if the 
information is not as expected or quantifiably correct? Very few 
leaders like to be surprised, and with the relatively smaller force 
structure, specifics are becoming very important. 

Another concern is whether our warfighters will be prepared 
for the avalanche of questions. It cannot be discounted that 
routine questions from higher echelons tend to increase 
exponentially in importance the farther down the chain of 
command they propagate. So the lower echeloned, smaller 
staffed, war-fighting organizations are less prepared to handle 
queries and are distracted disproportionately. 

Often in discussions about digitization and automation, it is 
surmised that staff sizes will decrease in numbers. 14 It is quite 
possible that staff sizes may need to increase--not decrease. The 

135 



• Sun Tzu and lalonnatlol Wadare • 

requirement for information is compounded by the problem that 
during peace there is a tendency to become over organized and 
more bureaucratic in structure, is This tendency can be 
summarized as the "need-to-know everything" syndrome. The 
propensity to explain and track data is gradually taking up more 
of tile commander's and staffs time. As our services become 
more complex, more records and information are required to be 
processed and the demand for support staff increases. Large 
bureaucratic staffs do not normally foster and facilitate initiative 
and boldness in subordinate organizations. 

The military has already experienced the unintended 
consequences of automation when it comes to bureaucratic 
staffwork. Consider how tile word processor has streamlined 
typing and the electronic mailing of documents and messages. As 
stated before, automated offices are able to effortlessly and with 
efficiency send documents and E-mail via Local Area Networks 
and, through MILNET, between organizations. These tools 
obviously save time through simplifying distribution, increasing 
information transfers between organizations, thereby decreasing 
the number of secretaries and military clerks. I Iowever, the 
demand for more usable information by senior decision makers 
has also increased, requiring staff officers to spend greater 
portions of their time typing questions and answers. With the 
increase in productivity, automation has fostered an increase in 
reporting and information generation. It is true that reports and 
briefs are now written easily on computers, but organizations 
tend now to spend more time reworking letters and briefing 
charts to achieve limited gains in redrafts and minor formatting. 
The reworking does not necessarily result in better content but 
only ensures cosmetically perfect documents. The labor saving 
and time saving office computer has the unintended consequence 
of creating more work. Computers have increased tile military 
staffs work load and have unintentionally required more staff, not 
less. 
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Increased hagflity 
General Sullivan, Chief of  Staff, Army, states that technology- 
driven batde space awareness "can provide us with lighter, more 
effective and more lethal weapon systems to offset our smaller 
force structure. ''16 But, one also must consider that as these 
force-multiplying systems are affected by attritions of war, their 
corresponding impact upon the force is an equally multiplying 
loss. Digital technologies provide a tremendous capability; 
however, they must be weighed cautiously against their 
vulnerabilities. 

The use of  digital technology has consequences that are 
paradoxical in nature. While it is true that the implementation of 
more advanced sensor-to-weapon systems will give better 
situational awareness, help minimize fratricide and better focus 
combat power, they can also be our Achilles heel. There is the 
concern whether the new electronic systems will have the 
resilience to absorb shocks and withstand perturbations associated 
with the realities of modern war. The more advanced the 
equipment the more complex it becomes. Generally, the more 
complex the system, the less reliable, and the harder or longer it 
takes to repair. 

A possible solution to the attrition issue is the use of  
redundancy in the digital architecture. Redundancy is not likely 
to protect the force as technology is being looked upon by our 
senior leaders to help mitigate the smaller force structure. It is a 
reality that the U. S. military will always be dependent upon 
finite amounts of  specialized electronic equipment that will 
invariably not be easily replaced nor repaired. 

There are other compounding effects of attrition, such as the 
digital technologies dependence upon reliable communication 
architectures. It is the dependence and reliance of electronically 
synthesized data from widely dispersed systems that makes 
communications the most vulnerable segment. The greatest 
threat to the entire digitization architecture is the lack of robust, 
redundant communications paths. For example, Desert Storm 
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validated the notion that a C O N U S  based force projection 
strategy, with its anticipated tempo is dependent  upon assured 
satellite communicat ions for both inter- and intra-theater 
communicat ions  irrespective of  use on land or sea. Above the 
tactical level of  war, it is anticipated for tile Twenty-first  century 
that medium data rates for the military, as well as civilian satellite 
systems, will be vulnerable to j amming  by today's low cost 
technology, t7 Since digital communications demands are going to 
be predictably greater than their capacity, there will be no 
redundancy nor unused capacity. '8 Even today, it is doctrine not 
to normaUy keep communication equipment in reserve. Also, key 
communicat ions  equipment  is subject to targeting through 
old-fashioned direct or indirect fires. An unsophisticated enemy 
sharp-shooter could easily fire a well placed bullet and take out 
the feed to a critical satellite or a nficrowave antenna. 19 This  

would effectively disrupt the digital architecture with devastating 
consequences to the command and control process. 
Communicat ions  will be the weakest link for the future's 
dispersed digitized systems. 

There  is a trend growing within the U.S. military to use 
commercially available off-the shelf  technology that is generally 
not  designed to Military Standards nor for ease of  trouble 
shooting. An unintentional  result of  using the less rugged 
commercial  electronic equipment  is it will require warfighting 
organizations to have near-by repairmen and large stocks within 
theater o f  specialized electronic repair parts. Otherwise,  
replenishment could become a problem since strategic mobility 
will always be at a premium during a crisis. 

Repair  parts may not always be available. A C O N U S  based 
support structure assumes that the tempo at which critical items 
are used and destroyed will not exceed the rate at which they are 
being replaced. If  tradition holds, then the military will keep 
electronic equipment  beyond normal commercial  applications. 
CONUS depots will have to have on-hand the repair parts since 
industry does not  normally keep the production lines o f  
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specialized nor dated electronic designs operating. Leaders will 
need to take into account and understand the perishability and 
limited availability of electronic equipment. 

Lack of timely repair could contribute to the increased 
fragility of the force. The advanced equipment of the future, 
whether  it be built to commercial or military standards, will 
require a greater level of maintenance expertise. The philosophy 
of using built-in diagnostic and automatic check-out equipment 
does design complexity away from the operator; however, repair 
responsibilities dramatically shift to maintenance personnel# 
Repairing systems in the forward areas will be more difficult and 
there will be a greater tendency to evacuate equipment for 
repairs to the depots; thus increasing the time to repair. 21 Based 
on complexity, it can be anticipated that digital electronic 
systems are going to have a much longer logistics tail than we 
have today. 

Our force structure will likely have a critical shortage of 
qualified electronic technicians. Consider the same scenario of 
equipment damaged by a "low-tech" sharpshooter. What  if the 
shooter decides to wait around to kill the skilled operator or 
maintenance person conducting the repair? 22 Skilled repairmen 
will not be replaced easily. Maintenance personnel of the future 
will require more extensive and sophisticated training than 
today's technicians, since the systems will be more intricate. As 
the armed forces continue to compete against educational 
institutions and private corporations for the limited number of 
qualified 17-24 year-olds, it is going to be a challenge to keep 
qualified personnel skilled in electronics. Even the reliance on 
dedicated and first-rate National Guard and Reserve units is 
optinfistic. Units meant to augment during national emergencies 
may not be able to keep operator and repair personnel up to 
warfighting standards. The implication--"there will be time for 
training after the troops are assembled--is virtually over. ''23 It is 
not quantitatively known whether the rate of replacement of 
critical specialty skills will be able to keep pace, but one has only 

I39 



• sun Tzu and Information Warlare • 

to look at where we are, traditionally short of technical 
specialists today. As during Desert Storm, it will be common for 
the Services to depend upon civilian technicians in forward 
deployed areas for maintenance and repair, due to the 
maintenance complexity of electronic equipment and the lack of 
qualified military personnel. It is possible that demographics, and 
sociopolitical educational realities, might just be the limiting 
factors of  the Twenty-first century digitized force. The demand 
for "high-tech" personnel is going to go up--not down. 

Another concern for the future is that we will depend more 
upon our allies for support. As the United States modernizes its 
forces with the latest electronic gadgetry, will our allies be 
willing to invest in the sanle kinds of equipment, or will we be 
willing to sell or give it to them' By digitizing everything from 
Command and Control to weapons systems, they might make it 
impossible to be electronically interoperable within a theater with 
our coalition partners. 

Challenge of the Future 
It is obvious that embracing digital technology offers a great deal 
to the warfighter. If the equipment envisioned for the future is 
developed and fully realized, the enhancement to Command and 
Control will dramatically streamline operations. For the future, 
technology will permit greater situational awareness that will 
reduce the commander's uncertainty and anxiety. It will certainly 
increase the warfighter's lethality through the ability to better 
focus and synchronize combat power. The unintended 
consequences of this sohition will be a challenge for future 
military leaders to understand. Leaders need to understand the 
impact upon the operational art of war that technology brings. 

Digital technology allows many advantages, but it is not 
without its soft intangible price. The possibility that the very 
strength that digital teclmology brings, situational awareness, may 
be the cause for trimming a commander's prerogatives. This 
trimming undermines the very concept of individual initiative 
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that  makes the U. S. military such a formidable force. Another  
soft cost is that complex equipment  may be so intricate as to 
require skills and resources that are not easily replaced during the 
conduct  of  war. 

T h e  U.S. military needs to adapt to new technology  or it 
faces the prospect of  allowing itself to grow flaccid and obsolete.  
T h e  issues raised in this paper have no direct solution. Yet,  a 
great deal of  the problems highlighted,  especially in the area of  
c o m m a n d e r ' s  prerogatives, is dependent  upon how the senior 
leadership grows to use the technology and how they guide the 
emerging organizational culture to use it. Awareness of  the 
strengths and, more importandy, the weaknesses that technology 
brings to an organization must  be the precursor to its 
implementa t ion .  Caut ion and reflection might  be in order  to 
insure that a particular solution's negative ramifications are well  
unders tood  and its advantages are absolute. It is safe to predict  
that joint digitization and all its capabilities that it brings will be 
beneficial. It would be unfortunate,  however ,  that in the process 
o f  f ixing today's  problems a whole  new array of  unant icipated 
consequences  arise wi thout  a plan to discern nor  unders tand 
them. Deve lop ing  a clear plan is the challenge for the future. 
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0 INFORMATION WARFARE: 
Issues and Perspectives 

Dr. John H. Miller 

One of the most intriguing ideas currently circulating in the 
defense community is the concept of "Information Warfare." 
The precise meaning of the term is elusive, in part because it 
describes a wide range of seemingly unrelated phenomena. As 
currently used, it can refer to everything from computer viruses 
to "smart" bombs, and encompass the activities of people as 
diverse as computer hackers and professional soldiers. The 
ambiguity is increased by the common tendency to employ the 
term more or less interchangeably with a variety of others such 
as "Cyberwar," "Netwar," "Third Wave Warfare!" "Command 
Warfare" and "Post-industrial Warfare"Dnot  -all of  which mean 
the same thing. I 

Part of  the difficulty stems from the fact that information 
Warfare embraces several related, but distinct sets of ideas which 
are not always clearly distinguished. For many defense analysts, 
it refers primarily the military application of' computers and other 
information technologies, and the organizational, operational and 
doctrinal changes this implies for the U.S. and other military 
establishments. For other writers, however, Information 
Warfare is a much broader idea, relating to the emergence of 
"Information Age" civilization and the development of associated 
modes of political and social conflict which point toward the 
gradual erosion of nation-states and their monopoly of organized 
violence. 
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Information Revolution 
Viewed from latter perspective, Information Warfare raises basic 
questions not only about how wars will be waged but who will 
wage them and for what purposes. Such questions cannot, in 
turn, be separated from consideration of the larger changes that 
may flow from the ongoing "Information Revolution." If 
futurists like the Tofflers and John Naisbitt are right the global 
diffusion of new and emerging information technologies will 
have economic, social, cultural and political consequences as 
profound as any in human history. It is, of course, impossible 
to be sure about the direction of these changes, but they could 
involve dramatic shifts in political power and attitudes toward 
authority. 2 

A comparison with the political effects of the "First 
Information Revolution" in Early Modern Europe may be 
instructive. As J.M. Roberts points out, the invention of 
movable type and the subsequent diffusion of printed books and 
literacy gave rise to a "transformation of the European 
consciousness" after 1500. 3 Among its other consequences, this 
transformation abetted the rise of nation-states by providing their 
rulers with opportunities to mobilize national loyalties and 
develop centralized administrations. The long-term political 
"losers" were subnational and supranational entities such as the 
Papacy and feudal authorities who proved less efficient at 
exploiting the new medium. 

The present Information l~evolution may be having precisely 
the opposite effect inasmuch as the globalization and 
personalization of electronic communications system appear to be 
undertnining the authority of nation-states and facilitating a 
devolution of power to subnational and transnational movements, 
especially those that tap ethnic, religious or cultural loyalties. 
Naisbitt, who regards such movements as manifestations of a 
"new tribalism" speculates that traditional institutions of central 
government and representative democracy may become 
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increasingly anachronist ic even in Wes te rn  societies as demands  
there for "self  ru le"  and decentralization gain m o m e n t u m /  

One  should not,  o f  course, exaggerate the " e m p o w e r m e n t "  
of  the individual vis-a-vis the state. As David Ronfe ld t  notes, the 
Information Revolut ion "may give a state apparatus and its rulers 
powerfu l  new means of  control  over their citizenry, with an 
official ideology determining what information is al lowed. ''s This 
may be less of  a concern in the United States and other  countries 
w h e r e  democracy  has deep roots, but it is a distinct possibility 
elsewhere, particularly in the Third W o r l d  where  it is easier for 
charismatic leaders to generate a public consensus in favor of  
tyranny. The  Information Revo lu t ion  may promote  either 
democracy  or totalitarianism depending on the socio-political 
context.  

It is l ikewise premature  to conclude  that the presumed 
decline of  nationstates will inhibit conflict and war. Indeed,  the 
Informat ion Revo lu t ion  may actually stimulate conflict by 
accentuating economic ,  cultural and political differences among  
peoples while at the same t ime binding together  groups 
previously separated by geographic or national barriers. 
Benjamin Barber, for example,  sees a threatened 
"Lebanonizat ion"  of  many nation-states, in which cul ture is 
pitted against culture,  people against people, tribe against tribe 
-- a J ihad in the name of  a hundred  narrowly conceived faiths 
against every kind o f  in terdependence ,  every kind of  artificial 
social cooperat ion and civic mutual i ty ."  6 

W h i l e  forecasts of  a " coming  anarchy" or "clash of  
civilizations" may be overdrawn,  7 war  in the Information Age 
could well spill outside of  the Clausewitzian f ramework  where  
it functions as a "rational '  instrument  of  state policy. John  
Keegan reminds us that, historically, different cultures have 
shaped war into bizarre and self-destructive forms whose warrior  
practitioners, unlike mode rn  soldiers, often looked  upon combat  
as a means of  self-expression, recreation or religious 
sanctification. 8 In some parts of  the world, the weaken ing  o f  state 
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authority and the e rupdon of  violent sociopolitical conflicts are 
enabling such warriors to make  a comeback.  "as brutal as ever  
and distinctly bet ter  armed.  ''9 

In his chilling vision of  war  in a post-Clausewitzian wor ld  
Mart in van Creveld  takes this line of  reasoning a step further, 
speculat ing that modern  high-tech armies are like to become  
obsolete. In his view, the relevance of  these armies increasingly 
will be called into question because they will be unable to 
decisively defeat guerrillas and terrorists who  operate beneath 
their "sophistication threshold" in low-intensity conflicts. Future 
wars,  he suggests, will not  be clean and short but "protracted,  
bloody and horrible" -- an affair o f  "listening devices and o f  car 
bombs, o f  men killing each other  at close quarters, and of  
w o m e n  using their purses to carry explosives and the drugs to 
pay for them. ''1° 

Van Creveld 's  work  carries another  interesting and, for 
professional soldiers, more  disturbing implication: In order  to 
wage  low-intensity conflicts with any hope of  success, 
convent ional  armies may have to adopt the organizational 
methods,  and perhaps even the mentali ty of  their opponents.  
Noting that war represents the most imitative activity k n o w n  to 
man."  van Creveld predicts that pervasive low-intensi ty conflict 
"will cause regular forces to degenerate  into police forces or, in 
case the struggle lasts for very long, mere  armed gangs. ' '~ 
Distinctions will thus erode be tween  military and police forces, 
and ultimately be tween  soldiers and the terrorists and criminals 
w h o m  they are responsible for combating.  

It migh t  be objected that van Creveld  and others who  see 
non-Clausewitzian war as the wave o f  the future underest imate  
the  political dimension of  the violence occurr ing in places like 
Bosnia. The  systematic massacre or brutalization of  
non-combatan ts  may affront "civi l ized" sensibilities and 
concept ions o f  warfare. I f  employed  in the pursuit o f  political 
objectives such as the creation or defense nation-states, however ,  
even "ethnic cleansing" can be seen as a continuat ion o f  politics. 
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T h e  problem,  of  course, is where  to draw the line. Clausewitz 
himself recognized that war  is at bot tom an affair o f  "primordial  
v io lence"  whose  inherent  t endency  is to run to extremes of  
emot ion and cruelty. 

O n e  can also question the strategic significance of  many 
low-intensity conflicts, especially in the post -Cold  W a r  context .  
As appalling as their human  costs may be, few o f  the small wars 
current ly underway  in the Third  W o r l d  and former  Second 
Wor ld  engage the vital interests o f  major  powers  or seem likely 
to bring about immediate changes in the international balance o f  
power .  The  Uni ted  States may choose to involve itself in 
military efforts to try to resolve or contain these struggles. W i t h  
the  disappearance of  the Soviet Union  as a global compet i tor  
however  the geopolitical rationale for doing so has lost much  of  
its former  force, and the American interests at stake are often 
highly ambiguous.  

" F r o m  a purely American point o f  v iew,"  as Eliot Cohen  
observes, " the world is, and for some length of  t ime promises to 
be, a m o r e  secure place than it was dur ing the cold war. ''12 
American statesmen now have,  he notes "no  dragons to slay, or 
even to tame; partners may be competi tors,  but  no state poses a 
direct challenge to our  security or that o f  our allies." Even with 
the  current  downsiz ing of  the U.S. military establishment,  its 
Cold  W a r  "capital s tock" of  sophisticated military platforms, 
inte l l igence-gather ing systems, mili tary-technical infrastructure, 
and logistical assets, dwarfs that o f  any potential  compet i tor  and 
gives the Uni t ed  States unmatched  global power-project ion 
capabilities. 

A l though  the external threats currently facing the Uni ted  
States are more diffuse and ill-defined than during the Cold  W a r  
era, there is no lack of  potential dangers and challenges. Clearly 
the most  menac ing  contemporary  deve lopment  is the 
proliferation of  weapons  of  mass destruction.  Only  slightly less 
worrisome,  however ,  is the diffusion o f  long-range missiles, 
advanced aircraft, and other high- tech weaponry  Both trends are 
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likely to enhance the military capabilities of state and non-state 
actors, thus increasing the escalatory potential of  ethno-sectarian 
and inter-state conflicts. These trends may also make it possible 
for even relatively weak powers to strike directly at the United 
States. 

• e Military-Technical Revolution 
The ongoing Information Revolution is having equally 
important, if  less obvious effects on the post-Cold War  security 
environment. There is, for example, broad agreement in the 
defense community that the 1991 Gulf War  marked the early 
stages of a "Military-Technical Revolut ion" (MTR) which 
promises to transform the character of war as radically as did the 
advent of nuclear weapons fifty years age. Driving this 
revolution are advances in surveillance, communications, and 
information-processing technologies, which create tile possibility 
of imbuing the "information loop of warfare" with 
unprecedented accuracy and speed, thereby achieving 
"information dominance" over less capable adversaries. 13 

Information dominance, combined with cruise missiles and 
other precision weaponry, is expected to confer the ability to 
overwhelm virtually any opponent quickly, decisively and 
relatively bloodlessly. The key problem in this mode of warfare 
will be protecting one's own "centers of gravity" or 
vulnerabilities while striking those of an enemy. As was 
foreshadowed in the Coalition air campaign in the Gulf War, the 
solution to the latter problem is likely to involve "an improved 
ability to understand target systems and their relationship to 
operational and strategic objectives, ''14 since knowing which 
targets to strike will be critical to the effective employment of 
large numbers of precision weapons. 

Full exploitation of information technologies will, it is 
argued, necessitate major changes in "the ways militaries think 
about, organize themselves for, and wage combat. ''is Thus, 
reliance on sensors, computers and smart weapons points toward 
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a reduced human role in decision cycles. Similarly, long-range 
strike capabilities will lessen the need for close-in combat and 
increase the importance of integrated air-land-sea-space 
operations. The extraordinary lethality of precision weapons and 
their ability to strike virtually anywhere will likewise require 
dispersed, independent combat units, and the replacement of 
present types of  aircraft armored vehicles and surface ships by 
smaller and more stealthy platforms, t6 

Beginning with then Undersecretary Perry's announcement in 
the aftermath of Desert Storm that the U.S. had achieved a 
revolutionary advance in military capability, ''t7 many U.S. 
military leaders have enthusiastically embraced the M T R  idea. 
The main doctrinal construct for implementing it at operational 
level is the strategy of "Command and Control Warfare," which 
calls for "the integrated use of operations security, military 
deception, psychological operations, electronic warfare, and 
physical destruction, mutually supported by intelligence, to deny 
information to influence, degrade or destroy adversary C2 
capabilities, while protecting friendly C2 capabilities. ''~s 

Enthusiasm witlfin the U.S. military for the M T R  is tempered 
by concerns about over-reliance on technology and the possible 
loss of traditional combat skills, t9 But skepticism about the M T R  
in professional military circles has deeper roots. As C. Kenneth 
Allard points out, the integration and information sharing 
required by emerging command and control technologies 
threatens to upset the "delicate balance" of service autonomy 
and, ultimately, the very notion of military hierarchy itself# 
Despite universal acceptance of the twin imperatives of "jointness 
and interoperability," service cultures and perspectives are 
therefore likely to act as a brake on institutional change. 

For many MTK proponents, the U.S. military has barely 
begun the "intellectual revolution" necessary to realize the 
quantum leap in combat effectiveness potentially offered by 
information technologies. Dan Goure, for example, compares 
the present level of institutional adaptation to the U.S. Navy's 
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initial efforts to develop carrier aviation in the 1920's. Absent a 
constituency for more radical doctrinal and organizational 
reforms, he predicts that U.S. military planners will "fall prey to 
the old tendency to look to technology as the solution to 
strategic and operational problems" and settle for the "fleeting 
advantage" conferred by "mere technological superiority. ''2~ 

According to Goure and others, this piecemeal approach may 
create opportunities for more innovative competitors to vault 
ahead of the United States. Based on his study of previous 
military revolutions, Andrew Krepinevich warns that it is a 
"dangerous delusion" to assume that the United States will be 
able to control the direction of the current revolution, z2 "Even 
when countries will not be able to compete in the full spectrum 
of military capabilities," he argues, "some of them, by 
specializing, will become formidable niche competitors." 
Moreover, they may find it easy to do so since the Information 
P.evolution is lowering the cost of information technologies and 
increasing their availability. 

In a similar vein Paul Bracken urges U.S. military planners to 
devote more attention to what he sees as the likely emergence 15 
or 20 years hence of "Eurasian peer competitors." According to 
bracken, the rapid economic growth of countries like China will 
give them the means to field modern military forces based on 
advanced technologies and innovative operational concepts. 
Unless the United States begins now to think seriously about 
how to counter such challenges, it risks becoming "locked into" 
current force structures, concepts technologies and doctrines 
which--al though sufficient to deal with near-term 
condngenciesmmay be inadequate to sustain the long-term U.S. 
competitive advantage. 23 

A basic problem with these scenarios is that they rest on 
assumptions about the future shape of the international order, the 
nature of  war, and the direction of technological change, none 
of which can be taken for granted. As Goure notes, military 
planners during the Cold War and interwar periods faced the 
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task o f  bringing " k n o w n  pieces of  potential capability together  
in a fashion suited to an expected  form o f  warfare against 
anticipated adversaries. 24 U n d e r  current  condit ions of  rapid 
technological change and the emergence  of  new subnational and 
transnational players, however ,  such certainties are denied 
planners who cannot  be sure about  the form or participants that 
will characterize future wars. 

Since the M T R  is seen as a long- te rm process and 
presupposes threats which have not yet materialized, its re levance 
to current defense needs is open to question. The  basic rationale 
for reshaping the U.S. military n o w  comes down  to providing a 
hedge against the possible rise of  future high-tech challengers. In 
addition, pushing ahead with the M T R  is espoused as a way of  
increasing the effectiveness of  U.S. forces in dealing with 
near- term,  regional contingencies and conduct ing  military 
operations short o f  war.  

Domestic, political, and budgetary constraints, which  require 
the U.S. military to "do  more  the less" and minimize  casualties 
on all sides, are also cited to justify this course. 2s 

The adequacy of  current U S. nfilitary plans and programs to 
accomplish these objectives is a subject o f  controversy.  T h e  1993 
"Bo t tom-Up  R e v i e w . "  D O D ' s  blueprint  for meet ing  the 
challenges o f  the post -Cold  W a r  security envi ronment .  
emphasizes the need to maintain military capabilities sufficient to 
defeat regional aggressors in two "nearly s imultaneous"  conflicts. 
The areas of  particular concern are the Korean  Peninsula and the 
Persian Gulf, and the most  likely aggressors are deemed  to be 
N o r t h  Korea,  Iran or a resurgent  Iraq. The  kind of  attack 
foreseen (an armor-heavy,  combined  arms offensive") and the 
forces considered necessary to defeat it are mode led  on the 
1990-91 Gulf  conflict, z+ 

Many critics con tend  that the Bo t tom-Up  R e v i e w  falls into 
the familiar trap of  "preparing to fight the last war"  instead of  
the next one. 27 They argue, for example, that regional aggressors 
are unlikely to repeat Saddam Hussein's blunders and will instead 
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employ a range of strategies to deter U.S. military intervention, 
including "ambiguous aggression," guerrilla warfare, and threats 
to use weapons of  mass destruction. It is also suggested that the 
kind of forces appropriate to counter threats from North Korea 
or Iraq are not suitable for meeting future challenges from more 
formidable peer competitors who may succeed in combining 
information technologies with innovative military doctrines. 

Another focus of  criticism is the force mix recommended by 
the Bottom-Up Review to maintain U.S. power-projection 
capabilities. Edward Luttwak is typical of those who see this mix 
as reflecting the success of  the services in preserving their Cold 
War force structures rather than shifting to "low-casualty or 

noncasualty fornls of aerial and robotic military strength" more 
suited to the post-Cold War security environment. 2s Luttwak 
and others are also concerned that the costs of supporting carrier 
battlegroups and heavy army divisions will consume an undue 
share of DOD's shrinking budget, allowing fewer resources for 
Ik&D and modernization progranls necessary to sustain the U.S. 
comparative military advantage. 

Some critics are also skeptical that it will be possible to 
reconcile the Bottom-Up P.eview's regional conflict strategy with 
the growing demands imposed on the U.S. military by 
peacekeeping, peace enforcement and other "operations other 
than war. ''29 Since these operations tend to be 
manpower-intensive, expensive, and protracted, they drain 
resources needed to assure the readiness and modernization of 
forces which might be required to respond to major regional 
contingencies. Moreover, irregular operations, by their nature, 
offer fewer opportunities than conventional warfare to employ 
U.S. surveillance, command and control, and precision strike 
capabilities to achieve decisive military results. 

The prescriptions for these problems offered by MTR 
advocates range from more rapid structural reform of the U.S. 
military to recasting American defense strategy. Krepinovich, for 
example, urges that higher priority be accorded to "preserving 
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the  long- te rm military potential o f  U.S. forces, as opposed to 
near-term capabilities. ''3° This implies accept ing a smaller force 
structure and devoting more  resources to modernizat ion.  Such an 
approach also entails greater use of  mult inational  coalitions to 
deal widl regional contingencies,  increased reliance on stand-off  
precision strikes to punish or deter  t roublemakers  and more  
selective engagement  of  U.S. forces in peacekeeping and 
humanitarian ventures.  

The  emphasis put by Krepinovich and others on preparing for 
future high-tech convent ional  wars has not  gone unchal lenged.  
A.J. Bacevichi,  for example,  charges that the MTI~ idea is at 
bo t tom an exercise in "wishful th inking" designed to relieve 
U.S. military leaders of  tile burden of  coming  to grips with the 
realities of  nuclear  and unconvent ional  war for which  " they 
never devised an adequate response. ''31 In a similar vein, Daniel  
Bolger,  himself  an infantryman, cautions that the "sanguinary 
shade" of  Vietnam may rise again unless the US. Army "forsakes 
the seductive urge to keep refighting W o r l d  W a r  II" and devotes 
more attention to basic infantry skills needed  to combat  irregular  
opponents.  32 

MTtL theorists do not entirely ignore unconvent ional  warfare 
but  it is not  central to their concerns.  A recent  study of  the 
subject concludes that advanced surveillance and precision-strike 
systems can at present make  only " l imited contr ibut ions" to 
irregular operations, owing  to the complexi ty of  the human and 
natural  envi ronments  in which  such operations often must  be 
conducted. Whi le  holding out the prospect that emerging  sensor 
and non-lethal  weapons  technologies  may change this situation 
in the near future, its authors r e c o m m e n d  that priority should be 
given to "traditional combined-arms operations" which "pose the 
most  serious risk to U.S. interests" over  the next  10-15 years. 33 

Several factors may, however ,  increase the relative 
importance of  irregular warfare in the post -Cold  W a r  setting. As 
no t ed  above U.S. dominance  of  the convent ional  battlefield is 
likely to encourage aggressive regional powers  to eschew blatant 
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adventurism in favor of indirect strategies, including sponsorship 
of low-intensify conflicts. Furthermore, cheap commercial 
information technologies such as satellite-based personal 
communications devices, encrypted fax machine, and global 
positioning systems will provide "force multipliers" for irregular 
forces. The availability of soplfisticated weapons from the former 
Soviet bloc and other suppliers will also enhance the their 
capabilities. 

The growing dependence of modern societies on 
computer-controlled information infrastructures is opening up 
new areas for unconventional warfare. Recent  intrusions into the 
U.S. civilian and military computer networks by hackers and 
criminals only hint at far more serious disruption that could be 
wrought by systematic electronic sabotage of national 
telecommunications systems power grids and financial 
institutions. As information security specialist Winn  Schwartau 
suggests, such sabotage is a 'low risk/high reward endeavor" 
inasnmch as it can be conducted by "remote control" and offers 
the prospect of inflicting "indiscriminate damage on millions of 
people with a single keystroke. ' '~ 

The advent of satellite-based global television broadcasting 
has created yet another arena for unconventional warfare. As was 
demonstrated in the Gulf War  and the 1993 skirmishing in 
Somalia between UN forces and the clan warriors of General 
Aidid, live television coverage provides participants in armed 
conflicts with unprecedented opportunities to conduct military 
deception and shape the way distant audiences perceive events on 
the battlefield. Such " C N N  Wars" are likely to become more 
common and to have disproportionately large political 
repercussions, especially in societies like the United Slates where 
policymaking is sometimes driven transitory public reactions to 
media images. 

The foregoing trends point to changes not only in the 
environment in which wars are fought but in the nature of 
warfare itself. Information technologies are enlarging the venue 
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of conflict from the traditional "battlefield" to computer 
networks, electronic databases, television screens, and other 
unconventional settings. They are also expanding opportunities 
for waging war through sabotage, terrorism, propaganda and 
similar clandestine means. One possible consequence is that it 
may be increasingly difficult to draw a clear line between war 
and other forms of conflict. Another is that distinctions between 
military and civilian practitioners of  war may become 
progressively blurred. 

Information Wadarc 
What are the implications of these trends for the MTtL concept 
and the future of professional military establishments? Following 
van Creveld, one might conclude that, since modern high-tech 
armies are ill-suited to waging unconventional wars, they will 
either wither away or be transformed into paramilitary security 
forces. If, on the other hand, one accepts the premise that 
technology-based information superiority confers the ability to 
dominate any opponent, a military with this advantage should be 
able to prevail in unconventional wars. What  is needed, 
however, is a conceptual framework that identifies strategies and 
requirements for achieving such dominance across the fuU 
spectrum of conflict. 

DOD has begun to move in this direction by expanding its 
doctrine of Command and Control Warfare into the broader 
concept of Information Warfare (IW). According to a 
provisional DOD definition, IW consists of  "actions taken to 
achieve information superiority in support of national military 
strategy by affecting adversary information and information 
systems while leveraging and protecting our own information and 
information systems. ''3S This formulation is intended to 
encompass military and non-military actions as well as defensive 
and offensive aspects. It also covers all levels of war from the 
tactical to strategic, and applies to troth peacetime and wartime 
conditions. 
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According to writers like Donald  Ryan ,  I W  is based on the 
assumption that information technologies have developed  to tile 
point  w h e r e  they can n o w  be employed  as a weapon in their 
own right rather than as a "handma iden"  o f  a rmed combat.  3~ It 
thus becomes possible to envision wars being " w o n "  or " lost"  
without, a shot being fired. In contrast to Command  and Control  
War fa re ,  which aims at victory on the battlefield, I W  seeks to 
avoid the  need to resort to lethal force by putt ing "enemies  in 
positions where their information resources are useless or, worse,  
unre l iable ."  In this respect, I W  aspires to realizing Sun Tzu 's  
famous dictum that "to subdue the enemy without  fighting is the 
acme of  skill." 

Employed offensively, I W  emphasizes the manipulat ion of  
electronic information systems to influence an adversary's 
perceptions and behavior.  This might,  for example,  involve 
disabling military and civilian telecommunication systems through 
computer  viruses or electromagnetic pulse devices. Infiltration is, 
however ,  the "maneuve r  of  choice" since an enemy,  unaware  
that his information sources have been compromised,  will 
cont inue  to trust them, creating opportunit ies for deception,  sv 
Offensive I W  also emphasizes the use of  direct broadcast  
satellites, the commercia l  media,  and "visual stimulus and 
illusion" technologies such as holography to conduct  propaganda 
and subversion. 

Defensively, I W  requires an ability to detect  and thwar t  
attempts to tamper with one's own sources of  information. In the 
mili tary sphere, this entails assuring the integrity of  c o m m a n d  
and control ,  communicat ions ,  and intell igence systems. Critical 
e lements  of  the civilian infrastructure such as power  grids, 
financial networks, and telecommunications systems must  also be 
protected.  In addition, I W  posits an ability to counter  enemy 
propaganda and disinformation. Accord ing  to the Tofflers, this 
can best be accomplished in an Information Age context  by 
"precision-target ing" audience segments,  disguising propaganda 
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as news and entertainment,  and employing computer-genera ted  
special effects. ~ 

I W  theorists like John  Arguilla set great store by the 
techniques of  systems analysis to identify enemy and friendly 
centers of  gravity. 39 This approach, which is mode led  on the air 
campaign plan against Iraq, visualizes a state or society as a set 
of  systems and subsystems l inked by numerous  "nodes ."  Given 
sufficient knowledge of  such systems, one can isolate the 'critical 
nodes ' which when  destroyed or disabled will cause a systemic 
collapse. In most  cases, the political leadership will be the 
critical node  of  the entire state structure, but if it cannot he 
reached with hard or "soft kill" weapons, belief systems, 
economic  infrastructures, and military forces may have to be 
attacked. 

Applied in an I W  context, the systems approach presupposes 
not  only comprehensive knowledge  about an adversary, but an 
ability to continually update that knowledge  so that one is in a 
posit ion to react more  swiftly to a changing situation. Such 
"situational awareness" depends, in turn, on the use of  artificial 
intelligence and other  advanced data processing technologies to 
"fuse" large quantities of  human and technical intell igence into 
an accurate, real-time picture of  events. Whi le  most  IW theorists 
acknowledge  that anything resembling omniscience is 
unattainable, they do claim that these technologies confer a 
potentially decisive advantage over opponents  lacking 
comparable capabilities. 4° 

The United States faces both opportunities and challenges in 
waging Information Warfare. On  the one hand, it enjoys a wide 
lead over potential competitors in adapting infornlation 
technologies to military purposes, and its private sector is at the 
cutting edge of  the global Information Revolut ion.  At the same 
time, however ,  the American information infrastructure, on 
which U.S. defense communications depend, is highly vulnerable 
to infiltration and sabotage. A recent Joint  Security Commission 
Repor t  describes this vulnerability as " the  major security 
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chal lenge of  this decade and possibly the next century" and 
warns that there is "insufficient awareness of  the grave risks we 
face in this area. ''4~ 

"Harden ing"  the U.S. national information infrastructure, 
however,  will not  be easy. From a purely technical standpoint, 
it would be a "lengthy and extremely costly" undertaking which 
might  not  ensure protection for all types of  sensitive date. 
Moreover, neither D O D  nor any other Federal agency currently 
has the legal authority to enforce information security standards 
in the private sector, and the imposition o f  such standards 
probably would  be controversial, especially in the absence of  a 
clear external threat to national security. Despite public concern 
over privacy and computer  crime, reaping the benefits of  the 
"information superhighway" is widely believed to require 
openness and accessibility. 42 

It will also not  be easy for the U.S. to wage Information 
Warfare at the political level. It is unclear, for example, whether  
D O D  or some other Federal entity would  have primary 
responsibility. Since I W  involves issues which affect numerous 
government  agencies and cut across the public and private 
sectors, a case could be made for the establishment of  a separate 
agency, or coordinating body. However ,  such organizational 
problems pale in significance compared to the controversy likely 
to be generated by the official adoption of  a strategy which 
sanctions, or appears to sanction, systematic "perception 
managemen t "  activities aimed at the American people in the 
name of  national security. 

Whatever  the means employed,  it is questionable whether  
American public opinion can be induced to support risky foreign 
policy ventures absent a clear threat to U.S. interests. As 
1Lichard Haas points out, building consensus around such 
ventures is extremely difficult in a political envi ronment  
characterized by a focus on domestic priorities, an assertive 
Congress,  and heightened media sc ru t iny .  43 The unraveling o f  
U.S. policy in Somalia after the October  1993 firefight with 
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Aidid's followers illustrates the problems that can arise in this 
kind environment, especially when the executive branch neglects 
to build a reservoir of public support by explaining the costs and 
risks of its policies. 

Information Warfare also poses potential foreign policy and 
international legal complications. Eliot Cohen, for example, 
worries that "a  military fighting the shadowy battles of 
"information warfare" may find itself engaging the country in 
foreign policy tangles of a particularly messy kind. ''44 I W  
operations undertaken in peacetime by the United States for 
purposes of deterrence or compellence, such as electronically 
sabotaging the power grid of a rogue state, might well be 
considered "terrorism," exposing the U.S. to international 
criticism and possible retaliation in kind. Operations of this type 
could also stiffen the resolve of the leaders and populace of a 
hostile state rather than coerce them. 

The possibility should be considered that Information 
Warfare may be more effective against some kinds of adversaries 
than others. In general, the "critical nodes" of nation-states are 
easier to identify than those of nonstate entities, especially ones 
organized as networks and camouflaged within civilian 
populations. Given "precision intelligence," the vulnerabilities of 
any group can, in theory, be targeted, and the Information 
Revolution is enhancing the prospects of acquiring such 
intelligence through improved surveillance and data processing 
techniques. As is demonstrated by the growth of computer crime, 
however, the Information Revolution is also enlarging 
opportunities for concealment. 

According to Robert Steele, the U.S. intelligence community 
as presently constituted is "virtually worthless" in assuring 
infornlation dominance over terrorists, criminals, guerrillas and 
other non-state actors who are able to operate beyond the reach 
of its technical collection capabilities. 45 To, deal with the threats 
posed by such groups, Steele argues that radically new 
approaches to intelligence gathering and analysis are needed, 
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including greater reliance on human as opposed to technical 
collection methods: closer cooperation among military, law 
enforcement and private-sector organizations; and a concerted 
effort to tap "open source" data available from the media, 
academia and business. 

The inconclusive U.S. "war" against foreign drug traffickers 
suggests, however, that better intelligence by itself may not be 
enough to "defeat" some non-state actors. Drug traf[icking is 
rooted in intractable political, social and economic condit ions--  
including endemic poverty and corruption in producer countries 
and the demand for illicit drugs in the United States--which can 
be addressed only at the margins through interdiction. Thus, 
while improved intelligence and surveillance methods may enable 
military and law enforcement authorities to break up some 
trafficker organizations and raise the cost of doing business for 
others, traf~cking itself is unlikely to be stamped out by such 
methods. 4~ 

It might be objected that "raising the cost of  doing business" 
is a viable objective in many conflict situations, and Information 
Warfare offers the U.S. a means of achieving it at a lower human 
and material cost than reliance on military force alone. It is not 
difficult, for example, to envision U.S. forces successfully using 
IW techniques in "peace operations" to calm civil disturbances 
or induce the participants to settle their differences by non- 
violence means. Even when armed conflicts cannot be averted or 
resolved, moreover, these techniques might be helpful in 
weakening the aggressive capabilities of a target group by sowing 
distrust among its members or undermining its base of  popular 
support. 

By the same token, however, the United States itself presents 
an inviting target for Information Warfare since its "centers of 
gravity" are highly visible and difficult to defend. As noted 
above, these include the vulnerability of the civilian information 
infrastructure to electronic attack and the tenuous nature of 
domestic support for foreign military interventions. The 
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sensitivity of American public opinion to military casualties, 
collateral damage, and the taking of hostages, is another obvious 
pressure point which foreign adversaries--aided by media 
coverage of such events---have sometimes manipulated to coerce 
U.S. policymakers and will no doubt continue to try to exploit. 

In sum, the United States faces significant constraints and 
handicaps in waging Information Warfare despite its undoubted 
military and technological process. Most of those who advocate 
the adoption of an IW strategy by the U.S. deal with this subject 
within a military t~ame of reference, ignoring or glossing over its 
broader political, legal, foreign policy, ethical and cultural 
implications. Critical questions therefore tend not to be 
addressed. Perhaps the most fundamental of these is whether the 
American people are willing, in the absence of a clearly defined 
external threat, to accept the increased government intervention 
and regulation that would be required to implement such a 
strategy. 

If waging Information Warfare is problematic for the United 
States, it also poses difficulties for other states, including 
totalitarian regimes. Such regimes are less inhibited by legal, 
political and moral constraints than democratic governments. But 
even a garrison state like North Korea cannot completely protect 
its infrastructure against electronic manipulation and disruption. 
Moreover, the tight bureaucratic controls needed to sustain 
totalitarian system exact a heavy price in economic efficiency, 
national competitiveness and, ultimately, living standards. The 
1989-1991 collapse of most communist states indicates that 
discontents bred by these systems contains the seeds of  their own 
demise. 

As John Patrick suggests, Information Warfare may be best 
suited to non-state entities like guerrilla movements, drug cartels, 
and terrorist networks. 47 Such groups have several advantages 
over formal military organizations, including a decentralized 
organization and an ability to blend in with their surroundings. 
They are also adept at manipulating ideas and information to 
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defeat opponents politically. Furthermore, the Information 
tkevolution is enhancing their capabilities by making them more 
competitive in terms of firepower, increasing their ability to 
conduct "pyschological operations" through the media, and 
enabling them to inflict "electronic Pearl Harbors" on vulnerable 
nation-states. 

Conclusions 
One is thus led back to the issue posed at the outset of  this 
essay--whether the advent of the Information Age marks the 
beginning of the end of the monopoly of war by nation-states 
and their professional military establishments. This issue is largely 
ignored in discussions of the Military Technical Revolution, 
which assume that information technologies are merely the latest 
in a series of innovations which have revolutionized the character 
of armed conflict among nation-states. The possibility raised by 
van Creveld that larger changes may be underway in the nature 
of  war itself with which nation-state armies are ill-prepared to 
cope is thrust into the background or even dismissed as "elegant 
irrelevance.'4s 

Information Warfare theorists, on the other hand, do address 
the broader societal impact of  the Information Revolution and 
the challenges this poses for conventional militaries. As suggested 
above, however, they tend to frame these challenges in narrowly 
technological and military terms, with the result that they often 
fail to take into account the political, cultural and legal 
dimensions of the subject. As long as Information Warfare 
continues to be viewed chiefly as a problem of" military 
modernization, rather than as part of a larger global 
transformation affecting every facet of society, it will be difficult 
to transcend the limitations of  this approach and to formulate 
more persuasive recommendations for coping with it. 

A precondition for addressing the challenge of Information 
Warfare is recognizing that there is a problem. This requires 
moving beyond the horizons of  the MTI~ concept in which 
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dealing with today's low-intensity conflicts is seen as a "small  bu t  
i rksome" task " c o m p a r e d  to potent ial ly m o r e  critical bu t  totally 
u n k n o w n  tasks that  may  face the  nat ion t w o  decades  f rom 
n o w .  ' ' 49  A second requirement  is acknowledgmen t  that the  ability 
o f  the U.S. gove rnmen t  and military to "solve"  the  p rob lem may 
be limited. Technology  is unlikely to provide  all the  answers and 
the Amer ican  political e n v i r o n m e n t  is no t  conduc ive  to 
peace t ime  mobi l iza t ion  for " total  war"  against still largely 
hypothet ical  threats.  
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