Treasury Directive Poblication 40-04
Treasury Internal (Management) Control Program
Guidance for Conducting Internal Control Reviews

L idelings for Performing Lote

A General Bureaus and DO oifices should schedule and perform a sufficient number of
internal control reviews (ICRs) which, in conjunciion with audits by GAQ, 016G, TIGTA, GPRA
Assessments, program evaluations, and management siudies, provide an adequate basis for the
annual assurance statement conclusion issusd by the burean head. The criteria used to determine
areas of review within an orgamization should be based on risk factors in various program areis,
e . the size or volatility of transactions or the visibility of an activity. High-risk activitics and
significant GPRA-related activities should be given priorty in the planning and scheduling of
TEVICWS.

Attachments A-1 and A.2 provide one possible approach to ICRs: attachment A-1 is s shorl form
risk assessment questioaname designed bo assist bureaus in determining if a review should be done;
atuachment A-2 provides puidance for completing a risk assessment for 8 program or function and
includes a worksheet and scoring card that helps rate cach category. Both documents are offered
anly as samples, and bureaus are free to develop other guidelines.

B. Focus. Bureaus have the discretion to determine the methodologny used to conduct an
evaluation. An effective review of managemenl controls beging wilh the recognition of the
responsihilities and characteristics of each burean or offlice component. The focus must, therefore,
be on management's responsibility to provide reasonable assurance that

1. programs are efficiently and effectively cammied out in accordance with applicable
law and management policy,

2. oblipaticns and costs are in compliance with applicable law and Congressianal
direchion;

3. funds, property, and other assels are safeguarded against waste, loss, unauthorized
use, o misappropoabion; and,

4. revenoes and expenditures applicable to agency operations are properly recorded
and accounted for to permit the preparation of complete, rehable budgetary, lnancial and staristical
reports.

Control Tests. Intermal reviews require appropoate wests of existing control procedures to
determine if the controls are operating as intended. hdcthods used to test contrals may include
reviewing records, observing the performance of a control, tracing transactions through the control
systesr, and interviewing the individuals responsible for operation of the controls. The Lost results
should be considered along with other sourges of information te form a conclusien on the adequacy
of the controls in operation.
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C. Quality Assurance. Each bureau should establish a quahty assurance process 1o ensure that
control systems are properly defined, contenl evaluations are propetly performed, and the
resules are acourately repored,

0. Evalyation Decymentation. Each burean should mamntain sufficient documentation to
suppor the conduct of an cvaluation, the basia for the resulta, and conclusions reached
Evaluation documentation should be retained and available for review by parties both inzide and
gutside the Department.

F. Frequency Bureaus have discretion in determining how often ICRs are parformed
and in what areas. Programs and functions Lhat recently have been the subject of a formal audir or
evaluation by an external crganization such a5 DIG, THGTA, or GAD, nesd pot be reviewsd unless,
subsequent to the audit, there 15 a significant change 1o Lhe program, function, stalf, or resources.

G. Communication. Management conrol deficiencics identified in the course of daily
operaliong or from other sources should be reponied through the chain of comimand to the person
responsible for the mction or activity imvolved, and 1o other management levels as depmed
approprate. Early reporting of a weakness permits management to focus attention on cormecting
the problem in & imely manner. Onece responsibility for correcting the deficiency has been
cstablished, the appropnate management levels rogether dotermine whether the weakness i5 of
sufficienr senousness to warrant further reperting to responsible bureau senior management
officials and/or to the Assistant Secretary. The final determination in classifying deficiencies as
material weaknasses (o be repocted gutside (he Depanment iz made by the AIC

1.  Cuidelines for Deciding FMELA Materiality and Non-Conformance

A. General. By performing the materiality considerations contained below, Bureaus can
ensure that the Secratary accurately repons to the President, Congress, and OMB on Section 2
TMF1A malerial management control weaknesses and Section 4 TMEFLA conformance and FEMLA.

B. Matenalily Considergtions. The Mollowing questinns should be considered by
urkanizational personnel in making a decision to report dentihed deficiencies through management
levels:

1 Could this problem Tead to a serious injury oc Joss of life?

2. 1f the problemn is fixed in one part of the orgamization, 15 there a good possibilicy that
the same problem may exisi in other parts of the organization {the office, the area, the regon, Lthe
bureau, or the Department)?

3. Isthere a likelihood that higher levels of management may be quastionad by
Caongress or the media about the problem?

4. Is it going o take more than three months to correct the deficiency (deheiencies that
take longer to comest should be reponted to the next management Tewvel}?
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5. Was there a significant lass of government resources? s there a potential for
significant resource loss?

6. Was there 8 significant financial loss either through misuse of appropriated funds or
under collection of revenues? 1s there a potential for o significant financial loss?

T Woere faws broken or regulations violated?

3. Could the Department have any patential hability to employees or to third parties as
a resull of the deficieney?

9. Were there ethical vielations by organizational personnel?

10, Was inaccurate information reported upon which management or third purties based
decizsions?

L1, Could this problem lead 1o an audit qualification on a finascial statement?
C. Classification of Deficiencies as Material Weaknesses  The following describes the
critena used by the AIC in determining identified deficiencies deemed matenal weaknosscs that
should be reported to OMB and Congress:

I. Conditions which could endanger the health or safely of employees or the pullic;

2. Conditions which could jead to substantial damage or loss of a significant public
asset or natural, biological, cultural or histoncal resource;

3. Conditions which significantly impaie the fulfilliment of the Department's or bureau’s
MISSIONn,

4. Conditions which indicate systemic deficiencies across bureaus or in the
Department's central suppart systems;

5 Condipwons that could lead 1o inagcorate or incomplete information being provided in
areas of major imporancs o aperations or policy,

6. Conditions which result in an audit qualification on a financial statement; and

7. Conditions that could result in Congressional hearings or adverse media attention and
TEparting



