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1  Overview 
 

A Background 
 

OPM is requiring agencies to implement guidance for safeguarding employee PII, consistent 
with recommendations formulated by the President’s Identity Theft Task Force. 
 
The intent is to minimize Federal employee identify theft and fraud by: 
 
• eliminating using SSN’s as identifiers 
• strengthening the protection of PII, including SSN’s, from theft or loss. 
 
HRD is collecting, reviewing, and analyzing forms, reports, and systems that are used to 
conduct business and exploring alternatives that can be used to protect PII. 
 

B Purpose 
 

This notice provides: 
 
• information about PII  
• guidance on protecting employee PII when conducting business with HRD. 

 
C Contacts 

 
If there are questions about this notice, contact either of the following HRD employees: 
 
• Juliet McBride, Employee Programs Branch, 202-401-0683, TTY 202-205-9057 
 
• Rande Young, Special Projects and Information Management Branch, 202-401-0267, 

TTY 202-205-9057. 
 
 
 

Disposal Date 
 
June 1, 2009 

Distribution 
 
All FSA, RMA, and FAS Offices; State Offices 
relay to County Offices 
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Notice PM-2650 
 

1  Overview (Continued) 
 

D Authorities and References 
 

Guidelines referenced in this notice are according to the following documents: 
 

• Notice AS-2143 
 
• OCIO Memorandum, “Definition and Controls over PII ‘Cuff’ Systems,” dated 

July 23, 2007 
 
• OMB Memorandum M-06-19, “Reporting Incidents Involving Personally Identifiable 

Information and Incorporating the Cost for Security in Agency Information Technology,” 
dated July 12, 2006 

 
• OMB Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of 

Personally Identifiable Information,” dated May 22, 2007 
 
• OPM Memorandum, “Guidance on  Protecting Federal Employee Social Security 

Numbers and Combating Identify Theft,” dated June 18, 2007 (see Exhibit 1) 
 
• Privacy Act of 1974. 

 
2  PII  
 

A Definition of PII 
 
PII means any information about an individual that is maintained by an agency that includes, 
but is not limited to, financial transactions, medical or criminal history, and information that 
can be used to distinguish or trace an individual’s identity, such as their name, Social 
Security number, date and place of birth, mother’s maiden name, biometric records, etc, 
including any other personal information that is linked or linkable to an individual. 
 

B Documents, Forms, Reports, and Systems Containing PII 
 

PII is: 
 
• commonly found on human resource (HR) documents, forms, reports, and systems that 

are maintained and used when communicating with clients 
 

Examples: Forms such as AD-287-2, AD-658P, AD-717, CA-1, CA-2, FAS-10, 
FFAS-10, FFAS-956, FSA-358, FSA-958, OGE-450, SF-182, SF-278, 
SF-2809, SF-2817, SF-52, and TSP-1 and NFC reports such as staffing 
and focus. 

 
• communicated in systems such as Employee Personnel Page, EmpowHR, Federal 

Retirement Benefit Web, OWCP Agency Query System, and the Star Web. 
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3  Guidelines for Protecting Employee PII 
 

A Safeguarding Employee PII  
 
All employees shall follow this notice and OPM guidelines (see Exhibit 1) in an effort to 
safeguard employee PII on HR documents and systems. 
 

B Additional Measures for Protecting Employee PII  
 
Individuals who provide, receive, review, or process HR related information (such as 
documents, reports, and forms) and use systems to convey sensitive information should take 
the following measures to protect employee privacy: 
 
• hand carry or send by courier, documents containing PII ; do not overstuff envelopes to 

avoid exposure of PII 
 
• see Notice AS-2137 for requirements and methods for shipping PII through both internal 

and external physical transportations systems 
 
• if FAXing, notify the recipient before FAXing and ask the recipient to call and verify 

FAX receipt 
 
• shred all waste documents containing PII; see subparagraph 2 A for definition of PII 
 
• ensure that all documents, forms, and reports containing PII are safeguarded at all times 
 
• lock-up all documents containing PII at the end of each workday 
 
• do not send e-mail messages that contain PII unless encrypted. 
 

4  Action 
 
A Employee Action 
 

All employees shall follow this notice and OPM guidelines (see Exhibit 1). 
 
B Manager and Supervisor Action 
 

Managers and supervisors shall ensure that employee PII is safeguarded at all times in an 
effort to prevent identify theft and fraud. 

 
C FSA State Administrative Officer Action 
 

FSA State Administrative Officers shall ensure that employees adhere to guidelines in Notice 
IRM-400 when removing employees from HR system access. 
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       Notice PM-2650 Exhibit 1 
 
OPM Memorandum, “Guidance on Protecting Federal Employee Social Security Numbers and 
Combating Identify Theft” 
 

All employees shall follow OPM’s guidelines in this memorandum and attachment in an effort to 
protect employee PII on HR documents and systems. 
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       Notice PM-2650 Exhibit 1 
 
OPM Memorandum, “Guidance on Protecting Federal Employee Social Security Numbers and 
Combating Identify Theft” (Continued) 
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       Notice PM-2650 Exhibit 1 
        
OPM Memorandum, “Guidance on Protecting Federal Employee Social Security Numbers and 
Combating Identify Theft” (Continued) 
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