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(al'l)
Mat eri al Super seded:

HHS I nstruction 297-1 (all), HHS Transmttal 97.4, dated 3-7-97

Backgr ound:

This Instruction has been superseded to incorporate the input of
a broader segnent of the EEO community and the O fice of the
General Counsel (O3C). As a result of this input, the follow ng
substantive clarifications were made to section 297-1-70,
entitled Relationship to Equal Enploynment Qpportunity (EEO
Regul ations, and 297-1-10, entitl ed References:

- At any stage in the process (informal counseling or
i nvestigative stage) the EEO O fice or investigator may inform
a wtness who is currently an enpl oyee of HHS about the
conplaint only to the extent necessary to obtain information
fromthat w tness.

- There is no entitlenent on the part of any witness to receive a
copy of the acceptance letter which is issued to the
conpl ainant that outlines the allegations in the EEO conpl ai nt
whi ch has been accepted for processing.

- The EEO O fice should not give any response to a Freedom of
Information Act (FO ) request, but should refer it to the
appropriate FO Ofice.

- References to Ofice of Personnel Managenment (OPM regul ations
have been replaced with references to Departnmental regul ations.

O her changes were m nor and involved clarity issues.

Any reference to AOPDIVE in this Instruction now includes AHCPR
ATSDR, CDC, FDA, HRSA, IHS, NIH, SAVHSA, the Ofice of the
Secretary, the Program Support Center, HCFA, ACF, and AoA

This issuance is effective imedi ately. |nplenentation under
this issuance nust be carried out in accordance with applicable
| aws and bargai ni ng agreenents.

Filing Instructions:
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Renove superseded material and file new material. Post receipt of
this transmttal to the HHS Check List of Transmttals and file
this transmttal in sequential order after the check |ist.

Evelyn M Wite
Deputy Assistant Secretary for
Human Resources, OASMB
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HHS PERSONNEL | NSTRUCTI ON 297-1
PRI VACY PROCEDURES FOR PERSONNEL RECORDS

297-1-00 Purpose
10 References
20 Di sclosure of Information in Personnel Records Systens
30 Anendnent of Records by Individuals
40 Appeal s of refusals to Amend Records
50 Fees
60 Rel ationship to Freedom of Information Act
70 Rel ationship to Equal Enpl oynent Qpportunity (EEO
Regul ati ons
80 Rel ationship to Parent Locator Service Regul ations

297-1- 00 PURPOSE

This Instruction states Departnment policies and requirenents for
t he mai ntenance, protection, disclosure, and anmendnent of
personnel records within the systens of records, as defined by
the Privacy Act of 1974 (5 U.S. Code 552a), Public Law 93-579.

297-1-10 REFERENCES

A 5 US. Code 552 (law - public information; agency rules,
opi ni ons, orders, records, and proceedi ngs)

B. 5 US. Code 552a (law - records maintained on individuals)

C. 5 US. Code 553 (law - rul e making)

D. 31 US. Code 3701(a)(3) (Federal dains Collection Act of
1966)

E. 42 U S. Code 653 (law - Parent Locator Service)

F. 45 CFR, Parts 5 and 5b (regul ations - Freedom of Information
Regul ations (FO A and the Privacy Act))

G 29 CFR, Part 1614 (regul ations - Equal Enpl oynent
Qopportunity)

H 42 CFR, Part 2 (regulations - confidentiality of al cohol and
drug abuse patient records)

. HHS Instruction 293-1/1614-2, Exhibit C (personnel and equal
enpl oynment records disposal)

J. HHS Procurenent Mnual (procurenent)

K. HHS ADP Systens Manual, Part 6 (ADP systens security)

L. HHS Public Affairs Managenent Manual, Chapter 12 (Privacy

Act - basic requirenments and rel ati onshi ps)
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HHS Public Affairs Managenent Manual, Chapter 11-00 (Freedom

of Information Act)

HHS Recor ds Managenent Manual, Appendi x B (general records

schedul es)

PHS Comm ssi oned Cor ps Personnel Manual, Subchapter 26.1
(Comm ssi oned Corps personnel records)

297-1-20 DI SCLOSURE OF | NFORVATI ON | N PERSONNEL RECORDS SYSTEMS

A

B

Di scl osure with Subject Individual's Consent, with Exceptions

Di scl osure of personal information concerning an individual
may be nmade with the witten consent of the subject

i ndi vidual. Exceptions to this requirenent are listed in 45
CFR, Part 5b.9(b).

Accounting of Disclosure

1. A record of disclosure is required in cases where records
about the individual are disclosed froman office system
of records. Exceptions to this requirenent are listed in
45 CFR, Part 5b.9(c)(1).

2. The accounting of disclosures will be retained for at
| east 5 years or for the |life of the record, whichever is
| onger. 45 CFR, Part 5b.9(c)(2) states the type of
information the accounting will contain.

297-1-30 AVENDVMVENT OF RECORDS BY | NDI VI DUALS

A

Requests for Amendnent

1. Individuals may request that their records be corrected
or anended, if they believe that the record is not
accurate, tinely, conplete or relevant or necessary to
acconplish a Departnent function.

2. Individuals making a request to anmend their records shal
address their requests to the responsi bl e Depart nent
official in witing, unless the individual makes the
request in person and the responsible Departnent official
anmends the record at that tinme. This request for anend-
ment shall specify:
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a. The systemof records fromwhich the record is
retrieved;

b. The particular record sought to be anended;

c. The specific wording to be del eted, substituted or
added; and

d. A statenent of the basis for the requested anendnent,
with all avail abl e supporting docunments and materials
to show why the material is inaccurate, untinely,
irrelevant, inconplete or unnecessary.

3. The processing of requests submtted by mail wll be
facilitated if the words "Privacy Act Request" appear on
the face of the envelope and on the letter of inquiry.

4. Any request which is not properly addressed and which is
not marked as specified above will be properly addressed
or marked by the organi zation that received the request
and forwarded i mMmedi ately to the responsi bl e Depart nent
official. A request not properly addressed by the
i ndi vidual will not be deenmed to have been "received" for
t he purpose of nmeasuring tinme periods for response until
the responsi ble Departnent official receives it. In each
i nstance when a request so forwarded is received, the
responsi bl e Departnent official shall notify the
i ndi vidual that the request was inproperly addressed and
t he date when the request was received at the proper
addr ess.

5. If a statutory appeal procedure or other admnistrative
review procedure exists for changing a record, or for
review ng the decision reflected by the record, then,
regardl ess of whether the existing procedure has or has
not been used, an individual may not use the amendnent
procedures of the Privacy Act for these purposes.
(Exanpl es of such statutory appeal procedures or other
adm ni strative review procedures are: reconsideration of
| evel of conpetence determ nations, adverse action
appeal s, grievance procedure, etc.) Thus, individuals
may not chal |l enge t he managenent deci sion or action under
the Privacy Act anendnent procedures, although they may
chal l enge the fact that the decision or action has been
i naccurately recorded in their records.
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B

Processi ng Requests for Amendnent

1

Wthin 10 work days of the receipt of a request for
amendnent, the responsi ble Departnment official shal
acknow edge the request. Until a final agency decision
is made on the request to anend the record, no disclosure
shoul d normal ly be made of the record nor should any
determ nation with respect to a right, benefit, or
privilege normally be made on the basis of the record.
Two exceptions to these normal procedures are where the
failure to disclose or to nmake the determ nati on woul d
harm the individual or would unreasonably interfere with
the normal course of the agency's functions.

| f the responsi ble Departnment official agrees that the
record should be anended, the record shall be anended as
pronptly as possible and the individual shall be
informed in witing of the action taken (see tine limts
in 297- 30B.6 below). The individual will be provided
with a copy of the anended record at no charge. In
cases where a copy cannot be provided, the individual
will be infornmed of how the anmendnent was effected
(e.g., erasure of information froma record maintai ned
only in an electronic data bank).

| f the responsi ble Departnment official determ nes that
the disputed material is not relevant and necessary for
the purpose for which it was obtained, the materi al
shal |l be deleted without regard to its accuracy and the
i ndi vidual shall be infornmed in witing of the action

t aken.

If the record is anended or deleted, all previous

reci pients of the record for whom an accounting was nade
wll be notified of the corrective action taken. |If

anot her agency was a recipient, the notification shal
suggest that the recipient agency consider amending its
own record and sending notice of the amendnent to persons
to whomit has disclosed the record.

| f the responsible Department official does not deemit
appropriate to anend a record, the individual shall be
notified of the decision. The notification to the

i ndi vi dual shall include:
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a. The nane and title or position of the responsible
Department official who is refusing the request for
amendnent ;

b. The date of the refusal and the reasons for not
amendi ng the record, including citation of sections
of the Act or the Cvil Service regulations, where
appropriate; and

c. The procedures by which the individual can appeal the
refusal to anmend the record and the nane, title, and
busi ness address of the appropriate appeal authority

(see 297-1-40 bel ow).

A request for anendnment of a record should be granted or
refused wthin 30 work days fromthe recei pt of the
request. |If the decision cannot be made wthin 30 days,
the individual will be advised in witing of the reasons
and of the estimated date by which the decision wll be
made.

When the organi zation detects erroneous data in an

i ndi vidual’s personnel records or a third party source
provi des corrected information, the record shall be
corrected and the corrected information provided to the
subj ect individual and to all recipients of the record to
the extent that it is relevant to the recipient's uses
and deenmed feasible to do so.

297-1-40 APPEALS OF REFUSALS TO AMEND RECORDS

A.  Appeal Requests

1

| ndi vi dual s who disagree with a refusal to anmend their
records may appeal the refusal in witing, within 30 days
after the date of the refusal. The individual’s request
for review of the refusal should include:

a. A copy of the original request for anendnent;

b. A copy of the initial refusal;

c. A statenent of the reasons why the initial refusal is
believed to be in error; and

d. The signature of the individual.
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B

C.

The processing of requests will be facilitated if the
words "Privacy Act Request" appear on both the envel ope
and the top of the appeal letter.

Any appeal which is not properly addressed and which is
not marked "Privacy Act Request" will be properly
addressed or marked by the organi zation that received the
appeal and forwarded i medi ately to the appropriate
appeal authority. A request not properly addressed by
the individual will not be deened to have been "received’
for purposes of nmeasuring tinme periods for response until
the appeal authority has received it. In each instance
when a request so forwarded is received, the appeal
authority shall notify the individual that the request
was i nproperly addressed and the date when the request
was received at the proper address.

Appeal Authorities

Appeal s shall be nade to the foll ow ng appeal authorities:

1

For personnel records in a system of records under the
authority of the O fice of Personnel Managenent, the
appeal authority is the Assistant Director for Wrkforce
Information, O fice of Personnel Managenent, 1900 E
Street, N. W, Washington, D. C. 20415.

For records under the authority of the Departnent, appeal
authorities are the following (or their designees, or
successors in function):

a. Assistant Secretary for Managenent and Budget for
records of the Ofice of the Secretary (including
records covered by the Ofice of the Secretary
Privacy Act records systens notices) or where the
initial refusal to amend was made by anot her HHS
appeal authority. The appeal authority for an
initial refusal by the Assistant Secretary for
Managenment and Budget is the Deputy Secretary.

b. Operating D vision (OPDIV) Heads for records of the
respective OPDI Vs.

Processi ng Appeal s
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1

The responsi ble Departnent officials who issued the
initial refusal will supply the appeal authority with the
record that the individual requests be anended and any

ot her pertinent material requested by the appeal
authority. The subject individual's request to anend the
record, the responsible Departnent official's refusal to
amend, and any other pertinent material relating to the
appeal will be reviewed. No hearing will be held.

An appeal will be conpleted within 30 work days fromits
recei pt by the appeal authority, except that the appeal
authority may for good cause extend this period for up to
an additional 30 work days. |If the appeal period is
extended, the individual will be infornmed in witing of
the extension and the circunstances of the del ay.

| f the appeal authority agrees with the requester that
the record shoul d be anended, the record will be anended
and the individual will be infornmed in witing of the
anendnent. The individual will be provided with a copy
of the anended record at no charge or will be informed of
how t he anmendnent was effected if a copy cannot be
provided (e.g., erasure of information froma record

mai ntai ned only in an electronic data bank). Previous
recipients of the record will be notified in accordance
wi th 297-1-30B. 4 above.

I f the appeal authority denies the appeal, the denial
shall be in witing, and the requester will be inforned:

a. O the reasons for the denial;

b. O the right to seek judicial review of the denial;
and

c. That he/she may submt a concise statenent of the
reasons for disagreeing with the denial.

| f the individual submts a statenent under 297-1-

40C. 4.c., the agency nmust, whenever it discloses the
contested portion of the record, note the di sagreenent
and provide a copy of the statenent. It can also include
a concise statenent of the reasons for denying the
amendnent .



HHS I nstruction 297-1 Page 8
Per sonnel WManual
HHS Transmttal 97.9

297-1-50 FEES

Pol i cy

Fees for copying records will be charged in accordance with 45
CFR, Part 5b. 13.

297-1- 60 RELATI ONSH P TO FREEDOM COF | NFORMVATI ON ACT

A

The Privacy Act is intended to prevent invasions of the
privacy of individuals. It permts individuals to have sone
control over the accuracy and di scl osure of records
pertaining to them mai ntai ned by Federal agencies. On the

ot her hand, the Freedomof Information (FO) Act is intended
to permt the general public to be informed on the activities
undertaken by its governnment. The FO Act provides that al
records mai ntai ned by Governnent agencies, excluding nine
exenptions, are to be nmade available to the public. One of
these exenptions is for records the disclosure of which would
constitute a clear unwarranted invasion of privacy. In
exercising this exenption, agencies nust bal ance the public
interest in disclosure against the privacy interests of the

i ndividual to whomthe record pertains. The FO Act does not
protect the individual fromall invasions of privacy but only
t hose which are clearly unwarranted. The Privacy Act

mai ntai ns this concept and all ows disclosure wthout the
consent of the subject individual when the record is required
to be nmade avail able under the FO Act. |In addition to the

i nformati on bel ow, see the HHS Public Affairs Managenent
Manual , Chapter 12-00-40 for further discussion of the

rel ati onship between the Privacy Act and the Freedom of

| nformati on Act.

The FO Act is contained in Title 5 U S. Code 552. The
applicable regulations are in 45 CFR, Part 5. Departnent
policies and procedures on the FO Act are contained in
Chapter 11-00 of the HHS Public Affairs Managenent Manual .
These references contain information on the tinme limts for
response to an FO request, the officials authorized to deny
an FO request, the officials to whomthe denial of an FO
request may be appeal ed, etc.

I f an individual requests information about hinself/herself
and the information is in a system of records about that
person (and retrieved by his/her identifier), all such
records nust be released to the individual except those the
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Departnent could wi thhold under both statutes. This is so
whet her the requester nentions the Privacy Act, the FO Act,
both, or neither. Also, this paragraph applies to requests
by a parent or guardian for information about a m nor or

i nconpetent. Fees for such a request will be charged as
provi ded by the Privacy Act and 297-1-50. Such requests w ||
be processed under the procedures of the Privacy Act, the
Departnment's Privacy Act regulation (45 CFR, Part 5b), and
297-1-20. If a request cites the Freedom of Information Act
but shoul d be processed under the Privacy Act, for reasons
stated above, the office receiving it should forward it to
the appropriate Privacy Act system of records manager.

| f a person requests information that would cone froma
system of records, but the requester is not an individual, or
the information is not in a record about the requester, then
FO Act procedures will apply to the request. The only
records that may be rel eased are those for which disclosure
is required under the FO Act or otherw se allowed by 297-1-
20A.

1- 70 RELATI ONSHI P TO EQUAL EMPLOYMENT OPPORTUNI TY ( EEO
REGULATI ONS

Di scrimnation conplaint files, containing correspondence and
investigatory material on EEO conplaints, are retrieved by

ei ther the nanme of the conplainant or the Conplaint File
Nunber only, and the conplainants are the only subjects of
the files.

If a witness cites the FO Act as a basis for his/her request
to see any portion of the EEO file, whether he/she makes the
request during the EEO process or after a final decision on
the conplaint, the EEO Ofice should not respond to the
request except to indicate that the request has been referred
to the appropriate FO Ofice.

1. At any stage in the process (informal counseling or
i nvestigative stage), the EEO Ofice or investigator may
informa witness who is currently an enpl oyee of HHS
about the conplaint only to the extent necessary to
obtain information fromthat w tness. Likew se, at any
stage of the process, the EEO O fice or investigator may
show such a witness docunents that are fromthe conpl ai nt
file or are pertinent to the conplaint only to the extent
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necessary to obtain fromthat w tness information needed
for the EEO Process.

2. \When showi ng docunents to a witness, the EEO Ofice or
i nvestigator may delete information identifying
i ndi viduals. I'n maki ng determ nati ons whether to delete
information and, if so, what information to delete, the
EEO O fice or investigator should consider both the
i ndi vidual s’ privacies and the extent to which del etion
woul d dimnish the witness's ability to provide
i nformati on needed for the EEO process.

3. The EEO O fice should show appropri ate nanagenent
officials those portions of the file that managenent
needs to make deci sions about possible settlenent of the
case or about other appropriate managenent actions
relating to the matters at issue in the case.

C. Follow ng issuance of a final decision on the discrimnation
conplaint, the witness has a right of access to portions of
the EEOfile, only if, as a result of a final agency
deci sion, adverse or disciplinary action is proposed by
hi s/ her supervisor or manager. Al so, the witness (and now
subj ect of a proposed adverse action) may have a right of
di scovery, to the extent allowed by the routine use in the
EEO system

D. Oher requesters, such as the public or the nedia, my
request access to EEO files under the FO Act. Any request
should be referred to the appropriate FO Ofice, which wll
determ ne how to respond.

297-1-80 RELATI ONSH P TO PARENT LOCATOR SERVI CE REGULATI ONS

42 U.S. Code 653 states that upon receipt of a proper, official
request, the Departnent enpl oyees who have custody of relevant
records nmust turn over to the Parent Locator Service the address
and place of enploynent of any absent parent if that information
is in their records or can be obtained by them



