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FOREWORD
1. PURPGCSE

Thi s handbook is designed to hei ghten the awareness of
commanders and functional managers to the potential for fraud and
waste within their activities. Commuanders are responsible to
ensure functional managers are aware of the contents of this
publ i cati on.

2.  CANCELLATI ON
NAVMC 2768 of 27 June 1983.
3. BACKGROUND

Qur common objective is the detection and prevention of fraud
and waste. This is possible only through a conbi nation of
increased sensitivity on the part of commanders and resource
managers to those activities indicative of fraud and waste, and
the swift and accurate application of resource, evaluation and
anal ysis staff (REA), inspection, |aw enforcenent, investigative
and | egal experti se.

4. | NFORVATI ON

Each nenber of the Marine Corps comunity nmust be committed
to fighting fraud and waste. Although the Inspector General of
the Marine Corps has been designated as the Marine Corps focal
point in conbating these problens, the ultimte success or failure
of the programrests upon the involvenent of each Marine Corps
commander and manager .

5. ACTION
You are encouraged to use this handbook and to seek
prof essi onal support when you recogni ze the potential for fraud
and waste in your area of responsibility.
6. RECOMVENDATI ONS

Recomendations are invited and should be submtted to
Commandant of the Marine Corps (FDR).

7. RESERVE APPLI CABI LI TY

Thi s Handbook is applicable to the Marine Corps Reserves.
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8. CERTI FI CATI ON

Revi ewed and approved this date.
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Fiscal Director of the Marine Corps
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PREFACE

Conbating fraud and waste is a personal and professional
responsibility. A nunber of significant events have occurred in
recent years to heighten public awareness of fraudul ent,
wast eful , or abusive activities within the Federal Governnent.
From the President on down, a nunber of actions have been taken
or are planned to counter these activities. The nost inportant
element in this fight is you--the commander or functional
manager. Wthout your full cooperation, we cannot succeed in our
fight against fraud and waste.

The key to prevention and detection of fraud and waste is a
recognition of conditions that allow these practices to go
undetected. For the commander or functional nanager, there are
"indi cators” of these conditions which provide the initia
war ni ng and show the need for further attention. It is inportant
to renenber that these indicators often appear on the surface as
m nor adm nistrative or nanagerial irregularities; therefore, you
shoul d | ook bel ow t he surface.

Each indicator set forth in this handbook is taken from
audits, inspections, and investigations. |In a nunber of cases,
the functional nmanager's recognition of the indicator was the
primary reason fraud and waste was uncover ed.

Thi s handbook provides a list of indicators that you, as
conmander or functional manager, can use in overseei ng your
operations. Your participation in this effort is encouraged.
The handbook is not neant to be all-inclusive by any neans. |f
you have indicators that you feel should be added to the Iist,
send themto the Commandant of the Marine Corps (Code FDR)
Washi ngton, D.C. 20380.

A Wrd of Caution: Due to the explicit manner in which
this handbook is witten, there is a potential for m suse of the
information. Although it is vitally inportant that the
indicators be given to the right people, it is equally inportant
that you ensure this information is not dissem nated in such a
manner that it will be m sused by unscrupul ous individuals.
Additionally, the indicators are not evidence that fraud or waste
exists. They are sinply situations which may need further revi ew
to determne if Marine Corps resources are being lost. During
this "further review' process, you are encouraged to use comand
resource, evaluation and analysis (REA), investigative, |egal,
| aw enf orcenment, and inspection resources available to you.




CHAPTER 1
COWANDER S CHAPTER

Thi s chapter discusses the unique, yet strategically
important role of the Marine Corps Conmander in preventing and
detecting fraud, waste, and abuse in Marine Corps activities and
operations. Wile overall responsibility for conbating fraud,
waste and abuse is a function of command, nost conmand positions
are sufficiently broad as to preclude the detail ed day-to-day
personal involvenent needed to detect fraudul ent, wasteful and
abusi ve actions. The commander is ultimately responsi bl e when
t hese actions occur.

The other chapters in this Handbook provide a nunber of
speci fic suggestions for detecting and preventing potentia
fraud, waste, and abuse. Because these suggestions require in-
depth invol vement, the busy comuander nust normally rely on
subordi nate managers and staff to ensure the suggested actions
are taken.

Thi s chapter provides 10 suggestions for fulfilling
conmander sl responsibilities in the fraud, waste, and abuse area.
The suggestions are, by their nature, broad because commanders’
responsibilities are broad. They are, however, the result of
speci fic observations nmade by inspectors, investigators, and
Resource, Evaluation and Analysis Staff (REA) when dealing with
fraudul ent or wasteful conditions.

1. Conmmander's Attitude Toward Fraud, Waste, and Abuse
Prevention and Detection. Attitudes and actions of subordinate
units and personnel often mrror those of the conmander. Wen a
commander chooses to enphasize or pay particular attention to
speci fic areas, people under the commander will generally follow
suit. Conversely, comranders who consciously or unconsciously
de- enphasi ze or ignore particular areas may find later that these
areas have al so been negl ected by their subordinates. The sane
situation exists for fraud, waste, and abuse. A commander who
downpl ays the inportance of detection and prevention may |ater
find the same attitude existing throughout the conmand. As a
consequence, the vulnerability to fraud, waste, and abuse

I ncreases.

Suggest ed Action: Recognize that no activity is immune from
fraud, waste, or abuse. Pronote through sincere attitude and
actions a positive attitude anong subordi nates toward prevention
and detection. 1In dealing with subordinates, recognize negative
attitudes toward the program (A common attitude is that the
whol e programis "political".) Further, recognize that areas
where negative attitudes exist are often the nost susceptible to
fraud, waste, and abuse. Conmanders shoul d publish a policy
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statenent on what fraud is and that fraud will not be tol erated.
This policy where applied by private corporations regardi ng
thefts, has resulted in a decrease in | osses.

2. |Inportance of Standard Procedures and Controls. Over the
years, the Marine Corps has adopted nunerous procedures and
controls which are designed to protect and safeguard resources.
When properly foll owed and practiced, these procedures and
controls significantly reduce an activity's susceptibility to
fraudul ent and wasteful actions. Conversely, REA, inspectors and
i nvestigators have found that nost fraud and waste occurs when
activities have been allowed to deviate fromnormal control
procedures. |In addition, two conmmon reasons have been found for
devi ations, either people did not understand the reasons for the
control or procedure, or deviations were permtted to "get the

j ob done. "

Suggested Action: Insist on adherence to standard procedures and
controls. Wen deviations are necessary to fulfill mssion

requi renments, ensure subordi nates understand that the deviation
is only tenporary. When tenporary deviations are pernmitted to
fulfill mssion requirenents, provide an additional contro

t hrough special attention to the area. Ensure the activity
returns to nornmal operations as soon as possible. Wen the
reasons for specific procedures and controls are not understood,
find out why the procedures or controls exist and explain the
reasons. (Call on the REA staff and investigators to explain the
reasons.)

3. Use of Trend Reports to Monitor Operations. Evaluation of
static informati on does not normally disclose indications of
potential fraud or waste. Rather, the evaluation of information
over a period of time is nore likely to disclose significant
problems. Two conditions are often indicative of fraudulent or
wast eful practices: (1) sudden or dramatic shifts in trends, and
(2) persistent deviations froma known norm or standard.

Exanpl es i ncl ude:

- a sudden increase in expenditures in a given activity.

- a sudden shift in an activity's ability to fulfill
m ssi on.

- persistent inventory |losses in a supply operation.

- a sudden increase in absenteeismor a perceived drop in
nor al e.

- persistent out-of-stock conditions or poor service to
cust omer s/ users.
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Trend reports also serve as a deterrent because subordi nates know
the commander is interested and is getting information about
activity operations

Suggested Action: Determ ne which activities are nost conducive
to trend reports. Establish procedures for periodic trend
reports on activities selected. Use a format acceptable to your
own particular needs. Al so consider the effort that wll be
needed to collect information - make it as sinple as possible.

| nvesti gate sudden shifts or trends and persistent deviations
from establ i shed norns.

4. Use of Independent Sources. A key control in nost operations
i s independently reporting and evaluation. A comrander can serve
in the role of the independent evaluator. However it is

i mportant that the information used for evaluation is not
provided solely by the activity being evaluated. There are
nunerous sources of information avail able which can provide

"1 ndependent” information.

For exanpl e:

- use accounting and REA staff to obtain financial/supply
i nformati on about command activities.

- use command inspector to verify adherence to arnory
regul ati ons.

In addition, conparative information obtained fromtwo or nore
di fferent sources can be beneficial.

Suggested Action: Deternmine and use sources of independent
information for tracking activity operations. |Investigate
differences in information obtained fromtwo different sources.

5. ldentification of Sensitive Areas. Activities and areas
under a commander's purview vary significantly in their
susceptibility to fraud and waste. As a general rule, activities
whi ch manage itens that can be put to personal use are the nost
suscepti ble. Cash operations require the nost stringent controls
whi |l e other operations vary according to personal demand/

mar ketabi lity of resources managed. For exanple, conm ssary and
exchange operations stocks are normally nore vul nerabl e than
aircraft parts.

Suggested Action: ldentify those command activities nost
susceptible to fraud and waste. Be visible in these activities
and operations which are nost vul nerable, periodic, unschedul ed
visits serve as a deterrent as well as an assurance that the
conmander is interested.
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6. Corrective Action on Inspections and Audits. A key to fraud
and waste prevention is appropriate corrective action on known
deficiencies. The |onger deficiencies exist, the nore vul nerable
the activity is to fraudulent and wasteful practices. In
addition, a reluctance to correct deficiencies can be a signal

t hat sonmething nore serious is occurring.

Suggested Action: Ensure, through followp by REA staffs, that
known deficiencies are corrected. Pay special attention to
activities or operations that fail to correct deficiencies. Use
i ndependent sources to determine if nore serious problens exi st
when deficiencies are not corrected.

7. Administrative and Judicial Actions. The |lack of appropriate
adm ni strative and judicial actions can jeopardize a commander's
ability to prevent future fraudul ent and wasteful actions. Wile
a vast majority of people do what is right because they are
consci entious, there are sonme who need the reassurance that
appropriate punitive or admnistrative actions will be taken in
response to inproper actions. The nere thought of being
suspended or debarred from doi ng business with the Governnent is
a deterrent initself for contractors.

Suggested Action: Ensure appropriate admnistrative or punitive
action is taken agai nst perpetrators. Ensure that decisions not
to pursue apparent cases of fraud or waste are consci ous
deci si ons based on sound rationale. Periodically evaluate
judicial and adm nistrative actions in the conmand to ensure they
are fair and consistent.

8. Admnistrative Requirenents: Mssing, Lost, Stolen, Recovered
(M.SR) Program MCO 4340.1 requires commands having custody of
DOD- owned property to report all incidents where specific types
of CGovernnent property are mssing, |lost, stolen, or recovered.
The programis primarily limted to reporting of |osses of
Governnent property val ued over $500, serialized itens over $100,
and all | osses of firearns, ammunition, and expl osives coded as
sensitive. Additionally, any unspecialized Governnent property
considered to be sensitive regardl ess of value is included in
this program The MCO provides the conplete format for
preparation of the M.SR report.

The thrust of the MLSR Programis to:

(a) Keep the Commandant of the Marine Corps abreast of the
extent of Government property m ssing, |lost, stolen, or
recover ed.

(b) Report all incidents which fall under the purview of
SECNAVI NST 5500.4 to the Installation Provost Marshal for further
i nvestigation by the Crimnal |nvestigation Division (Cl D)/ Naval
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| nvestigative Service (NIS), and entry of appropriate serialized
property (i.e., firearns) into the FBI's National Crine
Information Center (NICK) files.

(c) ldentify physical security deficiencies with a goal of
correcting themand sustaining a successful |oss prevention
pr ogram

Suggested Action: Ensure that the M.SR report/ nessage is
submtted in accordance with MCO 4340.1 and that followp is
acconplished by the Installation Provost Marshal w th subsequent
referral to the NIS. Aggressively identify physical security
deficiencies and/or negative trends and correct them

9. The Commander's "Watchful Eye." One of the nost effective
deterrents to fraud and waste is the "watchful eye.” Otentines,
commanders are too busy to performdetail ed anal yses of
operations. However, sinply observing or listening serves a very
useful purpose. |In addition, the inquisitive comander can often
spot unusual conditions needing further attention. Recognize

t hat observations may only be synptomatic of nore deep-rooted
probl ens. For exanple, continual conplaints about an activity's
service to its custoners/users nay be caused by unsurpassed
fraudul ent or wasteful operations. Establish an active conmrand
hot| i ne program t hrough whi ch subordi nates assi st the commander
in detecting fraud, waste, and abuse and a command fraud counci
to review significant cases. In accordance with MCO 7510.5, the
devel opnent of a Renedies Plan (when appropriate) will ensure
accountability.

Suggested Action: Be alert to unusual conditions and continuous
conplaints. Look beyond the resolution of the surface condition
or conplaint to ensure nothing nore serious exists.

10. The Managenent Control Program The Managenent Contro
Program as pronul gated in MCO 5200. 24 when properly inpl enent ed
will identify for the commander areas where inprovenent in
managenent controls are needed. The performance of vulnerability
assessnent and managenent control eval uations of the commands
areas of responsibilities as outlined in MCO 5200.24 wil |
identify areas where nmaterial managenent control weakness exi st.
Adequat e managenent controls give the conmmandi ng of ficer
reasonabl e assurance that applicable | aws, regulations and
policies are being adhered to. They pronote operational econony
and efficiency and ensure the accuracy and reliability of
information. A conmander who downpl ays the inportance of
managenent controls and the adherence to themincreases the
susceptibility to fraud, waste, abuse and m smanagenent in al
areas of the conmand.
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Suggested Action: Performthe required Vulnerability Assessnents
and Managenent Control Evaluation as required by MCO 5200. 24 and
take corrective action to correct all material weaknesses
identified by these actions.
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CHAPTER 2
FRAUD

Thi s chapter discusses various aspects of fraud, including a
definition of fraud, auditor's responsibility for the prevention
and detection of fraud, tips for fraud investigators, and | aws
relating to fraud

**What i s Fraud?**

1. At the very beginning we nust explain what we nmean when we
di scuss the termfraud. The follow ng are several definitions of
fraud:

--Any willful or conscious wongdoing that adversely
effects the Governnent's interests or integrity.

--The intentional, wongful obtaining of either noney, or
sonme ot her advantage or benefit from Governnent prograns.

--The obtai ning of sonething of value, unlawfully, through
willful msrepresentation

Fraud is used |oosely here to indicate crimnal conduct. "Fraud"
has a specific definition in crimnal law, here it is being used
to refer to wongdoing. Fraud enbraces theft, enbezzl enent,

fal se statenents, illegal comm ssions, kickbacks, conspiracies,
obt ai ning contracts through collusive arrangenents, and sinilar
devices. The follow ng are sone exanpl es of fraud:

falsification of docunents, such as time cards or purchase
orders; charging personal expenses to Governnment contracts;

di version of Governnment property or funds for unauthorized uses;
subm ssion of false clainms, such as invoices for services not
performed or material not delivered; intentional mscharging or

m sal | ocati on of contract costs; deceit by suppression of the
truth; regulatory or statutory violations, such as bribery, theft
of CGovernnent property, graft, conflict of interest, and
acceptance of gratuities; and any attenpt or conspiracy to engage
in or use the above.

**Tips for Fraud | nvestigations**

2. The following information is provided as a general guide in
the investigation of fraud.

A, PROOF
(1) Provability. Provable fraud can nost often be equated

with larceny by deception. Look for a clear profit notive and
opportunity to commt a crinme if fraud is suspected. |If no one
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stood to benefit by the act, then it probably was not a cri m nal
act of fraud. Not to be overl ooked, however, is the fact that
acts of omission (failing to perform can also be a crimnal act
of fraud, particularly when soneone has been influenced not to
performa required function.

(2) Audit trail. There should be a visible audit trail to
trace the flow of funds. Each bend in the trail or diversion from
it should be well docunented to affix responsibility. If the
trail becomes uncertain, fraud is indicated and it may be tine to
secure the records. On the other hand, a perfect audit trail may
al so be an indicator of deliberate manipulation to cover illegal
activity. Examnation of supporting docunentation for the audit
trail, questioning as to why things were done the way they were
and when they were, as well as a know edge of how the systemis
designed to function, may disclose the presence of illega
activity. 1In short, |ook beyond and behind the paper trail to
what happened and why it happened in a particular way at a
particular tinme.

(3) Intent. The crine of fraud requires crimnal intent. In
law, this is known as "nens rea" (literally, "a guilty mnd").
Look for what was gained or intended to be gained by the act. |Is
there a clear and definite profit nmotive? It may be that the
"mens rea" involved was an attenpt to curry favor with a
particular contractor or other individual in the interest of
friendship, to create a bond for future possibility of
enpl oynent, or sinply because the subject does not recognize the
validity of a restricting regulation. It is difficult to prove
an attitude or state of mind if no tangible reward is visible. A
series of specific acts, however, can often go towards show ng
the intent of an individual to conmt a crine.

Wiile it may be good investigative practice to assune the worst
and | ook for evidence to prove it, we should not |ose sight of
the possibility that the whole thing may contain nore snoke than
fire. 1In any event, first determ ne what happened and why it
happened at a particular tine. Determne what the el enents of
proof are. Intent should be exam ned |ast. A series of specific
acts can often show that there was an intent to conmit a crine.

(4) The "Cover-Up" Syndrone. Wen a |arge scale fraud case
surfaces, everyone seens eager to presune that the boss is
i nvol ved. They say that the top man nust have known about the
corruption and covered it up. This is seldomtrue. W should
not allowthis attitude to prevail if there is no evidence of
di rect connection or involvenent.

(5) Evidence. An audit or other circunstances may discl ose
strong indications of fraud but nothing strong enough to survive
courtroom scrutiny. Look for possible violations of the
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"Standards of Conduct," SECNAVI NST 5370.2 and MCO 5370. 3 which
may be easier to prove. Most |arge scale frauds involve
St andards of Conduct violations in order to succeed.

(6) Disciplinary Actions. Reluctance to take disciplinary
actions can jeopardize a commander's ability to prevent future
illegal and abusive actions. Appropriate disciplinary action
shoul d be taken agai nst those responsible. Decisions not to
pursue apparent cases of illegal and/or abusive acts need to be
based on sound rationale. Periodically evaluate disciplinary and
adm ni strative actions in the command to ensure they are fair and
consistent. Appropriate publicity should be given to
disciplinary actions to the extent permtted by the Privacy Act.

B. PURCHASES
(1) Contracts. Al Marine Corps purchases and sal es involve
sone type of contract. A contract is an agreenent enforceabl e by
law. Al contracts contain four basic el enents:
a. An of fer and acceptance of the offer;

b. Mut ual consi deration (giving up sonething of val ue or
sone legal right to do or not do sonething);

C. Legality (a contract that involves a violation of |aw

is not enforceable);

d. Contracted by conpetent (authorized) parties (e.qg.,
non-contracting officers can not obligate Marine Corps funds for
t he Government).

(2) Some exanples of fraud indicators in this area include:

a. Award of a contract to a contractor who is not the
| owest responsi bl e, responsive bidder.

b. Mat erial changes in the contract shortly after award.

C. Advance information concerning who is going to win a
maj or conpetition can give advantage to persons trading in the
stock of both the w nning and | osi ng conpani es.

d. Awards nmade to contractors with an apparent history
of poor performance.

e. Awards that include itens other than those contai ned
in bid specifications.

f. Contractor m srepresentation as to cost during
negot i ati ons.
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g. Information given to one contractor which is not
given to others which give it a conpetitive advantage.

(3) The Federal Acquisition Regulations (FAR. The FAR and
its supplenents provides guidelines for mlitary purchase
contracts. A permanent conmttee resol ves disputes and
promul gat es changes.

The FAR can be confusing even to | awers who are not
extensively trained in contract law. Your |ocal office of Counsel
for the Commandant is responsible for providing advice about the
FAR. That office is responsible for providing advice about and
| egal review of contract matters.

(4) Types of Purchases. There are two basic types of
mlitary purchases:

a. Seal ed bi dding;
b. Conpetitive negotiation.

C SALES

(1) Defense Property Disposal System (DPDS). Sal e of
mlitary property is the direct responsibility of the Defense
Property D sposal System (DPDS). The DPDS is broken down into
five Defense Property Disposal Regions (DPDR) and Defense Property
Di sposal Ofices (DPDO. DPDR s approve and supervise sal es.

DPDO s have physical possession of excess and surplus property
turned in for disposal. The DPDS is self-supporting through
sal es.

(2) Ceneral Services Admnistration (GSA). Overal
supervi sion of DOD di sposal of property (other than real estate)
is the responsibility of the GSA. In 1949, Congress gave GSA the
authority to dispose of surplus Federal property, including
mlitary property. GSA delegated authority to DOD to di spose of
its own surplus property under GSA gui delines.

(3) Excess/ Surplus. "Excess" property is not needed by a
particul ar Government agency. "Surplus" property is not needed
by any Federal agency. Property may not be sold until it
progresses froman "excess" state to "surplus" after all agencies
of the Federal Governnent have been canvassed for possible
utilization of the property. DOD first screens all other
Government agencies. |If the property still cannot be put to
Government use, it is declared "surplus” and is eligible for
aut hori zed donation or sale.
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(4) Disposal Policies. 1In the order |isted:

a. Reutilization (DOD & GSA);

b. Donation to authorized donees (GSA);

C. Sale (for maxi num proceeds) (DOD);

d. Abandonnent/Destruction (last resort) (DOD).

(5) Sales. The nbst common type of sale is by seal ed bid.
Bel ow are the types of sales used by DPDR s:

a. Sealed bid - (conpetitive; sealed bid);
b. Spot bid - (conpetitive; sealed bid);
c. Auction - (conpetitive; seal ed bid);

d. Negotiated - (Conpetitive negotiation ; unable to
sell seal ed bidding or other reasons);

e. Retail Sales - (Fixed prices; nonconpetitive. Too
costly to sell through formal advertising, or only |ocal
interest.)

(6) Indicators of fraud in the bidding process include:
a. |Inproper acceptance of a late bid.
b. Change in a bid after other bidders prices are known.

c. Accepting nonresponsive bids frompreferred
contractors.

d. Wthdrawal of the |ow bidder who nay becone a
subcontractor to the higher bidder who gets the contract.

e. Revealing one bidder's price to another.
f. False certifications by contractor

(1) Small business certification.

(2) Mnority business certification

(3) Information provided to other agencies to
support special status.

(4) Certification of independent price
det erm nati on.
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(5) Buy-American Act certification.

g. Deliberate discarding or "losing" the bid proposal of
an "outsider” who wants to participate. (May be part of a
conspi racy between Governnent official and a select contractor or
group of contractors.)

h. Inproperly disqualifying the bid or proposal of a
contractor

. Seemngly unnecessary contacts wi th contractor
personnel by persons other than the contracting officer during the
solicitation, evaluation and negotiati on process.

j. Any exercise of favoritismtoward a particul ar
contractor during the eval uation process.

k. Using biased evaluation criteria or using biased
i ndi vidual s on the eval uati on panel.

D. M SCELLANEQUS

(1) Jurisdiction. There are three factors that determ ne who
has jurisdiction over a suspect:

a. Law or regulation;
b. Status of the suspect;
c. GCeographic |ocation.

Federal laws apply to mlitary and civilians alike.
Overseas, persons subject to the UCMI are al so subject to 18
U S. C (civilians overseas are generally only subject to the | aws
of the country in which the civilians are |ocated. Cenerally,
Federal law is not applicable to civilians overseas unless the
Federal |aw has extraterritorial application.)

(2) Liaison. Effective coordination is a continuous
requirenment in the investigation of fraud cases and should
continue to sone degree until prosecution action is conpleted.
Li ai son that may be expect ed:

a. Federal agencies;
b. Oher governnents (state, local or foreign);

c. Commanders and their staff. (It is not enough to
just contact the conmander. Get down to the working | evel and
work with the staff nenbers responsible for doing the job. They
shoul d know nore about the situation than the commander and have
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access to original docunents and work papers. But renenber that
anything you tell them may get back to the commander.)

(3) Surveys. A crinme prevention survey may be the
appropriate vehicle to uncover sufficient evidence for an
investigation. At the least, an investigation or a survey can
docunent the allegations for future reference when there may be
nore to go on.

(4) Docunentation. Detail each step of the investigation,
particul arly anything controversial or unusual. |In large fraud
cases, the suspect probably will be influential--expect a fight.

(5) Report Witing. Reports of investigations nmust be clear,
concise, and to the point. Consider |ogical versus chronol ogi ca
reporting of the facts. Consider topical/subtopical headings
about specific issues/elenents of proof. Cearly identify
i ssues/ el enents of proof and report facts concerning them
Clearly identify and report the value |ost (noney/tinme/material),
SO recoupnent action may be taken by the command.

(6) Patience. It may take even the best investigator several
nonths or a year or nore to conplete a conplex fraud
i nvestigation. Sonetines you reach a plateau that requires you
to wait for a particular devel opnment to unfold before doing
anything else. |If you charge ahead, you may end up with half a
case or |ess.

The above information should serve as a good general guide or
"refresher” regarding major points of fraud investigations. It
shoul d be a useful training resource when used in this context.

**Laws Rel ating to Fraud**

The following |laws are related to fraud, and are often used
in prosecuting individuals or corporations who are suspected of
violating the lawin their dealings with the United States
Gover nnent .

A FALSE STATEMENTS

(1) FALSE STATEMENTS 18 U.S.C. 1001 provides in part:

"Whoever, in any matter within the jurisdiction of any
departnment or agency of the United States know ngly and
willfully makes or uses any false witing or docunent know ng
the sane to contain any false, fictitious or fraudul ent statenent
or entry, shall be..." guilty of an offense against the | aws of
the United States.



(2) PROGRAM FRAUD CIVIL REMEDIES ACT, 31 U . S.C. 3801 et. seq.
al |l ons Federal agencies to adjudicate small-dollar cases arising
out of false clains.

(3) ANTI-KICKBACK ACT, 41 U S.C. 51-54 prohibits the paynent
of any fee from any subcontractor to the prine-contractor on a
Gover nnment contract.

(4) CONSPI RACY, 18 U.S.C. 371 prohibits any conspiracy to
defraud the United States Gover nnent.

(5) TRADE SECRETS ACT, 18 U.S.C. 1905 prohibits the rel ease
of any confidential information a Federal enployee receives in the
course of his enploynent. This statute covers information such as
trade secrets, prices and advance procurenent informtion.

Essential El ements of the Fal se Statenent Ofense

Three essential elenents are required to be proved in order
to establish the offense charged in the indictnent:

First: That the defendant nmade and used, or caused to be
made and used a false witing or docunent in relation to a matter
within the jurisdiction of a departnent or agency of the United
St at es, as charged;

Second: That such act or acts were done with the know edge
of the accused that the witing or docunent was fal se or
fictitious and fraudulent in sone nmaterial particular, as alleged;
and

Third: That such act or acts were done know ngly and
willfully.

B. FALSE, FICTITIOQUS OR FRAUDULENT CLAI M5

18 U.S.C. 287 provides in part:

"Whoever makes or presents to any person or officer in the
civil, mlitary, or naval service of the United States, or to any
departnment or agency thereof, any clai mupon or against the United
States, or any departnent or agency thereof, knowi ng such claimto
be false, fictitious, or fraudulent,...” is guilty of an offense
agai nst the United States.

Essential El enents of the O fense

First: That the defendant knowi ngly and willfully made or
presented a claimto a Governnent agency or aided and abetted or
caused anot her person to make such cl aim
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Second: That such clai mwas nade or presented upon or
agai nst a departnment or agency of the United States;

Third: That such claimwas false, fictitious and fraudul ent;
and

Fourth: That the defendants knew that such clai mwas false,
fictitious and fraudul ent.

C. BRIBERY OF PUBLIC OFFI CI ALS AND W TNESSES

18 U.S.C. 201 provides in part:

"Whoever, directly or indirectly, corruptly gives, offers or

prom ses anything of value to any public official...with
intent... to influence any official act; or... to influence such
public official...to commt or aid in commtting...or allow any

fraud...on the United States...,"” shall be guilty of an of fense
agai nst the laws of the United States.

Essential El enents of the Ofense

Three essential elenments are required to be proved in order
to establish the offense charged in the indictnent:

First: The act or acts of directly or indirectly offering or
promsing to a public official a sumof noney or thing of val ue,
as charged in the indictnent;

Second: Doing such act or acts willfully and corruptly, and

Third: Doing such acts with the intent to influence sonme
official act of said public official, as charged.

D. CONSPI RACY TO COM T OFFENSE OR TO DEFRAUD THE UNI TED STATES

18 U.S.C. 371 provides in part:

"I'f two or nore persons conspire either to commt any offense
against the United States, or to defraud the United States, or any
agency thereof in any manner or for any purpose, and one or nore
of such persons do any act to effect the object of the conspiracy,
each..."” is guilty of an offense against the United States.

Essential El enents of the Ofense

Four essential elenments are required to be proved in order to
establish the offense of conspiracy charged in the indictnent:

First: That the conspiracy described in the indictnent was
willfully formed, and was existing at or about the tine alleged;
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Second: That the accused willfully becane a nenber of the
conspi racy;

Third: That one of the conspirators thereafter know ngly
conmtted at | east one of the overt acts charged in the
indictnent, at or about the tine and place all eged; and

Fourth: That such overt act was know ngly done in furtherance
of some object or purpose of the conspiracy, as charged.

E. MAIL FRAUD

18. U.S.C. 1341 provides in part:

"Whoever, having devised or intending to devise any schene or
artifice to defraud, or for obtaining noney or property by neans
of false or fraudul ent pretenses, representations, or
prom ses...for the purpose of executing such schenme or artifice
or attenpting so to do, places in any post office or authorized
depository for mail matter, any matter or thing whatever to be
sent or delivered by the Post Ofice Departnent...,"” shall be
guilty of an offense against the laws of the United States.

Essential El ements of the Ofense

Three essential elenents are required to be proved in order
to establish the offense charged in the indictnent:

First: The act or acts of having devised, or having intended
to devise, a schene or artifice to defraud, or to attenpt to
defraud, certain whol esal ers out of property or noney or credit by
nmeans of false or fraudul ent representations as to the net
financial worth of corporation, as charged;

Second: The act or acts of placing, or causing to be placed,
in an authorized depository for mail natter a letter intended to
be sent or delivered by the U S. Postal Service, as charged; and

Third: The act or acts of so using or causing the use of the
United States mails willfully, and with specific intent to carry
out sonme essential step in the execution of said schene or
artifice to defraud, or to attenpt to do so, as charged.

F. THEFT OF GOVERNVENT PROPERTY

Enbezzl enent and Theft

18 U.S.C. 641 provides in part:

"Whoever enbezzles, steals, purloins, or know ngly converts
to his use or the use of another, or without authority, sells,
conveys or di sposes of any record, voucher, noney, or thing of
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val ue of the United States or of any departnment or agency thereof,
or any property made or being nade under contract for the United
States or any departnent or agency thereof; or

Whoever receives, conceals, or retains the sanme with intent
to convert it to his use or gain, knowng it to have been
enbezzl ed, stolen, purloined or converted-

Shall be fined not nore than $10, 000 or inprisoned not nore
than 10 years, or both; but if the value of such property does

not exceed the sum of $100, he shall be fined not nore than $1, 000

or inprisoned not nore than 1 year, or both.

The word "val ue" neans face, par, or market value, or cost
price, either wholesale or retail, whichever is greater.”
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CHAPTER 3
CONTRACTI NG AND ACQUI SI T1 ON

Over half of the annual Marine Corps budget is obligated by
contracts. The Marine Corps clearly cannot afford fraud, waste,
and abuse in acconplishing its contracting function. |In order to
m ni mze Marine Corps |osses, commanders and managers shoul d be
aware of the follow ng indicators of fraud.

**| ndi cat or s**

1. Conpani es Conducti ng Busi ness Under Several Different Nanes.
Conpany officials may attenpt to conceal a reputation of poor
contract performance by conducting busi ness under several

di fferent nanes sinultaneously. Such conpanies may al so submt
nore than one bid or offer in response to a solicitation, thus
restricting conpetition.

Suggest ed Action: Know your vendors. Be alert to such things as
separate bids typed on the sanme typewiter, mailed fromthe sane
address or signed in the same handwiting. Check any apparent
irregularities.

2. Unqualified or Inexperienced Personnel Assigned to Mnitor
Services Contractor Performance. Wthout adequate inspection,
services contractors have an opportunity to be paid for nore work
than actual |y perforned.

Suggested Action: A qualified person should be assigned to

noni tor and eval uate each services contractor's conpliance with
contractual requirements. The Navy requires a training course
for all contracting office technical representatives. MO
P12306.1 provides policies and procedures for the managenent and
control of engineering and technical services procured and

adm ni stered by HOMC and used by field activities.

3. Itens Included in a Contract that are not Supported by a
Valid Requirenents Docunent. Contracts that include quantities
of supplies or services not specifically requested by valid
requi rements docunents may indicate that a buyer is fabricating
requirenments in order to get available funds to a favored
contractor

Suggested Action: Contracting officers should assure, by
checki ng docunents, that any contract or order is for only those
supplies or services requested prior to executing the docunent.

4. 1 nadequate Docunentation of Contract Violation. |In actions
to find the contractor in default, deny clains, or otherw se
protect Marine Corps interests, the Marine Corps' position is
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weakened if contract violations commtted by a particul ar
contractor are not adequately docunmented. Needless |oss of
Marine Corps funds may result fromthis weakened position.

Suggested Action: Quality Assurance |Inspectors and Contract
Adm nistrators nust fully docunent violations in a tinmely manner.

5. Adequat e Enforcenent of Contract Provisions. Failure to
enforce normal contractual requirenments such as | abor checks on
construction contracts, starting dates, insurance requirenments
and contract conpletion dates weakens the Marine Corps
contractual position and may all ow contractors to receive ful
paynment for |ess than full performance.

Suggest ed Action: Aggressive contract admnistration wll
identify such situations. Further, the self-inspection program
is an excell ent managenent tool to periodically reviewthe
adequacy of contract adm nistration functions.

6. St ock Consunpti on Records for Governnent-Furnished Materials

(GFM in Possession of Contractor are Updated Infrequently or are

Adj ust ed Based Upon Estimates. The value of Governnent furnished
materials can only be established when all material transferred
to the contractor is properly docunented. Stock consunption
records nust account for materials used to conpl ete work.

Failure to properly account for and control Governnent naterials
in possession of the contractor can lead to fraud, waste, and
abuse. Procedures for admnistration of such nmaterials are set
forth in FAR Part 45.

Suggested Action: Periodically take inventory of all Governnent-
owned parts, supplies, and materials in possession of the
contractor. Use personnel who are trained in inventory

techni ques. Ensure that the contractor is conplying with
requirenents to maintain accurate material consunption records.
Det ermi ne whet her the Government adm nistrator reviews
consunption records periodically to determ ne reasonabl eness of
G-M consunption in relation to the contractor's total output of
Government work that requires said materials.

7. Gover nment Furni shed Equi pnent Used by Contractor on
Commercial Wrk. Investigations have di scl osed instances where
contractors falsified records showi ng non-use of Gover nnent

furni shed equi pnent when, in fact, the equi pmrent was bei ng used
on commerci al or non-Governnment work and no rental fees were paid
to the Governnent. There have been many cases when Gover nment -
furni shed equi pnent is no | onger needed by the contractor and has
not been properly disposed of.

Suggest ed Action: Governnent personnel responsible for
Gover nment - furni shed property, equipnment, or material nust ensure
that contractors have and use specific property managenent
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procedures. These procedures should include the necessary
controls to preclude the use of such property on non- Gover nment
work without the assessnment of appropriate rental fees. Property
managenent personnel should closely nonitor the acquisition, use,
and di sposal of Government furnished property, equipnent, and

mat eri al

8. Sane Individual Authorized to O der and Receive

Goods/ Services. Individuals authorized to schedule deliveries
under requirenents contracts have an opportunity to defraud the
Mari ne Corps when they can al so obtain authority to receive the
deliveries. Persons controlling both the ordering and receiving
functions can arrange for diversion of supplies or services for
their own benefit or they can sign for short shipnents in
exchange for noney or favors fromthe contractor

Suggest ed Action: Managenent shoul d ensure adequate operati onal
controls to preclude any one individual being authorized to both
order and receive goods and services.

9. Unvarying Patterns in Small Purchases Abstracts. Unvarying
patterns in small purchases abstracts of quotations may indicate
a buyer is awarding contracts to favored vendors wi thout
soliciting competitive offers fromadditional firnms. Problens
such as tie offers, no offers, and awarding to other than the | ow
offer or for justifiable reasons are the normin small purchases.
The buyer may be entering fictitious conpetitive quotations and
consistently awarding to a favored vendor at inflated prices, if
the abstracts fail to show these normal problens over a period of
tinme.

Suggested Action: Contracting officers should be briefed on this
indicator. Further, the requirenment to | ook for such unvarying
patterns could be incorporated into a contracting activity's
schedul ed sel f-inspection program

10. Apparently Low Value Itens Purchased at H gh Prices. Itens
t hat common sense or general know edge woul d appear to have | ow
val ue but which appear on orders or contracts at a high price nmay
indicate that the Marine Corps is paying nore than a reasonabl e
price as a result of collusion between the buyer and the vendor.

Suggested Action: Informthe contracting activity responsible
for conducting the procurement. The contracting activity should
i nvestigate the reasons for the apparent overpricing.

11. Frequent Conplaints by Users of Supplies or Services.
Frequent user conplaints about the quality or |evel of
performance of supplies or services provided by contract may
indicate that contractors are delivering sonmething | ess than the
Marine Corps is paying for. The cause of this indicator could be
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a poorly witten contract (usually the cause), weak contract
adm nistration, or fraud involving contractors and/or Marine
Cor ps enpl oyees.

Suggested Action: Contracting officials and quality assurance
personnel should take tinely action to determ ne the cause of
user conplaints, and initiate whatever resolution is appropriate.

12. Malfunctions Exist with New Ofice Machines. A pattern of
mal functions with new office nmachi nes delivered by a particul ar
contractor nmay indicate the contractor is defrauding the Marine
Corps by substituting used machi nes for new ones. Contractors
who have attenpted this type of fraud have tired to conceal it by
pl aci ng new covers on used machi nes.

Suggested Action: Arrange for a conpetent, objective exam nation
of the office machines in question.

13. Bid Schedule Itens for Wiich There is Little or No Denmand
Included in Service Contract Solicitations. The Marine Corps nay
be paying nore than necessary for contract services when bid
items for which there is little or no demand are included in
annual recurring service contracts. Individuals working in
requi renment generating an/or contracting activities may be in
collusion with incunbent contractors by including such itens in
bid solicitations. As a result, incunbent contractors can gain
an unfair advantage by bidding "no charge" or "token" prices for
the item thus restricting conpetition. For exanple, in a
solicitation which has 30 bona fide, separate line itens on the

schedul e, Government personnel, in collusion with an incunbent
contractor, could insert 10 additional bid itenms for which they
know there will be no denmand. Conpeting contractors, being

unaware of the collusive situation, will nost |ikely bid on each
of the itens based upon their estinmate of the cost of actually
furnishing the service to the Governnent. The incunbent
contractor will bid little or nothing, therefore giving hiniher
the | ow aggregate bid. This unfair advantage to incunbent
contractors restricts conpetition and allows the incunbent to
overcharge for bona fide itens.

Suggested Action: Review the abstract of bids or proposals in
current service contracts. Determne the reason for any schedul e
itenms which were bid either "no charge"” or "token amounts" by the
successful contractor. Verify the requirenent for any such
itens.

14. Mre Than One Contract Awarded for Ei ther Concurrent Wrk on

What Appears to be One Project or for Sane Item Contracting or
requi rement generating activity personnel may be splitting
requirenments to avoid the scrutiny required for |arger dollar
val ue contracts, when the sane itens or services are purchased
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repetitively by small purchase nethods. Requirenents splitting
wastes Marine Corps funds because the econom c advant ages of

vol une purchasing are |ost. Vol unme purchase is advisable if shelf
life and inventory space permts. Favoritismor other forns of
fraud are easier to conceal when small purchase nethods are used.

Suggested Action: Contracting personnel should always be
sensitive to apparent split requirenments. Recurring requirenents
which fall into the small purchase category shoul d al ways be
suspect. A review for this indicator should be incorporated into
your self-inspection program

15. Options Exercised, Notw thstandi ng Poor Contractor
Perfornmance. Exercising options to extend contracts for services
when the contractor's record of performance has been poor may

i ndi cate Marine Corps menbers or enployees are involved in
conflict of interest, favoritism or fornms of fraudulent activity
such as col lusion or bribery.

Suggested Action: Contract adm nistration procedures shoul d
ensure that a careful review of a contractor's past perfornmance
is made, prior to exercising contractual options for additiona
per f or mance.

16. Governnment Estimates and Contract Award Prices are
Consistently Very Cose. Marine Corps personnel or enpl oyees may
be rel easi ng advance purchasing information to favored
contractors, in violation of conflict of interest, bribery, or
antitrust statutes, when contract award prices for base services
and construction contracts are consistently very close to
GCovernnent estimates. Additionally, the unauthorized rel ease of
advance purchasing i nformati on may be evident when one contractor
is receiving the preponderance of contract awards for a specific
requi rement, where conpetition exists. Such violations restrict
conpetition and could result in waste of Marine Corps funds.

Suggested Action: Contracting personnel and managenent shoul d be
alert for this indicator. Wen recognized, instances of bids or
proposal s which are very close to Governnent estimates should be
exam ned to determne the cause of this situation. The basic
requirement to safeguard acquisition information is set forth in
FAR Part 514.

17. Private Business Dealings O (O ose Social Relationships with

Marine Corps Contractors. Private business dealings or close
soci al relationshi ps between Marine Corps contractors and Marine
Cor ps personnel or enployees who are in positions to influence
the award of Marine Corps contracts increases the possibility of
fraud in contract awards. C ose social relationships between
Marine Corps contractors and Marine Corps nmenbers increase the
i kelihood that proposal, quotation or other contracting
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i nformati on m ght be inproperly disclosed during the pre-award
period to contractor personnel. This indicator applies equally
to famly menbers of Marine Corps personnel or enployees.

Suggest ed Action: Know your people. Managers of requirenents
generating and/or contracting activities should be particularly
sensitive to even the appearance of a conflict of interest.
Techni cal personnel who are called up to provide eval uations of
proposal s nust also be careful of what they provide to or discuss
with their counterparts in private industry.

Per sonnel enpl oyed by such activities should be briefed
frequently on their responsibilities as Marine Corps enpl oyees or
personnel . SECNAVI NST 5370.2 and MCO 5370. 3 prescribes
Departnment of Navy and Marine Corps policy dealing with standards
of ethical conduct for Marine Corps personnel.

18. Extensive Contract Mdifications. Collusion may exi st

bet ween Marine Corps nenbers or enpl oyees and contractors in the
pre-award and/or contract adm nistration phase(s) of the
acquisition cycle, if contract prices are increased through a
nunber of |arge dollar nodifications or nunerous snall dollar
nodi fications totaling a large sumof noney. As a result, the
Mari ne Corps could | ose noney through the restriction of
conpetition.

Suggest ed Action: Managenent personnel in both buying and
contract admnistration activities should establish/ maintain
procedures which will keep theminforned of the nunber of and
type of and size of amendnents and nodifications. As
appropri ate, managenent should require justification and/or
expl anati on for pertinent changes.

19. Contractor Conplaints of Late Paynent. Conplaints from
contractors or suppliers that they are not being paid in a tinely
manner may i ndi cate fraudul ent mani pul ati ons and di versi on of
CGovernnent resources through supply or finance operations.

Suggested Action: Contract adm nistrators and contracting

of ficers should take tinely action to determ ne the reason for
any conpl aints of |ate paynent and resolve them At a m ninmum
this action would include tracing the transaction fromthe
receiving activity through the Public Voucher section of the

Di sbursing Ofice.

20. Contractor Makes Substitution for Itemthat Contract
Specifications Require be Provided or Used. Substitutions
usual |y affect costs. Qher reasons may dictate that a
particular itemor raw material be used.
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Suggested Action: Notify contracting officer to ascertain
whet her use of a substitute has been approved. |f approved, was
contract nodified and cost factors considered?

21. Specification or Statenment of Wrk Requires the Use of a
Proprietary Process. Requiring the use of a proprietary process
can be a device to restrict conpetition. |If the requirenment is
concealed in the specification or there is no identification or
expl anation in the contract file docunentation, collusion may
exi st between the drafter of the specification and the firmthat
owns the rights to the proprietary process.

Suggest ed Acti on: Validate that the proprietary process is the
only way to achieve the desired result. Legal review of
solicitations to assure that conpetition is not being restrictive
is essential.

22. Purchase Request, or O her Presolicitation Docunentation,
| ndi cates that the Services/ Supplies are to be Purchased from One

Specific Conmpany. A sole source does not necessarily inply
fraud, but in sonme instances, it lends itself to suspicion of
fraud or favoritism A sole source situation obviously restricts
conpetition and this usually results in a higher cost.

Suggest ed Action: Consideration should be given to the
reasonabl eness of the information contained in the Determ nation
and Findi ngs and the sol e source nmenorandum both signed by the
contracting officer explaining the reason for the sole source
restriction (ref DAR par 3210.3).

23. Deficiencies Experienced in Weapon Systens. Deficiencies
such as counterfeit engine seals and bolt heads popping off can
occur because of inadequate source inspection, qualified vendor
material commingled with unqualified material, and |imted anmount
of inspection done by prine contractors.

Suggested Action: where fraud and deception are suspect ed,
contact appropriate DOD technical authority and investigative
agencies. If no fraud is suspected, demand contractor quality
i mprovenent of product via contracting office.

24. Cost and Pricing Data Submtted by Contractor to Support
Contract Prices are Inaccurate, Inconplete or Noncurrent as of
the Effective Date of the Certificate of Current Cost or Pricing
Data. These probl ens have been found nost often for negotiated
contracts in excess of $100,000. Only subnission of accurate,
conpl ete and current cost and pricing data enabl es Gover nnent
negotiators to establish a price that is fair and reasonable to
both the contractor and the Governnent.
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Suggested Action: Such matters, when di scovered during audits or
t hrough other neans, nmay be indicative of nore than

m smanagenent. An investigator m ght be able to discern an
intent to submt inaccurate or inconplete data or provide the
Government negotiator with information that could help the
Governnment obtain a satisfactory settlenent.

25. Contractor Submts Docunentation to Support G eater Progress

Paynment than Justified by Actual Progress. Sonme contracts
contain provisions authorizing progress paynents. |n connection
wi th paynment clains, contractors have subm tted docunentation

i ndicating greater than actual progress. This has caused the
Governnment to pay nore noney than contractors are entitled to at
the particular point in their contracts' lives. This becones
especially serious when the contractor is in danger of defaulting
on the contract.

Suggested Action: Verify contractor's progress before approving
payment s.
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CHAPTER 4
SUPPLY

The Marine Corps Supply Systemis a nulti-mllion dollar
busi ness, which conducts on a daily basis high dollar value sales,
recei pt processing, issues and storage functions. |If fraud
anounts only to a fraction of the issues alone, the |oss could be
subst anti al

**| ndi cat or s**

1. Nunerous Reverse Post Transactions. A |large nunber of

reversal transactions could be an indication that untrained supply
clerks are nmaking m stakes in processing transactions, or it could
be a nethod to cover the diversion of supplies and equi prment.

Suggested Action: Have nanagenent anal yze the situation to
identify reasons for a nunber of transactions. |If they cannot
determ ne a pl ausi bl e reason for the excessive nunber of
transactions, the possibility of fraudul ent issues should be
expl or ed.

2.  Nunmerous Warehouse Refusals. Warehouse refusals occur when an
i nventory inbal ance exists between conputer quantities and stocks
physically on hand. Nunerous warehouse refusals, especially of
highly desirable itens or itens fromthe sane warehouse nay

i ndicate a problem

Suggest ed Action: Check warehouse refusals carefully to
determne if there appears to be an excessive nunber of highly
desirable itenms involved or if there appears to be an excessive
nunber of refusals fromthe same warehouse. Analyze the results
of these checks to determne if fraud appears to be a possibility.

3. Mnual Transactions. It is easy for a false docunent to be
used to steal property. A person preparing a fal se docunent
woul d normal Iy not be questioned while the conputer is
nonoperational. The fal se docunent woul d then be destroyed and
not entered into the conputer when it becones operational

Suggested Action: Determine if the conputer was in fact down when
manual transactions occurred and whether issues could have waited
until the conputer was on line. |If transactions are attributable
to valid conputer outages, evaluate the failures to determne if
downtinme could be reduced by inprovenents in the physica

envi ronnents or operating procedures. Downtinme consistently
attributable to human error or unnecessary processing of issues
frequently occurring during conputer downtine indicates that

manual transactions could have been used to cover diversions of

t he property.
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4. Local Purchases: One tinme requirements for |ocal purchased
expendabl e supplies with an extended cost of |ess than $100 coul d
be a nethod of trying to bypass normal ordering procedures. The
procedure can be exploited to obtain property for personal gain.

Suggested Action: Check wth the requestor to determ ne whet her
requirenents are valid

5. Significant Losses of Property Sent Via Parcel Post. Parcel
post shipnments are difficult if not inpossible to trace. Any |oss
occurring in parcel post shipnents is probably an indication of
theft. A pilot programwas started recently to send parcel

shi pnents via traceabl e nmeans, due to the | osses using this
transportation nethod.

Suggest ed Action: Develop |ocal procedures to docunent shipnents
| ost or destroyed in transit. Use current directives for
processi ng | ost shipnents.

6. An Unusually H gh Nunmber of Identity Changes. Fraudul ent
activities in base supply can be covered up by naking item
change. The foll ow ng nethods could be used to mani pul ate
identity changes and shoul d be nonitored closely.

a. Changing Unit Cost. Itens can be stolen by changing the
unit cost fromseveral hundred dollars to $10; making an
i nventory adjustnent to decrease the on-hand bal ance and then
changing the unit price back to the original cost. The action
t akes about 10 m nutes, and item accountability is dropped from
t he account.

b. Changi ng Warehouse Locations. Changing the warehouse
| ocation of property in the conmputer, w thout changing its
physi cal |ocation, can conceal theft. The procedure nakes it
appear that the property is |ost.

c. Changing Condition Codes. Changing the condition code
froma serviceable condition code to an unservi ceabl e condition
code will cause itens to be noved fromone |ocation to another
(e.g., Code Ato Code H. This procedure will cause an item
accountability to be dropped.

d. Changing Pilferage Codes. Changing pilferage codes of
sensitive security items will cause itens to be noved froma
security cage to the warehouse. The procedure eases access to the
itenms and increases the possibility of theft.

Suggested Action: Review daily history transactions to find data
changes (identity, unit, cost, warehouse |ocation, condition
codes, etc.). Check with the appropriate section of the supply
office to determne the validity of the changes. Ascertain who
has access to records for maki ng changes.
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7. Nunmerous Due in Cancellations fromthe Sane O gani zations.
When an organi zation cancels a requirenent for property ordered

t hrough the base supply, base supply will normally cancel their
requisition with the source of supply. |If the asset has not been
shi pped, the conputer will attenpt to cancel the demand regardl ess
of status. A know edgeabl e person, with access to the conputer
can renove the due in fromthe files by retiring the entire
record. Upon receipt the property can be diverted. The theft
woul d go undet ected since supply records would not reflect the
itemas due in.

Suggested Action: Review due in status files for each supply
account. Determne if the cancelled itens were shipped prior to
cancellation. If the itenms were shipped, determ ne the

di sposition of the itens.

8. Itens Being Transferred to Defense Property Disposal Oficer
(DPDO) . A check should be made to ensure that itens are not
dropped from supply accountability before DPDO accepts item
accountability. A breakdown in this procedure could result in a
person stealing itenms under the cover of transferring the property
to DPDO.

Suggested Action: Reviewdaily history transaction listing to
ascertain if 1348-1s are being processed for itens turned into
DPDO. Trace those itens to DPDOto see if they have actually been
recei ved by DPDO

9. Transfer of New Itens to Property Disposal Oficer. A person
in supply could generate a transfer docunent to transfer an item
fromsupply to DPDO even though a current base requirenment exists
for the item This action could nake new property avail abl e, at
greatly reduced prices, to civilian or mlitary conspirators
acting in collusion with the supply person.

Suggested Action: Periodically reviewturn-ins with a high
potential for resale or personal use. |If the situation exists, it
i s possible supply personnel are diverting new property to
civilian conspirators via the turn-in process.

10. Downgradi ng Serviceable Property to Scrap. Property in
servi ceabl e condition can be downgraded to scrap with the intent
to defraud the Governnment. The procedure would result in
property being witten off as scrap for transfer to DPDO, | osing
its identity as an item and easing access and subsequent theft
of the item

Suggested Action: Review daily transactions to identify those

itenms coded as scrap. Have DPDO certify that scrap is on report.
Check with the activity that turned in the itemto determ ne the
condition of the itemwhen turned into supply. |If in the opinion
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of the supply activity personnel, the itemwas not to scrap, check
with the inspectors to determ ne why the item was downgraded to
scrap.

11. Di version of Property from Authori zed Delivery Destinations.
Each organi zation has a specific delivery destination(s)
identified for delivery of its itens frombase supply; however,
property can be fraudulently diverted from authorized delivery
destinations. For exanple, a requester could identify a delivery
destination other than the approved one, in an attenpt to divert
supplies. The supply pickup and delivery driver would deliver the
property to the fraudulent | ocation, obtain a receipt fromthe
requester, and take the signed receipt back to supply. The

di version of property will not be detected unless the organization
noti ces and questions the issue and charge, on their records.

Suggested Action: Issue points should periodically verify whether
the supply account has in fact received itens indicated as issued
to the account.

12. Overcharges at the Base Self-Service Store (BSSS)
Overcharges not noticed and questioned by custoners within 3

wor kdays nmust remain and cannot be deducted fromthe custoners
account. A BSSS clerk could feasibly overcharge custoners,

mai ntain track of the overcharges, and steal a |ike anount of
supplies wi thout detection. This procedure could also be used to
cover | osses to the BSSS account.

Suggested Action: Establish a |ocal procedure for BSSS custoners
to list items and their cost when using the BSSS. Review shopping
list of accounts that consistently have no corrections. Verify
accuracy of BSSS issues with the unit supply officer. Verify
validity of custoner |ist.

13. Fal se | ssue Docunent and Wl k- Through | ssues. Fal se issue
docunents can be processed in the foll ow ng ways:

a. The conputer renote term nal can be used in the "l oca
node" to type an issue docunment. Wen the renote is operating in
this node, it only functions as a typewiter and will not update
the conputer's internal records. The docunment can then be used to
have property pulled fromstock and renoved fromthe supply
conpl ex.

b. Certain typewiter elenments can be used to type an issue
docunent. The type characteristics of these el enents give the
appearance of a conputer renote generated issue docunent. An
unsuspecting supply warehouserman coul d honor the typewitten
request and issue the iten(s) from stock
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NOTE: The two net hods above woul d nost probably be used in a
"wal k-t hrough" issue; hence, all "wal k-through" issues
shoul d be screened very carefully.

Suggested Action: Since nost false docunents will be charged
agai nst a supply account, the supply officer should always verify
the validity of all wal k-through transactions with high
priorities.

14. Destruction of Conputer Input Docunments. |ndividuals naking
conmputer inputs can attenpt to hide an unauthorized di version of
itens by destroying/altering conputer input documents. For
exanple, in one case, fictitious Requisition Wrksheets were sent
to the conputer section causing property to be sent to a Marine
Corps contractor, listed legitimately as an authorized receiver.
After input to the conputer, the worksheets were destroyed.

Prior to the property arriving at the contractor's facility, the
perpetrators inforned the contractor the property was being

shi pped to himby m stake and woul d be picked up, upon its
arrival, by the caller.

Suggested Action: Require the Supply Systens Branch and units
with renote termnals to review conputer input docunents for
legitimacy. |If actions are inappropriate or questionable, trace
themto determ ne disposition of itens.

15. Failure to Count Palletized Itens. The Marine Corps may be
paying for itens not received, if individuals responsible for
receiving property shipnents fail to carefully count palletized
itenms. Contractors or shippers can stack pallets to concea
shortages by not placing itens in the mddle of the pallet or by
m xi ng enpty containers with full containers on pallets.

Suggested Action: Periodically and randomy observe how
recei ving personnel process incom ng shipnents.

16. | nadequat e I nspection of Technical Equipnent. Contractor
deliveries of technical itens to on-base delivery |ocations, where
technically conpetent inspectors are not available, can result in
the Marine Corps' inability to claimfor short deliveries or
recei pt of unserviceable itens.

Suggested Action: Review daily transactions to identify

unservi ceable turn-ins of itens issued to supply accounts within a
day or two of the turn-in. Recurring transactions of this type

i ndi cate supply inspectors are not identifying problens upon
recei pt of the property. Review data for reorder of nmaterial
claimed to have been shipped. This condition would indicate short
deliveries or pilferage at the site.
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17. Abnormally H gh Consunption of Supply Itens. Abnornally high
consunption of comon supply items with pilferage codes such as
autonotive parts, tools, and individual equipnent, indicates the
items could have been diverted for personal use or resale.

Suggested Action: Review the transaction history of selected
itenms to determine if consunption is reasonable. The Daily
Transaction Register is one nethod of auditing itemhistory. |If
consunpti on appears unreasonabl e check with the unit's supply
officer to determne if there are valid reasons for the high rate.

18. Physical Environnment Facilitates Diversion of Governnent
Property. Conditions such as poor warehouse |ighting, insecure
storage areas and allowing private vehicles to park adjacent to
storage areas are exanples of weaknesses in the physical

envi ronnent that encourage or contribute to diversion of
Government property for unauthorized use.

Suggested Action: Periodically visit supply activities to
identify physical conditions that could facilitate the diversion
of Governnent property for unauthorized use. Make use of physica
security and crime prevention surveys conducted by physica
security specialist assigned to the crinme resistance unit of the
Provost Marshal's office.

19. Low Value Supply Itenms with Unreasonably Hi gh Prices. Low
value itens carried in the Marine Corps supply inventory at
unreasonably high prices nmay indicate that the Marine Corps is
payi ng nore than necessary for the itens.

Suggested Action: Unusually high prices for what appear to be

| ow priced itens should be investigated for accuracy. Sonetines
hi gher prices are sinply a result of human error; e.g., msplacing
a decimal point on an item(referred to as "slides") can result in
a $.10 itembeing recorded as $1. 00.

20. Excess Supply lItens or Equi pnent not Turned in to Base Supply

or Defense Disposal Activities. Excess supply or equipnent itens
that are not turned in to Base Supply or Defense D sposal
unnecessarily increase storage and accountability costs and
enhance the capability to divert the itens.

Suggested Action: Periodically visit unit maintenance and storage
areas to identify supplies and equi pnent that appear to have
l[ittle or no use. Action should be initiated to turn-in the
excess itens to Base Supply.

21. Receipt of Itens that cannot be Traced to a Valid
Requi sition. |Itens received that cannot be traced to a valid
requi sition could have been ordered for personal use or resale and
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t he requesting paperwork destroyed. These itenms shoul d be
returned to the internediate |level renote storage activity/source
of supply or disposed of in accordance with current directives.

Suggested Action: Periodically request that supply personnel
produce docunents that provide proof of disposition of these
itens.

22. CQurrent Listing of Authorized Pick-Up and Delivery Personnel
is not Available at Loading Facilities. |If a current listing of
personnel authorized to pickup and deliver supplies and equi pnent
is not available at loading facilities there is a potential for
unaut hori zed personnel to receipt for and divert CGovernnent

property.

Suggested Action: Periodically review authorized pickup and

delivery personnel listings to verify their existence and
accuracy.
23. Personal dothing Issued to Gvilian Personnel. Al though in

certain situations civilians may be authorized itens of
i ndi vi dual equi pnment such as clothing, the potential exists to
abuse the system

Suggest ed Action: Review individual equipnent records and issues
to civilian personnel to determne if such issues are, in fact,
aut hori zed.

24. Excessive Nunber of Billed-Not-Received Records. Wen GSA
ships a large nunber of itens in a single consolidated package,
the control of individual docunent nunbers is |ost because al
itens are shipped under a single | ead docunent nunber. The
potential for theft of these itens exists at any point during the
shi ppi ng cycle. Subsequent tracer action would show that the
consol i dated shi pnent was received under the | ead docunent nunber
and the receipt will be processed so the bill can be paid. The
bill-not-received records will showitens fromthis source and
any ot her source where recei pt has not been acknow edged, but
where the source indicates shipnment. A |arge nunber of billed-
not-received records nmay be an indication of fraud, waste, or
inefficiency on either the shipping or receiving end.

Suggested Action: Inspecting activity should review these bill ed-
not -received records and identify itens that coul d be consi dered
pil ferable. These should be reviewed to see how they are being
resolved. Also, if any inventory adjustnents of past billed-not-
received itenms should be reviewed using the sane criteria.

25. Docunent Control Loss Show Nunerous "After Hours" |ssue
Transactions for G her than M ssion Essential Itens. |ssues nade
after normal duty hours should only be nade for priority m ssion
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essential items. Such issues for other than essential itens may
require further investigation to determne if they are legitimte
or attenpts to steal Covernment property.

Suggested Action: Review Docunment Control Log for evidence of
"after hours" transactions. Contact the individuals |isted as
requesting the itens to determne the validity of the issues.

26. Transactions Processed Incorrectly to | nprove Performance

I ndi cators. A supply overage disclosed during inventory can be
processed as a "receipt not due-in" to cause inventory bal ances on
accountabl e records to agree with the actual count. Also a
custonmer requisition for five units can be processed as five
separate requisitions for one each. This latter action wll
result in favorable inflation of the supply effectiveness rate.
Such practices result in making supply's handling of transactions
appear to be nore effective overall. However, managenent's
ability to assess existing problems within the supply function is
reduced, since reports do not reflect these deficient conditions.

Suggested Action: Spot check supply transaction registers for
these type transactions or other transactions appearing to be
mani pul ative in nature, if any are found, review authenticity of
source docunents, and verify whether transactions were
appropriately processed.

27. Sanple Inventory Adjustnments. Sanple Inventories are often
conducted to determ ne need for taking inventory of the entire
war ehouse. A potential exists for individuals to avoid sel ecting
items with proven shortages to avoid detection of thefts or other
defi ci enci es.

Suggest ed Action: Managenent should ensure that individuals who
have access to material do not mani pul ate sanple inventory |ists.
| f sanples are statistically identified, managenent should note

changes (e.g., NSN, quantity, ERRC, etc.) using listings. Then,

appropri ate exam nati ons should be made to determ ne notives for
tanmpering with statistics of itenms to be sanpl ed.

28. Wthholding Inventory Adjustnment Cards. Inventory adjustnent
cards are prepared throughout the inventory process. Wen
processed, these cards result in adjustnments to itemrecords.
Destruction of a card for an itemcould prevent a shortage from
bei ng posted. The reason for destroying a card could be pure
carel essness or desire to cover up a theft.

Suggested Action: Oobtain a list of original inventory cards.
Conpare itens on the list with itens finally selected for
inventory. Research causes for m ssing cards.

4-8



29. Changes in Security/Pilferable Codes. Changes to
security/Pilferable codes could indicate conprom se or theft of
highly desirable itens (e.g., firearns, ammunition, drugs,
precious netals, individual clothing, equipnment, etc.)

Suggest ed Action: Managenent should be continually alert to
sudden or repeated changes of codes on itens designated as
security/Pilferable. Any changes should be vali dat ed.
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CHAPTER 5

TRANSPORTATI ON

The novenent of househol d goods (HHG) provides a lucrative
area for fraud. A considerable anmount of noney is also spent for
the repair and mai ntenance of Governnent vehicles and specialized
machi nery. The Marine Corps, with its need to nove people and
property anywhere in the world, cannot afford to overl ook the
potential for fraud, waste and abuse in its transportation
pr ogr amns.

**| ndi cat or s**

1. Frequent Carrier Conplaints or Runors Concerni ng Unequal
Distribution of HHG Shipnents Anong Carriers. A Transportation
Managenent Ofice (TMO) clerk may not be recording all HHG

shi pnments because of favoring one or nore carriers for persona
gai n.

Suggested Action: Review the Governnment Bill of Lading (GBL)

Regi ster-Qutbound to identify the nunber of GBL's issued. Check
the Tonnage Distribution Roster to determne if all the HHG

shi pnent GBL's have been included. Then conpare tonnage totals to
determne if all the HHG shi pment GBL's have been included. Then
conpare tonnage totals to determne if HHG shi pnents are being
equally distributed to all eligible carriers. The fact that al
@BL's are not included on the Tonnage Distribution Roster or there
i s an appearance that one or nore carriers are being favored

could indicate that the clerk is a poor record keeper, has a
strong personal bias for or against personal carriers, or is
favoring carriers for personal gain.

2. Overstatenent of Househol d Goods Shi pnent Wi ghts.

a. Carriers can defraud the Governnent by artificially
inflating the weight of a shipment. Carriers use the follow ng
met hods to "bunp" or increase the true weight of a shipnent:

(1) Body Bunping. Seat a |light-weight driver in the van
when getting the tare weight and a heavier driver gets the gross
wei ght of the van. The net gain could be about 100 pounds. Crew
menbers coul d be weighed with the vehicle when the gross ticket is
made.

(2) Fuel Bunping. Get the tare weight with less than a
full tank of gas and the gross weight with a full tank. |If the
tank was 1/4 full for tare and full for gross, a net increase of
450 to 500 pounds could result.

(3) Packi ng/ Equi pnent Bunping. Get the tare wei ght
wi t hout the required packing/ equi prrent (bl ankets, dollies,
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| adders, snow chains, etc.) and get the gross weight with the
equi pnent i ncluded. The net increase could be several hundred
pounds.

(4) Double Billing on Small Shipnents (500 to 3,000
pounds). Get two tare weight tickets for the noving van, pick up
the two small shipments, then get two gross weight tickets for the
conbi ned wei ght of both shipnents and submt both tickets for
paynment. The net increase in weight would be equivalent to one
of the shipnents.

(5) Weight Bunping. Adding pallets, lead ingots, etc.,
to the shipnment to equal the weight allowance of the service
menber. The net increase can vary from several hundred to severa
t housand pounds.

(6) False Tickets. Pay the wei ghnaster to provide a
fal se weight ticket or have a supply of blank or fal se weight
tickets. If blank tickets are used, the weight will usually be
the handwitten rather than the printed.

(7) Switching Trucks. Swtching froma lighter
truck/tractor or trailer to a heavier one after obtaining the
tare weight.

b. I ndi cators that carriers may be artificially inflating
t he wei ght of a shipnent include:

(1) Evidence that a particular carrier has a higher
percent age of shipnents which are at or close to service nmenbers
maxi mum wei ght al | owances than other carriers.

(2) Indicators fromreviews of inventories by experienced
TMO personnel that the itens |isted would not normally weigh as
much as i ndi cat ed.

(3) Custoner conplaints that they feel their shipnent
wei ght i s excessive.

(4) Extraneous heavy material noted on trucks.

(5) Delivering a service nenber's HHG shi pnent w thout a
rewei gh, when a reweigh is required.

(6) Weight entries on weight tickets are not nachi ne
printed.

(7) Truck or trailer license nunber(s) appearing on tare

wei ght tickets differ fromcorresponding |icense nunber(s) on
gross wei ght tickets.
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Suggested Action: Require that HHG carriers use CGovernment
scales. Informmlitary nmenbers of techniques used by carriers
to bunp wei ghts so that nmenbers can | ook after their own
interests and protect the Government. Closely nonitor carriers
who consistently provide suspicious weight tickets, have engaged
in questionable practices or use their own scal es.

3. Do-It-Yourself (DITY) Muwers Using a Larger Van then
Necessary. |Intent to fraud may be present if service nenbers on
the DITY noves request a larger trailer or van than required.

The service nenber may want to bunp the weight of the shipment to
gain a profit. For exanple, a nenber could increase the weight

by addi ng an autonobile or 55-gallon druns filled with water,

sand bags, cinder blocks, or other material. Since paynent to the
servi ce nmenber is based upon the shi pnment wei ght, the added wei ght
woul d i ncrease the amount the service nenber woul d receive.

Suggested Action: Review DITY nove records to identify shipnments
that are close to the maxi num wei ght authorization based on
nunber of dependents, etc.; determne if the weight data appears
valid. |If the shipnment conposition, size, or weight data appears
excessive, an indication of fraud exists.

4. Mbst Do-I1t-Yourself Rentals Obtai ned From Sane Contractor.
Fraud t hrough favoritismmy occur when nost of the contacts for
the rentals on "Do-1t-Yourself" noves are with the sane vendor.

Suggested Action: Review Do-I1t-Yourself nove records and conpare
nunber of noves and type of equi prment involved for each eligible
vendor. |If a few vendors receive a greater percentage of

busi ness conpared to other vendors there is an indication of

i nadequat e controls over the vendor selection process.

5. Al low ng Space-Avail able Travel wi thout Proof of Oders.
Space-avai |l able travel procedures that only require the service
menber to show an ID Card, rather than also providing a set of
orders, are susceptible to fraud. The nenber can then go PCS

~ whil e pocketing the travel pay.

Suggested Action: Periodically ensure that passenger specialists
at base operations are physically conparing a set of orders with
an | D Card before allow ng travel

6. Frequent Conplaints About Quality of Service by Personal
Property Carriers. TMO personnel may be covering up favoritism
to certain carriers, for personal gain, by failing to file or act
on conpl aints of poor service.

Suggested Action: Review the GBL Register-lnbound to identify

i ncom ng shipnents for which a DD Form 1781, Property Oaner's
Report on Carrier Performance should have been submitted. Review
i ncoming shipnent files to determne if DD Forns 1781 are on file
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and to identify recurring conplaints against a carrier. Then
determne if letters of warning/suspension have been issued to the
carrier. Then determine if letters, when recurring conplaints
have been identified, indicate TMO personnel are performng their
job poorly or are favoring carriers for personal gain.

7. Frequent Billing for Excessive WAiting Tinme During Local
Moves. Carriers may bill for excessive waiting tinme during |ocal
noves. Carriers can charge for waiting tine if other activities,
not the responsibility of the carrier, such as custoner

unpr epar edness, cause the del ay.

Suggested Action: Determ ne through records review if any
carriers appear to have an abnormally high anount of such
billings. Check with custonmers to ensure waiting tinme was
legitimately the responsibility of the mlitary nenber.

8. Unwar r ant ed Access Service or Packing Material Charges.
Carriers receive additional paynent for Accessorial services
performed and for packing used. The custoner should sign a

DD Form 619, Statenment of Accessorial Services Perfornmed

i ndi cating exactly what services were perfornmed. Sonetimnes the
custonmer is asked to sign a blank form"to save tine" thus

allowing the carrier to fill in whatever he desires. The custoner
is also required to certify the nunber and types of cartons used
but is sonetines given a blank formto sign. Indicators that the

carriers charged for unwarranted accessorial services or packing
materi al include:

a. Governnent billed for servicing charges for washers,
dryers, pianos, or organs when such itens are not |isted on the
i nventory.

b. Excessive nunbers of the higher-priced dish packs have
been used as opposed to the cheaper nediumor |arger cartons.

c. Governnent is being charged for nore mattress cartons
than mattresses or box springs being shipped.

d. Carrier charged for an excessive nunber of the nore
expensi ve war drobe cartons.

Suggested Action: TMO personnel shoul d di scuss what services the
carrier performed and what cartons the carrier used with a
sanpling of mlitary nenbers who have been noved.

9. Unusual |y Large Shipnents of Professional Books, Papers and
Equi pnent. Menbers may attenpt to boost their authorized wei ght
al  owances by declaring itens as professional equipnment or books.
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Suggest ed Action: Review outbound/i nbound shipnent records to
i solate unusually | arge shi pnents of professional books, papers
and equi prment. Performa check upon delivery at destination to
determne if unauthorized itens have been added to the approved
list.

10. Inproperly dassifying Freight. Over-classifying freight
results in higher charges by the carrier. This could be an error

or collusion. In any case, it causes excessive expenditure by the
Gover nnent .
Suggested Action: Interviewthe freight supervisor to determne

if they are aware of the potential excess cost to the CGovernnent
for inproperly classifying freight. Check sonme conpleted GBL's
and have frei ght personnel "wal k-through" their thought process.
It should be evident, based on the supply docunent item
description and the classification, whether the itemwas properly
cl assified.

11. Freight D stribution Unevenly Distributed Anong Carriers.
Surface freight activities are supposed to distribute freight as
equi tably as possible anong carriers if they serve the sane
destination and are providing the sane service within the sane
timeframe. Freight personnel could favor a carrier.

Suggest ed Action: Check freight distribution using both GBL's and
a tonnage distribution roster. They should match, and they

shoul d al so reflect equal distribution by destination, and during
peak and sl ow seasons.

12. Freight Losses/Danmages Not Docunented on Bill of Lading at
Time of Delivery. Surface freight personnel should annotate
shortages and damages on bill of lading at tinme of delivery. An
enpl oyee, through neglect or collusion with a carrier, could sign
a "clear" delivery thus relieving the carrier of liability.

Suggested Action: Determ ne whether the freight supervisor and
personnel are aware of responsibility in this area. They should
be able to produce evidence of damage/ short shi pnents over a
period of tinme if there is an active program no

damages/ shortages m ght indicate negligence or collusion. Make
sure Discrepancy in Shipnment Reports (DI SREP) have been prepared
when carriers are liable for the | oss or damage.

13. Freight Services Odered and not Rendered. Surface freight
personnel can order special services such as exclusive trailer
use, air-ride trailer, or signature service, and not receive the
servi ce.

Suggested Action: See if freight personnel routinely check to
ensure services are rendered when the Governnent bill of |ading
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reflects services ordered. |s other freight on an exclusive use
trailer? The signature service record on file should reflect
i nt ernedi at e hand-to- hand exchanges.

14. Shortshi pping Freight. Freight personnel and a carrier
could agree to bill a multi-piece shipnment when in fact they know
there is a piece count discrepancy; or sone containers are
actually enpty.

Suggested Action: Review DI SREP, Standard Fornms 364, Report of
Di screpancy, on file fromconsignees to see if there appears to
be repetitive shortages, especially of desirable itens (tools,
clothing, etc.).

15. Excessive Parts Repl acenents in Vehicle Mintenance.

Mai nt enance personnel may charge unnecessary parts to vehicle
mai nt enance and divert these parts for personal use or gain. In
one exanpl e, vehicle maintenance records identified 14 tire

repl acenents in 8,148 mles, 5 new batteries in 100 mles and 7
tune-ups in 8,000 mles.

Suggested Action: Review vehicle history jackets to identify
illogical repetitive parts replacenents. WMtch nm|eage and
peri odi cal maintenance schedul es agai nst repair/repl acenent
pur chases.

16. CGovernnent Funds Used for Replacenent Parts in New Vehicles.
New vehicle warranties usually provide for replacenent of many
failed parts at no cost to the Government. Check vehicle

mai nt enance records to see if they show that parts procured with
Government funds are being diverted for personal use or gain; or
t hat Covernnment funds are being spent unnecessarily.

Suggested Action: Review new vehicle history jackets to determ ne
if Governnment funds are being used for replacenent parts which are
covered by the manufacturer's new car warranty.

17. Large Expenditure for Extendabl e- Non-Accountabl e Vehicle
Mai nt enance Parts. Many vehicle parts issued by the vehicle

mai nt enance material control section are expendabl e,
nonaccountable itens. |[Issue, receipt and use of these itens are
not annotated on vehicle work orders. The fact that they are
nonaccountabl e itens presents the opportunity for themto be

di verted for personal use or gain. The lack of control over
these itens is conpounded when the nunber of personnel having
access to parts issued fromthe material control section is
unlimted.

Suggested Action: Check to see whether a material control section
access |ist has been devel oped. Check the size/nmakeup of the

list to see how many and whi ch personnel are on the list. A good
rule of thunmb would be to limt the list to a few shop
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supervisors. A final check should be able to observe the nateri al
control section operation and determne if the access list is
actual Iy used.

18. Use of MIlitary Leave Airfare for Oficial Travel. Specia
reduced airfares are authorized only for personnel in a |eave
status. Airline personnel are supposed to obtain a signature
certifying the travel is for |eave. Personnel could obtain
advance travel pay for official travel, purchase a special fare
rather than the normal fare ticket, and pocket the difference.

Suggested Action: Ensure scheduled airline ticket office (SATO
personnel are obtaining nenber certifications. Check nanes on
certifications with nenber's unit to verify travel status. (Mist
be done on a daily basis as certifications are forwarded to
airline hone office daily.)

19. Over Building Crates in Packing and Crating. Building
crates with excessive blocking and bracing, and heavier |unber
t han necessary increases the total weight of the crated item
Thi s causes increased freight charges.

Suggested Action: Ensure packing and crating personnel are aware
of the additional costs "over crating"” incurs. Conpliance wth
transportation packagi ng orders (TPO s) shoul d preclude "over"
crating.

20. Personal Use of Packaging and Crating Material. Many itens
in packing and crating are desirable for personal use; e.g., foam
rubber sheets for use under sl eeping bags, fastpacks for cold or
hot container insulators, |unber, etc.

Suggested Action: Ensure the packing and crating supervisor is
conscious of the pilferage problem has secured the storage area
as nmuch as possible, and has inpressed upon all the assigned
personnel a need to report abuses. Possible indication wuld be
hi gh consunption of the desirables reflected in supply records.

21. Uncalibrated Packing and Crating Scales. Scales should be
calibrated every 12 nonths in accordance with MCO P4600. 14.
Uncal i brated scal es cause incorrect weight on itens shipped from
the base. Al shipnment charges are based on weight. Incorrectly
docunented weights will |ead to over/under charges.

Suggested Action: Check the scale calibration certification
sticker on the scale to determne if the calibration is current.

22. Dmndling Supply of 463 L Pallets is Noted. Pallets are an
essential part of the 463 L air-cargo handling system Their use
reduces aircraft groundtinme and increases airlift capability.
They are also costly itens at about $780 each.
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Suggested Action: Make sure a base-|evel nmaintenance capability
has been established and is used to service and repair the
pallets. Mintain currency of pallet |ogs. Follow recovery
process when pallets have been placed on | oan or borrowed status
for nore than 30 days.

23. Conpl ai nts made agai nst Mari ne Corps Shipping Activities
Regar di ng Packagi ng of Industrial Plant Equipnent. Packagi ng

| nprovenment Reports (DD Form 6) that have been submtted agai nst
Marine Corps shipping activities have identified problens in
packagi ng of Industrial Plant Equi prent (IPE). Sonetines |PE
accessories/attachnents are shipped attached to the equi pnent
rat her than detached, preserved, and individually wapped and

ot her times, nmobst of the inproperly packaged equi pnent is dirty,
or shows extensive corrosion.

Suggested Action: Transportation officers ensure packing and
crating personnel are trained for the preparation of |PE for
shi pnent .

24. | mproper Utilization of Container Volune. The current
criteria for container utilization, based on a percentage of use
factor regardl ess of commodities involved, results in difficult
and time consum ng probl ens encountered by the consignee,

di scharge ports, and breakbul k points in connection with the
unst uf fi ng.

Suggested Action: Do not break down palletized cargo to fill all
of the cracks and crevices in the container. This materially
affects the effort to unload and repalletize the cargo. The high
rate of breakage and damage to cargo nore than offsets the fact
that a high utilization factor was achi eved.

25. Use of Commercial Bills of Lading for Snmall Donestic

Shi pnents. The alternative use of commercial bills of |ading
vice Governnment bills of |ading for the novenent of snal
donesti ¢ shipnents neeting the criteria established in MCO
P6400. 14A, Chapter 214, Section XVII, for the npost part, results
in reduced adm nistrative costs.

Suggested Action: The use of commercial bills of lading for the
movenent of small donestic shipnments should be considered for

t hose shi pments neeting the requirenents set forth in MCO

P4600. 14.

26. | mproperly Consolidating Freight Shipnents. The practice of
maki ng several individual shipments within a short course of tine
to the same general area results in higher charges by the

carrier.

Suggested Action: Hold shipnments as |ong as possible in order to
maxi m ze shi pnent consolidation
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27. I nproper Consignee Information. On CONUS shipments, it is

i mportant that consignees are fully and correctly identified on

@BL's in accordance with MCO P6400.9, Termnal Facilities Cuide.
| ncorrect consignee information on GBL's can result in additional
transportation costs and delays in receipt of shipnents.

Suggested Action: Traffic managenent officers ensure that the
Termnal Facilities Guide is up-to-date, and used to determ ne
consi gnee i nformation.

28. I nadequate Planning of Travel. Travelers and/or activities
do not plan or identify travel requirenents to transportation
officers in sufficient tinme to enable arrangenent of discount
fare transportation to the maxi mnum possi ble extent. It is not
unusual for travelers to report for arrangenment of transportation
1 or 2 days prior to the travel date.

Suggested Action: Establish |ocal controls and procedures to
ensure that planned tenporary additional duty travel requirenents
are identified to the transportation officer a m ninmum of 14
wor ki ng days prior to travel date.

29. Failure to Procure Cost Effective/Di scount Air Fares.
Transportation officers are not taking maxi num advant age of
avai | abl e di scount fares offered by commercial air carriers,
i ncl udi ng speci al / pronotional fares.

Suggested Action: Acquire carrier tariffs, such as North
Anerican Passenger Tariff, and becone famliar wth di scount
fares offered by commercial air carriers. The proliferation of
di scount fares offers a variety of |owcost travel options.
Where the volune of traffic neets one of the criteria contained
in enclosure (1) of MCO 4650. 36, consider |easing a Tele-
witer Ticket Receiver, Electronic Reservation and Ticketing
System or submtting a request for establishnment of a Schedul ed
Airline Traffic Ofice, as appropriate. These travel support
systens have proven to be inportant aids in arranging/ obtaining
econom cal transportation.

30. Inadequate Control of Transportation Procurenent Docunents.
Transportation officers may not be naintaining procedures for
control and accountability of Government Transportation Requests
(GTR s). Proper controls are necessary to prevent theft and
unaut hori zed use of GIR s.

Suggested Action: Establish a |og book and enter the serial
nunbers of GIR3s when received fromthe Marine Corps Logistics
Base, Al bany, GA, and when they are issued to travelers. Ensure
GIR s are issued in nunerical sequence and kept under |ock and
with restricted access. Issue GIR s only to those persons who
present valid travel orders.
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31. Use of High-Cost Rental Vehicles. Travelers authorized use
of rental cars may not be arranging rental car service through
t hose agencies that offer discount rates for Governnent travel.

Suggested Action: Transportation officers should counsel
travelers on the requirenment to use General Services

Adm ni stration (GSA) notor pool/contract rental cars or to obtain
cars from other agencies offering Governnment rates.
Transportation officer's should maintain a current copy of the
Federal Supply Schedule, Industrial Goup 751, Mdtor Vehicle
Rental, to identify | ocations where discount rental service is
avai |l abl e.

32. Untinely Processing of Unused Tickets. Transportation
of ficers may not be processing unused tickets in a tinmely manner.
Sone travel ers are surrendering unused tickets to carriers.

Suggested Action: Establish controls to ensure that unused
tickets are cancelled and submtted to the Commandi ng Genera

(Code 470), Marine Corps Logistics Base, Al bany, GA for refund
action not later than 15 days after receipt fromtravelers.

Counsel travelers on the proper disposition of unused tickets.

Mai ntai n control of unused tickets by keeping themunder |ock and
key. Truck Control Points (TCP) should be |ocated adjacent to one
or two gates going onto the installation. TCP s should check
docunentation and cargo (to include any hazardous material),
provide directions to pick up/drop off location, instruct drivers
on route (not to be deviated), and provide date/tine visitor pass
to drivers. At the on base destination, check the visitors pass
date/tine of the vehicle. Wen the vehicle departs, the visitors
pass is to be stanped with the date/tine and the driver instructed
to use the sanme route to return to the TCP. TCP' s shoul d check
visitor's pass date/tine, docunents and cargo/vehicle.
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Chapter 6
DI SBURSI NG PAYMENTS/ ENTI TLEMENTS

Al nonies spent at base |evel for base operations are paid
by the | ocal disbursing office. Each command shoul d nonitor
public voucher paynents, travel vouchers, transportation requests,
civilian and mlitary pay and entitl enment transactions, and | eave
accounting for indicators of fraud and abuse.

**| ndi cat or s**

1. Cashiers Fail to Return a Copy of Paid travel Vouchers to
Marine Corps Enpl oyees. Cashiers may enbezzl e funds by
shortchangi ng Marine Corps enpl oyees if the cashiers do not
return a copy of paid travel vouchers to the enpl oyee. Cashiers
have attenpted such enbezzl enent, when naki ng paynents, by

fol ding under the "AMOUNT PAI D' corner of the travel voucher so
t he enpl oyee does not see it, and | ater disposing of the

enpl oyee' s copy of the voucher

Suggested Action: Periodically and during surprise cash counts,
review "PAID' travel vouchers on hand at the cashiers cage to
determne if any enpl oyee's copies are on hand or if voucher
copies don't contain entries in the "AMOUNT PAI D' bl ock. The
revi ew shoul d include an inspection of trash can contents and any
desk/cage drawers within the cashiers cage.

2. Discharged Menbers Request Dependent Travel Pay be Mailed to
an Address O her than the Dependent's d ained Travel Destination
A false claimmy be nmade by a recently discharged Marine Corps
menber who files for dependent travel with the disbursing office
at point of discharge and certifies dependent's travel to a

di stant | ocation, when, in fact, the dependents travel only a
short distance or not at all.

Suggested Action: The disbursing officer should suspect

i nstances where the fornmer menber requests the check to be mail ed
to an address other than the clained travel destination of the
dependents. An additional check may be nmade with the | oca
Transportation Managenment O fice in order to determ ne where the
i ndi vidual's househol d goods were shipped. Also, contact can be
made wi th the tel ephone conpanies at the point of discharge and
at the clained travel destination of the dependents, to verify a
t el ephone i sting.

3. Acceptance of Governnment Transportation Request Packets
Wthout an Individual Count. Wak procedures in accepting

recei pt of Government Transportati on Request (GIR) formns packets
by custodians may result in fraud if they accept receipts of GIR s
personal ly or through the mail and accept the |listed nunerical




quantity wi thout making an individual count. Such procedures
make it possible for personal use or sale, wthout tinely
det ecti on.

Suggested Action: Performperiodic reviews to ensure GIR forns
in packets are individually counted upon receipt.

4. Di sbursenents not Processed Into the Accounting Systemon a
Tinmely Basis. Enployees could be maki ng unauthori zed

di sbursenments and trying to hide or delay detection of the

di sbursenments by not processing the transaction in a tinely
nanner .

Suggested Action: Review transaction |ogs and other rel ated
docunentation for date of transaction. Nunerous untinely inputs
may indicate system mani pul ati on.

5. Accounts Receivable not Pronptly Coll ected. Enployees may be
in collusion with debtors to defer the collection of accounts
receivabl e and either provide the debtor with additional tinme to
use the noney or defer it in such a way as to re-identify the
debt as an uncollectible account. |In addition, a |arge nunber of
ol d accounts receivable may indicate paynents have been received
and not recorded.

Suggested Action: A review of the aging status of accounts
recei vabl e may provide indicators of manipulation or at |east
identify problem areas.

6. Excessive Nunbers of Travel Cains for Expenses that can be
Accepted Wthout a Sundering Receipt. Personnel nmay be
submtting fraudul ent travel vouchers by including fictitious
expenses that do not have to be supported with a receipt (e.g.,
taxi fares, etc.). Excessive nunbers of such expenses in
vouchers may indicate fraudul ent clains.

Suggested Action: Review travel clains for excessive nunbers of
expenses not needi ng support receipts. Brief commanders on
possi bl e abuses in these types of clains.

7. | neli gi ble Menbers Recei ving Paynents for BAO or Single
Menbers Recei ving BAO Paynents at the "Married Wth Dependents”
Enpl oyees may be in collusion with nenbers to authorize

and make paynents of BAQ to ineligible nenbers or increase the
BAQ paynent to the "married with dependents” rate to single
nmenbers.

Suggested Action: A review of internal procedures used to
certify, authorize and foll owup on BAQ paynents may indicate
procedural weaknesses which woul d i ncrease the propensity for
fraud. Eligibility of menbers for BAQ or increase of BAQrate
paynent s/ acti ons shoul d be reviewed on a periodic basis.
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8. Unit Leave Records are Poorly Prepared and Mi ntai ned.

Enpl oyees may be in collusion with nmenbers to alter inclusive

| eave dates certified by supervisors and have | ess days of |eave
charged than actually taken. Poorly prepared or naintai ned | eave
records may be kept in an effort to mask the situation

Suggested Action: Supervisors should periodically review unit

| eave records for known "l eaves" to ensure they are accurately
posted and maintai ned. Unit commanders shoul d periodically check
procedures used for the preparation and mai ntenance of unit |eave
records to ensure proper controls over |eave exist in their
respective units. Periodic reviews mght be nade to determne if
unusual ly I ow | eave charges exist for a unit as conpared to

equi val ent units.

9. Fraudul ent Receipt of BAO by Divorced Mlitary Menbers. The
area of concern is with the potential fraudulent recei pt of BAQ
at the "with dependent” rate by a divorced nenber whose m nor
dependent (s) live in Governnent quarters due to the remarri age of
the nmenber's fornmer spouse to another service nenber.

Suggested Action: Conduct a test of a representative nunber of
personnel drawi ng BAQ at the "with dependent” rate in order to
validate the entitlenent. Steps to be taken include:

a. The identification of divorced nenbers with children who
resi de outside of the nenmbers househol d.

b. The location of the divorced nenber's children.

c. Cases determned to be doubtful would be referred to the
menbers commandi ng officer with the servicing disbursing officer
being notified for information.

Wil e the BAQ identification code resident in the central
file would indicate the condition of a nmenber’'s entitl enent
(i.e., spouse in service, legitimate children, etc.) it
shoul d not be used as the only source to conduct the

test of proper entitlenent. A representative sanpling of
all codes should be used to determne validity.

10. Review of Travel Vouchers. Those who review trave
vouchers, including personnel assigned to the traveler's unit,
must be alert for indicators of inproprieties such as:

a. Altered | odging receipts.

b. Hotel or credit card receipts, which include food, drink,
t el ephone calls, etc., in addition to the | odging cost.

c. Roons, taxicabs, or privately owned vehicles shared with
co-workers, with each claimng full rate fare, or m | eage.
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d. Personnel resided with relatives or friends and subnmitted
fal se receipts which reflected | odging at hotel s/ notels.

e. Traveled with spouse and submtted clains for |odging at
the "double" rate rather than the "single" rate.

f. Returned home during the TDY, but did not reflect this on
t he voucher and therefore collected per diem

g. Significant differences in clainms made by personnel who
travel ed together

h. Travel er was al so approving official on travel order.
i. Lengthy |eave taken over short term TDY
] . Excessive TDY's over weekend or holiday peri ods.

k. Purpose for travel reflected on orders appears
guestionabl e or frivol ous.

Suggest ed Action: Supervisory personnel should periodically
brief or counsel their people on the inportance of accurately
conpl eting travel vouchers. |In addition, each Marine Corps
menber nust exercise the utnobst personal integrity in submtting
and reviewing clains and report suspected or actual inproprieties
to the authorities.

11. Enpl oyees Wio are Consistently Tardy. Enployees can be
falsifying their time cards if they consistently arrive for work
|ate and a review of their tine cards indicates that they are
being paid for a 40-hour work week. The enployee arriving |ess
than an hour |ate can cover the mnute section of the time card
with tape, get the card punched, renove the tape and cover the
hour section, wait until the next tinme the punch clock was in the
hour mark and get the tine card punched with 00 in the mnute
colum. They can then renove the tape and the card will reflect
t he enpl oyee cl ocked in on tinme.

Suggested Action: Close nonitoring of enployee tine card
managenent may reduce the opportunity for manipul ation.

Supervi sors shoul d keep track of enployees who are consistently
tardy and review their tine cards for evidence of mani pul ation.
The placenent of the tine "punch"” cl ock nmechani sm should be within
the visual surveillance of a responsible tinme accounting nonitor.

12. Repeated Changes to Tine Cards/ Excessive Overtinme. Repeated
erasures or changes on an individual's card, anended tine cards,
repeated instances of prior periods of overtine earned, or little
or no use of annual |eave may indicate possible tine card
mani pul ati on by an enpl oyee in a tinmekeeper position.
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Suggested Action: Supervisors should periodically check
ti mekeepi ng procedures and records at their units for evidence of
t he above nentioned conditions.

13. Fraudulent Certification for Marine Corps Tuition Assistance
and Veterans Adm nistration Education Entitlenents. Certain
aspects of the Marine Corps Tuition Assistance (TA) program and
Veteran's Adm nistration (VA entitlenments are susceptible to
false clainms by participants in off-duty education prograns.
Mani pul ati on of educational benefits can lead to the duplication
of Federal paynents. For exanple, a student m ght obtain the
education officer's approval for VA educational allowance at

ot her than the formal on-base school registration session; then
during the on-base registration, the student may submt a request
for tuition assistance for the sane course approved under a VA
paynment. This doubl e application should be spotted at the
educati on office.

Suggest ed Action:

a. Through discreet interview and/or observation of
procedures used by education personnel (particularly during school
regi stration periods) determ ne the current procedures used to
conplete, certify, and account for tuition assistance and in-
servi ce VA educational allowances.

b. Review records at the accounting/finance office to
identify individuals receiving tuition assistance, to include
speci fic schools, courses, and accounts.

c. Reviewrecords at the VA Regional Ofice, or
appropriate canpus Veteran's Adm nistration Ofice; conpare this
information with that obtained fromthe accounting/finance office.

d. The aforenentioned review can prove invaluable in
detecting fal se or fraudulent clains. Once alerted, a comuand or
NI S i nvestigation should be consi dered.

6-5



CHAPTER 7
RESALE AND CASH HANDLI NG ACTI VI TI ES

Activities that produce revenue or are involved in handling
cash have traditionally been especially vul nerable to fraud,
wast e, and abuse. These activities today are big business.
Preventing | osses in these activities is particularly inportant,
because of the potential for large dollar |osses to the Marine
Cor ps.

**| ndi cat or s**

1. Failure to "Ring-Up" Sales. Sales revenue can be diverted by
not "ringing" all sales in the cash regi ster and not recording or
keepi ng copies of the related sales invoices. The cash register
detail tape and sales invoices wll balance when under ringing
techni ques are used, and the cash regi ster operator can pocket

t he unrecorded revenue.

Suggest ed Action: Supervisors should closely nonitor all cashier
operations to ensure all sales are "rung." |In addition, a
concerted effort should be made to informcustoners to be alert
and ensure all sales made to them are appropriately "rung-up."

| nst ances of under-ringing should be reported to nanagenent.

2. Over-ordering/ Overstocking of Merchandi se. Enpl oyees nay be
in collusion with vendors to over order and overstock certain
items in return for gifts, gratuities, or kickbacks.

Suggest ed Action: The consunption rate per week of the suspected
itens shoul d be conpared against the quantity in the warehouse to
determne if an inordinate quantity of the questioned itens are
bei ng ordered and/ or nai ntai ned.

3. Cashiers working Qut of an Open Cash Drawer. Inplications
are obvious. Cashiers can then have access to ready cash,
mani pul ate recei pts, keep track of sales and "pocket" sal es not
rung, etc.

Suggest ed Action: Supervisors and managers shoul d nonitor
cashi er operations. Custoners should be alerted to ensure al
sal es are rung up accurately.

4. dose Rel ationship between Marine Corps Enpl oyees and Vendi ng

Machi ne Contractors. The possibility of collusion between
vendi ng nmachi ne contractor personnel and Marine Corps enpl oyees
i ncreases when enpl oyees assigned to acconpany vendi ng machi ne
operators (in order to verify the anounts collected from vending
machi nes) are not rotated frequently. As a result, a too
friendly "rel ationship” could devel op with the vendi ng nmachi ne
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representative which may result in a collusive arrangenent to
shortchange the Marine Corps on funds coll ected.

Suggest ed Action: Supervisors and managers shoul d ensure Marine
Cor ps enpl oyees assi gned to acconpany vendi ng machi ne operators
are rotated at reasonable intervals.

5. Vendi ng Machines Fail to Di spense Product or Return Mney.
Vendi ng nmachi nes can be mani pul ated/altered to fail to dispense
t he product (coffee, candy, etc.) and not return the noney when
the coin return is pushed. A slug or foreign coin can be placed
on the magnetic plate which will render the nmachi ne inoperative.
As a result, all future coins will be blocked within the machine
and will not be returned. Vending nmachi ne operators, when they
refill the machine, can then pocket the coins bl ocked by the

sl ug.

Suggested Action: Supervisors, managers, and custodi ans shoul d
be alert to custoner conplaints indicating vendi ng machi nes have
failed to dispense the product or return noney. Numer ous
conplaints nmay indicate the machi nes are bei ng nani pul at ed.

6. Poor Inventory and Sal es Record. Unrecorded sal es for
cash/ negoti abl e instrunments may take place and the proceeds
"pocketed" if internal controls over records and inventory are
not properly maintained. For exanple, enployees who receive
proceeds for the sales of agency publications to the public can
"pocket" the proceeds and not record sales transactions if they
are not required to naintain a record of publication sales and
i nventory.

Suggest ed Action: Managers should revi ew sal es procedures and
rel ated records on a continuing basis to ensure proper interna
controls are established and foll owed.

7. Col I ection of Inprest Funds. Wen two or nore inprest funds
are mai ntained by the same individual or by two separate

i ndi vidual s occupying the sane office, there is a possibility
that funds could be "l oaned" fromone fund to another to cover
shortages occurring in either of the funds.

Suggest ed Action: Managers shoul d ensure funds are not
coll ocated. This can be avoi ded by the physical separation of
both the funds and the individuals handling the funds. Surprise

cash counts should be perforned periodically on all inprest
funds.
8. Fi nancial Statenments for Resale Activities that Show Large

| nventory Shortages O fset by Large Overages or Activities that
Never Show | nventory Overages or Shortages. Enployees may be
stealing itens and then mani pul ating records to cover the
shortages or bal ance-out the inventory.
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Suggested Action: Periodic inventories or surprise inventories
shoul d be performed by persons other than those working in the
activity. The personnel selected to performthe inventory should
be acquainted with proper inventory procedures.

9. Financial Statenments Show Wde Fluctuations in Goss Profit
Per cent ages and Incone Accounts (e.g. Anusenent Machine | ncone).
Enpl oyees coul d be mani pul ati ng i ncone/ revenue accounts or
stealing cash and trying to cover-up the thefts through the
mani pul ati on of records.

Suggested Action: Wde fluctuations in gross profit percentages,
i ncome accounts or |arge cash shortages offset by |arge overages
shoul d be exam ned by managenent for a satisfactory explanation
If a pattern is disclosed or the fluctuations becone the norm
rather than the exception, an audit or investigation should be
request ed.

10. Weaknesses in Cash Handli ng Procedures and Cash

Accountability Records. Enployees can take advantage of weak cash

handl i ng/ accountability controls and procedures to steal nobney
wi t hout detection.

Suggest ed Action: Managers shoul d make a concerted revi ew of
their internal control procedures for the handling and accounti ng
of cash. Internal controls should include, but not be limted to,
ensuring surprise cash counts are conducted; cash registers cash
counts are operated with the cash drawer cl osed after each
transaction; sales are rung up in sight of custoners; cash

recei pts are deposited daily; receipts are provided cashiers for
cash collected fromthemprior to deposit; formal receipt
procedures and records are maintained for all transfers of funds;
deposits in-transit are kept to a mninmumand controlled until
confirmed; cash and safes are never |eft unattended; cashiers
properly reconcile their receipts to records, and al

transactions are accurately and tinmely posted to the records of
accountability.

11. Cashiers have Access to Cash Regi ster Read and Reset Keys.
By having access to the keys, cashiers can clear registers and/or
determ ne total sales figures for the day. This enables themto
accunul ate overages and renove themat the end of the day.

Suggested Action: Read and reset keys nust be tightly controlled
and should not be left in the register during operating hours.

12. Cash Regi ster Read Wndow Bl ocked from View of Patrons. By
bl ocking the read window it is possible for the cashier to not
ring themto cover | osses or thefts.

Suggested Action: Observe register read windows to determne if
prices can be seen
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13. Unaut hori zed Itens such as Personal Checks, Predated or

Post dat ed, and Enpl oyee QU s, Comm ngled with Cash. The cashi er
can cause | osses by not checking such things as the date of
checks. [1QU s are strictly prohibited as they may never be paid
back and coul d cause cash drawer short ages.

Suggested Action: During surprise cash counts, watch for the
items |isted above. Apprise managenent of any irregularities
not ed.

14. Person Acconplishing the Verification of Sales Receipts is
not | ndependent of Cashier Function, and has Access to Cash.
Wien one person perforns both tasks it is possible for sales
receipts to be altered and noney renoved. Cashiers should never
be allowed to consolidate the day's transactions and prepare
docunentation for accountability.

Suggest ed Action: Managers should ensure that two separate
peopl e performthese tasks.

15. Unannounced Cash Verification: During an unannounced cash
verification the Fund Treasurer acconpanied the Auditors to the
annexes and branches com ng under the control of a centralized
system After counting the noney in one annex the Treasurer
intentionally delayed the auditors before allowi ng then to nove
to the next annex for another cash verification. On arrival at
t he next annex the auditors began to verify cash and found that
they were counting the sane bills counted at the previous annex.
At the first annex the auditors had placed a green check mark on
all large bills. The Treasurer admtted to manipul ating the
change fund which resulted in a shortage of $20, 000.

Suggest ed Action: Frequent cash counts should be perforned. In
consol i dated operations bills should be marked to identify them
in order to avoid counting themtw ce. Personnel counting cash
should be alert to any stall techniques.

16. Excessive Delays in Deposited Cash Receipts. Receipts were
not deposited daily in the bank intact or on the first business
day followi ng a weekend or holiday. The Treasurer had
established a trend of depositing cash receipts in the bank
approxi mately once a week. However, at the end of the accounting
period receipts were in possession of the Treasurer for as |ong
as 73 days. At the close of business for the year, 34 days of
receipts, totaling $8,809.05 were in possession of the Treasurer.
The del ays in deposits are evidence that funds coul d have been
used as a tenporary borrowi ng medium This situation creates
undue security risk for the safeguarding of cash assets.

Suggested Action: Tinely deposits should be verified by periodic
revi ew of deposits slips and daily activity records. Unannounced
cash counts should be perforned at |east quarterly.
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17. Additional details concerning fraud, waste, and abuse are
contained in MO P4066. 17, Marine Corps Exchange Security and
Loss Prevention Mnual .
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CHAPTER 8
COW SSARI ES

Marine Corps conmm ssaries are a nulti-mllion dollar
busi ness. Al though sone procurenent of resale products are
conducted at geographically separate Conplex levels the nmajority
of fraud, waste, and abuse of fenses occur at individual stores.
Preventing | osses and protecting the integrity of conm ssary
operations are critical because of the inportant role played by
conm ssaries in the norale and wel fare of Marine Corps personnel

**| ndi cat or s**

1. Cash Gven for Food Stanp Purchases. Food stanp purchases
nmust be given smaller denom nation food stanps as change. |f cash
is given, custoners could purchase itens other than eligible food
itenms for consunption. Cash can only be given when the amount of
change is |l ess than $1.

Suggested Action: Review cashiers' drawers over a period of
several days to determ ne whether food stanps on hand are
consistently in $20, $10, or $5 denom nations (very few, if any,
are $1 denom nations) * Repeated incidence probably indicates that
cashiers are returning cash instead of stanps as change. Al so,
attenpt during food stanp transactions to discreetly observe
cashiers to determine if dollars instead of food stanps are
returned in change to custoners.

NOTE: |f operating change funds include book stanps in $1
denom nations (needed to make change), and exam nati on
i ndi cates none are used, there is a good basis for
guesti oni ng cashi er practices.

2. Large Variances in Departnent Sal es Percentages, by Cash
Regi ster. Studies have determ ned that a cash register operator
shoul d ring up cash sales of which approximately 75 percent
shoul d be credited to the grocery department, 20 percent to the
nmeat department and 5 percent to the produce departnent. | f

t hese percentages vary greatly between cash registers for any
given day, it could indicate intentional "cross ringing" (i.e.,
ringing a neat itemas a grocery item or under ringing by

regi ster operators.

Suggested Action: Review cash register tapes to identify
potential problens. Unannounced verification of purchases after
custoners have processed through a register or "ghost shopping”
should determne if cashiers are cross ringing to cover |osses in
ot her departnents or under ringing to give friends | ower grocery
prices.
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3. Large Nunbers of Custoners Waiting in One Line when O her
Cashiers Lanes are Open. This could indicate collusion between
the cashier and a custoner who is a friend or relative. The
cashier sinply rings up a | esser anbunt than is stated on the
item or noves itens past the register without ringing themup
This practice is known as "under ringing" or "sweethearting."

Suggest ed Acti on: Have the checker supervisor spend a good deal
of tinme on the floor near the cashiers, noving up and down the
l'ine. St ore managers shoul d consi der naki ng unannounced
verifications of purchases after customers have processed through
the cash registers. Oten anal ysis of departnment sales
percentages could |lead to a cashier who is sweethearting, as
ringing up lower prices would usually distort percentages.

4. The Following are Irregularities Indicative of Fraud, Waste
or Abuse in the Acceptance of Food Coupons

a. Expired coupons were accept ed.

b. Coupons were used for itens not in stock or were accepted
even though the custonmer did not have the itemto which the vendor
coupon appl i ed.

c. Refunding the difference between the coupon and the
selling price to the patron

d. Merchandi se coupons were not considered as cash received
from sal es.

Suggest ed Action: Managenent shoul d educate cashiers on the | oss
of noney that can occur when these actions are commtted. Al so,
managenent shoul d periodically determ ne conpliance with

requi rements through observation of practices.

5. Presence of the Wirds "lInvalid Receipt"” on Custoner's Recei pt

Tape. Cash registers can be used in the training node (e.qg.,
register termnal is not connected to the main conputer), and
subsequent sales would not be included in daily receipts. Sales
revenue can be diverted by using the cash register in this node,
al  owi ng managers and cashiers acting together to steal all noney
collected for a given period. The presence of "lnvalid Receipt"
on the tape indicates the register is to be used for training

pur poses only and should not be processing legitimte custoners.

Suggest ed Action: Custoners should scan their register tape
receipts to ensure key phrases whi ch would indicate irregul ar
practices are not present. If there is cause for suspicion,
custoners should report the situation to managenent.
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6. Commissary Daily Checker Records (NAVMAC 10437) Sel dom

Refl ect Exi stence of Shortages or Overages. This condition may
i ndicate the existence of a "slush fund" maintai ned by cash
control personnel to cover |osses. Wen overages are
experienced, the extra noney is placed in this fund. Checkers
could commt petty thefts knowi ng that the "slush fund® would
cover short ages.

Suggested Action: Review daily NAVMC 10437 to determ ne whet her
overages and shortages are being recorded. |I|f they are not,
guestion personnel about the existence of a "slush fund."

7. Abnormal Gains or Losses of Sales in the Meat or Produce
Departnment. This could indicate that cross ringing is occurring.
It could also indicate that departnent nmanagers are not properly
pricing nerchandi se.

Suggested Action: Review internal controls or managenent
procedures to ensure departnment nmanagers are not transferring
sal es fromone departnment to cover another (cross ringing).

Exam ne pricing procedures in neat and produce departnents.

Revi ew Processed Item Tests for neat departnent and ensure that
produce departmnment manager i s pricing produce in accordance with
MCO P4065. 1.

8. Failure of Veterinarian To Check Produce or Meat. Conmm ssary
personnel may take steps to preclude veterinarians from checking
incomng itens, or veterinarian personnel thenselves may not
perform necessary inspections. Failure to discover spoilage or
danmaged materials upon receipt could result in higher prices to
cover costs associated with spoiled or damaged goods.

Suggest ed Action: Review pertinent docunents to ensure
veterinarians are checking and rejecting substandard neat and
pr oduce.

9. H gher Fat Count in Gound Beef than Labeled Content: By
putting nore fat in the hanburger and selling it for the same
price as |eaner ground beef, neat can be diverted or the

i nventory padded.

Suggested Action: Ensure that veterinarian personnel conduct
periodic and randomtests of ground beef to determ ne fat
content.

10. Vendor G ven Access to Delivery Recei pt Docunentation After
an | n- Checker Has Receipted for Merchandi se. Vendor coul d change
the docunentation to inflate delivery anobunts. The conm ssary
could pay for additional itens when in fact they were not

received. |f receiving personnel do not properly safeguard
tickets after they have been signed, vendors could, for exanple,
make a "7" froma "1," or an "8" froma "3." Also, zeroes could
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be added to denote a higher quantity. Since the ticket has
al ready been signed, the Governnent will pay for nore itens than
actual ly received.

Suggest ed Action: Conm ssary manager shoul d brief in-checkers on
the i nportance of safeguarding delivery docunentation after the
items have been received. |n-checkers should be trained on

i ndi cat or s/ weaknesses to | ook for

11. Discovery of Enpty Boxes Anong Delivered Itens. Vendors can
deliver products with itenms mssing fromthe m ddl e section.

Al so, enpty boxes can be delivered as full boxes. Sone
mer chandi se, such as snack itens, cone in sealed boxes with
several bags to a box. |If these boxes are not opened and the

items counted, the shortage cannot be detected if the vendor
stocks the itens on the shelves. Vendors nay also cut out a
panel in seal ed boxes, renove itens, and in-check reseal ed boxes.
The itens renoved can then be sold to |local stores by the vendor.

Suggest ed Action: Schedul e sufficient personnel during peak
receiving periods to ensure that receivers are able to foll ow
correct receiving practices. Supervisors should be spot checking
and making quality control checks of the receiving process.

12. Receiving Docunents are Signed and a Copy Provi ded Vendor
Bef ore Merchandi se Enters Stores. It is essential to wait unti
all nmerchandise is counted and enters the store before receiving
personnel sign docunentation to acknow edge recei pt. By
operating in this manner, vendors will be less inclined to short
t he shi pnent.

Suggested Action: Ensure that the conm ssary manager briefs the
i n-checkers on their duties and responsibilities. Spot check sone
deliveries to determ ne conpliance.

13. Vendors Provide Snacks for Comm ssary Personnel. By
providing free snacks, vendors may try to ingratiate thensel ves
with comm ssary personnel. They then may try to take advantage

of this situation by seeking a nore advantageous | ocation for
their nerchandi se, reduced exam nati on of the nerchandi se by
recei ving personnel, etc.

Suggest ed Action: Vendors should never be allowed to provide any
free itens to enpl oyees.

14. Vendors Not Provided Nane Tags Wi ch are Logged by Nunber
and Controlled by the Store Manager. |f the vendors are allowed
free access to the stockroomor warehouse areas, pilferage of
itens stocked or short deliveries could occur.
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Suggested Action: Store nmanager shoul d ensure vendors are
provi ded nane tags, and that they log in and out. Vendors shoul d
be escorted whenever in a stock area.

15. I n-checkers not Identified in Witing or Rotated
Periodically. |If not rotated and assigned in witing, in-
checki ng personnel can commt fraud. Enployees who becone
friendly with vendors could conspire with themto short

del i veries.

Suggest ed Action: Managenent shoul d ensure personnel are
assigned in witing, properly trained, and periodically rotated.
Managenent shoul d periodically exam ne merchandi se after receipt
to verify that itens reflected on the invoice have actually been
received.

16. Recei vi ng Docunents not Sent to Control Section on a Daily
Basis. |If docunmentation is allowed to collect at the receiving
points, the vendor or a conm ssary enployee nmay have access to it
and could change it to reflect other than the true delivery
amount. It is also inportant to neet suspense dates for paynment
to preclude | ost pronpt paynent discounts and to expedite
publ i shing price changes.

Suggested Action: Brief the comm ssary nmanagers so they can
ensure that receiving docunents are sent to the Control Section
daily.

17. Meat not Wi ghed upon Receipt. Vendor can short the
shipnent. Some in-checkers will sinmply "eyebal|" the shipnent
and sign for it without verification of exact weight.

Suggested Action: Covertly observe several neat deliveries to
ensure product is weighed upon receipt.

18. Contracting Docunents do not Provide for the Credit or
Return of Unsold Products (Such as Bakery Itens) to Vendor. |If
the contract does not specify credits or returns of old itens,
the Marine Corps nust pay for what it does not sell, except for
speci al orders.

Suggest ed Action: Conduct a contract reviewto determne if a
clause is present to allow receipt of credit for old merchandi se.
If it is not, ascertain whether there is an anendnment, and if
not, why not. |If the clause is present, but credits are still

i ssued, contractor may be in violation of the contract.

19. Vendors Renove Goods from Comm ssary that Exceed Their "Use
by" Date, but Fail to Credit the Conm ssary for these (oods.

Al nost all vendors that supply itens to the conm ssary are
obligated to pick up and credit the comm ssary for goods that
exceed "use by" date.




Suggested Action: Conm ssary personnel nust carefully nonitor
the renoval of goods fromthe comm ssary and ensure that credit
tickets are being prepared. Periodic spot checks of particul ar
vendors can establish exactly what nerchandi se was renoved by the
vendor and whet her the conm ssary received proper credit.

20. Processed Item Tests Refl ect Excessive Amunts of Bones,
Fat, or Suet. A rough rule of thunb is that waste in converting
a carcass into package-size neat shoul d equal about 30 percent of
the invoice weight. Since the Processed Itemtest is used to
establish and adjust sale prices for cuts of neat, an excessive
amount of waste (bones and fat) woul d cause prices of nost itens
to be higher. By understanding yield, neat could be diverted or
the inventory padded.

Suggested Action: Managenent should witness a cutting test to
establish prices which will enable the neat departnent to recoup
i nvoice costs and remain within allowable |loss/gain limts.

21. Processed Item Test does not Contain a Price for Bones, Fat,

and Suet. Contracts awarded by the Defense Property D sposal
System can return revenues to the comm ssary for bones and fats.
These revenues reduce costs to the consunmers for neat products
and are good practices.

Suggested Action: Contact a representative of the Defense
Property Disposal to establish a contract for pick-up of bones
and fats. If such a contract exists, revenues should be
reflected on the Processed Item Test.

22. Meat Departnent or Produce Departnent Managers Cbtain Al
Sal es Figures Before Conpleting an Inventory. A neat departnment
or produce departnent manager who knows all sales figures can
determ ne what inventory figures need to be in order to keep
gains or losses within allowable limts. |If the neat or produce
depart ment managers do not conduct an inventory but only enter
inventory figures to stay within all owabl e gain/loss percentages
the information recorded on the NAVMC 10435 QOperating Statenent
wi Il not be useful.

Suggested Action: Do not provide neat or produce depart nent
managers with information on sales credited to their respective
depart nments. The practice may tend to result in manipul ation of
inventory statistics.

23. Produce Itens, Sold by Wight, Appear nore Wet or Mbist than

Usual. If itens are sold by weight, instead of itens, they could
be watered down prior to or during display. This obviously

i ncreases the weight. Dishonest managers may attenpt to use this
met hod to nake up for previously discovered shortages in the
produce department, or to cover theft of produce.
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Suggested Action: Periodically spot-check produce display to
ensure unnecessary watering or artificial weight-bunping is not
occurring.

24. Sal es Receipts not Deposited Daily. This condition may
indicate that deposits are being mani pul ated for personal gain
with current day's receipts and to cover fund shortages.

Suggest ed Action: Managers nust ensure that deposits are nade at
the end of the day, verify the deposit with the daily record of
sal es and cash register reports and periodically reviewthe
personal checks in the deposit.
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CHAPTER 9
FOOD SERVI CES

The Marine Corps subsistence budget is approaching the $100
mllion | evel per annum This includes "A" rations, "B" rations,
and Packaged Operational Rations (POR s). Commencing FY82, a new
POR was introduced (Meal, Ready to Eat (MRE)) which takes the
pl ace of the famliar Meal, Conbat, Individual (M), and which is
nore than twice the cost of the M. This occurrence, when
coupled with the significant food service nanagenent di screpancies
cited in various audit agency reports, nmake it inperative that
proper managenent of the Marine Corps Food Service Program be
exercised at all levels of responsibility. These audit
di screpanci es have resulted in a sizable reduction to the DOD
subsi stence budget, a portion of which nust be borne by the Marine
Cor ps.

**| ndi cat or s**

1. Lax Control and Accountability of Meal Cards (DD Form 714).
Meal cards represent an annual cash val ue of approxi mately $1350
when used by personnel in receipt of coomuted rations. The
possession of a neal card by personnel in a TAD or PCS status
coul d represent an even greater cash value as these individuals
would normally be entitled to per diemand, therefore, nust pay
hi gher rates for Governnment neals.

Suggested Action: Pronptly serialize all neal cards upon receipt
and keep unused stocks secured. |Issue neal cards only to
personnel authorized Subsistence in Kind (SIK) and wit hdraw t he
cards upon change of subsistence entitlenment status. Stolen
cards should be pronptly reported to the dining facility. It is
intended that the status of all meal cards be maintained current
in a central register

2. |nproper Adm nistration of Meal Signature Records
(Form NAVMC 10789). Meal signature records can be altered to
reflect the feeding of nore neals than actually occurred.

Suggested Action: Meal signatures nust be closely supervised by
responsi bl e persons at the point of entry to the dining facility.
Signature records nust contain valid and | egi bl e nanes and neal
card nunbers. Persons having neal cards nust be identified by
their mlitary identification card and neal card when using the
dining facility.

3. Inconplete Adm nistration of Cooks' Wrksheets

(Form NAVMC 36). Cooks' W rksheets do not reflect an accurate
audit trail of food itens served. |In nmany instances there are
greater quantities of food served than neal attendance records
refl ect.
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Suggested Action: Cooks' Wrksheets are to accurately reflect
each itemto be served, quantity of food actually prepared,
di sposition of |eftovers, and proper portion control.

4. | nproper Controls over Field Feeding Exercises. Personnel
participating in field feeding exercises are not always properly
charged for neals consuned in the field. Proper cash handling
procedures are not always observed to preclude the | oss of
CGCovernnent funds. | n sone instances, erroneous nman-day fed
credits are recorded on Meal Signature Records for personnel that
did not attend the neal (s).

Suggested Action: Mlitary pay records of all officers and
enlisted personnel are to be checked for the field daily food

al | onance when participating in a field exercise of nore than 10
days. For |esser periods, officers and enlisted personnel on
COMRATS nust pay cash prior to the consunption of Governnent
neal s. Appropriate controls are to be established to ensure that
the dining facility operation receives accurate man-day fed
credits for all credits for all neals served.

5. Unaut hori zed Personnel |ssued M dnight Meals and Bag Lunches.
M dni ght meal s and bag | unches are being provided as a

conveni ence to personnel who mss a regular neal at their own
choosing. In some instances, personnel receiving the m dnight
meal or bag |unch have already attended the dining facility, and
the extra meal represents an unauthorized fourth neal and/or
exceeds the authorized daily food all owance.

Suggested Action: Establish controls to ensure that only

aut hori zed personnel receive the mdnight neal or bag |unch.
Personnel rmnust be encouraged to attend the regul ar schedul ed
nmeal s, as extra resources are expended and abuse may occur when
addi tional neals are provided. Oher carry-out (wal k-away) type
operations are not authorized.

6. Dining Facility Patrons are being Provided an Unauthori zed
Serving of Second Portions of Food. Erroneous man-day fed
credits can be reported by individuals signing a Meal Signature
Record each tinme a second serving of food is provided. This
practice woul d accommpdat e the serving of significantly nore food
than required for the personnel actually attending the neal (s).

Suggest ed Action: Second servings are only appropriate when sone
personnel did not take their full portion or sone personne
selected |l ess expensive itens. Unlimted seconds and the practice
of counting individuals nore than once during the sane neal period
is not authorized, as the Basic Daily Food Al |l owance (BDFA) does
not include such a nonetary all owance.
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7. Picnic Meals are Provided in Excess of Actual Requirenents.
Subsi stence in excess of authorized portions is issued to
personnel for Picnic Rations. This practice results in an

unaut hori zed and excessive food cost for the picnic neal and
offers the potential for unlimted portions and/or noncollection
of meal charges fromunidentified attendees.

Suggested Action: Picnic neals are to be issued by portion and
only for the nunber of individuals identified as attendees. The
quantity of food provided each individual shall not exceed
portions prescribed in MCO P1d 10 16.

8. Food Service Personnel Are Not Al ways Paving For Meal s
Consuned. Personnel working in the dining facility are not

aut hori zed to consunme neals unless their nanes are recorded on
the Meal Signature Record (NAVMC 10789) or the Paid Supernunerary
Ration Regi ster (NAVMC 10298).

Suggest ed Action: Appropriate control procedures will be
established at each dining facility which will prevent personnel
fromeating small portions of food w thout charge.

9. Inadequate Controls are Exercised over Subsistence
Inventories. Significant differences exist between the actual
physical inventory and the quantitative inventory recorded on the
Stock Record and Inventory Control Card (NAVMC 708). Deliveries
are not verified by count and weight at the time of receipt.

Subsi stence issues are effected and not recorded on the
Subsi st ence | ssue Recei pt (NAVMC 10568).

Suggested Action: It is intended that all subsistence itens
recei ved, issued, consuned, and di scarded be accurately
docunented in the dining facility. Inventory controls will be

established to ensure that the physical inventory agrees with the
gquantity recorded on the NAVMC 708 cards.

10. More Food Service Attendants are Assigned than are

Aut hori zed. Food Services Attendants are assigned in greater
nunbers than one attendant per 25 average man-days fed

aut hori zes. Excessive attendants increase the overhead expenses
associated with the provision of dining facility neals.

Suggested Action: Food services attendants will only be assigned
on the basis of one attendant per 25 average man-days fed. The
only exception to this is authorized when a | ocal nanpower
analysis is conducted, and retained on file, to justify the

i ncrease. The bussing of tables by such personnel is not

aut hori zed.

11. Subsistence Itens are being Provided w thout Rei nbursenent
to Flight Crews/Passengers Aboard Governnent Aircraft. Flight
crews and passengers are provided subsistence itens for
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consunption during flight operations. Reinbursements are not
being effected for such itens by personnel in a BAS status and the
cost is borne by the enlisted dining facility/food service

syst em

Suggest ed Action: Subsistence itens nust be sold at cost to
aut hori zed personnel and accounted for on a separate Paid
Supernary Ration Register (NAVMC 10298). This anount is then
reported along with the flight neal costs on the Activity's

Subsi st ence QOperati onal
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CHAPTER 10
"FEDERAL ENVPLOYEES COVPENSATI ON ACT" - WORKERS COVPENSATI ON

Marine Corps civilian enployees injured while performng
their official duties are eligible to obtain conpensation under
provisions of the Federal Enployees' Conpensation Act (FECA)
Al though the FECA is adm ni stered by the Departnent of Labor's
O fice of Wrkers' Conpensation Prograns (DOL/ ONCP), paynents are
charged back to the individual enploying agencies; e.g., the
Mari ne Corps, for reinbursenment. For FY90, FECA paynents budgeted
by the Marine Corps will exceed $17 mllion. Recent audits and
i nvestigati ons concerning FECA cl ai ns have di scl osed a significant
nunber of fraudulent clains and w despread abuse of the program
A copy of all information relating to each conpensati on case nust
be kept on file in the civilian personnel office. Referral of
suspected fraud or crimnal activity will be in accordance with
MCO P5580. 2, Marine Corps Law Enforcenent Mnual

**| ndi cat or s**

1. Nunerous Enployees Uilize Same Physician to Establish Job
Related Injury. Collusive agreenents may be in evidence when
numer ous cl ai mants have used the sanme physician to establish job
related injury clainms. This could also indicate enpl oyees may
have conspired to commt fraud.

Suggested Action: Review clains files to determne if the sane
physici an appears to be certifying job-related injury clains for
enpl oyees. Suspi cions of conspiracy and fal se nedica
certification should be referred inmmediately. Attenpts should be
made to educate physicians on their responsibilities under the
Act, and to nmake them aware of alternatives to full conpensation
where appropriate; e.g., return to work at |ight duty.

2. Medical Insurance Carrier Encourages Enployee to Inproperly
Caimlnjuries Wre Job Related. Sone representatives of nedical
insurance carriers nmay attenpt to have enpl oyees, covered by
their insurance, reflect that their injuries were job-rel ated,
when in fact the were not. 1In this way, the Governnent wll pay
for the injury.

Suggested Action: Reviewclains files to determne if a specific
medi cal insurance carrier insures a significant nunber of the
enpl oyees who are claimng job-related injuries.

3. Conceal ed Enpl oynent Whil e Receiving Conpensation. Cainmants
who are only partially disabled are permtted to obtain outside
enpl oynent while receiving Wrkers' Conpensation benefits.
However, all income from such enpl oynent nmust be reported to
ONCP. This is done via a DOL form 1032 which is periodically
sent to each claimant for this purpose. The claimnt's paynents
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are then adjusted on the basis of this income. However,
cl ai mants occasionally conceal this incone and continue to
recei ve conpensation to which they are not yet entitled.

Suggested Action: Review clains files for evidence of enpl oynent
on the part of the claimant. Suspicions regardi ng undi scl osed
earni ngs should be imedi ately reported. Every effort should be
made to restore to enploynent injured workers who cannot occupy
their fornmer positions; to maintain continuing contact with
injured workers; and to ensure that supervisors respect any
constraints on work performance.

4. C aimContains Evidence of Falsification or Alteration of
Fornms. A claimant nmay provide false informati on on docunents
initiating a claimor alter information provided by supervisors or
wi tnesses on initial or succeeding docunents. Al so, the clai mant
may nmake a fal se statenent on the DOL Form 1032, referred to
previously, by intentionally omtting i ncone (from outside

enpl oynent) earned while receiving conpensati on paynents.

Further, claimants may have access to physician's reports (which
are subsequently sent to ONCP) and thus be able to alter nedical
information pertaining to the severity of the injury, the manner
in which it occurred and/or what effect it will have on claimant's
ability to performthe Marine Corps job. These forns may al so be
acquired independently and forwarded to ONCP with the false

i nformati on and forged signature of the physician.

Suggested Action: It is recognized that review of nost of the
above docunents may not be possible since all, except the form
initiating the claim pass directly between the claimant (or the
attendi ng physician) and OMCP. However, avail abl e docunentation
shoul d be reviewed for indications of falsifications. Such

m srepresentation constitutes a violation of Federal statutes.
Any evi dence or information regarding a claimshould be submtted
to ONCP for review

5. Caimlnvolves Third Party Liability. The FECA states that,
when circunstances of the injury create a legal liability upon
Third Party (i.e., an entity other than an enpl oyee or agency of
the Government), the DOL or the claimant can initiate | ega
action against the Third Party. Resulting settlenents would
defray conpensation benefits paid by the Governnent to the
injured enployee. Further, the Act states that if a claimnt,
upon being so requested by the DOL, refuses to either personally
sue the Third Party or to assign the right of prosecution to the
Governnent, the individual is not entitled to conpensation
Benefits. Caimants may intentionally conceal the invol venent of
a Third Party and/or purposely fail to notify OMP of settlenents
recei ved fromsuch individuals. This oversight could constitute
a false claimstatenent. |In addition, the OACP regional office
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may fail to initiate recovery action due to an admnistrative
oversight or lack of initiative. Both of the above problens can
result in a loss to the Governnent.

Suggested Action: Reviewclains files in an effort to identify
those involving Third Parties. Ascertain fromthe appropriate
OANCP regional office if recovery action has been initiated. |If
information i s devel oped which indicates a fal se clainistatenent,
notify appropriate agencies.

6. Supervi sor Recommends O ai m be Denied. The CA-| (Report of
Injury) indicates that the claimant's supervisor has the right to
"controvert" (refute) Continuation of Pay (COP). However, this
may be done only if at |east one of nine conditions, |isted on the
CA-1, exist. Further, the supervisor may only oppose COP. The
ONCP nmakes the final determ nation concerning eligibility.
Nevert hel ess, such a recommendation may be indicative of a

fal se/ unaut hori zed claim

Suggested Action: Interview supervisor to ascertain why the
recomendati on was deni ed. Although the supervisor's rationale
for controverting the claimnmay not have net statutory
requirenments for termnation, there may have been ot her rel evant
factors which have a bearing on the legitimacy of the claim Once
the supervisor is interviewed, other |ogical steps may surface.

7. Injury does not Appear to be Job-Rel ated. Enployees are
eligible for the benefits provided by the FECA only if their
injuries occurred as a result of their enploynent with the

Federal Governnent. Enpl oyees nust establish that the injury was
casually related to their job, or that a pre-existing
injury/illness was accel erated or aggravated as a direct result of
t he enpl oynent.

Suggested Action: Caimant's description of how the injury
occurred (Item 13, CA-1), as well as the statenments of w tnesses,
must be scrutinized. If no witnesses were listed on the CA-1,
efforts should be nade to identify and interview individuals who
m ght have been in a position to wtness the injury or cause
gquestions to be raised concerning plausibility of the claimant's
st at enent .

8. Claimant has H story of Leave Abuse or at Tine of Injury
Leave Bal ance was Very Low. In cases involving traumatic
injuries, claimants are authorized continuation of their regular
pay (COP), for up to 45 cal endar days, w thout | oss of |eave or
break in pay. These paynents, which precede initiation of
conpensation benefits, can act as an incentive for enployees to
remain away fromtheir Governnent jobs. They may attenpt to
substitute COP for |eave. Either of the above-nentioned factors
may be an indication that the injury was feigned or its severity
exagger at ed.
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Suggested Action: Review claimant | eave records to identify
those with previous |eave problens. |Interview supervisors, co-
workers, witnesses to the injury or the treating physician(s) in
an effort to devel op informati on which may be indicative of
feigned injury.

9. Tenporary Enployee dains Injury at or Near End of Enpl oynent

Peri od. Such enpl oyees are entitled to conpensation, as well as
COP, which may extend beyond the date their enploynent was to
have been terminated. A claimfor an injury at or near the end
of the tenporary enpl oynent period mght indicate that the
claimant feigned the injury in order to continue drawi ng an

i ncone.

Suggested Action: Reviewclains files to identify clainmnts who
were part-time enployees injured near the end of the term of

enpl oynment. Interview supervisors, co-workers, witnesses to the
injury or the treating physician(s) in an effort to devel op

i nformati on which may be indicative of a feigned injury.

10. Injury Reported in the First Pay Period of Enploynent. An
injury reported in the first pay period of enploynent nmay
indicate the possibility the claimant had a preexisting injury
which the individual failed to report.

Suggested Action: Exam ne enploynent date of all new clains for
job-related injury. Discuss with enployee the possibility of
forgetting to report a previous injury. Interview co-wrkers to
determne if condition existed at onset of work.

11. "I njured" Enpl oyees Engaged in Physically Denmandi ng Qutside
Activities. Cains presented wi thout w tnesses and cl ai ns
presented by enpl oyees who are known to engage in outside
activities (sports, reserve mlitary, or other enploynment) may
indicate the clained injury was non-job-rel at ed.

Suggested Action: Interview co-workers and/or individuals who
are known to participate with the claimant in their outside
activity to determne their knowl edge of the claimant's injury.

12. Recovery Tine Appears Excessive Based on Nature of Injury.
Fraud or abuse m ght be present if the type of injury clainmed
does not justify the Iength of tinme a clainmant has been receiving
conpensati on

Suggested Action: Review claimrecords to determne if the

al l eged injury appears or does not appear to be of the type which
woul d require a lengthy recovery period; e.g., sprained ankle or
brui se. Consider the age and physical condition of the claimant
in maki ng your determ nation.
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13. Enployee Cains Disability for Easily Feigned Injury.

Enpl oyees m ght be fraudulently claimng injuries when the

al l eged injury involves soft tissue damage (e.g., back or nuscle
strain). These types of injuries could be feigned or have
occurred of f-duty.

Suggested Action: The claimreviewer should concentrate on
obtaining reliable nedical information and a statenent fromthe
attendi ng physician, if possible. |In addition, interview of co-
wor kers or personnel involved in the same off duty activities as
cl ai mant are desirable.

14. dai mant Changes Physicians Wthout Apparent Justification
An unjustified change of physicians may indicate the clainmant
received a "fit for work" diagnosis fromthe attendi ng physician
and changed physicians to stay on conpensati on.

Suggested Action: The claimreceiver should attenpt to obtain a
statement fromthe previous attending physician if no apparent
reason exists for the change. The Marine Corps also has the
right to conduct physical or psychiatric exam nations and ot her
speci alized tests of enpl oyees who claimto be disabled by
occupational illness or injury. Refer to guidance in FPM
chapters 339 and 831, and 5 C.P.R 831.1203. Efforts should be
made to obtain specialists' evaluation of conditions that are
difficult to verify; e.g., "lower back problens."”

15. Enployee Cains Injury on Monday or Imediately Follow ng a
Hol i day. Enpl oyee could fraudulently claima job-related injury
on Monday or imediately followi ng a holiday or vacation, when the
injury actually occurred during the off-duty period.

Suggested Action: Review clains for injuries occurring on a
Monday, after a holiday, or imediately following a clainmant's

| eave period. Interview the claimant's supervisor, witnesses to
the injury incident and/or co-workers. The claimant m ght have

i nfl uenced others to support the claimwhen they did not actually
wi tness the injury incident.

16. Enpl oyee has Submtted Miultiple Cains for Different

Injuries and Returns to Wirk Inmediately Prior/Follow ng the 45th
Day of Absence from Wrk. Fraud could exist if a clainmant has
submtted nultiple clains for different injuries for which the
person received only COP and that COP al ways anounted to 40-45
days. Frequent use of COP followed by a return to work just prior
to or imedi ately followng the 45th day is, by itself, one of the
nost reliable indicators of fraud. Concurrent with this, a
correlation of dates when COP was taken may indicate the clai mant
has a seasonal enploynment or is vacationing during the sane
peri od each year. Lastly, this indicator mght point to a
recurrence rather than new injuries, which may affect the
claimant's eligibility for COP.
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Suggested Action: Review historical clainms records for the
claimant to determne if the indicators discussed above are
present. Interview supervisor, co-wrkers and witnesses to the
injury, to obtain additional information on circunstances
surroundi ng the injury and nmake a determ nati on whether the claim
was for a newinjury or a recurrence due to an old injury.

17. daimant is Continued in Disabled Status Due to Non-Job-
Related Injury Incurred Subsequent to Oiginal Job-rel ated
Injury. Although a claimant may have initially been granted
conpensation benefits due to a legitimate, job-related injury,

i nstances have been di scovered in which claimants have been
conti nued on conpensation on the basis of a subsequent, non-job-
related injury for which no claimdocunentation is prepared.
Medical bills for the new, unauthorized injury are included with
those for the original injury and are paid due to |ack of
scrutiny by OACP.

Suggested Action: |If such information is received, attenpt to
interview the attendi ng physician and determne if the clai mant
is being treated for a subsequent injury. If the claimnt

returned to work between injuries, supervisors and co-worker may
be know edgeabl e of the second injury and its circunstances. The
servicing ONCP regional office should be apprised of the

al | egati ons.

18. dainmant was Receiving ldentical Medical Treatnent Prior to
the dained Injury. The FECA provides for coverage of
disabilities resulting froman aggravati on of a pre-existing
condition. The only stipulation is that the aggravation nust be
directly attributable to conditions of the enploynent. |If a
claimant is suspected of having received the sane nedica

treatnent before the job-related injury, this claimcould indicate
that the injury (aggravation) was not job-related or was feigned.

Suggested Action: Contact the claimant's physician and ascertain
if claimant was receiving nedical treatnment prior to the date of
the job-related injury. |If so, attenpt to determne details.

| nqui ries concerning the question of claimnt receiving prior

nmedi cal treatnment could also be nmade with claimant's

supervi sor(s) and co-workers.

19. The Sane Individual (s) Acts as a Wtness for Numerous
Injuries Cainmed by an Enpl oyee; Cainmant, Shortly Before Oan
Injury, Acts as a Wtness for Another Enployee. Both of these
situations could be indicators of claimnt/w tness collusion or
conspi racy.

Suggested Action: Reviewclaimfiles to identify enpl oyees who
appear as wi tnesses for each other. Also, for enployees who have
submtted nunerous clains in the past, attenpt to determne if
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the sanme individual (s) act as witnesses. |If patterns are
di scl osed, review CA-1's for details of the injuries and how they
occurred.

20. Traumatic Injury not Wtnessed Despite High Probability it
Shoul d Have Been. There is, of course, no provision that a
witness be identified in order for a claimto be honored.
Further, there is no requirenent that w tnesses actually observe
the injury occur; their know edge may be limted to hearing the
acci dent or observing the results. However, the circunstances of
sone clainms make the lack of a witness extrenely suspect.

Suggested Action: ldentify and interview co-workers or others
who coul d be considered potential wtnesses. |If they did not
witness the injury, attenpt to determne if there was anything
unusual about the clainmant's behavior prior to or after the tine
cl ai mant was all egedly injured.

21. Enployees Wthin the Same Wirk Area Who Are Sinultaneously
Recei vi ng Conpensation. These clains should be exam ned to
identify possible doctor/clainmant collusion as well as coll usion
anong cl ai mants.

Suggested Action: Reviewclains files to identify claimants who
are assigned to the same work area. Determine if the sane
physician is treating several/all of the individuals. Review

cl ai m docunentati on for indications of collusion. Contact
claimant's supervisor(s) and discuss details of the injuries.
Contact the Marine Corps Safety Ofice (CMC (MPH)) for review of
safety practices at the worksite.
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CHAPTER 11

MORALE. WELFARE. AND RECREATI ON

Marine Corps Morale, Wlfare, and Recreation (MAR) activities
generate mllions of dollars annually in nonappropriated fund
(NAF) revenues. Preventing losses in these activities is
particularly inportant because these funds are derived from
activity participation fees and charges paid by nmenbers of the
Marine Corps community. Many of the indicators apply equally to
all three categories of nonappropriated fund instrunentalities
(NAF' s) .

** MAR Operations and Managenent **

1. Excess MAR Equipnent is Allowed to Accunul ate Wthout Proper
Controls. Unusually | arge amounts of excess appropriated and NAF
equi pnment create control problens which offer a potential for
theft and fraud. While this is a potential problem Marine Corps-
wide, it is a particular problemin Defense Property D sposa
Ofice acquired property which is controlled by property record
accountability.

Suggested Action: Periodically spot-check equi pnent records and
conpare them against the itens on hand to ensure that al
issue/itemturn-in transactions are properly recorded. Ensure
that all MAR equi prment is properly marked and appears on

i nventory records.

2. Failure to Place Distinctive Markings on MAR Equi pnent. |If
sports equi prent checked out to users and tools used in hobby
shops are not permanently nmarked and signed in and out, patrons
could take the item and/or substitute a cheaper item

suggested Action: Tools and equi pnment used or checked out by
patrons should be marked, and a systemused to sign the itens in
and out. Alert enployees to be on the | ookout for swtched
itens.

3. Lack of Proper Procedures During Inventories. Lack of proper
supervi si on over individuals conducting resale inventories may
produce inproper unit pricing, inflated inventories, and a | ower
t han actual cost of goods, which could | ead to m sappropriation
of food and beverages.

Suggested Action: Ensure all itens are counted and recorded,

unit prices checked agai nst invoices, and any changes/corrections
initialed by the person naking the change and approved by the
supervisor. Uilize experienced personnel for inventories when
possi bl e.
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4. Lack of Control over Keys. 1In activities where there are no
controls over door keys, it is possible for disgruntled or forner
enpl oyees to gain unauthorized access to MAR funds or equi pnent.

Suggested Action: Ensure that keys are provided to only those
personnel with an actual need. Storeroom and equi pnent storage
keys should remain within the facility. Keys should al so be
marked with information indicating | ocal reproduction is not

aut hori zed w thout perm ssion of the Governnment. Keys should be
recei pted for by enployees and turned in upon termnation of

enpl oynment or extended absence.

5. Vendi ng/ Anusenent Machi ne Col | ecti on Boxes Have No Separate
Locki ng Device. There have been instances when the cash

coll ection box has been | ocated inside the vendi ng/ anusenent
machi ne without a | ocking device. The key to the nmachine is
usually in the possession of the vendor, who can enter the
activity at will and nmake unaut hori zed renoval s of cash causing
significant |osses of funds.

Suggested Action: Cash collection boxes should have a separate
| ocking device. The key to this container nust remain in the
possession of the activity manager or designated representative
at all tinmes. Wen the vendor desires to renove funds fromthe
machi nes, the manager or a representative acconpani es vendor.

6. Vendi ng Machines Fail to Di spense Product or Return Mney.
Vendi ng Machi nes can be mani pul ated/set to fail to dispense
product (coffee, candy, etc.) and not return the noney when the
coin return is pushed. A slug or foreign coin can be placed on
the magnetic plate which will render the nmachine inoperative. As
aresult, all future coins will be blocked within the machi ne and
will not be returned. The nachine operator, when refilling the
machi ne, can then pocket the coins bl ocked by the slug.

Suggested Action: Supervisors, managers, and custodi ans shoul d

be alert to custoner conplaints indicating vendi ng machi nes have
failed to dispense product or return noney. Numerous conpl aints
may i ndi cate mani pul ation.

7. Over - orderi ng/ Over st ocki ng of Merchandi se. Enpl oyees may be
in collusion with vendors to over order and overstock certain
items in return for gift, gratuities, or kickbacks.

Suggested Action: The consunption rate per week of the suspected
items shoul d be conpared against the quantity in the warehouse or
stockroomto determine if an inordinate quantity of the
guestioned itens are being ordered and/or naintained.

8. H ring of Extra Enpl oyees For Special Parties or Functions.
O'ten personnel, who do not appear on lists of authorized NAF
enpl oyees, will be hired as extra help for special functions.
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Their tinme is often placed on the payroll card of a legitimte
enpl oyee who returns the excess pay to the manager for the extra
enpl oyee. Dishonest managers could use this systemto divert
noney for their own use by "hiring" nonexistent extra enpl oyees.

Suggest ed Action: Managers should ensure that only authorized
enpl oyees, wth fully docunented personnel folders, are hired to
work at MAR facilities, in accordance wi th SECNAVI NST 5300. 22.

9. Fictitious Enpl oyee/ Payee. During a 12-nonth period an
amount of $2, 311 was paid to a fictitious enployee. The
fictitious enployee, a janitor, was added to the regul ar payroll.
Ti me sheets and individual earnings records were falsified by the
treasurer and bookkeeper, with applicable payroll taxes wthheld.
The payroll checks for the janitor were endorsed by the
bookkeeper and cashed by the activity. The schene was detected
when the Assistant Manager was observed performng janitorial
duties. Wien queried about the civilian janitor, his response
was that there was no civilian janitor.

Suggested Action: The practice of cashing enpl oyee checks mnust
be strictly prohibited. This should be nonitored by periodic

i nspection of the fund's cancel ed checks. At |east once a year a
person not associated with payroll disbursenents shoul d
distribute the payroll checks, requiring identification of each
enpl oyee before distribution of checks. Periodic enployee
interviews should be conduct ed.

10. Sale O Unauthorized Merchandi se at MAR Resale CQutlets.

Enpl oyees or managers of MAR activities having resal e nerchandi se
(e.g., base marinas, roller rinks, bowing alleys, etc.) can stock
itenms for sale which are not a part of the official inventory. 1In
this way, they can collect noney for personal profit.

Suggest ed Action: Supervisory personnel should conduct periodic
inventory checks to ensure that only authorized nmerchandise is
of fered for sale.

11. Concessionaires Are Qperating in MAR Facilities And Have Not
Been Pl aced Under Contract or Approved by the Nonappropriated
Fund Advi sory Council or the Commanding O ficer. Mnagenent
personnel could allow certain concessionaires to operate wthin
the facility in return for a share of the profits.

Suggested Action: Checks should be nmade to ensure that a
legitimate contract has been negotiated with every vendor
operating a concession in an MAR activity.

12. Purchases fromPetty Cash Funds For Wich There Are | nproper
or No Receipts. Petty cash funds can be renoved by di shonest
personnel who are allowed to utilize handwitten notes in place
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of bona fide cash register receipts or sales slips to account for
expendi tures, or who claimreceipts were |ost or msplaced.

Suggested Action: Periodically review petty cash vouchers to
ensure proper procedures are being followed and that purchases
are not being nmade wi thout proper receipts.

13. Accounts Receivable not Pronptly Coll ected. Wen accounts
receivable are not pronptly collected, considerable funds can be
tied up in "no interest"” loans to nmenbers. C ub nenbers for
exanpl e, can be di scharged, depart PCS, etc., resulting in

consi derabl e effort and expense in collecting delingquent debts.

Suggest ed Action: Aggressive collections, to include |ega
action should be taken by the MAR activity when applicable.
Timely accounts receivable collections will reduce costs and
provi de additional cash patron prograns.

14. NAF Enpl oyee Allowed to Sign-in Early and Sign-out Late.
NAF enpl oyees can gain increased pay by signing in early and out
late. This can greatly increase payroll expenses. Access to
time clocks and tinme cards should be controll ed.

Suggest ed Action: Schedul ed work hours shoul d be posted in
advance of work week. Shift and work schedul es shoul d be
annotated on the tine and attendance cards. Ti nekeepers should
review tinmes and check tinme cards for early/late clock

di screpanci es agai nst establi shed schedul es.

15. Col l ection of Inprest Funds. Wen two or nore inprest funds
are mai ntained by the same individual or by two separate

i ndi vidual s occupying the sane office, there is a possibility

that funds could be "l oaned" fromone fund to another to cover
short ages.

Suggest ed Action: Managers should ensure funds are not
coll ocated. Surprise cash counts should be perforned

periodically on all inprest funds.
16. | mprest Fund Rei nbursenents not Properly Docunented or
Supervised. In sone instances inprest funds have been m sused

by payi ng unaut hori zed vouchers that have outdated, altered,
duplicated, and/or forged receipts. These unauthorized purchases
cause additional expenses to the NAFI

Suggest ed Action: NAVCOWT Form 743 (Petty Cash Vouchers) shoul d
be properly conpleted for any paynents fromthe inprest fund.
Recei pts shoul d be marked "paid" wth proper receiving and
approval signatures on the petty cash form A close review of
the date and other entries on the original back-up docunents
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(i.e., register tape, invoice, receipt, etc.) should be
acconplished to ensure data are current, authentic, and
unal ter ed.

17. Internal Controls. |In many instances, docunentation
supporting transactions for cash recei pts and expenditures are
not retained for audit and verification functions. Prescribed
prenunber ed purchase orders are not issued to cover initia
procurenent and delivery of nmerchandise. It is a generally
accepted practice for many nmanagers/treasurers to sign blank or
after-the-fact purchase orders to cover deliveries of goods and
services already received. Approved purchase orders, as approved
by the manager/treasurer, are in many instances inconplete as to
speci fication for goods and services being ordered. The
procedures described above allows for the circunvention of
prescribed internal control procedures and systens which provides
an opportunity for w thhol ding purchases and liabilities
informati on fromaccounting records. This in turn provides an
opportunity to retain cash paynents w thout preparation of sales
docunents and w thout making deposits to the bank account.

Suggested Action: Require all purchase orders to be prenunbered
and properly conpl eted before the purchase transaction is
conpleted. A periodic review of purchase order open files and
pur chasi ng procedures shoul d be acconplished. Ensure that there
is a separation of duties between purchasing, receiving, and
paynment s where possi bl e.

**Food and Hospitality Operations**

18. "Short-Pouring" By Bartenders. Bartenders may divert funds
by "short-pouring” drinks and chargi ng the custoner the regular
price. The bartender keeps track of the drinks "short-poured.”
As soon as the anount saved by short pouring equals that required
for a sale, the noney for that drink can be pocketed w thout
ringing up the sale. In this manner, the inventory will be in
bal ance.

Suggest ed Action: Managers, supervisors, and custonmers shoul d
wat ch bartender operations to include observation of anounts
pour ed.

19. Failure to Item ze Drinks Bought by the "Round". The system
used to charge for the "rounds" of drinks to club card accounts
lends itself to fraudul ent mani pul ation. Wen a nmenber w shes to
charge a "round" of drinks to own account, the bartender prepares
a sales ticket inmprinted with the nenber's club card data for the
menber's signature. Subsequent "rounds" are added to the ticket,
however, the nenber does not nornally see the additional entries.
Overcharges can thus be nade and pocketed by the bartender.
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Suggested Action: Custoners need to ensure their sales tickets
are accurate and that drinks bought by the "round" are item zed.
Managers shoul d review sales tickets to ensure that the custoner
signs the ticket only upon conpletion of the order and not in
advance.

20. Lack of Control over Party Contracts. Fraud may occur in
club party contracts if controls and surveillance are not

mai nt ai ned. Mbnies can be "pocketed" from undi scl osed

di fferences in cash paynents received while over or under-booking
party contracts.

Suggested Action: A periodic verification of amounts charged
custonmers nmay di scl ose nmani pul ati on of records and theft of

recei pts. Anpunts charged and received should be verified with
sel ected custonmers. Verification should be handl ed by other than
t he one handling the contract records.

21. \Waiver of Fees by O ub Enployees. Intent to defraud may be
i ndi cated when a club enpl oyee exhibits a willingness to waive a
fee or quote two prices for the same service or party.

Suggested Action: Managers should ensure only established fees
are quoted for the same service or party. Preprinted price lists
coul d be handed prospective custoners as a preventive nmeasure.

22. Kickbacks Paid dub Supervisors by Newy Hired Servers.
Internal club policies requiring newy hired waiters/waitresses
to turn over tips to a person over an extended period of tine
could lead to some sort of kickback scheme with new enpl oyees
being victim zed by experienced enpl oyees or by the person who
has the power to hire servers.

Suggested Action: Civilian Personnel officials should ensure
that newy hired servers and ot her NAF enpl oyees are advi sed of
the illegality of such kickback schenes. New enpl oyees shoul d be
advi sed to report any kickback requests to the club officer,
Command Cl ub Managenent System Office or Cvilian Personne
Ofice.

23. Additional Itens Indicative of Fraud in dub Operations

a. Custodians, treasurers, contracting officers, stewards,
or managenent personnel are consistently dealing with one vendor,
supplier or entertai nment booking agent although others are
avai |l abl e.

b. There are anusenent or vendi ng machi nes in operation for
which there is no contract.

c. A service contract is being used to pay a person nore
than the person would be entitled to as an enpl oyee.
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d. Purchase orders are being made up after the fact.

e. Enployees are illegally renoving food fromthe kitchen
facilities for their own consunption.

f. Physical inventories of bar stocks are not conducted by
soneone i ndependent of bar operation.

g. Individual register receipts are not being provided
custoners with each order.

h. Prices for drinks are not posted in a prom nent part of
t he bar.

24. Deception/Fal se Advertising. Draught beer (Budweiser) was
advertised and sold as "M chelob."” The official physica
inventory results did not have Mchel ob draught beer listed. A
review of the beer invoices reveal ed that M chel ob draught beer
was not purchased during this period. However, sales slips

i ndi cated that M chel ob beer was sold. A simlar situation was
di scovered with Ad MIwaukee sold as Schlitz. The tappers on
the bar's draught beer were for Mchelob and Schlitz. This
procedure was detected by observing that M chel ob and Schlitz
draught beer back-up kegs were not physically on hand to repl enish
bar stock and was |ater confirmed by review ng the inventory
sheets and vendors i nvoi ces.

Suggest ed Action: Managers/conmand could | ook for this event by
physically sighting the bar's draught beer stock and conparing it
to the bar's menu. Auditors could verify this fraud by using
cutof f procedures simlar to those used for bank confirmations;
i.e., tracing invoices to actual stock on hand.

25.  Mani pul ation Inventory and Bonus Merchandi se. Auditors
detected the theft of mess inventory and bonus nerchandi se by a
cl ub manager who owned and operated a restaurant in the |oca
community. An audit of vendors invoices disclosed |arger
quantities of merchandi se being delivered and billed to the club
than was posted to appropriate inventory accounts. Al so,
conversation with vendors produced evidence that quantities of
free merchandi se were provided but were not entered in the
records of the club

Suggest ed Action: Managenent should closely scrutinize enpl oyees'
personal activities to ensure no conflict of interest exists and
shoul d be extrenely sensitive to individuals engaged in a business
on personal time that is simlar in any manner to the job they
performfor the enployer. Through direct contact with vendors,
interested parties are able to obtain confirmation or record of
free or bonus mnerchandi se provided to their custoners.

11-7



**Retail Operations**

26. Excessi ve Purchases of Package Store Itens by an Authorized
Patron. Due to the tax-free status of liquor sold on mlitary
installations it is often profitable for persons to buy unusua
gquantities of liquor for resale on the |ocal econony. Retired or
active duty service nenbers who operate businesses have al so
attenpted to purchase their |iquor through package outlets.

Suggest ed Action: Purchases which appear to exceed those
necessary for normal personal consunption, particularly over
ext ended periods, should be reported to supervisory personnel.

27. Theft of Liquor from Package Store. During a routine

anal ysis of a Consolidated Package Store significant differences
bet ween managenent physical inventory bal ances and the retail
accountability control bal ances for nerchandi se were noted.

These differences, over several nonths, were approxi mately $1, 000
per nmonth. Detailed exam nation of records and onsite
observation of operations failed to reveal any significant

di screpancies. A canera was installed in the store to determ ne
if shoplifting was the cause for the variances. The results of
this process did not indicate that shoplifting existed. Then a
canera was installed in the warehouse area where it confirned
that a warehouserman was putting bottles of al coholic beverages in
enpty boxes and transporting themto waste dunpsters for pick up
at a later tinme.

Suggest ed Action: Managenent shoul d periodically, check itens
going to disposal containers. Physical inspection of the

di sposal sites can isolate problens sinply because enpl oyees w ||
know that the facility is inspected.

**Recreation Qperations**

28. Theater Cashiers Fail to give Tickets to Patrons. Box office
cashiers perpetrate fraud by failing to give the patron a ticket
and either pocketing the noney or reselling the ticket and
splitting the sale with the ticket taker. Ticket takers can also
fail to tear the ticket in half, return it to the cashier for

rei ssue, and split the noney with the cashier

Suggested Action: Post information to patrons instructing them
to ensure tickets paid for are received and later torn in half
when they are admitted into the theater. Managers shoul d
periodi cally spot-check ticketing procedures by surprise visits.
Managers shoul d "count noses"” of entering theater patrons for
several nights and conpare the nunber with the daily receipts.

29. Bowling Alley Operations. During a routine financial
anal ysis of bowing alley operations a significant decrease in
i ncome during the year was noted, while patronage showed an
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i ncrease of 20 percent fromthe previous year. Bowling alley
nmeter readi ngs conpared to incone collected disclosed a decrease
in projected inconme of $10,000. The bowing neters were checked
for accuracy and reliability. The nmeters were all operable and
functioning properly. By observing the bowing alley operations
it was determ ned that enpl oyees were charging patrons for |ane
fees but were "pocketing” the noney. Enployees woul d del ay
ringing sales on the cash register until after the patron
departed fromthe cash regi ster area.

Suggested Action: Require enployees to ring sales on the cash
regi ster imredi ately upon the receipt of cash. Cashiers should
be spot checked to ensure this is acconplished. Periodic

anal ysis of |lane neters to cash sales would hel p detect

vari ances.

**Bi ngo Qperations**

Several NAF activities conduct Bingo ganmes to rai se noney and
provide entertai nment for custoners. The followi ng are
indicators of fraud in these operations.

30. Bingo Cards Are Not Date Stanped at Tinme of Purchase.

Regul ations call for date stanmping of the cards at the tine of
purchase and this stanp is to be used as verification of purchase
should a winner be clained. Since, in nost cases, custoners are
allowed to select cards fromlarge stocks placed on conveni ent
tables and then required to pay for themat a separate cash
collection point, it is possible for custoners to use cards for
whi ch no paynment was made.

Suggested Action: A date stanp and distinctive color ink should
be provided bingo enpl oyees just prior to placing the cards on
sale. MNunbered tickets for each card sold should al so be
provided as a control over all cash collected being received by
the activity. Al w nning cards should bear the correct date

st anp.

31. Review of Special Events Report (Local Forn) Shows Certain

Pl ayers Wnning Most Large-Dollar Ganmes. By review ng the

Speci al Events Report for perhaps a 6-nonth period, it may becone
apparent that certain players are winning a disproportionate
nunber of games. This could indicate collusion between the caller
and the player. This schene is particularly effective when the
caller alone verifies all w nning cards.

Suggested Action: Disinterested party shoul d observe bingo
operations where this indicator is present to | ook for

indications that callers are calling nunbers irrespective of those
actually drawn fromthe machi ne

11-9



CHAPTER 12
AUTOVATI C DATA PROCESSI NG OPERATI ONS

Wth an annual budget in excess of $213 mllion, a work force
of nore than 2,500, and an inventory exceedi ng 600 owned or | eased
central processing units, Marine Corps automatic data processing
(ADP) operations represent big business. Conputers are used to
account for and control assets, to perform automatic decision
maki ng functions, and to acconplish numerous other conpl ex tasks.
Virtually all Marine Corps activities and organi zations are
supported by and rely on ADP systens and products.

Unfortunately, users of these systens and products are extending
them far beyond the scope of legitimte Marine Corps operations.
Oten, elaborate internal controls are devel oped to hel p reduce
opportunity for m suse and, theoretically, in those instances
these controls should be effective. However, even the best
internal controls can be circunmvented or sinply ignored to
satisfy an individual's notives. 1In the final analysis, the only
real deterrents to msuse are effective nmanagenent and awar eness
training on the part of all personnel who have access to or use
of ADP syst ens.

**Pr ogram Defi ci enci es**

1. Unschedul ed Prograns Being Run on a Recurring Basis
Particularly During Hours of Low Conputer Use. Prograns being
run that have not been schedul ed may be for personal benefit.
Exanpl es include prograns to anal yze investnents or to support a
busi ness venture. Insiders, such as users, progranmers, nanagers,
and operators, are prone to running such prograns.

Suggested Action: Periodically, the supervisor should review
transaction | ogs and conpare jobs processed with those schedul ed
for processing. Deviations, especially the appearance of
unschedul ed, nonstandard prograns, should be thoroughly

i nvestigated. Running unauthorized prograns nmay al so be deterred
by ensuring no shift is worked by a | one operator.

2. System Crashing Excessively. A systemw |l inevitably crash
fromtinme to tine. However, this situation should not be
occurring frequently. If it does, possibly soneone is

intentionally making the systemcrash or is attenpting to alter
the operating systemin order to effect data or transaction
| osses.

Suggested Action: Ensure that a program exists for |ogging
system crashes. Analyze the crash |log, and | ook for evidence of
intentional crashing. Al so, analyze conputer activity occurring
just prior to crashes. Analyze which systens were online and
what files and progranms were in use.

12-1



3. Pr ogranmm ng Changes Bei ng Made Wthout Goi ng Through Revi ew
And Approval Process. Program nmaintenance activities have been
estimated to anmount to as nuch as 80 percent of an organization's
total progranmng effort. It is essential that program changes be
eval uated for necessity and propriety. Failure to follow

est abl i shed program nmai nt enance aut horization and revi ew
procedures could result in wasted effort or other undesirable
results. For exanple, programmers could tanmper with automatic
deci sion making routines. "Trojan Horse" prograns, that perform
actions unrelated to the user's intent, could be inplanted within
an authorized program Simlarly, trap doors can be inserted
into authorized progranms resulting in unauthorized systementry
points that can be used by anybody at a later tine.

Suggested Action: Require use of a structure approach for

new revi sed program code. Basically, this procedure would
require a progranmer to have their own program | ogic and
performance factors reviewed by anot her person (possibly a
progranm ng team chief or a system analyst). Conputer-aided

fl owmcharting of the progranms could also be used to identify and
present |ogic paths. Managenent shoul d al so ensure strict
procedures are in effect to prohibit programrers from accessing
operational versions of systens or operational data bases using
prograns under devel opnent.

4. Excessive Use of Edit Overrides. Wien programmatic edits to
data i nput can be bypassed, functional area personnel have the
opportunity to input fraudulent transactions or to otherw se
inmpair data integrity. Action may be taken for personal gain,
out of ignorance, or to sabotage the system

Suggested Action: Controls over edit override procedures shoul d
commensurate with the sensitivity and inportance of the
informati on system Conditions may call for supervisory approva
before edit bypass routines are used in order to restrict

know edge of bypass routines to sel ected personnel. There should
be an audit listing printed every tine an edit bypass routine is
used.

**Physi cal Access for Unaut horized Purposes**

5. Personnel Consistently Refuse Leave, Pronotion, or Job
Changes. Many tinmes fraud and abuse are di scovered when an

enpl oyee is absent for an extended tine (one processing cycle or
during end-of -cycle processing) and substitute personnel detect
an irregularity. During such absences, the perpetrator is unable
to performactions critical to avoiding detection of
fraudul ent/ abusi ve practices. For exanple, an enpl oyee may have
to input a fraudul ent transaction on a recurring basis to prevent
general |edger/detail record reconciliation's for disclosing fund
mani pul ations relative to accounts receivable or accounts
payabl e.
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Suggested Action: Adopt personnel policies that require

enpl oyees to take | eave, and identify jobs where periodic
rotation of incunbents would be beneficial. Scrutinize job
activities of personnel who resist these policies. Wen jobs are
rotated, imrediately have the person assum ng the new job verify
the integrity of any files that may be involved. Al so, inplenent
procedures to ensure at |east one "backup"” person for every
system

6. Renpte Terminals Left Unattended Wiile On-Line. Many on-Iline
systens such as the Data Base Managenent System (DBMS) have
relatively sinple procedures for renpte users to make inquiries
and also to update records. Wen personnel who are not

aut hori zed access to the system know how to make record inquiries
and updates, a threat exists to the integrity and privacy of the
data base. Therefore, renote term nal access control is very
cruci al .

Suggested Action: Position renpotes so they are not readily
accessible to custoners and visitors in the work area. Train
enpl oyees to be security conscious and to chall enge strangers
attenpting to use termnals. Qbtain renotes with keyboards t hat
can be | ocked when not in use. Also, consider use of software
controls such as password identification prograns and access
control Ilists.

**Docunent ati on Storage Medi a Deficiencies**

7. Hardware Mintenance Not Bei ng Docunented. Regardless of
whet her automati c data processing equi pment (ADPE) is | eased or
purchased, avail able ADPE tine nust be maxi m zed. To ensure that
this objective is achieved, two types of ADPE mai nt enance are
essential: (1) preventive maintenance (PM and (2) renedi al

mai nt enance (RM. ADP managenent nust ensure that PMis
performed on a schedul ed basis and RM perfornmed only when
required to keep ADPE in proper operating condition. Under
contract |lease terns, the contractor may be liable for renta
credits covering the period when ADPE is inoperative; for
purchased ADPE, the contract nmay allow credit to be applied

agai nst mai nt enance charges. PM shoul d be schedul ed wi t hout
jeopardi zing the mssion. A record of all maintenance (PM and
RM shoul d be kept to ensure that the Marine Corps is receiving
all allowable credits and the contractor is fulfilling the terns
of the contract.

Suggest ed Action: Data processing managenent should continually
revi ew mai nt enance sources and practices and the witten
docunentation to maxim ze available utilization time and to
attai n maxi num benefits at mninumcost. Managenent should be
famliar with the specific terns of the current
contracts/agreenents for all ADPE. Contracting officers nust

12-3



al so ensure that mai ntenance contracts are witten in cooperation
with data automation officials. Many mai ntenance abuses becone
"l egal " because of poor contract contents.

8. Files with Little or No Access History Being Kept On-line.
Fil es which are sel domused can be kept on tape and transferred
to disk, if necessary, when needed for processing. Keeping files
with low utilization on disk can be wasteful, especially if it
results in procurenent of disk storage capacity that woul d be
avoi dabl e ot herw se.

Suggest ed Action: Resource managers can nonitor file utilization
reports and identify low use files that are being maintai ned on
di sk. Managers shoul d contact users and determne if the files
are actually needed and, if needed, determne if off-line storage
will suffice.

9. Lack OF System Docunentation. Conplete and well witten
docunentation wll serve as a systemroad map. Use of such
docunentation wll nmake it easier for maintenance programers to
code software nodi fications and corrections. Good docunentation
will also nmake it easier for anyone who needs to verify the
propriety of system prograns. Poor system docunentation nmay, in
fact, be indicative of deeper problens. For exanple, programers
coul d consciously refrain from preparing docunentati on to nmaintain
job security or to nmake detection of programinproprieties nore
difficult.

Suggested Action: Establish procedures requiring all system
program and user operational procedures to be docunented. For
exanpl e, make acconplishment of docunentation mandatory before a
programw || be certified as operational or allowed to be put
into use. Consider using conputer-aided docunentation prograns.

**Rej ect s/ Unwar r ant ed Adj ust nent s**

10. Significant Changes in Reject Rates. An input transaction
undergoes a series of edits prior to acceptance for processing.
If an input fails to neet one or nore of the edits, a reject
notice will be sent to the originator of the transaction. An
increase in the reject rate could indicate carel essness on the
part of the originator, inproper training, or repeated attenpts
to process fraudul ent transactions. Each results in waste and
inefficient use of val uable resources.

Suggest ed Action: Managenent should review witten
procedures/instructions for preparation of input transactions to
determne if they are adequate. The training provided
originators of transactions should be evaluated to determne if
originators can reasonably be expected to properly prepare input
transactions upon conpletion of this training. |If the problemis
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one of carel essness on the part of the originator, counseling on
the need for accuracy should be provided. Selectively but
routinely review rejected transactions to determne validity.

11. Adjustnents Being Made to Aut onated Records to Force

Agr eenent Bet ween Automated and Manual Record Keepi ng.

Adj ustnents nmay be made to automated records as a result of
reconciliation discrepancies to force agreenent. Such activities
may indicate serious programerrors, failure to adequately
research di screpancies, or cover up of shortages due to a
fraudul ent activity such as record mani pul ati on.

Suggest ed Action: Conpare historical conputer products with
current reports. Note significant discrepancies or trends in
adjustnents (frequency and quantity) not explained by legitimte
transactions in the intervening time period. GCenerate a separate
listing of adjustnent records to be reviewed by managenent.

12. No Control Systemto Ensure Re-lnput of Reflected
Transactions. It is critical that all transactions affecting
data used for maki ng deci sions or resource expenditure be
processed accurately and tinely. Wen a transaction is rejected,
a well designed systemw ||l provide for the preparation of sone
type of reject notification. The notification should be returned
to the transaction originator. Al so, a record of the rejected
transaction should be maintained by a quality control unit. Lack
of these controls could indicate that not all transactions
affecting the data in the systemare being properly processed--an
open invitation to fraud.

Suggested Action: Due to the inpact on decisions and the
opportunity for fraud, data processi ng nmanagers shoul d be
extrenmely interested in controls over rejected transacti ons.
They shoul d assure thensel ves that a control system has been
provided and that it is being properly carried out. Functiona
managers, aware of the inpact of rejected data, should al so be
keenly interested in the proper handling of rejected

transacti ons.

** Unwar r ant ed/ Unaut hori zed Conput er Product s**

13. Conputer Products Printed That Are Not Needed. A

consi derabl e amount of resources can be wasted if printed
computer products currently prepared are not needed. In sone
instances a valid need may have once existed for a listing, but
subsequent changes in mssion and information requirenments render
t he product obsolete. However, the listing may continue to be
produced and distributed. Reasons for not stopping the listing
is soneone else's responsibility.
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Suggested Action: Periodically conduct a survey of listings
prepared and the uses of them Have users explain and justify
use of reports. Avoid accepting a "yes" or "no" response to
inquiries about whether |istings are needed or used. One
technique to verify organizational use of alistingis to

wi thhold distribution of it to see if it is requested.

14. Unaut hori zed Conputer Products Appearing in Wrk Areas.
Personnel may be using ADP resources to produce such products as
sports pool sheets, golf/bow ing handi cap reports, cal endars,
conputer art, etc. These activities constitute inappropriate

uses of operator and programmer tine, central processing unit

(CPU) tinme (including the use of PCs), paper, and cards. Such
activities may al so be indicative of excessive enployee idle tine
and poor supervision. |If condoned, the situation can |ead to nore
significant conputer abuses.

Suggested Action: Tape utilization/retention records shoul d be
reviewed. Exam ne contents of tapes run only at Christmas, just
bef ore New Years, and at other tinmes coinciding with special
events. Review and conpare workl oad with manning | evels. Spot
check out put being prepared on the printers. Managenent shoul d
check to see if unauthorized software are in the conputer
directories. Managenent should check waste paper baskets to see
i f unauthorized software was used on the conputer

**Tinesharing Irregularities**

15. Unexpl ained Increases in Tinesharing Costs. In addition to
mai nt ai ni ng an i n-house data processing capability, the Marine
Corps frequently contracts for tinmesharing services, particularly
in support of special applications. Tinmesharing systens are
susceptible to fraud, waste, or abuse which could be indicated by
a sudden, unexpl ained increase in tinesharing costs. For

exanpl e, inefficient programm ng and processing can cause
progranms to run |onger than necessary. Such conditions may be
the result of carel essness or even insufficient training. System
abuse can occur when the tinmesharing service is used to devel op
and run prograns for personal applications.

Suggest ed Action: Budgeting should be acconplished for
timesharing services. Anmounts billed for the services should be
conpared with budgeted anmounts, and significant variances should
be investigated. |Ideally, the billing systemshould identify

i ndi vidual users along with the anmount of timesharing resources
each one consunes. Data of this type should provide the basis
for trend analysis, etc.
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**Qt her **

Additional information on the safeguardi ng of information,
managenent, or operation of Marine Corps ADP activities is
contained in the current edition of the foll ow ng nanual s:

a. MCO P5510.14, WMarine Corps ADP Security Mnual .

b. MO P5233.1, Marine Corps ADP Managenent Standards
Manual .
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CHAPTER 13
FUELS

Audits, inspections, investigations and the results of Field
Supply and Mai ntenance Analysis O fice anal yses reveal conditions
that foster theft, msappropriation, and fraud. Managenent at
all levels nust be continuously aware of any indicators that tend
to reveal irregularities, or possibilities of any fraud, waste,
or abuse of fuel products. Prudent use of our fuel resources is
a fundanental requirement to our securing continued appropriations
from Congress to neet our future years' requirenents.

**| ndi cat or s**

1. Fuel Lost Through | nadequate or | nproper Docunentation.
Current directives require that Base Fuel s personnel inspect each
vehicle delivering fuel to ensure that conpartnent seals are
intact, that neters are operational on the vehicle, and that the
gquantity being hauled/sold to the Governnment is accurate. In
addition to the check by fuel personnel, escorts for contractor
carriers are required to acconpany the vehicle to the destination
for discharge of the fuel into the base tanks. Potential for

col lusion exi sts when the sane personnel nmake both the quantity
and security check on delivery vehicles.

Suggested Action: Al Mrine Corps fuel managers should ensure
t hat organi zati onal tank custodians/service personnel have

recei ved proper training. Proper training and adherence to
directives can help deter a contractor or vendor from defrauding
the Governnent. Rotation of escorts who acconpany the contract
vehicles further reduces the opportunity for fraud or coll usion,
or for drivers to "make deals." Periodic unannounced inspections
by organi zati on conmanders can serve to keep all personnel aware
of their custodian responsibilities. Properly posted records of
i nspections and randomreviews will help reduce the possibility
of theft or m suse of fuels, and create an awar eness anong al |
personnel that deters theft and m sappropriation. Check the
delivery trucks "master gage" readings at the gate entering and
departing the installation. |If the suspension is arise (i.e.,
truck which delivered 6000 gallons of fuel is "heavy" on the
tires), require the fuel nmanager to verify the contents of the
truck prior to departure.

2. Significant Variations in Fuel Consunption by Registered
Vehi cl es. Each vehicle driver utilizes NAVMC 10027, Trip Ticket,
to record vehicle data. This formis used to maintain usage as
wel| as fuel purchased/issued. A conparison should be nmade of
vehi cl e fuel consunption and mles operated with vehicle fuel
consunption and mles operated of simlar vehicles.
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Suggested Action: Review vehicle records and reports of

organi zations having large vehicle fleets. |If records are not
avai |l abl e, conmpare mles per gallon for like vehicles. Wen a
significant variation exists; reviewthe mleage records of each
regi stered vehicle to determne if false or msleading mleage is
bei ng recorded. Indications of abnormal consunption should be
identified for continued nonitoring and review. |ndividua
purchase/i ssue transacti ons nmust al so be conpared to the vehicle
tank capacity.

3. Theft, M sappropriation, or Fraud From Organi zati on Tanks.

The nost comon incidents of theft, fraud, and m sappropriation

of ground fuels occur in conjunction with organizational fuel
tanks. Some net hods enpl oyed i ncl ude "w ndbl owi ng" whi ch advances
the delivery neter when the truck engine is accel erated which
punps air fromthe truck's enpty storage chanbers. Another nethod
is sinply to recirculate the fuel by placing the hose fromthe
truck's delivery punp into the truck's fuel intake hatch. It is
the responsibility of the organi zati on commander to maintain
receipt, issue, and inventory records on a daily basis, for al
fuels in the organi zational tanks.

Suggested Action: The commander of each organi zati on havi ng
organi zational fuel tanks is required to appoint both a custodian,
and an alternate, for each tank. The custodi an nust ensure that
all tank fill and issue openings are secure. Suggested security
nmet hods include: |ocking caps and val ves and anti si phon devi ces,
punp or dispensing nozzles, and the power sources for issue tanks,
when unattended; | ow point drains should also be | ocked; neters
and gauges shoul d be calibrated annually after any repairs, or at
any other tinmes when accuracy is in doubt. Certificates of
calibration nust be naintained by the custodian. The organi zation
commander nust keep records of all tank custodian training and
alternate custodian training. The base logistics officer is
responsi ble for providing this training. Fuel deliveries to the
tanks shoul d be witnessed and the recei pt signed by the custodi an.
Escorts acconpanyi ng contractors or vendors making deliveries to

t he organi zational tanks should be approved by the base comrander.
The base | ogistics officer is responsible for briefing and
training escorts on their duties and responsibilities. Escorts
are not permtted to sign for fuel deliveries; only the tank
custodian or the alternate may sign the recei pt docunent. Random
security reviews should be nmade by the base security
forces/mlitary police of all organi zational fuel tank areas.

Fuel s Managenent personnel are required to inspect all incom ng
and outgoing fuel delivery vehicles and record neter readi ngs both
before and after delivery of fuel. One copy of the verified

recei pt docunent nust be retained at the receiving site,
reflecting the date, tinme, and inspector's signature. Exceptions
to this procedure are only authorized by the base | ogistics

of ficer.
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4. Security of Parked Vehicles. Most vehicles are refuel ed
after use and parked with full fuel tanks. All vehicles are
susceptible to fuel pilferage. Particular attention should be
paid to construction equi pnent, heavy trucks, tractors, and other
vehicles that are generally idle overnight, on holidays, and on
weekends, and often parked in unattended areas.

Suggested Action: All such vehicles should have an anti si phon
devices installed in their fuel tanks. The vehicles should be
parked in a well lighted secure area, preferably fenced, wth

| ocked gates. |nspect areas where such vehicles are nornmally
parked. There should be either routine or random surveillance
visits by security forces/mlitary police, especially at night,
duri ng holidays, and on weekends.

5. Fuel Issues to Snall Containers. Snmall gasoline or diesel
power ed equi pnent, such as |awn nowers and engi ne driven punps
are usually refueled fromsmall containers. 1In addition to the
usual safety precautions that nust be taken with such issues, the
base mai ntenance office, or other using activity that requires
fuel to be issued into small containers nmust obtain witten

aut hori zation fromthe base |ogistics officer. Docunenting
issues to small containers from organi zational tanks, or fromthe
base service station is nmandatory, and should be in accordance

wi th standard i ssue procedures.

Suggested Action: Verify that all issues are authorized and
adequately controlled. Check to see if issues to snal
containers are within the reasonable Iimtations for the type of
equi pnment being refuel ed. Look for seasonal peculiarities such
as issues to snow renoval equi pnent during summer nonths.

Emer gency vehicles that are nornmally operated on base shoul d not
require a spare can of gasoline or other fuel on the vehicle.
The nunber of people who are authorized to receipt for fuel
issues to small containers should be |limted to an absol ute

m ni mum  Physical security inspection by mlitary police (M) of
| ocation where fuel in small containers is stored.

6. Daily Losses Wi ch Roughly Equal the Maxi num Al | owabl e
Wite-Of. Personnel may be stealing fuel by using nmaximum
allowable "wite-of f" anpbunts as a gui de of how many gallons to
steal. The present fuels accountability systempermts a maxi mum
al lowabl e | oss due to tenperature variations, evaporation, etc.
Daily | osses consistently equal to or slightly Iess than the
allowable "wite-of f" anount may indicate the possibility of
fraud.

Suggested Action: Review fuel inventory records to identify
inventory results that consistently reflect |osses that are very
close to allowable maxi nuns. Verify the accuracy of the

all onabl e wite-offs.
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7. Failure by Receiving Personnel to Consider Tenperature of
Fuel or Air Wen Determ ning Anmount of Fuel Received. Contract
vendors coul d cheat the Governnent when maki ng fuel deliveries,
i f responsi bl e personnel do not ensure volume variations due to
tenmperature are taken into consideration. The volune of fuel
delivered is directly affected by fuel tenperature at tine of
delivery. Hence, a contractor could cheat the Governnent by
either preheating the fuel or delivering it during the hottest
part of the day.

Suggest ed Action: Managers should ensure appropriate actions are
taken to verify volune of fuel deliveries by contractors prior to
maki ng paynent. As a mninmum the verification of the anount of
fuel delivered should include conputations using the Anerican
PetroleumInstitute (API) conversion charts, the conputerized
vendor delivery ticket (which shows the fuel tenperature and API
indicator at tinme of |oading).

8. Fuel Truck Loading Seal Nunbers Do Not Agree Wth Seal
Nunbers on the Invoices. Charges for fuel deliveries could be
fraudulent if the nunbers on the fuel truck | ocking seal and fuel
seal invoice are different or if there are extra seals in the
truck. Al trucks delivering fuel should have | ocking seals on
all caps. The seal nunber(s) should be Iisted on the invoice.

Suggested Action: Be sure that Governnent representatives
acconpanyi ng fuel delivery trucks are aware of the requirenent
for locking seals on all caps. The Governnment's personnel should
al so be advised to watch for evidence of extra seals which may be
avai lable to the driver. Further, managenent shoul d arrange for
periodi ¢ random sanpling of fuel delivery trucks, to verify that
seal nunbers on the invoice reconcile with the seal nunbers on
each cap.

9. Sane Individual Continually Volunteers to Escort Contractor
Fuel Trucks. Wen the same person always volunteers to be an
escort for a contractor's fuel truck, there could be collusion
with the driver, in overcharging the Governnent for fuel not

di spensed.

Suggested Action: Managenent should stay aware of which
personnel are serving as escorts. Procedures should be

i npl enented which will ensure that such escort duty is rotated
anong avail abl e personnel and do not continually assigned the
sane individual. At randomintervals, observe fuel truck escorts
for a period of several days to determine if the sane individua
frequently escorts contractor fuel trucks.

10. Amount of Fuel Delivered is Cose to or Exceeds Tank

Capacity. Fuel deliverers may be fraudulently claimng nore fuel
than what actually was delivered. Normally, fuel tanks are
refueled while there is still sone fuel in them Delivery
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docunents indicating fuel delivered is close to tank capacity
shoul d be suspect. Anount delivered shown in excess of known
tank capacity is one of the clearest indicators of fraud.

Suggested Action: A nmgjor asset in curbing fraudul ent delivery
clains is to always neasure and witness the deliveries. 1In
addi tion, checks should be nmade to ensure amounts cl ai ned as
del i vered per respective invoices are accurate and reasonabl e.

11. Energy Awareness. Every installation should have a formnal
ener gy awareness and energy conservation program The Marine
corps goal is to inprove the efficiency of all operations and

m ni mze fuel consunption. Visibility should be maintained over
aviation, vehicle, and facility energy consunption in supporting
m ssion requirenments. The base supply conputer produces both
daily and nonthly transactions, registers and speci al managenent
reports that conpile and summarize all transactions that have
occurred involving fuels, within each organi zation. The
commander and the staff should be aware of the anount of fuel
projected as required for the current year. Based upon nonthly
usage factors and actual m ssion requirenents, the conmander
shoul d be able to determ ne whether fuel being consuned exceeds
t he budgeted or forecasted quantities.

Suggested Action: Review transaction history files of

organi zations with large fuel consunption. Determne if fue
issued to an organi zati onal tank exceeds the capacity of the
tank. See if managers and commanders are stressing fuel
conservation. Ask if any fuel has been reclainmed by

organi zations and returned to the fuels account. Are waste
petrol eum products reclainmed or turned in to disposal for resale?
Are all organizational tanks properly justified, with
docunentation on file? Have all such tanks been inspected as
required by directives? Are environnental and pollution control
protective neasures practiced and enforced? How effectively is
the existing training programfor the entire base? Are all
managers and commanders aware of their responsibilities for
managenent and control of public property? Any findings that
warrant further review or followp should be reported to the
instal |l ati on commander.
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