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Acquisition, Protection, and Disclosure of PRO Information
10000.
STATUTORY AND REGULATORY REQUIREMENTS

A.
Part B of Title XI of the Social Security Act (the Act).--This part contains several provisions that affect the confidentiality of your information.

o
Sections 1154, 1156, and 1160 of the Act provide the statutory bases for the acquisition, protection, and disclosure of your information.

o
Section 1160 of the Act also establishes the scope of your authority to disclose information for program purposes, including any required mandatory disclosures.  It also addresses your responsibility to protect your information from unauthorized disclosure and provides penalties for unauthorized disclosure.  Section 1160(a) specifies that you are not governed by the disclosure provisions contained in the Freedom of Information Act.

B.
Regulations at 42 CFR Part 476.--These regulations contain those policies concerning your authority under the regulations to disclose information and your responsibility to protect it from unauthorized disclosure.  

The statute and regulations apply only to information generated by you as a result of your Medicare review activities.  These provisions do not apply to non-Medicare information generated by your review activities under a private contract (e.g., Medicaid review).

10010.
GENERAL REQUIREMENTS

A.
PRO Access to Information.--As specified in 42 CFR 476.111 through 476.113, you have access to medical records and other pertinent material that you need to carry out your statutory responsibilities.  As specified in 42 CFR 476.114, your data collection is limited to the information needed to accomplish the purposes of Part B of title XI of the Act.  

If medical/quality issues raised in the course of your review cannot be resolved by examining medical record information alone, request the additional information you need to make a determination.  At its option, the facility may (but is not required to) provide you with internal documents such as incident reports.  If the facility chooses not to submit the necessary information, make your determination with the information available.

B.
Responsibility to Protect Information.--As specified in 42 CFR 476.115, implement reasonable security measures to ensure the integrity of your information and prevent unauthorized access.  Instruct your officers and employees and health care institution employees participating in your review activities of their responsibility to maintain the confidentiality of information.

1.
Confidentiality Plan.--Your written confidentiality plan must:

o
Address the regulatory requirements specified at 42 CFR 476.115; 

o
Be sufficiently detailed to guide employees in day-to-day operations; 
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o
Include the security measures for protecting PRO electronic data and confidential information when it is offsite; and  

o
Require prior approval by HCFA for any use of data acquired or generated by you for purposes not included in your contract with HCFA. 


2.
Training of Personnel and Transportation of Confidential Information.--Train all personnel involved in transporting confidential information offsite to handle the material properly. Document all training in your security records.  Store confidential information located offsite under lock and key.  At a minimum, place material being transported by car in the car's locked trunk and never leave the car unattended during loading and unloading.  When using public transportation, carry confidential material in a locked briefcase or suitcase.  

Properly package confidential information mailed to or from offsite locations.  Envelopes and other containers should consist of materials, and be in sizes and shapes that facilitate mail handling and discourage breakage. Seal packages properly and use the type of tape that cannot be torn.  Double-wrap packages to be mailed and identify on the inner wrapping the material as confidential, and indicate who is authorized to open the package.  

At a minimum, send confidential information via first class mail.  Use higher mailing levels, such as certified or registered mail, when circumstances indicate the need for additional security.  When mailing confidential information, deposit it either in an official United States Postal Service receptacle or deliver it directly to a post office.  Do not place the material in a private mail box for pick-up.  

C.
PRO's Notification Requirement.--Prior to disclosing your information, comply with any applicable notification requirements in 42 CFR 476.104(a) and 476.105.  Also, comply with the general notice requirements specified in 42 CFR 476.116.  Specific exceptions to the notice requirements are found in 42 CFR 476.106.  

D.
Verification and Amendment of PRO Information.--42 CFR 476.134 requires you to verify the accuracy of your information and make any necessary corrections.

Individuals and facilities can request that you correct and amend pertinent information in your possession.  At such request, advise the requesting individual/facility of your decision and any actions taken regarding the request.  Make any corrections to your data that you determine are needed.  

E.
Individual's Access to Information About Himself or Herself.--As specified in 42 CFR 476.132(a)(2), disclose information about an individual to himself/herself within 30 calendar days of receipt of the request.

1.
Beneficiary.--Disclose information to the beneficiary or his/her representative as specified in 42 CFR 476.132.  A beneficiary is entitled to have access to information pertaining to him or her, including psychiatric records and records concerning alcohol/drug abuse.  However, if knowledge of the information would be harmful to the beneficiary, disclose the information to his/her representative, rather than to the beneficiary.  Determine whether direct disclosure would harm the beneficiary, in accordance with 42 CFR 132(a)(2).  
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Consistent with the disclosure authority at 42 CFR 476.132(a) and 476.132(b), and as required by 42 CFR 473.24(a), upon request provide a beneficiary with an opportunity to examine the material you used as the basis for your initial denial determination.  To comply with this requirement, provide the beneficiary with all pertinent material, not just the medical record.  Include all practitioner-specific information concerning the services that the beneficiary received.  Disclose the practitioner-specific information with or without the consent of the practitioners identified.

When a beneficiary's request for his/her medical record is not related to an appeal of your denial determination, as specified in 42 CFR 473.24(a), provide him/her with any applicable records in your possession, as required by 42 CFR 476.132(a).  Before disclosing information under this authority, however, redact any material that explicitly or implicitly identifies practitioners, other patients, PRO reviewers, or PRO deliberations.

NOTE:
Without prolonging the timeframes to release the records requested, you may          
encourage  the beneficiary to seek the medical record from the appropriate            
hospital.  If the   beneficiary declines this advice, you are still bound to provide      
the records as specified above.

2.
Practitioners and Reviewers.--Disclose information to practitioners and your reviewers as specified in 42 CFR 476.133(a)(1).  You may also disclose information on a particular practitioner or reviewer to a third party if the individual identified in the information consents to the disclosure.  The disclosed information, however, cannot identify other individuals without their consent.  

3.
Health Care Facilities.--Disclose information to health care facilities as specified in 42 CFR 476.133(a)(1).  Facility-specific information is nonconfidential unless the material is part of your deliberations or contains confidential information as defined in 42 CFR 476.101(b).   

F.
Disclosure To a Beneficiary's Representative.--Disclose information to the beneficiary's representative instead of directly to the beneficiary when required by 42 CFR 476.132, or when the beneficiary designates a representative.  In seeking beneficiary information, a properly designated beneficiary representative may exercise the same rights and privileges as the beneficiary.

If the beneficiary is deceased, disclose the information to the first appropriate individual according to the following order:

o
To the executor of the estate;  

o
To the administrator of the estate; or  

o
To an individual verified in writing to be the beneficiary's designated representative.  
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G.
Requests for Payment on Behalf of Incapable Beneficiaries.--Under

42 CFR 424.36(b), others may request payment on behalf of an incapable beneficiary.  Anyone who may request payment on behalf of a beneficiary may also request PRO review of the claim, including an expedited PRO review of a hospital-issued notice of noncoverage or a reconsideration of a denial determination.  The following may request Medicare payment and/or PRO review/reconsideration on behalf of an incapable beneficiary:

o
The beneficiary's legal guardian;

o
A relative or other person who receives social security or other governmental benefits on the beneficiary's behalf;

o
A relative or other person who arranges for the beneficiary's treatment, or exercises other responsibility for his/her affairs;

o
A representative of an agency or institution that did not furnish the services for which payment is claimed, but furnished other care, services or assistance to the beneficiary; or

o
A representative of the provider or of the nonparticipating hospital claiming payment for services it has furnished if the provider or nonparticipating hospital is unable to have the claim signed by one of the above-listed entities.

As specified in 42 CFR 424.37, when a party signs a claim or request for payment statement for an incapable beneficiary, he/she must also submit a brief statement that:

o
Describes his/her relationship to the beneficiary; and

o
Explains the circumstances that make it impractical for the beneficiary to sign the claim or statement.
10020.
NONCONFIDENTIAL INFORMATION

A.
Types of Nonconfidential Information.--Nonconfidential information generally includes any information that does not meet the definition of confidential information found in 42 CFR 476.101(b).  It includes, but is not limited to, those items specified in 42 CFR 476.120(a).  

Facility-specific information that does not contain your deliberations or  confidential information (as defined by 42 CFR 476.101(b)) is nonconfidential.

B.
Disclosure of Nonconfidential Information.--Disclose nonconfidential information, upon request, as specified in 42 CFR 476.120.  As provided by 42 CFR 476.121, you may also disclose nonconfidential information on your own initiative.  

Upon request, disclose material such as lists of your meetings and dates of their occurrence, as long as there is no confidential information included in the material.  Disclose summaries of proceedings of your meetings, if the material contains no confidential information.  
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10030.
CONFIDENTIAL INFORMATION

A. Definition of Confidential Information.--Confidential information is defined in 42 CFR 476.101(b).

B.
Disclosure of Confidential Information.--Disclose confidential information only as authorized under 42 CFR 476.130 through 476.143.

As specified in 42 CFR 476.135(a), disclose confidential information as necessary to fulfill your duties and functions under title XI of the Act.  This includes any disclosures needed to properly complete the appeals process.  As specified in 42 CFR 476.135(c), disclose confidential information to another PRO when the material is related to practitioners who are subject to review by the other PRO.  This includes sanction information, as well as the usual quality review information.

Disclose practitioner-specific information about potential and confirmed quality concerns to the involved practitioner and to the facility where the services were furnished.  (See §§7200-7250.)  Each facility should designate specific officials to receive your notices and other confidential disclosures.

C. Information About Interns and Residents.--Your disclosure of practitioner-specific information involving interns and residents is restricted in the same manner as other practitioner-specific information.  Generally, you cannot disclose an intern's/resident's quality problems to program officials, attending physicians, or residency/intern program accrediting bodies without the consent of the affected individual.  If the residency/intern program is operated by the involved hospital, however, quality review findings that you disclose to the hospital may be shared with program officials as internal communications, when appropriate. 
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D. Disclosure of Confidential Information To Elected Officials.--If a beneficiary or practitioner writes to an elected official requesting assistance, the elected official has the implied consent of the individual to receive PRO information about his/her situation.  Accordingly, when an elected 

official requests information from you on behalf of a beneficiary or practitioner, disclose the same information that you would disclose to the beneficiary/practitioner if he/she had made the request directly.  

10040.
DISCLOSURE OF PRO DELIBERATIONS

Regardless of any other provision, disclose your deliberations only as specified in 42 CFR 476.139(a).  

10050.
DISCLOSURE OF CONFIDENTIAL PRO INFORMATION TO OFFICIALS AND AGENCIES

A.
Disclosure to the Department of Health and Human Services (the Department).--Upon request, disclose confidential information to the Department as specified in 42 CFR 476.130.  

B.
Disclosure for Purposes of Monitoring and Evaluation.--Upon request, disclose confidential information to HCFA or any person, organization, or agency authorized by the Department or Federal statute to monitor your performance as specified in 42 CFR 476.131.  The information that you are required to disclose includes copies of medical records of Medicare beneficiaries that are maintained by health care facilities or health care practitioners.  

C.
Disclosure to Consultants and Subcontractors.--As specified in 42 CFR 476.135(b), disclose information to consultants and subcontractors when the individual/organization needs the information to provide you with specified services.  

D.
Disclosure to Intermediaries and Carriers.--Disclose confidential information to intermediaries and carriers as specified in 42 CFR 476.136, which authorizes disclosure of information relevant to the intermediary's or carrier's responsibility for making proper payment determinations.  This includes disclosures needed to coordinate medical review activities between you and the intermediary or carrier.

E.
Disclosures to Federal and State Enforcement Agencies.--As specified in 42 CFR 476.137, disclose information related to investigations of fraud or abuse of the Medicare or Medicaid programs to Federal and State enforcement agencies.  

F.
Disclosure to Licensing, Certification, and Accreditation Bodies.--Disclose information to licensing, certification, and accreditation bodies as specified in 42 CFR 476.138(a)(1).  A licensing, certification, or accreditation body has access to any confidential information directly related to its official duties, including sanction recommendations that you forward to OIG.  Unless excepted by 42 CFR 476.106, comply with the notification requirements in 42 CFR 476.105 before disclosing your information.  

G.
Disclosures to Other PROs.--Disclose to another PRO information on patients and practitioners who are subject to review by the other PRO.

H.
Disclosures to Medical Review Boards.--Disclose to medical review boards established under §1881 of the Act information on patients, practitioners and institutions receiving or furnishing end stage renal disease services. 
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10060.
DISCLOSURE OF PRO INFORMATION INVOLVING BENEFICIARY COMPLAINTS

Section 1154(a)(14) of the Act requires you to conduct an appropriate review of all written complaints from Medicare beneficiaries (or their designated representatives) about the quality of Medicare services.  Ensure that any disclosure of information is consistent with applicable provisions of 42 CFR Part 476.

10070.
DISCLOSURE OF PRO INFORMATION FOR RESEARCH PURPOSES

A. Independent Research Activities.--You cannot disclose information that explicitly identifies patients, practitioners, or your reviewers without their consent.  You may disclose information after deleting all confidential identifiers and any other information from which identification of an individual can be deduced. You may also replace the confidential identifiers with numerical or alphabetical codes that researchers could use to track specific patients or practitioners without knowing the actual identities of the individuals.  After you delete all identifying information, the remaining material is nonconfidential and disclosable on that basis. 

B.
Department Research Activities.--Research entities acting as employees or subcontractors of the Department have access to your confidential information when it is needed to accomplish the Department's objectives.  Provide this information in the manner and form required in accordance with 42 CFR 476.130.

10080.
DISCLOSURE OF PRO SANCTION INFORMATION

As specified in 42 CFR 476.142, disclose sanction reports to OIG, HCFA, and agencies that investigate and prosecute fraud and abuse.  Disclose relevant sanction information, including sanction reports, to licensing, certification, and accreditation bodies under the authority and limitations specified in 42 CFR 476.138(a)(1). 

Concurrent with your final notice, provide the affected practitioner or other person with a copy of the complete sanction report and recommendations that you are submitting to OIG.  See §§9000-9070 and 42 CFR 1004.60.  

The sanction information disclosable to licensing, certification, and accreditation bodies under the authority of 42 CFR 476.138(a)(1) includes only those portions of the file that the body needs to conduct its official duties (e.g., a synopsis of the particular case).  Do not include the entire medical record or unnecessary information such as an overview of the sanction process.  Determine, on a case-by-case basis, whether release of patient-specific information is appropriate.  

10090.
REDISCLOSURE OF PRO INFORMATION

A.
Redisclosure of Nonconfidential Information.--There are no statutory or regulatory restrictions that limit a recipient's redisclosure of your nonconfidential information.  

B.
Redisclosure of Confidential Information.--All recipients of your confidential information cannot redisclose the information except under the limited circumstances authorized by 42 CFR 476.107.  

Recipients of your confidential information (beneficiaries and practitioners) may redisclose information about themselves provided the redisclosure does not explicitly or implicitly identify another individual.
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C.
Notifying Recipients About Redisclosing Confidential Information.--The regulation at 42 CFR 476.104(a)(2) requires you to inform recipients, in writing, that they cannot redisclose confidential information you disclose to them except as permitted under 42 CFR 476.107.  Your written notice should also advise the recipient of the penalties for unauthorized disclosures.  

Explain in your notice to the recipient that, except as authorized in 42 CFR 476.107, confidential information cannot be redisclosed unless the individuals who would be identified consent to the redisclosure or all confidential personal identifiers are removed.  The notice can be a separate attachment to the information provided, or you can include the notice in your response to the recipient.  

As part of your responsibility to educate individuals and facilities about your review process (see 42 CFR 476.116), conduct activities that inform individuals and facilities in your area of the rules and restrictions applicable to confidential information.  Improper redisclosures of confidential information are generally inadvertent rather than intentional.  Accordingly, provide educational programs to avoid problems.
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