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Preface

Preface

As part of an effort to enhance the appraisal
process, the Office of Independent Oversight and
Performance Assurance (OA) and the Office of
Safeguards and Security Evaluations (OA-10)
have prepared a series of documents that
collectively provide comprehensive guidance and
tools for the evaluation of safeguards and security
program effectiveness across the Department of
Energy (DOE) complex. The OA Appraisal
Process Protocol describes the philosophy, scope,
and general procedures applicable to all
independent oversight appraisal activities. The
OA-10 Safeguards and Security Appraisal Process
Guide describes specific procedures used by OA-
10 in planning, conducting, and following up
safeguards and security inspections. This
Protective Force Inspectors Guide, as one in a
series of topical inspectors guides, provides
detailed information and tools to assist inspectors

assigned to evaluate the performance of protective
forces in DOE.

Although this inspectors guide is designed
specifically for the OA-10 inspector, it is made
available to the field through the DOE homepage
and may be useful to field element and facility
contractor personnel who conduct surveys or self-
assessments of the protective force topic.

OA-10 anticipates making periodic revisions to
this guide in response to changes in DOE
program direction and guidance, insights gained
from independent oversight activities, and
feedback from customers and constituents.
Therefore, users of this process guide are invited
to submit comments and recommendations to
OA-10.

April 2005



Preface Protective Force Inspectors Guide

This page intentionally left blank.

ii April 2005



Protective Force Inspectors Guide Contents

Contents

Aot 0] 1177103 TSP vii
DEFINMITIONS ...ttt st s e b e et s et b et et e et e R et et e e bR e et eRe et re e reneanan iX
ST ox 1T I oo 0 T o TSR PSR 1-1
PUIDIOSE L. ettt b et bbbt R Rt R b e Rt SRt R e e e e R e R e e bR e Rt bR be e e bt 1-1

L@ (0T TaT T2 (o] [P 1-1
GENEral CONSIAEIALIONS .......cvcveeiiieiiieete ettt st b et et e et e et s e s et et et e et eneseere s 1-2
Characterization of the Protective FOIrce TOPIC.......cviviciiriiri e s 1-3
INSPECLION GOAIS.......ceeiiveiiiieiic ettt a et s st e b e et e et e se st sesaete et ns 1-3
COmMPIIANCE/PEITOIMANCE.........veeiiiere sttt ettt et et e e st et e s e b e s et e seebe et eneseere s 1-3
PIANNING GOQIS ......oovivieiiceee ettt sttt st s et b et et e et e st re e te e renennan 1-3
PIanNiNg DECISIONS......cviviiiieiiiictii ettt st s e s bt e et e et e s e sbebe e e besesaeseseete e stene e 1-5
Using the TOPIC-SPECITIC TOOIS ........coviieiiieiiiec e neas 1-5
GeNeral INFOIMALION..........ciicici ettt et et 1-5
Common Deficiencies/Potential CONCEINS ........ccccvceiieirieiiesee e 1-5
PIaNNiNG ACHIVITIES. ......cveiiicviictie ettt b et ettt ne st re e te et 1-6
PEITOIMANCE TESES....viuiitetiiietiis ettt ettt e et et se st b e et e e st e ne st esesnete e rens 1-6

Data COlECTION ACHVITIES ....c.cvcveeiieciisee et ne e 1-6
PerfOrMAaNCE TESHING ..veviveeeiieii ettt s e et se b e e st r et be et e sesaeseseete e sbene e 1-6

R L To = o] o SRS 1-7
Using the Tools in Each INSPECION PRaSE.........ccccuciviiiiiiiic et 1-7
Integrated Safeguards and Security Management............cccvveivrieernerieie e s 1-8
Section 2. Protective FOrCe ManagemENT.........cocciiiiiiiieiesisere ettt sa e sa st ssere e re e s 2-1
GENEral INFOMMALION .....c.oviiiicici ettt e bt b et et e et e et eneseere s 2-1
Common Deficiencies/POtential CONCEINS.........covivciiieiireescee et re s 2-2
PIaNNING ACHIVITIES .....ueiiiii ettt et e st s e s b et e et esesaeseseete e s bene e 2-6
Data COlECTION ACHVITIES .......civeviieiei ettt et s e et e nens 2-7
ESTCTox (o] T T I - 1 oo TSR R 3-1
GeNEral INFOIMALION .....c.oviviicicc ettt b et b et et et et e et enesaere e 3-1
Common Deficiencies/POtential CONCEINS........coviveiiieiiiieisicee et re s 3-2
PIaNNING ACHIVITIES .....cueviviei ettt e st e bt sb et e et e sesaese st ete e bene e 3-5
PEITOMMANCE TESES ... itiiitieiiteteste ettt sttt e et se st e s et et e et ese st ebe e et ese st esesaeseseete e stene e 3-5
(D e W O0] [Tt o AN £\ =TT 3-5

April 2005 i



Contents Protective Force Inspectors Guide

Contents (Continued)

Section 4. EQUIPMENE aNd FACTHTIES .......viveiiieiici et 4-1
GeNEral INFOMMALION .....c.ovciiicic et r et e bbb e et e st et e e s beneseere s 4-1
Common Deficiencies/POtential CONCEINS.........coviveuirieiiireeseee et re s 4-3
PIaNNING ACHIVITIES .....ueiitiiiciei ettt s b et et e st s e sb et e st esesaeseseete e s bene e 4-5
PEITOMMANCE TESES ... ctiiitiiecieti sttt ettt e b se st et et et e e st e s e st e b et et esessesesaesessete e srene e 4-6
Data COlECTION ACHVITIES .......civeviieiee ettt e st e b e e s e s 4-6

SECLION 5. DIULIES ....euvcieiictectee ettt sttt b s bt et e et s e s bt e s et e e s be s e s e et e s e bese st enenaete e nnens 5-1
GENEral INFOMMALION .....c.ovciiicc ettt ettt e b b st e e e te et enesaere e 5-1
Common Deficiencies/POtential CONCEINS.........coviveiiieiiiieisieee e re s 5-3
PIaNNING ACHIVITIES ..ottt st s e et e et r e sb et e se et e sesaeseseete e s bene e 5-4
PEITOMMANCE TESES ... iviiititiitete ettt e st s st et et et e e st ese st e b et et es e st enesaeseseete e etene e 5-5
(D e W O0] | LTt o AN (A =TSRRI 5-6

SECHON 6. INTEITACES ....e.vcviietiistee et ettt e s et e et e e st et e s et et s tese st enenaete e nnens 6-1
110 LA T PR 6-1
Integration by the Protective FOrce TOPIC TEAM........ccoviiiiieiiiceisee e 6-2

o TR Tl o T T SRR 6-2
(O] g0 (0ot P TR 6-4
ClOSUIE PRASE......c.eveeiiieie sttt sttt sttt sttt et e et et se st e se s e b et et ese et e e st enesaete s tens 6-5
Interface With Other SUBIOPIC AFBAS ......c.vcveiiiiii et 6-5

Section 7. Analyzing Data and Interpreting RESUILS .........c.ccviveiiieiiisee e 7-1
oo 01 1T ISP 7-1
ANAIYSIS OF RESUILS.......vcviiciisic ettt e ettt e st ne et e s tens 7-1
L]0P PRSP 7-2
INTEIPrEtING RESUILS ...ttt e et e et e st se st s e e re e nens 7-2

Y g [=] =] o OSSP 7-2
LI UL TSR RPRTPRRP 7-3
EQUIPMENT AN FACIHITIES .. .cvevviec e st 7-3
DULIES .ttt et b e bttt e e bRt b e e b e et e R bR et R e et e Re e Re et e et nenaere e 7-4
Integrated Safeguards and Security Management............cccvveivieerinieriseie e 7-4

iv April 2005



Protective Force Inspectors Guide

Contents

Contents (Continued)

Appendix A. Performance TESt PrOCEAUIES .........ccvcciiieiriicisiee sttt s be s A-1
Appendix B. Performance Test Descriptions and COMMENTAIY .........ccceevveiereieniseeseie e B-1
Appendix C. Performance Test Plan Annotated OQULHINE ..........ccoevieieiiiiicie e C-1
Appendix D. OA-10 Performance Test Safety Plan with Protective Force AppendiX.........cccccceevveeriiiennas D-1
Appendix E. Evaluation Criteria and WOTIKSNEELS........cc.ceiiiiiiici s E-1
APPENAIX F. RETEIENCES ......ocviicici ettt e bt e et e et esesaebe e abe e e F-1
v

April 2005



Contents

Protective Force Inspectors Guide

This page intentionally left blank.

Vi

April 2005



Protective Force Inspectors Guide Acronyms
Acronyms

CAS Central Alarm Station

CAT Composite Adversary Team

DOE U.S. Department of Energy

ESS Engagement Simulation System

FBI Federal Bureau of Investigation

ISSM Integrated Safeguards and Security Management

JTA Job Task Analysis

LLEA  Local Law Enforcement Agency

LSPT Limited Scope Performance Test

MC&A  Material Control and Accountability

MILES Multiple Integrated Laser Engagement System

MOU Memorandum of Understanding

NTC National Training Center

OA Office of Independent Oversight and Performance Assurance

OA-10  Office of Safeguards and Security Evaluations

oJT On-the-Job Training

POC Point of Contact

SNM Special Nuclear Material

SO Security Officer

SPO Security Police Officer

SRT Special Response Team

SSSP Site Safeguards and Security Plan

TID Tamper-Indicating Device

VA Vulnerability Analysis
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Definitions

Composite Adversary Team (CAT) — Individuals who play the part of adversaries during performance
tests.

Controller - An individual assigned to assist a Test Coordinator in conducting and controlling a
performance test.

Evaluator - An individual assigned the responsibility for formally evaluating the performance of protection
system elements during a performance test. For OA-10 inspections, evaluators are usually members of the
OA-10 inspection team.

Insider - For performance testing purposes, a person from an inspected facility who is assigned to assist the
Composite Adversary Team, to the best of his/her abilities, in planning and executing their activities for a
performance test. (For a more detailed discussion of insider responsibilities, see “Context and Protocols for
Performance Testing of Protective Forces,” February 1999.)

Limited Scope Performance Test (LSPT) - A performance test designed to evaluate specific skills,
equipment, or procedures. An LSPT may involve Engagement Simulation System/Multiple Integrated Laser
Engagement System (ESS/MILES) equipment and CAT adversaries or live fire. The events of an LSPT
may be interrupted to facilitate data collection, and they may be purposely directed by OA-10 in order to
achieve certain evaluation goals. Although used as a data collection method for input to the protective force
topic, LSPTs are not assigned individual ratings.

Multiple Integrated Laser Engagement System (MILES) - Equipment consisting of weapons-mounted
laser transmitters, and laser sensors that are mounted on potential targets (e.g., personnel, vehicles,
buildings). MILES permits accurate assessment of the effects of weapons fire during simulated hostile
engagements. Also referred to as Engagement Simulation System (ESS).

Observer - An individual who observes a performance test but does not take part in test planning, control,
play, or evaluation.

Player - An active participant in a performance test either as a person being tested or as a role player, such as
an adversary or a bystander.

Shadow Force - Members of a facility protective force who are armed with live weapons and ammunition
and are under the direct supervision of a Controller. The purpose of the shadow force is to provide armed
response to an actual security emergency that might occur within performance test boundaries during a
performance test.

Test Coordinator - An individual assigned the primary responsibility for planning and conducting a
performance test.

Trusted Agent (TA) — A technically knowledgeable individual from an inspected field element or facility
who acts as a neutral party to assist in planning and conducting a performance test. (For a more detailed
discussion of Trusted Agents and their responsibilities, see “Context and Protocols for Performance
Testing of Protective Forces,” February 1999.)
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Protective Force Inspectors Guide Introduction
Section 1
INTRODUCTION
Contents
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Purpose reference material to collect data more efficiently

The Protective Force Inspectors Guide provides a
set of detailed tools and references that the
inspector can use to plan, conduct, and close out
an inspection of the protective force. These tools
serve to  promote  consistency,  assure
thoroughness, and enhance the quality of the
inspection process within the U.S. Department of
Energy (DOE) Office of Safeguards and Security
Evaluations (OA-10).

The information in the guide is intended to be
useful to both the novice and the experienced
inspector. For the experienced inspector, detailed
information is organized to be easily referenced
and can serve as a reminder when conducting
inspection activities. For the novice inspector, the
information can serve as a valuable training tool.
With the assistance of an experienced inspector,
the novice should be able to use the tools and

and effectively.
Organization

This introductory section (Section 1) describes the
inspection tools and outlines their use. Sections 2
through 5 provide detailed guidance for
inspecting each of the following major protective
force subtopics:

Section 2 — Management

Section 3 — Training

Section 4 — Equipment and Facilities
Section 5 — Duties.

Section 6 (Interfaces) contains guidelines to help
inspectors coordinate their activities both within
the protective force team and with other topic
teams. The section emphasizes ways in which
data gathering can be made more efficient by

April 2005
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coordinating with other teams and by identifying
data that inspectors on other teams can collect.

Section 7 (Analyzing Data and Interpreting
Results) contains guidelines on how to organize
and analyze information gathered during data
collection activities. These guidelines include
likely impacts of particular information on other
topics or subtopics, and a discussion of
interpreting the significance of potential
deficiencies.

Appendix A (Performance Test Procedures)
discusses the procedures for planning and
conducting protective force performance tests in
general, without dealing with specific tests. The
purpose, importance, scope, and goals of
protective force performance testing are
addressed, followed by a detailed discussion of
the procedures and considerations involved in
planning and conducting performance tests.

Appendix B (Performance Test Descriptions and
Commentary) contains generic performance test
descriptions to represent the selection of
commonly used protective force performance
tests used in data collection in the “Duties”
subtopic area.

Appendix C (Performance Test Plan) is the
annotated outline for a performance test plan used
in inspecting the protective force. Attachments
include the scenario, controller instructions, rules
of conduct, safety plan, and other information
important in performance test planning.

Appendix D (Performance Test Safety Plan)
provides information on the performance test
safety plan. In addition to numerous other safety
considerations, the plan is designed to addresses
safety equipment, test boundaries, Engagement
Simulation  System/Multiple Integrated Laser
Engagement  System  (ESS/MILES) safety
provisions, and safety for individual participants.

Appendix E (Evaluation Criteria and Worksheets)
provides the evaluation criteria and worksheets
used to record, analyze, and evaluate performance.

Appendix F (References) identifies references
applicable and useful when inspecting the
protective force topic.

General Considerations

The tools contained in this guide are intended to be
used at the discretion of the inspector. Typically,
inspectors select the tools that are applicable and
most useful on a facility-specific and inspection-
specific basis. Although the guidelines presented
here cover a variety of inspection activities, they
do not and cannot address all protection program
variations, systems, and procedures used at all
DOE facilities. The tools may have to be modified
or adapted to meet inspection-specific needs, and
in some instances, inspectors may have to design
new activities and new tools to collect information
not specifically covered in this guide.

The information in this guide does not repeat all
of the detailed information in DOE orders.
Rather, it is intended to complement the orders by
providing practical guidance for planning,
collecting, and analyzing inspection data.
Inspectors should refer to this guide as well as
DOE Orders and other guidance at all stages of
the inspection process.

One consideration in developing OA-10
inspectors guides is to provide a repository for the
collective  knowledge of OA-10’s most
experienced inspectors that can be enhanced and
updated as inspection methods improve and
inspection experience accumulates. Every attempt
has been made to develop specific guidelines that
are as useful as possible to both novice and
experienced inspectors. In addition to guidelines
for collecting information, the inspection tools
provide aids for prioritizing and selecting
activities, then analyzing and interpreting results.
The specific guidelines should be viewed as
suggestions rather than requirements, and they
must be critically examined and interpreted on an
inspection-specific basis, taking into account site-
specific factors.

1-2
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Characterization of the
Protective Force Topic

The basic mission of the protective force is to
protect both DOE security interests from theft,
sabotage, and other hostile acts that may
adversely impact national security or the health
and safety of the public, as well as life and
property at DOE facilities. How a protective force
accomplishes this mission depends upon the
specific security interests it must protect; this
process is defined in locally promulgated orders,
procedures, plans, and mission statements. The
inspection of a protective force must determine its
ability to accomplish site-specific requirements as
well as the applicable DOE policy requirements.

One or more of the subtopics (Management,
Training, Equipment and Facilities, and Duties)
will be the subject of inspection activities,
depending upon the goals of the inspection. All of
the subtopics are closely related and
interdependent. The Duties subtopic is by far the
most important, because it integrates the strengths
and mitigates the weaknesses of other areas, and
answers the question of whether the protective
force can accomplish its mission. Further, due to
the interrelationships of the subtopics, the
inspection of the Duties subtopic automatically
results in collection of data pertaining to the other
three subtopics. Figure 1 illustrates this point.

Inspection Goals

The primary inspection goal is to determine, with
reasonable certainty, whether the protective force
is both adequately meeting the appropriate
standards established by DOE policy and
providing appropriate protection to DOE security
interests.  In other words, the inspection must
determine to what degree the protective force is
able to accomplish its mission. In order to do
this, it is necessary to determine whether the
protective force is adequately managed, trained,
equipped, and capable of performing all mission-
related tasks and duties.

While additional goals may be assigned from time
to time, the primary goal always remains the
same: to determine whether the protective force
meets DOE standards in the areas inspected.

Compliance/Performance

While a protective force inspection includes
compliance and performance activities, a greater
emphasis is placed on the performance aspect, as
it is more useful in determining if the protective
force can perform its missions. Many of the DOE
protective force policy requirements contained in
DOE Order 473.2 and DOE Manual 473.2-2 are
stated in performance terms: that is, they state a
mission, duty, or set of duties that must be
performed. Therefore, compliance requires
effective performance. Even when dealing with
policy requirements for which a compliance
approach may seem appropriate (e.g., Does the
training program contain the required elements?
Are there post orders?), the OA-10 approach for
this topic is to go beyond compliance and
determine the performance aspects of these
requirements (e.g., Does the training program
adequately prepare Security Police Officers to
perform their mission? Do post orders provide
adequate and appropriate guidance?) Therefore,
whenever possible, data collecting activities for
the protective force topic should be performance-
oriented.

Planning Goals

The ultimate goal of planning is to anticipate and
provide for every action necessary to conduct the
highest quality inspection possible with the
resources available. That is an extremely broad
goal, and it provides little structure for actual
planning. However, it is useful to focus the
planning process on several narrower, yet major,
goals. Examples of such goals might include:

e Understanding the character of the protective
force, including its size, composition,
organization and mission; having a general
familiarity with how it is trained, managed,
and equipped; and understanding the
environment in which it operates

April 2005
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o Determining the subtopics to be inspected
and the specific areas of focus for inspection
activities

o Determining the specific data collection
methods to be wused, including any
performance tests to be conducted

o |dentifying and arranging for the provision of
all personnel, administrative, safety, and
logistical requirements necessary for data
collection

e Producing necessary planning documents

o Determining what follow-up requirements
(test plans, etc.) must be accomplished prior
to conducting the inspection, and by which
members of the inspection team.

Planning Decisions

Based on analysis of the information gained from
the document review, discussion with other topic
teams, and discussion with the points of contact
(POCs), the topic team must make a number of
decisions, including:

e Scope and emphasis of inspection activities
(including final selection of subtopics)

o Data collection methods and tools to be
employed, including performance tests

o  Test samples and how they will be selected

e Composite Adversary Team (CAT) support
required

e Logistics, administrative, and personnel
support required, and its sources

e Team members and their data collection
activities

e A tentative schedule for data collection
activities.

Once these decisions have been made, work
assignments can be made and the detailed
planning of data collection activities can proceed.

Using the Topic-Specific Tools

Sections 2 through 5, organized around the
protective force subtopics, provide topic-specific
information intended to help inspectors collect
and analyze inspection data. Each subtopic
section is further divided into the following
standard categories:

General Information

Common Deficiencies/Potential Concerns
Planning Activities

Performance Tests (if applicable)

Data Collection Activities.

General Information

The General Information section defines the
scope of the subtopic. It includes background
information, guidelines, and commonly used
terms intended to help inspectors focus on the
unique features and problems associated with the
subtopic. It also identifies the different approaches
that a facility might use to accomplish an
objective and provides typical examples.

Common Deficiencies/Potential
Concerns

This section addresses potential concerns or
deficiencies that OA-10 has noted on previous
inspections.  Accompanying each potential
concern or common deficiency is a short
discussion giving more detail. Information in this
section is intended to help the inspector further
focus inspection activities and identify site-
specific factors that may indicate whether a
particular deficiency is likely to be present. By
reviewing the list of common deficiencies and
potential concerns before gathering data,
inspectors can be aware of these deficiencies and
concerns during interviews, tours, and other data
gathering activities.

April 2005
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Planning Activities

This section identifies activities normally
conducted during inspection planning. If
applicable, specific activities or information
available to inspectors should be identified for all
planning periods, including pre-planning, the
planning meeting, and ongoing planning. These
planning activities include reviews of general
documents and interviews with the facility
protective  force managers. The detailed
information in the Planning Activities section is
intended to help ensure systematic data collection
and that critical elements are not overlooked.

Performance Tests

General guidelines are provided to help the
inspector identify site-specific factors that may
indicate which specific performance tests may be
particularly important. Details of protective force
performance tests, including scenarios, are
provided in Appendices A and B.

Data Collection Activities

This section identifies activities that inspectors
may choose to perform during data collection. The
information is intended to be reasonably
comprehensive, although it is recognized that it
will not address every conceivable variation.
Typically, these activities are organized by
functional element or by the type of system used
to provide protection. Activities include tours,
interviews, observations, and performance tests.
Inspectors do not normally perform every activity
on every inspection. Most often, activities and
performance tests are selected during the planning
effort. The activities listed in this section include
those most often conducted and reflect the highest
level of OA-10 data collection experience and
expertise possible. Also, the activities are
identified alphabetically for easy reference and for
assigning data collection tasks.

Performance Testing

Appendices A and B provide detailed information
on protective force performance testing, including
commonly used performance tests and scenarios
that may be used as shown or modified to address
site-specific ~ conditions ~ or  procedures.
Performance testing is the most important data
collection activity used in evaluating the
protective force (specifically the Duties subtopic);
therefore, it is customarily the focus of most data
collection efforts. Accordingly, the information
on performance testing is provided in two
appendices rather than in detail in the subtopic
sections.

In comparison with other data collection tools,
several aspects of performance testing should be
noted. First, performance testing is the most
labor- and time-intensive of all data collection
activities. Second, performance testing places the
greatest demands on the resources of the
inspected site and requires the highest degree of
coordination and planning. Third, performance
testing offers the greatest potential for generating
safety or security problems. Thus, performance
tests should not be used when relevant data can be
gathered using other collection tools. Also, the
tests must be carefully planned and coordinated
prior to arrival on site to ensure the most efficient
use of time and resources. This planning and
coordination process should continue after the
inspectors arrive at the site, often up to the
moment the test is administered.

Most facilities have local requirements and
procedures for planning, coordinating, and
conducting performance tests. If the local
procedures are acceptable to OA-10, considerable
time and effort can sometimes be saved by having
the facility plan, coordinate, and conduct specific
performance tests (particularly more elaborate
tests) in cooperation with OA-10.

1-6
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Validation

Validation is the set of procedures OA-10
inspectors use to verify the accuracy of the
information they have obtained during data
collection  activities. OA-10’s  validation
procedures, which are discussed in detail in the
OA-10 Appraisal Process Guide, include on-the-
spot validations, daily validations, and summary
validations. Effective validations are particularly
important in the protective force review because
of the extensive performance tests conducted by
the protective force team and the inherent
difficulties associated with evaluating the
performance of protective force personnel.
Further, the protective force team faces unique
challenges because of the tendency for
performance testing to extend past normal
working hours; in such cases, the protective force
team often must conduct the daily validations the
next morning. Therefore, the protective force
team must assure that it places high priority on
validation efforts, and that its efforts are
effectively coordinated.

In the protective force reviews, on-the-spot
validations are particularly critical because of the
large number of people typically involved in
performance tests, and because it is often difficult
to reassemble all the people involved for the daily
and summary validations. Therefore, it is
important for the individual team members to
keep track of significant information covered in
on-the-spot validations so it can be reiterated for
the protective force managers during the daily and
summary validations.

Using the Tools in Each
Inspection Phase

The inspection tools are intended to be useful in
all phases of the inspection. The following
discussion summarizes the use of the inspection
tools in the various phases.

In the planning phase, inspectors:

e Use the General Information section under

each subtopic to characterize the program and
focus the inspection.

e Perform the activities identified under

Planning Activities to gather the information
necessary to further characterize the program
and focus inspection activities. It is useful to
make photocopies of the applicable tools for
use during interviews, and to make notes in
the margins or highlight sections that need to
be discussed in more detail.

e Review Common Deficiencies/Potential

Concerns to help focus inspection activities,
to determine whether any common
deficiencies are apparent, and to identify site-
specific features that may indicate a need for
emphasis on selected areas or activities.

e Assign specific tasks to individual inspectors

(or small teams of inspectors) by selecting
performance tests and specific items from the
Data Collection Activities section. The
assignments should be made to optimize
efficiency and to ensure that all high-priority
activities are accomplished.

o Give appropriate consideration to the

guidelines in Section 6 (Interfaces) when
assigning tasks, to ensure that efforts are not
duplicated and critical elements are not
overlooked.

e Prioritize and schedule data collection

activities to optimize efficiency and to ensure
high-priority activities are conducted early in
the process. A careful prioritization of these
activities helps to determine whether
personnel resources and inspection times are
sufficient for evaluating the topic adequately.

April 2005

1-7



Introduction

Protective Force Inspectors Guide

In the conduct phase, inspectors:

e Use the detailed information in the Data
Collection Activities section as guidelines for
interviews and tours. Inspectors may choose
to make notes directly on photocopies of the
applicable sections.

e Review Common Deficiencies/Potential
Concerns after completing each data
collection activity to determine whether any
common deficiencies are apparent at the
facility. If so, inspectors should determine
whether subsequent activities should be
reprioritized.

e Review Section 7 (Analyzing Data and
Interpreting Results) after completing each
data collection activity to aid in evaluation
and analysis of the data, and to determine
whether additional data are needed to
evaluate the program. If additional activities
are needed, inspectors should then determine
whether subsequent activities should be re-
prioritized.

In the closur e phase, inspectors:

o Refer to the appropriate policy references to
determine whether the facility is complying
with all applicable requirements, including
those issued by DOE Headquarters.

e Use Section 7 (Analyzing Data and
Interpreting Results) to help analyze the
collected data and identify the impacts of
identified deficiencies. Doing so will help
determine the significance of findings, if any,
and assist inspectors in writing the analysis
section of the inspection report.

Integrated Safeguards and Security
Management

DOE Policy 570.1, Integrated Safeguards and
Security Management (ISSM) Policy, was issued
in May 2001. This policy formally adopts an

integrated management concept that had formerly
been used primarily in environment, safety, and
health inspections. The ISSM framework
encompasses all levels of activities and
documentation related to DOE safeguards and
security management.

The ISSM concept has proved useful in planning
and conducting inspections and in analyzing
data on program effectiveness. Further, ISSM
principles can be useful in diagnosing the root
causes of identified weaknesses, and thus can
benefit the site by helping organize inspection
results in a manner that highlights root causes.

The Office of Independent Oversight and
Performance Assurance (OA) has been proactive
in designing this Protective Force Inspectors
Guide to reflect the ISSM concept. Specifically,
OA has organized the relevant section of the
Protective Force Inspectors Guide (i.e., Section 2,
Protective Force Management) to parallel certain
aspects of the ISM principles and core functions.
Also, Section 7, Analyzing Data and Interpreting
Results, includes a brief discussion of the use of
the integrated security management concepts as
an analytical tool.

For the purposes of this Protective Force
Inspectors Guide, OA has established four
general categories that encompass the concepts
embodied in the guiding principles and core
functions of ISSM. These four categories are
listed below:

e Line Management Responsibility for
Safeguards and Security. This category
encompasses the corresponding ISSM
guiding principles that relate to management
responsibilities.

o Personnel Competence and Training. This
category encompasses the ISSM principle
related to competence of personnel. It also
encompasses DOE requirements related to
ensuring  that  personnel  performing
safeguards and security duties are properly
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trained and qualified, and the need for e Feedback and Improvement. This cate-
sufficient requirements and an appropriate gory encompasses the corresponding ISSM
skill mix. concept and DOE requirements related to
DOE line management oversight and

e Comprehensive Requirements. This contractor self-assessments.

category encompasses the corresponding
ISSM principles that relate to policies,
requirements, and implementation of
requirements.
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Section 2

PROTECTIVE FORCE MANAGEMENT

Contents

General INformation ...........ccoevevveeiiiiie e
Common Deficiencies/Potential Concerns....................
Planning ACHIVILIES .........cccceievieirice e
Data Collection ACHIVILIES.......ccveeiiiiiiciece e,

General Information

The protective force management standard
emphasizes the effective application of protective
force resources to perform the assigned mission.
It further emphasizes such specific items as
careful  planning, precise  documentation,
sufficiency of resources, effective command and
control, coordination with outside agencies, and
an organizational climate conducive to
productivity and personal development. Specific
elements essential to protective force management
are:

Supervision

Plans, orders, and procedures
Allocation of personnel resources
Personnel administration.

These elements are listed in order of priority.
Unless unusual factors exist, data collection
priorities should reflect this hierarchy when
resources are limited.

Supervision that is both competent and sufficient
is essential to effective protective force mission
accomplishment. A successful supervisory
program usually includes procedures for
inspecting Security Police Officers (SPOs)
reporting for duty to determine job knowledge,
fitness for duty, and adequacy of equipment.
Also, procedures should be in place for contacting
every SPO on duty several times during each shift
to ensure that adequate security is being provided,
equipment is functioning properly, and essential

information is disseminated. It is important that a
complete and accurate record of post visits,
inspections, and incidents bearing on security is
maintained, and investigations of anomalies noted
in recording visits and reporting are thorough and
timely.

An important function of management is to
ensure the presence of clear and concise plans,
instructions, and orders. Typically, plans address
potential contingencies, natural disasters, and
emergencies;  instructions  implement  the
provisions of DOE orders; and special orders
cover each post, patrol, or other position. It is
essential that these instructions and orders be
readily available to protective force personnel and
management, and that a system is in place to
ensure that changes are incorporated in a timely
manner. It is important that memoranda of
understanding  (MOUs)  with  local law
enforcement agencies (LLEAs) and other
documents delineating agreements and outside
assistance are current and have been exercised to
determine their effectiveness. At DOE facilities
with special response teams (SRTs), plans are
required to ensure adequate response to events
involving sabotage or theft of nuclear weapons
and other selected materials. Where the
requirement for an SRT is met by an MOU with
LLEAs, it is essential to ensure that the LLEAS
possess the skills required by DOE policies.

The protective force must have sufficient
personnel resources available to ensure an
adequate response in the amount of time and with
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the number of personnel required to contain,
deny, and/or neutralize the adversary, as defined
in approved Site Safeguards and Security Plans
(SSSPs).

SPOs are required to meet DOE medical and
physical fitness standards and requalification
requirements. These requirements must be
appropriately met and recorded. Individuals
receiving SRT training must be formally
evaluated and certified as competent to perform
their duties. Armed officers must qualify at least
semiannually, under both day and night
conditions, with all weapons reasonably expected
to be used in their duty assignments.

Before inspecting a  protective  force’s
management, an inspector should understand the
protective force’s position within and relationship
to the facility and other organizations. Knowing
this information can have a significant impact on
the protective force manager’s options. There are
essentially three types of possible relationships: a
proprietary relationship, where the protective
force is part of the facility prime contractor
organization and protective force members are
employees of the prime contractor; a
subcontractor relationship, where the protective
force contractor is a subcontractor to the facility
prime contractor; and a prime contractor
relationship, where the protective force contractor
is a prime contractor directly to the DOE field
element and does not work directly for the facility
prime contractor. Inspectors should understand
the relationship in effect at the inspected facility.

Inspection of protective force management
includes: reviewing directives, plans, orders, and
related documentation; interviewing protective
force management personnel; observing the
conduct of supervisory functions and operations;
reviewing the allocation of personnel resources
available for normal and contingency operations;
and analyzing the results of data collection in
protective force management, training, equipment
and facilities, and duties, to determine the
effectiveness of programs to protect critical
assets. Inspectors must pay particular attention to

DOE threat guidance and its potential impact on
the protective force mission. Where appropriate,
operations office and area office management and
oversight roles should be examined.

Common Deficiencies/Potential
Concerns

Line Management Responsibility
for Safeguards and Security

I nadequate Operational Supervision.
Sometimes individual members of a protective
force are not adequately supervised while on duty.
Inadequate  supervision may result from
inattentive, overworked, improperly trained, or
inadequate numbers of supervisors, or by
inadequate  policies  defining  supervisory
responsibilities. Whatever the cause, the results
can degrade the performance of the protective
force. Lack of adequate supervision may result in
failure to properly carry out duties and enforce
policies; inappropriate conduct on duty;
inadequately informed or instructed personnel on
duty; and the impression by protective personnel
that management does not care what they do on
duty. Indications that supervision may be
inadequate include: supervisors spending most of
their time at their desks, at headquarters, or doing
administrative chores; poor housekeeping and
equipment maintenance on posts; sloppy
appearance or poor attitude by SPOs on post;
protective personnel who are uninformed
regarding current policies, procedures, or events
(daily guard mount pass-on information); and
indications by SPOs that they never see their
supervisors during their shift.

Inadequate Tactical Supervision. Supervisors
are sometimes so completely occupied with their
routine operational responsibilities that they
neglect to develop or maintain the tactical
supervisory  skills required in emergency
situations. Such skills include those involved with
the command, control, and tactical employment of
the protective force or a protective force element.
Lack of such skills can result in failure to
establish control over and direct an appropriate
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protective force response to an emergency
situation; such a failure can result in an ineffective
response and can greatly diminish the protective
force’s chances of accomplishing its mission.
Indications  of  this  condition include
demonstration of poor leadership during
performance tests; absence of appropriate tactical
supervisory training in the training program; and
supervisors® failure to “play” (their leadership
roles) during internal training exercises or
performance tests.

Failure of Fiedd Element to Approve
Plansg/Orders. Often, the DOE field element
manager or his designee either does not approve
protective force plans and orders or changes such
plans and orders. In some cases, no one outside
the protective force approves plans and orders.
This practice makes it difficult for the responsible
DOE managers to ensure that protective force
practices are adequately implementing required
policies. In some cases, the DOE field element
may indicate that it provides review and tacit
approval of plans and orders during periodic
security surveys. However, orders and changes
thereto could be in effect for a year or longer
before being subjected to a security survey.

Failure to Review Plans and Orders. Some
protective force managers do not ensure that
plans and orders are thoroughly reviewed and
updated by supervisory personnel on the
required occasions. This lack of supervisory
oversight is often a contributing factor to the
other deficiencies indicated above. A record of
each review is required, so determining whether
reviews are being made is simple. The adequacy
of the reviews may be indicated by the number
of other deficiencies contained in the
plans/orders.

Improper Classification of Plans. Some
response/contingency plans provide fairly
specific information regarding protective force
responses to particular threats, including
response routes and locations, number of
responders, response times, and weapons and
equipment carried by responders. Such

response/contingency plans may not be given an
appropriate security classification or afforded
other appropriate administrative controls to
ensure that potentially damaging information is
protected from inappropriate  disclosure.
Although this is essentially an information
security problem, it has potentially serious
consequences for the protective force.

Inadequate Memoranda of Understanding.
Some protective forces rely on assistance from
other Federal agencies or LLEAs during unusual
or emergency conditions. However, MOUs
often do not exist or do not include sufficient
detail to describe the support to be provided, the
conditions under which it will be provided,
command relationships, each party’s
responsibilities, and  similar  important
information. This condition can result from the
LLEA’s reluctance to commit themselves in
writing to commitments they freely made orally,
or the field element’s failure to identify all
essential details and coordinate their inclusion in
the agreement.

Deficient Personnel Palicies. Protective force
management may not have clearly established,
fully explained, and equitable personnel policies
governing such issues as job and shift
assignments, promotions, and overtime. It is
important to protective force morale that
personnel policies be equitable, generally
understood by all protective force personnel, and
strongly enforced by management. Deficiencies in
personnel policies are of special concern and
require close examination by inspectors, because
low morale and real or perceived inequities can
adversely affect individual performance. Lack of
written policies in this area is usually self-evident.
Inappropriate application of policies may be
indicated by low morale or lack of enthusiasm
among protective personnel, or complaints voiced
during SPO interviews.

Inadequate Records. Occasionally, protective
force management fails to provide for the
effective maintenance of training and certification
records for the general training program, the
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physical fitness program, or the various required
specialized programs such as central alarm station
(CAS) operators, SRT members, or armorers.
Lack of required records and certifications makes
it difficult to track certification status and training
needs, and impossible to ensure that personnel are
actually certified to perform their assigned tasks.

Lack of Management Coordination. At some
facilities, there has been a lack of effective
coordination between the protective force and
the DOE field element and/or operating
contractor. A facility with an independent
protective force contractor or subcontractor is
particularly susceptible to this condition. Each
of these organizations has significant security-
related responsibilities, and each must be fully
involved in determining a coherent security plan
for the facility. If the protective force is left out
of the basic analysis and decision-making effort
that determines the site’s security strategy, there
is a reasonable possibility that the resulting
strategy will be flawed. Indicators that this
situation exists include lack of protective force
representation on vulnerability analysis (VA)
teams and security strategy and policy boards,
and in  daily  decisions  concerning
implementation of security practices. If such
conditions exist, inspectors should look for
protective force security concerns that are not
addressed by the facility security strategy.

Personnel Competence and
Training

Inappropriate Personnel Resour ces.
Insufficient personnel resources may be a
problem at some sites, often because of
contractual restrictions, substandard working
conditions, inappropriate management policies,
lack of appropriate security clearances, or training
program deficiencies.  The effects on the
protective force’s ability to accomplish routine
and emergency missions are obvious. Indications
of insufficient personnel resources may include
low morale, absenteeism at required posts, or
excessive overtime. Often, the lack of personnel
resources pertains to a particular type of SPO or

required skill; for example, the number of trainers
or qualified trainers is often inadequate. On the
other hand, some organizations are manned in
excess of their needs. This situation is most likely
when there has been a recent change in site
mission, a reduction in the threat, or the
installation of improved physical security systems
without a commensurate reduction in protective
force personnel.  Similarly, posts may be
eliminated without eliminating supervisory
positions, resulting in excessive layers of
management and possible confusion as to roles
and responsibilities. While such conditions do not
necessarily represent a security concern, they may
indicate that management is not using resources
efficiently. This situation may prompt the
inspectors to coordinate with the protection
program management inspectors for a more
detailed review of resource usage. (Also see
Section 3, “Training,” for other relevant potential
deficiencies/concerns.)

Comprehensive Requirements

Inadequate Post/Patrol Orders. A commonly
observed deficiency is the failure to adequately
maintain and update post/patrol and general
orders. This problem involves several specific
deficiencies, including: orders not
changed/updated to reflect current practices;
compensatory protective force measures (for
physical security system deficiencies, for
example) not documented in orders; voluminous
changes/modifications to an order, rather than a
rewritten order; and changes that are not
properly approved. Also, orders or portions of
orders may be missing from the posts/patrols to
which they apply. Failure to keep orders current
makes it difficult for protective personnel to
thoroughly  understand their  duties and
responsibilities. In such an environment, they
must rely on memory and word-of-mouth
instructions, and if they do refer to and follow an
(outdated) order, they may receive improper
guidance. As a result, protective personnel may
fail to properly carry out necessary duties or
procedures, or may carry out duties or
procedures that are no longer appropriate.
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Indications that this problem may exist include
post orders not physically located on post;
orders that are several years old; orders with
many changes/modifications; orders that differ
from observed practices; and orders that
prescribe procedures different from those
explained by SPOs and supervisors.

Incomplete or Inadequate Response Plans.
Often, response or contingency plans do not
provide adequate guidance for emergency
response. Again, this may involve a number of
specific deficiencies, such as plans that do not
reflect actual response practices; plans that are
obsolete; plans that provide insufficient detail to
provide for a rapid, coordinated, effective
response; plans that do not address the use of
available offsite support; and plans that do not
address essential elements of an emergency
response, such as command, control, and
communications methods and procedures. One
consequence of an inadequate response plan is
that it is much more difficult for the protective
force to make a rapid, coordinated, appropriate,
and successful response to an emergency
condition. Review of the plans may reveal
insufficient details or failure to address an
important  area. Other indicators include
confusion or inadequate response during
performance tests, or a response different from
that called for in plans.

Failureto Test LLEA Support. The failure to
adequately test the ability of LLEAS to actually
provide promised support is common and has
potentially serious consequences, particularly
for facilities whose security plans rely heavily
on such support. Most facilities rely on LLEA
support to some extent, either for SRT or other
specialized emergency support or for backup in
serious situations. In order to truly count on
receiving such support in a timely manner, the
protective force must fully understand and test
the capabilities of the supporting organizations
and the abilities of both organizations to quickly
and effectively integrate their resources to
counter an emergency. Without detailed
planning and periodic practice (testing), it is

unlikely that effective support can be provided
in a timely manner. Indicators that previously
relied-upon support may exist only on paper
include the lack of periodic, realistic exercises
involving the facility and specific LLEA support
promised; lack of specific planning and
execution details in MOUs or supporting
documents; and lack of detailed knowledge
among protective force supervisors regarding the
specific capabilities of supporting LLEA
organizations or how those organizations would
be summoned, would respond, and would be
integrated into the protective force response.

Feedback and Improvement

Inadequate Self-Assessment Program. Not all
protective ~ forces have implemented a
comprehensive self-assessment program
involving a thorough internal review of
capabilities using performance testing and other
appropriate investigative tools. The lack of such a
program can result in deficiencies going
undetected and uncorrected for extended periods.
If inspectors encounter significant deficiencies or
numerous minor deficiencies not already known
to protective force managers, it is a clear
indication that an effective self-assessment
program is not in place.

Inadequate  Corrective  Action  Plans.
Inadequate corrective action plans also can
result in deficiencies remaining uncorrected.
However, once deficiencies have been identified
(by whatever source), organizations frequently
fail to accomplish one or more of the following
actions: 1) prioritize deficiencies so resources can
be used to correct the most serious first; 2)
establish a corrective action schedule with
milestones and an integral, accurate tracking
system so progress can be monitored and
slippages can be identified early; 3) assign
responsibility for completion to specific
organizations or individuals; 4) continually
update the plan as known deficiencies are
corrected and new ones are identified; and 5)
assure that adequate resources are applied to
correct deficiencies. This process helps eliminate
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the frequent mistake of devoting resources to
“putting out fires” (i.e., correcting the most
recently identified deficiency instead of the most
serious).

No Root Cause Analysis of Deficiencies.
Another common and related problem that can
result in recurring deficiencies is the failure of
management to determine and correct the
underlying causes of identified deficiencies and
correct the surface problem or symptom instead.
Unless the root causes of identified deficiencies
are corrected, it is likely that similar deficiencies
will recur.

Planning Activities

During the planning meeting, inspectors interview
points of contact (POCs) and review documents.
Specifically, inspectors must:

e Review the protective force mission

e Review appropriate documents (SSSP and
associated computer modeling results) to
determine the site protection strategy

o Review results of the OA-10 pre-planning
efforts and the facility characterization
review, and coordinate with other topic teams
to determine whether the site threat, VAs, and
response plans bring any aspect of security
into question. The questions raised here
typically determine the scope and thrust of
protective force performance tests.

o Review facility self-appraisals, site corrective
programs showing action taken on previous
inspection findings, and SSSP exceptions.

e Review post orders and plans for currency,
accuracy, and completeness; determine
whether the required personnel plans have

been established and what the requirements
are; and review response plans and
contingency plans, classified and unclassified,
for security emergencies, environmental
emergencies, natural disasters, civil
emergencies, labor strikes by protective force
personnel, and call-outs of off-duty protective
personnel.  Questions raised during this
process should be resolved during site
interviews and, in some cases, through
performance testing.

Determine what physical security and facility
upgrades have recently been completed or are
in progress, and how they affect security
force manning and allocation of resources.

Characterize the site safeguards and security
organizational structure; determine whether
guard-to-supervisor ratios are adequate;
develop a list of questions, determine the
supervisors and managers to be interviewed,
and allocate interviews and questions to be
resolved to inspectors as appropriate; and
assign inspection responsibilities to members
of the protective force topic team. For
example, on a team of four, one team member
may be assigned responsibility for the
“Management” subtopic, another “Training,”
and the two remaining members to “Duties.”

Plan to observe guard mounts and post
inspections conducted by supervisors.

Review MOUs or agreements with Federal,
state, and local law enforcement and military
organizations dealing with assistance to be
provided to the protective force.

Develop a tentative schedule for data
collection activities, including the schedule
for range activities, limited scope
performance tests (LSPTs), or other
performance testing activities.
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Data Collection Activities

Document  reviews and interviews  with
management  and  supervisory  personnel
(including interviews with DOE field element
personnel responsible for the administration of
protective force and other security activities) are
key methods of data collection for this subtopic.
Many of the requirements in this area deal with
establishing, publishing, and enforcing policies
and procedures, and maintaining required records.
Usually, document reviews and interviews are
adequate for establishing compliance. Interviews
provide a means of rounding out the picture of
management activity and, in particular, of
identifying those aspects of management
performance that ordinarily escape
documentation.

Observations and performance tests also provide
data useful in evaluating this subtopic. For
example, observation can indicate whether
required supervisory contact is being provided to
SPOs. Results of performance tests can indicate
whether resources are properly allocated to
protect security interests.

The ultimate measure of  management
performance, however, is overall protective force
effectiveness. Thus, data collected in the other
subtopic areas, particularly “Duties,” may be an
extremely valuable source of data concerning
management. Widespread or systemic problems
are usually an indicator of management
deficiencies and should be followed up
accordingly.

Line Management Responsibility
(Including Supervision and
Allocation of Personnel
Resources)

A. Inspectors should determine whether an
adequate number of supervisors is assigned to all
shifts. The first step is to determine the
supervisory positions through review of job
descriptions and interviews with the protective
force manager/personnel manager. Procedures or

post orders pertaining to supervisory positions can
be reviewed to determine whether all members of
each shift fall under a supervisor’s responsibility.
Current and several recent duty rosters should
then be examined to determine whether adequate
supervisory personnel are assigned to each shift.

B. Inspectors should determine whether
supervisors are actually providing the level of
supervision required by local and DOE policies.

e Attend guard mounts or pre-shift briefings for
all shifts to determine whether supervisors
conduct fitness-for-duty inspections and pass
along necessary information and instructions.
If certain personnel (e.g., CAS operators, SRT,
dog handlers, training instructors, construction
escorts) do not attend guard mounts, determine
if and when these personnel are contacted by
supervisors.

e Observe supervisors from each shift for a
portion of their shifts to determine how much
direct contact they have with personnel, as
opposed to time spent at their desks on
administrative tasks. Not all supervisors need
be observed, but practices on all shifts should
be observed if possible.

o Review supervisor’s and post logs to
determine whether supervisory visits are
recorded. Supervisor’s logs can be reviewed
while observing or interviewing supervisors.
Post patrol logs can be reviewed during post
visits conducted in  conjunction  with
inspection of the “Duties” subtopic.

o Interview supervisors and SPOs. A sampling
of supervisors will normally be interviewed
during an inspection to elicit information on a
number of topics. Some questions regarding
their supervisory responsibilities and how
they carry them out should be included in
these interviews. A sample of SPOs should
be interviewed to determine whether they are
receiving supervisory visits on post/patrol and
whether they believe they are receiving
adequate supervision. These questions can be
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asked during interviews conducted at post
visits, which are a normal inspection activity.

C. Inspectors should determine whether there is
an adequate number of protective force personnel
to effectively accomplish mission requirements.
Conversely, inspectors should examine the
mission requirements to determine whether the
protective force is over-manned. The adequacy of
manning levels can usually be determined in
conjunction with other inspection activities.

e The adequacy of manning levels at routine
posts can be determined during the course of
observations, interviews, and performance
tests conducted to evaluate skills and
procedures. Inspectors should ensure that
they address this issue for all shifts and take
into account special requirements pertaining
to such events as general plant shift change
and construction projects inside security
areas.

e Manning adequacy for emergency duties can
be evaluated during no-notice response tests
and other emergency-mission-related
performance  tests.  Properly  designed
performance tests can reveal whether
sufficient resources are available for an
adequate response to selected targets.

e Adequacy of manning levels in other areas
should be examined in conjunction with other
inspection activities. For example, sufficiency
of training developers/ instructors should be
examined in conjunction with the training
program.

D. If the protective force includes Security
Officers (SOs), inspectors should determine
whether the SOs are properly employed. Orders
pertaining to guard posts and duties should be
examined, and SOs should be observed and
interviewed to determine the actual scope of their
duties. Results should be compared to policy
limitations regarding the use of SOs.

E. Inspectors should determine whether the
protective force, as a significant element in the
facility’s protection system, has an appropriate
amount of input into facility protection strategy
and policy decisions and directions.

e Interview protective force managers and DOE
field element and facility safeguards and
security managers to determine the protective
force’s level of participation in developing
sitewide security policy and strategy.

e Review membership on and minutes of
facility security policy boards or steering
groups, VA teams, or special task forces for
evidence of protective force participation or
input.

F. Inspectors should determine whether
protective force managers have an open and
frequently-used line of communication with
appropriate  DOE field element and facility
safeguards and security managers and staff. This
can be determined during interviews of such
managers and with a review of correspondence
between the parties.

Personnel Competence
and Training

G. Inspectors should examine personnel
administration  policies and procedures to
determine the presence of required elements,
including  pre-employment  screening, job
descriptions, position classifications, promotion
policy, appropriate security clearances for SPOs,
work scheduling policy, and overtime policy.
Document reviews (of various policies, job
descriptions, etc.) can provide much of this
information. Interviews with managers can
provide additional details regarding personnel
policies and their implementation. Inspectors
should ask SPOs pertinent questions during
interviews to determine whether the policies or
procedures have actually been implemented, as
stated, and have produced the desired results at
the working level. Cumulatively, these activities
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also measure the effectiveness of protective force
management in  implementing  formalized
processes for developing and replenishing
essential personnel.  (Also see Section 3,
“Training”, for other relevant data collection
activities.)

Comprehensive Requirements
(Including Plans, Orders, and
Records)

H. Inspectors should determine whether
directives, plans, and general and special orders
meet DOE requirements for currency, clarity, and
applicability to site-specific standards.

e Review the directives management system. If
a written policy exists, examine it to see
whether it contains  procedures  for
development, review, approval, distribution,
and updating of plans and orders. If no
written  procedures exist, interview the
responsible protective force manager to
obtain this information. If no formal
procedure exists, the adequacy of plans and
orders should be given particularly close
scrutiny during the inspection.

o Review response/contingency plans and
general, special, and post/patrol orders.
Review plans and orders to see whether they
are comprehensive, detailed, understandable,
and approved by the DOE field element or
other appropriate manager, and whether they
properly implement local and DOE policies.
Generally, all response plans should be
reviewed. These will cover protective force
response to such events as natural disasters,
labor disputes, demonstrations, hostile attacks
on security interests, and employment of
offsite resources. All general orders should be
reviewed. If there are a large number of
special and post/patrol orders, only a sample
need be closely examined. The sample should
include a cross-section of types of posts, such
as CAS operators, SRT, fixed posts,
construction escorts, and foot and vehicle

patrols. Post orders can be reviewed during
post visits, as each post/patrol normally has
all pertinent directives readily available.

o Interview SPOs to determine whether plans
and orders are understandable, are readily
available, contain  sufficient  guidance
regarding their duties and responsibilities, and
accurately reflect the way the protective force
operates. These questions can be covered
during SPO interviews conducted during post
visits or other inspection activities.

|. Inspectors should review MOUs with Federal
agencies and LLEAs to determine whether they
are current, specific, and adequately detailed with
regard to level of support, responsibilities, and
implementation procedures. While it is usually a
DOE field element responsibility to execute
MOUs, the protective force should have copies on
hand for planning purposes. Protective force
managers and supervisors should be interviewed
to determine their understanding of the support
MOUs should provide and when and how the
support is to be provided and integrated with the
protective force. At times it may be beneficial to
interview managers from supporting agencies
(Federal Bureau of Investigation [FBI], LLEA) to
determine their interpretations of support levels,
responsibilities, and procedures. This may be
necessary if a protective force relies heavily on
outside support, (e.g., to provide the facility’s
SRT capability).

J. Inspectors should check to determine whether
the following required records are being
accurately maintained: event logs; medical,
physical fitness, and firearms qualifications;
firearms cards; and SPO, SRT, etc., certification
records. Normally only a representative sample
of these records needs to be examined. Several of
these records are routinely checked, or may be
checked, as part of other subtopic inspection
activities. For example, training inspectors nor-
mally check certification/qualification records in
conjunction with examination of training records.
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K.

Inspectors should determine whether the

strategies employed by the protective force
(through policies, procedures, budget, personnel
allocations, training, weapons, and equipment)
appropriately complement the facility protection
strategy and contribute adequately to the
protection of the facility’s security interests.

Determine the applicable security interests,
threats, and vulnerabilities, and the protection
strategy adopted by the facility. This
determination can be made in reviewing site
SSSPs, associated VAs, and other related
documents. Additional details can be
provided through interviews with DOE field
element and facility safeguards and security
managers (which may be conducted by the
protection program management team).

Compare the protective force’s protection
strategy and implementation procedures to
determine whether it appropriately addresses
the threat(s) and supports the overall facility
protection strategy. During the normal course
of inspection activities, inspectors interview
protective force managers and supervisors,
and review protective force policies and
procedures. While doing so, they should be
sure to collect the information required to
make this comparison.

Feedback and Improvement

Inspectors should determine whether the

protective force’s self-assessment and corrective
action programs are adequately implemented.

Review self-assessment procedures and
reports of past self-assessments to determine
whether they are comprehensive; whether
they involve performance testing where
applicable; and whether analyses are
conducted to determine the underlying causes
of identified deficiencies.

Review corrective action plans developed to
correct deficiencies identified through self-
assessments or other evaluations. A good
self-assessment plan includes prioritization of
deficiencies; a roadmap to correct each
deficiency, with measurable milestones; a
tracking system to monitor progress;
assignment of responsibility for each
corrective action; allocation of necessary
resources; and a procedure to validate
whether the problem has been corrected.

Interview appropriate managers, SUpervisors,
and staff personnel to obtain more details
concerning the application of self-assessment
and corrective action procedures.

Examine applicable procedures, tracking
databases, and records to ensure that feedback
mechanisms are effective and that they
validate the adequacy of protective force
training (including supervisor training).

2-10
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General Information

The protective force training standard identifies
the objective of protective force training as the
effective and efficient development and
maintenance of the capability to perform the tasks
required to fulfill the protective force mission.
Most effective training programs for protective
forces are:

e Mission oriented
o Based on a valid and complete set of job tasks
o Directed by appropriate training objectives

o Aimed at achieving the level of competency
required to perform each job task

o Designed so that training activities make
optimum use of available resources

e Implemented so that competency is attained
by all qualified trainees

e Accomplished on a timely basis.

It is important that the training program design is
based upon a complete set of job tasks; identified
tasks should be essential and authentic and should
directly contribute to the fulfillment of the
protective force mission. To be functional, the
tasks must be clearly identified and documented

and must include measurable performance
criteria.

Training objectives are best defined when written
to be consistent with the job tasks; gaps between
desired competencies and existing competencies
should be identified and described in the training
needs analysis. Further, when information about
trainees (e.g., experience, education, physical
fitness, performance feedback) is systematically
applied to training  development and
implementation, the training program can best
meet individual needs and job requirements.

To achieve its organizational training goals,
management needs sufficient resources and
authority. Usually, management operates from
written plans that specifically implement the
training plan. It is important that the plans include
all provisions designed to meet DOE compliance
requirements. Successful training programs are
based on management providing a sufficient
number of qualified training staff and being
involved in the development of the training plan.
In addition, management must provide effective
oversight to the training staff, which has the
necessary authority and responsibility for
implementing the training plan.

The specialized nature of the Training subtopic
and the range of activities included in the process
of gathering data usually require at least one
member of the inspection team to work full-time
on this subtopic during the data collection phase.
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It is important that this requirement be considered
in both the team selection and planning phases. If
the scope of the Training subtopic inspection
must be limited for any reason, the most
important elements to evaluate are the annual
needs assessment process, training effectiveness,
program delivery  structure, instructor
qualifications, and individual training records.

Common Deficiencies/
Potential Concerns

Lack of a Comprehensive
Training Plan

While most protective forces have a document
called a training plan (or annual training plan,
etc.), in many cases this document is not
comprehensive. That is, it does not fully address
the training needs and objectives of the protective
force or outline the strategy, methods, and
resources to be used to meet those needs and
objectives. Often, the individual elements of a
training program are not combined to ensure that
they each contribute to a coherent program. The
absence of a comprehensive plan that is
anchored in requirements and performance
standards increases the chance of wasting scarce
training resources and not meeting important
training needs.

Inadequate Job Tasks or
Job Task Analyses

Frequently, inspectors find that the site-specific
job tasks are not complete, that they are not all
essential to fulfilling the protective force mission
(i.e., non-critical or otherwise superfluous tasks
are included), or that not all critical tasks are
listed. Itis essential that task statements represent
real-life  tasks, including specific actions
performed by individuals or groups with definite
beginning and ending points. It is also important
that identified tasks be observable events, with
measurable performance, and with specific
success criteria. Additionally, job task analyses
(JTAs) may not have been completed for all
identified jobs, or if completed, may lack essential
components such as performance standards. If the

JTA is not thorough and does not include all tasks
associated with protective force duties, it is likely
that the training provided to protective personnel
will not comprehensively prepare them for all
mission requirements.

There is a general lack of understanding among
managers of how the JTAs and critical tasks that
guide training are related to vulnerabilities or
protection strategies. The job tasks or JTAs and
training needs assessments often are not part of
the manager's “tool kit,” and there is a lack of
awareness on the part of managers of the potential
value of these documents in fulfilling the
management role.

Lesson Plans Inconsistent
with Tasks or Needs

Often, lesson plans do not incorporate current or
valid objectives and expertise, and do not establish
complete linkage with job task descriptions. It is
best if lesson plans are written to be consistent
with the job tasks and with the prioritized gaps
between desired and existing competencies
identified and described in the training needs
analysis. Since lessons plans determine the details
of the actual training provided, weaknesses in
lesson plans usually translate into deficiencies in
the training actually delivered. Protective force
training departments often use lesson plans
supplied by other agencies, particularly the
National Training Center (NTC). The use of these
lesson plans is acceptable as long as the contents
are consistent with the training needs identified on
site; if they are not, inspectors should identify
whether they have been modified to meet site-
specific needs. Often, instructors use the lesson
plans just as they are received from the NTC
without site-specific modifications, and this can
result in inappropriate or incomplete subject
matter coverage.

Training Not Properly Designed
or Focused

A common problem encountered in protective
force training is that it is “classroom oriented” in
the traditional sense, requiring trainees to achieve
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“passing grades” and attend mandatory training
sessions on all topics. In these programs, the
trainees are compared to each other, rather than to
their specific job requirements.  Training is
accomplished by repetitively targeting the whole
population, rather than targeting specific members
and subgroups of the population based on
individual or subgroup needs. Usually, these
programs are not designed to promote continuous
improvement, and momentum is lost when the
arbitrary standard or grade is achieved. The
standard or grade most often has no defendable
rationale; that is, how good is good enough? Or,
how good is 75 percent? For example, the
passing grade for critical tasks, such as “arrest
procedures,” is typically set at 70 to 75 percent.
Momentum is usually lost when the trainee
achieves 70 to 75 percent, rather than persisting
until the trainee achieves 100 percent. A more
constructive approach would be to set the
standard at 100 percent for selected tasks, then
design the training program to instruct and
motivate trainees to continue to improve until
they achieve 100 percent. This approach is
especially important for the critical or essential
tasks determined by the JTA and/or site priorities.

Lack of Qualified Training
Instructors/Developers

Many protective forces still rely on uncertified
instructors to develop and deliver training. Often,
protective force operations supervisors are
responsible for providing in-service training;
however, they are not usually professional or
certified trainers.  Although untrained or
uncertified instructors may be very good SPOs,
their training skills may vary considerably,
resulting in inconsistent training provided to the
protective force. Instructor certification is easy to
verify; instructor performance is more difficult to
determine. Lack of adequate performance
throughout the force in specific skills or
significant differences in skill levels between
shifts (or other subgroups) may be indicators of
inconsistent quality of instruction.

Lack of Interface Between
Operations and Training

Often there is insufficient communication and
feedback between the operations and training
elements within a protective force. It is essential
that operations supervisors inform trainers of
operational training needs and give trainers
feedback regarding performance problems and
concerns. It is also essential for trainers to ensure
that any training, including exercises, provided or
conducted by operations personnel meet the
appropriate training needs, objectives, and
standards. Without this essential interface and
feedback, the effectiveness of the training
program will suffer. Organizational, physical, or
attitudinal isolation of the operations and training
elements are obvious indications that this
situation may exist. ~ The training program
inspectors should be alert to subtle manifestations
of this condition; for example, a lack of training
personnel involved in training-related
management activities, such as performance
testing, force-on-force and other exercises, and
self-assessments.

Insufficient Training Resources

Some training programs lack the resources to
meet all necessary training objectives. Shortfalls
may be identified in certified training
developers/instructors; classroom, range, and field
training facilities; funds; or availability of
protective personnel for training times. A
significant deficiency in any of these areas can
seriously degrade a training program and affect
the protective force's mission performance.

Lack of Adequate
Supervisor Training

Some protective forces do not provide mission-
oriented supervisor training. While some use the
NTC leadership training package, it is not
sufficient in scope or site-specificity to fully train
supervisors. Neither does general (not specific to
the protective force) management or supervisory
training fully meet the mission-related needs of
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protective force supervisors. The lack of
comprehensive supervisor training can have
adverse effects on force training, morale, and the
force-wide performance of routine and emergency
duties.

Lack of Performance Testing

Written or oral knowledge tests are often used to
measure competency in tasks that are better
evaluated by performance testing. This situation is
akin to the previously mentioned use of classroom
instruction when hands-on or performance
training would be more appropriate. The best and
only reliable way to determine whether an SPO
has a particular skill is to have the SPO perform
that skill. Programs that include both knowledge
and skill objectives, but use only knowledge
testing without skill performance testing, risk
producing below-standard skill levels among
protective force personnel. Inspectors should
emphasize the need for performance testing
when skills are being learned.

Inadequate Tactical
Skills Training

Unrealistic tactical skills training is a common
problem. While some elements of tactical skills/
knowledge can be taught in the classroom, the
proper application of most tactical skills can only
be learned by repetitive practice in an
appropriately realistic setting. This type of training
is often minimized because it requires more time,
planning, instructor skill, and logistical support
than classroom training. However, lack of
adequate, realistic tactical training is likely to
result in a protective force that cannot adequately
perform in an emergency situation requiring the
application of tactical skills. Inspectors should
emphasize performance testing of tactical skills
during all inspections.

Response Plans and Training
Not Complementary

Emergency response training frequently does
not reflect the guidance provided in response/
contingency plans. Protective forces normally
publish response/contingency plans to govern
responses to various types of emergencies.
However, sometimes the response procedures
training conducted by the protective force does
not support, or even follow, the guidance or
procedures dictated by the plans. As a result,
there could be at least two different ways to
respond to an emergency—that prescribed by
the plan, and that practiced in training—possibly
leading to mission-endangering confusion
during an actual emergency. Inspectors should
determine whether training activities are
compatible with published and approved plans.

Unqualified Physical
Fitness Trainers

While all protective forces are required to have a
physical fitness program, some forces do not
provide a qualified individual to administer or
monitor their program. As a result, physical
training may not be realistic or sufficient for
helping individual SPOs achieve and maintain
their required physical standards.

Inadequate Individual
Training Records

In some programs, individual training records do
not support the training program as well as they
should. This general weakness includes a
number of specific problems. In some cases,
records of competency tests indicate only “pass”
or “fail,” and do not indicate areas of weakness
that require additional training. Many training
records are kept in databases, and the printouts
of those records, used by trainers and managers,
are often not kept -current. Insufficient,
incomplete, or outdated information in training
records adds to the difficulty of properly
managing a training program, and can result in
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unnecessary duplication of training or failure to
provide needed training.

Planning Activities

During inspection planning activities, inspectors

interview POCs and review available documents.

Elements to cover include:

e Statement of training objectives

e Annual training plan

e Curricula for basic and refresher training

e JTAs

e  On-the-job training (OJT) procedures

o Written tests currently in use (with answers)

e A number of representative lesson plans

o Alist of protective force instructors and their
qualifications, with an indication of whether

they are NTC-certified

e A list of protective force firearms instructors
and their qualifications/ certifications

e State and local training requirements for
armed and unarmed SPQOs, which apply to the
protective force

e The training records system used for the
protective force

e Achievement or performance standards and
their rationale, especially for critical tasks.

Inspectors should also:
e Interview site personnel to identify charac-

teristics of the program and corroborate
documentation.

o Identify training activities scheduled during
the inspection and arrange to observe some or
all of these activities.

e Coordinate all training inspection activities
with other protective force subtopic areas.

Performance Tests

Results of performance tests conducted to
evaluate the Duties subtopic are valuable in
determining the effectiveness of the protective
force training program.

Data Collection Activities

Basic information about the training program is
usually collected by reviewing training
documents and conducting interviews with
training managers and trainers. Such activities
indicate whether the required elements of the
training program exist and, to some extent, how
active the program is.

Training staff interviews can identify how the
training program operates, the responsibilities for
training development and delivery, program
strengths and weaknesses, and ways in which
weaknesses are being remedied. SPOs are
interviewed to determine whether protective force
training responds to their perceived needs and to
ascertain the effectiveness of training. Optimum
results are most often obtained when training
management interviews focus on program
organization and structure, training resources, and
management involvement in the training needs
analysis process. Where OJT responsibilities are
assigned to supervisors and experienced
protective force members, it is important that
these personnel also be interviewed.

When possible, inspectors should observe training
activities. Observation of training in progress
provides information about the effectiveness and
appropriateness  of  the instructors  and
instructional methods. Observation of SPOs
performing their duties provides an indication of
the effectiveness of training. Written knowledge

April 2005

35



Training

Protective Force Inspectors Guide

tests developed by the site can be used to test
training effectiveness and retention levels of the
information contained in the SPO lesson plans.
The results of performance tests, whether
administered specifically as part of the training
inspection or as part of the inspection of other
subtopic areas (typically Duties), provide one of
the most important indicators of the effectiveness
of skill training.

Training Program Development
and Structure

A. Inspectors should review the JTAs for
protective force members. Things to look for
include:

o Have all jobs been the subject of a JTA? A
comprehensive training program requires that
JTAs be completed for all positions, not just
for basic SPOs. Look for JTAs for SRT,
supervisors, CAS operators, dog handlers,
armorers, etc. Look for a JTA for every
position description.

e Have the JTAs been thorough in identifying
and prioritizing all tasks associated with a
job? It is not practical to thoroughly study
JTASs during an inspection. Inspectors should
review the methodology used to conduct
JTAs with the appropriate personnel and
determine whether necessary areas are
covered. For example, in addition to entry
control and tactical tasks, are such tasks as
vehicle operation, report writing, and running
one mile identified?

o Are the JTAs site-specific? Some generic
JTAs have been developed (for example, for
basic SPOs). Some organizations operating
protective forces at several facilities have
developed common JTAs. To be fully
effective, these generic JTAs usually require
some  modification  for  site-specific
conditions. Checking job descriptions or
seeing whether facility-unique activities have
been incorporated will quickly answer this
question.

B. Inspectors should determine whether systems
exist that identify annual refresher training and in-
service training requirements. An effective
training needs analysis process can identify these
requirements. Inspectors should interview training
personnel, review documentation pertinent to the
methodology used to determine training needs,
and review the most recent example of work done
in this area.

C. Inspectors should review the training plan and
discuss it with training managers to determine
whether it provides a clear roadmap for
accomplishing the organization's training. This
information may be contained in one or more
documents, such as a training plan, a training
order, an annual training plan, or a standard
operating procedure for training supported by one
of the above. Whatever the form, essential
ingredients of a good plan include:

o Identification of site-specific training needs
and goals (at least for the period being
addressed)

e Description of training resources and an
explanation of how they will be used to meet
the training needs and goals

e All basic training requirements, both general
(SPO) and specialized (SRT, CAS operator,
health physics, etc.)

e All required and necessary annual refresher
training, both general and specialized. This is
normally based on a training needs analysis
or similar evaluation

e All training exercise requirements for the
protective force in general, SRT, and
supporting FBI/LLEA

o Identification of resources committed to OJT.
Determine how OJT is used, who provides
the training, whether they have appropriate
qualifications as OJT instructors, and how
OJT is scheduled.
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D. Inspectors should review training schedules
and other associated documents used to
implement the training plan to determine whether
training is actually scheduled and conducted so as
to meet the identified needs and goals. Training
schedules are normally published on a monthly or
weekly basis. Inspectors need not review an entire
year's training schedules; randomly selecting a
few monthly or several weekly schedules is
usually adequate. Another option is to select one
(or more) training item(s) from the annual training
plan and track it through all training schedules to
see whether they collectively serve to achieve the
goal.

E. Inspectors should examine the lesson plans
currently in use to determine their adequacy in
supporting training goals. A review of six to ten
lesson plans should be adequate unless inspectors
discover that lesson plans are inconsistent in
format, detail, and quality; in such a case, a more
extensive look may be needed. If training is
going to be observed during the inspection, it is a
good idea to include lesson plans for the class(es)
to be observed among those reviewed. Inspectors
should look for format, appropriate level of detail,
and site-specificity. If lesson plans produced by
other organizations, such as the NTC, are used,
inspectors should determine whether they have
been modified, as appropriate, for site-specific
needs.

Training Records

F. Inspectors should select and review a sample
of class rosters and compare them with training
schedules to determine whether scheduled
training was actually conducted and the required
personnel attended. A review of 10 or 12 rosters
is usually adequate, although more may be
reviewed if necessary. Another approach is to
select a particular class (or several) and look at
the entire year's rosters for that class to determine
whether all scheduled classes were held and all
required personnel attended.

G. Inspectors should review the individual
training records of a random sample of protective

force personnel. Sample size may vary; for
example, it may be 10 percent or it may be based
on a formal population-based sample size table.
Records of specialists (SRT, CAS operator, etc.)
as well as basic SPOs should be included in the
sample. If one or more samples of personnel are
selected for other purposes, such as performance
tests or written tests, training records of the same
personnel may be reviewed. In some cases, each
individual may have more than one record;
records of all training and certifications may not
be consolidated. Records should be reviewed for:

e Accessibility—information on the records
should be easily retrievable, readily available
to those who need it, and in a useful format.

e  Currency—cross-check records against recent
class rosters to see whether training received
has been recorded. Also check to see that
credit was not given for training not attended.

e Completeness—check to see whether all
required training, evaluation, and certification
information is included in the records to
provide trainers/managers with an accurate
and complete picture of the individual's
training performance history.

H. Certification records should be reviewed to
ensure that personnel on the job have met all
pertinent certification requirements. From a
training standpoint, these would include physical
fitness, firearms qualification, and competency
certifications for basic SPOs and specialized
duties for SRTs and CAS operators. These
records may be consolidated with training records
or kept separately. A sample of individual training
records may be used, and it is usually most
convenient to review all individual records at the
same time. Certification records should be
compared with training and testing records to
validate that the individual has actually completed
all certification requirements.

Instructor Qualifications

|. Inspectors should review the certifications of
all training instructors. Documents should be
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reviewed to determine whether each instructor has
been trained and certified through an approved
program or process.

J. Inspectors should evaluate the proficiency of
instructors. Depending on the number of
instructors, inspectors may evaluate all or just a
sample. If supervisors or other operations
personnel not on the training staff are used as
instructors, they should be included in the sample.
Several techniques are useful in this evaluation,
including:

e Instructors can be interviewed to ascertain the
scope and depth of their knowledge relating to
training development and instructional
techniques.

e Inspectors can review instructor products,
such as lesson plans, instructional aids, and
exams or performance tests for completeness,
appropriateness, site-specificity, etc.

e Inspectors can observe an instructor teaching a
class or directing a training event. This is a
very effective way to evaluate an instructor,
because it involves performance  of
instructional skills under real conditions. It
also affords an opportunity to observe and
evaluate teaching methods, instructional
techniques, establishment of rapport with
students, use of student feedback, and testing
methods. If no training is scheduled during
the inspection, inspectors may want to have
the protective force schedule a class or have
an instructor prepare and deliver a class to the
inspectors.

Training Aids, Equipment,
and Facilities

K. Inspectors should examine the training aids
and support equipment available to the training
program to determine whether training objectives
and instructional techniques are adequately
supported. Awvailability and functioning of the
equipment should be included. Typical items to
examine include:

o Videotapes, players, and other audiovisual
equipment

o Facilities for making viewgraphs, slides, etc.

e Security training and evaluation shooting
system (stress) or other interactive shooting
systems

e ESS/MILES equipment

e Various mock-ups and props called for in
lesson plans

e Physical fitness exercise equipment.

L. Inspectors should examine the availability and
adequacy of training facilities. When appropriate,
attributes such as space, climate control, and
lighting should be checked. Ideally, facility
attributes and availability should support the
training needs; training should not be artificially
designed to fit inadequate training facilities.
Facilities normally necessary to support an
adequate training program include:

e Classrooms

e Live fire ranges (for day/night, all available
weapons)

e Tactical training areas, including facilities/
buildings for realistic training

o Physical fitness training facilities, including a
running track or other safe running course.

Training Effectiveness

M. Inspectors should determine how well the
training program prepares the protective force for
mission accomplishment. (That is, inspectors
should determine how well trained the protective
force is). This question can only be answered by
the assimilation of information collected by
various means throughout the inspection.
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o Interviews of personnel at all levels of the
protective force should include appropriate
questions to provide indications of general
job knowledge and an overall sense of how
well personnel believe the training program is
serving their needs.

e Oral and written knowledge tests should
provide evidence of how well the training
program has imparted necessary general and
specialized  knowledge.  Site-developed
knowledge tests may be used, or new tests
may be developed in conjunction with the
protective ~ force training  department.
Although the tests may be administered by
the training inspectors, they more likely will
be administered as part of the inspection of
the Duties subtopic.

e The most telling and useful information
regarding training effectiveness comes from
the performance test results. While training
inspectors may conduct some performance
tests, usually involving training staff
members and training-specific tasks, most
performance tests will be conducted during
the inspection of the Duties subtopic.
Training inspectors should observe as many
such performance tests as is practical; detailed
results of all performance tests and their
training implications should be discussed
among Training inspectors and inspectors
who evaluated the performance tests.

Management Support of
Training Program

N. Throughout the inspection process, inspectors
should be alert for indications of the level and
adequacy of management support for the training
program. Indicators include the availability of
adequate resources of all Kkinds, including
funding; training staff and their development;
facilities and equipment; and training time for all
protective force members. Most data collection
activities described above can contribute some
information reflecting the level of management
support.
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General Information

The protective force equipment standard requires
that equipment and facilities enable the protective
force to:

o Effectively, efficiently, and safely perform
routine duties

e Prevent adversaries from accomplishing their
objectives by bringing necessary force to bear

e Move in a timely manner and in sufficient
number under all expected weather conditions

o Detect the presence of adversary forces under
all lighting conditions

e Operate from fixed facilities that effectively
support the overall protective force mission
and are constructed in accordance with DOE
specifications.

The most efficient use of inspection time and
resources is achieved when data on equipment
and facilities is collected in combination with data
collection in other subtopic areas. For example, an
inspection of an individual SPO's personal
equipment can be conducted as part of an
interview with that SPO, or while observing the
SPO performing routine duties.

Maintenance of firearms and the effectiveness of
communications equipment can be noted during
post visits and performance tests. If time or
resources are limited, inspection activities in this
subtopic should concentrate on the equipment and
facilities critical to the protection of the highest
priority targets under routine and emergency
conditions.

Observation is the primary method of determining
whether the protective force has the required
equipment, whether it is adequate and appropriate
for their mission, and whether it is properly
maintained. Examination of facilities and
equipment will also provide significant data in
this area.

Observation, however, must be supplemented
with document reviews of inventory records,
maintenance  records, facility specification
documentation, and work orders. Moreover, when
equipment or facility-related problems are
identified, these problems will demand more
extensive investigation. For example, if random
checks of auxiliary weapons at fixed posts
indicate that proper maintenance is not being
performed, a follow-up examination of armorer
procedures and practices, and the inspection and
test-firing of a broader sample of these weapons,
may become necessary.
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Typical elements under the Equipment and
Facilities subtopic include:

o Weapons and explosives
o Vehicles
e Protective force communications equipment

e Individual
equipment

special-purpose  and  duty

o Facilities, including fixed posts, locker
rooms, fitness facilities, etc.

To prevent adversaries (identified in the generic
or site-specific  threat guidance) from
accomplishing their objectives, the protective
force must be able to bring the necessary force to
bear. Thus, they must have appropriate and
sufficient individual and auxiliary weapons and
ammunition readily available. Fixed posts and
tactical fighting positions should be positioned at
key locations (i.e., near likely avenues of
approach with optimal fields of observation) in a
manner that provides mutually supporting/
overlapping fields of fire with adjacent posts and
patrols. Further, inspectors should evaluate the
placement of delay barriers to determine whether
they are positioned in a manner that optimally and
effectively slows the adversary assault.

It is important that armories be well organized,
properly maintained, conveniently located, and
secure. Out-of-service weapons are required to be
tagged and segregated from operational weapons.
A qualified armorer must inspect all weapons
semiannually, and inventories of weapons and
ammunition must be conducted in accordance
with DOE requirements.

It is essential that a sufficient number of vehicles
be available to ensure that the required number of
protective force personnel can respond according
to plan. These vehicles must be maintained in
good serviceable condition, readily accessible,
and appropriately identified.

At some facilities, both normal telephone and
two-way radio communications are required. To
be effective, protective force communications
equipment must be operable, permit timely
transmission of routine and emergency
information, and be readily available for use.
Radios are most effective when they provide
multichannel capability and, when required, are
equipped with a wvoice privacy or digital
encryption capability. It is essential that a
sufficient number of radio channels be dedicated
for use by security personnel and that an effective
redundant/backup communications capability
exists (e.g., text pagers, cellular telephones, voice
pagers, public address systems).

Depending on mission requirements, protective
force personnel are assigned certain items of
individual special-purpose and duty equipment. It
is important that all items of equipment be
properly carried or otherwise stowed, easily
accessible, and maintained in serviceable
condition. These items often include a handgun
and ammunition, holster, handcuffs, flashlight,
portable radio with carrier, observation devices,
protective masks, personal protective armor,
chemical agents, or baton. Customarily, the
uniform worn by protective personnel is designed
and tailored to enhance efficient performance of
duties and promote a public image of
professionalism.

Protective force facilities range from regular
buildings and offices to specially constructed
features, including reinforced doors, walls, and
windows that provide specified bullet penetration
resistance characteristics and other protection
features. It is essential that facilities permit
protective force personnel to perform their duties
efficiently, protect individual SPOs from weather
and temperature variations, and provide for
effective communication. When examining these
areas, inspectors must also be mindful of basic
security concerns, such as the placement of trash
receptacles or equipment obstructing gun ports.
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Common Deficiencies/
Potential Concerns

Inappropriate Weapons/Ammunition

Sometimes the weapons (particularly auxiliary
weapons) and/or ammunition available to SPOs
are inappropriate for their mission requirements,
threat, or environment. For example, high-
powered rifles may be inappropriate for use inside
certain types of buildings, and shotguns may be of
little use to a wvehicle patrol operating in open
country on the fringes of a facility. As site
missions and facility usage change, or new
facilities are constructed, protective forces may
fail to re-analyze their weapons and ammunition
requirements.  Inappropriate  weapons  or
ammunition can result in two types of problems:
insufficient firepower to counter the threat, and
unacceptable levels of collateral damage (to
people and facilities). Inspectors should be aware
of the rationale behind weapon selection and look
for the presence of inappropriate weapons that
may not support mission requirements.

Lack of Post-Maintenance
Weapon Check Procedures

Sometimes there are no procedures or practices in
place to determine whether weapons are operable
after being repaired or after undergoing routine
maintenance. Weapons, including those worked
on by offsite contract armorers, may be issued to
SPOs or placed on posts with no live-fire
functional check. As a result, the reliability of
these weapons is unknown and will remain
unknown until they are used.

Inadequate Numbers and
Types of Vehicles

Inspectors may find that protective force vehicles
are not adequate to support mission requirements.
This may be due to an insufficient number of
vehicles or the wrong types of vehicles. A
protective force obviously needs enough vehicles
to cover all wvehicle patrols, response

requirements, and supervisory and transportation
needs. Vehicle type and equipage is also
important. Some off-road or four-wheel-drive
vehicles may be needed, depending on terrain,
roads, and weather. Motor pool vehicles that lack
radios, gun racks, and other special equipment do
not fully support protective force needs.
Inspectors should examine the rationale for the
vehicle fleet mixture and determine whether the
vehicles available are being used to best support
mission requirements.  (For example, is the
supervisor driving the new four-wheel-drive on
paved roads, while a patrol on dirt roads and open
terrain is using an older sedan?)

Poor Vehicle Maintenance

Poor vehicle maintenance procedures and
scheduling are sometimes observed and can
contribute to the problem mentioned above by
making vehicles unavailable for use. While
maintenance problems may be directly related to
the age of the fleet, other contributing factors
include vehicle abuse, maintenance priority, and
quality of maintenance. Examination of vehicle
treatment by SPOs, maintenance policies and
priorities, and replacement schedules may reveal a
lack of adequate supervision or management
support for the vehicle fleet.

Insufficient Radio Frequencies/Lack
of Redundant Communications

Most protective forces rely heavily on radios for
both routine and emergency communications.
However, some protective forces do not have
enough radio frequencies available to effectively
segregate communications functions, or they do
not possess a backup communications capability.
If sufficient frequencies are not available for all
necessary uses, such as routine operations, tactical
operations, training, or SRT, the primary
frequency becomes cluttered, and the probability
that important information will be lost increases.
Similarly, a backup communications capability is
needed in the event that primary radio
communications are malfunctioning, jammed, or
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otherwise disabled. Problems associated with
inadequate communications are exacerbated
during emergencies, when communications traffic
normally increases. If the protective force does
not have enough frequencies or redundant
communications, inspectors should examine what
is being done to manage the available frequencies
and/or employ alternative communications
methods.

Unreliable Radio Communications

The size and/or terrain of some facilities may
result in “dead spots” where radio messages
cannot be received and/or transmitted. Such “dead
spots” can be either outside or inside buildings.
Often this problem is intensified when radios are
used in the encrypted mode, which may decrease
range. The resulting inability of protective
personnel to communicate with each other can
have serious consequences during both routine
and emergency operations. When this problem
exists, inspectors should determine the extent and
impact of the problem and identify protective
force efforts to solve the problem (e.g., install
repeaters, devise compensatory radio procedures,
or use alternative means of communication).

Inadequate Encryption
Procedures

As protective forces have moved to comply with
the requirement to provide encrypted radios to
their SRTs, several problems have been
observed. Even with appropriate radios in hand,
some protective forces have been slow to
develop procedures to install the encryption
codes. Others have not established clear
procedures for switching to the secure mode
when necessary, or for communicating between
the SRT (in the secure mode) and the rest of the
protective force (in the clear mode). Inspectors
should determine  whether the various
complications inherent in the use of encrypted
radios by all or part of the protective force have
been identified, analyzed, and adequately
managed.

Storage and Issue of
Extra/Special Equipment

Remote or inaccessible storage locations and/or
problems with issue procedures (or lack of
procedures) for extra or special equipment,
weapons, and ammunition at some facilities
decrease the availability of such resources, thus
diminishing the support to emergency mission
requirements. During an unexpected emergency,
it may be necessary to distribute special
equipment, additional ammunition, etc. If the
equipment is not stored in an accessible location
24 hours a day, or if there are no procedures
detailing how the equipment will be issued, by
whom, to whom, and under what conditions, it is
unlikely that the equipment will be readily
available when needed. An indicator of this
problem is that SPOs may be unsure about how
they would get additional ammunition or a
particular item of equipment when needed.

Maintenance of Post/
Patrol Equipment

Equipment assigned to a post or vehicle is often
not properly cleaned, maintained, or given
functional checks. While procedures may call for
periodic functional checks of such things as
duress alarms, radios, telephones, and intercoms,
they often do not address responsibilities for other
items of equipment assigned to the post or
vehicle. These could include auxiliary weapons,
binoculars, night vision devices, respirators,
flashlights, and so forth. Any of these items,
under emergency conditions, may be mission-
essential, yet it is not uncommon to find such
items dirty, broken, with missing parts, or with
dead batteries. If procedures do not clearly spell
out responsibilities for these items and SPOs on
post are vague about who is responsible for them,
inspectors should take a close look at the
serviceability of these items.
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Individual Duty Equipment

Frequently, inspectors will find that SPOs do not
have or do not carry all necessary equipment,
such as handcuff keys, operable flashlights,
ammunition, extra eyeglasses, or equipment
carriers. Inspectors often find that SPOs do not
carry protective masks, even when required by
established procedures. During spot inspections,
protective masks are sometimes found to be
unserviceable or without necessary corrective lens
inserts.

Inadequate Training Facilities

Training facilities may be unavailable or
inadequate to support training requirements.
These deficiencies most often involve live-fire
ranges, tactical training areas, and physical fitness
training facilities, but may even include lack of
adequate classroom space at some sites. The
training requirements imposed by DOE and
performance levels expected of SPOs make
adequate training facilities essential.

Poorly Maintained Posts

Poorly maintained posts can be a problem,
particularly in older structures. Problems
observed vary and include such things as cracked
or broken bullet-resistant glass; inoperable or
inadequate climate control equipment; broken
doors/locks; burned out lights; and a crowded,
cluttered, or trashy appearance. Such conditions
can adversely affect job performance by lowering
morale, making it difficult to move about and
work in the post, or providing inadequate ballistic
protection.

Inadequate Fixed Posts

Some interior fixed posts have been established at
locations not designed or properly modified for
the purpose. Some posts, including material
access area (MAA) entry/exit control posts, have
been established in halls or intersections of
hallways with little or no modification to

accommodate the necessary post equipment, SPO
protection, or traffic control requirements. As a
result, the SPOs and their weapons/equipment are
accessible and vulnerable to passers-by; traffic
flow (entry/egress) is difficult to control,
particularly during heavy traffic periods; and the
orderly conduct of post business is difficult at
best.

Planning Activities

Inspectors should interview POCs and review
equipment lists and facility projects (ongoing and
planned). It is helpful to determine where
equipment is stored to ensure that major facilities
and equipment are inspected during data
collection. Other elements to review include:

o Firearms inspection procedures

e List of armorers who inspect, certify,
maintain, or repair protective force weapons,
and whether they are NTC-certified or hold
other certification

e Topographical map of the site, including all
site property, and site map with all buildings,
roads, security fences, and other significant
features; this would include the location and
description of firing ranges, physical fitness
areas, armories, equipment and weapon issue
facilities, and maintenance sheds

e Inventories of significant protective force
equipment, including:

- firearms, indicating type, manufacturer,
serial number, and location

- vehicles (including air and water craft),
indicating type and model

- protective masks, indicating type and
location

- non-lethal weapons, indicating type

- chemical agents and dispersal devices
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- radios, indicating manufacturer, model,
number of channels, and duress feature
and data encryption capability (if any)

- duty ammunition, pyrotechnics, and
explosives, indicating type and caliber

- metal detectors and other contraband
detection devices, indicating type and
location.

Performance Tests

Performance testing and interviews with
protective force personnel help determine whether
facilities and equipment are functional and
appropriate. Most performance tests conducted to
evaluate the “Duties” subtopic require the use of
equipment, and many require the use of facilities,
offering an excellent opportunity to determine
whether they are adequate and functional.

Inspectors may be able to check the operation of
radios, phones, and duress systems during post
checks and while conducting exercises. Weapons
in the armory can be randomly selected to check
for  operability, cleanliness, and  other
requirements (for example, whether the armorer
set the correct “battle sight” on auxiliary
weapons).

Protective force members can be asked to
demonstrate deployment of their light machine
guns and other auxiliary weapons, and exercises
can be conducted that require the issue and
deployment of stored, specialized equipment.

Data Collection Activities

Most data collection activities for this subtopic
are normally conducted concurrently with data
collection activities for the Duties subtopic. Most
equipment and facilities are located with or in the
immediate vicinity of the protective force
members who use them in performing routine and
emergency duties. Therefore, most equipment
and facilities can be inspected and tested while
protective personnel knowledge and skills are
being inspected. Only a few activities, such as
reviewing records and examining the armory and

other storage and maintenance locations, need be
conducted separately.

Weapons and Explosives

A. Inspectors should determine whether the
protective force has adequate numbers of the
appropriate types of weapons and ammunition
(and explosives, if appropriate) properly located
to comply with local and DOE requirements and
to support routine and emergency missions. This
information can be collected in several ways.

e Review documents, such as weapons
inventories and general, special, and post
orders, to determine the types of weapons and
ammunition available and where they are
normally located.

e  Observe the types, numbers, and locations of
individually assigned and post/auxiliary
weapons during all inspection activities, such
as post visits and tours. Post/patrol visits
provide an excellent opportunity to see what
weapons are where.

e Performance tests, including no-notice
response tests, conducted to evaluate
performance and procedures provide an
excellent opportunity to determine whether
adequate numbers of the appropriate types of
weapons are available in a timely manner.
The collection of this data should be
considered during performance test planning.

B. Inspectors should determine whether weapons
and ammunition are controlled and stored safely
and securely in accordance with DOE and local
requirements. Armory procedures should be
reviewed and their implementation observed
during all shifts. During post/patrol visits,
weapon/ammunition carriage and storage should
be noted. If auxiliary weapons and ammunition
are stored for ready access in locations other than
the armory or at posts, inspectors should examine
those storage locations. If the protective force has
long-term bulk storage of weapons, ammunition,
or explosives, storage facilities and procedures
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should be checked for compliance with the DOE
Explosives Safety Manual (DOE Manual
440.1-1).

C. Inspectors should determine the operability of
weapons available for protective force use.

e During all live-fire inspection activities
(qualification courses, stress courses, etc.),
inspectors should pay close attention to
weapon functioning. During these activities,
SPOs should be required to use their own
individually assigned weapons, including
rifles, submachine guns, and shotguns, if
individually assigned.

e A random sample of weapons assigned to
posts/patrols should be selected, removed
from post (replaced), and test fired. For
weapons with adjustable sights, testing for
proper battle sight setting should be included.
All types of weapons available to the
protective force should be included in the
sample. If plans call for issuance of additional
weapons from the armory during a response,
armory weapons can be included in the
sample. The size of the sample will depend
on the total number of weapons and the time
and facilities available for testing.

e Maintenance procedures should be reviewed
to determine whether required preventive
maintenance is programmed. Check to see
whether procedures include verification of
proper functioning before a repaired or
inspected weapon is placed back into service.
Quialifications or certifications of armorers
and gunsmiths should be verified.

e Maintenance records should be checked to
determine whether required inspections and
maintenance are being conducted. The
number of records checked will depend on
the number of weapons and the time
available.

e \Weapons at any location may be spot-
checked for cleanliness and obvious (visible)
maintenance problems.

D. Inspectors should determine whether the
protective force is properly accounting for
weapons, ammunition, and explosives. Inspectors
should review not only accountability and
inventory procedures but also records of periodic
inventories to determine whether they are
thorough and timely. A good check of
accountability practices can be made by
generating a random sample of weapons, then
going to the locations where records indicate
those specific weapons should be and verifying
the weapons by serial number.

Vehicles

E. Inspectors should determine whether the
guantity and types of protective force vehicles are
adequate to support routine and emergency
mission requirements. The adequacy of integral
vehicle equipment (light bars, radios, and
weapons racks) should be included in this
evaluation.

o Interview managers and review any pertinent
documentation that explains the rationale for
the makeup of the vehicle fleet.

e Observe, during routine operations and
performance tests of emergency operations
(or actual responses), whether the vehicles
available are adequate to support the
necessary tasks.

F. Inspectors should determine whether
adequate vehicle maintenance support is
provided.

e Inspectors should observe the condition of
every protective force vehicle they encounter
during the course of the inspection.
Cleanliness, care, and general condition can
be observed by visual inspection.
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o Inspectors should review protective force and
motor pool maintenance schedules to
determine  whether routine, scheduled
maintenance is appropriate. Maintenance
records should be checked for a sample of
vehicles to determine whether scheduled
maintenance is performed. Inspectors should
also check records for excessive unscheduled
vehicle down time, which might indicate
inadequate maintenance or careless operation.

e SPO interviews should include questions
regarding their opinions about the suitability
and reliability of the vehicle fleet. Interviews
of protective force and vehicle maintenance
(motor pool) managers can reveal main-
tenance priorities afforded protective force
vehicles.

Communications Equipment

G. Inspectors should determine whether the
protective force has sufficient numbers of the
appropriate types of communications devices as
required by DOE and local policies.

e Inspectors should review equipment lists,
including equipment specified in post/patrol
orders, to determine the quantities and types
of communications equipment available.
Information regarding the number of available
radio frequencies should be determined.

e Inspectors should determine, through a
combination of SPO interviews, observation
of routine operations, and performance tests
of emergency operations, whether the
protective force has adequate communi-
cations equipment to perform its mission
requirements.

H. Inspectors should determine the reliability of
communications equipment, particularly  of
radios. This may be accomplished by reviewing
maintenance records and observing the ability of
the protective force to communicate during

routine operations and performance tests
simulating routine or emergency operations.
Interviews with SPOs, including CAS operators,
can provide added data about communications
reliability.

I. Inspectors should determine  whether
maintenance and testing of communications
equipment is adequate. Maintenance and testing,
and to some degree suitability, of radios is
normally inspected by the Physical Security
Systems topic team, and Inspectors should
coordinate with that team in this area. Procedures
and practices for the operational testing of other
communications devices, such as telephones,
intercoms, and duress alarms, should be inspected
by review of procedures, observation of tests, and
review of test records.

Individual Special Purpose
and Duty Equipment

J. Inspectors should determine whether the
uniforms and equipment required by DOE and
local policies are available, appropriate,
functional, and reliable. Numerous items could
be included in this category, including such things
as uniforms, load-bearing equipment, sidearms,
handcuffs, flashlights, body armor, hand-held
metal detectors, protective masks, and extra
eyeglasses.

e Inspectors should review appropriate
protective force policies, orders, and
equipment lists to determine what equipment
is required and where it should be located.

o Information regarding availability, suitability,
reliability, and functioning can be obtained
through SPO interviews, observations of
routine operations, and performance testing.
In addition to observing equipment during
performance tests of SPOs, inspectors may
also select items of equipment to be
performance tested for proper operation. The
particular items and the size of the sample to
be tested will vary with the circumstances.
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Facilities

K. Fixed posts should be inspected to determine
whether they meet the minimum requirements for
their use. Specific things to look for include:

e Adequate environmental controls and
protection from the weather

e Adequate human engineering features

e Design and equipment suitable to facilitate
the SPOs' performance of required duties.

Generally, all fixed posts should be examined. If
there is sufficient time, posts should be selected
on the basis of their importance to the facility
protection strategy.

L. Inspectors should determine whether the fixed
posts that DOE policy requires to be hardened do
in fact meet the appropriate construction and
materials requirements. This should be
determined in coordination with the Physical
Security Systems topic team, which normally
inspects this area.

M. Inspectors must determine whether fixed
posts and tactical fighting positions are
positioned at key locations (i.e., near likely
avenues of approach with optimal fields of
observation) and in a manner that provides
mutually supporting and/or overlapping fields of
fire with adjacent posts and patrols.
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General Information

All protective force members must be able to
effectively and efficiently operate all equipment
assigned to them for the performance of routine
and emergency duties. Individual and team skills
must enable the protective force to protect DOE
security interests from theft, sabotage, and other
hostile acts that may adversely affect national
security, program continuity, or the health and
safety of the public. The ability to effectively
perform these functions is the most important
measure of the ability of the protective force to
fulfill its mission and is thus, customarily, the
focal point of any protective force inspection.

Inspection priorities should be established to
ensure that data are collected for critical areas.
These would include the duties involving
protection, under routine and emergency
conditions, of the highest priority targets. Specific
duties that would normally always be inspected
include those associated with access controls,
weapons handling, tactical response, use of
deadly force, and the fundamental ability to
identify key special nuclear material (SNM)
assets.

Although  document  reviews, interviews,
observation, and knowledge tests are all
employed in collecting data on the performance
of duties, one key data collection tool is
performance testing. It is only by means of
performance testing that reasonable conclusions

can be drawn concerning the overall ability of the
protective force to meet the Duties requirements.

Document reviews are important in preparing to
inspect this subtopic, but they play a small role in
actual data collection during the inspection visit.
Some records and log books may need to be
examined to determine whether SPOs routinely
perform various required functions.

Observation provides accurate data regarding
actual performance of some routine duties, and, in
some cases, may provide similar data regarding
some emergency duties. Knowledge tests and
interviews provide data concerning knowledge of
laws, policies, and procedures. This type of data is
often useful to inspectors, particularly when
inspection activities do not afford the opportunity
to test the actual application of this knowledge by
means of performance tests.

Data collection activities should strike a balance
between examination of routine and emergency
duties. The ability of the protective force to
respond in a tactically effective manner to a major
adversarial threat may be the ultimate test of its
ability, but its ability to perform routine patrols or
access control is of equal importance in providing
ongoing protection to DOE security interests. The
selection of performance tests to be administered
during a given inspection must also take into
consideration the time and  manpower
requirements for a particular test and its impact on
the overall objectives of the inspection. A large-
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scale tactical performance test may absorb more
resources, without necessarily yielding more
relevant data, than a series of smaller-scale
performance tests. If the inspection team decides
that a large-scale tactical performance test should
be conducted, adequate manpower resources
should be made available to ensure that the
conduct of routine duties is not adversely
impacted. Also, allowance must be made for the
greater level of planning and onsite coordination
required to conduct such large-scale exercises
successfully.

Specific elements of protective force duties
typically examined include:

e General skills and knowledge

- SNM recognition

- Observation, assessment, and reporting

- Weapons-related skills, with specific
attention to enhanced weapons systems,
such as light machine guns, grenade
launchers, and other force multipliers

- Individual tactics

- Use of individual special-purpose and
duty equipment

- Driving skills (routine and stress)

- Communications skills

- Firstaid and fire protection

- Access and egress controls

- Alarm station operation

- Self-defense

- Knowledge of laws, policies, regulations,
and orders

e Canine handling

e Aviation

o Explosive entry techniques
¢ Planning tactical assaults

e  Sniper/observer teams.

Although competency levels vary throughout the
complex, SPOs and SOs must have the general
skills and knowledge required to effectively
accomplish their duties at any particular site.
Basic observation and reporting skills provide the
foundation for the remaining, more demanding
skills. The SO must be able to identify potential
problems, details of events, or potential evidence,
and provide clear and accurate reports involving
these occurrences.

At facilities requiring armed protective forces, the
SPOs must effectively master targeting skills and
the use of firearms. Proficiency with firearms
requires a detailed knowledge of their mechanical
operation, assemblies, maintenance requirements,
and deployment. SPOs must be able to qualify,
under both day and night conditions, with all
firearms they may be required to employ while on
duty. In addition to the customary handgun, this
may include individual qualification with
automatic weapons, anti-tank weapons, grenade
launchers, and shotguns. Also, SPOs may be
required to be proficient in the use of the baton,
explosives, or other specialized equipment.

SPOs must also be knowledgeable in the use of
radios and other communications equipment.
They also may have to be familiar with the use of
special purpose equipment, such as aerosol irritant
systems, night vision devices, protective masks,
or self-contained breathing devices. In some
cases, protective force personnel will be involved
with aviation, canine handling, demolitions, and
sniper/observer team techniques.

Access and egress control is usually one of the
most important routine functions performed by
protective force personnel. To effectively perform
this function, SPOs must be able to operate all
items of detection equipment, perform effective
searches, and apply knowledge of the policies and
guidelines governing access and visitor control.

At most sites, the CAS operators are key players
in the successful accomplishment of the
protective force mission. These individuals must
be able to effectively operate and monitor all
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phases of the alarm system, initiate immediate
protective force response, and maintain accurate
reports and records.

Critical to all protective force operations is the
effectiveness of its supervision. Supervisors must
be well trained, possess good leadership skills,
and be thoroughly knowledgeable of all pertinent
policies, orders, and regulations. Typically, the
supervisors are key in ensuring that protective
force personnel maintain high morale, sustain
necessary skill levels, remain informed, operate as
a team, and display a professional image.

Common Deficiencies/Potential
Concerns

Ineffective Personnel
Identification Skills

Perhaps the most commonly observed set of duty-
related deficiencies involves access/egress control
skills. One of the most common involves failure
to positively identify personnel entering or exiting
security areas. Unauthorized persons, or persons
with improper badges, manage to gain entrance to
security areas at an unacceptable rate during
performance tests. This problem is most often
observed at facilities that rely solely on the SPO
visually examining a badge and comparing the
picture and description on the badge with the
person presenting the badge.

Searches Not Conducted Properly

The ability to conduct thorough entry and exit
searches of vehicles, personnel, and hand-carried
items is a recurring problem. Frequently, as the
result of a superficial or careless search, SPOs do
not find contraband items. Inadequate searching
is also a common deficiency encountered during
arrest  procedures and  suspect-handling
performance tests. Further, during the search of
suspects, SPOs often unsafely mask the line of
fire of backup SPOs.

Inability to Use
Post Equipment Properly

Another problem often observed is the inability of
SPOs to properly operate all equipment available
to them on various posts. While most items of
post equipment are fairly simple, others are more
complex, and they all require some level of skill
to place them in operation and use them properly.
Generally, more problems are observed with
activating, checking, and employing such items as
night vision devices, metal detectors, explosive
detectors, and SNM detectors than with
flashlights, protective masks, and communi-
cations devices.

Inadequate Understanding/
Application of Deadly Force Policy

Problems with the application of deadly force
policy are still encountered.  Past training
methods emphasized the ability to memorize the
DOE deadly force policy and did not address the
ability to apply it properly in realistic
circumstances. While knowledge of the policy is
necessary in order to apply it properly, knowledge
does not assure proper application. As a result,
SPOs who can recite the policy often cannot
properly apply the policy (that is, make correct
deadly force decisions) in scenarios representing
real-world situations. Deficient skills in this area
are extremely serious because SPOs are always
armed with deadly force while on duty, and
misapplication of deadly force can have fatal
consequences for the SPO, a suspect, or innocent
bystanders.

Lack of Knowledge of
Mission-Essential Information

A very basic problem, still encountered, involves
the inability of SPOs to identify what they are
protecting. For example, they may not know
what SNM, SNM containers, or key weapons
components look like. Further, SPOs may not be
intimately familiar with the storage locations or
pathways to these key assets. Consequently, they
may not take the necessary measures to protect
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something that requires protection, or they may
use deadly force to protect something that does
not warrant that level of protection. While this
deficiency is more prevalent at certain facilities,
individual instances have been observed at many
facilities.

Deficient Tactical
Weapons Skills

When using individual and auxiliary weapons,
SPOs frequently fail to demonstrate proficiency in
tactical weapons skills, such as proper weapon
employment, fire discipline/control, clearing
malfunctions, use of sights, tactical reloading, and
firing while wearing a protective mask. Enhanced
weaponry, such as light machine guns, grenade
launchers, and heavy-caliber sniper rifles, requires
special training that is difficult to accommodate
and is therefore frequently postponed. Failure to
develop and maintain these perishable skills can
seriously lessen the chances for personal survival
and mission accomplishment in case of an armed
encounter.

Deficient Tactical
Communications Skills

Other frequently observed problems involve
communications skills in a tactical environment.
Specific problems include an inability to deal
effectively with jamming or other interference;
inadequate reporting techniques and procedures;
compromising friendly positions either through
communicated information or loud volume
settings on hand-held radios; and failure to use
alternative forms of communication (other than
the radio) when appropriate.

Inadequate Tactical Skills

A common area of deficiency involves the
inability to properly employ sound tactical
principles. This encompasses a broad range of
skills, and deficiencies are not uncommon in any
of the specific skill areas. Deficiencies are
encountered in all positions, from basic SPOs to
SRT members. Typical deficiencies include

failure to employ proper or adequate techniques
in tactical movement, use of cover or
concealment, tactical driving, arrest and
handcuffing procedures, and other personal
survival measures. The potential consequences of
failing to properly employ these tactical measures
during an armed encounter are obvious.

Inability to Implement
Protection Strategy

For all applicable DOE sites and facilities, the
protection strategy and threat are described in the
approved SSSP. It is of primary concern that the
appropriate organizations be able to successfully
implement the protection strategy, and that the
strategy be sufficient to fully defend against the
design basis threat. Performance tests should be
used to ensure that the facility can effectively
accomplish these objectives.

Insufficient Control of
Construction Personnel

It is often necessary for uncleared contractor and
construction personnel to enter secured areas. It is
important that procedures be in place to maintain
positive control of these individuals to preclude
unauthorized access to classified matter.
Occasionally, the protective force (or other
responsible organization) fails to establish
effective procedures for this purpose, or fails to
maintain effective control over these individuals
throughout their stay.

Planning Activities

Inspectors should interview POCs and review
documents. Elements to cover include:

e General and special orders
e Protective force post orders and other written
procedures regarding performance of duties

on posts/patrols

e Response and contingency plans for security
emergencies
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e MOUs with law enforcement and military
organizations.

e Current rosters of all personnel, including
managers, supervisors, staff members, and
SPOs (indicating those authorized to carry
firearms)

e Rosters of SRT personnel

o Protective force shift rosters showing all post
assignments

e List of protective force personnel performing
crucial, high-risk functions

e List of protective force personnel scheduled
to be on vacation or known to be on medical
restriction during the period of the onsite
inspection

e Description of protective force hiring and
selection procedures and criteria

o Roster of SPOs who are required to wear
corrective lenses

o Descriptions of approved initial qualification
courses and requalification courses for all
protective force duty firearms

o Descriptions of any live-fire stress courses
used by the protective force.

Planning for the Duties subtopic presents the
greatest challenge to the Protective Force topic
team. It is important to focus the inspection and
performance tests on the appropriate areas, and
ensure that sufficient information is collected to
allow the team to draw reasonable conclusions on
the ability of the protective force to accomplish its
mission. The review of past inspection report
deficiencies and other pertinent documents and
discussions with the Inspection Chief and with
other topic teams help focus the activities of the
Protective Force topic team.

Once focused, the performance tests selected
should, to the extent possible, have some
interrelationship, in order to provide more data
points for drawing conclusions. Responsibility
for planning and conducting the performance
tests should be determined as early in the
planning process as possible. It may be
appropriate to place the major planning and
coordination responsibilities on the inspected
facility. Ideally, all performance tests selected
will be fleshed out during the planning phase;
however, final planning must often be completed
on site.

Performance Tests

Performance tests can range from a single SPO
demonstrating gas mask donning procedures, to
alarm response exercises, to a full scale force-on-
force exercise utilizing ESS/MILES equipment. A
balanced approach will result in a mix of tests that
evaluate individual and team skills, and together
help provide the big picture on the ability of the
protective force to accomplish duties.

Inspectors have a variety of performance tests
from which to choose when planning for an
inspection. These tests may be broadly
categorized as LSPTs, individual performance
tests that lend themselves to the “round robin”
type of testing, and isolated, individual
performance tests. The following performance
tests are commonly used in the inspection of
Duties:

e LSPTs

- No-notice response (alarm or duress)

- Areaor building containment (MILES)

- Building/room clearing (MILES)

- Demonstration control (MILES)

- Convoy/SNM movement (MILES)

- Bomb threat

- Weapons handling/individual tactical
skills (live-fire or MILES)

- High-risk vehicle stop (MILES)
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e Individual performance tests/shift readiness

- Weapons qualification course

- Live-fire obstacle course

- Live-fire with protective mask

- Range estimation

- Vehicle search

- Arrest procedures and suspect handling
- Observation, assessment, and reporting
- Night vision device operation

- Baton proficiency

- Donning and clearing protective mask

e Individual performance tests

- Interior patrol

- Exterior patrol

- Parcel search

- Badge checks

- Metal, SNM, and x-ray detectors

- Sniper/observer

- Canine handling

- Post/patrol (observation and equipment
operation)

- Tactical movement.

To make the best use of available time and
resources, the Protective Force topic team usually
schedules performance tests to evaluate as many
skill and knowledge requirements as possible for
both protective force and SRT personnel, or to
evaluate specific deficiencies or areas of concern
identified during previous inspections or
inspection planning. Figure 2 shows a number of
performance tests by type (LSPT, round-robin,
and individual) with the corresponding skill and
knowledge requirements that may be evaluated
when using one or more of these tests.

Data Collection Activities

A detailed list of general skills and knowledge
areas required by DOE policy appears earlier in
this section. Local requirements may amend or
increase this list. There are four types of data
collection methods that inspectors use to gather
information about performance of duties:
interviews, observations, knowledge tests, and

performance tests. These methods are discussed
below, followed by a list of specific data
collection activities.

Interviews

Interviews provide the inspector with valuable
information regarding protective force personnel’s
understanding of policies, procedures, and
responsibilities, as well as insight into attitude and
morale. Interviews need not always be formal or
scheduled activities; every conversation an inspector
has with an SPO is essentially an interview in which
data is being collected. Since interviews are an
important source of information, they should be
conducted with deliberation and purpose. Several
things should be considered when conducting
interviews:

e The sample of SPOs interviewed should be as
large as time permits. The sample should
include a representative cross-section of jobs
(basic SPOs, supervisors, SRT, CAS operators,
etc.) and encompass all shifts. A stratified
sample can be taken from the protective force
roster. However, a more common method is to
conduct most formal interviews during
post/patrol visits; whoever happens to be on
post during the visit is interviewed. If this
method is used, posts should be visited on all
shifts, and categories of personnel who do not
stand posts/patrols should not be overlooked.
The sample is usually increased through ad
hoc interviews conducted during performance
tests, while entering/exiting posts, and during
the many contacts with SPOs during the course
of the inspection.

e At least for the formal, planned interviews,
inspectors should know what they are going to
ask and the types of information they are going
to try to elicit. Since several inspectors will
normally conduct interviews independently, a
list of core interview questions should be used
so that desired topics are covered uniformly in
all interviews. This does not prevent an
inspector from asking additional questions or
further pursuing a line of questioning.
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e Interviews should be conducted in a
conversational and non-threatening manner.
Much of the interview is essentially an oral
knowledge test, and the person being
interviewed will consider every question to
be a test. The interviewer should not be
bound by the text of prepared questions.
Questions may have to be phrased and
rephrased, as necessary, to elicit the desired
information. The goal is to determine the
SPO's true perception or understanding of the
subject matter; it will take more effort to elicit
that information from some people than from
others.

Observation

Observation is a good way to see how personnel
perform their routine duties. Observations may be
either deliberate or ad hoc. For example, entry
control procedures may be observed for 30
minutes during shift change to see whether proper
procedures are followed; however, entry control
procedures may also be observed every time one
passes through or by an entry control point.

e The time and location of deliberate
observations should be carefully planned to
provide representative and sufficient data.
They should be limited to instances where the
activity to be observed will definitely occur.
It is a waste of time for an inspector to stand
around in the hope that something will
happen.

e Ad hoc observations can provide valuable
information. Inspectors should be alert at all
times while on site and actively pursue, as
appropriate, anything they observe that is
pertinent to  protective  force  duty
performance.

o For best (unskewed) results, the inspector
should position himself so that the subject
being observed is unaware that he is being
observed. In all cases, the inspector should be
positioned so as not to interfere with the
function being observed.

Knowledge Testing

Knowledge testing is useful to determine whether
protective force personnel know and understand
policies and procedures. Its use should be limited
to that purpose, since it cannot reveal whether
personnel can actually apply the policies or
execute the procedures.

e Random sampling techniques should be used
to determine who will take the test. The
sample size and target population (entire
force, CAS operators only, etc.) will vary
with the test objectives.

o \Written test questions and answers should be
taken from existing protective force tests or
validated by the protective force training staff
before being administered. Site personnel
providing this validation are to be regarded as
Trusted Agents, and they must complete
Trusted Agent forms before the inspection
team shares draft tests for validation
purposes.

e Inspectors should schedule, administer, and
correct the tests. The test questions should be
closely guarded.

Performance Testing

Performance testing is the best way to evaluate
skills and determine whether procedures are
adequate and whether protective force personnel
can perform the duties required of them. A list of
common performance tests appears earlier in this
section. Detailed information and tools applicable
to performance testing are provided in
Appendices A through E. Additional things to
keep in mind are:

e Performance testing should be the inspector's
primary means of data collection. If a skill or
duty can be performance tested (and most
can), it should be performance tested.

5-8
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e If the whole population or a significant
portion of the population cannot be tested,
use random sampling techniques to decide
who to test. Make sure the sample is selected
from the correct population. For example, the
population for firearms testing should be all
armed personnel; the population for SRT
building clearing testing should be all special
response teams. Minitab Release 14,
Microsoft Excel, or other approved software
should be utilized for randomly selecting
performance test participants.

Specific Activities

The major protective force duty areas are
summarized below, with indications of the
applicable and recommended data collection
activities for each.

A. Inspectors should determine whether SPOs
have adequate observation, assessment, patrolling,
and reporting skills. This is best determined by
performance testing. They may be evaluated by
specific tests designed for this purpose. Pertinent
skills can usually also be observed in most larger-
scale performance tests that involve a tactical
scenario and the use of adversaries. For example,
protective force fratricide during a force-on-force
exercise is an indicator that protective force
personnel have not been adequately trained or
equipped to effectively identify friendly forces.

B. Inspectors should determine whether armed
personnel possess adequate weapons handling
skills. The required skills include basic
marksmanship abilities, tactical weapons handling
skills and field firing techniques, and weapon
safety habits. The best way to test these skills is
through live-fire performance testing. Tactical
weapons handling, field firing techniques, and, to
a lesser extent, weapons safety can also be
evaluated during non-live-fire, MILES-enhanced
tactical performance tests.

C. Inspectors should determine whether SPOs
possess tactical skills adequate for mission
performance. These skills should be evaluated

through performance testing.  Most OA-10
performance tests address at least some tactical
skills.

D. Inspectors should determine whether SPOs
can properly operate all equipment available for
their use. The routine operation of some
equipment can be evaluated by observation. Skill
in operating virtually all equipment can be
determined by performance testing. Some tests
may be specifically limited to the operation of a
particular piece of equipment. However, most
performance tests afford the opportunity to
observe SPOs operating some items of
equipment.

E. Inspectors should determine whether
personnel can properly operate assigned vehicles,
including appropriate equipment on the vehicles.
Routine vehicle operation skills and some
emergency operation skills can be evaluated by
observation.  Specific driving skills may be
performance tested, and many tactical
performance tests provide an opportunity to
evaluate driving skills under emergency
conditions. If facilities have armored vehicles,
special off-road vehicles, watercraft, or aircraft,
pertinent skills related to these vehicles should be
tested.

F. Inspectors should determine whether SPOs
possess adequate communications skills (that is,
communications equipment operation and use of
appropriate communications procedures). Routine
communications skills can be evaluated by
observation, including monitoring of radio nets.
Tactical and special communications skills can be
evaluated by performance testing. Again, both
specialized tests and many emergency/tactically-
oriented performance tests provide opportunities
to evaluate communications skills.

G. Inspectors may wish to determine whether
protective force personnel have the required first
aid and fire protection skills, including the ability
to operate appropriate equipment. These areas can
be evaluated by knowledge testing (including
interviews) and performance testing, with
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performance testing providing the most useful
data.

H. Inspectors should determine whether
protective force personnel can properly perform
access control duties, including personnel
identification, searches, and operation of available
detection equipment. Inspectors can determine
knowledge of access control procedures through
interviews. Observations allow evaluation of
application of routine procedures. Performance
testing is necessary to determine skills in
detecting and dealing with entry attempts by
unauthorized personnel, contraband items, etc.

|. Inspectors should determine whether alarm
station operators can adequately perform their
assigned duties. Pertinent data can be collected by
observation, knowledge testing, and performance
testing.

J. Inspectors should determine whether SPOs
understand and are capable of applying pertinent
laws, policies, regulations, and orders, including
those pertaining to the use of deadly force.
Knowledge can be ascertained through
knowledge testing, either written or oral. Oral
testing (including during interviews) is usually
preferred when trying to determine an individual's

understanding of a concept, because it allows
more latitude to get at the depth of the person's
knowledge. The ability to apply policies can be
determined only through observation or
performance testing.

K. Inspectors should determine whether
supervisors have the appropriate skills and
knowledge to perform their supervisory duties.
Appropriate data can be collected through
observation, knowledge testing, and performance
testing.  Inspectors can evaluate both routine
supervisory skills by observation and tactical
leadership skills during performance tests.

L. Inspectors should determine whether the
appropriate personnel have the necessary skills
and knowledge to perform special duties that may
be required on a site-specific basis. Such special
duties include dog handling, flight operations,
explosive entry, and sniper operations. All data
collection methods may be applicable to these
areas, but observation and performance testing are
most useful, with emphasis on performance
testing.
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Integration

Integration involves the coordination and
interfaces among inspection team members to
achieve a more effective and organized inspection
effort. Integration is possibly the most important
and productive element within the inspection
process. Thorough integration creates a synergism
and enhances the quality and validity of the
inspection report which, when combined with
other unique attributes, strengthens OA-10’s
overall capacity to provide significant, value-
added contributions to the sa