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Preface

As part of an effort to enhance the appraisal
process, the Office of Independent Oversight
(SP-40) and the Office of Security Evaluations
(SP-41) have prepared a series of documents that
collectively provide comprehensive guidance and
tools for the evaluation of safeguards and security
program effectiveness across the U.S. Department
of Energy (DOE) complex. The SP-40 Appraisal
Process Protocol describes the philosophy, scope,
and general procedures applicable to all
independent oversight appraisal activities. The
SP-41 Safeguards and Security Appraisal Process
Guide describes specific procedures used by SP-41
in planning, conducting, and following up
safeguards and security inspections. This
Protection Program Management Inspectors
Guide, as one in a series of topical inspectors’
guides, provides detailed information and tools to

assist inspectors assigned to evaluate protection
program management in DOE.

Although this inspection guide is designed
specifically for the SP-41 inspector, it is made
available to the field through the DOE homepage
and may be useful to field element and facility
contractor personnel who conduct surveys or self-
assessments of the protection program
management topic.

SP-41 anticipates making periodic revisions to
this guide in response to changes in DOE
program direction and guidance, insights gained
from independent oversight activities, and
feedback from customers and constituents.
Therefore, users of this process guide are invited
to submit comments and recommendations to
SP-41.

February 2006



Protection Program Management
Preface Inspectors Guide

This page intentionally left blank.

ii February 2006



Protection Program Management

Inspectors Guide Contents
Contents
PIETACE ... bbb E bbbt bttt i
F AN e (0101 41O P TP PSPPI v
SECHION 1. INTTOTUCTION ...ttt ettt bttt 1-1
PUIDOSE ..tttk bt bbb b e b et e bt e bt e b e eb e R e e bt bt e b e b e Rt e be e b e b e e be b b nneneas 1-1
L@ (0= 0] 4211 o] [ S 1-2
GeENEral CONSIAEIALIONS ......cuciviieiiciecietee ettt ettt st s b e b eae et e s b et e e ebesbesbesaenesbesbeseenens 1-2
Characterization of the Protection Program Management TOPIC.........ccvoeereererriereiereeneeseseeeas 1-2
L 02T (o] 0T | 1-3
ComplianCe VS. PEITOMMANCE ........coiviviiiieisee ettt nas 1-3
INSPECtion PIANNING GOAIS..........coiiiiiiiiicc bbb 1-4
o Fo U0 T T T T I T=Tod 1] (o]0 TS 1-4
Using the TOPIC-SPECITIC TOOIS ......cvcvicriiciise e 1-4
R 2 1T T U o] o ISR PRPPR 1-5
Using the Tools in Each INSPECLiON PRaSE.........covoiiieieeeere e 1-6
Integrated Safeguards and Security Management...........coovvereieriererereeiesese e 1-8
SECLION 2. PIANNING PrOCESS ..ottt sttt s e e te e et e e tesesaeseseese e ebe e eseneseenenen 2-1
RETEIEICES ...t bbb bbb bbbttt 2-1
GeNEral INFOIMELION .....c.vcuici e b e bbb e b e e ebesbesbesaenesbesbeseeneas 2-1
Common Deficiencies/Potential CONCEIMS.........coi ittt eeas 2-6
PIaNNING ACHIVITIES .....veieiiices ettt st b e s b et e e st ne e be e nens 2-8
Data CollECtION ACHIVITIES ......cuiiiiiieicece et st re bbb e enis 2-10
Section 3. Organization and StAfFING..........coeiciiic e e 3-1
RETEIEINCES ...ttt e sttt et et e bt e st e be s besbe st e seebesbesbe st eseebesbesteneebesbesbeseenens 3-1
GenNeral INFOMMEALION ... ettt sttt st esbene e 3-1
Common Deficiencies/Potential CONCEIMS.........ccuiririieeeiririeie et 3-7
PIANNING ACLIVITIES ...ttt bbbt 3-8
Data COECTION ACLIVITIES .......cveuiieeieieee ettt e e es 3-9
SECHION 4. BUUGEE PIOCESS.......ecviiieiiiesieieteiise ettt bbbttt 4-1
RETEIBNCES ...ttt e bttt bt s bttt b et b st s b et e se et et b n e et et 4-1
GeNEral INTOMMALION .......c.iiiiriciee bbbttt 4-1
Common Deficiencies/Potential CONCEINS.........ccuciiiieiieeee ettt s s re e besre b 4-6
PlaNNINg ACLIVITIES ..ottt st sttt et et e et ne e se e eeene 4-7
Data COIECTION ACHIVITIES ......vcveieiiiieieie et 4-8

February 2006 ii



Protection Program Management
Contents Inspectors Guide

Contents (Continued)

Section 5. Program DIFECLION .......cceiueiieiiieieiese e e e sa ettt st e e et s besbe e esesteseeneesesrenreseenens 5-1
LR E] 1T ] 0t 5-1
GeNEral INFOMMEALION .......oviiiieeee ettt bbbttt sttt 5-1
Common Deficiencies/Potential CONCEIMS.........ccuiiiriieeeirsieie e 5-3
PIANNING ACLIVITIES ...ttt bbbt 5-6
Data COIECTION ACLIVITIES .......cviiieeeeieeiete ettt e e seere s 5-7

SECLION 6. CONIIOI SYSTEMIS ......viiiiiicietett ettt bbbttt 6-1
RETEIBNCES ...ttt bbbt b e s bt s e bt b st s bt e se et et b n e s et et 6-1
GeNEral INTOMMALION ......c.oiiiiicic bbbttt 6-1
Common Deficiencies/Potential CONCEIMS.........ccoi ittt eas 6-4
PlanNiNg ACHIVITIES ......ocveieeicece ettt e et b e b e e e besbeseeneenesreseennenens 6-6
Data COIECTION ACHIVITIES ......vcveieiiiiieiceiie bbbt 6-6

ESTeTod T A 11 o =LA T o SRS 7-1
INEEGIALION ... bbb e bbbt 7-1
Integration Of Other TOPIC TEAIMS. ........ci ittt es 7-2
Integration Of PPM SUDIOPIC ATBAS ......ccvieiieeiesiieee e se e e et sa e ste e se e te s e nesresaenneneens 7-2

Section 8. Analyzing Data and INterpreting RESUILS ..o 8-1
INEFOTUCTION ..otttk bbbttt 8-1
ANAIYSIS OF RESUITS ...ttt 8-1
L] 0SS 8-2
INEEIPIEtiNg RESUILS .....ecviiveeeece sttt n b et e e e e enesrenee e ens 8-3

Appendix A. INSPECLION TOOI Kil ......c.oiiiiieiirecee ettt sne e e A-1

iv February 2006



Protection Program Management

Inspectors Guide Acronyms
Acronyms
ACL Adversary Capabilities List
B&R Budget and Reporting
BA Budget Authority
BO Budget Outlay
CAP Corrective Action Plan
CD Critical Decision
CFO Chief Financial Officer
CMPC Classified Matter Protection and Control
CPE Critical Protection Element
COTR Contracting Officer’s Technical Representative
Cso Cognizant Secretarial Officer
DBT Design Basis Threat
DOE U.S. Department of Energy
FV&A Foreign Visits and Assignments
GPP General Plant Projects
HRP Human Reliability Program
ISSM Integrated Safeguards and Security Management
JCATS Joint Conflict and Tactical Simulation
JTS Joint Tactical Simulator
M&O Management and Operations
MC&A Material Control and Accountability
NA Not Applicable
NNSA National Nuclear Security Administration
OoMB Office of Management and Budget
OPM Office of Personnel Management
OPSEC Operations Security
SP-40 Office of Independent Oversight
SP-41 Office of Security Evaluations
PA Performance Assurance
PPM Protection Program Management
SNM Special Nuclear Material
SO DOE Office of Security
S&S Safety and Security
SSD Safeguards and Security Director
SSIMS Safeguards and Security Information Management System
SSSP Site Safeguards and Security Plan
TSCM Technical Surveillance Countermeasures
VA Vulnerability Assessment
WMD Weapons of Mass Destruction
\%

February 2006



Protection Program Management
Acronyms Inspectors Guide

This page intentionally left blank.

Vi February 2006



Classified Matter Protection and
Control Inspectors Guide

Section 1—Introduction

Section 1
INTRODUCTION
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Purpose

The Classified Matter Protection and Control
(CMPC) Inspectors Guide provides guidance,
procedures, and inspection tools that enable
inspectors to prepare for, conduct, and report the
results of an inspection of the CMPC topic. The
guide serves to promote consistency and assure
thoroughness. Further, it serves to enhance the
quality of the inspection process developed by the
U.S. Department of Energy (DOE) Office of
Independent  Oversight and  Performance
Assurance (OA).

The guide is useful for both the novice and the
experienced inspector.  For the experienced
inspector, the organization of information allows
easy reference and serves as a reminder during
the conduct of inspection activities. For the
novice inspector, the information serves as a
valuable training tool. With the aid of an
experienced inspector, the novice can use the
tools and reference materials for collecting data
more efficiently.

Organization
The guide is organized as follows:

e Section 1 — Introduction

e Section 2 — Program Management

e Section 3 — Control of Secret and Confidential
Documents

o Section 4 — Control of Top Secret Documents

Section 5 — Control of Accountable Classified

Removable Electronic Media

Section 6 — Control of Classified Materials

Section 7 — Special Programs

Section 8 — Interfaces

Section 9 — Analyzing Data and Interpreting

Results

o Appendix A — Performance Tests

o Appendix B — Forms and Worksheets.

The introductory section (Section 1) provides
general guidelines, details on organization of the
guide, and explanations of the inspection tools
and their use. The section also describes the topic
and the methods commonly used for inspecting
CMPC. The final part of the section covers the
method of identifying and selecting sample sizes
and configurations for document reviews and
interviews.
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Sections 2 through 6 provide detailed guidance
for inspecting the CMPC subtopics:

e Section 2, Program Management, includes:
Organization and Planning; aspects of the
Foreign Ownership, Control, or Influence
(FOCI) program, the Security Infraction
Program; and the Operations Security
(OPSEC) program.

e Section 3, Control of Secret and Confidential
Documents, includes: Generation, Review and
Use, Accountability, Receipt and Transmittal,
Reproduction, Destruction, and Physical
Protection and Storage.

e Section 4, Control of Top Secret Documents,
includes: Top Secret Classifiers, Top Secret
Markings and Forms, Top Secret Control
Systems, Receipt and Transmittal,
Reproduction, Destruction, and Physical
Protection and Storage.

e Section 5, Accountable Classified Removable
Electronic Media.

e Section 6, Control of Classified Materials,
includes: Marking, Accountability, and
Physical Protection and Storage.

e Section 7, Special Programs, includes: Work
for Others (WFO), Sensitive Compartmented
Information (SCI) and Sensitive
Compartmented Information Facilities
(SCIFs), Special Access Programs (SAPS),
and Communications Security (COMSEC)
and Cryptographic (CRYPTO) Materials and
Facilities.

e Section 8, Interfaces, contains guidelines for
inspectors to aid in coordinating their
activities both within the CMPC topic team
and with other topic teams. The section
provides information on the OA integration
process that allows topic team members to
align their efforts and benefit from the
knowledge and experience of other topic
team members. The section provides some

of the common areas of interface for the
CMPC team and explains how integration
contributes to the quality and validity of
inspection results.

e Section 9, Analyzing Data and Interpreting
Results, contains guidelines on how inspectors
organize and analyze information gathered
during inspection activities. These guidelines
include possible impacts of  specific
information on other topics or subtopics.
They also include  experience-based
information on the interpretation of potential
deficiencies.

o Appendix A, Performance Tests, provides a
set of commonly used performance test
scenarios, as well as several variations of
those scenarios that inspectors may adjust to
meet site-specific conditions. Sample perfor-
mance test plans are also provided.

o Appendix B, Forms and Worksheets, contains
forms, lists, and supplemental material
frequently useful to inspectors when
inspecting the CMPC topic.

General Considerations

The guide contains tools and information that
inspectors frequently need. It is designed as a
reference manual, for use at the inspector’s
discretion. Typically, inspectors select the tools
that are most useful on an inspection-specific
basis. Generally, the guide presents information
according to safeguards and security subtopics, so
inspectors can easily locate specific subjects.
Although the guidelines cover a variety of
inspection activities, they do not and cannot
address all protection program variations and
systems used at DOE facilities. The tools may
have to be modified or adapted to meet
inspection-specific  needs, and sometimes
inspectors may have to design new tools or
activities to collect information not specifically
covered in the guide.
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The guide does not repeat word for word the
detailed information in DOE orders or manuals.
Rather, it is intended to complement the orders
and manuals by providing practical guidance for
planning the inspection and collecting and
analyzing inspection data. One purpose in
developing the guide was to capture the
collective knowledge of OA’s most experienced
inspectors. Inspectors should refer to the guide
as well as to DOE orders and manuals at all
stages of the inspection process.

Every attempt has been made to develop specific
guidelines that offer maximum utility to
inspectors. In addition to guidelines for
collecting information, guidelines are provided
for prioritizing and selecting activities, then
analyzing and interpreting the results. These
guidelines should be viewed as suggestions
rather than dogma, and should be interpreted
considering inspection-specific and site-specific
factors.

Using the Topic-Specific Tools

The CMPC subtopics are further divided into a
standard format:

References

General Information

Common Deficiencies/Potential Concerns
Planning Activities

Performance Tests

Data Collection Activities.

References

The references identify DOE orders and sections
of DOE manuals that apply to the subtopic.
Executive Orders, Site Safeguards and Security
Plans (SSSPs), Site Security Plans (SSPs),
implementation memoranda, memoranda of
agreement, procedural guides, and certain
manuals are noted in the References section.
Inspectors use the references as the basis for
evaluating the inspected program and for
assigning findings. It is useful to refer to the
applicable orders and manuals during interviews

and tours to assure that all relevant information is
covered.

General Information

The general information section defines the scope
of the subtopic. It includes background
information, guidelines, and commonly used
terms intended to help inspectors focus on the
unique features and problems associated with the
subtopic. It identifies the different approaches
that a facility might use to accomplish an
objective and, when possible, provides typical
examples.

Common Deficiencies/
Potential Concerns

This section discusses common deficiencies and
concerns that OA has noted on previous inspections.
The information in this section is intended to help
the inspector further focus inspection activities. By
reviewing the list of common deficiencies and
potential concerns prior to gathering data, inspectors
can be alert for these elements at the inspected
facility during interviews, tours, and other data-
gathering activities. ~ Also, where appropriate,
general guidelines are provided to help the inspector
identify site-specific factors that may show whether
a particular deficiency is likely to be present.

Planning Activities

This section identifies activities normally
conducted during inspection planning. These
activities include document reviews and
interviews with the facility physical security
systems managers. The detailed information in
the planning activities section is intended to help
ensure systematic data collection, and ensure that
critical elements are not overlooked.  The
thoroughness of planning has a direct impact on
the success of the inspection.

Performance Tests

General guidelines are provided to help the
inspector identify site-specific factors that may

September 2005

1-3



Section 1—Introduction

Classified Matter Protection and
Control Inspectors Guide

indicate which performance tests may be
particularly important. Appendix A provides a set
of commonly used performance test scenarios that
may be used directly or modified to address site-
specific conditions.  The tests may provide
information useful in evaluating other CMPC
subtopics. For example, during the back check
performance tests on accountable documents,
inspectors typically gather information relevant to
the accountability system, physical protection,
document generation, and document reproduction.

Data Collection Activities

This section identifies activities that inspectors
may choose to perform during data collection.
The information is intended to be reasonably
comprehensive, although it is recognized that it
will not address every conceivable variation.
Typically, these activities are organized by
functional element or by the type of system used
to provide protection. Activities include tours,
interviews, observations, and performance tests.

Inspectors do not normally perform every activity
on every inspection.  Specific activities and
performance tests are normally selected during
the inspection planning phase. The activities are
those that are most often conducted and reflect as
much OA data collection experience and
expertise as possible. Also, they are identified by
alphabetical letter for easy reference.

Using the Tools in Each
Inspection Phase

The inspection tools are intended to be useful
during all phases of the inspection, including
planning, conduct of the inspection, and closure.
The following summarizes the use of the
inspection tools at each phase:

In the planning phase, inspectors:
e Use the General Information section under

each subtopic to characterize the program and
focus the review.

Perform the activities identified under
Planning Activities to gather the information
necessary to further characterize the program
and focus the review.

Review  Common  Deficiencies/Potential
Concerns to determine whether any of the
deficiencies are apparent and to identify site-
specific features that may indicate that more
emphasis should be placed on selected
activities.

Assign specific tasks to individual inspectors
(or small teams of inspectors) by selecting
performance tests and specific items from the
Data Collection Activities section.  The
assignments should be made to optimize
efficiency and to ensure that all high-priority
activities are accomplished.

Consider the guidelines provided in Section 8
(Interfaces) to ensure that efforts are not
duplicated.

Review Section 9 (Analyzing Data and
Interpreting  Results) after  completing
planning activities to aid in evaluation and
analysis of the data and to determine whether
additional planning data is needed to evaluate
the program.

Prioritize and schedule data collection
activities to optimize efficiency and to ensure
that high-priority activities are conducted
early in the process. A careful prioritization
of these activities provides the opportunity to
determine whether the available personnel
resources and inspection time periods are
sufficient to evaluate the inspected topic
adequately.

Review the applicable policy supplements to
ensure that they are current with all applicable
policy revisions, updates, and clarifications.

14
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In the conduct phase, inspectors:

e Use the detailed information in the Data
Collection  Activities section to guide
interviews and tours. Inspectors may choose
to make notes directly on photocopies of the
applicable sections.

e Review Common  Deficiencies/Potential
Concerns after completing each data
collection activity to determine whether any of
the identified deficiencies are apparent at the
facility. If so, inspectors should then
determine whether subsequent activities
should be reprioritized.

e Review Section 9 (Analyzing Data and
Interpreting Results) after completing each
data collection activity to aid in evaluation and
analysis of the data and to determine whether
additional data are needed to evaluate the
program. |If additional activities are needed,
inspectors should then determine whether
subsequent activities should be re-prioritized.

In the closure phase, inspectors:

e Use the Analyzing Data and Interpreting
Results section to help analyze the collected
data and identify the impacts of identified
deficiencies. This will aid in determining the
significance of findings, if any, and assist
inspectors in writing the analysis section of
the inspection report.

Validation

Validation is the process of confirming with site
representatives the accuracy of the information
that OA inspectors have gathered. Whenever
possible, inspectors should confine validation to
facts, not conclusions.  However, site
representatives should also understand the
potential impact of the facts that are validated.
The OA validation procedure, discussed in detail
in the OA Appraisal Process Protocols, includes
on-the-spot validations, daily validations, and
summary validations. On-the-spot validations

confirm data at the time of collection; they are
particularly important during performance testing,
because several people may be present and they
are often difficult to reassemble for the daily and
summary validations. Daily validations normally
take place at the end of each day during the data
collection phase of the inspection.  Team
members must keep records of the information
covered in on-the-spot and daily validations for
reference during the summary validation.

Characterization of the Classified
Matter Protection and Control Topic

Sensitive information, both tangible and
intangible, must be protected from unauthorized
disclosure, which might adversely impact
national security. The DOE, to fulfill its mission
to protect such information, has established
formal requirements for the CMPC program in
orders and other official communications.

In the past, DOE required strict accountability
controls and records for the CMPC program. In
February 1991, the Department decided that strict
accountability was no longer required for most
classified documents. DOE developed a formal
process for adopting modified accountability
procedures for classified matter. As DOE
organizations adopted these procedures, the OA
inspection focus for CMPC changed from close
attention to accountability records and front
check performance tests to emphasis on physical
protection of classified matter, access control, and
need-to-know. OA’s current approach to the
CMPC topic retains many aspects of past
inspection methodologies for the control of
classified documents and material; for example,
marking of matter, user and custodian knowledge,
FOCI determinations, destruction, reproduction,
control of Top Secret documents, and special
access programs.

The CMPC topic is made up of several subtopics
and special programs. This division facilitates
program management and is used by DOE to
communicate policy and guidance, and by OA to
organize inspection activities. One or more of

September 2005
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these subtopics or special programs are included
whenever OA inspects CMPC. The
determination as to which subtopics or special
programs will be inspected is based on various
factors, including: the facility’s mission, facility
CMPC program documentation, discussions with
program managers, and results of previous
reviews at the facility.

The CMPC topic team uses five basic methods of
data collection: document reviews, observation,
interviews, knowledge tests, and performance
tests.

Document Reviews

All  CMPC programs rely on detailed
documentation to ensure that the facility program
is properly administered and effective in
safeguarding sensitive information. The lack of
well-developed and comprehensive policies and
procedures is often the first sign of an ineffective
CMPC program. Reviewing documentation
therefore serves three purposes: 1) it determines
whether written policies and procedures are
consistent with DOE requirements, 2) it provides
inspection team members with a baseline picture
of the way the program operates at the site to be
inspected, and 3) it may reveal weaknesses in
policies or procedures that need to be further
explored using other data collection tools and
techniques.

All required documents from the site being
inspected may not be available during the planning
meeting. The team may request that certain
information be made available by the site and
ready for team use at the beginning of inspection
conduct.  Reviewing documentation continues
throughout the inspection data collection phase.
Often, the inspector must request additional
documents during the data-gathering phase to
develop a complete picture of the facility CMPC
program and how it functions. Requests for
additional documentation should be made to the
facility topic point of contact. If difficulties are
encountered in obtaining required information,
then a follow-up request should be made by the

OA Inspection Chief directly to facility or
operations management.

Documents of interest (see Appendix B) usually
consist of two categories: 1) policy documents,
which provide information on how the CMPC
program is supposed to function; and 2) records,
which indicate whether the facility program is
complying with requirements. Policy documents
normally include, but are not limited to, plans,
policies, and procedural guides. Records of
interest can include such items as administrative
records, document control records, classified
material (parts) inventory records, records
indicating completion of required reviews or
actions, training records, security infraction
reports, OPSEC assessments, FOCI approvals, and
technical surveillance countermeasures (TSCM)
equipment records.

Observation

Observation allows inspectors to see how site
personnel actually do their jobs, and inspectors can
evaluate them under normal, non-staged, non-
controlled conditions. This provides the best data
on whether they follow established procedures and
properly operate the equipment for which they are
responsible.

Ideally, observations should be made at as many
key points in the CMPC program as practical. Not
all observations need be scheduled inspection
activities. Observing security personnel at work is
an opportunity for adding to the data points being
gathered or helping to validate data already
collected.

Although observation of personnel actually
performing their duties would seem an ideal
inspection tool, it is not a simple process:

o First, a conscious decision must be made by
topic team members concerning the amount of
time that can be allocated for observation: Will
an hour spent watching a specific task yield an
hour’s worth of usable data? In many
instances, the answer is “no,” since not all

1-6
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activities associated with the CMPC program
occur on any predictable schedule (for
example, the receipt of classified documents).

e Second, the mere presence of an inspector may
influence behavior and produce erroneous data.

e Third, the results of observations, frequently
being subjective, may be hard to validate. This
can lead to disagreement between the
inspection team and facility personnel on what
was actually observed.

For these reasons, observations either are
generally confined to certain CMPC duties that
occur on a routine basis, or are used to round out
the inspection team’s overall picture of the site’s
CMPC program and for evaluating performance
in specific areas.

Interviews

Interviews are an excellent way to collect a
variety of information. Interviews actually begin
during the planning phase, when inspectors ask
personnel and points of contact to provide
information about all aspects of the CMPC
program. Interviews continue during the
inspection conduct and provide an important
source of information about the program.

Virtually any person associated with the program
is a potential interview candidate. Although
interviews can be wused to round out the
inspector’s knowledge, their more important
function is to help determine an individual’s
knowledge and understanding of policies,
procedures, and duties.

Both formal and informal interview techniques
are employed by OA. Topic teams prepare a
series of formal questions based on their initial
review of facility documents during the planning
phase. These questions are normally organized
and presented to the site representatives assigned
as points of contact during the planning phase.

Usually the facility points of contact can provide
immediate answers to many of the questions
during the planning meeting. When a question
cannot be answered immediately, the site
representative is expected to address the question
during the interval between the planning meeting
and the beginning of onsite data collection, and to
provide answers either during this interval or
when the inspection team arrives on site.

Informal questions are those that arise out of the
interaction between inspection team members and
site personnel. Whether information is obtained
through a scheduled interview or an incidental
conversation, inspectors should be attentive and
follow up on items of interest as they arise. For
example, a comment made by a document
custodian during the inspection may suggest a
lack of understanding or a program weakness.
The inspector should be prepared to follow up the
comment with additional questions.

Since important issues may arise by chance,
inspection team members should be cautious
about questioning site personnel in the absence of
an assigned point of contact.  Information
obtained when a point of contact is not present
may prove difficult to validate. By the same
token, inspectors should be wary of attempts by
points of contact to coach or otherwise influence
the individuals being interviewed.

Knowledge Tests

Job knowledge is an essential element of any
CMPC program. The key to a successful
program is how well personnel know and perform
their duties. Job knowledge is normally assessed
more quickly by interviewing CMPC personnel
during the inspection.

There is a certain body of knowledge, some
Departmental and some site-specific, that people
associated with CMPC must have. Knowledge
tests are a means of determining whether
personnel possess this knowledge. Inspectors use
a variety of tests, including oral, written, or a
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combination of the two. OA uses interactive
video technology for some topics.

When formal knowledge tests are given, a
representative sample of the available test
population should be tested. Questions and
answers should be carefully validated with
representatives of the inspected operations office
or facility before the test is administered.
Inspectors should understand that knowledge tests
indicate only whether a person knows certain
policies and methods, not whether he or she can
apply that knowledge or perform a related duty.

Performance Tests

Performance testing is one of the most valuable
data collection methods used to inspect a CMPC
program.  Performance testing can determine
whether personnel have the skills and abilities to
perform their duties, whether procedures work,
and whether equipment is functional and
appropriate. A performance test is a test in which
elements of the program, whether they be
personnel, procedures, or equipment, actually
perform what is required of them.

Virtually any skill, duty, procedure, or item of
equipment can be performance tested.
Performance tests may vary in complexity from
the simple duplication of a classified document to
more complicated and elaborate tests involving
the integration of multiple topic interests. The
necessity for integrated performance testing has
increased since the beginning of modified
accountability. Some tests can be conducted
under completely normal conditions, where the
subject is unaware of the testing. Other tests must
be conducted under artificial conditions, although
maximum realism is always a primary planning
consideration. OA has established formal
protocols for planning and conducting certain
performance tests, including safety procedures
and other requirements.

The actual conduct of each performance test is
the most important part of the performance
testing process. However, before conducting any

performance test, final coordination of all test
activities should be made with the site
representatives.  Test participants should be
briefed in detail about the actions that will be
expected of them.  Topic team members
responsible for a given performance test should
exercise careful control of all activities for the
duration of the test, and test results should be
informally validated as soon as possible after the
test is concluded.

A performance test plan format has been
developed that provides a convenient way to
describe proposed tests in planning documents,
and also serves as a quick reference for inspectors
during the actual conduct of the test. Sample
performance test plans are included in
Appendix A. The format is flexible and may be
adapted to fit test application requirements at
varying levels of complexity. The most complex
format contains the following sections:

o Objective — Identifies the parts of the CMPC
program the test is to measure and briefly
describes what the test is designed to
accomplish.

e System Description — Provides a succinct
description of the system. This helps team
members understand system parameters and
serves as a quick refresher they can review
immediately before beginning the test.

e Sampling Technique - Explains how the
sample to be tested will be selected and
handled. It also serves as a record of these
actions for future reference.

o Scenario — Describes how the performance test
will be conducted. The test scenario may
include specific points that must be covered to
serve as a reminder to personnel performing
the test.  Frequently, for less complex
performance test applications,  system
descriptions and sampling techniques are
discussed under this heading instead of under
separate sections.
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o Evaluation Criteria — Provides the applicable
references used to determine whether the
facility is meeting requirements.

o Safety Plan — Requires a detailed safety plan if
the performance test has safety implications.
Normally CMPC performance tests do not
impact safety, and consequently, this
requirement would not apply.

Although this format has been provided, it should
not be considered mandatory. Inspectors may
modify it to meet their requirements. Whatever
format is used, it should provide sufficient detail
for planning and conducting the test and to serve
as an historical record of what was accomplished.

Inspection Goal

The inspection goal is to determine whether the
CMPC program is adequately protecting the
sensitive information entrusted to DOE and to
report the results. To achieve this goal, the topic
team must determine the current status of a
facility’s CMPC program and develop a
comprehensive understanding of how the
program functions. Such understanding allows a
detailed analysis of the system and permits
assessment of how well the system can meet
protection requirements.

Identifying and Selecting Sample
Size and Configuration

Sample size and configuration are important
planning elements that must be determined for
many data collection activities. It is normally
impractical to review every document in an
accountability system or interview every
custodian. Inspectors must therefore examine a
sample of the population applicable to each data
collection event and extrapolate the results to
form conclusions about the entire population
under review. A detailed description of a
sampling  methodology is included in
Appendix B, Forms and Worksheets.

It is important that the samples tested be large
enough to provide a reasonable indication of the
entire population under review. Similarly, it is
just as important that the sample being tested is
representative of the total population and of the
system involved. The sample to be tested must
have qualifications or conditions in common.

Planning for each data collection activity should
include a determination of how many items will
be tested (reviewed, examined), and how they
will be selected. When possible, it is usually best
to identify the sample before arrival at the
facility, although in certain tests the identity of
the samples themselves cannot be provided to the
facility in order to maintain objectivity of the
performance test. See Appendix B for an
expanded discussion of sampling.

Integrated Safeguards and Security
Management

The Department is committed to conducting work
efficiently and securely. DOE Policy 470.1,
Integrated Safeguards and Security Management
(ISSM) Policy, is designed to formalize a
framework that encompasses all levels of
activities and documentation related to ISSM.

The framework is made up of seven components
to facilitate the orderly development and
implementation of ISSM. Included in the
components is the objective of ISSM, guiding
principles and core functions.

The seven guiding principles of ISSM are:

o Individual responsibility and participation

e Line management responsibility for safe-
guards and security

o Clear roles and responsibilities

o Competence commensurate with
responsibilities

o Balanced priorities
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o ldentification of safeguards and security
standards and requirements

e Tailoring of protection strategies to work
being performed.

The five core functions of ISSM are:

Define the scope of work.

Analyze the risk.

Develop and implement security measures.
Perform work within measures and controls.
Provide feedback and continuous improvement.

For the purposes of this CMPC Inspectors Guide,
OA has established four general categories that
encompass the concepts embodied in the guiding
principles and core functions of ISSM:

Line Management  Responsbility  for
Safeguards and Security. This category
encompasses the corresponding ISSM guiding
principles that relate to management respon-
sibilities (i.e., line management responsibility for
protection of DOE assets, clear roles and
responsibilities, and balanced priorities).

Personnel Competence and Training. This
category encompasses the ISSM guiding
principle related to competence of personnel (i.e.,
competence commensurate with responsibilities).
It also encompasses DOE requirements related to

ensuring that personnel performing safeguards
and security duties are properly trained and
qualified, and the need for sufficient
training/certification  requirements and an
appropriate skill mix.

Comprehensive Requirements. This category
encompasses the corresponding ISSM guiding
principles and core functions that relate to
policies, requirements, and implementation of
requirements (i.e., identifying safeguards and
security standards and requirements, tailoring
protection measures to security interests and
programmatic activities, providing operations
authorization,  defining  work,  analyzing
vulnerabilities, identifying and implementing
controls, and performing work within controls).

Feedback and Improvement. This category
encompasses the corresponding I1SSM core
function (i.e., feedback and improvement) and
DOE requirements related to DOE/NNSA line
management oversight and contractor self-
assessments.

It is important to note that the categories above
are only used to organize information in a way
that will help inspectors gather data about
management performance in a structured and
consistent manner. OA has identified general
categories of information that would be expected
in an integrated ISSM program.
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Section 2

PROGRAM MANAGEMENT

Contents

2.1 Organization and Planning .........c.cccceevevvnivvieieinennns
2.2 Foreign Ownership, Control, or Influence..............
2.3 Security Infraction Program ............cccceevreeeennn.
2.4 Operations Security Program..........c.ccececeevveevreenene.

This section addresses elements of program
management as they apply to the CMPC
program. The organization and planning element
encompasses the traditional aspects of
management, including developing goals,
objectives, and responsibilities; developing and
implementing procedures; providing adequate
resources to meet program requirements;
performing management oversight activities;
monitoring the status of programs and policy
implementation; and ensuring that corrective
actions are implemented in a timely and efficient
manner. The FOCI element addresses measures
that must be taken to protect against any undue
risk that may result when contractors or
subcontractors that are controlled or influenced

by foreign governments, organizations, or
individuals are allowed access to classified
information. The Security Infraction Program
element encompasses all aspects of security
infraction  programs, including  detecting,
investigating, and reporting infractions.  All
organizations that deal with classified matter in
any form are required to have a security
infraction program. Lastly, the OPSEC program
element addresses the protection of sensitive
information. In addition to providing general
information, this section discusses the common
deficiencies/potential concerns, planning activities,
performance tests (if applicable), and data
collection activities associated with each element.
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Section 2.1

Organization and Planning

Contents

RETEIENCES ...t
General INformation..........cccocvvveeeveie e
Common Deficiencies/Potential Concerns....................
Planning ACtIVILIES .........ccorieeiireieeee e
Performance TeStS......ccvvvieiiei s
Data Collection ACHIVILIES.........cccvveeveeiieiee s

References

DOE Order 470.1, Chapters I, 11, Il and X

DOE Order 471.2A, Chapters I, 1V, V, and
Attachment 1

DOE Order 430.1B

DOE Manual 471.2-1B

DOE Manual 475.1.1A

DOE Manual 471.2-1C

DOE Manual 452.4-1A

DOE Manual 473.1-1

DOE Manual 471.2-4

DOE Order 473.1

General Information

The organization and planning element of the
Program Management subtopic encompasses the
traditional aspects of management as they apply
to the CMPC program.  Successful CMPC
programs achieve and maintain full compliance
with all aspects of DOE CMPC policy.
Management has the responsibility to ensure that
this goal is met. In order to meet this
responsibility, management performs a number of
activities, including:

o Developing plans that include goals,
objectives, and responsibilities for every
aspect of the CMPC program

o Developing and implementing procedures and
policies, considering site-specific conditions,
that fulfill DOE requirements

e Providing adequate resources, including
personnel (plus training), equipment, and
facilities, to meet the requirements contained
in the procedures and policies

o Defining organizational and individual
responsibilities (including accountability for
performance)

e Performing management oversight activities,
such as self-assessments, to identify areas that
do not meet DOE policy requirements

e Monitoring the status of programs and policy
implementation

e Correcting all areas of non-compliance in a
timely and efficient manner.

Organization and planning make up one of the
most important components of a facility’s CMPC
program. This is true because organization and
planning form the basis for the success or failure
of the program. Significant deficiencies in these
important areas usually indicate that one or more
elements of the CMPC program is deficient.
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Usually, OA inspects each major organization
that holds classified matter at a site. In some
cases, OA reports and rates the results for the
local DOE operations office and prime operating
contractor separately. If additional prime
contractors (for example, the protective force
contractor) are present on site, the status of their
programs is also reported and rated separately.
The program management subtopic is not
normally assigned a separate rating, nor is
management evaluated as adequate or inadequate.
Rather, the results of the review of the facility’s
CMPC management are considered along with all
other CMPC inspection results, and a single
rating is assigned to each organization.

The CMPC programs at DOE facilities range
from very large to very small. Large programs
often have thousands or millions of items of
classified matter that are used by hundreds or
thousands of individuals. A small program might
have only one or two document accounts, very
few documents on hand, and very few users. A
corresponding  variety is found in the
management systems.  Very small programs
typically do not have extensive management
documentation (such as written program plans or
formal training programs), and the
responsibilities for CMPC functions tend to be
concentrated in a few individuals. Large CMPC
programs generally have more complex
management systems. In most moderate to large
programs, security  responsibilities  are
decentralized. Frequently, the security
department is responsible for issuing security
policies and providing technical advice and
oversight, and the operating or production
departments are responsible for implementing
most CMPC functions. In very large programs,
the security department frequently has a number
of specialists, each with separate areas of
responsibility.

The CMPC topic team should dedicate adequate
resources to inspect each organization’s CMPC

management program. A good rule of thumb is
that it will take one person one or two days to
review management for each program being
inspected and rated (the actual time required
depends on the size and complexity of the
inspected program). The team may want to
schedule the review of management for the latter
part of the onsite visit so they can focus on the
management problems identified during earlier
stages of the inspection; for example, Wednesday
and Thursday if data is to be gathered during a
one-week period.

Interviews with various managers make up one of
the most important methods of gathering
information about CMPC. Consequently,
inspectors can gather much of the information
discussed in the data collection activities sections
by interviewing key managers. Experience has
shown that an efficient way to organize the
inspection interviews is to start with the persons
who have immediate supervisory authority for the
various aspects of the CMPC program. In very
large programs with  numerous first-line
supervisors, it may be necessary to select a
representative sample to interview. Inspectors
should then interview individuals at successively
higher management levels, up to and including
the manager with overall responsibility for the
safeguards and security program. Managers in
the operations and production departments should
also be interviewed, since most of the
responsibility  for  implementing  classified
document control procedures rests with the line
organizations. In some cases, based on
information learned from interviews and other
inspection activities, it may be desirable to
interview managers at levels above the overall
safeguards and security managers as well. An
organized interview schedule, in which the
inspectors cover a variety of subjects with each
manager, is essential for maximizing the
efficiency of the data collection process and
minimizing the impact on facility managers.
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Common Deficiencies/
Potential Concerns

Line Management Responsibility
for Safeguards and Security

Insufficient  Management  Support  or
Oversight. Frequently, DOE and facility
operations and production managers place a high
priority on meeting production or operational
goals, and are reluctant to implement security
measures that are inconvenient or that would
impact production. While such reluctance is
understandable, compliance with the minimum
requirements of DOE orders must be met, and an
appropriate  balance between security and
operations and production must be maintained.
Without the support of senior managers, the
security organization may be unable to
adequately enforce DOE orders, resulting in a
failure to implement required security measures.
Additionally, a lack of support may result in
security programs that do not have sufficient
resources to operate effectively. It is incumbent
on senior managers and personnel responsible for
oversight activities to assure that a lack of
management support does not adversely impact
the effectiveness of security programs.

Lack of a Suitable Organizational Structure.
Occasionally, inspectors encounter an
organizational structure where the person or
group responsible for CMPC policy and
procedures is not positioned high enough in the
organization to ensure compliance. This problem
often occurs when one organizational element is
responsible for policy, but the document
custodians and other persons who actually
implement the policy work for different elements.
The situation gets worse when the management
element common to the two groups is at too high
an organizational level to deal with day-to-day
issues effectively.  Similarly, inspectors may
encounter  situations where the  security
organization has little control or influence over
the CMPC activities of the operations and
production personnel. In such cases, the

operations and production managers may place
low priority on security issues and, in extreme
cases, simply ignore the security organization’s
policies or procedures.

Responsibilities Not Specifically Assigned.
Frequently, facilities fail to document the
organizations and persons responsible for
various aspects of the CMPC program. Less
commonly, they may fail to assign responsibility
for some aspects of the program at all. Not
documenting responsibility assignments
inevitably results in some aspects of the CMPC
program  “falling through the cracks.”
Responsibility for every aspect of the program
should be specifically assigned in writing first to
an organization, and then to a specific position
or person within that group.

Headquarters Guidance and Directives Not
Distributed to Working Leve. DOE
Headquarters and NNSA have issued a large
number of memos and policy directives clarifying
and modifying various aspects of CMPC. This
information is sent to the local DOE operations
offices, and they are supposed to forward them to
the appropriate contractor managers. The
contractor managers are required to implement
the applicable directives or verify that their
programs are in compliance with policies as
clarified.  For this process to be effective,
responsible individuals must distribute the
relevant information to the working level in a
timely manner. Also, the written procedures must
be updated to incorporate the new guidance.
Frequently, the flow of information is interrupted
at some point before it gets to the working level,
so the information may not be implemented and
incorporated into written procedures.  These
interruptions in policy flow are often more
frequent when the documents to be protected are
compartmented or under special access
limitations. This is a common problem at all
DOE and contractor organization, regardless of
size.
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Personnel Competence and
Training

Inadequate Training for Classified Matter
Custodians and Key Personnd. Many
significant CMPC-related deficiencies found in
DOE are attributable to inadequate training.
Some organizations do not provide any formal
training. They rely instead on an unstructured
form of on-the-job training. They expect persons
with classified matter responsibilities to learn
from other, more experienced individuals. Often,
however, the experienced individuals themselves
lack adequate training, so improper practices
continue. In some cases, organizations make
attempts at training, but develop and administer it
using individuals unfamiliar with proper training
techniques. This practice also results in
inadequately trained persons performing key
duties. Few organizations evaluate the
competence of individuals with classified matter
responsibilities before allowing them to assume
their assigned tasks. Even people who have
completed a well-designed training program may
not have adequately learned all aspects of their
duties. Many facilities rely solely on general
awareness training, which frequently is not
specific enough or designed to cover details
required for classified custodians. If a training
program exists, inspectors should focus on
reviewing its effectiveness. If no training
program exists, inspectors should devote
additional attention to activities designed to
determine the knowledge level of individuals who
perform CMPC functions (for example,
interviews or knowledge tests).

Inadequate Staffing. Some facilities simply do
not have enough staff to accomplish CMPC
functions. A related problem occurs when a
facility’s CMPC managers cannot effectively
manage the program, either because they
supervise too many people (excessive span of
control), or because they have other duties that
deflect their attention from their document
protection responsibilities.

Comprehensive Requirements

Inconsistency in CMPC Procedures and
Practices. This problem is prevalent in
organizations with decentralized responsibility
for CMPC, or where the authority of the central
CMPC group is weak. Lower-level organizations
may develop their own procedures and practices.
Even where organization-wide procedures exist,
inspectors may find inconsistencies in the way
organizational elements implement procedures.
Different procedures within an organization are
not in themselves a problem but may increase the
potential for deficiencies.  When inspecting
organizations with several lower-level elements
that develop separate procedures, inspectors
should pay particular attention to determine
whether they are consistent and follow DOE
policy. This is also true of organizations that do
not have a strong central program element to
ensure consistent compliance with organization-
wide procedures.

Lack of Documented Assessments.
Frequently, sites possessing large quantities of
classified parts, such as weapons components,
will often store these parts in DOE-defined
“non-standard” open storage. Open storage is
considered non-standard when the storage
location (i.e., the storage building) is not fully
equipped with both perimeter and interior alarm
sensors, and therefore not considered a vault or
vault-type room. For such storage to be used,
the site must first have implemented
compensatory measures that include protective
force patrols that are sufficient to prevent
adversaries from successfully accessing and
removing the parts, and that must be based on
documented, approved assessments that consider
the time needed to remove the parts, the parts’
value, and the consequences to national security
of the parts’ removal. Most often, such
assessments have either not been conducted,
have not been conducted for all locations on
non-standard storage, or have been completed
using inappropriate assumptions, resulting in
inadequate protection for the parts.
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Feedback and Improvement

Inadequate Self-Assessment Process. Not all
facilities have implemented a comprehensive self-
assessment program. Others lack the expertise to
implement such a program effectively.
Therefore, they rely on periodic security surveys
to provide data for self-assessment of the local
CMPC program. The lack of an effective self-
assessment program can result in deficiencies
going undetected and uncorrected for extended
periods.

Inadequate Corrective Action Plans. This is
also a very common and potentially serious
deficiency that can result in deficiencies not
being corrected. Organizations frequently fail to
effectively accomplish one or more of the
following actions: (1) analyze (root cause and
cost effectiveness) and prioritize deficiencies so
that resources can be used to correct the most
serious first, (2) establish a corrective action
schedule with milestones so progress can be
monitored and slippages identified early, (3)
assign responsibility for completion to specific
organizations and individuals, (4) continually
update the plan as known deficiencies are
corrected and new ones are identified, and
(5) ensure that adequate resources are applied to
correcting deficiencies. Frequently, facility
managers devote their resources to “putting out
brush fires” (that is, correcting the most recently
identified deficiency instead of the most serious,
and habitually correcting symptoms rather than
the root causes of systemic deficiencies).

Incomplete or Inadequate Deficiency Tracking
Systems.  Tracking system inadequacy is a
common and potentially serious deficiency often
found in the management area. Problems in the
tracking system can result in not correcting
deficiencies in a timely manner, or not correcting
them at all. The two most common problems
found in tracking systems are incompleteness and
inaccuracy. Often, the system is incomplete
because supervisors or operators fail to list all
deficiencies. They are inaccurate when corrective
actions are shown as complete when they are not,

or the problem has not been dealt with
adequately. Occasionally,  inappropriate
corrective action based on inaccurate tracking
data creates new problems.

No Root Cause Analysis of Deficiencies.
Another common and potentially serious
management deficiency is the failure of
organizations to determine the underlying cause
of deficiencies. This usually results in the same
deficiencies recurring. Many times, the
organization corrects the surface problem or
symptom rather than identifying and correcting
the underlying cause—the root cause. For
example, if an inspection or self-assessment
identifies widespread and significant marking
errors on classified documents, merely instituting
a program to re-mark all existing documents
would not necessarily solve the problem. If
performed correctly, a root cause analysis may
reveal that persons generating classified
documents are not familiar enough with marking
requirements and require training. In this
example, a complete corrective action plan would
include actions to correct the markings plus
provide the necessary training.  Unless
management accurately determines the root cause
of identified deficiencies, it is likely that similar
deficiencies will recur.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documentation (for example, SSSP, CMPC
procedures, self-assessments, survey reports, and
other pertinent documents) to characterize the
program. Inspectors should:

e Determine the CMPC program organizational
structure, including whether a central group
establishes and monitors compliance with
procedures. If not, determine how many
separate points of authority for the program
exist among the various organizational
elements with CMPC interests.
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e Review organizational charts and determine
the names of all persons with CMPC
supervisory and management authority.

o Determine how CMPC policy and procedures
are promulgated and distributed.

e Determine how the self-assessment program
functions, including the frequency of self-
assessments, who has overall authority for the
program, and who actually performs the self-
assessments. Focus on determining whether
the  self-assessment  program  provides
independent oversight of all classified matter
(including CMPC interests in SCIFs, SAPs
and classified WFO programs), or whether it
is conducted by the same persons who operate
the programs being assessed.

Appendix B contains a list of generic documents
that should be reviewed during the planning and
conduct phases of the inspection. This list should
be tailored to the CMPC program of the site and
the DOE field element.

Once inspectors understand the structure of the
CMPC management program, they should
determine which organizations and program
elements will be reviewed in more depth and
which individuals will be interviewed. At large
facilities, it is not practical to inspect all
organizations in the same depth or to interview all
individuals who perform document protection
duties. In such cases, a representative sample may
be selected for evaluation. Typically, inspectors
will be covering other CMPC subtopics as well as
the program management subtopic for reasons of
efficiency. Consequently, a variety of factors
should be considered when selecting organizations
to review. It is usually advisable to interview first-
line managers with responsibility for the same
accounts as custodians selected for document
accountability performance tests. This ensures that
the impact of any deficiencies identified during the
reviews can be covered with managers during the
management  interviews. Frequently, the
information gathered during the first few days of
the inspection will influence the selection of

managers to be interviewed. As program strengths
and weaknesses are noted, the inspectors should
modify their planned activities appropriately.

Performance Tests

Performance tests are not normally conducted
specifically to evaluate the organization and
planning element.  However, the results of
performance tests in other CMPC inspection
areas should be considered because strengths and
weaknesses in the implementation of the program
are often attributable to management issues. The
performance test results should serve as a starting
point for examining how management handles the
CMPC program and for determining, whenever
possible, the root causes for identified
deficiencies.

Data Collection Activities

Line Management Responsibility for
Safeguards and Security

A. Inspectors should review the applicable
planning documents that cover the CMPC
program (for example, SSSPs or other planning
documents). Inspectors should devote particular
attention to determining whether the planning
documents are current;  whether  they
appropriately identify the goals, objectives,
responsibilities, and overall policies for all
aspects of their organization’s CMPC program;
and whether they address all applicable security
interests.  Any special conditions or unique
features of the site that are covered by exceptions
or alternative approaches should be reviewed to
determine whether the facility has documented
the justification for the exceptions.

B. Inspectors should interview  security
managers, including the CMPC manager and the
Special Security Officer (at an SCIF), and review
resource plans and budget documents. Elements
to cover include:

o Whether goals and objectives are clearly
defined
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o Whether needs identified in the corrective
action plan and strategic plan (if one exists)
are reflected in budget documents

e How the CMPC program budgeting process
functions

o Whether there is consistency between staffing
plans and budget requests.

C. Inspectors should determine whether the
organizational structure facilitates efficient
communication and positive working
relationships between the various organizational
elements, and between persons who deal with
classified matter. It is important that the
functional relationships between the CMPC
program group and the various other
organizational elements that have classified
matter be clearly defined, formally documented,
communicated, and understood by all persons
who are in a position to work with classified
matter, or who manage those that do. One
method useful for investigating the adequacy of
the communications and interactions between
organizational elements is to determine how the
CMPC organization interacts with other
organizations (for example, protective force and
physical security) when facility conditions change
(for example, when a new repository is put in
use). In this case, inspectors could review records
to determine when a repository was put in use,
when the physical security group was informed of
the possible need for additional alarm sensors,
when protective force management was informed
of the new repository, and when the protective
force supervisors began to implement the
required repository checks and patrols.

D. Inspectors should determine whether the
persons responsible for the CMPC program are in
a position to ensure compliance. This may
involve reviewing the facility's policies and
procedures to determine whether the safeguards
and security manager has the authority to enforce
compliance and resolve issues identified during
self-assessments or other similar activities.

Additionally, managers in the security department
and operations and production departments
should be interviewed to determine whether the
security organization has any problems getting
the operations or production personnel to
implement required procedures. If initial
interviews indicate questions about the operations
or production organization’s commitment to
implementing  required  security  measures,
inspectors may elect to conduct more detailed
interviews (i.e., with individual managers) and
document reviews to determine whether problems
exist. This detailed review may involve
examining findings identified in self-assessments,
surveys, and inspections to determine whether
corrective actions were implemented in a timely
manner, or whether repeated memoranda from
the security organization were necessary before
the operations or production personnel took
action. Other indicators of problems include a
pattern of repeated deficiencies at the same
location and “backsliding” (that is, implementing
corrective actions after a deficiency is identified,
and then discontinuing the corrective measures
later, after the “heat is off™).

E. Inspectors  should  determine  how
management communicates its goals and
objectives and stresses the importance of CMPC.
Inspectors should determine what incentives are
used to encourage good performance and what
programs are used to maintain an appropriate
level of security awareness.

F. Inspectors may elect to review a sample of
position descriptions of specific individuals who
have responsibilities for the CMPC program to
verify that responsibilities are actually reflected at
the individual’s level. Inspectors can also review
individual position descriptions and performance
goals of custodians or other persons in the
operations and production departments that use or
generate classified documents to determine
whether individuals are held accountable for their
performance in the CMPC program and whether
good performance in CMPC-related areas is
included.
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G. Inspectors should review actual versus
authorized staffing levels for CMPC positions to
determine whether the program is operating
short-handed.  Inspectors must be especially
watchful for non-CMPC responsibilities being
assigned to key program personnel, detracting
from their ability to perform their CMPC duties.

Personnel Competence and
Training

H. Training for the personnel who generate,
use, and maintain control systems for classified
matter is the most important aspect of human
resources. Experience has shown that most
deficiencies identified during past OA CMPC
inspections can be attributed to inadequate or
non-existent training programs. Inspectors
should interview security managers responsible
for the facility’s training programs to determine
whether the programs are complete and effective.
Aspects to cover include whether the training
programs are formal, are based on needs and job
task analyses, have written lesson plans, and
mandate that tests certifying competence be given
to custodians and other persons with key roles in
working with classified matter. Training for
users is equally important. Further, inspectors
should examine the site programs for ensuring the
appropriate level of general security awareness,
as well as CMPC awareness.

|. If a formal program is in place, the inspectors
may elect to review a sample of training records
or certifications to verify that personnel receive
the training. If possible, inspectors should attend
a training session to determine whether the
training covers relevant information and is
appropriately tailored to the needs of the
audience.

J. Inspectors should interview selected
operations and production managers, custodians,
and users to determine their level of satisfaction
with the available training programs. Elements to
cover include whether the training programs are
relevant to the needs of the users and whether

enough classes are offered to provide training to
persons who require it, or whether there are long
waiting lists.  Inspectors should determine
whether the security organization has been
responsive to requests by operations and
production managers for more training (or for
changes in training programs). If operations and
production personnel indicate dissatisfaction with
the quality or availability of training, inspectors
should follow up those concerns with security
managers to gather their views. In some cases,
inspectors may find that the security managers are
not able to offer more training classes because of
lack of resources or qualified training staff.

Comprehensive Requirements

K. Inspectors  should review  selected
procedures for compliance with DOE policy,
including whether they incorporate the most
current DOE Headquarters guidance memaos.
Inspectors should check to ensure that procedures
are current with the present organizational and
site configuration. Where individual
organizational elements have their own
procedures, inspectors should review procedures
of a variety of these elements, paying particular
attention to determining whether each element’s
procedures accurately reflect site policies and
DOE orders.

L. Inspectors should interview security
managers to determine how the facility updates
and distributes procedures to personnel who must
implement them. In conjunction with the review
of the other CMPC elements (for example,
generation and destruction), inspectors should
interview selected personnel who perform CMPC
functions to determine how procedures are issued
to them and how they are informed about
revisions and updates. Inspectors  should
determine whether procedures (including updates
and revisions) are being distributed to those who
need them. Inspectors should also compare the
results of the interviews with security managers
to those with the users to determine whether the
distribution mechanisms are functioning as
intended.
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M. Inspectors should determine whether policy
updates and directives issued by DOE
Headquarters are appropriately distributed.

Feedback and Improvement

N. Most organizations have some type of
central, integrated system to identify and follow
the status of deficiencies identified during self-
assessments, operations office surveys, and
inspections.  Inspectors should determine what
system or systems are being used. Some
organizations have a comprehensive system that
includes all safeguards and security-related
deficiencies. In other organizations, each area,
including CMPC, has a separate tracking system.

O. Inspectors should review the self-assessment
program in detail.  They should determine
whether self-assessments are performed at least
annually as required by DOE policy and whether
they review all aspects of the organization's
CMPC program. Selected self-assessment reports
should be reviewed to determine whether root
causes are identified when deficiencies are found.
It is helpful to compare the results of facility self-
assessments to inspection findings or other audit
results to learn whether the self-assessments are
equally effective.

P. Inspectors should determine who actually
performs the self-assessments. The DOE field
element may be the security survey staff, as they
perform the annual survey. If the persons who
actually work with classified matter conduct the
self-assessments, there should be some form of
independent verification or evaluation of the
results.  Inspectors should determine whether
deficiencies identified during self-assessments are
entered into a tracking system, and how
corrective actions are selected and achieved.

Q. Inspectors should determine whether an
organization has a tracking system and how it
operates. In conjunction with the survey program
topic team, they should determine whether the

tracking systems have a means of monitoring the
status of all inspections, surveys, self-
assessments, and other similar activities. Also,
inspectors should determine whether there is a
formal system to independently verify that
corrective actions have been completed and that
the original problem has been effectively
resolved. Inspectors may elect to select a sample
of CMPC-related deficiencies from several
sources and determine whether they were entered
into the tracking system. Finally, they can select
a sample of CMPC-related deficiencies indicated
as closed to verify that they have in fact been
adequately corrected.

R. Inspectors should determine  whether
corrective action plans exist for deficiencies and
whether deficiencies are analyzed and prioritized.
They should determine whether schedules and
milestones have been established and whether
specific responsibilities to ensure completion
have been assigned down to the individual level.
Inspectors should also determine whether root
cause analyses are performed. If so, the
inspectors should request documentation on root
cause analyses for significant deficiencies listed
in the tracking system and the rationale for the
particular course of corrective actions chosen. As
a related activity, inspectors may elect to review
how resources required for corrective actions are
introduced into the budget process.

S. At contractor facilities, inspectors should
review the role of DOE oversight by interviewing
selected DOE security or survey managers to
determine how DOE implements their
responsibilities. Specific items to cover include
how DOE reviews the CMPC management
program on surveys, how DOE tracks the
program status, and how DOE and the facility
interact on a day-to-day basis. Additionally, key
facility managers should be interviewed to gather
their views on the same subjects.
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General Information

DOE has established policies and procedures
designed to protect against any undue risk that
may result when contractors or subcontractors
controlled or influenced by foreign governments,
organizations, or individuals are allowed access
to classified information. These procedures
require that bidders and contractors needing
access to classified information for the
performance of proposed work submit FOCI
information ~ statements  or  certifications
[Department of Energy Acquisition Regulation
(DEAR) 952.204-73] to DOE, in accordance with
the provisionary clause required to be included in
applicable solicitations.

If FOCI certification submittals contain only
negative responses, the respective DOE
operations office or Headquarters element may
make a positive determination based upon the
submittal and award the proposed contract. If,
however, the FOCI certification contains positive
information that FOCI does exist, the certification
and supporting FOCI information are required to
be submitted to the Headquarters element
responsible for FOCI. In coordination with
representatives from that element, reviews of the
information will be conducted to determine the
degree and extent of FOCI in each case. Upon

completion of this review, a written response and
recommendation is provided to the originating
DOE organization. On occasion, Headquarters
may recommend that restrictions be placed on the
contractor for reasons of FOCI and will suggest
that a written plan be submitted by the subject
contractor delineating actions the contractor will
take to avoid or mitigate the FOCI concern. In
these cases, Headquarters reviews the plan of
action to determine acceptability. If acceptable,
Headquarters normally recommends to the
responsible DOE organization that the plan of
action be made part of the contract requirements.
If unacceptable, Headquarters recommends that
the bidder not be considered for contract award or
that the affected existing contracts with that
contractor be terminated. In some extreme cases,
where the particular services of a foreign
company cannot be obtained elsewhere,
Headquarters may require that a proxy company
be established. This company will have a
Headquarters-appointed board of U.S. citizens to
serve as the company directors and to provide a
separate method of controlling the FOCI.

Common Deficiencies/
Potential Concerns

Contracts  requiring access to classified
information are, at times, awarded without prior
receipt of required FOCI certifications from the
contractor, without prior receipt of FOCI
determinations or recommendations  from
Headquarters, or without coordination between
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the cognizant contracting officer and the
Safeguards and Security Director. Any of these
conditions could cause the unauthorized
placement of classified information or special
nuclear material (SNM) within an organization
that lacks appropriate DOE approval for the
receipt of such information or material, or is
owned, controlled, or influenced by foreign
interests. The placement of classified information
at risk negates much of the assurance that
classified matter is properly protected by other
aspects of the CMPC program.

Planning Activities

If a large number of site subcontractors or
individuals are involved in reviewing FOCI,
inspectors may choose to select a representative
sample for evaluation. Typically, a selection
would include the prime management and
operation contractors, as well as a number of
subcontractors providing support to those prime
contractors.

CMPC inspectors should review the applicable
planning documents to gain an understanding of
the facility’s organizational FOCI responsibilities

and the documentation used to record FOCI
activities. They should also be prepared to
conduct interviews with FOCI points of contact.

Data Collection Activities

Inspectors should interview cognizant DOE
security and contracting office personnel and
review applicable documentation for the
contractor and selected subcontractor
organizations. Inspectors  should determine
whether FOCI certifications or determinations
have been executed. Facility approval files
should be reviewed to ensure that authorization
for access to classified information was granted
only after the completion of a FOCI
determination.  Particular attention should be
given to FOCI determinations that have been
awaiting approval for an extended period. In
these instances, further inquiry is warranted to
ensure that the company has not been allowed
access to classified information before the
determination has been made. If reviews identify
concerns relating to the selected organizations,
additional contractor FOCI files should be
reviewed to determine the status of the overall
FOCI program.
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General Information

All organizations that deal with classified matter
in any form are required to have a security
infraction program.  This inspection subject
encompasses all aspects of infraction programs,
including detecting, investigating, and reporting
infractions. It also includes disciplining
offenders, analyzing root causes, and initiating
comprehensive corrective actions to prevent
recurrence.

Responsibility for the security infraction program
may be centralized in the group with overall
responsibility for the CMPC program, or each
suborganization may have an autonomous
program. Generally, the more decentralized the
incident program responsibilities are, the more
likely that deficiencies exist.

Common Deficiencies/
Potential Concerns

No Program To Detect
Security Infractions

Occasionally, inspectors encounter organizations
that indicate that they have had no security
infractions in  years. However, closer
examination often reveals that the reason is that
no one (protective force or staff) routinely checks
for the most common problems that result in
infractions (for example, classified documents
left unsecured, repositories left unlocked).
Additionally, many staff are not aware of their
responsibility to check their work areas and report
infractions if problems are encountered. They
mistakenly think that this is solely a protective
force responsibility. Such a situation indicates a
deficient security awareness and indoctrination
program and requires further investigation. The
CMPC topic team should coordinate with the
protection program management and personnel
security topic teams for more data on the
inspected organization’s training and security
awareness programs.

Inadequate Inquiry and Reporting
When examining security infraction reports,

inspectors frequently find that some organizations
either do not complete infraction report forms as
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required, or do not keep them on file. DOE
requires that infraction reports be placed in the
employee’s personnel security file. When reports
are available for review, inspectors often find that
the required investigation of each security
infraction is either not performed, or is performed
in a cursory manner.

No Documented Program
of Disciplinary Action

Another common problem is that some
organizations do not have a documented program
of disciplinary action for persons who have
committed infractions. There have been cases
where persons received multiple infractions in a
12-month period with no action taken by
management.  One purpose of an infraction
program is to hold persons working with
classified matter individually accountable for
their actions.  Without a documented and
consistently applied program of disciplinary
action, individual accountability cannot be
effectively enforced.

No Trend Analysis at Organization
or Operations Office Level

Contractors are required to submit infractions to
the DOE operations office. The operations office
in turn submits infraction reports for themselves
and all their contractors to DOE Headquarters.
Sometimes these reporting requirements are not
met. Even when the reports are submitted,
contractors and operations offices rarely do
anything more than compile data and forward the
reports. They do not analyze the data in the
reports to identify trends. An analysis may reveal
the need for systemic corrective action, additional
policy guidance, or a revision to DOE policy. If
trends and systemic deficiencies are not
identified, the corrective actions necessary to
address root causes will not be taken, and
deficiencies are likely to persist.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review
documentation—for example, SSSP or site
security plan (SSP), CMPC program plan (if one
exists), security infraction procedures, and
others—to characterize the security incident
program. Inspectors should cover the following
information:

e Suborganization and the position and person
responsible for administering the incident
program, and their position within the
safeguards and security organization and
within the overall organization

o Procedures for security and staff members to
report infractions

e Procedures followed when an infraction is
reported

e Schedule of disciplinary action

e Procedures for trend analysis of monthly
reports.

Performance Tests

The Interior Patrol and Observation tests
frequently conducted by the protective force topic
team are applicable to providing data relating to
the security incident program. These tests will
initiate tracking an infraction from identification
to filing. Also, the CMPC inspectors may elect to
conduct the Repository Check and Storage Area
Entry tests described in Appendix A.

Data Collection Activities
Detecting Security Infractions

A. Inspectors should review protective force
procedures and post orders (during planning if
possible) to determine whether the protective force
performs routine checks of classified areas to
discover infractions, and, if so, whether all
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appropriate areas are covered. Inspectors may be
able to verify that the protective force checks an
area by reviewing patrol records or logs. These
actions may be accomplished through coordination
with the protective force topic team.

B. Inspectors should interview operations and
production staff to determine whether they are
aware of their responsibility to report infractions.

Reporting and Investigating
Infractions

C. Inspectors should review a sample of
infraction reports to determine:

o Whether the reports contain all the information
required by DOE orders, including a
description of the incident; date, time, and
place; and the name of the individual(s)
involved.  In addition, inspectors should
determine whether the reason or cause given in
the infraction report indicates that a thorough
analysis was performed to determine the root
cause, and whether the corrective action
indicates that systemic corrections were
considered when appropriate.

o Whether the reports are sent to the person with
responsibility for the organization involved and
not just the immediate supervisor. The intent is
to keep all managers aware of infractions when
they occur, as well as first-level supervisors.

Disciplining Offenders

D. Inspectors should determine whether the
organization has documented personnel procedures
to deal with persons who commit infractions. If

conditions warrant, such as an unusual number of
infractions by one or more persons, inspectors may
also elect to review actual personnel records for
such persons to determine whether disciplinary
procedures were applied. Usually, this is best
accomplished by the personnel security topic team.

Analyzing Root Causes and
Instituting Corrective Actions

E. Inspectors should review infraction reports
and other documents for evidence of thorough
analyses of root causes and appropriate corrective
actions. Inspectors should interview persons
responsible for conducting investigations and
selecting corrective actions to determine how
thorough their analyses are and how they select
appropriate  actions. Inspectors  should also
determine whether persons performing the
investigations and se